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Arcserve Product References 

This document references the following Arcserve products: 

ƴ Arcserve® Backup 

ƴ Arcserve® Unified Data Protection Agent for Windows 

ƴ Arcserve® Unified Data Protection Agent for Linux 

ƴ Arcserve® High Availability 
 

Contact Arcserve Support 

The Arcserve Support team offers a rich set of resources for resolving your technical 
issues and provides easy access to important product information. 

www.arcserve.com/support 

With Arcserve Support: 

ƴ You can get in direct touch with the same library of information that is shared 
internally by our Arcserve Support experts. This site provides you with access to our 
knowledge-base (KB) documents. From here you easily search for and find the 
product-related KB articles which contain field-tested solutions for many top issues 
and common problems. 

ƴ You can use our Live Chat link to instantly launch a real-time conversation between 
you and the Arcserve Support team. With Live Chat, you can get immediate answers 
to your concerns and questions, while still maintaining access to the product. 

ƴ You can participate in the Arcserve Global User Community to ask and answer 
questions, share tips and tricks, discuss best practices and participate in 
conversations with your peers. 

ƴ You can open a support ticket. By opening a support ticket online, you can expect a 
callback from one of our experts in the product area you are inquiring about. 

ƴ You can access other helpful resources appropriate for your Arcserve product. 
 

https://arcserve.zendesk.com/hc/en-us
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Chapter 1: Features and Enhancements 
 

This section explains the features or enhancements provided in each release of 
<ARCSERVE UDP>. 

 

This section contains the following topics: 

Arcserve UDP Version 5.0 Features (see page 6) 
Arcserve UDP Version 5.0 Update 1 Enhancements (see page 8) 
Arcserve UDP Version 5.0 Update 2 Enhancements (see page 9) 
Arcserve UDP Version 5.0 Update 3 Enhancements (see page 13) 
Arcserve UDP Version 5.0 Update 4 Enhancements (see page 14) 
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Arcserve UDP Version 5.0 Features 

The Arcserve UDP solution provides an all-inclusive solution for next-generation storage 
problems of organizations that are trying to protect their data in a rapidly changing 
virtual, cloud, and services world. The solution does this by providing a single user 
interface to a wide range of functionality addressing multi-site business continuity and 
disaster preparedness problems. 

The following features and functionality are provided: 

ƴ Recovery Point Server (RPS) ς This is an intelligent storage-target gateway which 
can be used to offload resource-intensive tasks from the Arcserve UDP Agent 
(Windows), such as catalog generation and merge/purge operations. This gateway 
can be used as a local storage center and also as a replication engine for multi-site 
data protection to remote locations (taking advantage of global source-side data 
deduplication functionality). You can build multiple storage targets (Data Stores) on 
a Recovery Point Server. 

ƴ Data Deduplication ς The Recovery Point Server gateway provides source-side data 
deduplication capability. Data deduplication enables integrated site-to-site 
replication so that only the data that has changed is backed up from the source to 
the local intelligent target and then transferred between intelligent targets located 
at different sites. Higher deduplication rates are achieved when backing up multiple 
nodes to the same Data Store with Deduplicate Data enabled or the nodes with lots 
of free space. 

ƴ Integrated Replication ς The Arcserve UDP solution supports site-to-site replication 
(over LAN and WAN) between Recovery Point Servers. Resume replication is also 
supported in case an error occurs and interrupts the replication process. 

ƴ Microsoft Hyper-V Support ς The Arcserve UDP solution performs agentless 
backups of data that reside on virtual machines running on Microsoft Hyper-V 
without installing the Arcserve UDP Agent (Windows) on the source virtual 
machines. Incremental backups are supported to back up only the changed data. 
Compression and deduplication are supported in the backup to decrease the 
backup size. Virtual Standby is also supported on Microsoft Hyper-V. 

ƴ VMware vSphere Support ς The Arcserve UDP solution performs agentless backups 
of data that resides on virtual machines running on VMware vSphere (including the 
newest version VMware vSphere 5.5) without installing Arcserve UDP Agent 
(Windows) on the source virtual machines. Incremental backups are supported to 
back up only the changed data. Compression and deduplication are all supported in 
the backup to decrease the backup size. Virtual Standby is also supported on 
VMware vSphere. 

ƴ Protect Windows nodes ς Performs disk-based backups through Arcserve UDP 
Agent (Windows) running on the node. The node can be a laptop, physical machine 
or virtual machine on VMware vSphere and Microsoft Hyper-V, including the 
newest version Windows Server 2012 R2 and Windows 8.1. 
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ƴ Protect Linux nodes ς Performs disk-based backups on Linux nodes through 
Arcserve UDP Agent (Linux) Backup Server. The node can be laptop, physical 
machine or virtual machine running on VMware ESX server, Citrix Xen Server, 
Oracle VM, and Red Hat Enterprise Virtualization. 

ƴ Integrate with Arcserve Replication and High Availability ς Provides the capability 
to manage and monitor Arcserve Replication and High Availability functions from 
the Arcserve UDP Console. 

ƴ Integrate with Arcserve Backup - The Arcserve UDP solution provides the capability 
to utilize a complimentary, limited version of Arcserve Backup to perform backups 
(agent-based and agentless-based) to tape. 

ƴ Share Plan with Remote Recovery Point Servers ς Allows you to map multiple 
Windows users with specific Plans. You can create a Plan as you receive replicated 
data from the remote Recovery Point Server. These Plans can be mapped with the 
Windows account and shared with Remote Recovery Point Servers. 

ƴ Protect Nodes through Plan ς A Plan is a series of tasks that are assembled 
together to provide data protection. These tasks can include performing 
Agent-Based Backups, Host-Based Agentless Backups, creating a Virtual Standby 
machine, Replications, Copying of Recovery Points, and Copying of Files. The Plan 
can be deployed for protecting multiple nodes and can be enabled or disabled. You 
can also set email alerts in the Plan for job success, failure, and so on. 

ƴ Multiple Data Store Options ς Data Store is used by Recovery Point Servers as a 
location for storing backed-up data. The storage location can be a local disk, a 
remote share folder, or a NAS device. Data Stores provide plenty of options for data 
security and space efficient usage. Compression and global data deduplication are 
supported in data stores to help decrease the size of created backups. Encryption is 
also supported to provide security for the backed-up data. 

ƴ Advanced Schedule ς Allows you to set different schedules for performing backup 
jobs, merging, throttle, and replication jobs for each day. Also allows you to specify 
daily/weekly/monthly retention periods. 

ƴ Virtual Standby ςCreates a standby virtual machine for the source node where the 
most recent recovery points of a source are represented by VM snapshots. Provides 
capability to power on virtual machine manually or automatically when the source 
node is not available after disaster.  Supports the newest version of hypervisors 
(VMware vSphere 5.5, Windows Hyper-V 2012 r2). Supports greater than 2 TB disks 
through VMware ESX(i) server 5.5 or Hyper-V VHDX format virtual disks. 

ƴ Create Reports ς Collects information and allows you to view reports about such 
information as Managed Capacity of backup, Backup Size, Backup Status, 
Virtualization Protection Status, and Data Distribution on Media. 

ƴ Multiple Data Recover Options ς Allows you to recover data at the application 
level, the file level, and the VM level. For Arcserve UDP Agent (Linux) it also allows 
instant volume level recovery. 

ƴ Granular Restore for Exchange - The Arcserve UDP solution supports the restore of 
Exchange mails of an account, a mail folder, or a single mail for Exchange 2013, 
Exchange 2010, and Exchange 2007. 



Arcserve UDP Version 5.0 Update 1 Enhancements 

 

8  Solutions Guide 

 

ƴ Bare Metal Recovery (BMR) ς Provides the capability to recover a computer system 
ŦǊƻƳ άōŀǊŜ ƳŜǘŀƭέ ƛƴŎƭǳŘƛƴƎ ǘƘŜ ƻǇŜǊŀǘƛƴƎ ǎȅǎǘŜƳΣ ŀǇǇƭƛŎŀǘƛƻƴǎ ŀƴŘ Řŀǘŀ 
components necessary to rebuild or restore the entire backed-up system. BMR is 
used for disaster recovery or for migration from one server to another. The 
Arcserve UDP solution provides the capability to perform V2P (Virtual to Physical) 
Bare Metal Recovery from the Arcserve UDP Agent (Windows) backup session, from 
the latest state of a standby virtual machine, from any recovery point that has been 
previously converted from a Arcserve UDP Agent (Windows) backup session, and 
from the host-based backup session. The Arcserve UDP solution also supports 
performing a Preboot Execution Environment (PXE)-based BMR from Arcserve UDP 
Agent (Linux) backup sessions. Arcserve UDP also supports BMR from an ISCSI 
destination. 

ƴ Copy Recovery Point ς Creates a copy of a recovery point to the specified 
destination for added data protection. 

ƴ File Copy ς The Arcserve UDP solution provides the capability to copy/move files to 
and from the cloud or disk for added data protection. 

ƴ Central License Management ς Arcserve UDP licenses are installed on and checked 
centrally on the Arcserve UDP Console. With central license management, the 
license allocation is server based. This means that when a license is allocated to a 
server, central license management will record this allocation and keep this license 
exclusively used for that server. Future license requests from the same server will 
always succeed, and requests from other servers will cause a new license to be 
allocated to the new server. When there are no licenses available, you will get an 
activity log message warning you that the license is a problem. 

ƴ RPS Jumpstart ς RPS Jumpstart lets you copy data to be replicated to an external 
device and then from the device to the remote RPS server. It is an effective method 
for transferring a large amount of data with low network bandwidth. 

 

Arcserve UDP Version 5.0 Update 1 Enhancements 

The following enhancements have been added to Arcserve UDP for this update: 

ƴ Upgraded Tomcat to version 7.0.54 

ƴ Test Fixes installed. For more information, see Issues Fixed (../Update 
1/UDP_Update1_ReleaseNotes.html) in the Release Notes. 

 

file:///C:/Program%20Files%20(x86)/Author-it/Publishing/MS%20Word%20and%20PDF/CAUDP_U4--CAUDP%205.0%20Solutions%20Guide/Update%201/UDP_Update1_ReleaseNotes.html
file:///C:/Program%20Files%20(x86)/Author-it/Publishing/MS%20Word%20and%20PDF/CAUDP_U4--CAUDP%205.0%20Solutions%20Guide/Update%201/UDP_Update1_ReleaseNotes.html
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Arcserve UDP Version 5.0 Update 2 Enhancements 

The following enhancements or features have been added to Arcserve UDP for this 
update: 

ƴ RPS Jumpstart 

Allows you to migrate backup data on a share folder or data store from Arcserve 
D2D r16.5 or Arcserve UDP Version 5.0 to a data store of the selected RPS server. 

Note: For Arcserve UDP Version 5.0 sessions, both migration from "share folder to 
data store" and "data store to data store" are supported. For Arcserve D2D r16.5 
sessions, only "share folder to data store" is supported. 

ƴ Supports the ability to perform a BMR to a smaller or equal disk than the original 
one, using the shrinking volume method. 

Note: This update does not support BMR to a smaller disk if the sessions are 
migrated from Arcserve D2D r16.5, Arcserve UDP Version 5.0, or Arcserve UDP 
Version 5.0 Update 1. It only supports BMR to smaller disk when the sessions are 
backed up from Arcserve UDP Version 5.0 Update 2. 

ƴ Protect Hyper-V CSVs 

Allows you to import virtual machines that reside in a Windows cluster 
environment and protect them. 

Note: Only Windows 2012 and Windows 2012 R2 cluster are supported in this 
update. 

ƴ Node and VM Auto-Discovery 

Sends email alerts if a new virtual machine is found in Hypervisor. You can configure 
the hypervisor manually in Node Discovery Configuration. 

ƴ Protect Active Directory 

ï Allows you to restore the individual objects in the Active Directory. 

ï Allows you to perform an Active Directory authority restore after BMR. 
Note: This task is not available from Arcserve UDP Agent (Windows). To 
perform this task, follow the manual steps provided in the Arcserve UDP Agent 
(Windows) User Guide. 

ƴ Enables you to download a free version of Arcserve UDP for Workstations 

Allows you to use No Charge Edition for Workstation Operation System when 
backing up to a non-RPS data store. 

ƴ Exchange Granular Restore for VMs protected by host-based agentless backup 

Allows you to restore mailboxes, folders in a mailbox, and mail objects from the 
host-based backup sessions without installing Arcserve UDP Agent (Windows) inside 
the guest VM. 

Note: This applies to VMware only. 

ƴ Application(DB) level protection of Oracle 
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Allows you to protect (backup and restore) the Oracle database. 

Note: This task is not available from Arcserve UDP Agent (Windows). To perform 
this task, follow the manual steps provided in the Arcserve UDP Agent (Windows) 
User Guide. 

ƴ Delete Node Data from Data Store 

Allows you to delete node data (all recovery points) from RPS server data store 
view. The deletion operation will be tracked as jobs and activity log messages will 
track which nodes are deleted. You can manually delete the recovery point of the 
data store in the Browse Recovery Points panel. 

ƴ Document Console API 

Provides APIs for third-party developers to access core features of Arcserve UDP, 
including node management, RPS and data store management, plan management, 
job monitor and job histories, querying activity logs, deploying the agent and adding 
licenses. 

ƴ Ability to set backup transport mode in Console (VMware) 

In Arcserve UDP Version 5.0, you can specify the order of the transport mode for 
VMware VM backup in the registry key on the proxy server. Now you can do the 
same on the Console when creating a host-based agentless backup plan. 

ƴ Exclude days of the week from daily backups 

Allows you to specify which days of the week do not need a daily backup when 
configuring the daily backup plan. 

ƴ Discover nodes when creating plan 

Allows you to add new nodes when creating a plan. If you add existing nodes here, 
the nodes will be updated. 

ƴ Remote deployment of Arcserve UDP Version 5.0 Update 2 for Agent/RPS is 
supported after installing the Update manually on the Arcserve UDP server. 

Even after you download and install Arcserve UDP Version 5.0 Update 2 manually, 
you can remote deploy the agent and RPS with the same level update. 

ƴ Counting Managed Capacity on License Manager 

Calculates the used and remaining capacity in License Manager for Arcserve UDP 
Managed Capacity License. 

ƴ Cancel Agent Deployment 

Allows you to cancel the scheduled deployment task manually for both the Agent 
and RPS. 

ƴ Supports Copy Recovery Point task after host-based agentless backup 

Allows you to create a host-based agentless backup plan using the Copy Recovery 
Point task. 

ƴ Supports creating VHD format for Copy Recovery Point of host-based agentless 
backup 
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You can specify the No Compression ς VHD compression option in both the 
on-demand copy recovery point job and scheduled copy recovery point job, so that 
the copied disk file can be mounted directly on a Windows operating system. 

ƴ Supports switching between memory mode and SSD mode when modifying a 
deduplicated data store 

ï Allows you to switch from memory mode to SSD mode, and SSD mode to 
memory mode, when you modify a deduplicated data store. 

ï Supports changing the hash path and copying the data when you modify the 
deduplicated data store. 

 

ƴ ca_gddmgr.exe tool 

Provides a command-line utility to check the data integrity at the recovery point 
level and data store level for a deduplicated data store. The command-line utility 
also supports regenerating the hash database in case the original hash database is 
broken. 

ƴ Change disk type when performing VM recovery 

When performing a VM recovery, for each of the disks, you can now specify a disk 
type which is different with the original VM, so that you can convert the disk type 
during VM recovery. This works for both VMware VM (disk types are thin provision, 
thick provision lazy zeroed and thick provision eager zeroed) and Hyper-V VM (disk 
types are dynamic expanding and fixed size). 

ƴ Support Non-Root credentials for Linux Backup node 

When adding/updating Linux nodes, you can input Non-Root credentials for those 
Linux nodes. 

ƴ MSCS (Microsoft Cluster Service) Failover Cluster Support 

The purpose of this feature is to keep data consistent in the backup of cluster 
shared disks. When cluster failover happens since the last successful backup, in the 
next incremental backup on the node which hosts the cluster shared disk, it will 
perform a full backup for the cluster shared volumes. For the other non-clustered 
shared volumes, it will still perform an incremental backup. 

Note: BMR does not support restore cluster shared disks. So before performing a 
BMR for the cluster node, you need to disconnect the shared disk first. 

ƴ Throughput improvement for integrating with Arcserve Backup 

Customize new asynchronous read mechanism for backing up Arcserve UDP 
deduplication recovery point to tape: all time-consuming operations (for example 
reading data, transferring data, decompressing data, etc) for getting source 
recovery point data will be processed in parallel. Introduce new caching and sorting 
mechanism to avoid reading duplicated data blocks and decrease disk seek 
frequency. The job throughput of backing up an Arcserve UDP deduplication 
recovery point to tape will be greatly improved.  
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ƴ New method to define reboot schedule of protected nodes when creating or 
modifying a plan 

When you create or modify a plan to select a node as a backup source or backup 
proxy, Arcserve UDP checks whether the agent is installed on the node and if it is 
the latest version when saving the plan, Arcserve UDP then displays a verification 
dialog that lists all the nodes that either have an outdated version of the agent or 
does not have the agent installed to define install/reboot schedule. 

ƴ Supports VMware vSphere 5.5 U2. 

ƴ Supports VMware VSAN. 

ƴ Support for integration between Arcserve Backup r16.5 SP1 and Arcserve UDP 
Version 5.0 Update 2. 

Arcserve Backup r16.5 SP1+ RO75131 is supported with Arcserve UDP Version 5.0 
Update 2. With this release, performance improvement for tape backups of 
Arcserve UDP nodes is included. For more information on Arcserve Backup 
integration, see the Arcserve Backup r16.5 SP1 Updates Release Summary. 

ƴ Test Fixes installed. For more information, see Issues Fixed (../Update 
2/UDP_Update2_ReleaseNotes.html) in the Release Notes. 

 

https://support.ca.com/cadocs/0/CA%20ARCserve%20Backup%20r16%205-ENU/Bookshelf_Files/HTML/relsumry/index.htm
file:///C:/Program%20Files%20(x86)/Author-it/Publishing/MS%20Word%20and%20PDF/CAUDP_U4--CAUDP%205.0%20Solutions%20Guide/Update%202/UDP_Update2_ReleaseNotes.html
file:///C:/Program%20Files%20(x86)/Author-it/Publishing/MS%20Word%20and%20PDF/CAUDP_U4--CAUDP%205.0%20Solutions%20Guide/Update%202/UDP_Update2_ReleaseNotes.html
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Arcserve UDP Version 5.0 Update 3 Enhancements 

The following enhancements or features have been added to Arcserve UDP for this 
update: 

ƴ Arcserve has introduced a new Arcserve UDP 7000 series appliance 

Each Arcserve UDP 7000 series appliance is a self-contained, "set and forget" 
backup and recovery solution. The Arcserve UDP 7000 series appliance is fully 
integrated with the industry-leading Arcserve UDP software pre-installed in 
state-of-the-art hardware. Architected with cloud-native capabilities, its unmatched 
ease of deployment and usability combine with a broad set of features such as 
global source-based deduplication, multi-site replication, tape support, and 
automated data recovery capabilities. The Arcserve UDP 7000 series delivers 
unmatched operational agility and efficiency, and truly simplifies disaster recovery 
activities. 

ƴ Arcserve UDP Console dashboard tab 

The dashboard tab lets you view a graphical representation of the Raw Data size, 
Actual Data Storage, and the Restorable Data size for the last seven days, as well as 
the Last Backup Status. 

ƴ Arcserve UDP Console jobs tab 

This is the old dashboard tab in the previous release. It displays the status of the 
jobs for a specific period. You can apply filters to categorize the results or you can 
group the jobs by plan. 

ƴ Added the following options on the resource tab of a plan for an agentless 
host-based backup plan: 

ï VMware Snapshot Quiescing Method - allows you to use an alternative 
quiescing method during the backup for a VMware VM. 

ï Hyper-V Snapshot Method ς allows you to select the snapshot method when 
an application consistent snapshot for a Hyper-V VM cannot be taken. 

ï Hyper-V Snapshot Separation ς Resolves a known issue from the previous 
ǊŜƭŜŀǎŜ ǘƘŀǘ άǘƘŜ ǾƛǊǘǳŀƭ ƳŀŎƘƛƴŜ ǎǘŀȅǎ ƛƴ ǘƘŜ ά.ŀŎƪƛƴƎ ǳǇέ ǎǘŀǘǳǎ ŀƭǘƘƻǳƎƘ ǘƘŜ 
agentless host-based backup job of this virtual machine has already finished. 

ƴ Added the following options on the schedule tab of a plan for an agentless 
host-based backup plan: 

ï Recovery Point Check ς allows you to mount the volumes from a recovery 
point and verify the data consistency by running the Microsoft tool CHKDSK at 
the end of the backup job. 

ƴ Test Fixes installed. For more information, see Issues Fixed (../Update 
3/UDP_Update3_ReleaseNotes.html) in the Release Notes. 

 

file:///C:/Program%20Files%20(x86)/Author-it/Publishing/MS%20Word%20and%20PDF/CAUDP_U4--CAUDP%205.0%20Solutions%20Guide/Update%203/UDP_Update3_ReleaseNotes.html
file:///C:/Program%20Files%20(x86)/Author-it/Publishing/MS%20Word%20and%20PDF/CAUDP_U4--CAUDP%205.0%20Solutions%20Guide/Update%203/UDP_Update3_ReleaseNotes.html
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Arcserve UDP Version 5.0 Update 4 Enhancements 

The following enhancements or features have been added to Arcserve UDP for this 
update: 

ƴ VMware vSphere 6 is supported including VVOL, but only when patch 
ESXi600-201505001 for ESXi 6.0 is applied. For more information, see VMware ESXi 
6.0, Patch Release ESXi600-201505001 (2116125). 

ƴ Arcserve UDP has added a fix in Update 4 that allows you to use all the latest 
browsers (including Google Chrome v41, Firefox, and Internet Explorer) to browse 
the Arcserve UDP Console/RPS/Agent on Windows web pages if HTTPS is used. 

ƴ Arcserve UDP has been certified for Exchange Shared and Linked mailbox support. 

ƴ JRE support has been upgraded to 1.8 (Windows BMR is using 1.7.) 

ƴ VDDK support has been upgraded to 5.5.4. 

ƴ Arcserve UDP Version 5.0 Update 4 supports the Auto Update feature: 

ï Arcserve UDP Version 5.0 Update 3 users can leverage auto update to upgrade 
to Arcserve UDP Version 5.0 Update 4 now or they can also manually upgrade. 

ï If you are using versions prior to Update 3, you have two ways to upgrade to 
Update 4: 

ƴ Manually upgrade to Update 3 first, and then check auto update to 
upgrade to Update 4. 

ƴ Directly perform a manual upgrade to Update 4. 

ƴ ²ƘŜƴ ŎǊŜŀǘƛƴƎ ŀ ƴŜǿ Řŀǘŀ ǎǘƻǊŜΣ ǘƘŜ ŘŜŦŀǳƭǘ ǾŀƭǳŜ ŦƻǊ ά/ƻƴŎǳǊǊŜƴǘ ǎǘǊŜŀƳǎ ǘƻ Řŀǘŀ 
ǎǘƻǊŜέ Ƙŀǎ ōŜŜƴ ŎƘŀƴƎŜŘ ŦǊƻƳ нл ǘƻ пΦ 

ƴ The following security vulnerabilities have been fixed:   

ï ZDI-CAN-2809  CVE-2015-4068 

ï ZDI-CAN-2810  CVE-2015-4068 

ï ZDI-CAN-2862  CVE-2015-4069 

ï ZDI-CAN-2866  CVE-2015-4069 

ƴ Multiple Test Fixes have been installed. For more information, see Issues Fixed 
(../Update 4/UDP_Update4_ReleaseNotes.html) in the Release Notes. 

ƴ Support for vSphere 6.0 VVOL. 

ƴ Support for VSAN 6.0 in vSphere 6.0. 

ƴ Arcserve UDP integrates with LabTech Software MSP to allow users to back up data 
either to a local machine or a recovery point server through the LabTech Control 
Center. For more information, see Arcserve UDP and LabTech Integration in our 
Solutions Guide. 

ƴ "Un-hide the above bullet when approved." 10/14/2015 
 

http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=2116125
http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=2116125
file:///C:/Program%20Files%20(x86)/Author-it/Publishing/MS%20Word%20and%20PDF/CAUDP_U4--CAUDP%205.0%20Solutions%20Guide/Update%204/UDP_Update4_ReleaseNotes.html
http://documentation.arcserve.com/Arcserve-UDP/Available/V5/ENU/bookshelf.html
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Chapter 2: Understanding Arcserve UDP 
 

This section contains the following topics: 

Introduction (see page 26) 
How Arcserve UDP Works (see page 28) 
Task-Based Scenarios (see page 30) 
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Introduction 

Arcserve Unified Data Protection is a comprehensive solution to protect complex IT 
environments. The solution protects your data residing in various types of nodes such as 
Windows, Linux, and virtual machines on VMware ESX servers or Microsoft Hyper-V 
servers. You can back up data to either a local machine or a recovery point server. A 
recovery point server is a central server where backups from multiple sources are 
stored.  

Arcserve UDP provides the following capabilities: 

ƴ Protects various type of source nodes 

ƴ Backs up data to recovery point servers 

ƴ Replicates backup data to recovery point servers and remote recovery point servers 

ƴ Copies selected source files to a secondary backup location 

ƴ Copies recovery points to an additional location 

ƴ Creates virtual standby machines from backup data 

ƴ Restores backup data and performs Bare Metal Recovery (BMR) 

ƴ Restores Microsoft Exchange email and non-email objects using the Arcserve UDP 
Exchange Granular Restore utility.  

Note: For more details on the supported specifications, functionalities, and other 
features, see the Exchange Granular Restore user guide (esr.pdf), located at: 
http://documentation.arcserve.com/Arcserve-UDP/Unavailable/V6/ENU/Bookshelf
_Files/PDF/udp_esr_guide.pdf. 

ƴ Monitors Arcserve High Availability 

Arcserve UDP replicates backup data that is saved as recovery points from one server to 
another recovery point server. You can also create virtual machines from the backup 
data that can act as standby machines when the source node fails. The standby virtual 
machine is created by converting recovery points to VMware ESX or Microsoft Hyper-V 
virtual machine format. 

The Arcserve UDP solution provides integration with Arcserve High Availability. After 
you create scenarios in Arcserve High Availability, you can manage and monitor your 
scenarios and perform operations like adding or deleting destination machines. 

 

http://documentation.arcserve.com/Arcserve-UDP/Available/V6/ENU/Bookshelf_Files/PDF/udp_esr_guide.pdf
http://documentation.arcserve.com/Arcserve-UDP/Available/V6/ENU/Bookshelf_Files/PDF/udp_esr_guide.pdf
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The following diagram illustrates the major functions that Arcserve UDP lets you 
perform. 
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How Arcserve UDP Works 

Arcserve UDP is a unified data protection solution that lets you protect your computer 
systems. The following are the high level steps that you need to follow to protect your 
systems using Arcserve UDP. 

1. Install Arcserve Unified Data Protection. 

2. Add Nodes that you want to protect. You can add Windows or Linux nodes and 
virtual machines in ESX/Vcenter and Hyper-V servers. 

3. Add a destination. A destination could be a recovery point server, local folder, or 
remote shared folder. 

 

4. Create data stores on the recovery point server. A data store is a physical area on a 
disk. You can create deduplication and non-deduplication data stores. 

5. Create a plan. A plan is a group of tasks to manage backup, replication, and creation 
of virtual standby machines. 

6. Perform jobs such as backup, create virtual standby, and replicate.  

7. Perform a simple restore or a bare metal recovery. 
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The following diagram illustrates the high-level steps that you need to perform to 
protect data.  
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Task-Based Scenarios 

Task-based scenarios are information modules that provide everything you want to 
know about performing a task, all in one easy-to-follow location. 

Arcserve Unified Data Protection: 

ƴ How to Install Arcserve UDP (see page 33) 

ƴ How to Install Arcserve UDP Updates (see page 60) 

ƴ How to Uninstall Arcserve UDP (see page 68) 

ƴ How to Manage Arcserve UDP Licenses (see page 72) 

ƴ How to Add a Destination 

ƴ How to Add Nodes (see page 111) 

ƴ How to Manage a Data Store 

ƴ How to Manage a Recovery Point Server (see page 178) 

ƴ How to Manage Nodes (see page 123) 

ƴ How to Create a Windows Backup Plan (see page 186) 

ƴ How to Create a Host-Based Virtual Machine Backup Plan (see page 223) 

ƴ How to Create a Virtual Standby Plan (see page 258) 

ƴ How to Add and Manage Node Groups (see page 148) 

ƴ How to Create a Linux Backup Plan (see page 206) 

ƴ How to Create a Copy Recovery Points Plan (see page 363) 

ƴ How to Create a File Copy Plan (see page 382) 

ƴ How to Replicate Data Between Data Stores Managed from a UDP Console (see 
page 323) 

ƴ How to Replicate Data Between Data Stores Managed from Different UDP 
Consoles (see page 341) 

ƴ How to Perform an Offline Data Replication Using RPS Jumpstart (see page 355) 

ƴ How to View Virtual Standby Settings from the Monitor Server (see page 304) 

ƴ How to Protect Virtual Standby Machines (see page 315) 

ƴ How to Perform a Bare Metal Recovery (BMR) for Linux Machines (see page 559) 

ƴ How to Perform a Bare Metal Recovery Using a Backup (see page 580) 

ƴ How to Perform a Bare Metal Recovery Using a Virtual Standby VM (see page 610) 

ƴ How to Perform a File-Level Recovery on Linux Nodes (see page 542) 

ƴ How to Restore a Microsoft SQL Server Application (see page 521) 

ƴ How to Restore from a Recovery Point (see page 411) 
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ƴ How to Restore from a File Copy (see page 425) 

ƴ How to Restore Files/Folders (see page 438) 

ƴ How to Restore a Virtual Machine (see page 457) 

ƴ How to Restore Microsoft Exchange Mail (see page 475) 

ƴ How to Restore a Microsoft Exchange Application (see page 492) 

ƴ How to Restore Microsoft Clustered Nodes and Shared Disks (see page 644) 

ƴ How to Back up an Arcserve Deduplication Data Store to a Tape (see page 655) 

ƴ How to Restore an Arcserve Deduplication Data Store from a Tape (see page 662) 

ƴ How to Restore an Active Directory (see page 649) 

Arcserve UDP Agent for Windows: 

ƴ How to Install Arcserve UDP Agent (Windows) 

ƴ How to Install Arcserve UDP Agent (Windows) Updates 

ƴ How to Uninstall Arcserve UDP Agent (Windows) 

ƴ How to Navigate the Arcserve UDP Agent (Windows) User Interface 

ƴ How to Perform a Backup 

ƴ How to Restore from a Recovery Point 

ƴ How to Restore from a File Copy 

ƴ How to Restore Files/Folders 

ƴ How to Restore a File/Folder for an Agentless Virtual Machine  

ƴ How to Restore a Virtual Machine 

ƴ How to Restore Microsoft Exchange Mail 

ƴ How to Restore a Microsoft Exchange Application 

ƴ How to Restore a Microsoft SQL Server Application 

ƴ How to Restore an Oracle Database 

ƴ How to Restore an Active Directory 

ƴ How to Perform an Authoritative Restore of an Active Directory after a BMR 

ƴ How to Restore Microsoft Clustered Nodes and Shared Disks 

ƴ How to Perform a Bare Metal Recovery Using a Backup 

ƴ How to Perform a Bare Metal Recovery Using a Virtual Standby VM 

ƴ How to Copy a Recovery Point 

ƴ How to Create a Boot Kit 

Arcserve UDP Agent for Linux: 
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ƴ How to Install Arcserve UDP Agent (Linux) 

ƴ How to Upgrade Arcserve UDP Agent (Linux) 

ƴ How to Uninstall Arcserve UDP Agent (Linux) 

ƴ How to Navigate the Arcserve UDP Agent (Linux) User Interface 

ƴ How to Manage the Licenses 

ƴ How to Manage Jobs 

ƴ How to Back Up Linux Nodes 

ƴ How to Modify and Rerun a Backup Job 

ƴ How to Perform a File Level Recovery 

ƴ How to Create a Bootable Live CD 

ƴ How to Create a CentOS-Based Live CD 

ƴ How to Perform a Bare Metal Recovery (BMR) for Linux Machines 

ƴ How to Automatically Recover a Virtual Machine 

ƴ How to Restore Volumes on a Target Node 

ƴ How to Restore an Oracle Database Using Arcserve UDP Agent (Linux) 

ƴ How to Integrate and Automate Arcserve UDP Agent (Linux) with the Existing IT 
Environment 

ƴ How to Manage the Backup Server Settings 

ƴ How to Manage the Backup Server from the Command Line 

ƴ How to Manage the Non-Root Users 
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Chapter 3: Installing Arcserve UDP 
 

This section contains the following topics: 

How to Install Arcserve UDP (see page 33) 
How to Install Arcserve UDP Updates (see page 60) 
How to Uninstall Arcserve UDP (see page 68) 
How to Manage Arcserve UDP Licenses (see page 72) 
How to Upgrade to Arcserve UDP (see page 76) 
UDP Workstation Free (see page 77) 

 

How to Install Arcserve UDP 

As a storage administrator, you manage data backup and restore of machines in your 
network setup. Using Arcserve UDP, you can centrally manage and protect Windows 
nodes, Linux nodes, and virtual machines in VMware ESX servers or Microsoft Hyper-V 
servers. The Arcserve UDP installation provides you with the following options: 

ƴ Arcserve UDP - Full: Installs all the Arcserve UDP components. You can install this 
on a system from where you want to manage data protection functions. This 
system must meet the hardware requirements necessary to install Arcserve UDP. 
For information about the supported systems, see the Arcserve UDP Release Notes. 
After the installation, you log in to the Arcserve UDP Console (Console) and perform 
data management functions. The Console lets you manage and monitor nodes, 
recovery point servers, backups, restore, and replication. 

ƴ Arcserve UDP - Agent: Installs only the Arcserve UDP Agent. Install the agent to the 
nodes that you want to protect. Perform this step only when you want to install the 
agent manually to a node. Typically, the agent is deployed automatically to nodes 
from the Console when you create a plan. 
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The following diagram illustrates how to install Arcserve UDP. 

  

What To Do Next? 

1. Review the Prerequisites and Considerations 

2. Decide the Installation Type (see page 36) 

3. Install Arcserve UDP Using the Setup Wizard 

4. Install Arcserve UDP Using the Command Line 

5. Install Using the Unified Installer 

6. Verify the Installation (see page 45) 

7. (Optional) Communication Ports Used 

8. (Optional) How the Installation Process Affects Operating Systems (see page 54) 
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Review the Prerequisites and Considerations 

Review the following installation prerequisites and considerations before installing 
Arcserve UDP:  

Prerequisites 

ƴ Review the Arcserve UDP Release Notes 6.0. The Release Notes contains a 
description of system requirements, supported operating systems, and a list of 
issues known to exist with this release. 

ƴ Verify that your systems meet the software and hardware requirements necessary 
to install Arcserve UDP components. 

 

ƴ Verify that your Windows account has administrator privileges or any other equal 
privileges to install software on the systems where you plan to install Arcserve UDP 
components. 

ƴ Verify that you have the user names and passwords of the systems where you are 
installing Arcserve UDP components. 

ƴ Verify that you have .Net 3.5 installed, if you use SQLE 2008 R2. 

Note: To use SQL Server as Arcserve UDP database, you do not need .Net 3.5. 

ƴ Review the Compatibility Matrix which provides the supported operating systems, 
databases, and browsers. 

Considerations 

Before the installation, you should determine how to set up your Arcserve UDP 
installation: 

ƴ The system where you want to install the Console. 

ƴ The nodes that you want to protect. 

ƴ The number of recovery point servers that would serve as backup destinations. 

ƴ The number of replica servers that would replicate recovery point servers. 
 

https://arcserve.zendesk.com/hc/en-us/articles/204760116
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Decide the Installation Type 

You can install Arcserve UDP using one of the following methods: 

ƴ Standard Installation Using the Setup Wizard: This method lets you install Arcserve 
UDP using the Setup Wizard. In this method, you are prompted at each step to 
choose the desired options. 

ƴ Silent Installation Using the Command Line: This method lets you perform an 
unattended installation using the Windows command line. 

ƴ Installation using the Unified Installer: This method lets you install Arcserve UDP, 
Arcserve Backup, and Arcserve Replication and High Availability from a single 
installer. You can choose to install all the three products at once or install each 
product separately. You can download the installer from the Arcserve website. 
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Install Arcserve UDP Using the Setup Wizard 

Using Arcserve Unified Data Protection, you can centrally manage and monitor nodes, 
recovery point servers, virtual machines in vCenter or ESX servers or Microsoft Hyper-V 
servers, replica servers, and Arcserve Unified Data Protection reports. 

Install Arcserve Unified Data Protection on a server from where you can manage 
protected nodes and other Arcserve Unified Data Protection components. 

Follow these steps: 

1. Access the Arcserve UDP installation package from either the Arcserve web site or 
the product CD. 

Note: If one of the supported non-English operating systems is detected, you will be 
required to select the language for the product installation. 

2. Double-click the installation package. 

The License Agreement dialog opens. 

3. Read and accept the terms of the licensing agreement and click Next. 

The Installation Type dialog opens. 

4. Select one of the installation types. 

Standard Installation 

Lets you install either the agent or all the Arcserve Unified Data Protection 
components. 

Arcserve Unified Data Protection - Agent 

Installs Arcserve UDP Agent only. 

For more information, see Install Arcserve UDP Agent (Windows) Using the 
Installation Wizard in the Arcserve UDP Agent for Windows User Guide. 

Arcserve Unified Data Protection - Full 

Installs Arcserve Unified Data Protection Console, Recovery Point Server, 
and Agent. 

 

Advanced Installation 

Lets you install one or more of the following Arcserve Unified Data Protection 
components. 

ƴ Arcserve UDP Agent 

ƴ Arcserve UDP Recovery Point Server 

ƴ Arcserve UDP Console 

5. Specify if you want to install the Arcserve UDP Agent (Windows) change tracking 
driver and click Next. 

By default, this option is selected. 
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ƴ Without this driver installed, Arcserve UDP Agent (Windows) cannot perform a 
local backup. 

ƴ With this driver installed, you would still need to have a valid Arcserve UDP 
Agent (Windows) license to perform a local backup. 

Note: You can install this driver at any time after the installation is complete by 
running the InstallDriver.bat utility from the following location: <Arcserve UDP 
install folder>\Engine\BIN\DRIVER 

The Destination Folder dialog opens. 

6. Click Next. 
 

The Destination Folder dialog opens. 

7. Specify the folder where you want to install Arcserve Unified Data Protection and 
click Next. 

The Configuration dialog opens. 

8. On the Configuration dialog, specify the following information: 

a. Select the protocol. 

Note: For a secure communication, select the HTTPS protocol. To use the SSL 
protocol for a hostname that contains an underscore (_) character, you must 
manually run the following batch file before using the UDP Agent or Console:  

UDP Agent: INSTALLDIR \Engine\BIN\changeToHttps.bat 

UDP Console: INSTALLDIR \Management\BIN\changeToHttps.bat 

b. Enter the port number for the agent. 

c. Enter the port number for the Console. 

d. Enter the Windows Administrator name and password. 

e. Specify if you want to display the arcserve UDP agent monitor for all users or 
only the current user. 
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9. Click Next. 

The Database Settings dialog opens. 

10. On the Database Settings dialog, click the Database drop-down list to choose a 
database type. You can specify one of the following: 

ƴ Microsoft SQL Server 2008 Express Edition (included) 

ƴ Microsoft SQL Server 

Important! When you have more than 500 nodes to manage from the Console, 
make sure that you select Microsoft SQLServer and not SQLExpress. 

After you specify a database, the required options for the specified database are 
displayed on the Database Settings dialog. Do one of the following: 

Microsoft SQL Server 2008 Express Edition (included): 

On the Database Settings dialog, complete the following: 

a. Specify the location where you want to install Microsoft SQL Server 2008 
Express. You can accept the default path or specify an alternative path. 

b. Specify the location where you want to install the data file for the Arcserve 
Unified Data Protection default database. You can accept the default path or 
specify an alternative path. 

Note: Microsoft SQL Server 2008 Express does not support remote 
communication. Therefore, install the default database and the data file on the 
computer where you are installing the application. 

Microsoft SQL Server Databases 

On the Database Settings dialog, complete the following: 

a. SQL Server Type: Specify the type of communication that the application 
should use to communicate with the SQL Server database. 

Local: Specify Local when the application and SQL Server are installed on 
the same computer. 

Remote: Specify Remote when the application and SQL Server are installed 
on different computers. 

b. SQL Server Name: If the SQL Server Type is Remote, specify the remote SQL 
Server name. If the SQL Server is local, select the server from the drop-down 
list. 

c. Security: Specify the type of credentials that you want to use to authenticate 
SQL Server. 

Use Windows Security: Authenticates using your Windows credentials. 

Use SQL Server Security: Authenticates using SQL Server credentials. Enter 
the Login ID and Password to access the SQL Server account. 
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11. Click Next. The Firewall Exceptions dialog opens. 

The Firewall Exceptions dialog lists the services and programs to be registered to 
Windows Firewall as exceptions for Arcserve UDP. 

Note: Firewall exceptions are required if you want to configure and manage 
Arcserve UDP from remote machines. 

12. Click Install to launch the installation process. 

The Installation Progress dialog is displayed indicating the status of the installation. 
When the installation is complete, the Installation Report dialog is displayed. 

(Optional) If you want to check for any latest product updates, follow these steps: 

a. Select  Check for an update immediately and click Finish. 

The Check for Updates dialog opens. 

b. Select the server from where you want to download updates and click 
Download and Install Updates. 

c. The Update Process dialog is displayed indicating the download status. 

When the update is complete, an alert message is displayed. 

(Optional) To install the Arcserve UDP Agent for Linux, follow the instruction in the 
"Install arcserve Unified Data Protection Agent for Linux" section. 

13. Click Finish. 

Arcserve UDP is installed on your computer. 

Applicable to Update 2: When installing Update 2 in a multi-node environment, it is 
important that all associated agent nodes also install Update 2 and you do not have a 
mix of agent nodes at different update levels trying to provide the same protection.   

 

Install Arcserve UDP Using the Command Line 

You can install Arcserve UDP silently. A silent installation eliminates the need for user 
interaction. The following steps describe how to install the application silently using the 
Windows Command Line. 

Follow these steps: 

1. Open the Windows Command Line on the computer where you want to start the 
silent installation process. 

2. Download the self-extracting installation package to your computer. 

Start the silent installation process using the following Command Line syntax: 

"arcserve_Unified_Data_Protection.exe" -s -a -q -Products:<ProductList> -Path:<INSTALLDIR> 

-User:<UserName> -Password:<Password> -Https:<HTTPS> -ConsolePort:<Port Number> 

-AgentPort:<Port Number> -Driver:<DRIVER> -MonitorFlag:<MONITORFLAG> -StopUA:<STOPUA> 

-SummaryPath:<SUMMARYPATH> -AutoReboot:<AUTOREBOOT> 
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Example:  

"arcserve_Unified_Data_Protection.exe" -s -a -q -Products:Agent -User:administrator -Password:test" 

3. Configure the silent installation using the following syntax and arguments:   

Important: If the parameters include any of the following special characters, 
enclose the parameters in quotes: 

ƴ <space> 

ƴ &()[]{}^=;!'+,`~ 

For example: If the password is abc^*123, the input should be 
-Password:"abc^*123". 

-s 

Runs the executable file package in the silent mode. 

-a 

Specifies additional command line options. 

-q 

Installs the application in the silent mode. 
 

 

-Products:<ProductList>  

(Optional) Specifies the components to install silently. If you do not specify a 
value for this argument, the silent installation process installs all components. 
You can specify the following components: 

Agent: Installs the Data Protection Agent component. 

RPS: Installs the Recovery Point Server component. 

Console: Installs the Console component. 

All: Installs all the components of Arcserve UDP. 

Example: 

For Install Data Protection Agent: 

-Products:Agent 

For Install Recovery Point Server: 

-Products:Agent,RPS 

For Install Data Protection Agent, Recovery Point Server and Data Protection 
Console: 

-Products:Agent,RPS,Console 

For Install all the components in the build: 

-Products:All 
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-User:<UserName>  

Specifies the user name that you want to use to install and run the application. 

Note: The user name is of the administrator or an account with administrative 
privileges. 

-Password:<Password>  

Specifies the password of the user name. 
 

-Https:<HTTPS>  

(Optional) Specifies the communication protocol. The options are 0 and 1. Use 
0 for http and 1 for https. 
Default: 0 
Example:  

-https:1 

-Path:<INSTALLDIR>  

(Optional) Specifies the target installation path of Data Protection Agent. 
Example:  

-Path:"C:\Program Files\CA\arcserve Unified Data Protection" 

Note: If the value for INSTALLDIR contains a space, enclose the path with 
quotation marks. Additionally, the path cannot end with a backslash character. 

-ConsolePort:<Port Number>  

(Optional) Specifies the communication port number for the Console. 

Default: 8015  

Example:  

-ConsolePort:8015 

Note: Use this option when you want to install the Console. 
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-AgentPort:<Port Number> 

(Optional) Specifies the communication port number to access Arcserve UDP 
Agent.  

Default: 8014 
Example:  

-AgentPort:8014 

Note: Use this option when you want to install the Arcserve UDP Agent. 

-Driver:<DRIVER>  

(Optional) Specifies whether to install Arcserve UDP Agent change tracking 
driver. The options are 0 and 1.  

0: Does not install the driver 
1: Installs the driver 

Default:1 
Example:  

-driver:1 

-MonitorFlag:<MONITORFLAG>  

(Optional) Specifies the Arcserve UDP Agent monitor display to users. The 
options are 0 and 1. 

0: Displays the agent monitor to all users.  
1: Displays the agent monitor only to the current user. 

Default: 0. 

Example:  

-MonitorFlag:0 
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-StopUA:< STOPUA >  

(Optional) Specifies to stop the CA ARCserve Universal Agent service.  

0: Does not stop the CA ARCserve Universal Agent service if it is running during 
the installation process.  
1: Stops the CA ARCserve Universal Agent service if it is running during the 
installation process. 
Default: 0 

Example: 

-StopUA:1 

Note: Use this option while upgrading to a new version. Verify that you set the 
value to 1 or stop the service before starting the upgrade process. This helps 
ensure that the installation does not fail.  

-SummaryPath:<SUMMARYPATH> 

(Optional) Specifies the target path to generate the summary file of the 
installation. 

Example: 

-SummaryPath:"C:\Result" 

Note: If the value for SUMMARYPATH contains a space, enclose the path with 
quotation marks. Additionally, the path cannot end with a backslash character. 

-AutoReboot:<AUTOREBOOT> 

(Optional) Let Setup reboot the machine after installation if the installation 
requires a reboot. The options are 0 and 1. 

0: Does not reboot the machine. 

1: Reboots the machine if the installation requires a reboot. 

Default: 0 

Example: 

-AutoReboot:1 

Note: If the installation does not require a reboot, Setup will not reboot the 
machine even if this parameter is set to 1. 

4. Restart the target computer after you complete the silent installation. 
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Verify the Installation 

To verify the installation, confirm the existence of the Arcserve UDP Agent and Recovery 
Point Server services from the Windows Services dialog. You can also confirm the 
presence of Arcserve UDP by clicking Start, All Programs on the Windows operating 
system.  

Follow these steps: 

1. Verify that the Arcserve UDP icon appears in the system tray. 

2. Verify that the agent and server services are up and running from the Windows 
Services Manager. 

You have successfully installed Arcserve UDP and you are ready to back up your 
Windows machine.  

 

Communication Ports Used by Arcserve UDP 

This section provides information about ports used for the following components: 

ƴ Components installed on Microsoft Windows (see page 45) 

ƴ Components installed on Linux (see page 52) 

ƴ Components installed on Hypervisor (see page 53) 

Ports listed are required for backup and other jobs when you have a LAN environment. 

*Port sharing is supported for replication jobs. All data on different ports can be 
forwarded to port 8014 (default port for the UDP Server, can be modified during 
installation). When a replication job runs between two recovery point servers across 
WAN, only port 8014 is required to be open.  

Similarly, for remote replications, the Remote administrator needs to open or forward 
port 8014 (for data replication) and port 8015 (default port for the UDP console, can be 
modified during installation) for local recovery point servers to get the assigned 
replication plan.  

 

Components installed on Microsoft Windows 

This section provides information about ports used in UDP Console and UDP Recovery 
Point Server (RPS): 

ƴ UDP Console (see page 46) 

ƴ UDP Recovery Point Server (RPS) (see page 48) 

ƴ UDP Windows Agent (see page 51) 
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UDP Console 

The following table lists the ports used by Arcserve UDP Console: 

 

Port 
Number 

Port 
Type 

Initiated 
by 

Listening 
Process 

Intern
al / 
Extern
al Port 

Description 

8015 TCP UDP 
Console 

httpd.exe Extern
al 

Default HTTP/HTTPS communication 
port to visit UDP Console. 

Note: You can modify the default 
communication port when you install 
the UDP components. 

1433 TCP Remote 
Java 

sqlsvr.exe Extern
al 

Default communication port between 
the UDP console and Microsoft SQL 
Server databases when they reside 
on different computers. 

Note: You can modify the default 
communication port when installing 
SQL Server. 

6052 TCP Arcserve 
Backup 
Global 
Dashboa
rd 

Arcserve.
Communi
cationFou
ndation.
Windows
Service.ex
e 

Extern
al 

Communication that lets the UDP 
Console and the Arcserve Backup 
Global Dashboard Primary server 
synchronize data. 

Note: This port is only needed when 
you want to synchronize Arcserve 
Backup Global Dashboard data to 
UDP Console. 

6054 TCP Arcserve 
Backup 
Primary 
server 

Arcserve.
Communi
cationFou
ndation.
Windows
Service.ex
e 

Extern
al 

Communication that lets the Console 
and the Arcserve Backup Primary 
server synchronize data. 

Note: This port is only needed when 
you want to synchronize Arcserve 
Backup Global Dashboard data to 
UDP Console. 
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8007 TCP TOMCAT tomcat7.e
xe 

Intern
al Internally 

Used by 
Tomcat 
Managem
ent 
Service. 

Note: This 
port can 
only be 
changed 
by 
modifying 
TOMCAT 
configurati
on files. 
This port 
can be 
ignored for 
the 
firewall 
setting. 
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UDP Recovery Point Server (RPS) 

The following table lists the ports used by Arcserve UDP Recovery Point Server (RPS): 

 

Port 
Numbe
r 

Port 
Type 

Initiate
d by 

Listening 
Process 

Interna
l / 
Extern
al Port 

Description 
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8014 TCP UDP 
RPS 

httpd.exe Externa
l 

Default HTTP/HTTPS communication 
port to visit UDP RPS and UDP Agent 

Notes:  

ƴ This 
port is 
the 
default 
shared 
port 
and the 
only 
port 
you 
must 
open 
when 
you use 
the 
UDP 
RPS as 
the 
replicati
on 
destina
tion. Do 
not 
open 
port 
5000-5
060 
used by 
data 
stores 
with 
global 
dedupli
cation 
enabled
. 

ƴ You can 
modify 
the 
default 
commu
nication 
port 
when 
you 
install 
the 
UDP 
compo
nents. 
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8016 TCP UDP 
RPS 

tomcat7.e
xe 

Interna
l 

Internally used by UDP RPS Web 
Services to communicate with the UDP 
RPS Port Sharing Service on the same 
server. 

Note: The port could not be 
customized and can be ignored for the 
firewall setting. 

5000-5
060 

TCP UDP 
RPS 

GDDServe
r.exe 

Externa
l 

This port range is reserved for UDP 
RPS Deduplication Data Store Service. 
One UDP RPS Deduplication data store 
will use 3 free ports start from 5000. It 
is needed when data store with 
Deduplication enabled for backup or 
restore.  If you use RPS as the 
ǊŜǇƭƛŎŀǘƛƻƴ ǘŀǊƎŜǘ ƻƴƭȅΣ ȅƻǳ ŘƻƴΩǘ ƴŜŜŘ 
to open them in the firewall 
configuration. 

Note: The port range can be 
customized in Registry by changing the 
following in 

HKEY_LOCAL_MACHINE\SOFTWARE\A
rcserve\Unified Data 
Protection\Engine\DataStore: 

ƴ Key 
Name: 
PortRan
geForG
DD 

ƴ Type: 
Reg_SZ 

ƴ Default 
Value: 
5000-5
060 

Only data store created after registry 
changes will use the newly changed 
port range. 

18005 TCP TOMCA
T 

tomcat7.e
xe 

Interna
l 

To shutdown Tomcat used by the UDP 
RPS or Agent. 

Note: This port can only be changed by 
modifying TOMCAT configuration files. 
This port can be ignored for the 
firewall setting 



How to Install Arcserve UDP 

 

Chapter 3: Installing Arcserve UDP  51  

 

445 TCP   Externa
l 

Communication port for SMB service 
to enable Shared Folder on Windows 
OS. 

Note: This port is used when the RPS 
hosts the data store on a local disk. 
The data store exposes the shared 
folder as the backup destination for 
the UDP Agent to back up data. 

 

 

 
 

UDP Windows Agent 

The following table lists the ports used by Arcserve UDP Windows Agent: 

 

Port 
Numbe
r 

Port 
Type 

Initiat
ed by 

Listening 
Process 

Interna
l / 
Extern
al Port 

Description 

8014 TCP UDP 
Windo
ws 
Agent 

tomcat7.e
xe 

Externa
l 

Default HTTP/HTTPS communication 
port to visit UDP RPS and UDP Agent. 

Note: You can modify the default 
communication port when you install 
the UDP components. 

18005 TCP TOMC
AT 

tomcat7.e
xe 

Interna
l 

To shutdown Tomcat used by the UDP 
RPS or Agent. 

Note: This port can only be changed by 
modifying TOMCAT configuration files. 
This port can be ignored for the firewall 
setting. 

4090 TCP UDP 
Windo
ws 
Agent 

HATransS
erver.exe 

Externa
l 

To transfer data for Virtual Standby task 
in the proxy mode. 

Note: This port is only needed when 
you specify this UDP Windows Agent as 
Virtual Standby Monitor. 
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135 TCP   Externa
l 

Communication port for RPC service on 
Windows OS. 

Note: This port is only needed 
whenever UDP Console remotely deploy 
UDP Windows Agent to this Agent 
machine.  If the UDP Windows Agent is 
installed by running setup locally, this 
port is not required. 

445 TCP   Externa
l 

Communication port for SMB service to 
enable Shared Folder on Windows OS. 

Note: This port is only needed 
whenever UDP Console remotely deploy 
UDP Windows Agent to this Agent 
machine.  If the UDP Windows Agent is 
installed by running setup locally, this 
port is not required 

 
 

Components installed on Linux 

This section provides information about ports used in Linux Backup Server (see page 52) 
and Linux Nodes protected by Linux Backup Server remotely (see page 53). 

 

Linux Backup Server 

The following table lists the ports used by Linux Backup Server: 

 

Port 
Numb
er 

Port 
Type 

Initia
ted 
by 

Listenin
g 
Process 

Interna
l / 
Extern
al Port 

Description 

8014 TCP UDP 
Linux 

java Externa
l 

Both incoming and outgoing. Default 
HTTP/HTTPS communication port to visit 
UDP Agent for Linux. 

Note: You can modify the default 
communication port when you install the 
UDP components. 

22 TCP SSH 
servic
e 

 Externa
l 

UDP Linux third-party dependency. Default 
for SSH service, however, you can change 
this port. This port is required for both 
incoming and outgoing communications. 
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18005 TCP UDP 
Linux 

java Interna
l 

Used by Tomcat. Ignore this port for the 
firewall setting. 

Note: This port can only be changed by 
modifying TOMCAT configuration files. 

67 Broadc
ast 

UDP 
Linux 

bootpd Externa
l 

Incoming, used for PXE boot server. Only 
required if user wants to use the PXE boot 
feature. 

Note: This port number cannot be 
customized.  

6
9 

UDP UDP 
Linux 

tftpd Externa
l 

Incoming, used for the PXE boot server. 
Only required if user wants to use the PXE 
boot feature.  

Note: This port number cannot be 
customized. 

 

 

 
 

Linux Nodes Protected by Linux Backup Server Remotely 

The following table lists the ports used by Linux Nodes Protected by Linux Backup Server 
Remotely: 

 

Port 
Numb
er 

Port 
Type 

Initiate
d by 

Listening 
Process 

Internal / 
External 
Port 

Description 

22 TCP SSH 
service 

 External UDP Linux third-party dependency. 
Default for SSH service, however, 
you can change this port. This port 
is required for both incoming and 
outgoing communications. 

 

 

 
 

Components installed on Hypervisor 

This section provides information about the ports used for Hyper-V host protected by 
agentless backup (see page 54). 
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Hyper-V host Protected by Agentless Backup 

The following table lists the ports used by Hyper-V host protected by Agentless Backup: 

Port 
Num
ber 

Port 
Type 

Initiate
d by 

Listening 
Process 

Intern
al/Exte
rnal 
Port 

Description 

135 TCP   Extern
al 

Used by WMI service of Windows OS. UDP 
uses WMI to interact with Hyper-V host in 
some situations. 

445 TCP   Extern
al 

Used by SMB service of Windows OS. UDP 
uses SMB to interact with Hyper-V host in 
some situations. 

2700
0 

TCP UDP 
CBT 
Service 

cbt_rep.
exe 

Extern
al 

Used by UDP Host-based Backup CBT 
service. You do not need to register this 
port to the firewall exception because UDP 
automatically registers this port during 
backup. You need to verify that no other 
application is configured with the same 
port. 

 

How the Installation Process Affects Operating Systems 

The following installation processes update various Windows Operating Systems: 

ƴ Installation of Unsigned Binary Files 

ƴ Installation of Binary Files with Incorrect File Version 

ƴ Installation of Binary Files Without OS in Manifest (see page 58) 
 

Installation of Unsigned Binary Files 

Arcserve UDP installs binary files that are developed by third parties, other Arcserve 
products, and Arcserve UDP that are not signed. The following table describes these 
binary files. 

Binary Name Source 

ab.exe Apache 

abs.exe Apache 

ApacheMonitor.exe Apache 

apr_dbd_odbc-1.dll Apache 

apr_ldap-1.dll Apache 

htcacheclean.exe Apache 
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htdbm.exe Apache 

htdigest.exe Apache 

htpasswd.exe Apache 

httpd.exe Apache 

httxt2dbm.exe Apache 

libapr-1.dll Apache 

libapriconv-1.dll Apache 

libaprutil-1.dll Apache 

libeay32.dll OpenSSL 

libhttpd.dll Apache 

logresolve.exe Apache 

openssl.exe Apache 

rotatelogs.exe Apache 

ssleay32.dll OpenSSL 

wintty.exe Apache 

zlib1.dll Apache 

libbind9.dll ISC bind 

libdns.dll ISC bind 

libisc.dll ISC bind 

libisccfg.dll ISC bind 

liblwres.dll ISC bind 

msvcm80.dll Microsoft 

msvcp80.dll Microsoft 

msvcr80.dll Microsoft 

win_nsupdate.exe ISC bind 

msvcm90.dll Microsoft 

sqlite3.exe SQLite 

zlib10.dll Zlib Compression Library 

tcnative-1.dll Tomcat 

tomcat7.exe Tomcat 

AxShockwaveFlashObjects.dll Adobe 

ShockwaveFlashObjects.dll Adobe 
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LogSet_logo-win12r2_20140417_232307.cab Microsoft 

BaseLicInst.exe Arcserve License 

CALicense.msi  Arcserve License 

CALLicense.msi Arcserve License 

BaseLicense.exe Arcserve License 

Installation of Binary Files with Incorrect File Version 

Arcserve UDP installs binary files that are developed by third parties, other Arcserve 
products, and Arcserve UDP that contain incorrect file version information. The 
following table describes these binary files.  

Binary Name Source 

apr_dbd_odbc-1.dll Apache 

openssl.exe Apache 

zlib1.dll Apache 

libbind9.dll ISC bind 

libdns.dll ISC bind 

libisc.dll ISC bind 

libisccfg.dll ISC bind 

liblwres.dll ISC bind 

win_nsupdate.exe ISC bind 

decora-d3d.dll Java Runtime Environment 

decora-sse.dll Java Runtime Environment 

fxplugins.dll Java Runtime Environment 

glass.dll Java Runtime Environment 

glib-lite.dll Java Runtime Environment 

gstreamer-lite.dll Java Runtime Environment 

javafx-font.dll Java Runtime Environment 

javafx-iio.dll Java Runtime Environment 

jfxmedia.dll Java Runtime Environment 

jfxwebkit.dll Java Runtime Environment 

libxml2.dll Java Runtime Environment 

libxslt.dll Java Runtime Environment 

prism-d3d.dll Java Runtime Environment 



How to Install Arcserve UDP 

 

Chapter 3: Installing Arcserve UDP  57  

 

libcurl.dll VMware 

liblber.dll VMware 

libldap.dll VMware 

libldap_r.dll VMware 

sqlite3.exe SQLite 

zlib10.dll Zlib Compression Library 

AxShockwaveFlashObjects.dll Adobe 

ShockwaveFlashObjects.dll Adobe 

sqljdbc_auth.dll Java Runtime Environment 

UpdateData.exe Arcserve License 

dc21x4vm.sys Intel 

NETwew00.sys Intel 

NETwew02.sys Intel 

netwlv64.sys Intel 

NETwNs64.sys Intel 

Netwsw00.sys Intel 

CNN08CL1FX.dll Canon 

CNN08CL2FX.dll Canon 

dedrvor.dll Microsoft 

dedrvpj.dll Microsoft 

dedrvsc.dll Microsoft 

dedrvzd.dll Microsoft 

dexpsff1.dll Microsoft 

hpbresw81.dll Microsoft 

hpbx3w81.dll Microsoft 

hpcfltw8.dll Microsoft 

hpcfltwb.dll Microsoft 

hpcstw81.dll Microsoft 

hpipcl3.dll Microsoft 

hpires.dll Microsoft 

LXPTMV.dll Microsoft 

LXPJLMW.dll Microsoft 
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sadrvor.dll Microsoft 

sadrvpj.dll Microsoft 

sadrvsc.dll Microsoft 

sadrvzd.dll Microsoft 

smxpsff1.dll Microsoft 
 

Installation of Binary Files Without OS in Manifest 

Arcserve UDP installs binary files that are developed by third parties, other Arcserve 
products, and Arcserve UDP that do not contain the operating system in manifest or 
have executables with manifest but do not support the latest operating system.   

Binary Name Source 

openssl.exe Apache 

tomcat8.exe Apache 

jabswitch.exe Apache 

httpd.exe Apache 

rotatelogs.exe Apache 

PatchUninstall.exe APM 

silent.exe Arcserve License 

UpdateData.exe Arcserve License 

esr.exe Axcient 

win_nsupdate.exe bind 

SqlDumper.exe Microsoft 

SqlWtsn.exe Microsoft 

SQLPS.exe Microsoft 

sqlbrowser.exe Microsoft 

setup.exe Microsoft 

FixSqlRegistryKey_ia64.exe Microsoft 

FixSqlRegistryKey_x64.exe Microsoft 

FixSqlRegistryKey_x86.exe Microsoft 

LandingPage.exe Microsoft 

setup100.exe  Microsoft 

SetupARP.exe Microsoft 

DTExec.exe Microsoft 

dtshost.exe Microsoft 
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DTSWizard.exe Microsoft 

dtutil.exe Microsoft 

ScenarioEngine.exe Microsoft 

EZP2PDKI.EXE Microsoft 

J1SLFTQZ.EXE Microsoft 

JCSRC-OA.EXE Microsoft 

QJ0LIMQA.EXE Microsoft 

LANDINGPAGE.EXE Microsoft 

rdbgsetup.exe Microsoft 

OSQL.EXE Microsoft 

SQLdiag.exe Microsoft 

SqlLogShip.exe Microsoft 

sqlwriter.exe Microsoft 

bcp.exe Microsoft 

SQLCMD.EXE Microsoft 

BackupToUrl.exe Microsoft 

DatabaseMail.exe Microsoft 

DCEXEC.EXE Microsoft 

SQLAGENT.EXE Microsoft 

SQLIOSIM.EXE Microsoft 

sqlmaint.exe Microsoft 

sqlservr.exe Microsoft 

sqlstubss.exe Microsoft 

xpadsi.exe Microsoft 

cl.exe Microsoft 

link.exe Microsoft 

javacpl.exe Oracle 

javaws.exe Oracle 

jp2launcher.exe Oracle 

ssvagent.exe Oracle 

vddkReporter.exe VMware 

vdiskmanager.exe VMware 
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vmware-mount.exe  VMware 

How to Install Arcserve UDP Updates 

The process of getting and installing Arcserve UDP updates is a two-part process: 
checking and downloading the update, and then installing the update. 

Note: All updates that are released for Arcserve UDP are cumulative. As a result, each 
update also includes all previously released updates to ensure that your computer is 
always up-to-date. The Help About dialog displays the update level that is installed on a 
computer. If necessary, you can use this information for building another server with 
the same configuration/patch level. 

 

Perform the following tasks to install Arcserve UDP updates: 

1. Review the Considerations for Installing Updates (see page 60) 

2. Specify Update Preferences (see page 62) 

3. Check and Install the Updates (see page 65) 

4. (Optional) Install Arcserve UDP Updates Silently (see page 66) 

5. Verify that the Updates are Successfully Installed 
 

Review the Considerations for Installing Updates 

Review the following considerations before installing Arcserve UDP updates: 

ƴ When installing a Arcserve UDP update or a Arcserve UDP Agent (Windows) update, 
it is important to maintain optimal performance between the Console, the Recovery 
Point Server (RPS), and the Agents. As a result, when the update is installed in an 
environment that contains both a Console and an Agent, you must always install 
the update on the Console first, and then on the RPS, and finally on the Agent. (For 
the Agent that is installed on the Console or the RPS, the update will be 
automatically installed on that Agent at the same time). 

ƴ If necessary, you can download available updates from Arcserve either directly to a 
client machine or to a staging server first and then to a client machine. 

ƴ If necessary, you can use your workstation node as a staging server for downloading 
Arcserve UDP updates. 

 

ƴ Verify that the Update preference settings are properly configured. 

ƴ Updates can be installed either through the user interface or silently using the 
command line. 

ƴ When updating a Arcserve UDP update, a system reboot may be required. 
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ƴ If you are installing Arcserve UDP Version 5.0 Update 2, please be aware of the 
following issue:  

ï A problem has recently been noticed that seems to cause unexpected reboots 
of servers after Update 2 is installed. This reboot occurs without any prior 
notification or indication to the user that a reboot will occur after the Update 2 
installation is complete.  

ï To avoid any possible service disruption due to unplanned reboots of 
production systems, Arcserve has removed Update 2 from being available for 
download and installation via the online Update system from within the 
product.  

ï However, you can still install Update 2 manually to ensure a safe installation 
and you will then be provided with the option to reboot your system 
immediately or at a later (more convenient) point in time. 

ï For more information about this issue and the solution, please refer to the 
corresponding KB article: Arcserve UDP Update 2 is available exclusively as a 
manual download & upgrade from the regular direct download link. 

ƴ Review the Compatibility Matrix which provides the supported operating systems, 
databases, and browsers. 

 

https://arcserve.zendesk.com/hc/en-us/articles/203421345-Arcserve-UDP
https://arcserve.zendesk.com/hc/en-us/articles/203421345-Arcserve-UDP
https://arcserve.zendesk.com/hc/en-us/articles/204760116
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Specify Updates Preference 

Arcserve UDP lets you specify the following Updates preference. 

Follow these steps: 

1. From the Arcserve UDP Console, click the configuration tab. 

2. From the left pane, click Update Configuration. 

The Updates page is displayed on the right pane. 
 

 
 

3. Specify your Updates preference settings. 

Download Server 

Specifies the source server from where your Arcserve UDP server will connect 
to and download available updates. 

 

ƴ Arcserve Server 

Specifies that updates are downloaded from the Arcserve server directly to 
your local server. 

This is the default setting. 
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ƴ Staging Server 

Specifies that updates are downloaded from the staging server. 

If you specify more than one staging server, the first listed server will be 
designated as the primary staging server. Arcserve UDP will initially attempt to 
connect to the primary staging server. If for any reason the first listed server is 
not available, then the next listed server will become the primary staging 
server. The same sequence will be continued until the last listed server 
becomes the primary staging server. (The Staging Server list is limited to the 
maximum of 5 servers). 

ï You can use the Move Up and Move Down buttons to change the staging 
server sequence. 

ï You can use the Delete button to remove a server from this listing. 

ï You can use the Add Server button to add a new server to this listing. 
When you click the Add Server button, the Staging Server dialog opens, 
allowing you to specify the name of the added staging server. 

When you select the staging server as your download server, then: 

ƴ If the specified staging server has any update, then the UDP Console can 
get update from this staging server. 

ƴ If the specified staging server does not have any update, then the UDP 
Console will not be able to download update from this staging server. The 
log displays the following message: No new update available. 

Note: You cannot download Arcserve UDP updates from a staging server if 
HTTPS is enabled on it for web communication. 

 

ƴ Proxy Settings 

Note: This Proxy Server option is only available when you select Arcserve 
Server as the download server. 

Select Proxy Settings to specify if you want the Arcserve UDP updates to be 
downloaded via a proxy server. A proxy server acts as an intermediary between 
your download server (staging or client) and the Arcserve server to ensure 
security, increased performance, and administrative control. This will be the 
connection to the Arcserve server from which your download server will get 
the updates. 
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When you select this option the Proxy Settings dialog opens. 

 
 

ï Use browser proxy settings 

  This selection is only applicable to Windows Internet Explorer (IE) and 
Google Chrome. 

  When selected, directs Arcserve UDP to automatically detect and use the 
same proxy settings that are applied to the browser to connect to the 
Arcserve server for Arcserve UDP update information. 

 

ï Configure proxy settings 

  When selected, enables the specified proxy server to connect to the 
Arcserve server for Arcserve UDP update information. If you select this 
option, you must also include the IP address (or machine name) of the 
proxy server and the corresponding port number that is used by the proxy 
server for internet connections. 

  In addition, you can also specify if your proxy server will require 
authentication. When selected, specifies that authentication information 
(User ID and Password) are required to use the proxy server. 

Note: The format for user name should be a fully qualified domain user name 
in the form of "<domain name>\<user name>". 

 

Test Connection 

Lets you test the following connections and displays a status message when 
completed: 

ï If you selected "Arcserve server" as the download server, tests the 
connection between the machine and the Arcserve server through the 
specified proxy server. 
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ï If you selected "Staging Server" as the download server, tests the 
connection between the machine and the specified staging server. The test 
connection button is used to test the availability of each listed staging 
server, and a corresponding status is displayed in the Connection Status 
field. If none of the configured staging servers are available, the following 
message is displayed at the top of the UDP Console: Update server 
unavailable. 

  Note: The test connection is automatically performed when you open the 
Update Configuration page from the configuration tab in the UDP 
Console. When this auto test is performed it will check the latest 
connection status of the previously configured download server (either 
Arcserve server or Staging Server(s), whichever is selected). If you 
previously configured more than one staging server, then this auto test will 
be performed on all staging servers to get the latest connection status. 

 

Update Schedule 

Specifies when to check for (and download) new Arcserve UDP updates. 
 

4. Click Save. 

Your Updates preference settings are saved. 
 

Check and Install the Updates 

From the UDP Console, you can determine if any new updates are available. 

Follow these steps: 

1. Click Check for Updates from the Help drop-down menu. When a new update is 
available, a message is displayed at the top bar. Also, the Update Installation dialog 
is displayed.  

2. If you enable the update schedule, and when a new update is available, it is 
automatically downloaded to the UDP server. A New Update Available link is 
displayed on the top bar to provide a visual indication that a new update is ready to 
install. 
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3. Click the New Update Available link on the top bar. 

The Install Updates dialog opens to display information that is related to the 
available update. The dialog includes information such as description, download 
status, size, reboot requirement, and a link to the Arcserve server for additional 
update details. 

 
 

4. Click Install. 

Installation of Arcserve UDP updates starts. 
 

(Optional) Install Arcserve UDP Updates Silently 

Silent update installation allows you to perform an unattended update installation and 
does not prompt you for any input. 
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Follow these steps: 

1. Launch the Arcserve UDP Update silent installation. 

"<UpdateExeFile>" /s /v"<Additional Arguments>" 

2. Configure the silent installation using the following syntax and arguments: 

UpdateExeFile 

Specifies to run the self-extracting executable file. 

s 

Specifies to run the self-extracting executable file using the silent mode. 

v 

Specifies any additional arguments for update installation. 
 

Additional Arguments 

/s 

Specifies to run the update installation using the silent mode. 

/AutoReboot 

Specifies to perform an automatic reboot after the update is installed. If a 
reboot is required to complete the update, the machine will reboot 
automatically without any notification. 

 

Examples 

ƴ To install an update using the silent mode and reboot automatically after 
completion, use the following command: 

"<UpdateExeFile>" /s /v"/s /AutoReboot" 

ƴ To install an update using the silent mode and not reboot automatically after 
completion, use the following command: 

"<UpdateExeFile>" /s /v"/s" 
 

Verify that the Updates are Successfully Installed 

Perform one of the following to verify that the updates are successfully installed: 

ƴ From the Arcserve UDP Console, click log and then verify that the installed updates 
are listed in the activity logs. 

ƴ From the Arcserve UDP Console, select Help, click About, and then verify that the 
about Arcserve UDP dialog displays the latest version updated. 
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How to Uninstall Arcserve UDP 

You can uninstall Arcserve UDP using the following methods: 

ƴ Standard uninstallation: Use this method to uninstall using the Windows Control 
Panel.  

ƴ Silent uninstallation: Use this method to perform an unattended uninstallation 
using the Windows Command Line. 

 

Standard Uninstall 

You can uninstall the following components.  

ƴ Arcserve UDP Console 

ƴ Arcserve UDP Recovery Point Server 

ƴ Arcserve UDP Agent 

Follow these steps: 

1. Open the Windows Control Panel. 

2. Click Uninstall a program. 

The Uninstall or change a program dialog opens. 

3. Select Arcserve Unified Data Protection and click Uninstall.  

The Arcserve Unified Data Protection Uninstall Application dialog opens. 

4. Select the components to uninstall and click Next. 

The Messages dialog opens. 

5. Click Next. 

The Remove Components dialog opens. 

6. Click Remove. 

The selected components are uninstalled from the computer. 
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Silent Uninstall 

A silent uninstallation eliminates the need for user interaction while performing 
uninstall.  

Follow these steps: 

1. Log in to the computer to uninstall Arcserve UDP components.  

Note: Log in to the computer using an administrative account. 

2. Open the Windows command line and run the following command that 
corresponds with the specified operating system: 

ƴ x86 operating system:  

To uninstall all components 

%ProgramFiles%\CA\SharedComponents\arcserve Unified Data Protection\Setup\uninstall /q /ALL 

To uninstall selected components 

%ProgramFiles%\CA\SharedComponents\arcserve Unified Data Protection\Setup\uninstall /q /p 

<Product Code> 

ƴ x64 operating system:  

To uninstall all components 

%ProgramFiles(x86)%\CA\SharedComponents\arcserve Unified Data Protection\Setup\uninstall /q 

/ALL 

To uninstall selected components 

%ProgramFiles(x86)%\CA\SharedComponents\arcserve Unified Data Protection\Setup\uninstall /q /p 

<Product Code> 

The following values explain the return codes: 

0 = Uninstall was successful. 

3010 = Uninstall was successful, but a reboot is required. 

Other = Uninstall failed. 

Usage: 

The table listed below defines the product code that you must specify for the 
Arcserve UDP component that you want to uninstall. 

Example:  

The following syntax lets you uninstall Arcserve UDP Recovery Point Server silently. 

"%ProgramFiles(x86)%\CA\SharedComponents\arcserve Unified Data Protection\Setup\uninstall.exe" /q /p 

{CAAD8172-1858-4DC7-AE81-C887FA6AFB19} 

 

Component <Product Code> 
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Arcserve UDP Agent (x86 platforms) {CAAD8AEA-A455-4A9F-9B48-C3838976646A} 

Arcserve UDP Agent (x64 platforms) {CAAD1E08-FC33-462F-B5F8-DE9B765F2C1E} 

Arcserve UDP Recovery Point Server {CAAD8172-1858-4DC7-AE81-C887FA6AFB19} 

Arcserve UDP Console {CAAD3E40-C804-4FF0-B1C0-26D534D438C0} 

After the command is executed, Arcserve UDP components are uninstalled. 
 

Remove Components Left Behind by the Uninstaller 

Uninstallation of Arcserve UDP leaves behind some components such as the CA 
Licensing Components, SQL Server Express, Microsoft Visual C++ components installed 
as dependency, and driver related (wdf) files. These components consist of multiple 
individual files, which are installed and removed with the corresponding component. 
The CA Licensing Components file is not automatically removed during uninstallation 
because it is a shared component with other CA products and numerous components. 

Important! The CA licensing is shared by all CA products, please make sure that you do 
not have any other CA product installed on your machine or else you may lose the 
licensing for all CA products installed on that machine. 

Important! If the components are removed, any programs that are installed after 
Arcserve UDP Agent (Windows) and depend on these components may not function 
properly. 

If you want to manually remove these components, perform the following steps: 

Remove CA Licensing Component manually 

1. Go to C:\Program Files (x86)\CA\SharedComponents\CA_LIC directory. 

2. Find the zip file named lic98_uninstaller.zip and unzip that file to some other 
location (for example: C:\ temp). 

3. Go to the location where the files were extracted and locate two script files that are 
named rmlic.exe and rmlicense.bat. 

4. Click on rmlicense.bat to execute the script which uninstalls the components. 
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5. Manually delete the following folders: 

ƴ C:\Program Files (x86)\CA 

ƴ C:\Program Files\CA 

ƴ Folder where you extracted the zip file. 

6. Remove the registry key for the CA Licensing component. 

ƴ For x64 platform: 
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\ComputerAssociates\Lice
nse 

ƴ For x86 platform: 
HKEY_LOCAL_MACHINE\SOFTWARE\ComputerAssociates\License 

Remove Microsoft Visual C++ and Microsoft SQL Server Express manually 

1. Access the standard Add or Remove Programs application located in the Windows 
Control Panel (Control Panel, Programs and Features, Remove Programs). 

2. Select Microsoft Visual C++ 2010 x86 Redistributable - 10.0.40219 and then click 
Uninstall. 

3. Select Microsoft Visual C++ 2010 x64 Redistributable - 10.0.40219 and then click 
Uninstall. 

4. Select Microsoft SQL Server 2008 R2 and then click Uninstall.   

5. To remove only the Arcserve UDP database, select "ARCSERVE_APP" and click 
Uninstall. 
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How to Manage Arcserve UDP Licenses 

Using Arcserve UDP, you can centrally manage licenses for all the recovery point 
servers, physical nodes, and virtual nodes that are added to the Console. The licensing 
model grants a single overall license to the application with a predetermined number of 
active license rights included in the overall license pool.  

Each new user of the application (member server) is granted an active license from the 
license pool on a first-come, first-served basis until the total number of available 
licenses is exhausted. If all the active licenses are already in use and you want to license 
a new server, you have to manually release a license from one of the licensed servers 
and then apply that license to the new server.  

For all scenarios, when there are no licenses available, you will get an error message in 
the Activity Log. 

You can easily remove license rights to allow other member servers to gain license 
privileges. From the Console, you can access the License Management dialog and view 
the active license counts for each component. You can also manage which licenses are 
applied to which servers. 

You can use Arcserve UDP for a trial period. At the end of the trial period, if you have 
not obtained a license, Arcserve UDP will automatically revert to a No Charge Edition 
(see page 77) (NCE) with limited capabilities. 

 

The following diagram displays the process to manage licenses: 
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What To Do Next? 

ƴ Review the Prerequisite (see page 73) 

ƴ Add a License (see page 74) 

ƴ Remove a License (see page 75) 

ƴ Verify the License (see page 75) 
 

Review the Prerequisite 

Review the following prerequisites before managing the licenses: 

ƴ You have installed Arcserve UDP. 

ƴ You have a valid license. 

ƴ Review the Compatibility Matrix which provides the supported operating systems, 
databases, and browsers. 

 

https://arcserve.zendesk.com/hc/en-us/articles/204760116
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Add a License 

Arcserve UDP protects only the licensed nodes. If there are enough licenses, then the 
licenses are automatically applied to the nodes. If you do not want to protect any node, 
you can release the license from that node and use that license to protect any other 
node. 

Follow these steps: 

1. Log in to the Console. 

2. Click Help, Manage Licenses. 

The License Management dialog opens. 

3. Check the license key on your media case or on your license certificate. 

4. Enter the license key on the License Management dialog and click Add. 

 

5. Close and open the License Management dialog. 

The license is added and is listed in the All licenses pane. 
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Remove a License 

If you do not want to protect any node, you can release the license from that node. You 
can use the released license to protect any other node. 

Follow these steps: 

1. Log in to the Console. 

2. Click Help, Manage Licenses. 

The License Management dialog opens. 

3. From the right pane, select Licensed Nodes from the drop-down list. 

 
 

4. Select a node from the displayed list and click Release. 

5. Close and open the License Management dialog. 

The license is removed from the node. 
 

Verify the License 

Verify that the correct license is applied to a node. Run a backup job for the node. If the 
backup is successful, the node is licensed. 

Note: If you are using a trial version, then at the end of the trial period, if you have not 
obtained a license, Arcserve UDP will automatically revert to a No Charge Edition (see 
page 77) (NCE) with limited capabilities. 
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How to Upgrade to Arcserve UDP 

When you install Arcserve Unified Data Protection to a computer that already has a 
previous version of any Arcserve product, Arcserve UDP will prompt you for a 
confirmation. The following table describes various types of upgrade scenarios. 

Existing arcserve products Upgrades to Considerations 

Arcserve D2D (r15, r16, 
r16.5) 

Arcserve Unified Data 
Protection Agent for 
Windows 

or  

Arcserve Unified Data 
Protection 

If you install Arcserve 
Unified Data Protection - 
Full, then the setup wizard 
also installs the Console 
and Recovery Point Server. 

All the D2D settings are 
migrated. 

Note: If a D2D node is 
managed by Arcserve 
Central Protection 
Manager, then the settings 
cannot be migrated. 

Arcserve Central Protection 
Manager 

Arcserve Unified Data 
Protection 

No settings are migrated. 

You have to create new 
plans. 

Arcserve Central 
Host-Based VM Backup, 
Arcserve Central Reporting, 
Arcserve Central Virtual 
Standby 

Arcserve Unified Data 
Protection 

No settings are migrated. 

You have to create new 
plans. 

If you use the same backup 
destination as previously 
used for Arcserve D2D r16 
or r16.5, you must run a 
backup job before you run 
the first virtual standby job. 
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UDP Workstation Free 

Starting with Arcserve UDP Version 5.0 Update 2, at the end of the trial period, a free 
and fully functional No Charge Edition (NCE) is provided to any user who has not yet 
obtained a proper license. This NCE is for use on workstation-class hardware (Laptops or 
Desktops running Microsoft Client Operating Systems) and continues to provide full and 
complete access to all functions and features that were available during the trial period, 
with some limited capabilities. 

Highlights: 

ƴ After the trial period expires, the Workstation Edition (trial period edition) 
automatically reverts to the NCE. 

ƴ Your NCE nodes can still be managed from the Arcserve UDP Console. 

ƴ Provides a very simple key-based upgrade path to the full Arcserve UDP 
"Workstation Edition." 

ƴ You can perform backup to a local disk, or to a shared folder, or to any other 
supported destination that is not an RPS without requiring a license key.  

ƴ Using NCE, you cannot select an RPS as the backup destination. As a result, you will 
lose the ability to leverage the Global Deduplication feature, which dramatically 
reduces the amount of data actually transferred during backup cycles. This feature 
is available after upgrading to the full Workstation Edition. 

ƴ Live Chat capabilities are unavailable, but you can use Online community based 
support for questions or to resolve issues. 

 

Frequently Asked Questions: 

Q. Can I use the trial version to test all features of Arcserve UDP? 

A.  Yes, you can use the trial version to leverage all the great features of 
Arcserve UDP until trial period expires. When the trial period expires, the 
Workstation Edition of Arcserve UDP will automatically revert to the NCE.  

 

Q. What will happen if a Recovery Point Server (RPS) is selected as the destination 
for an NCE node? 

A.  You can still select an RPS as your backup destination under certain 
conditions. If your Arcserve UDP environment has license counts available, they 
will be consumed on a need-basis. 

 

Q. Does Arcserve UDP know when to consume a license? 
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A.  Arcserve UDP is intelligent enough to determine which nodes need a 
license, and will only use (consume) a license when required. As a result, if you 
are performing a backup to a shared folder you will not consume a license. 
However, if you select an RPS as your destination it will consume a license (if a 
license is available). You could then leverage (select) an RPS as your backup 
destination from your NCE node and it would consume one of the available 
licenses (but no longer be an NCE node). 

 

Q. Does NCE work for server-class operating systems such as Windows 2012? 

A.  No. NCE is only for use on desktops and laptops running on any of the 
supported Windows client operating system (such as Windows 7, 8, or 8.1). You 
should check the Compatibility Matrix to view a list of all supported operating 
systems. 

 

Q. What about product support for NCE? 

A.  You can leverage support for NCE by connecting to the online community 
based support, directly from within the product. With the full Workstation 
Edition, you can leverage some of the more enhanced and speedy support 
offerings such as the "Live Chat" capability, which is unavailable for the NCE. 

 

 

https://arcserve.zendesk.com/hc/en-us/articles/204760116
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Chapter 4: Exploring and Configuring Arcserve 

UDP 
 

This section contains the following topics: 

Arcserve UDP User Interface (see page 79) 
How to Configure Arcserve UDP (see page 94) 
How to Migrate Arcserve r16.5 Recovery Points to Arcserve UDP (see page 109) 

 

Arcserve UDP User Interface 

Before you use Arcserve UDP, become familiar with the user interface. The Arcserve 
UDP interface lets you perform the following tasks: 

ƴ Manage and monitor jobs 

ƴ Add and manage source nodes 

ƴ Add and manage destination recovery point servers 

ƴ Manage plans to create backup schedules 

ƴ Obtain data protection statistics 

ƴ View error and warning logs  

ƴ Manage and monitor Arcserve High Availability 

ƴ Configure data protection settings 

ƴ Restore Backup Data 
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Navigating Arcserve UDP 

After you install Arcserve UDP, you can log into the Console using the username and 
password that you specified during installation. The Arcserve UDP console lets you 
manage all Arcserve UDP functions. The following basic UI elements are available 
throughout the Arcserve UDP user interface. 

 



Arcserve UDP User Interface 
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Tabs 

Lets you navigate to the various functions of Arcserve UDP. 

Panes 

When you navigate to each tab, the displayed screen is divided into the following 
panes. Each pane is used to perform related actions. 

Left Pane 

Lets you navigate to various functions and operations. The result of each click is 
displayed in the center pane. 

Center Pane 

Lets you perform most of the actions in this pane such as adding, deleting, and 
modifying. This pane also displays the result and status of each activity such as 
jobs, plans, and reports. Most of your actions are performed on this pane. The 
information displayed on this page is mostly the result of the options that you 
selected in the left pane. 

Right Pane 

Displays a summary of the items you selected on the center pane. For example, 
on the Jobs tab, if you selected a job from the center pane, then a brief 
summary of the job such as job monitor (if there is a running job) and job 
details like source node name, task, destination Recovery Point Server, and 
destination data store is displayed in the right pane. 

 

Tabs 

The Arcserve UDP solution provides the following tabs to perform data protection 
functions. 

ƴ dashboard 

ƴ resources 

ƴ jobs 
 

ƴ reports 

ƴ log 

ƴ configuration 

ƴ high availability 
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dashboard 

The dashboard tab lets you view graphical representation of the latest backup status 
and data storage of the last seven days. Using the dashboard tab, you can perform the 
following action: 

ƴ Customize the position of the four graphs. Place the mouse over the name of any of 
the four options, and you can drag one graph to other location on the screen. 

ƴ Click one of the two options available for every screen if you want to refresh or 
maximize a screen. Click Refresh icons in any of the four screens to get the latest 
data size. Click Maximize icon of a screen to view only that screen in the dashboard. 

ƴ View the last backup status of nodes or plans according to the filters you select in 
the chart in the Last Backup Status. 
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You can view the graphs for the following items on the dashboard tab: 

Last Backup Status 

Last Backup Status refers to the latest backup status and provides you multiple 
filters to view the status. Based on your selection from the filter option, you can 
view the last backup status. For example, select All Nodes to see the last backup 
status of all nodes or select any plan to see the last backup status of the nodes 
protected by this plan. When you select All Nodes, you can see the status as 
Successful, Failed, No Backups, Canceled, and Missed. Successful indicates that the 
nodes are successfully backed up. Failed indicates that the last backup is not 
successful. No Backups indicate that the nodes do not have any plan associated 
with it. Canceled indicates that the last backup was stopped. Missed indicates that 
the last backup was not performed as scheduled. 

When you click each slice (the status) from the pie chart, the resources page opens 
and the associated nodes are displayed. For example, if you click No Backups from 
the pie chart, the resources page opens. The resources page displays the nodes that 
do not have any plan. Also, the No Backups filter is preselected on the resources 
page. 

Raw Data and Actual Data Storage 

The graph refers to the raw data and actual data storage. You can click Raw Data or 
Actual Data Storage to hide or view information about any of the two options. You 
can hover to the point to see the detail data size information using the tooltip. 

Raw data  

Refers to the original data that Arcserve UDP gets from source. 

Actual Data 

Refers to the data size that is saved on the disk after being compressed or 
deduplicated by Arcserve UDP. 

Restorable Data and Actual Data Storage 

The graph refers to the data that you can restore and the actual data storage. You 
can click Restorable Data or Actual Data Storage to hide or view information about 
any of the two options. You can hover to the point to see the detail data size 
information using the tooltip. 

Restorable Data 

Refers to the actual data that can be restored. 

Actual Data Storage 

The graph displays information about the actual data storage. You can click Actual 
Data Storage to hide or view information about the actual data storage. You can 
hover to the point to see the detail data size information using the tooltip. 
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resources 

The resources tab lets you manage the Arcserve UDP resources: Nodes, Destinations, 
Virtual Standby, and Plans. Use this tab to add resources to Arcserve UDP such as nodes 
that you want to protect or recovery point servers for backup. You also use this tab to 
create plans and tasks for backup, virtual standby, and replication. 
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Node Management 

The node management view lets you manage all the nodes and apply filters to refine the 
node search.  When you select specific node in center pane, you can see the status and 
recent events about the node in right pane. You can apply various filters from the center 
pane. You can create node groups on the left pane to group specific nodes. 

When you select a node from the center pane, the node status and recent events are 
displayed in the right pane. 

You can perform operations on nodes by clicking the Actions drop-down menu from the 
center pane. Such operations that you can perform through Actions in center pane is 
applied to all source nodes. Such operations that you can perform through Actions in 
the right pane is only applied to the node you select in the center pane. 
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Destination Management 

The destination management view lets you manage the destination recovery point 
servers. When you select a server from the center pane, its recent events are displayed 
in the right pane. When you select a data store, its status and settings are displayed in 
the right pane. 
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Plan Management 

The plan management view lets you manage all your plans. You can create, modify, 
delete, deploy, pause, and resume plans from this view. 

 
 
























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































