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Contact Arcserve Support

The Arcserve Support team offers a rich set of resources for resolving your tech-
nical issues and provides easy access to important product information.

Contact Support

With Arcserve Support:

You can get in direct touch with the same library of information that is shared
internally by our Arcserve Support experts. This site provides you with access to
our knowledge-base (KB) documents. From here you easily search for and find
the product-related KB articles which contain field-tested solutions for many
top issues and common problems.

You can use our Live Chat link to instantly launch a real-time conversation
between you and the Arcserve Support team. With Live Chat, you can get imme-
diate answers to your concerns and questions, while still maintaining access to
the product.

You can participate in the Arcserve Global User Community to ask and answer
questions, share tips and tricks, discuss best practices and participate in con-
versations with your peers.

You can open a support ticket. By opening a support ticket online, you can
expect a callback from one of our experts in the product area you are inquiring
about.

You can access other helpful resources appropriate for your Arcserve product.


http://www.arcserve.com/support
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Chapter 1: Documentation Overview

This section provides an overview about this guide and technical documentation
available for Arcserve® Unified Data Protection Archiving. The documentation book-
shelf available in multiple languages is designed to help in completing all tasks asso-
ciated with UDP Archiving. From deployment to archiving of emails, the bookshelf
helps user with information and links to all type of information related to UDP
Archiving. For example, getting started, key features, videos, links to other inform-
ation not related to technical documents listed under Related Documentation.

" FAQs and Troubleshooting Sections helps with solutions of general ques-
tions and issues in respective guides.

= Best Practices Section helps with guidelines to consider before starting a
task.

For further questions on documentation, click link to email us.

This section contains the following topics:

About This Document ... 2
Related Documentation . .. ... ..o 3
Language SUPPOTT . ..ol 4

Chapter 1: Documentation Overview 1
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About This Document

About This Document

Deployment and Configuration guide assists to complete deployment in multiple
environments and configuration of desired email services. The guide provides
details about setup and configuration for both On-premise and cloud deployments.

Key sections of this document:
® Chapter 2 outlines the management hierarchy, flow of deployment and con-
figuration and the options available to complete set up.

® Chapter 3 describes how to complete the first step of setting up UDP Archiv-
ing by providing detailed steps of deployment in multiple environments.

® Chapter 4 describes how to configure the UDP Archiving Console for your
company.

® Chapter 5 describes how to configure your required email services.

® Chapter 6 provides answers through Frequently Asked Questions (FAQs).

2 Arcserve UDP Archiving Deployment and Configuration Guide



Related Documentation

Related Documentation

® UDP Archiving Deployment and Configuration guide: Provides information

about Deployment and configuration of UDP Archiving settings and journals.

® UDP Archiving Release Notes: Provides information about the current
release.

® UDP Archiving Bookshelf: Contains all related documents and videos.

® UDP Archiving Licensing: Describes how to apply and manage UDP Archiving
licenses.

® UDP Archiving Videos: Contains list of videos related to UDP Archiving.

Chapter 1: Documentation Overview 3


http://documentation.arcserve.com/Arcserve UDP Archiving/Available/v6.0/ENU/Bookshelf_Files/HTML/dep/default.htm
http://documentation.arcserve.com/Arcserve UDP Archiving/Available/v6.0/ENU/Bookshelf_Files/HTML/rel/default.htm#Archiving/prod_updates.htm
http://documentation.arcserve.com/Arcserve UDP Archiving/Available/v6.0/ENU/Content/Home.htm
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http://documentation.arcserve.com/Arcserve UDP Archiving/Available/v6.0/ENU/Content/A_Getting Started/videos.htm

Language Support

Language Support

A translated product (sometimes referred to as a localized product) includes local
language support for the product's user interface, online help and other doc-
umentation, as well as local language default settings for date, time, currency, and
number formats.

This release is translated / localized into the following languages, in addition to the
English release:

® German

" French

® Iltalian

® Japanese

® Portuguese

® Spanish

® Chinese (Simplified)

® Chinese (Traditional)
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Chapter 2: Understanding UDP Archiving

Arcserve® Unified Data Protection Archiving is a purpose-built email archiving solu-
tion designed to protect corporate email records and make them easily accessible
for audits and legal discovery. The multi-tenant capable solution supports On-
premise, private, and public cloud deployments. Simple configurations after deploy-
ment lets you archive mails using UDP Archiving.

This section contains the following topics:

How Deployment and Configuration Works ... ... .. ... ... 6
Deployment OptionsS ... ... L 7
Configuration OPUONS . . . . ..o 8
Management HierarChy ... oL 9
Best Practices for UDP Archiving ... ... 14
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How Deployment and Configuration Works

How Deployment and Configuration Works

Getting started with archiving emails using UDP Archiving is possible in just three
short steps:

® Deployment of UDP Archiving: As UDP Archiving supports deployment on
multiple environments, select the most suitable options to start deployment.
For more information, see Deployment Options.

® Configuration of UDP Archiving: After deployment, access the UDP Archiv-
ing Console to configure for your organization. For details, view How to Con-
figure UDP Archiving.

® Configuration of Email Service(s): After deployment, configure desired
email service(s) to sync up with UDP Archiving. For the list of supported Email
services, view How to Configure Email Services.

Note: After deployment, you can start with the two configurations in any sequence.

The flow diagram below explains the deployment and configuration process.

Deploy and Configure
UDP Archiving

¢

Super Admin

Deploy UDP Archiving
(WMware OVF, Microsoft Hyper-V,
and Amazon AMI) @
. _.-.I

Configure
Email Services

Configure UDP Archiving Console
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Deployment Options

Deployment Options

UDP Archiving is installed as a Virtual Machine quickly and easily using the fol-
lowing deployment options:

®" VMware OVF: Designed for deployment in any vSphere environment either
on-premise or in any cloud environment that uses vSphere such as VMware
vCloud Air, Rackspace and a high percentage of public cloud providers.

® Microsoft Hyper-V: Designed for deployment in any Hyper-V environment
either on-premise or in any cloud environment that uses Hyper-V such as the
Microsoft Azure Cloud and other leading cloud providers.

" Amazon AMI: Designed for the EC2 instance in your Amazon Web Services
(AWS) account.

Chapter 2: Understanding UDP Archiving 7



Configuration Options

Configuration Options

After deployment, UDP Archiving requires the following two different con-
figurations to start the archiving process:

Important! The two types of configuration do not require any specific sequence.
After deployment, you can start with either of the following two configurations:

® Configure UDP Archiving: In this process, super admin configures the UDP
Archiving Console, setting up mandatory information and also creates admin-
istrator.

® Configure Email Services: In this process, super admin configures email ser-
vices. UDP Archiving supports multiple email services. For example:
Microsoft Exchange, G Suite email, and IBM Lotus Domino.
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Management Hierarchy

Management Hierarchy

UDP Archiving is a single or multi-tenant solution used to manage multiple divisions
or locations or by a service provider to support multiple clients. In both cases a
Super Admin is created during the initial installation. This user controls the core
administration functions of the system. When used as a single tenant solution, the
Super Admin defines one customer and the first Admin for that organization. In a
multi-tenant environment, the Super Admin defines multiple customers and the
first admin for each organization or organizational group of an Enterprise.

This section contains the following topics:

® Single Company Deployment

® Multiple company or Multiple Organizational Unit Deployment

Chapter 2: Understanding UDP Archiving ¢



Management Hierarchy

Single Company Deployment

Companies that have clearly defined roles & responsibilities, leveraging multiple
applications to run their businesses need role-based access for mission-critical solu-
tions like UDP Archiving. Arcserve UDP Archiving allows such organizations to com-
ply with regulations while allowing them to take advantage of the predefined roles,
created based on industry-standards.

For such organizations that want a separate division, UDP Archiving offers a single
tenant solution where the Super Admin defines one customer and the first Admin
for that organization.

Super Admin

Manages customers, domains, message retrieval,
Super Admin customer Admin access and more. Has no access to
customer data.

Company Admin
IManages system health, retention
policies and access rights. Has no
access to the company meszages.

Compliance Officer

Has full access to all emails to
perform searches and create tag
to purge emails of users to
protect privacy.

Compliance
Officer

Company Auditor

Has full access to all emails to
perform searches, exports and
management of corporate data.

Company Employees

Have access to their own
messages through & web
interface and Outlook plug-in.

Roles Assigned:

® Super admin: In UDP Archiving, this role assists to manage domains, create
and manage administrators who would interact with the system, and more.
This role does not have access to the end user data and is more useful in man-
agement.
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Management Hierarchy

Administrator: In UDP Archiving, this role handles reporting and monitoring,
setting up retention policies, providing access rights, and so on. Admin-
istrators cannot access company messages.

Compliance Officer: Responsible for data protection of all users of an organ-
ization. Administrator creates the Compliance officer whose role is to purge
the emails of user.

Auditor: Auditor is the role created by the company administrator primarily
for compliance audit. In UDP Archiving, this role has full access to emails of
everyone whose emails are being archived and can search messages or
export them as corporate records for further use.

Employees: Employees refer to all individuals of company who archive email
messages. UDP Archiving provides effective ways such as Outlook plug-in to
help employees with a direct restore ability. In a single company, this helps
employees directly access their emails and allows the IT admin to focus on
other important tasks without having to worry about serving such restore
requests.

Chapter 2: Understanding UDP Archiving 11



Management Hierarchy

Multiple Company or Multiple Organizational Unit
Deployment

Multi-tenant lets large enterprises manage divisions and locations as separate
archives. Organizations with multiple divisions can group users by domain. UDP
Archiving helps managing different user groups with different policies and tracking
usage for internal billing or adjustments. Managed service providers (MSPs) benefit
by being able to support multiple clients that require separation of policy man-
agement and storage.

Super Admin

Multi-Tenancy

Customer A Customer C

Company C
Admin

Company A Company C
Auditor i Auditor

Company A Company C
Employee Employee

Roles Assigned:

® Super admin: In UDP Archiving, this role assists to manage domains, create
and manage administrators who would interact with the system, and more.
This role does not have access to the end user data and is more useful in man-
agement.
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Management Hierarchy

Administrator: In UDP Archiving, this role handles reporting and monitoring,
setting up retention policies, providing access rights, and so on. Admin-
istrators cannot access company messages.

Compliance Officer: Responsible for data protection of all users of an organ-
ization. Administrator creates the Compliance officer whose role is to purge
the emails of user.

Auditor: Auditor is the role created by the company administrator primarily
for compliance audit. In UDP Archiving, this role has full access to emails of
everyone whose emails are being archived and can search messages or
export them as corporate records for further use.

Employees: Employees refer to all individuals of company who archive email
messages. UDP Archiving provides effective ways such as Outlook plug-in to
help employees with a direct restore ability. In a single company, this helps
employees directly access their emails and allows the IT admin to focus on
other important tasks without having to worry about serving such restore
requests.

Chapter 2: Understanding UDP Archiving 13



Best Practices for UDP Archiving

Best Practices for UDP Archiving

For setting up UDP Archiving and archiving emails, here are some best practices:

Modify Passwords of Super Admin and udp_admin: Default passwords are
publicly shared in documents over web and can be seen by all employees as
well. To avoid misuse of access, we recommend to modify passwords of
Super Admin and udp_admin immediately after the first login.

Set Retention rules and Archive Exception rules before configuring journ-
aling: Default retention settings may often result in major storage issue later
as the archived emails are purged only after completing the number of days
set in default Retention settings. You may not want all emails to be available
for longer duration. We recommend to determine and configure the Reten-
tion Rules\Settings and Archive Exception Rules before configuring the E-mail
Archiving on the Mail Server. Any new Exception and Retention Rules is
applied to the messages only from the time when you create new rules and is
not applicable to existing archived messages.

Archive emails of only specific users: Create a Distribution group to archive
emails of specific users.

Increase storage when disk is 90% full: When disk usage reaches 90%, disk
usage percentage is displayed in Red to raise an alarm (Disk Usage in Super
Admin, configuration). Increase disk space per your future requirements.
Also, refer to projected storage requirement available in Health section of
Super Admin to assess in how many days your disk will be full based on the
current usage trend.

Hassle-free Import: Use POP3S, IMAP3S protocols for importing mails form
Google professional mail boxes for hassle free operations

Avoid peak hours for major work: Plan your product updates installation /
uninstallation when no active jobs are running or at non-peak hours of server
operations for smother completion. The same applies to Migration, import,
downloading emails, and performing search.

Install outlook plug-in of respective outlook architecture (x86 / x64):
Install plug-in x86 on Outlook x86 , plug-in x64 on Outlook x64 to avoid com-
patibility problems.

Plan Monthly server maintenance: Plan UDP Archiving server maintenance
periodically once in a month to check the utilization of the Performance Key
Indicators (PKI) status. If PKI appears over-utilized, increase
CPU/Memory/Disk to reduce burden on the server.
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Best Practices for UDP Archiving

Use Search criteria in Auditor: Auditor by default displays 100000 emails.
Use specific search criteria specifying different parameters (Date, From, To,

“uxn

subject, size, wildcard character ) to view mails of specific user.

Make future search easier: Save all your search queries into saved searches
and in future use them to retrieve data quickly. Also, enable Advanced search
parameters to narrow down your search results.

Use Smaller PSTs: We recommend to have PST file within 10 GB, so that com-
plete migration is not required in case of failure.

Thick vs Thin Provisioning: Select thick provisioning over thin provisioning
during OVF deployment. Both are supported. But, we strongly recommend to
user thick provisioning, so that the space is allocated to the system in the
beginning itself. This action would prevent issues like running out of space.

Host Name / IP Address of UDP Archiving Server: Use static IP / host name
for UDP Archiving server.

Best Practices for Migration: Migration is a very time consuming operation,
and time increases with more number of mails. At times, migration may con-
sume more than an hour.

+ Start migration in non-peak hours.
+ Verify if the disk has enough space.

For example, for a PST file of size 10 GB you need at least 25 GB free
space for migration.

+ Particularly for VMware, if the thin provision option is selected during
deployment of OVF, verify that the ESX Server has enough space.

Chapter 2: Understanding UDP Archiving 15






Chapter 3: How to Deploy UDP Archiving

Deploy UDP Archiving in your environment from the list of multiple supported
options and then complete the basic configuration to access the Console. The two-
step process completes deployment in less than an hour.

This section contains the following topics:

ReVIeW PrereqUISIIeS ..o 18
Deploy UDP Archiving in VIMWAT€ ... 19
Deploy UDP Archiving in Hyper-V 2016 and Hyper-V 2012 R2 . .._.................... 26
Deploy UDP Archiving in Hyper-V 2008 R2 ... . .. 34
Deploy UDP Archiving in Microsoft Azure ... ... .. 39
Deploy UDP Archiving in Amazon Web Services (AWS) .o 45
Configure to Access UDP Archiving ... ... ... 50
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Review Prerequisites

Review Prerequisites

® Verify if UDP Archiving is downloaded.
® Verify if you have following minimum system requirements:
+ 8 GB of RAM
+ 2 CPUs
+ 20 GB of storage for Microsoft Azure and 16 GB of storage for others

Note: You can add a new disk to increase volume.

= Verify if you have supported versions available for required deployment:
+ ESX/VMware Versions: 5.5 and above
+ Hyper-V versions: 2016 / 2012 R2 and 2008 R2

Select your deployment option and follow the related steps:

Important! After deployment, take a backup of UDP Archiving to avoid loss of data
later.

® VMware OVF

" Amazon Web Services AMI

" Microsoft Hyper-V 2016 and 2012 R2

" Microsoft Hyper-V 2008 R2

" Microsoft Azure

" AWS

18 Arcserve UDP Archiving Deployment and Configuration Guide



Deploy UDP Archiving in VMware

Deploy UDP Archiving in VMware

This topic describes how to deploy UDP Archiving on the ESX server using Web cli-
ent with 8 GB of RAM, 2 CPUs, and 16 GB of storage. You can also deploy UDP
Archiving at vCenter level or vSphere Web Client. After deployment, you can

modify RAM and CPU depending upon your requirement. You cannot modifying stor-
age of the initial volume. However, adding a new disk to increase the storage space
is possible.

For viewing steps in video, click How to Deploy UDP Archiving in VMware.

Important!

Do not modify the initial volume. Modifying the initial volume using web vSphere
client makes the volume inconsistent.

UDP Archiving supports only VMware versions 5.5 and above.

Follow these steps to set up and configure UDP Archiving:

1. Download the UDP Archiving software (VMware OVF) to deploy in a VMware.

The operating system is Linux Debian 8.0 and the software runs in any
VMware environment.

2. Set up and deploy the UDP Archiving VM using the following steps:
a. Open the VM client and connect to your ESX host.
b. From the VM client, Click File> Deploy OVF Template.

File | Edit View Inventory Administration Plug-ins Help
— * htory B [ Inventory
| Deploy OVF Template... |
Export L |
Report r il localhost ARCSERVE
Browse VA Marketplace... Getting Started
Print Maps General

Note: You can import OVF files into vSphere through the vSphere Web
client at the vCenter, Host, or Cluster Level.

Chapter 3: How to Deploy UDP Archiving 19
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c. From the Source tab, browse to the location where the .ovf file is

stored and click Next.

(%) Deplay OVF Temgplats

|l= | & B

Saurce
Select the source lecason,

Raady o Compiate

Deaphy fromn a fle o UAL

Hprrzerve-udpranchiing-20 1 0623.0v [ _lEI e

Erter & UAL 1 desnload and instal the OVF padkage fom B Inlernel, o
spadly & bcation socssshis from your computer, such as & loca hard dove, &
retwory share, or & C0JOVD dive.

|

< Bk | Mgl = I Caniel |

£

d. From the OVF Template Details tab, review the product details and

click Next.
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Deploy UDP Archiving in VMware

7 Beploy OVF Temglate =@ &=

OV Template Details
Yendy OWF template detals,

Trarep

Prochct: arceerve-udp-andrang-20 1 O

Digvwrlond mze: AL

Sire gn digic 5.2 GA {thin provwsioned)
1000 GA (shack pravisisned)

Desoripion:

_ o | cok |[ wets | cane |

e. From the Name and Location tab, enter the display name of VM and
click Next.

2) Deplay OVF Temgplate | EM

Name and Location
Spedfy 2 name and kcation for the deployed template

Source Hare:

CAF Tamplate Dct:f I5 LDPArctiing

Name and Location

Shorage The riame can contain up to 80 characters and it must be unique within the nventory folder,
Disk Farmat

hetwark Mapping

Ready to Complete

Heb < Back || Nest > | Canel |

il

f. From the Storage tab, select one of the available disks as destination
storage, and click Next.
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Deploy UDP Archiving in VMware

] Rl
[ Deploy OVF Template el =1 S
Starage
Wihere da you wanl o shore the virlual machine fles?

Souroe Select a destinalion sterage for the virlual machine fles:

O Temaplabe Dt

"I:'n- E-I'I':'-:'-:au'r = Hame | Drve Type Capacity | Prowvisionad Fraz | Type Thir Pro=

Storage @ arcserve_UDP.  Unknown 740,87 GB 40359 G3  337.24GB NFS SUppeIe

sk Formas g] QASE LUM1L Mea-520 43850 GE 55466 GA 1419 GE WMFSS Supporte

Hebwork Mapping H qaseLunz Mon-550 4. 75 GB 46330 6B 17645 0GB WMFI5 Support

Ready to Complete QASE-FTE-LUW  Mon-550 FODTE 1086 TE X265 GE WMFSS Supparte
Ll in L
'l
Name Dirive Type Capadty | Provisionsd Fres | Type Thin Provi
4 I = 3

Help < Badc | Hext = I Cancel

g. Select the disk format (one of the options of Thick Provision) that you
want the new VM to use and click Next.

Note: We recommend thick provision to ensure that space is allocated
to the new VM.
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Deploy UDP Archiving in VMware

71 Deploy OVF Template . o B

Disk Format
Tnwhich farmat do you want to store the virtual disks?

Saurce Datastore: ’W

(OWE Template Detais

S Avalable space (G8]): 3373

Shorage

Disk Format

Matwork Mappng

Ready to Complate " Thick Provision Lazy Tereed
(' Thick Provimion Eager Teoed
™ Thin Prevision

_= | <ok [ vet> | ont |

h. From the Network Mapping tab, select one of the available options,
and click Next.

Note: Select any network adapter that can communicate to machines
across your domain.

@ Deploy OVF Template E=NR=N <"

Hetwork Mapping
What networks should the deployed template use?

Source

#ris.-nr_h:_;p D=tz Map the networks used in this OVF template to networks in your inventory
Mame and Locatan

Storage Source Networks | DestinationMetwarks
Disk Format ) VM Netwom | vM Network
Network Mapping

Ready to Complete

Description:

The VM Network network -

Help | < Back | Mext = I Cancel
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i. Review the summary of selections made in previous steps, select the
check box of Power on after deployment, and click Finish.

{2 Deploy OVF Template oo 50

Ready to Complete
Are these the options you want to use?

When you click Finish, the deployment task wil be started,

Deployment settings:

OVFfile: C:\Users\Das\Desktop RCVArcovfiVPen'e,
Download sie: L1068

size ondisk: 5.2GB

Name: LIDPérchiving

Host/Clusten localhost ARCSERVECOM

Diatastore: areserve_UDF

Disk provisioning: Thin Pravision

Netwark Mapping: WM Network"$o "M Network"”

V' Pamer on after deployment

Help < Batk | Friigh | Cancel |

4

Successful deployment results in the following message:

@ Deployment Completed Successfully l — | |_ﬂh

Deploying UDPArchiving

Completed Successfully

Close

3. Perform the following steps to assign the IP address:

a. Navigate to the ESX server and open the VM Console where you
deployed UDP Archiving.

Note: If you have not selected above the check box option to Power on
after deployment before clicking Finish, then first start the UDP Archiv-
ing machine on the ESX server before opening the VM Console.

b. Locate the IP address assigned to your new VM.

+ Using DHCP: By default, UDP Archiving VM gets an IP Address
from DHCP. You can view this IP Address on the VM Console.
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Note: You can also run sudo ifconfig on VM on Console, or nav-
igate to Summary to find the IP address.

+ Using Static IP: You can also assign a static IP Address. For
details, see link.

4. To complete deployment, follow the steps described in configuring UDP
Archiving.
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Deploy UDP Archiving in Hyper-V 2016 and Hyper-V
2012 R2

This section describes how to deploy UDP Archiving in Hyper-V. The UDP Archiving
is installed with 8 GB of RAM, 2 CPUs, and 16 GB of storage. You can modify RAM
and CPU later, but cannot modify storage of the initial volume after deployment.
However, adding a new disk to increase storage after installation is possible.

Troubleshooting: Modify DHCP to Static IP for Hyper-V/VMware/AMI after Deploy-
ment

For viewing steps in video, click How to Deploy UDP Archiving in Hyper-V 2012 R2
and Hyper-V 2016.

Follow these steps to set up and configure UDP Archiving software:

1. Download the UDP Archiving software and store at a folder in your local
machine.

2. Set up and deploy the VM using the following steps:

a. In Hyper-V Manager, right click your VM host, select Import Virtual
machine, and click Next.

Import irtual Machine =T
#P | Before You Begin
Ths wizard beips: you import & virkusl madhne Eom & set of configuration fles. It gusdes you Hrough

Locats Felder ressahing confouration problems o prepane the virtusl machine ke use on this computer,

Creose Import Type

SUMIMATY

| Do nat show s page agan

bt Cancel

b. Browse to the Hyper-V folder where you have downloaded UDP Archiv-
ing and click Next.
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Locate Folder

Before You Begn
Select Virual Machine
Choass Import Type:
LT

Speify the folder containing the virbual machine ko impert,
Fokder: [J'tiypervarchiver| | orowse...

From Select Virtual Machine, select the Virtual machine to import and

click Next.

Befere You Begn

Select Virtual Machine

5143017 6:19:31 PM

From Choose Import Type, select the option: Copy the virtual
machine (create a new unique ID), and click Next.
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E Choose Import Type

Before You Begn Choass the bype of impart to performs

Loate Folder ) Regster the virtual machine irn-place (e the edsting uigue I0)

Select Vrhual Machine () Restone the virtual machine (use the exsang unicue ID)
m ) Copy the vrtual machine (reate a new unique I0)

Surmmary

e. From Choose Folder for Virtual Machine Files, select a folder and
click Next.

Note: You can change folders when required.

Choose Folders for Virtual Machine Files

Before Yeu Begn “Yiou can specify new of existng folders fo store the virtual machine fles. Otherwise, the wizard
Foider imparts the fles to default Hyper ¥ folders on this computer, or & folders spedfied in the virtual
Locate macheg configueatin,
s [] Store the virtual maching in a dfferent locakon
mw s . 4oy o Bew w atior fokd
T C: ProgrambataMicosoft WWindows \Hyper V|
SUmmary

C: \ProgramDataMcrosoft WWindows iHyper vy

C: ProgramData\Mcosoft WWindows \Hyper V|

[crmen | [ nee> || ro | [ cml ]

f. From Choose Folders to Store Virtual Hard Disks, select a folder and
click Next.
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Note: You can change folders when required.

Choose Folders to Store Virtual Hard Disks

Before You Begn Where do you want to store the imported virtual hard disks for this virtusl machine?
Locate Folder
Select Virtual Machine:
Choose Import Type
Chocse Destination

| Crocse sicrnge Folders |
Summary

=

[ewves | [ na> || o | [Comal |

g. From Completing Import Wizard, review the complete summary and
click Finish.

T
E Completing Import Wizard

Before You Begn Yo are sbout b perform the folowing oparation.
Locate Folder Desrpbion:
Select Vbl Machine Virtual iachine: Archiver
Choose Import Type Impart fle: J: iHypery Archiver Wirtual Machines | 2E6.50540- 30 HC45A9-447)
Chaose Destrsten lmport Trpes Copy (penerate rew ID)
Virtual machine configuration folder:  C'ProgramDats Marosoft Wibindows ieyper -V}
Sice Chtcipoint folder: C:'ProgramData Mo osoft iWindows iHyper v
_ Senart Pasging fle store: CiVProgramDiata er st i ¥indon iHyper V)

Virtual hard disk destination folder:  C:'Users'Publc\Documenits yper - {Jirtual Hard Disks',

<] [T >

To complete the import and dose this wizard, dick Finish.

You have deployed Hyper-V successfully.

3. Perform the following steps to configure UDP Archiving:
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a. Navigate to the Hyper-V server and open the VM Console where you
deployed UDP Archiving.

Note: During set up before clicking Finish, if you have not selected the
check box option to power on, then first you need to start the UDP
Archiving machine on the Hyper-V server, and then open VM Console.

b. To finish the configuration, locate the IP address assigned to your new
VM.

Note: The IP address may appear on the command line when you run
sudo ifconfig. Otherwise, navigate to Summary to find the address.

+ Using DHCP: By default, UDP Archiving VM gets an IP Address
from DHCP. You can view this IP Address on the VM Console.

Note: You can also run sudo ifconfig on VM on Console, or nav-
igate to Summary to find the IP address.

+ Using Static IP: You can also assign a static IP Address. For
details, see link.

c. Follow the steps of configuring to complete the installation.

30 Arcserve UDP Archiving Deployment and Configuration Guide



Deploy UDP Archiving in Hyper-V 2016 and Hyper-V 2012 R2

Modify DHCP to Static IP for Hyper-V/VMware/AMI
after Deployment

At times after deployment, IP address is not displayed for Hyper-V or VMware.
Symptom

Unable to get DHCP IP address for the Hyper-V or VMware machine after deploy-
ment.

Solution

As a workaround, perform the following steps:

® Log in using udp_admin as user name and sa@#543 as password.

" In the UDP Archiving VM machine, enter the command sudo setbox.
3

udp_admin@udparchiving-chgHost: /

Web: http://10.60.1¢
S5H/SFIP: rocc@l0.60.1

Arcserve UDP Archiving

® Select Networking option using arrow keys (up or down) and press spacebar /
Enter key, to open the ethO Configuration screen.
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udp_admin@udparchiving-chgHost: /

Arcserve UDP Archiving UDPARCHIVING-CHGHCOST Advanced

Henu
199999339999999999999I9TITITTTIIIIIIITIIITIIIIIIIITIICT
Configure appliance networking
Regicn & time settings
Various global sectings
Reboot the appliance
Shutdown the appliance
Quit the configuration console

= Select Static IP option and press spacebar / Enter key and navigate to the Net-

work settings screen.

udp_admin@udparchiving-chgHost: /

&

IF Address: 10.60.1

Netmask: 255.255.28

Default Gateway: 10.60.1

Name Server(s): 10.60.1.11 10.64.1.11 10.64.1.12

Natworking configuration method: static
1 S885
DHCFE Configure & rking autcmatically
Configure networking manually

® Provide the static IP information in IP Address, Netmask, Default Gateway
and press the Tab button to move to the Apply option and press spacebar /

Enter key.

32 Arcserve UDP Archiving Deployment and Configuration Guide



Deploy UDP Archiving in Hyper-V 2016 and Hyper-V 2012 R2

@2 udp_admin@udparchiving-chgHost: /

rk sert

Scatic IP configuration (ethO)
ga93993399999999999II9999999

xHetmazk
xDefaulr Gateway 'UMITH

<Apply > d
39499999339993999999939999993999399399993993999399999933995)

The ethO Configuration screen appears.
® Press ESC button.

® Press spacebar / Enter key on Yes options.

udp_admin@udparchiving-chgHost: /

Do you really want to
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Deploy UDP Archiving in Hyper-V 2008 R2

You can deploy UDP Archiving in Hyper-V 2008 R2. UDP Archiving is installed with 8
GB of RAM, 2 CPUs, and 16 GB of storage. You can configure RAM during deploy-
ment and modify CPU later. But, modifying storage of the initial volume is not pos-

sible after deployment. However, to increase the storage adding a new disk is

possible after installation.

For viewing steps in video, click How to Deploy UDP Archiving in Hyper-V 2008 R2.

Troubleshooting: Modify DHCP to Static IP for Hyper-V/VMware/AMI after Deploy-

ment

Follow these steps to set up and configure UDP Archiving software:

1. Download the UDP Archiving software and store at a folder in your local

machine.

2. Set up and deploy the VM using the following steps:

a.

In Hyper-V Manager, right click your VM host, first select New, and
then select Virtual machine.

FEI
File  Actian

Wiew Help

= #=E B[

= Hyper-V Manager
=& WINT2ZR2-EMY1

H Yirtual Machines

I ey ] Wirtual Machine..
Import Wirual Machine.., Hard Disk...
Hyper-4 Settings... Floppy Disk...
Yirtual Switch Manager.., Ot
Yirtual 58N Manager... O
i
Edit Disk... ff
Inspect Disk... ff
Stop Service Riunning
Remowve Serser Running
-2 Fiunning
Refresh .
Running
Wiewny B bild labest Running
Help Running
e Runninn

New Virtual Machine Wizard is displayed.
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b. From the Wizard, in the Specify Name and Location tab, enter a name
for the virtual machine, and click Next.

~ WNew Virtual Machine Wizard =
| . n
[ | Specily Mame and Location
=
Eufire Yiods Bagin Chacese & name and lacstion For Ehis virbusl machine.,
Specify Naties and Location The name i displaned in Hyper-¥ Manager. Wie recommend that you use a name that belps you easly
Sy Ganarstion identify this wirtual machine, such as the name of the: guest cperating systern or workioad,
Aussign Memoey Mama: LO# Archeineg]
Corfigure Networking ouy can creste & Folder or wse an exishing Folder o shore the virtual machins. IF you dont selsct &
Cornect Yirbual Hard Disk Folder, the virtusl maching i stored in the default Folder configured For this server.
Prst allation Coions ] Stoew the virtusl machine in a diferer location
SaEnmany C i\ Pricsge smDist s Micr ool t) Windiowes| Hypesr -
v
<Previous | |t > Firish Cancsl

c. From the Specify Generation tab, select the check box of Generation
1, and click Next.

Choose the generation af this virtual machine.
® Generation 1

This wirtual machine generation provides the same virkual hardware ta the virkual maching as in
presious versions aof Hyper-W,

() Generation 2

This wirtal machine generation provides support For features such as Secure Book, SCSI boaok, and
P¥E boot using a standard network adapter, Guest operating systems must be running at least
Windows Server 2012 or 64-bit wersions of Windows 8.

1. Once a virkual machine has been created, wou cannot change iks generation.

d. From the Assign Memory tab, assign 4096 to startup memory and click
Next.
Specify the amount of memary ko allocate to this virtual maching, You can specify an amount from 32

ME through 254262 ME. To improve performance, specify more than the minimum amount
recommended for the operating system,

Startup memary: (4095 | ME

[ ] Use Dynamic Memory For this virtual machine,

[ﬁ] When you decide how much memary ko assign ko a virtual machine, consider how you inkend ko
~ use the virtual machine and the operating swstem that it will run.
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e. From the Configure Networking tab, configure Network connection
with the available network adapter and click Next.

Each new virkual machine includes a network adapter, You can configure the netbwork adapter bo use a
wirtual switch, or it can remain disconnected,

Conneckion:  |Nok Connecked

External
Hyper-y Wirkual Switch

f. From the Connect Virtual Hard Disk tab, select the check box of Use

an Existing virtual hard Disk option, browse the VHD file in the provided
UDP Archiving, and click Next.

*.‘ Connect Virtual Hard Disk

Befiore You Begin & virkual machine requires shorsge o that you can install an opersting sysbem, You can specily the
soucy and Lacation storage now or configure it Later by modifying the virhual machine's properties,

Speciy Generation () Creste a virtual hard disk.

A Lise this option bo craste & YHDM dynasrically expanding virtual hard disk.

Ciorfigure Networking

UDF Archiving whdx

Corneck Wirbual Hard Disk

CoWbesrs| Pubdc i Dacuments Hypser -V Wirbusl Hard Digksl

127 | GB {Maxism: 64 TE)

(®) Lse an sodsting virtual hard disk.
Use this option bo attach an exdsting virtual hard disk, esther YHD o YHDX formak.

bl fere 1O ar coerver 1 -march-Euild ] -H\Virtual Hard Dikshs!dish-0.y -|| Browse...

() Aktach a virbual hard disk later

Usser this option bo ship this step now and attach an esdsting virtual hard desk: bater,

| cprevious | | mea> || Fsh || cocel

g. From the Summary tab, review the complete summary and click Fin-
ish.
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R New Virtual Machine Wizard -

p *-'I Completing the New Virtual Machine Wizard
b‘ ]

Before You Begin You have successfully completed the New Yirtual Machine Wizard. You are sbout to create the
Spacify Nare and Location Followineg wirtual machine.

specify Generation Description:

#ssign Mamary . Narne: UDP Archiving

Corfigure Networking Generakon: Generation ]

Mesnory: 8192 MB

Connect Wirtual Hard Disk Mebwark: External
Hard Disk:  F/\GA_HYP_LOVHyper-v_1.Oarcserver]-march-buldi-Hvi¥irtusl Hard Disksldisk-0.vhd

£ [} >

To creste the virtual machine and close the wizard, click Finish,

[ <Previous | Frish | | Cancel

Hyper-V 2012 R2 is deployed successfully.

3. Perfom the following steps to configure UDP Archiving:

a.

Navigate to the Hyper-V server and open the VM Console where you
deployed UDP Archiving.

Note: During set up before clicking Finish if you have not selected the
check box option to power on, then first you need to start the UDP

Archiving machine on the Hyper-V server, and then open the VM Con-
sole.

To finish the configuration, locate the IP address assigned to your new
VM.

Note: The IP address may appear on the command line when you run
sudo ifconfig. Otherwise, navigate to Summary to find the address.

+ Using DHCP: By default, UDP Archiving VM gets an IP Address
from DHCP. You can view this IP Address on the VM Console.
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Note: You can also run sudo ifconfig on VM on Console, or nav-
igate to Summary to find the IP address.

+ Using Static IP: You can also assign a static IP Address. For
details, see link.

c. Follow the steps of configuring to complete the deployment.
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Deploy UDP Archiving in Microsoft Azure

You can deploy UDP Archiving in Microsoft Azure. UDP Archiving is installed with 8
GB of RAM, 4 CPUs, and a minimum 20 GB of storage. You can configure RAM and
modify CPU any time after deployment. You can modify the storage of initial
volume after deployment by adding a new disk.

Follow these procedures:

Add UDP Archiving Virtual Hard Disk to Microsoft Azure ... ........................ 40
Create Virtual Machine and Deploy UDP Archiving ... ... 42
Enable UDP Archiving for Public ACCEeSS ... 44
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Add UDP Archiving Virtual Hard Disk to Microsoft
Azure

UDP Archiving Virtual Hard Disk (VHD) is required to deploy the UDP Archiving solu-
tion in Azure. You can add the UDP Archiving solution software to Microsoft Azure
and then deploy in a virtual machine.

Follow these steps:

1. Download UDP Archiving VHD for Azure from the link to the local machine
where you access Microsoft Azure.

Note: The md5 for UDP Archiving VHD download is
46¢c42b9ee664cab9dall3dc4b3ab3dec.

2. Log into the Microsoft Azure portal at https://portal.azure.com with valid

user credentials.
3. Onthe home page, click All services from the left-hand navigation.
4. Under the General category, click Resource groups.
5. From the Resource groups panel, click Add.

Create Resource group panel opens.

6. In the Create Resource group panel, specify the required information and
click Create.

For more information, see Resource Group in Azure.

7. Navigate to All services page, and click Storage accounts under the Storage
category.

Storage accounts panel opens. For more information, see Storage Account in

Azure.
8. From the Storage accounts panel, click Add.

9. In the Create storage account panel, perform the following steps and click
Create:

a. Select the Resource group that you created in the previous steps.
b. Select the Account kind as storage(general purpose v1).
c. Specify other details as required.

10. From the Storage account panel, click the Storage account name that you
created.
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11.

12.

13.
14.
15.
16.
17.

From the Storage account details panel, click Blobs under the Blob service
category.

Click the +Container button, enter a name for the new container and click
OK.

From the Blobs screen, click the Container that you created.

From the Container details screen, click the Upload button.

From the Upload blob panel, click the Browse button.

Select UDP Archiving virtual hard disk (VHD) for Azure.

Select SAS as Authentication type and click Upload.

UDP Archiving VHD for Azure is successfully added to Microsoft Azure.

Next Steps:

® Create Virtual Machine and Deploy UDP Archiving

" Enable UDP Archiving for Public Access
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Create Virtual Machine and Deploy UDP Archiving

After adding the UDP Archiving VHD, you must create a virtual machine to deploy
the UDP Archiving solution.

Follow these steps:

1. On the Microsoft Azure home page, click All services from the left-hand nav-
igation.

2. Navigate to All Services, and click Disks from COMPUTE category.

3. On the Disks screen, click Add to create a new disk.

4. Inthe Create managed disk panel, perform the following steps and click

Create.

a. Select the Resource group that you created for UDP Archiving VHD.

b. Select the Account type as Standard HDD or Premium SSD as per
your requirement.

c. Select the Source type as Storage Blob.

d. Inthe Source blob field, click Browse and select the UDP Archiving
VHD that you uploaded as explained in Add UDP Archiving VHD to
Microsoft Azure.

e. Select Linux as OS type.

f. Specify 20 GB as Size.

g. Specify other details as required.

5. From the list of available disks on the Disks screen, click the newly added
Disk name.

6. In the Disk details panel, click Create VM.

7. In the Create virtual machine wizard, perform the following steps:

a.

In the Basics step, select the Resource group that you created for UDP
Archiving VHD, and click OK.

Click Change Size, select a package that includes a minimum o f 2
CPUs and 8 GM RAM, and click Select. Depending on the package that
you select, the number of disks are available.

Note: The required number of CPUs and RAM vary depending on the
number of mailboxes you want to archive. For more information, view
UDP Archiving Configuration Considerations.
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c. From the Public inbound ports options, select Allow selected ports.

d. From Select inbound ports drop-down list, select all the four options -
HTTP, HTTPS, SSH(22) and RDP(3389).

e. Click Review+create.
f. Review the options that you selected and click Create.
The Virtual Machine is created and UDP Archiving is successfully deployed.

Next Step:

" Enable UDP Archiving for Public Access
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Enable UDP Archiving for Public Access

After creating the virtual machine and deploying UDP Archiving, you must enable
network ports. The enabled ports help to access UDP Archiving using the virtual
machine IP address.

Follow these steps:
1. On the Microsoft Azure home page, click All services from the left-hand nav-
igation.

2. Navigate to All Services, and click Virtual machine from COMPUTE cat-
egory.

3. On the Virtual machines screen, click Virtual machine name where you
deployed UDP Archiving as explained in Create Virtual Machine and Deploy
UDP Archiving.

4. On the Virtual machine details screen, click Networking under Settings.

5. From the Networking settings, click Add inbound port rule and create the
ports as follows:

a. Create a port with the port range 80 and priority 100.
b. Create a port with the port range 25 and priority 370.
c. Create a port with the port range 22 and priority 380.

Note: For more information about the required open ports, view UDP
Archiving Configuration Considerations.

6. If you deployed UDP Archiving v6.0 Update 3, download the patch from link
and apply. For more information about how to apply the patch refer to the
documentation available along with the patch.

UDP Archiving is successfully deployed in Microsoft Azure.
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Deploy UDP Archiving in Amazon Web Services (AWS)

You can set up and configure AWS for UDP Archiving using an Amazon Machine
Image (AMI).

For viewing steps in video, click How to Deploy UDP Archiving in AWS.

Follow these steps:

1. Find and select Amazon Machine Image (AMI).

To find AMI, see Finding Amazon Machine Image (AMI).

2. Set up and configure AWS using the following steps:

a. From Choose an Instance Type screen, select the server to launch and

click Configure Instance Details.

Note: Minimum configuration is T2 Large with 2 CPUs and 8 GB of
memory. More number of CPUs is always better. For a large migration
of legacy messages move to a larger server.

b. From the Configure Instance Details screen:

+ Select Use subnet setting (Enable) option for Auto-assign Public
IP.

+ Select the check box of Enable termination protection.
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Step 3: Configure Instance Details

Configure the Instance to suit your requirements. You can launch multiple instances from the same AMI, request Spat instances to take advantage of the lower pricing, assign an access management role 1o the instance, and more.

Number of instances (| 1 aunch into Auto Scaling Group (j

Purchasing option Request Spot instances

Network

¥pc-acacBoca (defaut) v c Creale new VPC

Subnet No preference (dfaufl subnetin any Availabilty Zone* Create new subnet

Auto-assign Public P Use subnel setting (Enable)

Wk [ e 7] € create new 10 roe
Shutdown behavier (j Slop
Enable termination protection (j -
Menitoring (i
Tenancy (] Shared - Run a shared harcware instan

Additonal charge:

+ Advanced Detals

c. From the Add Storage screen, add more storage now or expand the
volume later. Change the root volume to desired size for archiving.

Consider the existing message to move to UDP Archiving as well as the
existing messages that you need later. An ideal ratio is 1 GB per mail-
box per year. For example, 100 GB per year for 100 mailboxes.

i Senices v ResourceGroups + %

1.Choose AMI 2 Chooselnstance Type 3 Configure Instance 4. Add Storage 5. Add Tags 6. Configure Sacurity Group 7. Review

Step 4. Add Storage

Your instance will be launched with the following storage device setings. You can attach addtional EBS volumes and instance store volumes o your instance, or
edit the setings of the foot volume. You can also aftach addiional EBS volumes after launching an instance, but not instance store volumes. Leam more about
storage options In Amazon EC2

VolumeType (i) Device () Snapshot () Size(GIB) (1) Volume Type 10PS (i [T’:Q:]'"':”‘ Delete o Termination () | Encrypted |

snap-
Root idevisdat 100 General Purpose S8D (GP2) v/ 30073000 NA ? Not Encrypled
054c192061e0cath

Add New Volume

Fres tier efigible customers can get up to 30 GB of EBS General Purpose (S3D) or Magnetic Slorage. Leam more about free usage tier efiibity and
usage restrictions.

d. (Optional) From Add Tags, you have the option to assign tags.
Note: Do not assign tags at present.

e. From Configure Security Group, open ports as required and click
Review and launch.
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[T} Services - Resource Groups - %

Chosse AMI T ChooselraanceType 3 Conbgurelnstince & AddStrage 5 AddTags  6.Configure Secermy Group 7. Review

Step 6: Configure Security Group
A securty sl rybes that controd i

campie, I you Want 10 561 Up 3 web server ard alow Ileme! Irafic 1o rEach your vstance, 304 rules Tat akow unrestricled Scess lohe

AS4igR 3 security Group:

an xisting o0

Security group name: Arcserve UDN
Descniption:  Purts for Arcsenve UDP Archiver

Type (0 Protocal (i Port Range (i Source (1

g8 . 1ce sstom )

HTTR . Tch B0 Custirn ]

HITPS - e 2 Custom _» |[0:0.0.00, 210 a

f ] ] Caste ]
rce L Select based st @
cP 93 on your Custees a
= 110 deployment st o
ce 895 e o
cP 25 [x]

Cuslon TCP Aode cP = o

Custom TCF Fule - TcP 65 ton @

LU Raview and Launch

Add Rule

f. From Review Instance Launch screen, create a new key pair.

I.l Services ~ Resource Groups ~ %

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 7: Review Instance Launch

Please review your instance launch details. You can go back to edit changes for each section. Click Launch to assign a key pair to your instance and complete the launch proc

Note: Create the new pair and keep safely.

Select an existing key pair or create a new key pair X

A key pair consists of a public key that AWS stores, and a private key file that you store. Together, they
allow you to connect to your instance securely. For Windows AMIs, the private key file is required to
obtain the password used to log into your instance. For Linux AMIs, the private key file allows you to
securely SSH into your instance.

Mote: The selected key pair will be added to the set of keys authorized for this instance. Leam more
about removing existing key pairs from a public AMI.

Create a new key pair
Key pair name
|Arcser\.fe UDP Archiving

Download Key Pair

Q You have to download the private key file (* pem file) before you can continue. Store
itin a secure and accessible location. You will not be able to download the file again
after it's created.

Recommended to create a new key pair

Your UDP Archiving is now configured in AWS.
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3. Perform the following steps to configure the UDP Archiving software in a
browser:

a. First, find your public IP address as shown below.

b. Next, map a URL you want to use for your UDP Archiving. For example:
email_archive.acme.com

c. Then, navigate to your new URL/welcome.php. For example: email_
archive.acme.com/welcome.php

Launch Instance Connect Actions v

Q )
Name Instance ID - Instance Type - Availability Zone - Instance State ~ Status Checks ~ Alarm Status Public DNS (IPv4) ~ IPv4 Public IP -

reserve chiving i-0adid2edd473040 rge s-gast: unnin I Initializing Nore T 625487144248 com . 54
A UDP Archiving i-0adfd2cd447304c65 (2 larg 1d ] ] I Initializing N % 6c2.5487-144-248. 548714

Instance: | -0adfd2cd447304c65 (Arcserve UDP Archivirig) Public DNS: ec2-54-87-144-248 amazonaws.com

Description Status Checks Monitoring Tags

Instance 10 i-0adfd2cd4dT304c65
Instance slate  funning
Instance type 12 large

Elastic IPs

Availability zone  ug-gast-1 Private IPs 172

Secondary private IPs

Security groups  Arcsarve UDP Archiver view inbound rules
Scheduled events K VPCID  wpc-aedeBea

AMIID  arcserve stable-feb-02 (ami-51ff3e47) Subnet|D  subnet-b84Bcdce

Platform - Network interfaces  ethl

M rele - Sourcaldest check  True

Key pairname  Areserve UDP Archiving
Owner 3935728 EBS-oplimized Fake
Launch tme  February 13, 2017 at 1:06:56 PM UTC-5 (less than one hour) Rootdevice type  ebs
Termination protection  True Root device
Lifecycle  normal Black devices  /dev/sdal

Monitoring ~ basic

Note: Although you can use the IP address to configure your UDP
Archiving, for better results we recommend to redirect a URL to this
address.

Important! In AWS, restarting your server changes the IP address. After con-
figuring your system, you can use an Elastic IP.
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Finding Amazon Machine Image

Amazon Machine Image (AMI) is required to deploy UDP Archiving in AWS.

Follow these steps:

=

Log into the AWS Console with valid user credentials.

From the Services page, click EC2 available under Compute in the centre

pane.

Click Launch Instance available below Create Instance..

From the left pane of Choose an Amazon Machine Image (AMI) perform the
following steps:

a.
b.

C.

Select Community AMls.
Enter UDP Archiving AMI name / AMI ID.
Click Enter to search.

Select the AMI from the search results and proceed to configure your

instance.

Chapter 3: How to Deploy UDP Archiving 49



Configure to Access UDP Archiving

Configure to Access UDP Archiving

After deploying UDP Archiving, complete the basic configuration to access the UDP
Archiving Console.

For viewing steps in video, click How to Setup UDP Archiving after Deployment.

Prerequisites: Identify one of the following requirements before starting con-
figuration:
® Your hostname (to find, use hostname command)

® The IP address assigned by your network for the UDP Archiving (view from
the VM console)

= Verify if the UDP Archiving server is reachable over the network using host-
name (FQDN) and the IP address.

Note: If the server is not reachable, you may need to create A record on your
DNS server for the UDP Archiving server. For details, contact your admin-
istrator or click link.

Follow these steps:

1. Enter the Host name or the IP address in a browser.

Note: Modify the host name later for security reasons. For details, see how
to modify the host name.

The UDP Archiving window appears. As part of configuration, the first step is
to select your preferred language.

arcserve UDP ARCHIVING

Select a Language

Language English (LSA 7 Internaticnal)

o

2. From the Select a Language screen, select an option from the drop-down
menu of Language, and click Next.

The UDP Archiving Console is displayed in the language that you select here.

The UDP Archiving License Agreement screen appears.
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Configure to Access UDP Archiving

Qrcserve’ UDP ARCHIVING

End User Licanse Agreemant

Anceerve (U5 A) LLC and'or s affilistes or subsidianies " Ascsarve”)

Exnd User License Agreement (the "Agreement”) for the Arcserve software product shat is being inssalled as well o the assacited documestation and any SDE, a3 defined

el ineluded withs e priodhiet 7ihe Prodier”)

Carefilly sead the followesg verm and condnions regasdisg your uee of the Product befors insnallsg and using tie Produwer. Theoughout s Agresment, you will be refserad

1 i Yo" o "Luoendase "

By seleenung tse “[ aceept the teien of e Litenie Agreement” fadio ntlon bebow, and then elickesg oa e "Net” butlon, Yoo are

{# | acoept the dnms of the License Agreement

Read the license content, select the check box of I accept the terms of license
agreement, and click Next.

The UDP Archiving configuration window appears.

Note: If you do not accept the license agreement, select the other checkbox.
A confirmation prompt appears. Click Decline and the configuration window

closes.
Configuration
rFuIIy Qualified Domain Name /1P| 10.10.10.10 “')
Address
Time Zone Europe/Budapest v
Date Format mm-dd-yy v

Review the following fields, enter the details as necessary, and click Finish.

Fully Qualified Domain Name/IP Address
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Refers to the FQDN or IP adress of the UDP Archiving server. The FQDN /
IP address details are auto populated. If FQDN is used, the value appears
in the following format:

<host name>.<domain name>

Example: If the host name is email_archive and the domain name is
acme.com, the FQDN is email_archive.acme.com.

Note: FQDN helps mail servers to communicate with UDP Archiving and
send journaling emails. The FQDN consists of two parts - the host name
and the domain name.

Time zone

Refers to your preferred time zone. The UDP Archiving Console reflects
the time zone that you select here.

Date format

Refers to your preferred date format. The UDP Archiving Console reflects
the date format that you select here.

A Credentials pop-up message appears with login credentials.

Credentials

User Name : superadmin@archiver
Password :

5. Make a note of the credentials and click Close.

The login screen of UDP Archiving appears.

The deployment and basic configuration of UDP Archiving is complete. Now, start
with configuration of the UDP Archiving Console and email services, in any order.
To configure the UDP Archiving Console, see How to Configure Arcserve UDP Archiv-
ing.

To configure desired email service(s), see How to Configure Email Services.
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After deployment, Super Admin needs to complete multiple configurations in UDP
Archiving. The configuration process starts just after deployment when you are
automatically directed to the login screen of UDP Archiving.

For viewing steps in video, click How to Configure UDP Archiving after Deployment.

This section contains the following topics:

Review Prerequisites and Considerations ........... ... .. ... oo 54
Log into UDP ArChiVINgG .. ... 56
Configure Settings of UDP Archiving ...l 57
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Review Prerequisites and Considerations

Review Prerequisites and Considerations

Before configuring the settings of UDP Archiving, verify the prerequisites and con-

siderations.

Considerations

® Based on your requirement, configure RAM and CPU.

The minimum requirement is 8 GB RAM and 2 dual core CPUs.

Some considerations:

+ Up to 1,000 employees: 8 GB of RAM and 2 dual core CPUs

+ 1,000 — 2,500 employees: 12 GB of RAM and 4 dual core CPUs

+ 2,500 - 5,000 employees: 12 GB of RAM and 6 dual core CPUs

+ 5,000 - 10,000 employees: 12 GB of RAM and 8 dual core CPUs

® For cloud deployments, select a server with the above minimum CPUs (more
CPU is better).

® Exception, Retention rules, and Legal hold policies are applicable to all
emails getting into UDP Archiving server through Historic Email Ingestion

(Migration and Import).

® Email Retention (Days to Retain Messages): Super Admin has the option to
set Global Email Retention. Number of days entered by Super Admin is the
default setting for Global Email Retention unless administrator later over-
rides by setting the Domain Level Retention Policy.

Prerequisites

® Set security setting

Verify if required ports are available. Open the following ports depending
upon your network requirements:

*

*

+*

*

HTTP/HTTPS 80, 443
IMAP/IMAPS 143, 993
POP/POPS 110, 995
SMTP 25

TLS Secure 587

Note: Even when mail servers are configured with encryptions such as
TLS 1.2 / 1.1; UDP Archiving communicates only through TLS 1.0.
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+ SSL Secure 465
+ SSH port 22
+ LDAP 389

® Storage

Verify if UDP Archiving is set up with minimum 20 GB of storage for
Microsoft Azure and 16 GB of storage for others as initial configuration. You
can add new disks to increase storage. For more details, refer to UDP Archiv-
ing Administration Guide.
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Log into UDP Archiving

Open a browser and enter the IP address assigned to your UDP Archiving server.
For the first login, use the following credentials:

® User name: superadmin@archiver

" password: sa@#543

Important! Change the password after logging into UDP Archiving.
After login, the health dashboard of UDP Archiving appears.
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Configure Settings of UDP Archiving

Configuration of UDP Archiving is required to accept incoming messages from cor-
responding domains. To configure the settings, super admin follows four mandatory
steps:

Add Domain

Add Profile for Each Domain

Create Archiving Administrators for Each Domain

el A

Set the Forwarding Mail Server
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Enter Domain for Mail Server

Adding domain is the first step in configuring UDP Archiving. For a service provider,
super admin would add domains for every archiving customers. For example: If you
have a domain of exchps.com and mails are coming from this domain Super Admin
sets up this domain in the system.

Add more than one domain depending upon the requirement.

Follow these steps:

1. From the left pane, click Domains under Administration.

. @ Domains
Supar Admin

L.] Monitorng

exch1Gas.com W
ﬁ Adrministration

G Dmaing:
O Add the domain name wheds the mall saner i prasenl.

0 UDP avrchiving server will docept messages fom the ddded domalns.

2. From the Domains page, click Add a Domain.

@ Domains

Add a Domain
m Monitaring

‘Domain | Domain (2]

ﬂﬁ Administralion

@ [omains
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3. For Domain, enter the mail server domain address for mails coming to UDP
Archiving.

The domain information is available at Mail Server> System Properties.

4. Click Add.

@ Domains

Add a Domain

Successfully added

<9 Back

5. From the confirmation message, click Back.

@ Domains

Search Q.

I
+Add a Domain  JESSHIEIERERERIERE
Domain Mapped Domain

exchps.com gxchps.com m

Added domain is displayed on the Domains page.

The domain is added for the mail server. Now, create contacts using the Profile

option.
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Add Profiles for Each Domain

Adding profile is the second step in configuring UDP Archiving. A profile is used to
set up the company information and associates a company with the domain(s).
Super Admin can add a profile to the system for a company or a separate profile
for each customer domain of service provider.

Note: UDP Archiving must have a domain configured before adding a profile.

Follow these steps:

1. From the left pane, click Profiles under Administration.

E Profiles

ey "

Contact Email Address

O At (5 e 10 el o nd Associa e COMpAny with ek Gomamns)

O Tor 6ol & profle, yin need 8 el one doan N e sysem

2. Click Add a profile.

& Profiles
Add a Profile
Profile Name | Arcsence (7]
"Contacthame | Afcsenie Adiin 2]
Contact Email Address | &dmingiarcserve com ﬂ
Contact Mailing Address
Contact Phene Number
exchidasloc
=2
@ Hold the Cirl (Windows) / Command (Mac) butien o select muftiple aptions for domaing,

3. Enter the following details and click Add:
Profile

Enter a name for the profile.
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Contact Name

Enter the contact name of profile.
Email Address

Enter the email address of the contact.
Contact Address

Enter address of the contact.
Contact Phone Number

Enter phone number of the contact.
Domain(s)

Select one domain from the available list of domains. The list displays
only those domains that super admin added before using Add a domain.

The profile is added. A confirmation message appears.

4. Click Back and view the added contact in the Profiles page.

Profiles

Fart s Ep— AN e T3 loe mrwras [

O AR 1 gzl sl o sk I iR Wi e daneans),

D I i, ] b e s

The profile is created. In the screen above, the detail under Administrator column
appears when you assign the profile to an administrator.

Now, create administrator to manage users.
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Create Archiving Administrators for Each Domain

Creating an administrator is the third step in completing configuration of UDP
Archiving. Super Admin creates an Administrator for each domain. The credentials
are set for the administrator to access the system and manage settings that are spe-
cific to the archiving requirements for a domain. The administrator can create
more administrators with similar access rights.

Follow these steps:

1. From the left pane, click Administrators under Administration.

& Administrators

+ Add an Administrator (E':i Contact Name or Email Address

Contact Email Address

Contact Name Profile

Adminjp administralon@exchidfsloc  Master Admin  Jpe eocch] 3R, lo & @ ViewEdit

€ Create an adminiuator 1o assoctate with aach profile
& Administrator can login using the email address and password provided here,
& Adminisirator can acoess e sysbem and manage policies 1or thair somain(s).

& One Administraior can be associated with muitiple prafiles

2. Click Add an Administrator.
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3.

& Administrators

Add an Administrator

Contact Name
& r
Email Address \ 3
Profile | axch 16 UDP com '
"Password (7]

'Re-Enter Password

o

In the Add an Administrator screen, enter the following details and click
Save.

Contact Name
Enter a name for administrator.
Email Address

Enter the email address of administrator. The email address must belong
to the domain that is linked with the profile selected in the Profile field.

Profile
Select a profile for which you want to add the administrator.
Password

Enter a password for the first login of Administrator to UDP Archiving.
The administrator can change the password after logging for the first
time.

User Role
Assign a user role from the drop-down option.

A confirmation message informs about successful creation of the admin-
istrator.

From the confirmation screen click Back.

The administrator details appear on the Administrators page.
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& Administrators
*+ Add en Adminstrator L Enter Cantact Name or Emal Address Search Q)
Contact Name Email Address Role Profile Domains Status
Admin Exch 16 admin(@exch1Bas.com Waster Admin Exch16UDP Com  exchifias.com

6 Vil

€12 tofk2 s e

€ Create an administrator to assaclate wih each profle.
O Adminisirator can login using the email ackress and password provided here
@ Adminiirator can access i sysiem and manage polles for thelr domain(s).

@ One Adminisirafor can be associated wih muliple profiles

Note: Now, the Profiles tab displays the name of created administrator for
the selected profile.

Now, set forwarding mail server to complete configuration.
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Set the Forwarding Mail Server

Setting the forwarding mail server completes the mandatory configuration of UDP
Archiving. Forwarding email server is the server whose messages are to be accep-
ted and archived by UDP Archiving. All messages from the added servers are
always archived. On the other hand, messages of servers not set as forwarding mail
server are not archived. For example, while using Microsoft Exchange to send mes-
sage to UDP Archiving through SMTP you need to add the IP address of each
Exchange server.

Provide an SMTP Forwarding Email Address that is used later to set up journaling
on the mail servers. For specific configuration instructions, view configuration for
each type of mail server.

Important! Save the SMTP Forwarding Email Address as the same information is
required while creating Journaling rule.

Follow these steps:

1. From the left pane, click Configuration under Administration.

The Configuration page appears.

£5 Configuration

Super Admn

Fully Qusslifsed Domain 10.10.10.10
Hame ¢ IP Address

SMTP Farwarding Ema archivei® 10102010 '."-

Addrass
Time £one Eurcpe/Budapast

Security Enabis Captche

E: Corfigaiadsn

2. Review the following fields and enter the details as necessary:
Fully Qualified Domain Name/IP Address

Refers to the FQDN or IP adress of the UDP Archiving server. The FQDN /
IP address details are auto populated. If FQDN is used, the value appears
in the following format:

<host name>.<domain name>

Example: If the host name is email_archive and the domain name is
acme.com, the FQDN is email_archive.acme.com.
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Note: FQDN helps mail servers to communicate with UDP Archiving and
send journaling emails. The FQDN consists of two parts - the host name
and the domain name.

SMTP Forwarding EMAIL Address

Refers to the email address used for alerts. The email address is used as
forwarding email address through SMTP to UDP Archiving.

Example: archive@<IP Address> or archive @<FQDN of Archiving VM>,
Time Zone
Select your preferred time zone.

3. Click Save.

The forwarding email address is configured.

Now, before starting to archive email ensure to configure Email service.
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UDP Archiving allows integration with multiple email services. Configure email ser-
vices to suit your requirement and start archiving the emails.

Important! Hosted Archiving customers do not need to perform steps performed
by Super Admin.

This section contains the following topics:

Configuring Microsoft Office 365 ... . . . 68
Setting up Access to UDP Archiving from Outlook Web Access ......................... 86
Configuring Microsoft Exchange 2007 ... 87
Configuring Microsoft Exchange 2010 .. ... o o 100
Configuring Microsoft Exchange 2013 and 2016 ... ... ... . 122
Configuring G Suite Email .. 136
Configuring IBM Lotus DOMINO .. ... e 141
Conflguring ZAMDIa . .. 157
Configuring Sendmail ...l 158
Configuring PoStiIX ... 160
Configuring K erI0 - .o 162
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Configuring Microsoft Office 365

To configure Microsoft Office 365, perform the following steps:

1
2
3
4,
5
6

. Review Prerequisite and View Mail Flow

. Create a Non-routable New Remote Domain: UDP.int

. Create a Fake Mail Contact using New Domain:archive@UDP.int

Create a Non-deliverable Mailbox: JournaINDR@<your domain>

. Create a Send Connector for the Remote Domain

. Add a Journaling Rule to direct Messages

Prerequisite:

Verify if you have Fully Qualified Domain Name (FQDN) of your new UDP Archiving
system set during the initial deployment.

Mail Flow Process After Configuring:

1.
2.
3.

Journal Rule directs all messages to the Mail Contact.
Report of any undelivered messages reach the NDR mailbox.

The Send Connector forwards any messages going to the fake remote domain
to your UDP Archiving(archive@<fqdn of Archive>).
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Create a Non-routable New Remote Domain

Office 365 requires a remote domain to send the messages to the mail server
(SMTP). The Remote Domain is not your regular email domain. The remote domain
is a non-existent and non-routable/unresolvable domain from either inside or out-
side your organization (such as UDP.int). This domain is mandatory for the email
address of the Mail Contact that is the recipient of the journaled message.

Follow these steps:
1. From Exchange Admin Center screen, select mail flow.

Exchange admin center

dashboard Welcome
recipients
permissions
) compliance management organization
Lompliance management in-place eDiscovery & hold sharing
auditing add-ins

0 ‘-\- al
data loss prevention

rotection retention policies
retention tags
mail flow journal rules
mobile
tolders protection mail flow
malware filter rules
ified messaging connection filter message trace
o spam filter accepted domains
/or outbound spam remote domains
quarantine connectors

The mail flow screen opens.

2. Select remote domains and click + to add a new remote domain.
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| Rurvt Do - Gevogh Chnar - 0 X
Exchange admin center Ikt con

5 remote domains| few fercte deemal

+/uFPE

VD% huchivisg Domain

Hanl & | REMOTE DOMAR
Dt

mall flow B

Enter the following details:
®" Name: UDP Archiving Domain
®" Remote domain: UDP.int

Note: You can enter name of an internal and non-routable domain.
Make a note of the domain name as you need to use the same name
later.

® Other:
+ Out of Office reply types: Select None.
+ Use rich-text format: Select Never.
+ Clear selection for all other options.
3. Click Save.

The new domain is created and displayed.
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Exchange admin center
riles message trace accepted domains - remote domains connectors
tiihe

_ HANE i | FEMKTE DOMAN
UDP Arciing Domein (oPint

el fow

Al Forward

Enibled

Deley gt

Next Steps:

1. Create a Fake Mail Contact using New Domain

2. Create a Non-deliverable Mailbox

3. Create a Send Connector for the Remote Domain

4. Add a Journaling Rule to direct Messages
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Create a Fake Mail Contact using New Domain

The Mail Contact is the account that acts as a holding location for journaled mes-

sages. The email address associated with this account is the designated recipient

and must be associated with a non-existent, non-routable dummy Domain Name
created in previous step.

Follow these steps:

1. From Exchange Admin Center screen, select recipients.

The recipients screen opens.

2. Select contacts from the recipients screen.

Office 365 = Admin

Exchange admin center

recipients

3. Click + and select Mail contact to add.

The new mail contact screen opens.

4. Enter the following details:

First name: Arcserve

Initials: UDP

Last Name: UDP Archiving

Display Name: Arcserve UDP Archiving
Alias: EmailArchive

External email address: archive@UDP.int

Note: Make a note of the email address as you need to use the same
ID later.
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4§ New Mail Contact - Google Chrome — O .

& Secure | https://outlook.office365.com/ecp/UsersGroups/NewContact.aspx?

new mail contact
First name:
Arcserve
Initials:
UDP
Last name:
UDP Archiving
*Display name:
Arcserve LIDP Archiving
“Alias:
Email Archive

“External email address:

archive@UDF.int

Save Cance|

5. Click Save to create the mail contact.
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Exchange admin center

dasnboard mailbowes Qroups - resources contacts shared m QI'.Tif'I'I
recipiants
FHrero
DISPLAY MAME 4| CONTACTTYRE | EXTERMAL EMAIL ADDRESS
NCE Managemean
I Arcserve UDP Archiving
QaMiZalio Arcserve UDP Archiving Mail contact ~ SMTParchive@UDP.int
Mail contact
ataction archive@UDPint
W[
Wark phone
nail 4
bile

The mail contact is successfully created.
Next Steps:

1. Create a Non-deliverable Mailbox

2. Create a Send Connector for the Remote Domain

3. Add a Journaling Rule to direct Messages
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Creating Mail Contact

Non-Delivery Report (NDR) mailbox helps you know about the message undelivered

to the archive. The NDR is always a dedicated mailbox.

Follow these steps:

1. From Home page of Admin Portal, click Add a user.

Office 365 Admin center

Home

Users

Groups

Resources

Eilling

Support

Settings

Setup

Reports

Health

Admin centers

Search

LISErS, groups, EE"l':II!lgE ar tasks

Recommended for you

R, Active users & Biling >

=+ Add a user

0]
&

a}

lotal balance: None
Delete a user

Edit a wser
In trial; Buy now

Reset a password

2. From Add a user, enter the following details and click ADD.

First name: Journal
Last Name: NDR
Display Name: NDR
Username: JournalNDR

Domain: <yourdomain>
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New user

new@domain.com

rst name Last name
Journal NDR
Display name
NDR
Username Domain
JournalNDR Z |<yourdomain> v
Location
ndia v

» Contact information

3. Close the Confirmation screen displays that user is added.

NDR

JournalNDR@archivingga.onmicrosoft.com

User was added

Display name NDR
Username JournalNDR@ <yourdomains
Password Buyes277

|| Send password in email

Close

4. From Exchange Admin Center, navigate to recipients, mailboxes and click
the Refresh icon.
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Exchange admin center

recipients mailboxes groups resources

The added NDR mailbox is visible.

Next Steps:

4 | MAILECX TYPE EMAIL ADCRESS

User joumnalNOR@ <your domain>

1. Create a Send Connector for the Remote Domain

2. Add a Journaling Rule to direct Messages
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Create a Send Connector for the Remote Domain

Send Connector lets you route journaled mail sent from the Mail Contact to the

UDP Archiving.

To create new send connector, follow these steps:

1.
2.

Navigate to Mail Flow and select connectors.
Click + to add a new connector.

The Select your mail flow scenario screen opens.

Select Office 365 from the From: drop-down list and your organizations email

from the To: drop-down list, and click Next.
Select your mail flow scenario
Specify your mail flow scenario, and we'll let vou know if you need to set up a connactor,

Learn more

Frorme

Office 365 T

Your arganization's email server ¥

You need to create a connector for this mail flow scenario, Because your domain’s MX

record points to Office 265, nart host) so
d on-premises

you must set up an alternative server {called

that Office 365 can send email to your organization's email server (also

» seenario, you might need to configure your email

server). To complete a accent

messages delivered by Office 365. Learn more about configuring your email server

Mext | |

The New Connector screen opens.

4. Enter information as provided below.

Cance
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New connector

This connector lets Office 365 deliver messages to your organization's email server.

*Name:

Arcserve UDP Journal Send Connector

Description:

Send connector for Archiving emzils to Arcserve UDP Archiving

What do you want to do after connector is saved?
¥ Turniton

# Retain internal Exchange email headers (recommended)

‘ Next Cancel

" Name: Arcserve UDP Journal Send Connector

® Description: Send connector for Archiving emails to Arcserve UDP
Archiving

5. Click Next to specify when to use this connection in the next screen.

) New Connector - Google Chrome (= [o

& Microsoft Corporation [US] | httpsy//outlock.office.com/ecp

When do you want to use this connector?

Back Next Cancel

6. Select Only when emails are sent to this domain option and click +.
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The add domain dialog opens.

7. Enter the name of the created domain and click OK.

4 New Connector - Goagle Chrome - 0

add domain

A
(
i

[ Specify the domain name, with or without wildcards.
L}.c1I‘I\|3|9: *0r .Contoso.com or “.Lom

Spcify the fully qualified

| [UDRint domain name. Example:

'II}l"'lU's'..LU"llUSU.CUH]

‘ 0K ‘ Cancel ‘

You return to the New Connector screen.

Click Next to add host.

The Add smart host dialog opens.

Enter the details of the smart host and click Save.
You return to the New Connector screen.

8 Microsoft Corporation [US] | https//outlock.office.com

PeCITy The smart NOSET § Tully qualimad Qomain name (FLELIN] Or v adgress.

URL/FQDM of your new UDP Archiving

Note: This host is the address of the UDP Archiving. Add the Fully Qualified
Domain Name (FQDN) that you used during the initial setup of UDP Archiv-

ing. You can also use a static IP address if added.

Example: myhost.contoso.com

10. Click Next to specify how to connect to your email server.

{ & Secure | httpsy//outiook office365.com/acp/Connectors/QutboundConnector aspx?ConnectorType=0nPr..
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The How should Office 365 connect to your email server? selection opens.

& Microsoft Corporation [US] | https;//outlook.office.com

11. From Always use Transport Layer Security (TLS) to secure the connection
(recommended) option, perform the following steps:

a. Select the checkbox of Any digital certificate, including self-signed cer-
tificates. By default the other one is selected.

b. Click Next to review the configuration.
12. After reviewing, click Next.

The validate this connector screen opens.
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13.

14.

8 Microsoft Corporation [US] | https://outlook.office.com/e

Validate this connector

)

vy 3 Cuil U ma Ire 3 3 CAPMCLIGS, DAL TIHSL you '.".I

0 o 0 T ldres can s ]

1 L ¥C 2 1 er ou can add
ple addres o zatio e
Back Validate Cancel
https:/foutlook.office. com/ecp/Connectors/OutboundConnector.aspx!ConnectorType=0nPremises®
Click +.

Add email dialog appears.
In the add email dialog, enter the email address and click OK
To validate, use the email address that you provided in previous step.

The New Connector screen displays the added email address under Val-
idation Result.

15. Click validate.
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@ Microsoft Corporation [US] | https://outlook.office.com/e

d ——.
A5 You've completed the opération
Chedk connectivity to
Send test ema
Liose
Back adve La

A successful validation test of email address and domain displays that the con-
nector is configured properly and port 25 is open for UDP Archiving.

The send connector is created successfully.

Next Step:

Add a Journaling Rule to direct Messages
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Add a Journaling Rule to direct Messagese

Journaling records inbound and outbound email communications to help organ-
izations manage legal, regulatory, and organizational compliance requirements.
From the journaling rule main page, you can enable or disable the journaling pro-
cess. If there is a network outage and messages do not reach the archive, NDR mail-

box ( journalNDR@<your domain>) helps you knowing about the undelivered
message.

To set up the journal rule, follow these steps:

1. Navigate to compliance management and select journal rules.

The journal rules screen opens.
Exchange admin center

hold audting data loss pravention retenfion polces retentiontags- journal rules

n'semal et o rchivalsrategy. Leam more

Send urcefiverable journal reparts to: journalNDR @<y ¥
complince management gt joumnalNDRE < yourdoman

RULE USER SND JOURNAL RERORTS TO

' et UOP Achiving Journl Rl achiveUORi

2. Set your previously created NDR mailbox (journalNDR<your Domain>) to use
in the area marked blue (send undelivered journal reports to).

3. Click + to add a new journal rule.
The Journal Rule screen opens.

4. Enter the required information, click Save.
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archive@UDP.int

Arcserve UDP Archiving Journal Rule

iy 10 all messages. v

® Send Journal Report to: archive@UDP.int
®" Name: Arcserve UDP Archiving Journal Rule

" If messages sent or received from: Apply to all messages or a selected
Distribution Group.

® Journal the following messages: All messages or you can select a dis-
tribution group.

A Warning message appears.

5. Click Yes to apply the journal rule

All the settings are set and the mail starts flowing into the archive successfully.
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Setting up Access to UDP Archiving from Outlook
Web Access

UDP Archiving allows access directly from Outlook Web Access (OWA) that is
enabled on Microsoft Exchange Server 2010. You can launch UDP Archiving using
any of the supported browsers. For more information, see Compatibility Matrix.

Follow these steps:

1. On the Microsoft Exchange Server 2010, navigate to the following path:

Exchange 2010 — C:\Program Files\Microsoft\Exchange Server-
\V14\ClientAccess\Owa\forms\Customization

2. Copy the Arcserve logo (arcservelogo.png) to the Customization folder. You
can download and extract the image here.

3. Locate the UlExtensions.xml.template file and create a copy with the file
name UlExtensions.xml in the Customization folder.

4. Open the UlExtensions.xml file in a text editor and locate the following entry:
MainNavigationBarEntry
5. Add the following content below the entry MainNavigationBarEntry:

<MainNavigationBarExtensions>

<!--You can register your own entries to appear in Outlook Web Access nav-
igation bar here-->

<MainNavigationBarEntry

Largelcon="arcservelogo.png"

Smalllcon="arcservelogo.png"

URL=" https://fexample.company.com " >

<string language="en-us" text="UDP Archiving"/>
</MainNavigationBarEntry>

</MainNavigationBarExtensions>

6. Replace the URL value with your UDP Archiving URL including the protocol.
7. Restart Internet Information Service (lIS).

Note: The users who already logged into OWA are disconnected while IIS is
restarted.

8. After IS is restarted, log into OWA.
Arcserve icon is added at the end of the folders list.
9. Click Arcserve icon to open UDP Archiving in a web browser.

You have successfully launched UDP Archiving from OWA.
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Configuring Microsoft Exchange 2007

For Microsoft Exchange, UDP Archiving ingests email using two methods. First, UDP
Archiving ingests Exchange PST files into the archive. The PST files are created by
the Exchange Server. Second, UDP Archiving is configured to receive journal email
from Exchange Server via SMTP. Exchange journaling copies every email sent and
received by a mailbox. Users configure journaling by mailbox and designate the
UDP Archiving SMTP address as the destination. This process allows an organization
to create a full set of both historical and future email records.

To configure the Microsoft Exchange 2007, you need to perform the following
steps:

. Create a new remote domain: UDP.int

. Create a new mail contact: archive@UDP.int

1
2
3. Create a Send Connector
4

. Create a Journal Rule

Chapter 5: How to Configure Email Services 87



Configuring Microsoft Exchange 2007

Creating New Remote Domain

A remote domain is required to send the journaled messages to the mail server
(SMTP). Use the same domain that you use for the mail contact.

Follow these steps:

1. From the Exchange Management Console, navigate to Organization Con-

figuration, Hub Transport, Remote Domains, and click New Remote
Domain.

[ Exchange Management Console

File Action  Wew Help
&= 7F Hm

£2 Microsoft Exchange

3 objects JEALIH
=l 2. Orgarization Configuration
T L Maibox Send Connectiors ] Edge Subscriptions [ Global Settings | Hub Transport
L& Client Auccess Remobe Domains |

B Hub Transport

Accepted Domaing ] E-mal Address Pelicies | Trarsport Riles | Jourl Wi New Remate Domain...
m!,_mnspm@ [E AY [ Doman I | &5 new accepred pomain...
_ &5 Unified Messaging T Harchive udp.ink §
B & fen::r iT:nf.gﬂ..nahon ZEDefault * ] Mew E-mail Address Policy...
i Malbox I ImaginaryDiomain imagine.abe 5 Mew T L Rule...
S Client Access R g 2 Mew Transport Ry
- Hub Transpoet B New Journal Rule...
&2 Wlfm Messeping 21 Mew Send Connectar...
= &, Recpient Configuration :
& Maibox W New Edge Subscription. ..
B2, Distribution Graup )
_4| Mal Contact |3 Esportlist...
&3 Discornecked Mailbos Viewt
=1 Tookox
0 Refresh
H reo

The New Remote Domain wizard opens.

2. From the wizard, enter details in the New Remote Domain tab. For example:
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New Remote Domain
3 New Remote Domain New Remote Domain
1 Completion When you create a remote domain, you can control mail flow with more precision, apply

message formatting and messaging policies, and specify acceptable chamacter sets for
messages that are sent to and received from the remote domain. After you create a remote
domain, you can specify more advanced security, policy, and pemission configurations for
messages that you exchange with the remote domain.
Name:
Iﬂrcser\re UDP Archiving Domain
Domain name:
JUDP ir]
[™ Include all subdomains

Help < Back | New Cancel

®" Name: Arcserve UDP Archiving Domain
® Remote domain: UDP.int

3. Click New.

4. Click Finish.

New remote domain is successfully created.

Next Steps:

1. Create a new mail contact

2. Create a Send Connector

3. Create a Journal Rule
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Creating Mail Contact

The mail contact is the external email address of the mailbox that receives the
journal report first. Use the same domain that you used to create a new remote

domain.

Follow these steps:

1. From Exchange Management Console, navigate to Recipient Configuration,
and click Mail Contact.

2. Click New Mail Contact.

(B Exchange Management Console
Fie Action  View Help
e8| F=HI=

2] Wicrosoft Exchange B Mail Contact - Entire Forest 0 ohjects |mﬁm |

=1 Ly Matrosoft Exchange On-Premises (exchange-1

2| . Crganization Configuration ¥ Create Fiker
ok Malbox 2 Modfy the Maximum Number of Recip
<A Client ficcess | Display Name: =+ [ mtas | organizational uni & Fid
= Find...
s Hub Transpert Thara are o ikems to show in this ve
17 Unified Messaging P New Mad Contact..,
S e raton 1, MeweMal User...
= Maibox L
=2 Client Access g Mew Remobe Malbox...
- Hub Transpoet =
5 Unifizd Messaging 5b Export List...
= &, Reciient Configuration vew
3 Maibox
*’f b Group |G Refrash
=/ Mail Corktact 0 oo
@} Discornected @ 7]
4 Move Request
1 Tookox

The new mail contact wizard opens.

3. From the Introduction tab of the wizard, select New contact, and click
Next.

The Contact Information screen opens.
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New Mail Contact

M Introduction Contact Information

A Contact Information Enter the account information that is required to create a new mail contact or to mail-enable
) an existing mail contact.
I New Mail Contact

o Organizational unit:
! Completion

|emd1|]?.com:’Users Browse... |

First name: Initizls: Last name:
|UD P Joumaling

Name:
|UD P Joumaling

Alias:
|UD PJoumaling

Extemal e-mail address:

| /Edit.. -

Help <Back || Nex> Cancel |

Enter details in the Contact Information tab and click Edit for External e-
mail address:

For example:
® First name: UDP
® Last Name: Journaling
® Name: UDP Journaling
® Alias: UDPJournaling

For SMTP Address, enter archive@UDP.int as the external E-mail address and
click OK.

SMTP Address i x|

E-mail address:
|archi\re @UDP int

E-mail type:
B

The email address is displayed in the Contact Information tab.
Click Next

The New Mail Contact tab displays the summary.
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New Mail Contact

M Introduction New Mail Contact
B Contact Information When you click New., the following mail contact will be created.
[ New Mail Contact Configuration Summary;
! Completion ] UDP Journaling
Organizational unit: exch(7 com/Users
First name: UDP
Last name: Joumaling
Contact name: UDP Joumnaling
Aliaz: UDPJoumaling
Extemnal e-mail address: SMTP:archive @UDP int
Select Cir+C to copy the contents of this page.
Help < Back I

Cancel

7. Review the summary and click New.

8. From the Completion tab, click Finish.

The wizard is closed and the created mail contact is displayed.

Next Steps:

1. Create a Send Connector

2. Create a Journal Rule
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Creating Send Connector

The connector sends the journal report to the mail server (SMTP).

To create new send connector, follow these steps:

1. Navigate to Organization Configuration, Hub Transport, Send Connectors and
click New Send Connector.

Exchange Management Console

Fle Action View Help

&0 | #Hm Hi=

£3 Microsoft Exchange
= sk Organization Configuration
| Maibox
|+, Clerk fccess
4 Hub Tra'\sport¢
|s19 Urified Messagng
B 3 Server Configurstion
gy Mailbox
Sa, Clenk Access
e Hub Transpart
i Urified Massagng
B &, Recipient Configuration
A3 Maibox
82 pistribution Group
Ll Mail Contact
&} Disconneched Maibos
=8 Toolbos:

‘ Hub Transport 1 object

RemoteDomans | AccepedDomains | E-maladdvessPoices | TransportRuks Jumaing |
Edge Subecriptions | Global settmes |

The New SMTP Send Connector wizard is displayed.

2. Inthe Introduction tab, perform the following steps and click Next.

® Enter the name of connector. For example: UDP Journal Send Con-

nector.

® Select Custom as the intended use for this Send connector.

| Actions

5 Wew Remoks Damain..

5 Mew Accepted Domain,.,
=7 Wew E-mail Address Poicy...
“ir Mew Trarsport Rule...

W& mew Jounal Rue..

@' 3 Wew Send Conrector,..

W Wew Edge Subscription...
5 ExportList,..
View
|G Refrash
Help
O Disable
X Remove
Froperties
el
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]
| 5 New SMTP Send Connector
d o
O Introduction Introduction
[] Address space This wizard helps you create a new SMTP Send connector on the selected Exchange
server. To configure properties not shown in this wizard, in the Exchange Management
I Networlk settings Console, select the new connector. Then, inthe action pane, click Properties.
[ Source Server Name:
[ New Connector IUDP Joumal Send Connector
[l Completion . :
Select the intended use for this Send connector:
ICustom j
Description: Select this option to create a customized connector, which will be used to
connect with systems that are not Exchange servers.
Help gk |[ Ne> Cancel

The Address space tab is displayed.

3. From the Address Space tab, perform the following steps and click Next.

a
4 | New SMTP Send Connector
M Introduction Address space
[ Address space Specify the address spaceis) to which this connector will route mail:
[ Network settings gaAdd... + 7 Edit..
i o Seve ] E—
[ New Connector
[ Completion ibme;
[sMTP
Address:
|UDPint
I” Include all subdomains
Cost:
Jn
OK I Cancel
4| | H
[ Scoped Send connector
Help <Back || Met> Cancel |

a. Click the Add button to specify the Address space.
The SMTP Address Space dialog is displayed.
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b. Enter the remote domain name in the Address field. For example,
UDP.int.

c. Click OK.
The SMTP Address Space dialog is closed.
The Network settings tab is displayed.

4. For Network Settings, perform the following steps, and click Next:

-

New SMTP Send Connector
0,

M Intioduction Metwork sattings

[ Address space Select how to send mail with this connector.

[ Metwork settings Uiz dornain name spstem [DMS) “MOC" records to route mail sutomatically

J Souce Server & Route mail thiough the folowing smart hosts:
J New Connector s Add...
(i Smart host I

Add smart host E
& IP Addiess:

|
Example: 1921681010

" Fully qualfied domain name (FODN}
|

Example: smarthost compary.com

[EE ==

™ Use the Extemal DNS Lookup selfings on the transpart sesver

Help | < Back | Mewt » | Cancel

a. Click Add for the option Route mail through the following smart
hosts.

The Add Smart Host dialog is displayed.
b. Enter the IP address or FQDN of the UDP Archiving server.
c. Click OK.
The Add Smart Host dialog is closed.
The Configure smart host authentication settings tab is displayed.

5. Select None and click Next.
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New SMTP Send Connector

o

B Inkraduct Confi smart host authentication settings
B Address space & Nore

B3 Network settings " Basic Authentication

Configure srat sic Avithentication over TLS
sk eslio. [T Basic Authenbication over TLS
£ e
J Source Seiver [

| Nes Connectos =
| Completion | S

Mote: all smart hosts must accept the same user name and password.

" Exchange Server Autheniticalion
" Esternally Secured (for example, with [Psec).

Hel <Back [ Nem> | cocal |

The Source Server dialog is displayed.

6. Select the source server and click Next.

a

5 New SMTP Send Connector
=
O Introduction Source Server
[ Address space Associate this connector with the following Hub Transport servers. Altematively, you can
I Network settings add Edge Subscriptions to this list.

Configure smart EE'-" Add. .. |?<
5 host authenticatio... | [ Name [ Si= [ Role
e EXCHANGEZ007 Defautt-First-Site-Name Mailbox, Client Access, Hu
- Mew Connector
! Completion
« | B

Help <Back |[ Met> | cancel

7. From the New Connector tab, click New.
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New SMTP Send Connector

e
1 Introduction | New Connector
I Address space The wizard will use the configuration below. Click New to continue.

[ Network settings

Configure smart
B3 host autherticatio. .

Configuration Summary:

»

L& UDP Journal Send Connector
Name: UDP Joumal Send Connector

[ Source Server UUsage: Custom
Address spaces:
e SMTP:UDP int;1
| Completion Smart h_o;ts:

k|
Smart host authertication: None
Source Servers:
EXCHANGE2007

Select Cir+C to copy the contents of this page.

Help < Back | Mew Cancel

The send connector is created successfully.
Next Step:

Create a Journal Rule
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Setting up the Journal Rule

Journaling records inbound and outbound email communications to help organ-
izations manage legal, regulatory, and organizational compliance requirements.

To set up the journal rule, follow these steps:

1. Navigate to Organization Configuration, Hub Transport, Journaling.

Em:hange Management Console

File Action View Help

e 2mEE

£3 Microsoft Exchange B Hub Transport
[=] |sta| Organization Configuration
&5 Maibox Send Connectors | Edae Subscriptions
E?J Client Access Remate Domains Accepted Domains | E-mail 4ddress Policies

| Hub Transport

¢ Uinified Messaging
B & Server Configuration

i Mailbox

2, Client Access

= Hub Transpart

Fim Unified Messaging
=] 3_, Recipient Configuration

23 Mailbox

2 Distribution Group

2| Mail Contact

@ Disconnected Mailbax

i Taokax

Mame =~

Journal E-mall Address SC0pe

LIDRJournaling UDPJournaling@udp. ink Global

2. Under Actions, click New Journal Rule.

New Journal wizard is displayed.

3. From the Wizard in the New Journal Rule tab, perform the following steps

and click New.

a. Enter the rule name. For example: UDP Archiving Journal Rule.

b. For Send Journal reports to e-mail address, click Browse to select the

Actions

4 Mew Remote Damain, .
&7 Mew Accepted Damain. .,
_: Mew E-mail Address Policy...
= Mew Transpart Rule..,
' Hew Journal Rule. .
1] Mew Send Connector..,
Q‘, Mew Edge Subscriptian...
|5 Export List...

Yiew
G Refresh
Help
@- Disable Rule
5 Remove
Properties
Help
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mail contact that you created before.

New Journal Rule

3 New Joumal Rule New Joumnal Rule

[ Completion This wizard helps you create a new joumal rule. When enabled. the new joumal rule is
executed on your organization’s Hub Transport servers.

Rule name:
JUDP Archiving Joumal Rule

Send Joumal reports to e-mail address:
IUDF‘ Joumaling

Scope:
% Global - all messages

" Intemal -intemal messages only

{~ BExtemal - messages with an extemal sender or recipient
™ Joumal messages for recipisnt:

¥ Enable Rule

A T&Lﬁe premium joumaling, you must have an Exchange Enterprise Client Access License

Help < Back New Cancel

All the settings are set and the mail starts flowing successfully.
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Configuring Microsoft Exchange 2010

For Microsoft Exchange, UDP Archiving ingests email using two methods. First, UDP
Archiving ingests Exchange PST files into the archive. The PST files are created by
the Exchange Server. Second, UDP Archiving is configured to receive journal email
from Exchange Server via SMTP. Exchange journaling copies every email sent and
received by a mailbox. Users configure journaling by mailbox and designate the
UDP Archiving SMTP address as the destination. This process allows an organization
to create a full set of both historical and future email records.

To configure the Microsoft Exchange 2010, you need to perform the following
steps:

. (Optional) Create a new Distribution Group to archive selective users

. Create a Non-routable New Remote Domain

. Create a Fake Mail Contact using New Domain

. Create Send Connector

1
2
3
4. Create a Non-deliverable Mailbox
5
6

. Create the Journaling rule
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(Optional) Create new Distribution Group to Archive
Selective Users

Note: Skip creating new distribution group if you intend to set archiving for all
users in your exchange organization.

To create new distribution group for some users, you need to follow these steps:

1. From the Exchange Management Console, navigate to Distribution Group
from the Recipient Configuration drop-down list.

(24 Micrasaft Exchange
[l =5 Microsoft Exchange On-Premises
|s2s) Crganization Configuration

;I Server Configuration
)

0 EH

Recipient Configuration
3 Mailbox
£ M Ciistribution Group
L% Mail Conkact

g Disconnecked Mailbox

= Move Request

=i Toolbox

2. Select New Distribution Group from the Actions menu available on the
right.

Actions

L, Hiodiy the Hadmom Musbes of Be
&L Fnd...
4

. Mew Dvnare; Dustribation Group. ..

w Expeet Lit,,
L

fa Refresh

H e

The New Distribution Group dialog opens.
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‘:ﬂj New Distribution Group

1 Irisnnciion Trelyvidusr oss
Thiz wezaed bl you croatn o detibation groug o sl enable an sdirg gon
= (ias Irfommation Spact B Py ol qrog e pou want 5 creabe B Acfrbution groug for
New Diespibution F Mgt
! g s
E sty Qrings
J Completon
I I
b | | =T
3. Click Next.

The Group Information dialog appears.

‘Q?lj Mimw Dasbribistesn Gaougs

o lndormation

Y Ieiimbucteoe
Erde aocount infomration o the distsbufion graup
Dgap Infoomabon
0 G Gincng By
Heme Dot
* G L& Ouusen |
0
0 Seunty
T Epeaiy o Oigararabond Lo ol thae worg o del sl one
I o]
Hare
[erchend Lice:
Hlare fgwe wirsdown 20000)
{achrwed_Lizess
{achived_Lloe:
LJ « Back, | Homk | Cancel |

4. Select the Group type as required and fill the following fields:
® Name
" Name (pre-Windows 2000)
® Alias

5. Click Next.

The New Distribution Group dialog appears.
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.Q?J Marw Distribution Growp

1 indsdiacon

Y Chocaap brdcomnagiicom

[ e Dsbuten
g

4 Completary

e |

6. Click New.

Hew Divhidasion Gioug
Lk i 1o cragtes & detribidion gpo vl By bollosang jaiings
Conbguston §ummany
B, Aechived_Lisers
Gigup s Bacheepd_ s

hrcag rawms o Windows J00F Archiesd] Uisers
s Brchived ior

T Doy thes fonbenii of S page. pesia CTRLAC
LT | I

The Distribution Group screen appears.

You can find the Distribution Group using the following steps:

a.

drop-down list.
Note: Use Apply Filter to find newly created group.

+

= L2y Metrnolt Exctatn On-Praseses

= R, Recpesnt Corfigurston

(%] Maorosoft Exchange [

Navigate to Distribution Group from the Recipient Configuration

] [contsns

£, Ovganzstion Corfiguration. | [ss

(| Seretr Configuation 3 Add Expeession  F Reerove Filler

i Halbox
3 Mad Conbact
A} Discoremctod Malteo
e Morve Request
i Tookax

b. Now, double click on the distribution group.

The distribution group properties screen appears.

MemberOf | EMaidddesses | Advanced |  MadFlow Setlings |
Gereral | Gioup Information Membesship Appeoval |
|

c. Navigate to Members tab.

i
journaling rule.

Find the Member(s) you wish to add to be a part of Archiving
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Click Add and Repeat for additional members.

Archived_Users Properlies %]
btvanced | Ml Flow Setfng: |

Membai O | E-Mad bddbessas |
Genes | Giouplrfomstion [_Membess | Membership Appeoval |

Dimplay Mame | Diganiz.

2h tests
:;;u teesth

o Iur;ll:nd|ﬁm Hedp

d. Click OK after listing your member(s).

The new Distribution Group to Archive Selective Users is created successfully.

Next Steps:

1. Creating the Journaling rule

2. Creating Send Connector
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Create a Non-routable New Remote Domain

A remote domain is required to send the journaled messages to the mail server
(SMTP). Use the same domain that you use for the mail contact.

Follow these steps:

1. From the Exchange Management Console, navigate to Organization Con-

figuration, Hub Transport, Remote Domains, and click New Remote
Domain.

[ Exchange Management Console
File  Action  Wew Help

&= 7F Hm

£3 Microsoft Exchange B Hub Transport Sl i | | Actions
=l 2. Orgarization Configuration
T L Maibox Send Connectiors ] Edge Subscriptions [ Global Settings | Hub Transport
< Client Access Remate Damains I Accepted Domans ] E-mal Addvess Policies | Transpart Rules | Jour Wi New Remate Domain...
T - - . i

i m!’.m"s@ Neme = J7N | pemain I £ New Accepted Domain...
<1, Unified Messaging L Harchive udp.ink X

=1 3 server Configuration ZEpefalt " T Mew E-mail Address Policy...
5 Matbox I ImaginaryDiomain Innagine. abe T Mew T t Rule,
S Client Access R g £ Mew Transport Rule...
- Hub Transpoet B New Journal Rule...
&2 Wifbd Messeping 21 Mew Send Connectar...

= &, Recpient Configuration :
& Maibox W New Edge Subscription. ..
B2, Distribution Graup )
_4| Mal Contact |3 Esportlist...
&3 Discornecked Mailbos Viewt

&= Tookox
0 Refresh
H reo

The New Remote Domain dialog opens.

2. From New Remote Domain, enter the following details:
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New Remote Domain

[ New Remote Domain New Remote Domain
1 Completion When you create a remote domain, you can control mail flow with more precision, apply
message formatting and messaging policies, and specify acceptable chamacter sets for
messages that are sent to and received from the remote domain. After you create a remote
domain, you can specify more advanced security, policy, and pemission configurations for
messages that you exchange with the remote domain.

Name:

Iﬂrcser\re UDP Archiving Domain

Domain name:

JUDPin]

[™ Include all subdomains

Help < Back | New I Cancel

®" Name: Arcserve UDP Archiving Domain
® Domain name: UDP.int
3. Click New.
New remote domain is successfully created.

Next Steps:

Create a Mail Contact using New Domain

Create a Non-deliverable Mailbox

1
2
3. Create Send Connector
4

Create the Journaling rule
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Create a Mail Contact using New Domain

The Mail Contact is the account that acts as a holding location for journaled mes-
sages. The email address associated with this account is the designated recipient
and must be associated with a non-existent, non-routable Domain Name created in

previous step.

Follow these steps:

1. From Exchange Management Console, navigate to Recipient Configuration,
and click Mail Contact.

2. Click New Mail Contact.

Exchange Management Console

Fie Action  View Help

€5 |F=HIE
] Micrasaft Exchange B Mail Contact - Entire Forest 0 ohjects |mﬁw |
=1 Ly Mcrosoft Exchange On-Premises (exchange-1 [ rr
=l 4 Orgarization Configuration ¥ Create Fiker 3
s Malboce R Modfy the Maimum Numbes of Recip
oA Client fccass | Displayy Mame + | nas [[Graanizational Unk

<5 Fird...

" Hub Transport There are noibems ko show in this vie
~ 51 Unified Messaging 5 Mew Mal Contact...
=l Server Corfiguration

E"“ Maibosx
=2 Client Access
T Hub Transport

2 Hew Mal User. .,
ey Mew Remobes Malbox...

5p Export List...

5= Unified Messaging
= &, Recipiert Configuration e
a Maibox

= b (Eroup |G Refresh
- Mai Contact I Hee
3 Disconnecked Mail

4 Move Request
&8 Tookos

The New Mail Contact wizard is displayed.
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New Mail Contact

O Irtioduction Introduction
Thiz wizard helps you create & new mail contact o mal-enable an sxnsling conkact

Create a mail contact for:
- Mew Mail Contact % New contact

- Complehan " Esisting contact:

- Contact Infoimatan

I Srowee..

Help cpak [ Mews | concal |

3. From the Introduction tab of New Mail Contact dialog, verify if the option for
New contact is selected, and click Next.

The Contact Information screen opens.

New Mail Contact

O Introduction Contact Information

[ Contact Information Erter the account information that is required to create a new mail contact or to mail-enable
an existing mail contact.

[ New Mail Contact

Organizational unit:

Imﬂ?.comJ’USErs Browse... |

First name: Initizls: Last name:
IUD P Joumaling

] Completion

Name:
| IUDP Joumaling

Alias:
IUD PJoumaling

Extemal e-mail address:

|  Edit... =

Help <Back || N> Cancel |

4. Enter required details and click Edit placed for External e-mail address:. For
example,
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® First name: Arcserve
® Initials: UDP
® Last Name: Archiving
®" Name: Arcserve UDP Archiving
" Display Name: UDP Journaling
Perform the following steps to enter external e-mail address:
a. Click Edit
SMTP Address dialog is displayed.
b. Enter the e-mail address archive@udp.int for E-mail address

c. Click OK.
x|

E-mail address:
Iart:hi\re@UDP int

E-mail type:
|smTP

ok | Cancel |

The Contact Information pane displays the email address.
Click Next

The screen displays the configuration summary of new contact.

New Mail Contact

1 Introduction New Mail Contact
B Contact Information When you click New, the following mail contact will be created.
[ New Mail Contact Configuration Summary:
B oo L~ UDP Journaling F3
Organizational unit: exch{7 com/Users
First name: UDP
Last name: Joumaling
Contact name: UDP Joumaling
Alias: UDPJoumnaling
Extemnal e-mail address: SMTP:archive @UDP int
Select Cir+C to copy the contents of this page.
Help < Back I New Cancel
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7.

Click New.

The mail contact is successfully created.

Next Steps:

1.
2.
3.

Create a Non-deliverable Mailbox

Create Send Connector

Create the Journaling rule

Create a Non-deliverable Mailbox

Non-Delivery Report (NDR) mailbox helps you know about the messages that are

not delivered to the UDP Archiving. Generally, the NDR is always a dedicated mail-

box.

Follow these steps:

1.

From ExchangeAdmin center, navigate to Recipient Configuration, Mailbox,
and then click New Mailbox from the Actions pane.

The New Mailbox window opens.
Select User Mailbox option and click Next.
Select New user as User Type and click Next.
Enter User Information details as desired and click Next.
For example:
® First name: Journal
® Last Name: NDR
® User logon name: JournalNDR
The Mailbox Settings screen appears.
Keep the default values and click Next.
The Archive Settings screen appears.
Keep the default values and click Next.
Configuration Summary screen appears.
Review the Configuration Summary and click New.

The NDR Mail Box is successfully created.

Next Steps:
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1. Create a Send Connector for the Remote Domain

2. Add a Journaling Rule to direct Messages
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Create Send Connector

The connector sends the journal report to the mail server (SMTP).

To create Send Connector, follow these steps:

1. From the Exchange Management Console, navigate to Organization Con-
figuration drop-down list and select Hub Transport.

Exchange Management Console

File Action View Help
== >
L—n—_*- Microsoft Exchange

= .;__; Microsoft Exchange On-Premises (&
= |s2s) Organization Configuration
S Mailbox

L:{; Client Access o 4
% Hub Transport
i Unified Messaging Na

= f] Server Configuration
S Mailbox
52 Client Access
= Hub Transport
S Unified Messaging
= &, Recipient Configuration
A Mailbox

The Hub Transport screen opens.

2. Select the Send Connectors tab from the Hub Transport screen.
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B tuchange Hanagement

Fle Action Vew Hep

(e #[m @[

Consode

L Merosal Exchange

i Mo
= Mal Corfiact

) Mevve Ribguest
i Teobex

B &y Miremaft Exchangt On-Presees (1
= i Crganizaton Configuraton

=8 ;elcp-mtl:mhwabm
2, Dstrbution Group

.ﬂi Dusonreecied Makbox

Joaral Rades
I Create Fiser

Select New Send Connector from the Actions menu.

The New Send Connector Wizard is displayed.

i

gy
[ Introduction

1 iddress space
1 Mabwerk seltings
1 Source Server
1 Mews Cannectoe
[ Comgletion

Help

-
| New Send Connector

Introduction

Thiz wizard helps wou create a new Send connector. After you create the Send cannector,
tight-click: it in the werk pare and then click Froperties 1o configure other properties that
arent shown in thes wizard.

Name:

F[DF‘ Joumal Send Connectod

Sedect the interded use for this Send conneclon:

ICuslum ﬂ

Descrplion: Select this oplion o create & customized connecion, which wil be used bo
cornact with spstems that are not Exchange servers.

coel | [ Hews |

Cancel

In the Introduction tab, enter a name for the New Send Connector.

For example: UDP Journal Send Connector

e —
'3 Hew Remate Doman,.,
F3 Mew Aocepied Dosan....
S Mew E-mad Address Polc...
" Mew Transport Rude...
I rew Jounal Bude...
B Mew Serd Commetr,.,
¥ Mew Edoe Subscrption..,
3 EwportList..
Vi 3
G Refresh
B v
Lighthouse -
O Duabie

[ Properses

B ree
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5. Select Custom for Select the intended use for this Send connector and click
Next.

The Address Space tab is displayed.

New Send Connector
T

3 Introduction Address space

[ iaddiess space

Specily the address space(z) to which thiz conmector will route maik

gpadd... - " Edk...

A Hetacek self s —_——
SMTP Address Space |
| Sauice Serv
Type:
4 H
v Conne [sMTP
| Completion
Addresz space [for example, cortosocom)
JUDP.n{
I Include 2ll subdomains
Cost:
i
Cace_|
| i
™ Scoped send connechor
Help Bk [ memr | Concel |

6. Click EC'L:' Agd' " to provide the address space for this send connector.
7. Enter the created remote domain in the Address Space and click OK.
For example: UDP.int
The SMTP address space is added.
8. Click Next.

The Network settings screen opens.

]
New Send Connector
o
B Introduction Network settings
'] Address space Select how to send mail with this connector:
[ Network settings " Use domain name system (DNS) "MX" records to route mai automatically
- Source Server (* Route mail through the following smart hosts:
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9. From the Network settings, select the Route mail through the following

smart hosts: option and click E‘,:ll':" Agd' o,

The Add smart host screen opens.

New Send Connector

1

—t

1 Inlroduction Network sellings

B chdress spacs Sedect how bo send mal with this connector:

7 Lze domain name system [DHS] "M rzconds to route mal automaticaly

[ Hetwork seltings & Route mail lhiough the folowing smait hosts
J Source Server E\T'r"
Add... Edit...
- Hew Connector [Smanhost
| Compleficn
Add smart host (<]
@ |P addess:

| P Address [OR) FQDM of UDP Archiving
Example: 1921681010
" Fully qualified doman name [FROM)

|

Example: ipgatewiay].contoso com

: cem
Help cBack [ Mew> | concel |

10. Enter either the IP address or the FQDN of the UDP Archiving host machine
and click OK.

The address is added in the Network setting pane.
11. Click Next.

Network setting tab expands and the Configure smart host authentication
settings pane appears.
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New Send Connector

.
B iduction Configure smart host authentication settings
M Address space * Mone

1 Network settings " Basic Authentication

Configure smart [T Basic Authentication over TLS
[ host authentication
seltngs

 Source Sarver |
| New Connector
J Completion I
Mote: all smart hosts must accept the same user name and passwond.
B 5 5 S
" Exemaly Secured for maample, with [Psac).
o | Bk [ hwas | concs

12. Enable the authentication if required and click Next.

The Source Server screen opens.

New Send Connector -

= ]

] Transg

' M irtroduction Source Server ===
1 Address space Associate this connector with the following Hub Transport servers. Atemativedy, you can

add Edge Subscriptions to this lst.

EXCH200M
& EXCHXO0R

e |

I ok | comed |

13. Click E Ad*d' " to add the Exchange 2010 server used for routing mail to
UDP Archiving and click OK.
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The server is added to the Source server tab.

14. Click Next.

The New Connector screen displays the summary.

.
Mew Send Connector
T
b
[ Introduction B oraestol dEE 4
The wizard wil uze the configuration below. Cick New to continue.

[ Address space
Corfiguiation Summan

[ Mabwaok sattings

Corfigme smat, 2 UDP Journal Send Connector A

B host suthenticalion Mame: UDP Joumal Send Connecter
setlings U zage: Custom
A

[ Source Server dd'e;,f‘ ?E"’:EESP.W‘I
O Mew Connector Strgrt hosts:
[ . Smant host authenbcahon: Moo
eI Souce Servers:

EXCHAMGE-10

To copy the coritents of this page, press CTRL+C.

Help cBack |[ Hew | cance |

15. Review details and click New to create the send connector.
You have created Send Connector successfully and the Completion tab is dis-
played.

16. Click Finish on the Completion tab.

Next Step:

Create the Journaling rule
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Create the Journaling rule

Journaling records inbound and outbound email communications to help organ-
izations manage legal, regulatory, and organizational compliance requirements.

To create the journaling rule, follow these steps:

1. From the Exchange Management Console, navigate to Organization Con-
figuration drop-down list and select Hub Transport.

ﬂ Exchange Management Console

File Acton View Help

&= |>2m e
2+ Microsoft Exchange

B &5 Micosoft Exchange On-Premises (e

= ,i.:_ Organization Configuration

s Mailbox

-EE; Client Access

. “» Hub Transport

,._:ji Unified Messaging Na
= 3 Server Configuration

3 Mailbox

58, Client Access

= Hub Transport

5 Unified Messaging
= ®, Redpient Configuration

HA Mailbox

The Hub Transport screen opens.

Exchange Management Console

Fle Acon View Help

&= 2m D
[2] Microsoft Exchange B} Hub Transport 1 object
[ 23 Microsoft Exchange On-Premises (g

[ 22 Organization Configuration Remote Domains [ Accepted Domains E-mail Address Policies I Transport Rules I
&3 Maibox JoumalRues | Send Connectors Edge Subscriptions | Global Settings

,g,g. ﬂin;r“cm qqﬁ‘g% ﬁ

',LBLhiﬁedMessaghg | Name =~ | 3ournal E-mail Address | Scope | status
El 3 Server Configuration

= Hub Transport

&1 Unified Messaging

= & Redpient Configuration
43 Mailbox

#2 Distribution Group

2. Select Journal Rules tab from the Hub Transport screen.
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H_l:-:n:h.:n-;rll.m.iqmbrnt Console

Fle  Action h_ltl'.l
| m B]m

L] Merosoft Exchange

o Clent Access
1 Hub Transport

_yl-l-ulm
o, Clent Aicess
_-‘ Hub Transport
ﬂjm
- Mal Contact

Bed) Move Request
8 Toobox

= |2y Moosoft Exchange On-Fremises (e [
Bl sk Organaaton Confouraton |

_ e Unifed Messagrg Hame =
B @ Server Configuration

i Unifhedd Medagrs
= B, Recpient Confgurston

B2, Distribution Group

,lj; Désconnected Madnoo

Tranaport Rues
Ghbal Settigs

3. Click New Journal Rule from the Actions menu.

The New Journal Rule wizard is displayed.

I Heve Joumal Rue
[ Comgletion

Help

Enter details:

Rule name

W MNew Journal Rule

New Journal Rule

Thiz wizard helps you create a new jowna e, When enabled, the new jounal ule &
enecubed on your onganization’s Hub Transporl senvers.

Fiude name:

[UEP Archiving Jounal Russ

Send Joumal reports to e-mail addres:
[arctiveUDF int

Scopa:

& Global - all messages

£ Irkemal - intemal messages orby

1 Extemal - messages wilh 2n eemal sender of recipient

™ Jounal messages for recipient:
| Brase,

¥ Enzble Fule

|2:] To uze premium joumabng, pou must have an Exchange Entespiise Client Access License
[CaL)

< Black I Hew Cancal

h
4 New Remote Domain...
£ Hew Acoepied Domans.,,
J Mew E-mal Address Polc...
i Wew Tranaport Rue..,
I hew Jounal fue. ..
# New Send Corrmctar, .,
& Exportlast..
Varw 13
6 Retfed
H reo
s —
3 Disable Rule
2 Remove
0 freperss

B neo

Enter a name for your journal rule. For example: UDP Archiving Journal

Rule
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Send Journal report to e-mail address

Select the forwarding e-mail address details. This email address is
formed using the word “Archive” @FQDN of the UDP Archiving VM.

For example: archive@UDP.int.
Journal message for recipient

Important! This option is required if you want to archive only a selected set
of users.

To enter Journal message for recipient, browse and select the dis-
tribution group created before.

4. Click New.
5. From the Completion tab, click Finish.
The journaling rule is created.
6. Perform the following steps to configure the NDR mailbox
a. Open ECP in a web browser and login as administrator.

b. Navigate to the Journal Rules under Journaling tab of Mail Control and
click Select address.
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Microactts

~“Exchange Server sign out | Administrator
Mail > Options: Manage My Organization - My Mail 0-
- . ) By
Users & Groups H‘L @
Roles & Auditing Rules  Journaling Discovery  Delivery Reports
Mail Control
Phone & Voice Journal Rules

NDRs for undeliverable journal reports will be sent to)Select address

I New.. | [EDetails| X | S

On Rule User Send journal reports to:
L4 10.10.12.176 archive@10.60.12.176

10.10.18.206 archive@10.60.18.206
Ld journal rule archive@UDP.int

1 selected of 3 tofal

The NDRs for undeliverable journal reports screen pops up where you
can select the NDR mailbox.

c. Click Browse, select the NDR mailbox that you have created and click
Save.

4 NDRs for undeliverable journal reperts - Google Chrome = O X

A Not secure | kipsy//10.10.10.10 fecp/RulesEditor/Edit/lournalReportNdrAddres...
NDRs for undeliverable journal reports (7]

MDRs for undeliverable journal reports will be sent to:

JournalNDR@10ex.com ¥ | Browse..

J Save | ¥ Cancel

d. Click Save.

The NDR mailbox you have added is visible at Recipients, Mail Boxes.
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Configuring Microsoft Exchange 2013 and 2016

For Microsoft Exchange, UDP Archiving ingests email using two methods. First, UDP
Archiving ingests Exchange PST files into the archive. The PST files are created by

the Exchange Server. Second, UDP Archiving is configured to receive journal email

from Exchange Server via SMTP. Exchange journaling copies every email sent and

received by a mailbox. Users configure journaling by mailbox and designate the
UDP Archiving SMTP address as the destination. This process allows an organization

to create a complete set of both historical and future email records.

To configure the Microsoft Exchange 2013 and 2016, you need to perform the fol-
lowing steps:

1
2
3
4,
5
6

. (Optional) Create new Distribution Group (Using EAC)

. Create a non-routable Remote Domain

. Create a Fake Mail Contact using New Remote Domain

Create a non-deliverable Mailbox

. Create a Send Connector for the Remote Domain

. Add a Journaling Rule to direct Messages
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(Optional) Create new Distribution Group (Using EAC)

Note: You can skip creating new distribution group, if you intend to set archiving

for all users in your exchange organization.

Use the Exchange Admin Center (EAC) to create a distribution group for all the

users to be archived.

Follow these steps:

1. Inthe EAC, navigate to Recipients, Groups.

2. Click New, Distribution group.

3. Onthe New distribution group page, complete the following boxes:

*Display name: Use this box to type the display name.

*Alias: Use this box to type the name of the alias for the group.
Description: Describe the group.

Organizational unit: Select an organizational unit.

*Owners: By default, the person who creates a group is the owner. All
groups must have at least one owner. You can add owners by clicking
Add.

Members: Use this section to add members.

To add members to the group, click Add . When you finish adding mem-
bers, click OK to return to the New distribution group page.

4. Click Save to create the distribution group.

For more information on creating a new distribution group using EAC, refer the

link.
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Create a Non-routable New Remote Domain

Microsoft Exchange 2013 and 2016 require a remote domain to send the messages
to the mail server (SMTP). The Remote Domain is not your regular email domain.
The remote domain is a non-existent and non-routable/unresolvable domain from
either inside or outside your organization (such as UDP.int). This domain is man-
datory for the email address of the Mail Contact that is the recipient of the journ-
aled message.

Follow these steps:

1. Open the Exchange Management Shell.
2. Run the following command to create the remote domain:

New-RemoteDomain -DomainName UDP.int -Name "Arcserve UDP Archiving
Domain"

Get-RemoteDomain | Where {S_.DomainName -eq "UDP.int"} | Set-
RemoteDomain -TNEFEnabled Sfalse -AutoForwardEnabled Strue

The command ensures that the TNEF encoding is disabled and auto-for-
warding is enabled.

3. Run the following command to verify the settings:

Get-RemoteDomain | Where {S_.DomainName -eq "UDP.int"} |Format-table
Name, DomainName, TNEFEnabled, AutoForwardEnabled

The new domain is created. For example: UDP.int.
Next Steps:

. Create a Fake Mail Contact using New Domain

. Create a Non-deliverable Mailbox

1
2
3. Create a Send Connector for the Remote Domain
4

. Add a Journaling Rule to direct Messages
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Create a Fake Mail Contact using New Remote
Domain

The Mail Contact is the account that acts as a holding location for journaled mes-
sages. The email address associated with this account is the designated recipient
and must be associated with a non-existent, non-routable dummy Domain Name

created in previous step.

Follow these steps:

1. From Exchange Admin Center screen, select recipients.
The recipients screen opens.

2. Select contacts from the recipients screen.

Exchange admin center

maloxes groups resources  contacts snared  migration

recipients

3. Click + and select Mail contact to add.
The new mail contact screen opens.

4. Enter the required details. For example:
® First name: Arcserve
® Initials: UDP
® Last Name: UDP Archiving
® Display Name: Arcserve UDP Archiving
® Alias: EmailArchive
® External email address: archive@UDP.int

Note: Make a note of the email address as you need to use the same
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ID later.

Arcserve

Arcserve UDP. Archiving
"Mame:

Arcserve UDP. Archiving
“alias:

Email&rchive

*External e

archive@UDP.ind

browse..

5. Click Save to create the mail contact.

The mail contact is successfully created.
Next Steps:

1. Create a Non-deliverable Mailbox

2. Create a Send Connector for the Remote Domain

3. Add a Journaling Rule to direct Messages
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Create a Non-deliverable Mailbox

Non-Delivery Report (NDR) mailbox helps you know about the message that are not

delivered to the UDP Archiving. Generally, the NDR is always a dedicated mailbox.

Follow these steps:

1. From Exchange Admin Center, navigate to recipients, mailboxes, and then

click the + symbol to create a new mailbox.
Enter the details as desired and click save. For example:
® First name: Journal
® Last Name: NDR
® Display Name: NDR
® User logon name: JournalNDR

® Domain: <yourdomain>

Exchange admin center

recipients mailboxes groups resources contacts shared migration

compliance management +' _" U]] p 2

DISPLAY NAME 4 User Mailbax - Google Chrome H_
= Admunistrator Heln Jcom
f nailbox
ENL i
Journal
nitials:
n Last name:
) NDR
"Display name:
£rs
Journal NDR
Journal NDR
Organizational unit
Drowse...
*User logon name:
jcumalh[}?] @ | <your domain> ¥
New pas
*Confirm password:
Require p d change o ogo!
More opbions...
e cancel
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The added NDR mailbox is visible at recipients, mailboxes.

Exchange admin center

recipients mailboxes groups resources contacts shared migration
compliance eme +- P e

DISPLAY NAME 4 | MAILECX TYPE EMAIL ADDRESS
organization

Jjournal MOR User JourmalNDR@ <your domain>

Next Steps:

1. Create a Send Connector for the Remote Domain

2. Add a Journaling Rule to direct Messages
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Create a Send Connector for the Remote Domain

The connector sends the journal report to the mail server (SMTP).

To create a send connector, follow these steps:

1. From the Exchange admin center, navigate to mail flow, select send con-
nectors and click +.

Exchange admin center
::u- AEE -

The Send Connector screen opens.

& Send Connector - Google Chrome |- [o [

f send connectors. Each connector has different permissions and

more.,

*Name

UDP Journal Send C:rnectcrl

Type:
® Custom (For example, to send mail to other non-Exchange servers)
Inte
Inite

Partner mple, to route mail to trusted third-party servers)

next cancel
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2. Enter a name for Send Connector and click Next.
Example of name: UDP Journal Send Connector

The Network settings screen appears.

= Send Connector - Google Chrome = | o=
A Not Secure | bapE//localhost, tor t X T t
+
BEEE e

3. Select the Route mail through smart hosts check box and click + to add a
smart host.

The Add smart host screen appears.

" Send Connector - Google Chrome: [=[ o e
A Mot ire | bapfE/localhost, torh b t t

save cancel

4. Enter the FQDN or the IP address of the new UDP Archiving VM and click
Save.

The added host name appears on the Network settings screen.
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5. From the Network settings screen, click Next.

The Smart host authentication screen appears.

Send Connector - Google Chrome [= o=

A Mot Secure | baegE/localhost

6. Click Next.
The *Address space screen appears.

I3 Send Connector - Google Chrome | = o =m
A Mot & | batrE/ localhost M » ; t t

cancel

7. Click + to add the Address space and click Next.

The add domain screen appears.
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= Send Connector - Google Chrome [=[= ]
A Notsecure | hitps//localhost/ecp/ConnectorMgmt/MewSendConnector.aspx?pwmecid=14&RetumObject...
Help
aln
SMTP
*Full Qualified Domain Name (FQDN):
UDP.int

*Cost

8. In the FQDN field, enter the full name of the remote domain and click Save.

For example: udp.int

The *Source server screen appears.

IS Send Connector - Google Chrome [=1c =
A bHpElocalhos vigmt/NewSend tor-aspi '
+ -

cancel

9. Click + to add an Exchange server with the transport role.

The Select a Server screen appears.
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- Select a Server - Google Chrome |- o=
A Mot secure | b //localhost torhgmit/Sende ker.asy ’
MASTER SPS.comy/Configuration/Sites/D..  Mailbest WVersion 15.1 (Build .
add -> )

10. Select the Exchange 2013/2016 server that you need to use for routing mail
to UDP Archiving and click add->.

11. Click OK to add the selected Exchange 2013/2016 server.
12. Click Finish.

The Send Connector is created successfully.
Next Step:

Add a Journaling Rule to direct Messages
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Add a Journaling Rule to direct Messages

Journaling records inbound and outbound email communications to help organ-
izations manage legal, regulatory, and organizational compliance requirements.

To enable the Exchange Journaling rule, follow these steps:

1. Select compliance management and click journal rules.

Corernd  + 7 0 0

2. Click + to add anew journal rule.

The Journal Rule screen appears.

=] Journal Rule - Google Chrome IL'E-

A Notsecure | hitps//localhost/ecp/RulesEditor/MewlournalRule.aspx?pwmeid=3&ReturnObjectType=1

archive@udp.int

Journal Rule

Apply to all messages) -

cunal the following messages..

3. Inthe Send Journal Reports to: field, enter the email address of the contact
created. For example, archive@UDP.int

4. Enter a name for the rule in Name field. For example, UDP Archiving Journal
Rule.

U

Select Apply to all messages from the If the message is sent or received from
list drop-down menu.

6. Select All Messages from the Journal the following messages... drop-down
menu.
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7. Click save.

8. Click Yes for the warning message Do you want this rule to apply to all

future messages.

The journal rule displays as enabled on the journal rules page. Now, you need

to configure the NDR mailbox.

9. Perform the following steps to configure the NDR mailbox

a. Navigate to the journal rules tab of Compliance management and click

Select address.

Exchange admin center

M
&

) Send undeliverable journa 'r'::"l.
comphiance managcl‘:cni +

The non-delivery reports screen pops up where you can select the NDR

mailbox.

b. Click browse and select the created NDR mailbox “JournalNDR@<your

domain>"

jeumal DR

c. Click save.

~& MNDRs for undeliverable journal reports - Google Chrome |L|£-

A Mot sacure | https://localhost/ecp/RulesEditor/EditlournalReportMdraddre..
Hele
NON-qelvery reports
Send undeliverable jounal reports to:

sEve cancel

You have successfully set up Email Journaling.
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Configuring G Suite Email

UDP Archiving lets you configure G Suite Email. To start, configure UDP Archiving

Console for G Suite and then configure G Suite for archiving.

Follow these steps:

1.

10.

Log into UDP Archiving as Super admin and add the mail domain of G Suite.

For information about how to add mail domain, view adding mail server

domain.
Create a profile and administrator for the domain.

For information about how to add profile and administrator, view configure
settings.

The G suite email is configured in UDP Archiving. Now, you need to configure
G Suite.

Navigate to https://admin.google.com.

Google Admin Console login page is displayed.

Enter G Suite administrator user credentials to login.

Admin Console displays multiple options including Apps.

Click Apps.

Apps Setting page displays multiple options including G Suite.

Click G Suite.

List of G Suite options including Gmail appear.

Click Gmail.

Gmail settings page displays multiple options including Advanced Settings.
Click Advanced Settings.

The Advanced Settings page opens with details of the General Settings tab.

Scroll down the General Settings tab to Routing section and place your mouse
over Routing.

The Configure button appear in front of Routing.

Note: Configure button appears only when you have not configured Routing
before. If already configured before, from the multiple options that appear
select Add Another to reach the Add Setting page.

Click Configure.
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The Add setting page displays.
11. Enter details in the Add setting page using the following options:
a. Name the rule as UDP Archiving.

b. Select the check boxes of all messages to affect. For example,
Inbound, Internal - receiving and so on.

Add setting .

Routing

1. Messages fo affect

Inbound
Dutbound
Internal - sending
Intemal - recenving

c. (Optional) Select the required option under Envelope Filter.

Filters let you select specific users or predefined groups to archive. Con-
sider the scenarios before selecting this option.

+ If you select checkboxes of enveope senders and recipients both,
then do not provide same Email address under Group Mem-
bership.

+ Only those recipients can view emails whose email ID is entered
under envelope recipients.

d. Perform the following steps for Also deliver to:
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Add setting

Headers

[ add x-m-original-To header

[ Add %-Gm-Spam and ¥-Gm-Phishy headers
[ Add custom headers

Subject

L] Prepend custom subject
Route
p

[] change route

Envelope recipient
[] change envelope recipient

Spam
[] Bypass spam filter for this message

Attachments
[l Remove attachments from message

Also deliver ta
Add more recipients
Recipients

Advanced

Recipient address:

CANCEL SAVE

CANCEL

— Select Add more recipients.
— From the Recipients box, click Add.

— From the drop-down list, select Advanced.
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Add setting e

Recipients
Advanced

Apply the above modifications, plus the following:
Route

O Change route

Envelope recipient

Change envelope recipient
@ Replace recipient: archive@' £ 77777/
O (@ existing-domain

O Existing-usemame @

Spam and delivery options

Do not deliver spam to this recipient
Suppress bounces from this recipient
Headers

[ Add X-Gm-Criginal-Te header

[ add ¥-Gm-Spam and X-Gm-Fhishy headers
L add custormn headers

Subject
[] Prepend custom subject
Attachments

L Remove attachments from message

CANCEL SAVE

CANCEL

From the displayed options, select Change envelope recipient
option.

Enter email address for Replace recipient. For example,
archive@FQDN where FQDN refers to the public address of the
UDP Archiving system. You can also use the SMTP Forwarding
Address from the UDP Archiving Console.

Click SAVE.

Click Show options and scroll down to select all options avail-
able under Account types to affect.
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Add setting

Spam
[ Bypass spam filter for this message

Attachments

| Remove attachments from message

Also deliver to
Add more recipients

Recipients
Deliver to: archive@. 4.2 ..0” 7

Do not deliver spam 1o this recipient
Suppress bounces from this recipient

Encryption (anward delivery anly)
O Require secure transport (TLS)

A Address lists
| Use address lists to bypass or control application of this setting

Bypass this se

Cnly apply thi

B. Account types to affect
Users
Groups
Unrecognized / Catch-all

CANCEL

e. Click Add Setting.

Routing is configured.

12. Click Save at the end of the General settings page.

ADD

ADD SETTING

G Suite email is configured for UDP Archiving. You can send a copy of all mes-

sages to UDP Archiving.

13. Send a test email to an email account on G Suite.

14. Log into UDP Archiving as super admin and click Message audit to view the
message. You can also login as administrator and view message count from

Dashboard.
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Configuring IBM Lotus Domino

For viewing steps in video, click How to Configure IBM Lotus Domino.

Configuring email services of IBM Lotus Domino (referred ahead as Lotus Domino)
for UDP Archiving involves the following steps:

® Configure UDP Archiving for Lotus Domino

® Set up Lotus Domino for UDP Archiving

Chapter 5: How to Configure Email Services 141


https://youtu.be/3WdPHT9dsUQ

Configuring IBM Lotus Domino

Configure UDP Archiving for Lotus Domino

Configuring UDP Archiving Console for Lotus Domino is the first step towards archiv-
ing message using Lotus Domino email service.

Follow these steps:
1. Log into UDP Archiving as super admin and add the mail domain of Lotus
Domino.

For information about how to add mail domain, view adding mail server
domain.

2. Create a profile and administrator for the domain.

For information about how to add profile and administrator, view configure
settings.

The Lotus Domino email is configured in UDP Archiving. Now, you need to
configure Lotus Domino by setting up journal rule.
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Set up Email Services of Lotus Domino

After configuring UDP Archiving Console, set up email service to complete con-
figuration of Lotus Domino. Setting up email services involves the following steps in
Lotus Domino:

Set up a journal rule

Enable journaling

Set Advanced Outbound Message options

el A

Set up a smart host for outbound mail
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Set up the Journal Rule

Journaling records inbound and outbound email communications to help organ-

izations manage legal, regulatory, and organizational compliance requirements.

To set up the journal rule, follow these steps:

1.

Open Domino Administrator Client and navigate to Configuration, Mes-
saging, Configurations.

The screen displays available configuration document(s).

Open the configuration document for the server that you want to configure.
Note: Open the configuration document in the Edit mode.

Navigate to Router/SMTP, Restrictions and Controls, Rules.

r'|Ede Server Corfigurabion ket Carcel

Configuration Settings : WIN-3V6EIO4/ARCSERVE " & ‘

]
-

msics | Securty | Clert Upgrade | RoulecSMTP | MIME | ROTESINI Sefirgs | [BM MNotes | IMAP | SNMP | Actily Logging | Disgrosics | Edrminmstabon
atice | Reginchors and Conbiols Mesiage Ducarers | Meszags Trackrg | Message Recal | Sdvarced

estclors | SMTP Inbourd Controls | SMTP Qutbound Conbrols | Defvery Conroe | Transder Cortrols | Rules |

T)New Rute. (7)Edt Rule . (8)Delete Rue (F)MoweUp (F)Move Down () Enatie Rule (#)Disabie Rule

The journal rules screen is displayed.
Click Edit Server Configuration.

Click New Rule.
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Server Mail Rule - New Rule "
This rule is: & On  Off

Specify Conditions

sender V| |contains V| |

When mail messages arrive that meet these conditions:

Add

Remove

Remaove All

Specify Actions

journal this message W

Perform the following actions:

Add Action
Remaove

Remaove All

OK | Cancel |

The New Rule dialog is displayed with by default selected details in two
fields: Specify Conditions and Specify Actions.

6. Perform the following options to create a rule that journals messages to UDP
Archiving and click OK.

a. Inthe Specify Conditions field, perform the following steps and click
Add:

+ Replace sender option and select all documents option from the
drop-down option. Selecting all documents helps you archive all
messages

Note: You can also select one of the available conditions from
the drop-down option. For example, Subject, Body, To, CC, BCC,
and so on.

Based on your selection the conditions field displays sender or
other option.
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+ Click Add.

Thisruleis: & On © OF

vt ® Comion ™ Exret
[anD v|[sender v | [contans vl | ]

When
e Documents

|LE

b. In the Specify Actions field, perform the following steps:

+ Verify if journal this message is selected from the drop-down
options.

+ Click Add Action and then click OK.

This ruleis: © Onl © OF

[so0 v | sender vl vl 1
[ |
Remove
Fhmwn\ll
SpeefyAcbons
[joumal ts v]
Perform the following actions:
Journal this Message Mldldunl
__Remave_|
Remaove All
& | omm |

The New Rule dialog closes and the created rules are displayed.
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Einsics | Restichons and Controls | Message Disclsmers | Mestage Tracking | Message Recall | Admnced. |

Resichions | SMTP Inbound Cartiols | SMTP Qutbound Conbola | Delivery Controls | Transter Conirols | Rules |

Orewiise. Deserve. @

# _When All Documesnts Jounal this Message

The New Rule dialog closes and the created rules are displayed. The
New Rule dialog closes and the created rules are displayed.

7. Click Save & Close.

To apply the created rules, you need to enable to journal.
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Enable Journaling

Journaling records inbound and outbound email communications to help organ-
izations manage legal, regulatory, and organizational compliance requirements.

To set up the journal rule, follow these steps:

1. Open Domino Administrator Client and navigate to Configuration, Mes-
saging, Configurations.

The screen displays available configuration document(s).
2. Open the configuration document for the server that you want to configure.
Note: Open the configuration document in the Edit mode.

3. Navigate to Router/SMTP, Advanced.

(@ save & Close (X)Cance!

i e -r ] ,I.I,

Configuration Settings : domino9itc/ARCSERVE i - ‘ -
...a.ui..a _". ;I!
Basics | Security | Client Upgrade | Houter.-SMTP| MIME | NOTES INI Setiings | 18M iNotes | IMAP | SNMP | Activity Logging | Diagnostics | Administration

Basics | Restnchons and Controls. . ] Message Disclaimers | Message Tracking | Message Hecall | Advanced... |

Joumnaling | Commands and Exiensions | Conirols l

Journaling: Enabled ;=

Field encryption " Form: From; Principal; PostedData
exclusion list

Method “Fopyto local dabase ;=
Database Mame " mailjrm.nsf

Enciypt o babalf of usar " LecalDomainServers ;=1

Journal Recipients: Enable ;=1
Method " Periodic Rollover ;=
Periodicity 1, days

***Reminder; A jourmnaling mail rule is neadad o properly enable message journaling

4. Perform the following steps:
a. For Journaling, select Enabled.
b. For Method, select Send to mail-in database from the drop-down list.

Select this option to route emails to UDP Archiving without saving the
messages in the database. If you select this option, also specify mail
destination.
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c. For Mail Destination, specify the same SMTP address of the UDP
Archiving that is provided in the Configuration tab of Super admin.

d. For Journal Recipients, select Enable.

@ 5ave & Close (X)Cancel

= e .,.-f.l.J;:;-"
- - iy
Configuration Settings : Inode9/lot r.*a : ‘ "

A R 18
Basics | Security | Clisnt Uporade | RoutenSMTP | MIME | NOTES INI Setlings | 1BM iNotes | IM&P | SNMP | Activity Logging | Disgnostics | Administeation |

Basics | Restictions and Contrals.., | Message Disclaimers | Message Tracking | Message Recsll | Advanced |

Journaling | Commands and Extenzions | Conbrols i

Journaling 'Enabltd_:ﬂ

Field encryphon 'IF-:um; From: Principal; PostedDoate
excluzion hst

hethod "Bend to mailn database (=]

hail Destination: * archive(@arc-ga.arciene. com | 1
Journal Recipients '.EHQNEJL'

Reminder. & journaling mail rule iz needed to properly enable message journaling.

5. Click Save & Close.

With journal enabled, you need to provide advanced settings for outbound mes-
sages.
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Set Advanced Outbound Message Options

Setting advanced options for outbound message lets organizations helps auditing.

Use this option to set desired settings required for auditing. For example, add set-
tings to record email addresses added in BCC field of emails or add group settings
to identify all email addresses in group messages.

Follow these steps:

1. Navigate to MIME > Advanced > Advanced Outbound Message Options.

2. Specify the following information in the option Always send the following
Notes items in headers.

SJournalRecipients
RecipientGroupsExpanded

OriginalBcc

@) save & close () Cancel

. e __F ‘ .'I..,|.-.I.I“

Configuration Settings : domino/ARCSERVE ! —g-’ o
v - r... — 4 _I
Basics | Security | Client Upgrade | RouterSMTP | MIME | NOTES INI Sattings | 18M iNctes | IM&P | SNMP | ctivity Logging | Diagnastics | Administration

MOTE: &ll Int=mational MIME ==flings will only have an =fadt if you anabla ‘Infamational MIME Settings for this document’ found on the main Basics tab.

Bassca | Conversion Dﬂtiaﬂa] Setings by Character Set Groups | Advancad ]

Advanzed Inbound Massags Oplione | Adwansad Outbsund Messags Opbons |

Maciniosh attachment comersion: © AppleDouble (basebd onlyl =]

RFCE22 phrage handling: " Do not add phrasa 1 =1

Inlermet Madl server sands Motes  * Disabled =l
privabe ileme in massages:

Always gand the following Notes 7 SJoumnalRacipients

iterna in headers: RecipientGroupsExpanded
OriginalBoc

Mabes dems io be remaved fram  ©

hesderns:

When converling & mullilingual T Send i in Unicode (UTFE)

rnessage (o MIME: & Send it in most representable charset

Character gel name aliasss P
b
I—I mapate |,
l—l P
b
maps ks

3. For the field When connecting a multilingual message to MIME, select the
option Send it in most representable charset.

4. Click Save & Close.
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5. To apply the journaling updates, restart the Router task from the server tasks
option of IBM Lotus Domino.

Pesple 8 Groups | Fles | Srve | Messngn. . | Raplcaton | Conguration |

stets | Arakms | Montorng | Sistsics  Pefomance |

Serser WIN-AZZF JUMC 10RARCSERVE
& Ralsaen 5.3 3 Windswe Lorghon B4 32

2 Server Tages &  Tasa ™ bty
& et Usco &  PonTCPIP Listen for sonwec raquests on TCPIP
HD s |l &9 Distebase Boree Perdarm asnasl: semmands
&) rmne Usen & Nstrhace Sanme 1 ewed Mariter i idla
) JerverCorade &3  Detzbase Server Detzbase Direciory Manage- Cache Plefresher is
LD Schadies 8  Deicbaze Sorer Orgameal o Here Coche Nobresher iz sl

i Proqare @  Datsbsse Sermr Log Purge Task is idle

b Ay W Letzbase Server Fertorn Laadass Jache manleraice
Had Rasrg Q' Dielelraze Berem logy e’ Comnmin ol Thamad
. Replcston @  Datsbace Sermr Platioerr Staks « die
% DOM @  Datzbave Server Shusdown Men ter
)  Drubate Serer Frocess Monaor

Threod peo wlility taok on "CPP
Ramaie e ronschs tmab en TEPIP

| CPU ikcaon &

Meue Tel Tazke.. ant il

<
@ Roue Gtop Tase h e
@ N |femens e
LR
@  Rous Start Mo Tazhe.. ide
@ Roue’ Mgt 1ls
@ Roue «oamal idie
& Roux Main Idic
o I FA2 Sares | st bre ~rmows regiseats rn TP Pt 09
&  LCA® Serer Uiy sk
& oMM Derver Listen ber 2envec: raquests en T2 Mot 25
&  POFI Senar Listan for scniec requests on TOP Port 110
oty SN Server Uty B
& POFI3swi Uisly Lash
@ MAP Sere- Lictan for senec requests on TOP Port 142
& VAP Sene Utinv sk

FPFPIFFIFRIFRIIZI

The configuration of Lotus Domino email services is complete and you are set to
use UDP Archiving.

If your organization uses Smarthost option in Lotus domino, move to next step.
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Set up Host for Outbound Email

When using outbound filtering, you need to configure a smart host to route mails to
UDP Archiving Server. Using IBM Lotus Domino, some customers use third-party
relay server to communicate to hosts and some connect directly to the hosts. The
topics below describe how to set up host for outbound email to single or multiple
hosts.

® Set up Host for Outbound Email to Single Host

® Set up Host for Outbound Email to Multiple Hosts
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Set up a Smart Host for Outbound Email to Single
Host

When using outbound filtering, you need to configure a smart host to route mails to
UDP Archiving Server.

Follow these steps:

1. From the Domino Administrator, perform the following steps:
a. Navigate to the Configuration tab.
b. Expand the Messaging section.
c. Select Configurations
d. Select the Configuration Settings document.
2. Click Edit Configuration and perform the following steps:
a. Navigate to Router/SMTP, Basics.

b. Select Enabled for the field Smarthost is used for all local internet
domain recipients.

(Z)Edit Sarver Configuration (%) Cancel

Configuration Settings : WIN-A28FJUMC1Q8/ARCSERVE i

Basics | Securty | Client Upgrade | RoutenSMTP | MIME | NOTES INI Setiings | Lotus iNotes | Map | snme

Basics | Restrictons and Controls. | Meassage Dusclame-s| M ge Tracking | M ge Recall | A

Number of mailboxes

SMTP used when sending Enabled
messages outside of the local

ntermet domain

SMTF allowed within the local Disabled
nitsrnat domain:

Servers within the local Notes  Always
domain are reachable via
SMTF over TCPIF.

Address lockup: Fullnarne then Local Par
Exhaustive lookup: Disabled

Relay host for messages 10.60.21.3 SMTP Enabled relay host IP address as Gateway

leaning the: local intarmet
domain:

Use authenbeation when Disabled
sending messages to the relay
host

Local Internet domain smant | WINFAZBFJUMCT1GE | Domino Server name with FQDN
host

Smart host is used for all local Enabled
niernet domain recipients:

Hoat name lookup: Dynamic then local

3. Click Save & Close.

The smart host is set for outbound emails.

The configuration of Lotus Domino email services is complete and you are set to
use UDP Archiving.
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Set up a Host for Outbound Email to Multiple Hosts

UDP Archiving does not receive journaling data if your environment is using a third-
party relay server to send messages. By default, IBM Lotus Domino can only com-
municate with one server at a time on any given server. As a result, the outbound
email reaches only one host. If you are not using the host server of UDP Archiving,
then the data does not reach any other server except the one that you have spe-
cified in your environment. In such scenarion, you need to set up host for outbound
email to multiple hosts.

To send data to UDP Archiving, use one of the following options:
1. Configure the third-party relay server to automatically forward or send a
copy of the journal data to UDP Archiving.

2. Foreign SMTP is configured externally to split the routing and send mails to
all multiple hosts that are configured. This applies only to third-party archiv-
ing servers. To perform the update, mention Engineering IP host as relay host
in Lotus Domino configuration. As a result, Lotus Domino routes mails to the
journal at Mail destination.

3. Configure Lotus Domino server to send mail directly without using the third-
party relay server.

To configure Lotus Domino server, perform the following steps:

1. Open Lotus Domino Configuration window.
2. Click Messaging and navigate to Domains.

Eile Edit Miews Create Actions Administration Configuration Help
T4 TaRS R &=tH= aX

| & LT Domain- Inode3/ict [ Weekcame
1| Peopie & Gioups | Fies | Sewver.. | Messagng . | Riepication | Configuation |

Server: Inode3ilot
Releaze 9.0.1 on'Windows/Longhom/64 6.2

@ [ Server N - . -
o 4 Messaging @Add Domain @EMDoman @Delaae Domain
ur ) Mesuaging Setings Domain Next Dornain Destination Server
T Domains:
| Cornections
I Corfigurations
T Intesret Sikes
"] File |derbhcations
£ Repication
(il Oiectory

= Secuty
L] Policies
2 Web
G Maritoiing Corfiguration
@ Heath Moriloting
ET Chstes
G Oiffne Servicss
Miscelansous

3. Click Add Domain.
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The New Domain dialog box is displayed. From the New Domain window, you
need to configure Foreign SMTP Domain and Global Domain.

4. Perform the following steps to configure Foreign SMTP Domain:

a. From the Domain type field of the Basics tab, select Foreign SMTP

Domain.
&
File Edit View Creste Actions Text Help
- - - A
I [ﬂ\l}'all::cme XI !_:ﬂNewDumahX
J @Sa\'s & Cloze @Canul
J s
— | Domain = £
® 1
2= | Basics | Restricions | Ftouling| Camments | Administration |

Domain tpe: "Fareign SMTP Damain =

b. From the Routing tab, enter the information for the following fields

Internet Domain: Refers to the Internet domain used as UDP Archiv-
ing forwarding address

Internet host: IP or FQDN of the UDP Archiving server.
c. Click Save & Close.
The Foreign SMTP Domain appears as displayed below.

g LOT Domain -
File Edit View Create Actions Administration Configuration  Help

T HTEE R 4 =t= A

[ & LOT Demain- InodeS/lot | 2 welcome
Puupb&[imups] Files | Server... | Messagng . ] Rsplndml Configuration |

i
J Server: Inode8flot

ﬁ Release 301 anWindows/Longham/64 6.2
L]

% i‘::;;ing Add Domain @ Edit Domain @Deleﬁe Domain
L 2] Messaging Setlings Domain Next Domain Destination Server
T Domamns

. # Foreign SMTP Domain
T Connections I
1 Configurations pMailarchive com
] Intetnet Sites
] File |deniifications
5 Replication
(i Directony
w2 Secunily
& Policies
i web
2 Monitoring Canfiguration
G Health Moritoring
E, Cluster
@ Offlire Serdaces
10 Miscelansous

5. Perform the following steps to configure Global Domain:
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a. From the Domain type field of the Basics tab, select Global Domain.

]i ‘welcome XI [ 'D’New Domain 3

I
®9ave & Close ®Can:el

Domain

Basics | Restrictions | Conversions | Comments | Administration ]

Diomain type: "Ylobal Domain =1

Global domain name:
Global domain role:
Use as default Global ™ Yes
Damain (for use with all

Intemet pratocel s except

HTTFY:

7
]~ ]

b. In the field of Global domain name, enter related domain name for

your Lotus Domino.

c. For Global domain role drop-down options, select R5/R6/R7/R8 Inter-

net Domains or R4xSMTP MTA.

d. Click Save & Exit.

The smart host is configured and the domain screen appears as displayed

below.

4
File Edit ‘iew Creste Actions Administration  Corfiguration  Help
LT TARSE #=%= ) qa

(L)

| & 107 Domain - rodesna [ wiscoms x

1| Pecple & Groups | Fies | Sewver... | Messagng. .. | Repbcstion | Configuration |

| Server; InodeSiol
Fieleaze 401 on Windows/Longhom /54 6.2

] ﬂ_ Seived (B)add Domain  (F)EditDomain B)Delete Domain
1. | B Messagng
L 2 Messagiy Setings Darnain
= Demara  Fareign SMTP Domain
1 Commeciing atchive com
T Conigurations ¥ Global Domain
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Configuring Zimbra

Configuring Zimbra

UDP Archiving lets you configure Zimbra. To start, configure UDP Archiving Console
for Zimbra and then configure Zimbra for archiving.

Follow these steps:

Important! Hosted Archiving customers do not need to perform first two steps.

1. Log into UDP Archiving as Super admin and add the mail domain of Zimbra.

For information about how to add mail domain, view adding mail server

domain.
2. Create a profile and administrator for the domain.

For information about how to add profile and administrator, view configure
settings.

Zimbra is configured in UDP Archiving. Now, you need to configure journaling
of the Zimbra mail server.

3. Log into Zimbra email Server using any console client, such as Putty.
4. Enable archiving on the MTA server using the following command:
zmprov ms <zmhostname> +zimbraServiceEnabled archiving

5. Restart the Zimbra server using the following command to enable archiving
on Zimbra.

zmcontrol restart
Now, you need to start archiving emails of individual user in UDP Archiving.

Note: If the archive account is not maintained within Zimbra, you do not
need to set a password, COS, or other attributes.

6. Inthe Zimbra console, run the following command:

zmarchiveconfig enable <account@example.com> archive-address account-
archive @offsiteserver.com archive-create false

account@example.com is Zimbra user account email address

account-archive@offsite.com is the third party address. For example, UDP
Archiving deployed host address.

Note: To archive emails of all users by default, configure Zimbra relay host IP
to UDP Archiving console IP address.

Zimbra is configured for UDP Archiving.

7. Log into UDP Archiving and click Message audit to view the message count.
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Configuring Sendmail

Configuring Sendmail

UDP Archiving lets you configure Sendmail. To start, configure UDP Archiving Con-
sole for Sendmail and then configure Sendmail for archiving.

Follow these steps:

Important! Hosted Archiving customers do not need to perform first two steps.

1. Log into UDP Archiving as Super admin and add the mail domain of Sendmail.

For information about how to add mail domain, view adding mail server

domain.
2. Create a profile and administrator for the domain.

For information about how to add profile and administrator, view configure
settings.

Sendmail is configured in UDP Archiving. Now, you need to configure joun-
aling of the Sendmail mail server.

3. Log into Sendmail.

4. Modify following content in the file /etc/mail/sendmail.mc to synchronize
with UDP Archiving as shown below:

define('SMART_HOST', ‘smtp:[<Archiving machine IP Address/ Archiving
machine hostname>]')dnl

LOCAL_DOMAIN( <sendmail server domain>')dnl
MASQUERADE_AS( <sendmail server domain>')dnl
Uncomment the below line
DAEMON_OPTIONS( Port=smtps, Name=TLSMTA, M=s')dn|
5. Execute below command and restart the Sendmail service.
m4 /etc/mail/sendmail.mc > /etc/mail/sendmail.cf
6. Add following lines in the file vi /etc/procmailrc:
:Oc # Copy everything
! archive @<Archiving hostname / IP> # Send the copies to this address
Configuring of Sendmail is complete.

7. Log into UDP Archiving and click Message audit to view the message count.

Note: If you want to use the Import feature, perform the steps provided below.
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Configuring Sendmail

. To enable import, add the following content in the file /etc/-
dovecot/dovecot.conf:

protocols = imap pop3 imaps pop3s

listen = *

linclude_try /usr/share/dovecot/protocols.d/*.protocol
mail_location = mbox:~/mail:INBOX=/var/mail/%u

Note: The mail location depends on the location of mailbox.

. Add following content in the file /etc/dovecot/conf.d/10-mail.conf:
mail_location = mbox:~/mail:INBOX=/var/mail/%u

Note: The mail location depends on the location of mailbox.

. Modify following content in the file /etc/dovecot/conf.d/10-ssl.conf as shown
below:

ssl = yes
. Change permission for the following folder:

chmod 777 /var/mail*

. Restart the dovecot service.

. Execute the following command:
iptables —flush.

. Restart the iptables service
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Configuring Postfix

Configuring Postfix

UDP Archiving lets you configure Postfix. To start, configure UDP Archiving Console
for Postfix and then configure Postfix for archiving.

Follow these steps:

Important! Hosted Archiving customers do not need to perform first two steps.

1. Log into UDP Archiving as Super admin and add the mail domain of Postfix.

For information about how to add mail domain, view adding mail server

domain.
2. Create a profile and administrator for the domain.

For information about how to add profile and administrator, view configure
settings.

Postfix is configured in UDP Archiving. Now, you need to configure jounaling
of the Postfix mail server.

3. Log into Postfix.

4. Modify following content in the file /etc/postfix/main.cf to synchronize with
UDP Archiving:

Add the always_bcc parameter and enter the value as archive@[your ip] to
get the mails archived to your archiving system. For example, always_bcc =
archive@[10.15.55.255]

5. Log into UDP Archiving and click Message audit to view the message count.

6. For migration of emails, convert your mails into .eml or .pst format using any
third-party tools.

7. For import, make sure the following values are uncommented or written into
the respective files:

® In /etc/postfix/main.cf
smtpd_tls_cert file = </etc/dovecot/private/mykey.key
smtpd_tls_key file = </etc/dovecot/mycert.pem
smtpd_use_tls=yes

® |n /etc/dovecot/dovecot.conf
protocols = imap pop3 imaps pop3s

® in /etc/dovecot/conf.d /10-mail.conf

mail_location = maildir:~/Maildir
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® in /etc/dovecot/conf.d /10-auth.conf
disable_plaintext_auth = no
ssl=required
auth_mechanisms = plain login

® in /etc/dovecot/conf.d /10-ssl.conf
ssl = yes
ssl_key = </etc/dovecot/private/mykey.key
ssl_cert = </etc/dovecot/mycert.pem
Notes:

+ Make sure that the SSL certificate is present for using the POP3S
and IMAPS protocols.

+ The ssl_key and ssl_cert parameter path might vary.
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Configuring Kerio

Configuring Kerio

UDP Archiving lets you configure Kerio. To start, configure UDP Archiving Console

for Kerio and then configure Kerio for archiving.

Follow these steps:

Important! Hosted Archiving customers do not need to perform first two steps.

1.

10.

11.

Log into UDP Archiving as Super admin and add the mail domain of Kerio.

For information about how to add mail domain, view adding mail server

domain.
Create a profile and administrator for the domain.

For information about how to add profile and administrator, view configure
settings.

Kerio is configured in UDP Archiving. Now, you need to configure jounaling of
the Kerio mail server.

Log into Kerio.
Navigate to configurations, archiving and backup and click the archiving tab.

From the email archiving section, enter the SMTP forwarding email address
of your archiving machine.

Enable the archiving to remote email address section.

Navigate to configurations, SMTP server and click the SMTP Delivery tab.
Add your archiving system host as a relay server.

Now, email archiving starts.

Log into UDP Archiving and click Message audit to view the message count.

For migration of emails, convert your mails into .pst format using any third-
party tools.

For import, log into UDP Archiving as admin, navigate to Import and enter
details.

Note: You must allow the HTTPS service on port 4040 if Kerio Connect is
behind firewal.
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Chapter 6: Frequently Asked Questions

This section contains the following topics:

How to Modify the Host name? ... 164
How to Archive historic emails? ... .. . ... ... ... 165
Can | increase the storage capacity anytime? ... ... ..o, 166
Can I view my archived emails from Web browser? ... ... .. 167
What type of licenses are required to use UDP Archiving? ... ... .................. 168
Can Windows user credentials help search/recover emails? ............................. 169
Can I archive calendar, tasks, and contacts? ..., 170
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How to Modify the Host name?

How to Modify the Host name?

UDP Archiving provides default host name to set up basic configuration during
deployment. For security reasons, super admin must modify the host name after
accessing the UDP Archiving Console. The default host name is UDP Archiving.

To customize open command line prompt and enter the following details:
# sudo -- sh -c 'echo "example-hostname" > /etc/hostname’

# sudo -- sh -c 'echo "127.0.0.1 example-hostname" >> /etc/hosts'

# sudo invoke-rc.d hostname.sh start

# sudo invoke-rc.d networking force-reload

# sudo invoke-rc.d network-manager force-reload
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How to Archive historic emails?

How to Archive historic emails?

UDP Archiving helps archiving of historic emails using migration and import fea-
tures. Using migration feature, Super Admin can migrate. Using Import feature,

administrator can migrate.
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Can lincrease the storage capacity anytime?

Can l increase the storage capacity anytime?

UDP Archiving lets you use the simple method of increasing storage by adding new
disk using the Configuration tab in UDP Archiving Console.
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Can | view my archived emails from Web browser?

Can | view my archived emails from Web browser?

UDP Archiving lets you access archived emails using web console. Use your cre-
dentials to log into the UDP Archiving console to access archived emails. Outlook
plug-in integration lets you open web console directly from Outlook.
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What type of licenses are required to use UDP Archiving?

What type of licenses are required to use UDP Archiv-
ing?

To use UDP Archiving, you need mailbox and capacity-based licenses.
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Can Windows user credentials help search/recover emails?

Can Windows user credentials help search/recover
emails?

Yes, UDP Archiving lets users search / recover their emails using Windows cre-
dentials.
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Can |l archive calendar, tasks, and contacts?

Can | archive calendar, tasks, and contacts?

UDP Archiving lets you archive emails from Inbox and Sent folders. Calendar and
tasks are archived only when included in Inbox and Sent folders. Contacts are not
archived.
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