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Contact Arcserve Support

The Arcserve Support team offers a rich set of resources for resolving your tech-
nical issues and provides easy access to important product information.

Contact Support

With Arcserve Support:

® You can get in direct touch with the same library of information that is shared
internally by our Arcserve Support experts. This site provides you with access to
our knowledge-base (KB) documents. From here you easily search for and find
the product-related KB articles that contains the field-tested solutions for many
top issues and common problems.

® You can use our Live Chat link to instantly launch a real-time conversation
between you and the Arcserve Support team. With Live Chat, you can get imme-
diate answers to your concerns and questions, while still maintaining access to
the product.

® You can participate in the Arcserve Support Global User Community to ask and
answer questions, share tips and tricks, discuss the best practices and par-
ticipate in conversations with your peers.

® You can open a support ticket. By opening a support ticket online, you can
expect a callback from one of our experts in the product area you are inquiring
about.

® You can access other helpful resources appropriate for your Arcserve Support
product.


http://www.arcserve.com/support
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Chapter 1: Understanding UDP Cloud Data Protection

This section contains the following topics:

IntrodUC IO 8
How to Set up a UDP Cloud Direct Partner Account .................................... 9
How to Add a Customer . ... ... . i 10
How to Protect Customer SyStems ... ... ... .. 12
How to Set up UDP Cloud Direct Virtual Appliance ........ ..o, 19
How to Configure the Backup Task ... ..o o . 25
How to Configure the Backup Using UDP Cloud Direct Virtual Appliance ............. 28
How to Run the Backup Task ... ... . . 31
How to Run the Backup Using UDP Cloud Direct Virtual Appliance .................... 33
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Introduction

Introduction

The Arcserve UDP Cloud Direct solution helps you protect On-premises data in the
Arcserve Cloud to guard against potential disruptions to their business operations.
The solution provides data protection for physical and virtual (VMware and Hyper-
V) servers running Windows or Linux operating systems. With UDP Cloud Direct, cus-
tomers are able to achieve business continuity by restoring data from the Arcserve
Cloud.

The Arcserve UDP Cloud Direct solution has three primary components:

" UDP Cloud Direct Agent — Lightweight software application that easily
installs on a server, and enables the creation of backup tasks to protect the
server data. The agent transfers the backup data to the Arcserve Cloud for
off-site protection.

= UDP Cloud Direct Portal — Web-based interface that enables administration
of backup tasks and backup data protected in the Arcserve Cloud.

® Arcserve Cloud — Cloud storage infrastructure managed by Arcserve that
stores and protects customer data.

8 UDP Cloud Direct Connectwise Integration User Guide



How to Set up a UDP Cloud Direct Partner Account

How to Set up a UDP Cloud Direct Partner Account

In order to use UDP Cloud Direct, you need to have a UDP Cloud Direct Partner
account. If you do not have an existing UDP Cloud Direct Partner account, your Arc-
serve Sales Representative will be able to assist you with this process.

Once the process of creating a new UDP Cloud Direct Partner account is initiated,
you should receive an email at the email address provided in order to complete
account setup. Click on the link provided in the email and you will be directed to
the UDP Cloud Direct Portal where can specify your new UDP Cloud Direct Partner
account credentials. When completed, you can navigate to the URL and log into the
UDP Cloud Direct Portal using your new credentials.

Chapter 1: Understanding UDP Cloud Data Protection 9


http://admin.zetta.net/login

How to Add a Customer

How to Add a Customer

When you log into the UDP Cloud Direct Portal with your Partner account cre-
dentials, the Customers tab displays the list of all customers and their respective
amount of cloud storage consumed.

Customers

Sort by: Status

All Customers

PM Customer #2 — Tr

243.1GB

[ak]

PM Customer #1 - T 30.4GE

[ak]

To add a new customer, follow these steps:

. =+ Add Customer
1. Click from the Customers page.

The Add Customer dialog opens.
2. Specify the following details:
Customer Name
Enter company name of the customer.
Billing
Specify the billing details as paid customer account or trial account.
Data Backup Location

Select the desired data backup location where you would like to store the
backup data.
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How to Add a Customer

Add Customer

3. Click to submit the specified details.

You have added the new customer successfully to the list of customers.
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How to Protect Customer Systems

How to Protect Customer Systems

The next step is to protect systems for the new customer. Protecting a customer’s
system requires deploying the UDP Cloud Direct Agent.

This section contains the following topics:

" Deploying UDP Cloud Direct Agent

® Downloading UDP Cloud Direct Agent

® |nstalling UDP Cloud Direct Agent

® Registering UDP Cloud Direct Agent
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How to Protect Customer Systems

Deploying UDP Cloud Direct Agent

UDP Cloud Direct Agent is a key component of UDP Cloud Direct. This backup agent
must be installed on each system, which contains data that you want to protect in
the Arcserve Cloud.

For VMware virtual environments, you can choose to deploy the UDP Cloud Direct
Virtual Appliance. This virtual appliance enables agentless backup of VMware vir-
tual machines. The UDP Cloud Direct Virtual Appliance eliminates the need to
install the backup agent on each individual VMware virtual machine. For inform-
ation about how to deploy the UDP Cloud Direct Virtual Appliance for VMware,
click here.
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How to Protect Customer Systems

Downloading UDP Cloud Direct Agent

The UDP Cloud Direct backup agent is available at the UDP Cloud Direct Portal.

Follow these steps:

1. Log into the UDP Cloud Direct Portal using your Partner account credentials.

Login

Password

2. Select a customer from the list of available customers.
All Customers

I PM Customer #2 — Tria 215.9GE

I PM Customer #1 — Tria 30.5GB

3. Click the Systems link under the customer name.
4

2 Systems | VMware | Disaster Recovery | Usage | Volumes | Reports | Users
3 Volumes | 30.25 GB Used as of 02/01/2017 16:00:00 PST

< Download Replication Agent
4. On the Systems tab, click .

5. From the pop-up window, select download for the appropriate operating sys-
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How to Protect Customer Systems

tem.

Download Replication Agent

Dewmioad for this sysiem
& Replication Agent for Windows

Windows

& sabit | A 32bin

Linam;

& 64-bit | & 32-bit

Mac OS5
& 6d-bit | & 32bit

& Download Appliance for Vidware { ova)

You have downloaded the UDP Cloud Direct Agent successfully.
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How to Protect Customer Systems

Installing UDP Cloud Direct Agent

For agent-based protection of system data, the UDP Cloud Direct Agent must be
installed on each system that you want to protect.

Follow these steps:

1. Locate the downloaded file for the UDP Cloud Direct Agent. If necessary,
copy the file to the system the you want to protect.

2. Launch the installer to begin installing the backup agent on the system to pro-
tect.

ﬂ‘ﬂ ArcserveUDPCloudDirectSetup_5.5.49873_xbd
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How to Protect Customer Systems

Registering UDP Cloud Direct Agent

After being installed on the system, the backup agent must be registered with the
Arcserve Cloud. Once the installation completes, you will be prompted to register
the backup agent.

To register UDP Cloud Direct Agent, follow these steps:

1. Once the installation is complete, the registration window opens.

Seftings [ cancer | | signin

2. At the prompt, enter a name for the system that you want to appear in the
UDP Cloud Direct Portal or keep the default name.

3. Enter the email address and password of your UDP Cloud Direct Partner
account credentials.

4. Click 519110 The prompt will reappear and request you to select a customer
to which to associate the system.
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How to Protect Customer Systems

Passwond SEEEEREEE

W Customer #1 |
PM Customer #2 f
PM Customer #3
PM Customer #4

. Selbings [ cancer | | Sign in

5. Select the customer from the drop-down menu to associate the system with
the customer.

6. Click S19MIN 353in to register the system.

The UDP Cloud Direct Portal displays the system added to the Systems tab
for the specified customer.

Systems

Sort by: Status
PM Cust 1 Demo PM Customer #1
@ Last backup 5 hours ago
PM Cust 1 Open MRS PM Customer #1
@ Last backup 6 hours ago Start Backup

You have registered the UDP Cloud Direct Agent successfully.
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How to Set up UDP Cloud Direct Virtual Appliance

How to Set up UDP Cloud Direct Virtual Appliance

For VMware virtual environments, the UDP Cloud Direct Virtual Appliance can be
deployed to enable agentless protection of one or more VMware virtual machines.
The virtual appliance eliminates the need to install the UDP Cloud Direct agent on

each virtual machine.

This section contains the following topics:

®* Downloading UDP Cloud Direct Virtual Appliance

® Deploying UDP Cloud Direct Virtual Appliance

® Registering UDP Cloud Direct Virtual Appliance
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How to Set up UDP Cloud Direct Virtual Appliance

Downloading UDP Cloud Direct Virtual Appliance

The UDP Cloud Direct Virtual Appliance is available as a .ova file from the
UDP Cloud Direct Portal.

To download UDP Cloud Direct Virtual Appliance, follow these steps:

1. Log into the UDP Cloud Direct Portal using your Partner account credentials.

Login

2. Select a customer from the list of available customers.
All Customers

I PM Customer #2 — Tria 215.9GE

I PM Customer #1 — Tria 30.5GE

3. Click the Systems link under the customer name.

4
2 Systems | VMware | Disaster Recovery | Usage | Volumes | Reports | Users
3 Volumes | 30.25 GB Used as of 02/01/2017 16:00:00 PST

& Download Replication Agent
4. On the Systems tab, click .
& Download Replication Agent
5. From the pop-up window, click .

6. Make a note of the file name and directory where you saved the download.

You have downloaded the UDP Cloud Direct Virtual Appliance successfully.
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How to Set up UDP Cloud Direct Virtual Appliance

Deploying UDP Cloud Direct Virtual Appliance

Use the VMware vSphere Web Client to deploy the UDP Cloud Direct Virtual Appli-
ance into your VMware vSphere environment.

Follow these steps:

1. Launch the VMware vSphere Web Client and log in.

. In the vSphere Web Client, click File, and then select Deploy OVF Template.

File | Edit View Inventory Administration Plug-ins Help
New g entory [ Eﬂ Hosts and Clusters
| Deploy OVF Template... | _ o )
Export (3 | ﬂal = Eﬁ S E%;"

3. Click Browse and navigate to the location where you downloaded the .ova

file. After selecting the file, click Next >.

[} Deploy OWF Termplate - o 4

Source
Select B Source bacatoe

Bsiree

Deploy from a fie or LRL

|E- powrioads W caere i DOl ectAookance ] =] rowse..

Ermfier a LR 0 downioad and install the OWVF padiage fom the Indermet, or
specfy a locabon sccessbie Fom your computer, such o a local hand dive, 8
network ghare, of & COJOVD drve.

[ Pl

. Proceed through the rest of the setup process until you get to Ready to Com-
plete, and then click Finish. The UDP Cloud Direct Virtual Appliance is
deployed. Once completed, click Close.

. Navigate to Getting Started and select the UDP Cloud Direct Virtual Appli-
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How to Set up UDP Cloud Direct Virtual Appliance

ance, and then click Power on the virtual machine.

[IRERETT Y Sumemary | Resgurre Allacation | Performance  Tasks bEvesis | Alams  Coasole Povsissions | Maps

Winat s a Virtual Maching?

A, virtual madhire i & softeane compuler mat, ke a
Pyl coMmgler, FUNS. N OPETaling SySlem and Virtual Uschiras
AP ANGRS. AR ODETENNG SyrTIET RS1ARST O & Virual
et Pine 5. caled 3 gues] operatng sysiem I ]

"
Becauss every vifual maching i an Bolated computing 49
Emvironment, you can ube virtul mad fines 35 desidop o 1(\‘ | _})
workstation erminonm g Erironments, of 1 e
consoldate SEner appic

In wCenier Server. wirdual machings nun on hosts or
clusiers. The same hast Can run manry virfual machines

Bagiz Tagks
[ Power on the virual maching
& Edn virtaal machine settings

Learn mane About viftual machings
Liarn how to ingtall an operating system

You have deployed the UDP Cloud Direct Virtual Appliance successfully.
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How to Set up UDP Cloud Direct Virtual Appliance

Registering UDP Cloud Direct Virtual Appliance

Once the Virtual Appliance is installed and powered on, you need to register the
UDP Cloud Direct Virtual Appliance with the Arcserve Cloud.

Follow these steps:

In the VMware vSphere Web Client, navigate to the Console tab for the vir-
tual appliance.

|
N

T P | Enter your password

Cancel Log In

2. Enter the default user name zetta, the default password zettazetta, and click

Log In.

Enter the user account credentials (email/password) of a user that was cre-
ated under the customer account and leverages the virtual appliance, and
then click Continue to vCenter Configuration.

Note: You need to create a user under the customer account to complete this
step.

Email
Password

System Name

Enter your vCenter Server address, vCenter Username, and vCenter Pass-
word, and then click Complete Configuration.
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How to Set up UDP Cloud Direct Virtual Appliance

vCenter Server Check Certificate

Username

Password

You should get confirmation that the registration was successfully completed.
It could take up to 5 minutes for data to become available in the UDP Cloud

Direct Portal.

Success!

Fleaze login to admin.zetta.net to configure the virtual machines you want to backup. Yol
i at "'-""-'--':r- "'_=:'::|' M :.::|:

3y Nave [0 'wWa

5. Optional Click Change Appliance Password to change the password for
UDP Cloud Direct Virtual Appliance using your current default password.

You have registered the UDP Cloud Direct Virtual Appliance successfully.
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How to Configure the Backup Task

How to Configure the Backup Task

Protecting system data involves creating one or more backup tasks. You need to
configure the backup tasks configured for systems where the UDP Cloud Direct
Agent is installed. When using the UDP Cloud Direct Virtual Appliance, a single
backup tasks is used to backup up one or more virtual machines.

To create the backup task for a system, follow these steps:

1. Log into the UDP Cloud Direct Portal using your Partner account credentials.

Login

2. Select the customer from the list of available customers.

All Customers

on
)
[ws]

[4%]
]

PM Customer #2 — T

30.5GB

[5k]

PM Customer #1 - T

3. Click the Systems link under the customer name.
»
4
2 Systems | VMware | Disaster Recovery | Usage | Volumes | Reports | Users
3 Volumes | 30.25 GB Used as of 02/01/2017 16:00:00 PST

You are presented with the System tab for the customer. You should see the

list of the registered systems.

4. Click the Configuration link to view the backup settings for the system.

Configuration Restore

Backup settings window opens.
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How to Configure the Backup Task

Advanced Options L

Backup Tasks

rdd Backup Task .
5. Click * Add Backup Task under the Backup Tasks section to create a new

task.

6. From the pop-up window, select the desired type of task by selecting the
appropriate icon.
Add Backup Task

I Windows Image (entire disk drive)

m System State

Files and Folders

iy

Micraosoft SQL

Microsoft Exchange

i

Hyper-\ Images

3= NetApp

Adwanced

The types of tasks available include:
Windows Image (entire disk drive) — backup a disk image of the system
System State — backup the system state of Windows systems

Files and Folders — backup selected files and/or folders
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How to Configure the Backup Task

Microsoft SQL — backup a Microsoft SQL Server database
Microsoft Exchange — backup a Microsoft Exchange Server database

Hyper-V images — backup disk image files of Microsoft Hyper-V virtual
machines

NetApp — backup data stored on Network Appliance storage
Pre-backup Script — run a specified script before a backup task is run
Post-backup Script — run a specified script after a backup task is run

7. Specify the necessary parameters for the selected task.

8. Click on the task pop-up screen.

The newly added task appears under the Backup Tasks section.

Windows Image (entire disk drive)

Note: It is possible to create multiple tasks for each system. It is important to
note that a single schedule applies to all of the tasks created for the system.

You have created and configured the backup task successfully.
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How to Configure the Backup Using UDP Cloud Direct Virtual Appliance

How to Configure the Backup Using UDP Cloud Direct
Virtual Appliance

The UDP Cloud Direct Virtual Appliance allows to protect VMware virtual
machines. Once deployed, the virtual appliance will discover all the virtual
machines associated with the specified VMware vCenter server. The deployed vir-
tual appliances and the discovered virtual machines will be listed on the VMware
tab for a customer.

To configure the UDP Cloud Direct Virtual Appliance to backup VMware virtual
machines, follow these steps:

1. Log into the UDP Cloud Direct Portal using your Partner account credentials.

Login

2. Select the customer from the list of available customers.

Customers

Sort by: Status

All Customers

PM Customer #2 — Tr 243.1GE

58]

PM Customer #1 - T 30.4GB

W

3. Click the VMware link under the customer name.
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How to Configure the Backup Using UDP Cloud Direct Virtual Appliance

»
4
2 Systems | VMware | Disaster Recovery | Usage | Volumes | Reports | Users
3 Volumes | 30.25 GB Used as of 02/01/2017 16:00:00 PST

You are presented with the VMware tab for the customer. You will see a list
of the registered UDP Cloud Direct Virtual Appliances.

VMware

4. Click the desired UDP Cloud Direct Virtual Appliance from the list.

The virtual machines visible to the Virtual Appliance is listed.

f’ Refresh Vs
Configuration ¥
Status v

Enable Backup

5. Click Enable Backup for each virtual machine that you want the UDP Cloud
Direct Virtual Appliance to backup.

Once enabled for backups, the virtual machine will appear listed on the Sys-
tems tab.
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How to Configure the Backup Using UDP Cloud Direct Virtual Appliance

You have configured the Backup using UDP Cloud Direct Virtual Appliance suc-
cessfully.
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How to Run the Backup Task

How to Run the Backup Task

The data of a system is not protected until the backup tasks have run at least once.
The backup tasks configured for a system will run according to the configured
schedule. It is also possible to initiate the backup tasks to run manually.

To manually initiate the backup tasks of a system to run, follow these steps:

1. Log into the UDP Cloud Direct Portal using your Partner account credentials.

Login

2. Select the customer from the list of available customers.

All Customers

[
on
[ ]

PM Customer #2 — Tr

[4k]

30.5GE

PM Customer #1 — T

5k

3. Click the Systems link under the customer name.

4
2 Systems | VMware | Disaster Recovery | Usage | Volumes | Reports | Users

3 Volumes | 30.25 GB Used as of 02/01/2017 16:00:00 PST

You are presented with the Systems tab for the customer. You will see a list
of the registered systems.

4. Click on the Configuration link to view the backup settings for the system.
Configuration Restore

Backup Settings window opens.
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How to Run the Backup Task

Run Backups

Every 6 Hours

Advanced Options

Backup Tasks

Start Backup

5. Click Start Backup to manually start all of the backup tasks configured for the
system. The tasks will also run according to the configured schedule. The con-
figured schedule applies to all tasks configured for the system.

Note: To manually start a backup, you can click for the system on

the Systems tab.

You have started the backup task successfully.
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How to Run the Backup Using UDP Cloud Direct Virtual Appliance

How to Run the Backup Using UDP Cloud Direct Vir-
tual Appliance

The UDP Cloud Direct Virtual Appliance will perform a backup of all its associated
virtual machines where backup has been enabled. The virtual appliance will per-
form that backups according to the configured scheduled or backups can be manu-
ally initiated.

To initiate the virtual appliance to backup all enabled virtual machines manu-
ally, follow these steps:

1. Log into the UDP Cloud Direct Portal using your Partner account credentials.

Login

Password

2. Select the customer from the list of available customers.

Customers

Sort by: Status

All Customers

PM Customer #2 — Tr 243.1GB

[5k]

PM Customer #1 — T 30.4GE

[ak]

3. Click the VMware link under the customer name.
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How to Run the Backup Using UDP Cloud Direct Virtual Appliance

4
2 Systems | VMware | Disaster Recovery | Usage | Volumes | Reports | Users
3 Volumes | 30.25 GB Used as of 02/01/2017 16:00:00 PST

The VMware tab for the customer is displayed. You will see a list of the
registered UDP Cloud Direct Virtual Appliances.

VMware

4. Click the desired UDP Cloud Direct Virtual Appliance from the list. The virtual
machines visible to the Virtual Appliance is listed.

5. Expand the Configuration section for the selected Virtual Appliance.

Configuration

A
Default Volume

Agent Version:

Run Backups
On a Schedule | Every & Hours
Sun | Mon | Tue | Wed | Thu | Fri | Sat |at

Network Throttles

Advanced Options
Start Backup | Stop Backup

6. Verify if the virtual appliance is backing up the virtual machines to the
desired volume.
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How to Run the Backup Using UDP Cloud Direct Virtual Appliance

7. Click to initiate the UDP Cloud Direct Virtual Appliance to
backup all of its associated virtual machines for which backups have been
enabled.

You have started the backup using UDP Cloud Direct Virtual Appliance successfully.
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Chapter 2: Restoring Data

The data protected with the UDP Cloud Direct solution is securely stored offsite in
the Arcserve Cloud. The data can be restored using the UDP Cloud Direct Portal.

The following are the common approaches to restore the data:

How to Restore File/Folder ... ... ... .. 38
How to Restore System Disk Image ... .. ... . . 40
How to Restore the Virtual Machine Disk Image ... ... ... ... 42
How to Restore the Virtual Machine Disk Image to vCenter .............................. 44
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How to Restore File/Folder

How to Restore File/Folder

To restore the file/folder from a restore point, follow these steps:

1. Log into the UDP Cloud Direct using your Partner account credentials.

Login

2. Select the customer from the list of available customers.

All Customers

[nk]
[
on
e]
]

PM Customer #2 — Tria

30.5GB

PM Customer #1 — T

[4k]

3. Click the Systems link under the customer name.

4
4
2 Systems | VMware | Disaster Recovery | Usage | Volumes | Reports | Users
3 Volumes | 30.25 GB Used as of 02/01/2017 16:00:00 PST

4. Click on the Restore link for the system the system that you want to restore.

Configuration Restore

5. Select the backup task from which to restore.

There is an entry for each task configured for the system.
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How to Restore File/Folder

Restore

Restore Job Details

System:

Select Tasks to Restore

C:\Documents on Volume 1 (1 month)

6. From the lists of restore points presented, click the Restore Restore Point link.

Note: Itis also possible to browse the data contained within a restore point,
and download a subset of its data. This can be done by clicking the Browser
Restore Point, and navigating the restore point using the file browser presen-
ted.

Select Restorable Version

Cument
Wed, Nov 23, 2016 Z.09 PM

Mon, Sep 12, 2016 4:16 PM

7. Specify the destination system and the path on that system to download the
data from the Cloud.

Restore Destination Details

Start Restore

8. Click to start downloading the data from the cloud.

A notification will be sent to the configured email address providing a status
of the restore process.

You have initiated the File/Folder Restore successfully.
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How to Restore System Disk Image

How to Restore System Disk Image

To restore the system disk image from a restore point, follow these steps:

1. Log into the UDP Cloud Direct Portal using your Partner account credentials.

Login

2. Select the customer from the list of available customers.

All Customers

[44]

]
on
[*p]
(ws]

PM Customer #2 — Tria

30.5GB

PM Customer #1 — T

[4k]

3. Click the Systems link under the customer name.
&
4

2 Systems | VMware | Disaster Recovery | Usage | Volumes | Reports | Users
3 Volumes | 30.25 GB Used as of 02/01/2017 16:00:00 PST

4. Click on the Restore link for the system the system that you want to restore.

Configuration Restore

5. Select the backup task from which to restore.

There is an entry for each task configured for the system.
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How to Restore System Disk Image

Restore

Restore Job Details

System:

Select Tasks to Restore

C:\Documents on Volume 1 (1 month)

6. From the lists of restore points presented, click the Restore Restore Point link.

Note: Itis also possible to browse the data contained within a restore point,
and download a subset of its data. This can be done by clicking the Browser
Restore Point, and navigating the restore point using the file browser presen-
ted.

Select Restorable Version

Cument
Wed, Nov 23, 2016 Z.09 PM

Mon, Sep 12, 2016 4:16 PM

7. Specify the destination system, the path on that system to download the data
from the cloud, and the format of the image file.

Festore Destination Details

8. Click to begin downloading the data from the cloud.

A notification will be sent to the configured email address providing a status

of the restore process.

You have started the System Disk Image restore successfully.
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How to Restore the Virtual Machine Disk Image

To restore a virtual machine disk image or some of its content from a restore
point, follow these steps:

1. Log into the UDP Cloud Direct Portal using your Partner account credentials.

Login

Password

2. Select the customer from the list of available customers.

All Customers

PM Customer #2 — Tr

[54]

]
on
[#p]
(ws]

PM Customer #1 — Tria 30.5GB

[4%]

3. Click the Systems link under the customer name.

4
2 Systems | VMware | Disaster Recovery | Usage | Volumes | Reports | Users

3 Volumes | 30.25 GB Used as of 02/01/2017 16:00:00 PST

4. Click on the Restore link for the virtual machine that you want to restore.

Configuration Restore

5. Click Restore a VM disk image as a raw image file (.img) ....
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10.

Restore a VM disk image as a raw image file (.img) or restore some part (file / folder)
of a VM disk image's data to a system in your organization

Restore a VM disk image to vCenter

From the list of restore points presented, click Launch File Browser link.
Select Restorable Version

Wed, Feb 1, 2017 1:57 AM

Tue, Jan 31,2017 1:39 AM

Browse to locate the file image (.img) of the selected virtual machine.

Note: Double click the image file to browse the data contained within the vir-
tual machine image file and using the file browser to navigate. This approach
enables you to download a subset of data contained in the image file.

File Browser

[a Up (I Show/Mide Folders Panel Restore Using Replication Agent @ = Views «

-Mdress: ‘I

Hame 3ize On Disk 3ize  Date Modified Type

. Restore Using Replication Agent
ciick T

Select a destination system, specify the path on that system to download the
data from the cloud, and specify the name to save the image file.

Restoe Deatination Datads

naion Syviem

Click to begin downloading image file from the cloud.

A notification will be sent to the configured email address providing a status
of the restore process.

You have restored the Virtual Machine disk image successfully.
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How to Restore the Virtual Machine Disk Image to
vCenter

To restore a virtual machine disk image to vCenter from a restore point, follow
these steps:

1. Before performing the restore of virtual machine disk image, verify the fol-
lowing:

+ The virtual machine to which you want to restore the disk image must
already exist in vSphere

+ The virtual machine to which you want to restore must have a hard
drive. This is to ensure that an SCSI controller exists.

+ The virtual machine must not already have a disk file (.vmdk) with the
same name.

2. Log into the UDP Cloud Direct Portal using your Partner account credentials.

Login

3. Select the customer from the list of available customers.

All Customers

PM Customer #2 — Tria 215.9GE

W

PM Customer #1 — Tria 30.5GB

58]
s
[

4. Click the Systems link under the customer name.
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5.

6.

10.
11.
12.

4
2 Systems | VMware | Disaster Recovery | Usage | Volumes | Reports | Users
3 Volumes | 30.25 GB Used as of 02/01/2017 16:00:00 PST

Click on the Restore link for the virtual machine that you want to restore.

Configuration Restore

Click Restore a VM disk image as a raw image file (.img) ....

Restore a VM disk image as a raw image file (.img) or restore some part (file / folder)
of a VM disk image's data to a system in your organization

Restore a VM disk image to vCenter

From the lists of restore points presented, click Launch File Browser link.
Salect Restorable Version

Wed, Feb 1, 2017 1:57 AM

Tue, Jan 31,2017 1:39 AM

Browse to locate the file image (.img) of the selected virtual machine.

Note: Double click the image file to browse the data contained within the vir-
tual machine image file and using the file browser to navigate. This approach
enables you to download a subset of data contained in the image file.

File Browser

I3 Up i ShowHide Folders Panel |  Restore Using Replication Agent @ = Views ~

* Address: “

Hame Size On Disk Size Date Modified Type

. Restore Using Replication Agent
click T

Select the desired UDP Cloud Direct Virtual as the destination system.
Select the desired vSphere Datastore to store the disk image.

Specify the name of the virtual machine in vCenter to associate this disk
image.
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Restone Destination Detalls

m Bkt fuenfcten

13. Click to begin downloading image file from the cloud.

A notification will be sent to the configured email address providing a status
of the restore process.

You have restored the Virtual Machine Disk Image to vCenter successfully.
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Chapter 3: Exploring Tabs

The UDP Cloud Direct solution protects the data of on-premises systems in the Arc-
serve Cloud. Within the Arcserve Cloud, the system data is stored in volumes. There
are a few different types of volumes including Normal and ZeroCopy (for Disaster
Recovery), and each volume is identified by its name, retention policy, and Arc-
serve data center location.

This section contains the following topics:

How to Use Volume Tab ... ... . 48
How to Use the Usage Tab ... . 50
How to Use the Reports Tab ...l 51
How to Use the Alerts Tab .. ... . ... 53
How to Use the Users Tab ... . 54
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How to Use Volume Tab

The Volumes tab lists details of the volumes associated with a customer. On this
tab, it is possible to rename the volume, as well as change its retention policy. It is
also possible to request that a new volume be created.

Volumes

To create a new volume, follow these steps:

=+ New Volume Reguest

Specify a name for the new volume.

Specify a data center location.

A wonNpoe

Specify the retention policy for the volume.

MNew Volume Request
Wiodumee Mame

Data Center

Retention

Comments (opltional)

Request New Volume
5. Click .

Note: The new volume request is received and processed by the Arcserve
Team. After the request is successfully processed, the new volume will
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appear among the list on the Volumes tab. The new volume is available as a
destination for configured backup tasks.

You have created the new volume successfully.
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How to Use the Usage Tab

The Usage tab provides a visual display of the storage being used to protect system
data of a customer in the Arcserve Cloud over a period of time. There is a graph for
each volume that can be viewed by Day, Month, or Year for the present time, or a
time period in the past. Storage usage for a particular date and time may be
viewed by moving the mouse over the graph. Additional usage data for a specific
volume can be viewed by clicking on the volume name.

Usage
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How to Use the Reports Tab

The Reports tab lists the available types of reports and alerts. Each report type can
be configured for scheduled delivery, or can be generated On Demand. Each alert
type will send an email notification when the specified event occurs. Multiple
instances of each report and alert can be created. The number of each report and
alert type that is configured is displayed.

All reports are delivered through email, and all except the Daily Digest report are
delivered with a Comma Separated Value (CSV) file attached that contains job
details.

Reports and alerts can be generated to include all systems, or only selected sys-
tems.

It is possible to configure reports and alerts at the Partner level and/or at the cus-
tomer level.

To create a report, follow these steps:

1. Click on the desired report type.

2. Clickon et Rl to create a new instance of the report.

Note: Clicking & OnDemand generates a report that is delivered as soon as pos-
sible to the email address of the current user.

3. Configure the report by providing a report name, the delivery time, the deliv-
ery frequency, report recipients, and the protected systems to include in the
report.
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Creale New Backup Report

Report Setlings

Name

Delivery Time (Amenca/Los_Angeles

Freguency

Who will get this report?

Portal Ussis

Emaal Adaimicnal Recipiemts: (Opoms

4. Click Dzl T to create an instance of the report.

You have created the report successfully
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How to Use the Alerts Tab

To create an alert, follow these steps:

1. Click on the desired alert type.

2. Click e to create a new instance of the alert.

3. Configure the alert by providing a name, specifying the criteria, specifying
the recipients, and specifying the protected systems for which to generate
the alert.

Create Mew Backup Report

Report Settings

Freguency

whao will get this report?

Portal Users

Create Alert

4. Click to create an instance of the alert.

You have created the alert successfully.
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How to Use the Users Tab

The Users tab allows you manage the users who can access the UDP Cloud Direct
Portal. Users may be configured at the Partner level or at the customer level.

This section contains the following topics:

® Using Partner Level Role Types

® Using Customer Level Role Types

= Adding a User from the Users Tab
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Using Partner Level Role Types

A user may be added to the account and given a particular role. Each role provides
different access rights and administrative capabilities. The user role types are as fol-
lows:

® Partner Admin — users have all privileges including system, volume, user,
and support ticket management.

® Partner Group Admin — users have privileges for select group of accounts
including system, user, and support ticket management. They may also
access and recover the data stored by systems of the accounts they manage.

® Partner Sales — users are restricted to account management (adding, remov-
ing and converting) and support ticket management.

Chapter 3: Exploring Tabs 55



How to Use the Users Tab

Using Customer Level Role Types

A user may be added to the account and given a particular role. Each role provides
different access rights and administrative capabilities. The user role types are as fol-
lows:

Admin — users have all privileges including system, volume, user, and sup-
port ticket management. They may also access and recover the data stored
by every system in their organization

Billing — users may view invoices and manage an organization’s payment
information. They may also create and edit support tickets and view an organ-
ization’s retention information (e.g. usage, volume retention).

® Storage — users are allowed to manage storage details (for example, volume
retention, manual restore points) and create and edit support tickets.

® Restore — users may access and recover the data stored by systems that they
have been granted access and the ability to manage support tickets.
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Adding a User from the Users Tab

To add a user from the Users tab, follow these steps:

1. click IR

Add User

Email
First name

Last name

Close Add User

2. Enter email address for the new user.
3. Enter user’s First name.

4. Enter user’s Last name.
5

. Select the desired role for the user.

6. Click “ddUser 45 cave the new user.

Note: An email is sent to the new user to verify the email address and complete
the process. Upon receiving the email, the user will create their account cre-
dentials.

You have added the user from the Users tab successfully.
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Chapter 4: Using PSA Integration

UDP Cloud Direct Data Protection supports integration with Autotask and Con-
nectWise PSA solutions. Integration is configured through the PSA Integration tab.
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Chapter 5: Using Branding

UDP Cloud Direct Portal supports branding of the name and email address for
emails delivered to customers. It is also possible to specify the URLs to view logs
and configure the backup agent.
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Chapter 6: Using Billing Tab

The Billing tab provides information regarding invoices and payment information
for the UDP Cloud Direct Partner Account.
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Chapter 7: Using Arcserve Knowledge Base

Arcserve Knowledge Base provides a repository of product documentation and help-
ful articles. You can search on key terms, and will be presented with related inform-
ation to provide help and guidance.
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Chapter 8: Accessing Release Notes

The release notes provide information on new features and functionality added to
the product. The release notes may be found by clicking on the icon.

Chapter 8: Accessing Release Notes 67






	Chapter 1: Understanding UDP Cloud Data Protection
	Introduction
	How to Set up a UDP Cloud Direct Partner Account
	How to Add a Customer
	How to Protect Customer Systems
	Deploying UDP Cloud Direct Agent
	Downloading UDP Cloud Direct Agent
	Installing UDP Cloud Direct Agent
	Registering UDP Cloud Direct Agent

	How to Set up UDP Cloud Direct Virtual Appliance
	Downloading UDP Cloud Direct Virtual Appliance
	Deploying UDP Cloud Direct Virtual Appliance
	Registering UDP Cloud Direct Virtual Appliance

	How to Configure the Backup Task
	How to Configure the Backup Using UDP Cloud Direct Virtual Appliance
	How to Run the Backup Task
	How to Run the Backup Using UDP Cloud Direct Virtual Appliance

	Chapter 2: Restoring Data
	How to Restore File/Folder
	How to Restore System Disk Image
	How to Restore the Virtual Machine Disk Image
	How to Restore the Virtual Machine Disk Image to vCenter

	Chapter 3: Exploring Tabs
	How to Use Volume Tab
	How to Use the Usage Tab
	How to Use the Reports Tab
	How to Use the Alerts Tab
	How to Use the Users Tab
	Using Partner Level Role Types
	Using Customer Level Role Types
	Adding a User from the Users Tab


	Chapter 4: Using PSA Integration
	Chapter 5: Using Branding
	Chapter 6: Using Billing Tab
	Chapter 7: Using Arcserve Knowledge Base
	Chapter 8: Accessing Release Notes

