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Contact Arcserve Support

The Arcserve Support team offers a rich set of resources for resolving your tech-
nical issues and provides easy access to important product information.

Contact Support

With Arcserve Support:

You can get in direct touch with the same library of information that is shared
internally by our Arcserve Support experts. This site provides you with access to
our knowledge-base (KB) documents. From here you easily search for and find
the product-related KB articles that contains the field-tested solutions for many
top issues and common problems.

You can use our Live Chat link to instantly launch a real-time conversation
between you and the Arcserve Support team. With Live Chat, you can get imme-
diate answers to your concerns and questions, while still maintaining access to
the product.

You can participate in the Arcserve Global User Community to ask and answer
questions, share tips and tricks, discuss the best practces and participate in con-
versations with your peers.

You can open a support ticket. By opening a support ticket online, you can
expect a callback from one of our experts in the product area you are inquiring
about.

You can access other helpful resources appropriate for your Arcserve product.


http://www.arcserve.com/support

Arcserve Backup Documentation

Arcserve Backup documentation contains specific guides and release notes for all
major releases and service packs. Click links below to access documentation.

" Arcserve Backup r17.5 SP1 Release Notes

= Arcserve Backup r17.5 Bookshelf



http://documentation.arcserve.com/Arcserve-Backup/available/r17.5/ENU/Bookshelf_Files/HTML/Relnotessp1/default.htm
https://documentation.arcserve.com/Arcserve-Backup/Available/R17.5/ENU/Bookshelf.html
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Chapter 1: Introducing the Agent

This section contains the following topics:

IntrodUC IO 12
Microsoft Exchange Server Description . ....... ..o oo 13
How to Protect Different Parts of Your Exchange Server Organization _................ 14
How the Agent Backs Up and Restores Exchange Server Data ........................... 15
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Introduction

Introduction

Arcserve Backup is a comprehensive, distributed storage solution for applications,
databases, distributed servers, and file systems. It provides backup and restore cap-
abilities for databases, business-critical applications, and network clients.

Among the backup agents Arcserve Backup offers is the Arcserve Backup Agent for
Microsoft Exchange Server.

The agent works with Arcserve Backup to back up and restore Microsoft Exchange
Server (Exchange Server) databases and mailboxes. The agent lets you ensure that
your messaging solution is reliable and secure.

The agent provides the following types of backup and restore operations:
® Database level

" Document level

12 Agent for Microsoft Exchange Server Guide



Microsoft Exchange Server Description

Microsoft Exchange Server Description

Microsoft Exchange Server is a centralized corporate messaging system that
enables you to manage electronic mail and other messaging tools for your organ-
ization from a single location.

Chapter 1: Introducing the Agent 13



How to Protect Different Parts of Your Exchange Server Organization

How to Protect Different Parts of Your Exchange
Server Organization

The following Arcserve Backup agents and options can be used to protect different
parts of your Exchange Server organization:

® Arcserve Backup Agent for Microsoft Exchange Server--Includes Database
Level and Document Level backup and restore. Database Level backup and
restore protects the Exchange Server database and logs. Document Level
backup and restore, which is only available with this agent, eases and expedites
many administrative tasks and maximizes flexibility by offering the most gran-
ular level of restore.

® Arcserve Backup Client Agent for Windows--Protects files and system state,
including Active Directory. It is important to protect Active Directory when
using Microsoft Exchange Server because it stores mailbox and user inform-
ation. Arcserve Backup Client Agent for Windows also protects your domain con-
trollers, which are equally as important to protect as your Exchange Server.

® Arcserve Backup Disaster Recovery Option--In the event of a disaster, the Arc-
serve Backup Disaster Recovery Option recovers the machine to the last full
backup state.

Be aware of the following:

" You do not need to install an email client on the Exchange server that you are
protecting. For example, Microsoft Outlook.

® You do not need to install the Arcserve Backup Agent for Open Files on the
Exchange server that you are protecting. The Agent for Open Files is beneficial
when you want to protect files that are open or in use by active applications.
Because the Arcserve Backup Agent for Microsoft Exchange Server is an applic-
ation-specific agent, dedicated to protecting Microsoft Exchange Servers, it
offers a complete solution that encompasses all the features offered by the
Agent for Open Files.
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How the Agent Backs Up and Restores Exchange Server Data

How the Agent Backs Up and Restores Exchange
Server Data

The Agent for Microsoft Exchange Server integrates with Arcserve Backup to let
you back up and restore Exchange Server databases and database components
(such as mailboxes). It also integrates with the Exchange Server's backup and
restore functions, enabling you to perform online backups.

The agent offers many benefits, such as:

® Manage backups of Exchange Server databases, mailboxes, and public folders
from a remote location.

® Perform online database backups and restores using Exchange Server's backup
and restore APIs.

® Schedule Exchange Server backups using the Backup Manager.

Note: For Exchange Server 2007, 2010, 2013, and 2016, Volume Shadow Copy
Service (VSS) APIs are used.

® Schedule Exchange Server backups using the powerful Backup Manager.
® Back up to a wide array of storage devices.

® Push agent technology

® Multi-threading

® Multi-streaming support

® Enhanced cluster support (on Exchange Server versions prior to 2010)

The agent lets you perform the following types of Exchange Server backups and
restores:

" Database level
" Document level
More information:

How You Can Use the Agent to Perform Document Level Backups and Restores
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How the Agent Backs Up and Restores Exchange Server Data

How You Can Use the Agent to Perform Database
Level Backups and Restores

Using the agent to perform database level backup and restore, you can do the fol-
lowing:

Exchange Server 2007 Systems

Restore the system in disaster recovery scenarios.

Back up an Exchange Server system at the storage group level; it cannot be
used to perform a more granular level of backup.

Back up from replication and back up from an active database.
Restore only individual databases and restore log files.
Restore data to its original location and alternate locations such as:
— Another Exchange server
— Another Storage Group
— Another Database
— Windows File System

Note: To enable recovery from older full and copy backups to the current
point in time, Exchange Server 2007 lets you restore the Log component
individually from full or copy backups.

With the use of a Recovery Storage Group, you can restore individual mailboxes
from a database level backup using advance filters.

Important! Every time you back up your Exchange Server, you should perform
a database level backup.

For more information, see the topic, Performing Database Level Backups and
Restores.

Exchange Server 2010 Systems

Restore the system in disaster recovery scenarios.
Back up an Exchange Server system at the database level.

Back up and restore mailbox database or public folder database from a stan-
dalone server.

Back up and restore mailbox database or public folder database from a Data-
base Availability Group (DAG).

Restore to the original or an alternate location.
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How the Agent Backs Up and Restores Exchange Server Data

For more information, see the topic, Performing Database Level Backups and

Restores.
Exchange Server 2013/2016 Systems
® Restore the system in disaster recovery scenarios.
® Back up an Exchange Server system at the database level.
® Back up and restore mailbox database from a standalone server.

® Back up and restore mailbox database from a Database Availability Group
(DAG).

® Restore to the original or an alternate location.
More information:

Backup and Restore Limitations on Exchange Server Data

Chapter 1: Introducing the Agent 17



How the Agent Backs Up and Restores Exchange Server Data

How You Can Use the Agent to Perform Document
Level Backups and Restores

This type of operation should be used for a granular level of backup and restore,
such as backing up individual folders, restoring individual messages. It should also
be used as a supplement to database level backups.Document level backup and
restore lets you:

= Perform folder level backups and message level restores. Document level
backup supports advanced filtering during backup and offers advanced con-
figuration options.

" Maximize performance and flexibility by supporting complete messaging single
instance storage, multi-threading, and by offering the most granular level of
restore.

® Simplify many administrative tasks, such as auditing, migration, pruning, and
aging.

® Back up many messaging objects including posts, tasks, notes, journal entries,
mail messages, events, appointments, meeting requests, and contacts.

Note: The agent does not support backing up Microsoft Exchange Online Archiving
data and Microsoft Personal Archives at document level granularity. Microsoft
Exchange Online Archiving is a process of archiving Exchange Server 2010 SP1 and
later mailbox data to cloud-based storage locations. Personal Archives is Microsoft
Exchange Server 2010 and later functionality that lets Exchange users create per-
sonal archives of their Exchange Server data. For more information about
Microsoft Exchange Online Archiving and Personal Archiving, see the Microsoft
website.

The agent provides you with additional capabilities such as:
® Migration support
® Job continuation

For more information, see Performing Document Level Backups and Restores.
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How the Agent Backs Up and Restores Exchange Server Data

Backup and Restore Limitations on Exchange Server
Data

The following limitations affect backup and restore operations on Exchange server
data:

The Arcserve Backup Restore Manager lets you restore Exchange server data based
on the location of the source data (Restore by Tree) and by session (Restore by Ses-
sion). You cannot restore Exchange server data using any of the following restore
methods:

® Restore by Query
® Restore by Backup Media
" Restore by Image

Note: When you Restore by Tree, Search option is not supported.
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How the Agent Backs Up and Restores Exchange Server Data

How the Agent Communicates With Arcserve Backup

Communication between Arcserve Backup and the Agent for Microsoft Exchange
Server is accomplished through the following:

" The agent is installed on the Exchange Server and facilitates all communication
between Arcserve Backup and the Exchange Server database during backup
and restore operations. In Exchange Server 2010/2013/2016 systems, the agent
is installed on any mailbox server in a Database Availability Group (DAG).

Note: Installation on all DAG mailbox servers is not required.

This includes preparing, retrieving, transmitting, interpreting, and processing
data packets that are sent back and forth across the network.

" When Arcserve Backup starts to back up a database or database component, it
sends a request to the agent. The agent retrieves the data from the Exchange
Server and sends it to Arcserve Backup, where the full database or the com-
ponents are backed up to your storage media.

Similarly, the agent transfers database information when data is restored from
storage media.

20 Agent for Microsoft Exchange Server Guide



Chapter 2: Installing the Agent

The Arcserve Backup Agent for Microsoft Exchange Server can be installed locally
or remotely.

This section contains the following topics:

How to License the A gent ... 22
System Requirements ... .. ...l 23
Installation PrereqUISIEES . ... ..o ool 24
Install the Agent for Microsoft Exchange Server ... .. ... ... 25
Post-installation Tasks ... ... .. . . 26
Configure the Agent to Runona Cluster ... ... . ... ... 35
Configure IP Address for Microsoft Exchange Server 2010/2013/2016 Systems ........ 37
Arcserve Backup Agent Deployment ... ... 39
Uninstall the Agent for Microsoft Exchange Server ..., 41
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How to License the Agent

How to License the Agent

The Arcserve Backup Agent for Microsoft Exchange Server uses a count-based
licensing method. You must register a number of licenses equal to the number of
active Exchange Servers you wish to protect. You may install the Agent on either
the active or replica server. Apply licenses on the Arcserve Backup Primary or Stan-
dalone Servers.

Examples: How to License the Agent
The following list describes typical installation scenarios:

® Your environment consists of one Exchange Server. You must register one
Agent for Microsoft Exchange license and install the agent on the active server.
(There is no replica in this example.)

® You wish to back up your Exchange Server 2010/2013/2016 system from a rep-
lica. You've set up a Database Availability Group (DAG) to replicate one active
server to a passive node. You must purchase one Agent for Microsoft Exchange
license (number of licenses equals number of active servers). You can install
the agent on the passive node and back up your database from that node. Or,
you can install the Agent on the active node.

" You have five active Exchange Server systems that you replicate to multiple
passive servers. You must purchase five licenses (number of licenses equals
number of active servers). You can install the Agent on all five active servers or
on as many replica servers as you need to replicate your environment.
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System Requirements

System Requirements

For a complete list of hardware and software requirements for installing and run-
ning the agent, see link.
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Installation Prerequisites

Installation Prerequisites

Before installing the agent, you must satisfy the following prerequisites listed

according to Microsoft Exchange Server version:

Prerequisite

2007

2010

2013

2016

Ensure your system requirements meet the minimum
requirements needed to install the agent. For a list of
requirements, see Release Notes.

Yes

Yes

Yes

Yes

Ensure that you have Administrator privileges.

Yes

Yes

Yes

Yes

Ensure that you know the name and password of the
machine you are installing the agent on.

Yes

Yes

Yes

Yes

If you will be performing remote backups, ensure that File
and Printer Sharing for Microsoft Networks is enabled on
the agent machine that you will be backing up.

Yes

Yes

Yes

Yes

The NetLogon service must be started to support pass-
through authentication of account logon events for com-
puters in a domain.

Yes

Yes

Yes

Yes

Ensure that the Microsoft Messaging APl and Collaboration
Data Objects 1.2.1. is installed before you install the Agent.
You must perform this task because the Agent requires the
Messaging API (MAPI) client libraries to run properly and
perform document level backup operations.

Note: Microsoft Messaging APl and Collaboration Data

Objects 1.2.1is not included with the Exchange Server
installation.

Yes

Yes

Yes

N/A

If you are backing up or restoring mailboxes, the Exchange
RPC Client Access Service must be running on the same
server hosting the backup account's mailbox database.
The RPC Client Access Service of the server configured as
the client access server role of the mailbox database host-
ing the mailbox must be running.

No

Yes

Yes

N/A

If you are backing up or restoring public folders, the
Exchange RPC Client Access Service must be running on the

same server hosting the public folder.

No

Yes

N/A

N/A
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Install the Agent for Microsoft Exchange Server

Install the Agent for Microsoft Exchange Server

Before you install the agent, consider the following:

® You must install the agent on the server where you have Exchange Server
installed and on the local drives of all Exchange Servers.

Note: For Exchange Server 2010/2013/2016, you do not need to install the
agent on all mailbox servers in a Database Availability Group (DAG). Install the
agent on the standalone server or on the DAG member server where the Mail-
box Database will be protected.

® |f your Exchange Server has high CPU usage during normal operations, you
should have a separate server for the Backup Manager and should not install it
on the same server where you install the agent.

®" When you install the agent, you should also consider installing the Client Agent
for Windows and the Disaster Recovery Option. The Client Agent allows you to
back up your System State and the Disaster Recovery Option lets you recover
the entire server in the event of a disaster.

Note: When you install the agent, the Arcserve Universal Agent is installed.
Because the agent uses push technology and shares the transport layer with the
Client Agent for Windows, you should see the Client Agents Guide for more
information about configuring network communication.

® Remote installation is not supported on Exchange Server 2007 cluster envir-
onments.

After you have reviewed the installation considerations, you can install the agent
using the standard installation procedure for all Arcserve Backup system com-
ponents, agents, and options. For information about installing Arcserve Backup, see
the Implementation Guide.
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Post-installation Tasks

Post-installation Tasks

Before you can use the Arcserve Backup Agent for Microsoft Exchange Server, you
must complete the following post-installation tasks:

® Configure the Agent for Database Level Backup and Restore

" Configure the Agent for Document Level Backup and Restore

® Create or Verify a Brick Level Account

® Delete Trace Log Files

26 Agent for Microsoft Exchange Server Guide



Post-installation Tasks

Configure the Agent for Database Level Backup and
Restore

This section describes how to configure the agent for database level backup and
restore on Exchange Server 2007, Exchange Server 2010/2013/2016 installations.

To configure the agent for database level backup and restore

. From the Windows Start menu, select All Programs, Arcserve, Arcserve Backup, and
Backup Agent Admin.

The Arcserve Backup Agent Admin dialog opens.

. From the drop-down list, select Arcserve Backup Exchange Server Agent and click
Configuration.

The Configuration dialog with the Exchange Database Level tab selected opens.

Important! The options displayed on the Configuration dialog vary based on the ver-
sion of Exchange that you are using in your environment.

. Specify the following options as necessary:

Note: The options listed below apply to Exchange Server 2007, and Exchange
Server 2010/2013/2016 systems, unless otherwise noted.

" Log Detail Level--Do not change this value unless directed by a trained Arc-
serve Customer Support technician. This option specifies the level of detail on
the debug trace and log in the log location you specify. The default Debug
Level value is 1 and the supported range is between 0 and 5.

® Single log file size--This option specifies the maximum size of a single log
file. After the file reaches the specified maximum file size, a new file is cre-
ated.

Note: The default value for this option is 200 MB.

" Max log files--This option specifies the maximum number of log files. After
the maximum number of log files reaches this value, the oldest log file is
deleted and a new log file is created.

Note: The default value for this option is 50.

® Retry Counter--If an Exchange backup API error or time out occurs while try-
ing to retrieve data from the Exchange server, this option lets you control the
number of times you want to retry. The default Retry counter value is 2 and
the supported range is between 0 and 10.

" Retry Delay--If an Exchange backup API error or time out occurs while trying
to retrieve data from the Exchange server, this option setting lets you control
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Post-installation Tasks

the delay between retries. The default Retry Delay value is 20 and the sup-
ported range is between 0 and 60.

" Log Locations--Specifies the path to the log file.

Path for creating recovery storage group--If the Recovery Storage Group
(RSG) needs to be created during the restore operation, specify the path to
the RSG.

Note: This option affects only Exchange Server 2007 systems.

® Path for creating recovery database--If the Recovery Database (RDB) needs
to be created during the restore operation, specify the path to it.

Note: This option applies to Exchange Server 2010/2013/2016 systemes.
4. Click OK.

The database level options are saved.
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Configure the Agent for Document Level Backup and
Restore

After you install the Arcserve Backup Agent for Microsoft Exchange Server, you can
configure performance and file location settings.

To configure the agent for document level backup and restore

. From the Windows Start menu, select All Programs, Arcserve, Arcserve Backup, and
Backup Agent Admin.

The Arcserve Backup Agent Admin dialog opens.

. From the drop-down list, select Arcserve Backup Exchange Server Agent and then
click Configuration.

The Configuration dialog with the Exchange Database Level tab selected opens.

. Click the Document Level tab.

Note: The options displayed on the Configuration dialog vary based on the version
of Exchange Server that you are using in your environment.

. When the Configuration dialog opens, select the following settings as required for
your environment:

Note: The options listed below apply to Exchange Server 2007, Exchange Server
2010, and Exchange Server 2013 systems unless otherwise noted.

® Complete Messaging Single Instance Storage (Exchange Server 2007) --This
option checks to see if attachments, message bodies and other components
of messages have already been backed up and then backs up only one copy.
This eliminates the need to back up each time the attachment and message
are referenced. This can significantly decrease the size of your backups.

No Single Instance Storage - Without Single Instance Storage, an Exchange
Server is scanned mailbox by mailbox, and copies of individual message bod-
ies and attachments are backed up as they arrive, without any regard for
data that may have been backed up already.

® Back up Only Local Public Folder Documents (Exchange Server 2007, and
2010)--In Exchange Server, public folders can include multiple public folder
stores on many servers across the organization. As a result, when you select
to back up a public folder, you could be backing up many public folder stores.
To save time and maximize performance, this option lets you exclude remote
public folder documents during public folder backups.
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Number of Threads--This is the number of threads you want to use to con-
nect to MAPI per session. If you increase this number, it increases per-
formance, but also increases CPU utilization. The default Number of threads
value is 1.5 multiplied by the number of CPUs rounded down and the sup-
ported range is between 1 and 64.

Thread Priority--This is the priority you want to set for your threads: low,
medium, or high. If you increase the priority, the operating system increases
the CPU cycles to the thread. If you increase the number of threads in the
Number of threads field, you should decrease the thread priority to lessen
the impact on your server.

Maximum Backup Size--To allow an efficient flow of information during
backup, data is stored in a transition queue. This setting lets you configure
the size of this queue. The default Max queue depth value is 256 items and
the supported range is between 32 and 1024.

Maximum Restore Size--This sets the threshold for memory that SIS restores
will use before saving objects to the temporary location you specify. If the
amount of cached SIS data exceeds this value, you can increase the value to
gain better performance. If the amount of cached SIS data exceeds the value
you select, the restore is not affected, but a notification message appears in
the activity log. The default Max Restore memory value is half of your system
RAM and the supported range is between 32 and 1024.

Retry Counter--If a MAPI error or time out occurs while trying to retrieve an
object from Exchange Server, this setting lets you control the number of
times you want to retry. This is useful for when your backups are competing
with third-party applications or during periods of high volume activity. If a
MAPI error or time out occurs, the object is skipped, but the backup con-
tinues and a notification message is displayed in the log location you specify.
The default Retry counter value is 1 and the supported range is between 0
and 10.

Retry Delay--If a MAPI error or time out occurs while trying to retrieve an
object from Exchange Server, this setting lets you control the delay between
retries. This is useful when your backups are competing with third-party
applications or during periods of high volume activity. If a MAPI error or time
out occurs, the object is skipped, but the backup continues and a notification
message is displayed in the Log location you specify. The default Retry Delay
value is 0 and the supported range is between 0 and 60.

Log Detail Level--This sets the level of detail on the debug trace and log in
the log location you specify. The log detail level determines the level of detail
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in the debug trace and log. This does not affect the level of detail in the Activ-
ity Log in the Arcserve Backup Manager window. The default log detail level
value is 1 and the supported range is between 0 and 5. If you want to disable
agent side logging, use 0. Otherwise, you should always use level 1.

Important! Do not change this value unless directed by a trained Arcserve
Customer Support technician.

Job Continuation Level--If a job fails to complete, this setting lets you skip
mailboxes and root public folders that already have been backed up and con-
tinue the job from the point of interruption. This is especially useful for con-
tinuing jobs in the case of a cluster failover. The default Job Continuation
Level value is 1 and the supported range is between 0 and 2. 0 disables job
continuation, 1 continues makeup jobs only, 2 continues any interrupted jobs.

Note: Because job continuation begins the job at the point of interruption
and skips items that were already backed up in the original job, you should
ensure that the skipped items were backed up properly in the original job and
that they can be browsed from a restore view.

Skip Log Setting--At the end of each backup job, a summary of each session
is displayed in the Activity Log. If individual folders, messages, and attach-
ments are not backed up, by default, the details will be listed in the skip log
in the agent log directory. If you would rather view the skip log information
in the Activity Log or if you want to view it in the Activity Log in addition to
the skip log, this setting lets you configure the location. The default Skip Log
Setting value is 0 and the supported range is between 0 and 2. 0 logs inform-
ation to the skip log only, 1 logs information to the Activity Log only, 2 logs
information to both the skip log and Activity Log.

Note: This skip log is also useful for tracking corrupt messages in an
Exchange Server.

Backup Additional User Properties--If you are using Exchange Server 2007,
Exchange Server 2010, or Exchange Server 2013, this setting lets you back up
a greater level of user properties detail and determines what is restored
when using the Create user if not existing restore option.

Note: For more information on restore options, see Document Level Restore
Options.

If you do not enable this option, only the display name that is associated with
the mailbox is backed up. This is useful if you will be using this user as a place-

holder to perform an audit or test restore. If you do enable this option, most
additional properties, such as first name, last name, fax number, and address
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information are backed up. This is useful for migration, but will increase the
backup time.

® Disable Purge Option--When a backup job is created using the time based
backup method, the Purge documents after backup option can be enabled so
that documents are automatically deleted after they are backed up.
However, since this option should be used with caution, you can enable the
Disable Purge Option as a safety feature to override the purge and prevent
an agent from pruning an Exchange Server.

= Append To Restored Mailbox--During restore, if you want to create duplic-
ates of existing users and mailboxes in the same organization, you must
append a string to the user and mailbox names. Enter the string you want to
append in this field. Since the maximum character limit for user and mailbox
names on some systems is 20 characters, try to keep the string short. If you
do not want to create duplicates, leave this field blank.

Note: This option must be used in conjunction with the Create mailbox if not
existing options. For information about Create mailbox if not existing, see
Configure Document Level Restore Options.

" Log Location--If you want to change your log location from the default loc-
ation, click Browse and select a new location.

®" Temp Location--If you want to change your temp location from the default,
click Browse and select a new location.

5. Click OK.

The document level backup and restore options are saved.
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Delete Trace Log Files

Arcserve Backup creates trace log files for backups and restores of Microsoft
Exchange Server data. Trace log files provide you with data that you can use to
debug problems that occur when performing document level and database level
backups and restores of Microsoft Exchange Server data.

By default, Arcserve Backup stores Microsoft Exchange Server trace log files in the
following directories on the Microsoft Exchange Server systems:

® Database level backups:

C:\Program Files\CA\ARCserve Backup Agent for Microsoft Exchange Server-
\DBLOG

" Document level backups:
For Exchange Server 2007/2010/2013

c:\Program Files\CA\ARCserve Backup Agent for Microsoft Exchange Server-
\DocumentLevel\Log

Trace log files contain the file extension .trc.

Over time, many trace log files can consume a large amount of free disk space on
your Arcserve Backup server. To free disk space on your backup server, you can con-
figure Arcserve Backup to delete trace log files after a specified period of time
elapses.

To delete trace log files

. Log into the server where the agent is installed and open Windows Registry Editor.
. Do the following:

" For database level backups, locate the following registry key:

HKEY_LOCAL_MACHINE\SOFTWARE\ComputerAssociates\CA ARCserve
Backup\ExchangeDBAgent\Parameters\AgentLogLife

® For document level backups, locate the following registry key:

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Com-
puterAssociates\CA ARCserve Backup\Ex-
changeDocumentAgent\Parameters\AgentLogLife

. Right-click AgentLogLife and click Modify on the pop-up menu.
The Edit DWORD Value dialog opens.

. In the Value Data field, specify the number of days that you want to retain the trace
log files.

Note: The default value for AgentLoglLife is 14.
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Example:

The value specified for AgentLoglLife is 14. The next time that you back up or
restore Microsoft Exchange Server data, the agent checks the trace log files dir-
ectory on the Arcserve Backup server and deletes trace log files that were not mod-
ified in the last 14 days. With a value of 0, Arcserve Backup will not delete trace log
files.

. Click OK.

The new value is applied.
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Configure the Agent to Run on a Cluster

The following information does not apply to Exchange Server 2010/2013 systems.
For the agent to properly perform document level backups on a cluster, the cluster
resource type Arcserve Backup Exchange Server Agent Notifier must be registered
and the resource instance type Arcserve Backup Exchange Server Agent Notifier
must be created.

The binaries for the cluster resource type are CAExCluRes.dll and CAExCluResEX.dII.
The installation procedure registers the cluster resource type and creates the
cluster resources instance for you automatically when you install the agent on local
nodes.

After the cluster resources are registered, you must specify a common location for
the check point file. This location should be accessible from all possible nodes on
which a virtual server can potentially run. This allows job continuation and incre-
mental and differential jobs to properly execute even if they fail over to a different
node. To set this destination, use the following registry key:

Exchange Server 2007 Systems

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\ComputerAssociates\CA
ARCserve Backup\ExchangeDocumentAgent\Parameters

Value Name: <VirtualServerName>_ChkPath

Value Type: REG_SZ

Value Data: <Path>

Example: Traditional Single Copy Cluster (SCC)

If virtual server EXVS1 is using drive g: as a disk resource to store data and virtual
server EXVS2 is using drive h: as a disk resource to store data, add the following
registry key on all nodes that are possible owners of these virtual servers.

Value Name: EXVS1_ChkPath
Value Type: REG_SZ

Value Data: g:\CA\Temp

Value Name: EXVS2_ChkPath
Value Type: REG_SZ

Value Data: h:\\CA\Temp

Example: Exchange Server 2007 Cluster Continuous Replication (CCR)

Find a server with a shared device that can be accessed from all possible nodes of
the virtual Exchange Server by the Exchange Server agent backup account user.

Note: We recommend that you use the server hosting the Majority Node Set (MNS)
quorum.
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If the path on the shared device is \\ServerName\CS\CA\TEMP and the virtual
server name is EXVS1, add the following registry key on all nodes that are possible
owners of the virtual server.

Value Name: EXVS1_ChkPath

Value Type: REG_SZ
Value Data: \\ServerName\C$\CA\Temp

For more information, see Register the Cluster Resource Manually.
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Configure IP Address for Microsoft Exchange Server
2010/2013/2016 Systems

On Exchange Server 2010/2013/2016 systems, you should change the IP address if:
" The Exchange Server cannot be reached by resolving its name

" You want to use a specific IP address when the Exchange Server has multiple
assigned IP addresses

® Exchange Servers from different domains have the same name.
To change the IP address
. Launch the Arcserve Backup Backup Manager.
. Right-click the Exchange Organization and select Active Directory Servers.

. Click Add to add an AD server. Enter a Server Name, |IP Address and account cre-
dentials. Click OK to return to the Exchange Organization browse dialog.

. Right-click the Exchange Server 2010/2013/2016 server you added and click IP Con-
figuration.

The IP Configuration dialog opens.

IP Configuration x|

—agent Information

HostMame | SERVERI-DAGVT

IP Address I 1 .z . 3 . 4

™ Use computer name resolution irecommended)

—Madify DAG Member Server
Server Mame | Server IP fddress |
SERWVERT-DAGYT 0.0.0.0
SERVERT-DAGS
SERYER1-CASZ 0.0.0.0
Edit
(0] 4 Zance| Help
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. Select the Server whose IP address you wish to change and click Edit. If the server is
a standalone deployment, this dialog will not show DAG Member Servers. If itis a
DAG, the dialog shows a list of all member servers.

. Select a server to modify and click Edit. Enter a new IP address and click OK.

. Click OK to exit IP Configuration.
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Arcserve Backup Agent Deployment

Arcserve Backup Agent Deployment can be used to install and upgrade the Arc-
serve Backup Agent for Microsoft Exchange Server on remote hosts. For more
information, see the Arcserve Backup Administration Guide.

Agent Deployment does not support Exchange Server 2007 CCR, SCC, or Cluster
installations.

Note: Arcserve Backup Agent Deployment for Agent deployment works as spe-
cified:

. Click Discover Exchange Server available under Host Information.

Enter details of Active Directory Server hostname or IP address and click Add.

. When you select the Do not display the Exchange Servers where the Agent for
Exchange is installed check box:

Discover Exchange Servers -

To deploy the Agent for Exchange, specfy the Active Directory servers for the Exchange Organcations
domaing.. You can speclly more than one Active Directory Server for a domain, in the event an Active Directory
Server fals.

Autives Drechory Secver and Credentisk

IF-' Do not dsplary the Exchangs Servers where the Agert For Exchangs is instaled . I

Chck Rafresh to retrieve the Active Directory Servers that are registered in the Befrash
Arcsarve Badap datsbase =
Ny Active Dwactory Server: | 10.10.255.255 Add I Remaove
M| Host | Usertiame | Password | Status
B 1010255255 exchangelOiadmn,., *eereeseress
User: | 210 |odrmrists ator Password: | TRTTTTReReS  Agply Credenkisls I
Werfy Cancel |

® For Exchange Server 2010 and later

Agent deployment lists all the Exchange servers in a domain whether the
agent is installed or not. For example, if you have three Exchange Servers
such as, DGNODE1, DGNODE2, and DGNODE3 where the Agent for Exchange
is installed on DGNODE3 and not on DGNODE1, DGNODE2, then all the three
Exchange Servers are displayed in Hosts and Credentials tab.

Click Next after selecting the servers on which the agent was not installed
before.
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Arcserve Backup Agent Deployment
Host Information
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Back Mest > Carcel

® For Exchange Server 2007

Agent deployment does not list the Exchange servers in a domain, if the same
version of the agent is installed. For example, if you have three Exchange
Servers such as, DGNODE1, DGNODE2, and DGNODE3 where the Agent for
Exchange is installed on DGNODE3 and not on DGNODE1, DGNODE2, then
only DGNODE1 and DGNODE?2 Exchange Servers are displayed in Hosts and
Credentials tab.

Arcserve Backup Agent Deployment
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e [ " Pt |
¥ How e Flemate Fegaty serace 5 fun b Be dushon of the deployment grocess
Exashect infamnaticn
Yiews Fleade
<Back Wet> | cace | |

4, When you do not select the Do not display the Exchange servers where the agent
for Exchange is installed check box, then all the Exchange servers are listed for all
versions.
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Uninstall the Agent for Microsoft Exchange Server

Effective in this release, now only one entry is available for Arcserve Backup and its
related options and agents in the Windows Add/Remove Programs dialog.

Follow these steps:

1. Click Remove.
A list of the installed Arcserve Backup products is displayed.
2. Select the products you wish to remove and then click Uninstall.

The uninstallation utility breaks dependencies in the correct order auto-
matically.
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You can view Exchange servers from:
® The Exchange Organization View - All Exchange Server versions
" The Windows Systems View - Exchange 2007 Servers only

This section contains the following topics:

Exchange Organization VIeW .. ... . . 44
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Exchange Organization View

The Exchange Organization View provides a central display of your entire Exchange
Organization. This lets you quickly find all the remote Exchange servers in your
environment rather than having to enter each of them manually under the Win-
dows Systems object or Preferred Shares/Machines object.
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In the Exchange Organization View, the Exchange Server database objects are
organized in a hierarchy similar to the Exchange Server Manager.

Exchange Server 2010/2013/2016 systems are not shown under Windows Systems.
They are shown only under Exchange Organization.

Note: The Exchange Organization is always explicitly packaged. You must repack-
age jobs if Exchange servers are added or removed from your organization. For
more information on packaging your jobs, see the Administration Guide.
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How Microsoft Exchange Server Organization Hier-
archy Works

A Microsoft Exchange Server messaging system comprises several administrative
units, the largest of which is the organization. The organization hierarchy varies
depending on the version of Exchange Server you are using:

® Exchange Server 2007--In Exchange Server 2007, there are four organization
models:

Simple Exchange organization

Standard Exchange organization

Large Exchange organization
— Complex Exchange organization

Note: For more information about Exchange Server 2007 organization models,
see the Microsoft TechNet web site.

Each Exchange mailbox server in the organization can have up to 50 storage
groups. In a non-replicated environment, each storage group can have up to
five database stores. In a replicated environment, each storage group can have
one database. Each database can be mounted and dismounted independently.

® Exchange Server 2010/2013/2016--In Exchange 2010/2013/2016, storage
groups are no longer supported. A Database Availability Group (DAG) is a col-
lection of up to 16 mailbox servers, where each server stores up to 100 mailbox
databases. A copy of a database can be stored on any server in a DAG. Some
additional changes in this version:

— Recovery Storage Groups have been replaced with Recovery Database
— Database names must now be unique across your organization
— All copies are located at the same paths

— Active Manager is required to mount a database and determines which
database is mounted

— All high availability configuration is performed post-setup

The concept of a Database Availability Group provides failover at database
level, rather than server level, and is transparent to end users. In a DAG, only
one copy of a database is active at any one time. Arcserve Backup lets you
choose to back up from active databases or replicas. DAGs can include mailbox
servers in separate physical locations, as well.
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In this example, five members comprise the DAG with a sixth one off-site. Data-
bases are spread across the DAG so that no two members have the same data-
base configuration. This configuration is Microsoft's suggestion for providing
database availability in the event of hardware failure. Users access the
Exchange Server and are routed to the active database. Suppose DB1 hosted on
Mailbox Server 1 is active. If Mailbox Server 1 fails, users can be routed to the
copy of DB1 on Mailbox Server 2. If Mailbox Server 2 fails, users are routed to
the copy of DB1 on Mailbox Server 4. For more information on how DAGs work,
see the Microsoft website.

AD Site: 2

Mailbox

Mailbox
Bl Server 1 N
: [

Database Avail
ability Group
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Browsing the Exchange Organization

If you did not use Agent Deployment, Arcserve Backup opens a dialog that prompts
you to enter Active Directory server information when you browse the Exchange
Organization from the Backup Manager. The information you enter is used to
browse Exchange servers.

Browsing Exchange Organization |

—&ckive Directary Servers

rlame | IF address | Damain | Ilser Mame | Password |
RMODM-DEY,.. 0,0.0,0 Ex14D0M,,.  exlddami,,, ek add

Mlmdifyy

elete

Lk

(0] 4 I Cancel Help

To add multiple Active Directory servers, click Add. To modify existing AD server
information, click Modify.

Add AD Server EH |

— &ckive Directory Server

SEerver name: I |

IP address: I o . o . o .1

¥ Use computer name resolution § recommended

—Microsaft Windows User Account
i

User name: I ‘ﬁ

W

Passwiord; I

To specify a Windows domain account, use the Following synba:
Dornainhamet seriamme,

| Ik I Cancel
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You may add AD servers for different domains or that contain different Exchange
Server versions. Adding more than one AD server ensures browsing even when one
AD server is down. If there is more than one Exchange organization, all mailbox
servers for all organizations are included.

To refresh the organization, right-click Exchange Organization and select Refresh
from the shortcut menu.

s P =Y chang

= Organizatiy
Active Directory Semvers .

Refresh

Quick Search Ckel+F

User account requirements

The AD user account must satisfy the following conditions in order to browse the
Exchange organization:

® |t must be a Domain user
® |t must have at least "View-only Organization Management" role

Note: If you want to back up and restore data using the AD user account, the AD
user account must also satisfy the Database Level Agent and Document Level Agent
levels backup account requirements described in the following topics:

® Backup Agent Service Account Requirements for Database Level Backup and
Restore

® Backup Agent Service Account Requirements for Document Level Backup and
Restore
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Add Remote Servers to the Systems Object

To view and manage remote Exchange 2007 servers with the Windows System
view, you must first add them to the Windows System object in the Backup Man-
ager.

Note: Exchange Server 2010/2013/2016 systems are protected using only the
Exchange Organization view.

To add a remote server to the Windows Systems object

. From the Quick Start menu on the Arcserve Backup Home Page, click Backup Man-
ager.

The Backup Manager window opens.
. From the Arcserve Backup Manager window select the Source tab.

Right-click the Windows Systems object and select Add Machine/Object from the
pop-up menu.

The Add Agent dialog opens.

. From the Add Agent dialog, enter the Host Name for the machine and either enable
the Use Computer Name Resolution option to automatically search for the correct

IP address each time you connect to this computer, or you can enter a specific IP
address.

Important! The machine that you are adding must be running and have the Univer-
sal Agent started.

. Click Add.

The machine is added to the Windows Systems object.

. Repeat the previous two steps to add more remote Exchange Server systems to
your environment.

. Click Close.

The remote agents are added to the Backup Manager, Windows Systems object.
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Chapter 4: Performing Database Level Backups and
Restores

Depending on the version of Microsoft Exchange you are protecting, the options
and procedures for backing up and restoring vary. Make sure of the following:

® You are following the correct instructions before you begin. Topics in this sec-
tion are organized by Exchange Server version.

® You have completed the required installation, post-installation and set-up tasks.
For more information, see Installing the Agent.

® You know which backup options are available for your Exchange version and
how to set them. For more information, see Understanding How the Arcserve
Backup Agent for Microsoft Exchange Server Works.

This section contains the following topics:

How Database Level Backup Works ... o 52
Database Level Views in the Backup Manager . ... oo 55
Backup Agent Service Account Requirements for Database Level Backup and

RS 0T .. 58
Database Level BacKup ... 59
Database Level Data Restore ... ... .. .. .. 74
Selecting Database Restore Sources and Destinations ..............oooooooiiieee .. 94
Perform a Database Level Data Restore ... ... ... . ... 102
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How Database Level Backup Works

Database level backup and restore protects the Exchange Server database files and
logs. It is the fundamental backup for your Exchange server, and you should always
use it regardless of whether you use one of the other granular backup types. You
can use database level backups to restore Exchange server data in the event of a
system failure, database corruption, or disaster recovery scenario.

Note: In addition to the full database backups that you perform during your weekly
backup strategy, you should perform full database backups after installing service
packs, after performing restores, and after changing the Circular Logging setting
on your Exchange server.
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Database Level Backup and Restore Benefits

Database level backup and restore offers many benefits, including:

" Push Agent Technology--Database level backup uses push agent technology to
increase the efficiency of your backup jobs by processing the data at the
remote client workstations rather than processing it all from the Arcserve
Backup host server. This off loads the system resources from the Arcserve
Backup host server and minimizes network traffic.

" Multi Streaming Support--Database level backup lets you take advantage of
the full capacity of multiple drives and high-speed RAID arrays capable of fast
concurrent backups to multiple tapes. It does this by partitioning information
into concurrent streams for parallel backups.

® EnhancedCluster Support-- (Exchange Server 2007) Database level backup
offers Active/Active and Active/Passive cluster support with cross cluster node
failover.

For database level operations on Exchange Server 2007 platforms, the agent
supports Cluster Continuous Replication (CCR) and Single Copy Cluster (SCC)
environments.

Note: For more information about installing the agent on a cluster, see Con-
figure the Agent to Run on a Cluster.

® Job Continuation-- If a job fails to complete, the makeup job continues from
the failed storage group (Exchange Server 2007) or the database (Exchange
Server 2010/2013/2016).

® Replica Database Support--The agent can successfully back up replica data-
bases (LCR and CCR), given the replication is healthy. This capability reduces
the load on the active Exchange database. On Exchange Server
2010/2013/2016 systems, the agent can successfully back up replica databases
in the Database Availability Group (DAG).
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Microsoft VSS Writer Requirements

A shadow copy is created for each storage group (Exchange Server 2007) or mail-
box database (Exchange Server 2010/2013/2016) that you back up when you back
up systems using Microsoft Volume Shadow Copy Services (VSS).

To create the shadow copy, a volume shadow copy is created on each volume or
mount point that contains the system files, log files, or database files of the storage
group. The default initial size of the shadow copy storage area for the VSS is 300
MB. You should therefore have at least 300 MB of free disk space available on each
shadow copy storage volume.

The size of the shadow copy storage area may increase when VSS creates multiple
shadow copies on the same volume concurrently. In this case, more available free
disk space is required to ensure that your backups are successful.

For more information, see Volume Shadow Copy Service Tools and Settings on the
Microsoft web site.
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Database Level Views in the Backup Manager

This section contains the following topics:

® Database Level Views - Exchange Server 2007

® Database Level Views - Exchange Server 2010/2013/2016
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Database Level Views - Exchange Server 2007

Depending on your configuration, Microsoft Exchange Server — Database Level
appears in the Backup Manager under the following objects:

" Windows Systems
® Exchange Organization

The following diagram illustrates that when you expand the Microsoft Exchange

Server — Database Level object, you can view your local and remote Exchange serv-

ers. When you expand a server, you can view the databases and their components

that you can protect using database level backup and restore processes.

=-d 5]
- B i Fi
© b D Mailbox Database

=0 ﬁ] Second Storage Group
“e L1 (53 Public Folder Database

rosoft Exchange Server - Database Level

Firsk Skorage Group

To set options for the respective databases, right-click the Microsoft Exchange
Server - Database Level object and select options from the pop-up menu.
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Database Level Views - Exchange Server
2010/2013/2016

Effective with Microsoft Exchange Server 2010/2013/2016, any Exchange Server
2010/2013/2016 servers in your environment now appear under the Exchange
Organization, rather than under Windows Systems. Servers running versions of
Exchange Server prior to 2010 still appear under both Windows Systems and
Exchange Organization, no matter which version of the Arcserve Backup Agent for
Microsoft Exchange Server installed. If you select an Exchange server for backup
under Windows Systems and Exchange Organizations, your backup data is duplic-
ated.

When you expand the Exchange Organization object, you can view your standalone
servers and Database Availability Groups (DAG). When you expand a server or DAG,
you can see the databases and components you can protect using Database Level
backup and restore.

Note: Member servers in a DAG are not shown. Only master databases are shown.
Recovery Databases (RDB) are not shown.
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Backup Agent Service Account Requirements for Data-
base Level Backup and Restore

To perform database level backup and restore jobs, your backup agent service
account must meet the following criteria on the Exchange Server:

It must be:
® A domain account.
" A member of the Administrator group.
" A member of the Backup Operators group.

® (Exchange Server 2007 systems) Assigned either the Exchange Organization
Administrator Role, or the Exchange Server Administrator Role.

(Exchange Server 2010/2013/2016 systems) Assigned the Exchange Organ-
ization Management Role.

Notes:
For Exchange Server 2007

The service account needs to be assigned to Exchange View-Only Administrators
when you do not use the following options:

" Allow databases of destination storage group to be overwritten
® Dismount database before restore
® Create Recovery Storage Group automatically

For Exchange Server 2010/2013/2016

The service account needs to be assigned only to the Exchange View-Only Organ-
ization Management role when you do not use the following options:

" Allow databases to be overwritten
® Dismount databases before restore
® Create Recovery Database automatically

If the database level backup service account has View-Only Organization Man-
agement role privileges, the following property is not available: the list of servers
that have a copy of the database. This property is available when Exchange Organ-
ization Management Role privileges are used.

If you use the client agent with local account privileges to back up an Exchange
Server 2010 mailbox folder, the database files and transaction log files are included
in the backup job. These files are excluded only when backed up with a domain
account with at least Exchange View-Only Organization Management privileges.
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Database Level Backup

This section contains the following topics:

Database Level Backup Options by Version

Database Level Global Options

Specify Backup Options for a Specific Database Level Backup Job

Perform a Database Level Backup

Configure the Agent for Database Level Backup and Restore
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Database Level Backup Options by Version

Backup options control how Arcserve Backup protects your data. The following mat-
rix lists the options available by Exchange Server version. For descriptions of each
agent, see the topic, Database Level Global Options. For information on using

options with a specific version of Exchange Server, see the related topics.

Options are applied at a global level by default. You can override global options by
right-clicking a database and choosing Agent Option from the shortcut menu. Some
of the following options are available only from the shortcut menu; they are noted.

Exchange |Exchange Server
Server 2007 (2010/2013/2016
Backup Methods
Use globally scheduled Custom or Rota- o o
tion backup method y y
Full Backup yes yes
Copy Backup yes yes
Incremental Backup yes yes
Differential Backup yes yes
Backup Sources
yes
Use backup source specified in global yes
. (Agent ,
agent options ) (Agent Option)
Option)
yes
Back up from active database (Agent yes
Option)
yes
Back up from replica (Agent yes
Option)
yes
Back up from active if there is no healthy
. . (Agent yes
replica available
Option)
Database Availability Group Options
Choose replica server according to data-
_— no yes
base copy activation preference
yes
Customize preference no
(Agent Option)
yes
yes
Reset All (Agent
. (Agent Option)
Option)
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Agent Options are available only with this release of the Arcserve Backup Agent for
Microsoft Exchange.
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Database Level Global Options

The agent lets you configure default backup options for all Exchange Database
Level backup jobs using the Global Options in the Backup Manager. Setting default
options is appropriate for bulk jobs because these settings apply to all Exchange
Server versions. You may override global options for a specific database using local
agent options. For more information, see the topic, Specify Backup Options for a
Specific Database Level Backup Job.

The following describes all options regardless of Exchange Server version. For
information on what options are available by server version, see the related topics.

To set database level global options, open the Backup Manager and click
Options. From the Global Options dialog, click the Agent Options tab. From the
list of available agents on the left, select Agent for Exchange Server - DB Level.

Global Options:
| At |  MediaEupoting | Adwenced | Vaolme Shedow Copy Service | EncipptcriCompression |
BackupMedia | Vesfication | Remy | Opsason | FedPos | AgentOpbons | Joblog | Vs

Agert lor Miciosa®t SOL Serves [ Backup Methods -
Agerit forVitual Machines
for E: nge - DE ™ use ghbaly scheculed Custom or Ratation backup method

Agerit lor Exchange - Doc level & Fall Backup]
the ertire database
© Qopy Backup

Same a5 Full Bachup except do not purge: kog fikes
¢ Incremental Backup

Backup enly changes From kast backup

 Dfferential Backun
Backup crly changes From last Full backun

Backup Source For mailbor databass replication (Just For Exchange 2010/2013) |
= Backup fram [epica
R Back up from active if thers is oo healtiy repbca avalable

|7 Database Avaiabiity Croup options

Choase replica server sccording ba the Exchance datshass copy
activation preferances:

£ First preferred

i Last prefered

" Back up From acthes database

Ok l LCancel Help

Backup Methods
Use globally scheduled Custom or Rotation backup method

(Enabled by default) This option backs up using the Backup Method defined
on the Schedule tab in the Backup Manager. You must disable this option if
you want to set a different backup method for Exchange Database level
backup jobs.

Note: If you do not disable this and select Custom Schedule on the Schedule
tab, there is no difference between the full (Keep Archive Bit) and the Full
(Clear Archive Bit) backup methods; they each function as full backups.

Full Backup
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(Enabled by default) This option backs up the entire database, including the

log files, and marks all log files that have been backed up in preparation for
a subsequent incremental or differential backup. The backup operation then
purges the committed log files.

Note: Always perform a full backup when running the agent for the first
time, after upgrading to a Service Pack, and after performing a restore.

Copy Backup

This option backs up the entire database, including the log files, but does not
mark the files as having been backed up. Use a copy backup if you want to
make a full backup of your data but do not want to disrupt any existing incre-
mental or differential backups.

Note: The log files are not truncated during a copy backup.

Important! If you select to back up only a mailbox store or public folder
store without dynamically selecting the entire storage group, the copy
backup method is automatically used so that the storage group's logs are not
affected.

Incremental Backup

This option backs up the log files that have changed since the last full or incre-
mental backup and marks them as backed up. The log files are also trun-
cated. When restored, the log files are applied to re-create the database at
the time of backup.

Differential Backup

This option backs up the log files that have changed since the last full backup.
The log files are not truncated. It does not mark them as backed up.

Note: Microsoft does not support incremental or differential backups when the Cir-
cular Logging feature is enabled. If you do not disable Circular Logging and submit
an incremental or differential backup job, the Agent automatically converts the job
to a full backup. If you submit an incremental or differential job without first per-
forming a full backup of the storage group or database, the Agent automatically
converts the job to a full backup. If you perform an incremental or differential
backup when an Exchange Server joins or disjoins a (Microsoft Exchange Server
2010) Database Availability Group (DAG), the job is converted to a full backup.

Backup Sources (Exchange Server 2010/2013/2016 only)
Back up from replica
This option performs a backup job from a healthy replication.

Back up from Active Database if backup from replica fails
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If there is no healthy replica available and this option is selected, the backup
job is performed from the active database. Otherwise, the job fails.

Back up from Active Database
This option specifies the active database as the backup source.
Database Availability Group Options (Exchange Server 2010/2013/2016 only)

Choose replica server according to the database copy activation preference
(This option is set only from Agent Option.)

Select this option to instruct the agent to use the sequence in the Exchange
Server configuration to determine which server takes over in the event of fail-
ure. You must indicate First or Last preferred activation preference. Activ-
ation preference sequence can be configured using the Exchange PowerShell
cmdlet:

Set-MailboxDatabaseCopy -Identity MDB 1WBX2 -ActivationPreference 1
To get the activation preference, use the following cmdlet:
Get-MailboxDatabaseCopy -Identity MDB1WBX2 | fl ActivationPreference

Customize server preference

Select this option to activate the Choose Exchange Servers button. From the
Choose Exchange Servers dialog, choose an Available Exchange Server to use
as a selected backup source. Change the sequence using the direction but-
tons, as needed.

Choose Exchange Servers .

Specify Exchange Servers and the preference order, The agent wil choose the first healthy replication
of the maibo:x database from the selecked servers as the backup source,

fvailable Exchange Servers

A-DaG] -0l

0F, ancel
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Specify Backup Options for a Specific Database Level

Backup Job

When you submit a backup job, it uses Global Options by default. You can override
Global Options and set options for a specific Exchange Server object using local

agent options.

To set local agent options, right-click the Database Level Agent object (Microsoft
Exchange Server - Database Level), and select Agent Option from the shortcut

menu.

The Agent Option dialog opens.

+_----_I (:3 Arcserve Replication Scenarios
+_I£ Arcserve UDP/D2D Agent for Windows
+ Ol (= Arcserve UDP/D2D Proxy Servers
+ Ol (= Arcserve UDP Recovery Point Servers
+£I WhAware Systemns
+£l{ 7 Microsoft Hyper-V Systems
----- o1 %0 Preferred Shares/Machines
. £l &) Network
—El(h Exchange Organization
5. —|Gi Server 1(0.0.0.0)
= _Im Microsoft Exchange Server - Document Level
i _Igti Mailbox Database 1259071241
- CIgE MDB1
- CIgE MDB2
ﬂﬁﬁ Test Mailbox Database Test Mailbox Database Test Mailbox Databas
ﬂgfi testrdb
- DI TestMDB2
& _I.__i Public Folder Database 0198873313
a .
| Securlty...
-E 53 Mailbox Database 1259071241
- 1 53 MDB1 Agent Option...
- E143 MDB2
- 53 Test Mailbox Database Test Mailbox
-E 53 testmdb
- C 53 TestMDB2
- Ol fa¥ Public Folder Database 0198873313

]
- - u 0

For Exchange Server 2007

CQuick Search Ctrl+F

In Exchange Server 2007, you can set options for all storage groups using the *De-
fault* selection. See Database Level Global Options for descriptions of the options.
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Agent Options -

Set Backup Options For
3 Backup Methods
3st Storage Group Uze global agent options

Firgt Storage Group

net';\laddsg Full Backup

pubsg )

5G-01 23000000000000000000000000¢ Eschlplbelentisdatabase
SGE_10-21-2011 Copy Backup

Same as Full Backup except do not purge log
files

Incremental Backup

B ack up only changes from last backup

Differential Backup
Back up only changes from lazt full backup

Backup S
Mote: If at least one starage group | -~ R e

does not use the *default” backup (@) Backup from Replica

options. the Exchange databass = B ackup from Active databasze if backup from

level backup zource will be - !
packaged explicithy when it iz replica fails
selected dynamically. [ this caze, if () Backup fram Active Databasze

pou add of remove storage groups | v

Fezet All | | Ok | | LCancel Apply

Or, you can apply options unique to a specific storage group. Select a storage group
from the list on the left and clear the checkmark from Use Default Option to activ-
ate additional settings. The settings you enable are applied to only that storage
group.

Agent Options -
Set Backup Options For
“Dafault” Backup Methods
3t Storage G‘:‘U Uze global agent options
=t Storage 5 roup
net‘;\laddsg Full Backup
pubsag :
5G-01 230000000000000000000000001 Eachuiphticlenticldatabase
SGE_10-21-2011 Copy Backup

Same as Full Backup except do not purge log
files

Incremental Backup

Eack up only changes from last backup

Liifferential Backup
EBack up only changes from lazt full backup

Backup 5
Mate: If at least one storage group it

does not uze the “default” backup Backup from Beplica
options, the Exchange database =
level backup zource will be

packaged explicitly when it is

zelected dynamically. I thiz case. if Backup from Active D atabasze
wou add or remove storage groups | v B

¥

B ackup from ductive databasze if backup from
replica fails

Reset All | | ak. | | LCancel | | Apply | | Help

Important! If at least one storage group does not use the *default™ backup options,
the Exchange database level backup source will be packaged explicitly when it is
selected dynamically. In this case, if you add or remove storage groups from

the Exchange server, you must repackage the jobs. For information

about packaging jobs, see the Administration Guide.
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Reset All

The Reset All button resets the options selected back to the default settings for all
of your Exchange Server storage groups.

Specify a backup method and source according to the information in the topic, Data-
base Level Global Options.

For Exchange Server 2010/2013/2016

There are no storage groups in Exchange 2010/2013/2016. You can specify a
backup method for all databases using the *Default* selection.

Agent Options -
Set Backup Opbons For
| | ©octue Methods
] [l Backip method speditied in giobal Agert Options!
dagd-newi Full Barchu
:33\:&: Back up the entire database
dagdbat Capy Backug
- 5pe Gal- 1 e R Copry Backuy

Maiboo: Database 1238636597 Same as Full Backup except da nek purge log files
Maiboe: Catabase 1624203627

Fligdagl Incremental Badwp
Back up only changes from last backuep
Lifferential Badaop

Back up only changes from last Full backup

Eachup Saurce F b datsb, et
Mote: IF ot leoﬂ‘madgtabasc does = e For maibox databass replication
Fot Uze the defaul backup opticas, 7 . e
the Exchangs database lavel bacup [ Use backep source specified in global Agent Options

seurce will be packaged explicthy when
i &= seledied dynamiczlly. In this casa,
wvou add or ramove databases from
tho Exchange servor, wou must
repadkages the jobs. For information
i a b=, b
ﬁﬁ;&ﬂﬁﬂ?ﬂ? oot Choose replica server according to the Exdhange database
copy ackheation preferance

Backup from replica
Backup from acthve F there s got healthy replica avallable

Database Availabiity Group oplions

First prefarred

Last preferrad

Chck. Choose bo specify 2 customized replica sarver prefierance.

Customized praference Chooss
Backup from active dotabase
Raset Al ot Cancel [t Help

Or, you can specify options that are unique to the selected database. Select a mail-
box database from the list on the left and then clear the check mark for Use
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Default Options to activate additional settings.

Set Backup Options For

+Default™

dag3-DE

dag3-newz

dag3-test

dagdboo

dagdbo1

db-special-l@# $7s8()
Mailbox Dakabase 1238638597
Mailbox Database 1624203427
PUEdagl

PUEdagZ

Mote: IF at least one database does
not use the *default* backup options,
the Exchangs database level backup
source will be packaged explicithy when
it is selected dynamically. In this case,
if wou add or remowve databases Fram
the Exchange server, you musk
repackage the jobs. For information
about packaging jobs, see the
Adrninistration Guide.

Agent Options -

Use *Default* Options
Backup Methods

Eull Backup

Back up the entire database
Copy Backup

Same as Full Backup except do not purge log Ffiles
Incremental Backup

Back up only changes From last backup
Differential Backup

Back up only changes From last Full backup

Backup Source for mailbox database replication

Backup from replica
Backup From active if thers is not healthy replica available

Database &vailability Group options

Choose replica server according to the Exchange dakabase
copy activwation preference

First preferred
Last preferred
Click Chacse ta specify a custamized replica server prefarence.

Customized preference Choose...

Backup From active database

Reset all

ok | [ cancel foply

Important! If at least one database does not use the *default* backup options, the
Exchange Server database level backup source is packaged explicitly when it is

selected dynamically.

In this case, if you add or remove databases from the

Exchange Server, you must repackage your jobs. For more information about pack-

aging jobs, see the Arcserve Backup Administration Guide.

Reset All

The Reset All button resets the options selected back to the default settings for all
of your Exchange Server databases.

Specify a backup method and source according to the information in the topic, Data-
base Level Global Options.
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Perform a Database Level Backup

Before you submit a database level backup job, make sure that the Exchange server
databases are mounted on your server and that the Microsoft Exchange Inform-
ation Store and the Arcserve Backup Universal Agent service are running on your
server.

Note: The following steps apply to all versions of Microsoft Exchange Server.
To perform a database level backup

1. From the Arcserve Backup Home Page, select Backup from the Quick Start menu.
The Backup Manager window opens.

2. From the Backup Manager window, select the backup source (storage group, or
databases you want to back up).

3. (Optional) Right-click the backup source and select Agent Option to specify any
options unique to this job. These options override or are combined with applicable
Global Options. For more information, see the topic, Database Level Global
Options.

Note: Always perform a full backup when running the agent for the first time. This
allows you to store a complete set of Exchange Server databases.

4. (Optional) Choose the desired server-side features such as CRC checking, data
encryption, or data compression. For more information, see the Arcserve Backup
Administration Guide.

a. From the Backup Manager window, click the Options toolbar button.
The Options dialog opens.
b. For CRC checking, select the Operations tab.

Enter a check mark in the Calculate and Store CRC Value on Backup Media
option and click OK.

c. For data encryption and compression, select the Encryption/Compression tab.
Set Encrypt data - Select at Agent.

Set Session/Encryption password. You must provide a password to use data
encryption.

Set Compress data - Select at Agent.
d. Click OK.
5. Click the Destination tab and specify a backup destination.
6. Click the Schedule tab.
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If you want to use a Custom Schedule, select a Repeat Method. If you want to use a
rotation scheme, select the Use Rotation Scheme option and set up your scheme.
For more information on scheduling jobs and rotation schemes, see the online help
or the Administration Guide.

Note: If you clear the check mark from the Use globally scheduled backup method
option on the Agent Options dialog, the options in the Backup Method section on
the Schedule tab do not apply. For more information, see Database Level Backup
Global Options.

Click the Submit toolbar button.
The Security and Agent Information dialog opens.

From the Security and Agent Information dialog, ensure that the correct user name
and password are filled in for each object. If you need to enter or modify a user
name or password, click the Security button, make your changes, and then click OK.

Note: Database security is first priority. If database security credentials are not
required, user security credentials take effect.

Click OK.
The Submit Job dialog opens.

From the Submit Job dialog, select Run Now to run the job immediately, or select
Run On and select a future date and time when you want the job to run.

Enter a description for your job.

If you selected multiple sources to back up and want to set the priority in which the
job sessions initiate, click Source Priority. Use the Top, Up, Down, and Bottom but-
tons to change the order in which the jobs are processed. When you finish setting
priorities, click OK.

On the Submit Job page, click OK to submit your job.

In addition to performing a database level backup job, Microsoft Exchange is
enabled to check the database integrity. However, if the database contains a large
amount of log files then checking the database integrity becomes time consuming.
To prevent this from occurring, set the following registry key to skip the integrity:

Set this registry on the Microsoft Exchange Server:

Key: HKEY _LOCAL_MACHINE\SOFTWARE\ComputerAssociates\Arcserve Backup\Ex-
changeDBAgent\Parameters

Value Name: (DWORD) SkipIntegrity

Value:Oor 1
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Note: The value of 1 skips the integrity checking where 0 performs the integrity
checking. This registry applies to Exchange 2007/2010/2013/2016 Agents.

Important! Microsoft does not recommend disabling the DB integrity validation.
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Configure the Agent for Database Level Backup and
Restore

This section describes how to configure the agent for database level backup and
restore on Exchange Server 2007, Exchange Server 2010/2013/2016 installations.

To configure the agent for database level backup and restore

. From the Windows Start menu, select All Programs, Arcserve, Arcserve Backup, and
Backup Agent Admin.

The Arcserve Backup Agent Admin dialog opens.

. From the drop-down list, select Arcserve Backup Exchange Server Agent and click
Configuration.

The Configuration dialog with the Exchange Database Level tab selected opens.

Important! The options displayed on the Configuration dialog vary based on the ver-
sion of Exchange that you are using in your environment.

. Specify the following options as necessary:

Note: The options listed below apply to Exchange Server 2007, and Exchange
Server 2010/2013/2016 systems, unless otherwise noted.

" Log Detail Level--Do not change this value unless directed by a trained Arc-
serve Customer Support technician. This option specifies the level of detail on
the debug trace and log in the log location you specify. The default Debug
Level value is 1 and the supported range is between 0 and 5.

® Single log file size--This option specifies the maximum size of a single log
file. After the file reaches the specified maximum file size, a new file is cre-
ated.

Note: The default value for this option is 200 MB.

" Max log files--This option specifies the maximum number of log files. After
the maximum number of log files reaches this value, the oldest log file is
deleted and a new log file is created.

Note: The default value for this option is 50.

® Retry Counter--If an Exchange backup API error or time out occurs while try-
ing to retrieve data from the Exchange server, this option lets you control the
number of times you want to retry. The default Retry counter value is 2 and
the supported range is between 0 and 10.

" Retry Delay--If an Exchange backup API error or time out occurs while trying
to retrieve data from the Exchange server, this option setting lets you control
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the delay between retries. The default Retry Delay value is 20 and the sup-
ported range is between 0 and 60.

" Log Locations--Specifies the path to the log file.

Path for creating recovery storage group--If the Recovery Storage Group
(RSG) needs to be created during the restore operation, specify the path to
the RSG.

Note: This option affects only Exchange Server 2007 systems.

® Path for creating recovery database--If the Recovery Database (RDB) needs
to be created during the restore operation, specify the path to it.

Note: This option applies to Exchange Server 2010/2013/2016 systemes.
4. Click OK.

The database level options are saved.
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Database Level Data Restore

The following sections include information on the prerequisites you must meet
before you perform a restore, the features that the agent offers when restoring
from a Database Level backup, and the procedure for how to perform a restore:

" Database Level Restore Prerequisites

" Database Level Restore Sets

® Database Level Restore Options

® Database Level Restore Options Selection
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Database Level Restore Prerequisites

Before you restore data, and to prepare your Exchange server, you must complete
the following prerequisite tasks:

" Dismount the restore destination databases.

Note:You can dismount databases automatically using the agent option, Auto-
matically dismount database before restore. For more information on this
option, see Database Level Restore Options.

" Enable This database can be overwritten by a restore.

Note: You can also enable this by using the agent option, Allow database to be
overwritten by restore. For more information on this option, see Database
Level Restore Options.

® Ensure that all required Exchange Server services are running on the Exchange
server.

® Ensure the following requirements are met according to your version of
Exchange Server:

— For Exchange Server 2007 -- Ensure that the agent is installed on the
same system as the Exchange Server and that the Arcserve Backup
Universal Agent Service is running on that system.

Important! Do not use the tilde special character (~) in Storage Group
names or the Recover Storage Group job may fail.

— For Exchange Server 2010/2013/2016 -- Ensure that the agent is
installed on the same system as the Exchange Server that is to be used as
the backup source and that the Arcserve Backup Universal Agent Service
is running on that system.
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Database Level Restore Sets

When you back up an Exchange Server 2007, each storage group you selected to
back up is saved on media as an individual session. When you back up an Exchange
Server 2010/2013/2016 server, each database you selected to back up is saved on
media as an individual session. To restore an Exchange server, you must restore all
of the sessions that, when combined, completely restore the backed up object.
These sessions are called your restore set.

The number of sessions in your restore set depends on the backup methods you
used:

® |f you backed up using only the full backup method, your restore set includes
only this full session.

® |f you backed up using both full and incremental backups, your restore set
includes your full session and at least one, but up to as many incremental ses-
sions as you want to include. For example, in the following backup scenario,
your restore set can be full and incremental 1, full and incremental 1 and 2, full
and incremental 1, 2, and 3, or full and incremental 1, 2, 3, and 4:

Full Incremental 1 | Incremental 2 [Incremental 3 |Incremental 4

® |f you backed up using both full and differential backups, your restore set
includes your full session and one differential session. For example, in the fol-
lowing backup scenario, your restore set can be full and differential 1, full and
differential 2, full and differential 3, or full and differential 4:

Full Differential 1 Differential 2 Differential 3 Differential 4

After you determine your restore set, the entire set must be selected when you sub-
mit the restore job. When using the Restore by Tree method, select the last incre-
mental or differential session in your restore set and the agent will automatically
include the full session for you.

To select restore sets in the Restore Manager

From the Arcserve Backup Home Page, select the Restore Manager from the Quick
Start menu.

. When the Restore Manager opens, select Restore by Tree in the drop-down box
below the Source tab.

Expand the server that has the Information Store that you backed up, select the
Information Store, Storage Group, or database object, and select a Recovery Point
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session. Choose a backup date and then select a Recovery Point for that date. If
your restore set includes incremental or differential backups, select the last incre-
mental or differential backup in the set and the agent will automatically include the
full backup for you.

. Set your restore options, specify a destination, and submit the job.

Note: If you use Restore by Session rather than Restore by Tree, you must repeat
Steps 1 to 4 for each session in your restore set.
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Database Level Restore Options

When you create a restore job, you can specify restore options to customize the
job. The following topics describe the options available to each version of Exchange

Server:

® Exchange Server 2007 Database Level Restore Options

® Exchange Server 2010 Database Level Restore Options

® Exchange Server 2013/2016 Database Level Restore Options
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Exchange Server 2007 Database Level Restore Options

The Backup Agent Restore Options dialog displays the default options for a full
backup session.

Backup Agent Restore Options -

Select restore optionz for your Exchange databaze
restore ioh

Autamatically dizmount databases of destination Storage
Group befare restare

Alloww databazes of destination Storage Group to be
oveEnaTitien

Automatically restore neceszan previous seszions for
incremental and differential restore

R eztore to Recovery Starage Group

Lazt Backup Set Optionz
Run recoveny after restore
Mount databaze after restare

[ ] Restore selected maiboses to live database
from Recovery Storage Group

To zet mailbox level restore

optiong, click “Advanced Options" Advanced Dptions

| ok | | Cancel | | Help |

Note: For full backup sessions, the option, Automatically restore necessary previous
sessions for incremental and differential restore, is disabled by default. For incre-
mental and differential backup sessions, the option is selected and enabled by
default.

Automatically dismount databases of destination Storage Group before
restore--To prepare your Exchange server before you restore, you must dismount
the database stores within all storage groups that you want to restore. To do this
automatically, enable this option. For information on how to dismount databases
manually, see Database Level Restore Prerequisites.

Allow databases of destination Storage Group to be overwritten--Before you
restore, to prepare your Exchange server, you must allow each database store in
the Storage Groups you want to restore to be overwritten. To do this automatically,
enable this option. For information on how to do this manually, see Database Level
Restore Prerequisites.
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® Automatically restore necessary previous sessions for incremental and dif-
ferential restore--This option applies to incremental and differential sessions
only.

— When you enable this option for incremental session restores, the last full
backup session and necessary incremental backup sessions will be
restored in sequence.

— When you enable this option for differential session restores, the last full
backup session will be restored before restoring the selected session.

" Restore to Recovery Storage Group--This option lets you restore the data-
bases to the Recovery Storage Group (RSG). When you select this option you
can specify a path to the RSG using the Backup Agent Admin utility. Through the
Backup Agent Admin, the agent creates a subdirectory to the path specified for
the RSG labeled as follows:

\RSG_<Original SG Name>
The variable <Original SG Name> represents the name of the source storage
group.
Notes:
— For more information about using the Backup Agent Admin to specify the

path for the RSG, see Post-installation Tasks on Exchange Server 2007 Sys-
tems.

— If the RSG already exists in a different path, or the existing RSG rep-
resents a different storage group, the agent removes the existing RSG
and recreates it for the destination storage group.

— The contents of the subdirectory “\RSG_<Original SG Name>" will be
emptied before the agent creates the Recovery Storage Group.

Last Backup Set Options

" Run recovery after restore--Enable this option when you want to run recovery
after the restore is completed.

— If you are restoring a set, use this option only when you are restoring the
last backup in the set.

— If this option is not selected, the database is left in an intermediate state
and is not yet usable but is ready for a subsequent differential or incre-
mental restore.

— If you are restoring data to its original location, all of the existing logs
will be played back into the database during the recovery process. This
process ensures that the databases will be restored to the current point
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in time. However, if the existing logs are corrupt or not in sequence, the
recovery will fail.

Note: If you want to restore the storage group to the point of the last backup,
you can use the Restore files to their original location restore method and do
the following:

1. Dismount all of the databases in the storage group.

2. Delete or move the existing log files and the .chk file for the storage
group to a different location.

3. Restore the storage group using the Run recovery after restore option.
4. Perform a full backup of the storage group.

Note: To ensure that subsequent differential and incremental backups
are properly sequenced with the last full backup, you must perform a full
backup of the storage group at this time. If you do not perform a full
backup at this time, your attempts to restore the subsequent differential
and incremental backups will fail.

®" Mount database after restore--Instructs Exchange Server to mount the data-
base after the restore is completed. If you would rather manually mount your
database, disable this option.

" Restore selected mailboxes to live database from Recovery Storage Group--
You can enable this option only if the Restore to Recovery Storage Group option
is selected. This option lets you browse the restore source down to the mailbox
level and select individual mailboxes as the restore source. When you restore
data with this option enabled, the agent restores the entire database to the
recovery storage group (RSG), and then restores the selected mailboxes to their
original mailbox location from the RSG. The original mailbox is the mailbox
that contains the same GUID as the source mailbox.

You can also use this option with respect to Dial Tone restore strategies for dis-
aster recovery on Exchange systems. Dial Tone restore is a process that lets you
restore email service to users quickly and then restore the users' previous data.
For more information about Dial Tone restore strategies, see the Microsoft
TechNet web site.

For more information, see How to Select Restore Source Objects.

® Advanced Options--When you click this button, the Restore Mailbox Options
dialog opens.

Important! The Advanced Options button is available only if the Restore selec-
ted mailboxes to live database from Recovery Storage Group is selected.

Advanced Options
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The Restore Mailbox Options dialog contains three properties sheets that let you
configure advanced options that apply to how Arcserve Backup restores mailboxes.
From the Restore Mailbox Options dialog, you can perform the following tasks:

® Configure Restore Options
® Configure Folder Filters
® Configure Message Filters
Restore Options
The Restore Options properties sheet contains the following fields:

" Global Catalog Server Name--The name of the global catalog server to use for
searching for the target mailbox.

Note: If you leave this field blank, the default global catalog server will be used.

" Maximum number of bad items--Specifies the number of corrupted items in a
mailbox to skip before the exporting mailbox operation fails. The default value is
0.

® Maximum number of threads--Specifies the maximum number of threads to
use for the restore. The default value is 4.

® Target Folder--Identifies the mailbox folder to which all data will be restored.
Notes:
— If you specify a target folder, all other folders will remain unchanged.

— If you do not specify a target folder, all data is restored to its original loc-
ation.

— If you are restoring messages to their original folder, Arcserve Backup will
not restore messages that exist in their original folder.

Folder Filters
The Folder Filters properties sheet contains the following fields and buttons:

® Choose Filter Type--Specifies whether you want the specified folders to be
excluded or included during mailbox export.

® Full path of folder for filtering--Specifies the list of folders to include or
exclude during the mailbox export.

® Specify a path--Specifies the path of the folder filter.

Note: All folder paths must be preceded by the backslash "\" character.
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Restore Options  Folder Filters I Meszage Flms]

Choose Filter Type:

IE:-:cIude - |

Specify the path Full path of folder for fikeing (for example:\Inbox\Sublnben}

Rﬂtexample add |

VolderQ01 d
Folder list ———1ifolder002 "—I

® Add a path--Click Add to add the specified folder to the folder list.

Note: To remove a folder from the folder list, select the folder from the list and
then click Remove.

Message Filters

The Message Filters properties sheet contains the following fields and buttons:
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Restore Mailbox Option -

Restore Options ] Folder Filters ?__[‘g’_l_@_gg_g_gg_ﬁi!!:_g _____ ' l

Inzlude Filters for meszages
Subject Content
| Add | |Flem|:we| | Add | |Hemu:we|
Attachement All Content
| | |
| Add | |F|em-:|'-.fe| | Add | |Hemn:|ve|
Start Time: End Time:
1/ 11380 B+ | | 11208 EM
12:00:00 Ak - 12:00:00 Abd -
Locale
|[.-’-'-.II Languange | 'V|

|Set #z Defaulk Filker | | Ik | | Cancel | | Help

Keywords

You can filter messages using a keyword contained in the subject, content, and
the attachment file name. Click Add to add the keyword to the keyword list. To
remove a keyword, select the keyword and then click Remove.

® Subject filters--Specifies the keyword filters for subjects of items in the source
mailbox. This filter will find the search string even if it is part of a word.

Note: This filter is not a whole-word search.

® Content filters--Specifies the keyword filters for the message bodies of items in
the source mailbox. This filter will find the search string if it is part of a word.

Note: This filter is not a whole-word search.

= Attachment filters--Specifies the keyword filters for attachment file names of
messages in the source mailbox. If an Attachment filter string matches a word
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or part of a word in one of the message attachment file names, the message
will be restored.

Note: Keyword filters for messages can be classified as include filters. Filters of
this type let you restore only the messages that satisfy the filter search criteria.
Therefore, if the filter search criterions for subject, content, and attachment fil-
ters are all satisfied, the message will be restored.

Start Time and End Time

Specifies the start date (and time) and end date (and time) of messages that
you want to filter and export from the source mailbox. Only messages in the
mailbox with received dates that are after the start date and before the end
date will be exported. The start date must precede the end date.

Locale

Use the Locale filters to specify source message locale. Only messages with the
specified locale are restored.
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Exchange Server 2010 Database Level Restore Options

The Agent Options dialog displays additional options for Exchange Server 2010. The
options selected on the dialog are the default options for a full backup session.

Agent Opltions |

Select restore options for your Exchange database restore job

¥ automatically dismount destination databases

v allow destination databases ko be owerwritten

r Automatically restore necessary. previous sessians For
incremental and differentiall restore

v Restore to Recovery Databases

[ Restore logs only

—Last Backup Set Cptions
v Fun recovery afker restore
¥ Mount database after restore

[V Restore selected mailboxes ko live database
from Recovery Database

To set mailboy level restore
opkions, dick "&dvanced Options"

(0] 4 Cancel Help

The options are similar to those for Exchange Server 2007, with the following dif-
ferences to support Exchange Server 2010:

Restore to Recovery Database

This option lets you restore data to the recovery database. It is disabled when
restoring public folders because public folders cannot be restored to the recov-
ery database. If you enable this option, you are prompted at job submission to
create a new recovery database or select an existing one.

When the Restore to Recovery Database option is enabled, you can choose to
restore to existing Recovery Databases or let the Agent create Recovery Data-
bases at the location you specify.

When you are restoring a mailbox database to a Recovery Database in Data-
base Availability Group (DAG) environments, you are prompted to choose a
physical node, and to choose whether to create or overwrite an existing RDB.

Restore log files only
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This option is available for full and copy backup sessions only. It is not selected
by default.

Advanced Options -- Message Filters

The Message Filters tab contains the following fields:

Restore Mailbox Option -
Reskare Options ] Falder Filters ;

Include Filters for meszages

Subject Content

| Add | |Fiem|:|ve| | Add | |Fiem|:|ve|
|.-’-'-.ttau:hement | |.ﬂ'-.II Content |

| Add | |Flem|:|\-'e| | Aadd | |F|emu:we|

Start Tirne: End Tirne:

1/ 11380 B [ 17 10200 EM
12:00:00 Ak - 12:00:00 Ak -
Locale
|[.-'1‘-.II Language | V|

| Set as Default Filker | | I, | | Cancel | | Help

Subject filters

Use Subject filters to specify the keyword filters for subjects of items in the
source mailbox. This filter finds the search string if it is part of a word. Sub-
ject filters are not whole-word searches.

Content filters
Content filters specify the keywords for message bodies and attachments of

items in the source mailbox. This filter finds the search string if it is part of a
word. Content filters are not whole-word searches.
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Sender filters

Use the Sender filters to specify the keyword for messages in the source mail-
box sent by a specific person.

Attachment filters

Use Attachment filters to specify the keywords for attachment file names of
messages in the source mailbox. If an Attachment filter string matches a
word or part of a word in one of the message attachment file names, the
message is restored.

All Content filters

All Content filters specify the keywords for the subject, message bodies and
attachments of items in the source mailbox and finds search strings if they
are part of words.

Recipient filters

Use the Recipient filters to specify keywords for messages in the source mail-
box sent to a specific individual.

Start and End Times

Use the Start and End Time filters to specify the start date or time and end
date or time of messages that you want to export from the source mailbox.
Only messages in the mailbox received after the start date and before the

end date are exported. Start dates must precede end dates.

Locale

Use the Locale filters to specify source message locale. Only messages with
the specified locale are restored.

These filters can be classified as Include filters. Include filters let you restore
only the messages that satisfy the filter search criteria.
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Exchange Server 2013/2016 Database Level Restore
Options

The Agent Options dialog displays additional options for Exchange Server
2013/2016. The options that are selected on the dialog are the default options for a
full backup session.

Agent Oplions E |

Select restore options for your Exchange database restore job
v Auromatically dismount destination databases

¥ allow destination databases to be overwritken

r Automatically restore necessary. previous sessions for
incremental and differential restore

v Restore to Recovery Databases

™ Restore logs only

—Last Backup Set Options
v Fun recovery after restore
¥ Mount database after restore

v Restore selecked maiboxes to live database
from Recovery Database

To set mailboy level resktore
options, click "Advanced Cptions"

(o] Cancel Help |

The options are similar to the Exchange Server 2010 options, with the following dif-
ferences to support Exchange Server 2013/2016:

Advanced Options

When you click the Advanced Options button, the Restore Mailbox Option dialog
opens. The Restore Mailbox Option dialog contains two tabs that let you configure
advanced options on how Arcserve Backup restores mailboxes.

® Restore Options
" Folder Filters

Note: For a detailed description, refer to the Exchange Server 2013/2016 New-Mail-
boxRestoreRequest article from the http://technet.microsoft.com website.

Restore Mailbox Option -- Restore Options
The Restore Options tab contains the following fields:

Source root folder
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Specifies the root folder of the mailbox from where the data is restored.
Note: If this field is left blank, then all folders are restored.

Target root folder
Specifies the top-level folder where the data is restored.

Note: If this field is left blank, then all folders are restored to the top of the
folder structure in the target mailbox or archive. The content is merged
under the existing folders and the new folders are created when they do not
exist in the target folder structure.

Conflict resolution

Specifies the following values for the Microsoft Exchange Server 2013/2016
Mailbox Replication Service (MRS) to select from when there are multiple
matching messages in the target:

+ KeepSourceltem (default)
+ Keeplatestltem
+ KeepAll

Copy associated message

Specifies whether associated messages are copied when a request is pro-
cessed. Associated messages are special messages that contain hidden data
with information about rules, views, and forms. This parameter accepts the
following values:

+ DoNotCopy (default)

+ MapByMessageClass--This option lets you search for the corresponding
associated message with the MessageClass attribute of the source mes-
sage. If the associated message contains the MessageClass attribute in
both source and target folders, then the associated message in the tar-
get is overwritten. If the associated message is not in the target, then a
copy of the message is created in the target.

+ Copy--This option copies associated messages from the source to the
target. If the same message type exists in both the source and the tar-
get location, then the associated messages are duplicated.

Note: Content filtering does not apply to associated messages.
Target is archive
Specifies that the content is restored to the target mailbox archive.

Exclude dumpster
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Specifies whether to exclude the Recoverable Items folder or not. You do not
have to include a value with this parameter. If you do not specify this para-
meter, the Recoverable Items folder is copied with the following subfolders:

+ Deletions

+ Versions

+ Purges
Bad item limit

Specifies the number of bad items skipped when the request encounters cor-
ruption in the mailbox. When not skipping bad items, use value 0. The valid
input range for this parameter is from 0 through 2147483647. The default
value is 0.

Note: Keeping the default value 0 is recommended. Only change this para-
meter value if the request fails. When you set this parameter to 50 or higher,
the command fails and you receive a warning message:

"Please confirm your intention to accept a large amount of data loss by spe-
cifying AcceptLargeDataloss."

If you receive this warning message, run the command again and use the
AcceptLargeDataloss parameter. Any corrupted items become unavailable
after the process is complete and no other warnings appear.

Large item limit

Specifies the number of items skipped in the mailbox because these items
exceed the item size limit for the target mailbox database. When not skip-
ping any large items, use the value O.

Note: If you set the LargeltemLimit parameter to 51 or higher, it is required
to include the AcceptlLargeDataloss parameter.

Accept large data loss

Specifies that a large amount of data loss is acceptable if the BadltemLimit is
set to 51 or higher. Items are considered corrupted if the item cannot be
read from the source database or the item cannot be written to the target
database. The corrupted items results to being unavailable in the destination
mailbox or .pst file.

Priority

Specifies the priority of the mailbox restore request. Select one of the fol-
lowing values:

+ Emergency

+ Highest
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+*

*

Higher
High
Normal
Low
Lower

Lowest

Workload type

Specifies the type of restore request that is based on the type of Exchange

deployment or the purpose of the restore request. Select one of the following

values:

+*

*

*

+*

*

None

Local
Onboarding
Offboarding
TenantUpgrade
LoadBalancing

Emergency

Name prefix

Specifies the prefix of the restore request for tracking and display purposes.

Note: If you do not specify a name prefix, then Microsoft Exchange Agent

automatically generates a default name (Timestamp + Mailbox GUID).

Restore Mailbox Option -- Folder Filters

The Folder Filters tab lets you exclude or include specific folders during a

restore request by clicking Add or Remove.
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Database Level Restore Options Selection

When to use Database Level Restore options depends on your restore set. The fol-
lowing tables describe when to use each restore option. If you restore using the
Restore by Tree method, the correct restore options are automatically applied for
you. If you restore data using Restore by Session, use the following information to
determine when to use each option.

Table legend
" N -- You are not required to enable the option
" Y -- You must use the option
® Y/N -- You may, but are not required to enable the option

To read the tables, consider the heading first, and then the column headings for
each option.

If your restore set contains incremental backups:

Ful-{Intermediate Incre-|Last Incre-
Type

| |mental mental
Run Recovery after restore

N |N N
(2007/2010/2013/2016)
Mount database after restore N [N Y/N

If your restore set contains differential backups:

Type Full |Differential
Run Recovery after restore (2007/2010/2013/2016) N N
Mount database after restore N Y/N

If your restore set is a full backup:

Type Full
Apply existing logs Y/N
Run Recovery after restore (2007/2010/2013/2016) N

Mount database after restore Y/N
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Selecting Database Restore Sources and Destinations

This section contains the following topics:

How to Select Restore Source Objects

How to Select Restore Destinations

Supported Database Restore Destinations by Version

Set the File System Path Manually When Restoring Data to a Windows File System
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How to Select Restore Source Objects

The method that you use to select the source that you want to restore depends on
the methods used to back up the sessions.

® Select individual mailboxes from Full and Copy Backups (only Exchange
Server 2007, 2010, 2013,and 2016), and Incremental and Differential
Backups (only Exchange Server 2010, 2013, and 2016)

When the options Restore selected mailboxes to live database from Recovery
Storage Group or Restore selected mailboxes to live database from Recovery
Database is selected, you can browse the restore source down to the mailbox
level and select the individual mailboxes as the restore source, as illustrated by
the following screen:

=0 ﬁ Session 00029 : YWE12-3 ( 0.0.0.0 Ndbaexdbyss) Third Storage Group
=-0 ﬁj Third Storage Group
#-H [ Logs
= (3 5G3MDB1
Iu | ,:ﬂ Eric Albert
- I ) Jack Smith
- B Jason Lee

= Select Partial Storage Group (only Exchange Server 2007)

When you are restoring the full or copy session, the default restore options let
you select a storage group, database, or logs to restore. If at least one database
is selected, the logs are selected automatically, as illustrated by the following
screen:

=-d Iﬁj Second Storage Group
|

[3 Logs
[+ O {3 Public Folder Database
ol 5 5GE2MDEY

Note: Even if you only select some databases of the storage group to restore,
all the databases of the storage group will have to be dismounted before
restore.

® Select Incremental and Differential sessions

When you are restoring incremental or differential backup sessions of
Exchange Server 2007, you can select only the entire storage group because
the incremental and differential backup sessions contain only log files. When
you are restoring incremental or differential backup sessions of Exchange
Server 2010, 2013, or 2016, you can select the entire database to restore or
select the individual mailboxes.
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How to Select Restore Destinations

When restoring a database level backup, you can restore data to its original loc-
ation (default) or you can restore data to an alternative location.

Use the option, Restore files to their original location, only when you want to
restore data to the exact location that you backed up from and the hierarchy of the
server has not changed.

For all other scenarios, you must restore data to an alternative location.

Note: The restore target Exchange Server must be the same version as the source
Exchange Server.

" For Exchange Server 2007, 2010, 2013, and 2016 -- To restore data to an
alternate destination, the Restore Manager must communicate with the
Exchange agent on the target server so that it can browse for Exchange objects.
You can enter the agent backup account by right-clicking the Microsoft
Exchange Server - Database Level. On the agent side, if the agent backup
account is not provided, the machine user account is used instead. Restore des-
tination browsing can be down to the database level.
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Supported Database Restore Destinations by Version

You can restore to alternative locations such as a different server, storage group,

database or Windows file system. When you restore to an alternative location, the

destination you can select depends on the source you select. The following chart

lists the source objects you can select and their supported destinations.

For Exchange Server 2007

Source Objects

Supported Destinations

More than one storage
group

Microsoft Exchange Server - Database Level. In this case, the stor-
age groups and databases with the same names as the sources
must exist at run time on the destination server or the restore job
fails.

Windows File System

One entire storage
group, or more than
one database in a stor-
age group

Microsoft Exchange Server - Database Level. In this case, the stor+
age groups and databases with the same names as the sources
must exist at run time on the destination server or the restore job
fails.

A storage group -- In this case, the databases with the same
names as the source must exist at run time or the restore job fails.

Windows File System

One database

Microsoft Exchange Server - Database Level. In this case, the stor
age groups and databases with the same names as the sources
must exist at run time on the destination server or the restore job
fails.

A storage group -- In this case, the databases with the same
names as the source must exist at run time or the restore job fails.

A database -- If a mailbox is restored to a public folder database or
a public folder database is restored to a mailbox, the restore job
may fail at run time.

Windows File System

Logs

Microsoft Exchange Server - Database Level. In this case, the stor
age groups and databases with the same names as the sources
must exist at run time on the destination server.

A storage group.

Windows File System

Note: If you select multiple sources to restore, you must select a destination that

supports all sources.

For Exchange Server 2010/2013/2016
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Alternative locations can be a different server or database. It can also be a Win-

dows file system. When restoring to an alternate location, the destination you can
select depends on the source you select.

Source L.
. Supported Destinations
Objects
Microsoft Exchange Server - Database Level - In this case, the databases with
More than . . o
the same names as the sources must exist at run time on the destination
one data- . .
server, or the restore job fails.
base ) .
A Windows File System.
Microsoft Exchange Server - Database Level - In this case, the database with
the same name as the source must exist at run time on the destination server
One data- |or the restore job fails.
base A database - If a mailbox is restored to a public folder database or a public
folder database is restored to a mailbox, the restore job may fail at run time.
A Windows File System.
Microsoft Exchange Server - Database Level - In this case, the databases with
the same names as the sources must exist at run time on the destination
Logs server.
A database.
A Windows File System.
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Set the File System Path Manually When Restoring
Data to a Windows File System

(For Exchange Server 2007, 2010, 2013, and 2016) -- If you want to restore data to
a Windows file system, you must select the Exchange database level agent in the
Restore Manager Window. When you select this agent, the path to the target sys-
tem appears in the Destination field. To complete the path to the Windows file sys-
tem, enter the path to the file system into the Destination field immediately after
the name of the target system.

To set the path manually when restoring data to a Windows file system
1. Open the Restore Manager and select the destination tab.
2. Clear the check mark from the Restore files to their original location(s) option.

3. Expand the Windows Systems or Exchange Organization object and browse to the
target system that you want to restore the data to.

Expand the target system and select the Microsoft Exchange Server - Database
Level object.

Arcserve Backup automatically populates the Destination field with the following:
For Exchange Server 2007, use:

\\<server name>\dbaexdbvss

For Exchange Server 2010/2013/2016, use:

\\<server name>\dbaedbvss

4. Enter path to the file system directory, for example c:\Temp.
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Source Schedule

[ Restore files ta their onginal location(z)

I YWWSERVER-EXO7E \dbaexdbieshe: Temps

—ight NAS Servers
qfi Mac 05 8 Systems

mfi MIE Linuy: Syskems
s AS400 Systems
1# WS Systems
=% Windows Systems
gEJ SERVYER-BASET [0.0.0.0]
g SERVER-0BMOTES [0.0.0.0)
#-LJ SERVER-EX03EC (0.0.0.0.)
EHQ SERVYER-EXOFEC [0.0.0.0)
»JD Microsoft Exchange Server - Document Level

F#-[5] Microsoft Exchange Server - Database Level

Fl-i Mebwark
H- Exchange Organization

()

=+

Note: If the file system directory does not exist on the target system, Arcserve
Backup creates the directory that you specified for you (for example, c:\Temp).

When restoring Exchange Server 2007, the agent creates one subdirectory for each
storage group under the specified destination at restore time labeled as follows:

\<original storage group>
Where <original storage group> represents the name of the source storage group.

For example, the path to restore the storage group named "First Storage Group" is
as follows:

c:\ExchTemp\First Storage Group

When you restore a full or copy backup to a file system, the agent empties the con-
tents of the target folder before the restore operation starts. For example, when

you restore a full backup or copy backup of a storage group named "First Storage
Group," the agent empties the following directory:

c\Temp\First Storage Group

When restoring Exchange Server 2010/2013/2016, the agent creates on sub-
directory for each database under the specified destination at the restore time,
labeled as follows:

\<original database>

Where <original database> represents the name of the source database. For
example, the path to restore the database named "mailbox database 123" is as fol-
lows:

c\Temp\mailbox database 123
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When you restore a full or copy backup to a file system, the agent empties the con-
tents of the target folder before the restore operation starts. For example, when
you restore a full or copy backup of a database named "mailbox database 123", the
agent empties the following directory:

c\Temp\mailbox database 123

After you specify the file system as the restore destination, Arcserve Backup applies
the following options at run time to the restore operation (if specified):

® Run recovery after restore.

® Automatically restore necessary previous sessions for incremental and dif-
ferential restore.

Note: Arcserve Backup ignores all other restore options at run time when restoring
data to a Windows file system.
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Perform a Database Level Data Restore

To perform a database level data restore on an Exchange Server database
. From the Arcserve Backup Home Page, select Restore from the Quick Start menu.
The Restore Manager window opens.

. From the Restore Manager window, select Restore by Tree in the drop-down box
below the Source tab.

Note: Both Restore by Tree and Restore by Session restore methods are supported
for Database Level restores.

. From the directory tree, do one of the following, depending on the version of
Exchange Server you are running:

— For Exchange Server 2007, expand the Windows System or Exchange Organ-
ization objects.

— For Exchange Server 2010/2013/2016, expand the Exchange Organization
object.

Further expand the server that contains the database you backed up and select the
database object.

. If the most recent backup is not the backup you want to restore, select a Recovery
Point session to restore. Select a date and then choose a recovery point from that
date.

Note: If you are using a restore set, you must restore the entire set in the order
that it was backed up. If your restore set includes incremental and differential
backups, select the last incremental or differential backup in the set and the agent
will automatically include the full backup for you (applies to Restore by Tree only).
For more information on restore sets, see Database Level Restore Sets.

. Right-click each storage group object (For Exchange Server 2007) or Database
object (Exchange Server 2010/2013/2016) you are including in this job and select
Agent Option to select backup options. For more information about restore options,
see Database Level Restore Options.

. Click the Destination tab. You can restore the database objects to their original loc-
ation (default) or you can restore the database objects to an alternative location.

Note: For Exchange Server 2007, you can select to restore to the Recovery Storage
Group, a specialized storage group you can use in addition to the regular storage
groups in Exchange Server. For more information on the Recovery Storage Group,
see Exchange Server 2007 Database Level Restore Option.
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Perform a Database Level Data Restore

If you want to restore to an alternative location, clear the check mark from the
Restore files to their original locations check box, expand the server you want to
restore to, and select the destination object.

Click the Submit toolbar button.

If you are restoring to an alternative location, when the Security dialog appears,
enter the user name and password for the destination server and click OK.

Note: Arcserve Backup does not support logging into systems with passwords that
are greater than 23 characters. If the password on the system you are attempting
to log into is greater than 23 characters, you must modify the password on the
agent system such that it is 23 characters or less, and then you can log into the
agent system.

When the Session User Name and Password dialog opens, verify or change the user
name and password for the destination Exchange Server. To change the user name
or password, select the session, click Edit, make your changes, and then click OK.

Note: The user name must be entered in the following format:
DOMAIN\USERNAME
Click OK.

When the Submit Job dialog opens, select Run Now to run the job immediately, or
select Run On and select a future date and time when you want the job to run.

Enter a description for your job and click OK.
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Chapter 5: Performing Document Level Backups and
Restores

This section contains the following topics:

How Document Level Backup Works ... oo,

Document Level Backup and Restore Benefits

Document Level Views in the Backup Manager

Backup Agent Service Account Requirements for Document Level Backup and
Restore

Document Level Backup

Exchange Granular Restore Utility ... oo .

Document Level Data Restore
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How Document Level Backup Works

Document level backup is the most powerful and flexible backup type. It offers
advanced configuration options, performs folder level backups and message level
restores, and supports advanced filtering during backup. It also maximizes per-
formance and flexibility by supporting complete messaging single instance storage
(SIS), multi-threading, and by offering the most granular level of restore.

You should use document level backup and restore when you want the flexibility to
restore individual objects, such as a mailbox, folder, or a single message. Docu-
ment level backup and restore can also be used to simplify many administrative
tasks, such as auditing, migration, pruning, and aging. With document level backup
and restore, you can back up many messaging objects including posts, tasks, notes,
journal entries, mail messages, events, appointments, meeting requests, and con-
tacts.

Note: The agent does not support backing up Microsoft Exchange Online Archiving
data and Microsoft Personal Archives at document level granularity. Microsoft
Exchange Online Archiving is a process of archiving Exchange Server 2010 SP1 and
later mailbox data to cloud-based storage locations. Personal Archives is Microsoft
Exchange Server 2010 and later functionality that lets Exchange users create per-
sonal archives of their Exchange Server data. For more information about
Microsoft Exchange Online Archiving and Personal Archiving, see the Microsoft
website.

In addition to document level backups, you should perform database level backups.
Database level backup is the fundamental backup for your Exchange Server, and
you should always use it regardless of whether you use one of the other granular
backup types. You can use database level backups to restore Exchange Server in the
event of a system failure, database corruption, or disaster recovery situation.
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Document Level Backup and Restore Benefits

Document level backup and restore offers many benefits, including:

" Complete Messaging Single Instance Storage--Traditional Brick level backups
scan an Exchange Server mailbox-by-mailbox. They back up copies of individual
message bodies and attachments as they arrive, without any regard for data
that may have been backed up already and without accounting for the
Exchange Server's ability to store only one copy of an attachment when it is
sent to multiple people. This results in decreased speed and performance.

Document level backup and restore solves this problem by providing complete
single instance storage backups of attachments and message bodies. Document
level backup checks to see whether each attachment and message body has
already been backed up and backs up only one copy.

® Push Agent Technology--Document level backup uses push agent technology
to increase the efficiency of your backup jobs by processing the data at the
remote client workstations rather than processing it all from the Arcserve
Backup host server. This offloads the system resources from the Arcserve
Backup host server and minimizes network traffic.

Push agent technology operates on a "per job" request, which means the host
server sends an entire list of files to the remote client at one time. The push
agent then enables the remote client to take an active role in the process by
pushing all of the requested files to the host server. (Without push agent tech-
nology, backup jobs for remote clients operate on a series of "per file"
requests—the host server has to request files from the remote client one file at
a time.)

® Multi Threading--Document level backup lets you take advantage of the full
capacity of multi CPU machines capable of concurrent operations. It does this
by supporting up to 64 threads per storage group and an additional 64 threads
in the public folder store for a maximum of 320 threads. This lets you make the
most of your resources and increases performance. For information on how to
configure the multi-threading settings number of threads and thread priority,
see Configure the Agent For Document Level Backup and Restore.

® Multi Streaming Support--Document level backup lets you take advantage of
the full capacity of multiple drives and high-speed RAID arrays capable of fast
concurrent backups to multiple tapes. It does this by partitioning information
into concurrent streams for parallel backups.
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" Document Level Restore--Document level restore lets you select a storage
group, mailbox database, public folder database, or even a particular doc-
ument for restore.

® Migration Support--Document level backup lets you seamlessly back up and
restore documents, folders, and mailboxes between different versions of
Exchange Server, including Exchange Server 2007, 2010 and 2013. For more
information about the guidelines on how you can restore from different ver-
sions of Exchange Server, see Document Level Restore Locations.

® EnhancedCluster Support--Document level backup offers Active/Active and
Active/Passive cluster support with cross cluster node failover.

For document level operations on Exchange Server 2007 platforms, the agent
supports Cluster Continuous Replication (CCR), Local Continuous Replication
(LCR), and Single Copy Cluster (SCC) environments. For Exchange Server 2010,
the agent supports backing up and restoring Database Availability Groups.

Note: For more information about installing the agent on a cluster, see Con-
figure the Agent to Run on a Cluster.

® Job Continuation--If a job fails to complete, under certain circumstances, doc-
ument level backup can automatically continue where the first job left off. For
information on how to configure job continuation, see Configure the Agent For

Document Level Backup and Restore.

Note: The agent does not support backing up Microsoft Exchange Online Archiving
data and Microsoft Personal Archives at document level granularity. Microsoft
Exchange Online Archiving is a process of archiving Exchange Server 2010 SP1 and
later mailbox data to cloud-based storage locations. Personal Archives is Microsoft
Exchange Server 2010 and later functionality that lets Exchange users create per-
sonal archives of their Exchange Server data. For more information about
Microsoft Exchange Online Archiving and Personal Archiving, see the Microsoft
website.

More information:

Document Level Restore Locations
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Document Level Views in the Backup Manager

Depending on your Exchange Server version, Microsoft Exchange Server — Docu-
ment Level appears in the Backup Manager under the following objects:

" Windows Systems - for Exchange Server 2007 systems
® Exchange Organization - All Exchange Server versions

For Exchange Server 2007 systems, each server can include up to 50 storage
groups. The Public Folders object is treated as a storage group.

For Exchange Server 2010/2013 systems, the storage group object is removed.
Server and Database Availability Group (DAG) objects appear only under the
Exchange Organization.

Note: For Exchange Server 2013, public folder databases no longer exist. Exchange
Server 2013 public folders are now created under the public folder mailboxes
which can reside in one or more mailbox databases.

E| | (h E;:-::::h.aru;le Organization
=) 1 [y SHOS-Ex13%M { 0,0.0.0°)
=0 $ Microsoft Exchange Server - Document Lewvel
- Ll g bulk
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- [_} Microsoft Exchange Server - Database Level

Note: If a mailbox or folder has the character “\” in its name, the character is sub-
stituted with another character in the Backup Manager only for display purposes
(restored data will have the “\” character).

Example: Character Substitution

A folder named a\b\c displays with the character substitution in the Backup Man-
ager.

Note: Exchange Server 2016 Document Level Backups are not supported because
Exchange 2016 does not support connectivity through the MAPI/CDO library.
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Backup Agent Service Account Requirements for Docu-
ment Level Backup and Restore

To perform a document level backup and restore job, your backup agent service
account must meet the following criteria on the Exchange server:

" |t must be a domain account.

®" There must be a mailbox. For Exchange Server 2007, this mailbox must be on
the Exchange server which you plan to back up or restore to. Only users who
have a mailbox on the Exchange Server have access to the document level oper-
ation.

The name of the mailbox must be unique. A unigue name is a name that does
not exist in the organization as a subset of characters in another mailbox name.
For example, if there is a mailbox named Administrator in your organization,
you cannot use the name Admin.

" |t must be a member of the Administrator group.
" |t must be a member of the Backup Operators group.

® On Exchange Server 2007 systems, it must be assigned either the Exchange
Organization Administrator Role or the Exchange Server Administrator Role.

® On Exchange Server 2010/2013 systems, it must be assigned the Exchange
Organization Management Role.

® |f you selected the agent option, Backup Additional User Properties, and then
restore the mailbox with user properties using the options, Create mailboxes if
specified mailboxes do not exist and Create user if not existing, it must be
assigned the Exchange and Domain Admins Roles.

" |t must be assigned the Exchange Server MAPI Owner role on every public
folder you intend to back up and restore because permissions for public folders
can vary. If a lower permission level is assigned, back up or restore may fail or
duplicate items may be restored because the backup agent service account
does not have the permission to delete original documents. The method that
you use to assign Exchange Server MAPI Owner role varies depending on the
version of Exchange in your environment:

Exchange Server 2007 and Exchange Server 2010

To assign this role, use the Exchange Management Shell command add-
publicfolderclientpermission to grant the user Owner access rights.
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Note: If Exchange Server 2010 co-exists in an organization with other Exchange
Server versions, make sure the designated user backup account has a mailbox that
resides on the same version of the Exchange mailbox that is being backed up.
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Document Level Backup

The following sections describe the features that are available when using doc-
ument level backup and restore and describes how to perform a document level
backup and restore:

" Complete Messaging Single Instance Storage

" Browsing Filter

" Document Level Backup Methods

® Specify Document Level Backup Filters

® Multiplexing

" Multistream Option

" Perform a Document Level Backup

" Activity Log Messages

® Configure the Agent for Document Level Backup and Restore
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Complete Messaging Single Instance Storage

To maximize performance during backup, enable the option: Complete Messaging
Single Instance Storage. If you enable this, the agent checks to see if attachments
and messages have already been backed up and then backs up only one copy. This
eliminates the need to back up each time the attachment and message are ref-
erenced and can significantly decrease the size of your backups. For information on

how to enable Complete Single Instance Storage, see Configure the Agent For Docu-
ment Level Backup and Restore.
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Browsing Filter

To minimize the amount of time it may take and the impact on system resources
when browsing extremely large amounts of data, document level backup includes a
browsing filter that lets you reduce the number of items you want to search
through.

More information:

Filter Criteria
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Filter Criteria

The criteria you enter can be any combination of letters and numbers, with or
without a wildcard at the end. If you do not enter a wildcard, the agent performs a
substring search and finds all folders that have the criteria you entered somewhere
in the file name. For example, if you enter “min”, all folders that contain the letters
“min” somewhere in the file name are displayed, such as “Minutes”, “Admin-
istrator”, and “Admin”. If you enter a wildcard at the end of your criteria, the agent
performs a prefix string search and finds only the folders that have the criteria you
entered as the prefix of the file name. For example, if you enter “Admin*”, only the
files that begin with “Admin” are displayed, such as “Administrator” and
“Admin26”.

You can select from the following filters:

® Display only the items that match the following pattern--Enable this to only
display the items that match the criteria you specify.

" Display only the items in the following range--Enable this to select a numeric
range of items to be returned.

® Enable the browsing filter only if there are more items than--The browsing
filter is automatically displayed when there are more than 500 items. Enter a
new number in this field if you want to adjust this numeric threshold.

Note: You can also adjust the numeric threshold by creating a value under the
following registry key:
HKEY_CURRENT_USER\Software\ComputerAssociates\CA ARCserve
Backup\Base\ASMgr\DBAEXSIS

Value Name: MaxItemsDisplayed

Value Type: REG_DWORD
Value Data (Base Decimal):Desired threshold
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Document Level Backup Methods

When you submit a backup job, you must specify a backup method. The backup
method tells Arcserve Backup how you want your data to be backed up. The agent
provides you with the flexibility to select a backup method for your document level
backup job at the Microsoft Exchange Server — Document Level or use a globally
scheduled backup method.
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Document Level Backup Global Options

You may set default backup options for all Exchange Document Level backup jobs
using the Arcserve Backup global backup options.

Global options let you define default settings for bulk jobs and apply to all Exchange
Server versions. However, these options do not take effect if you are using a version
of the Agent for Microsoft Exchange Server earlier than the current release.
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The advantage of selecting a backup method at the document level is that it gives
you the flexibility to use a separate method for the document level backup portion
of your job. You can select from the following backup methods:

Use backup method specified in Global Agent Options

Enabled by default. You must disable this option if you want to set a backup
method at the Document Level. If you do not disable this, you must select a
backup method on the Schedule tab.

Note:lf you do not disable this and select Custom Schedule on the Schedule tab,
there is no difference between the full (Keep Archive Bit) and full (Clear
Archive Bit) backup methods, they both function as full backups.

Full Backup
Backs up all documents.
Incremental Backup

Backs up all documents created or modified since the last full or incremental
backup. If no full backup has been performed, all documents are backed up.

Differential Backup
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Backs up all documents created or modified since the last full backup. If no full
backup has been performed, all documents are backed up.

Time-Based Backup

Backs up all documents newer than or older than a certain point in time. This
point in time can either be a specific date or a number of days prior to when
the job runs. If you select a number of days prior to when the job runs, the
backup period is a moving window that stays relative to the time at which the
job runs.

Note:If you select a specific date, 12:00 AM is the default time used. Arcserve
Backup automatically adjusts for daylight savings when there is a time zone dif-
ference between the server that is running the Arcserve Backup Manager and
the server that has the agent installed.

— Purge documents after backup--Automatically deletes documents after they
are backed up. This is useful for pruning and aging an Exchange server. For
example, you can use this option to back up and delete documents older than
three years, thus reducing the size of your Exchange Server.

Important! This option should be used with caution since it will delete all doc-
uments that were backed up.

As an additional safety feature, you can prevent an agent from pruning an
Exchange server by enabling the Disable Purge Option. For more information on
this option, see Configure the Agent for Document Level Backup and Restore.

More information:

Document Level Backup Methods

Specify Backup Options for a Document Level Backup Job
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Specify Backup Options for a Document Level Backup
Job

When you submit a backup job, it uses Global Options by default. You can override
global options and set unique options for a specific Exchange Server object using
local agent options.

To select a backup method for the Document Level backup job, right-click Microsoft
Exchange Server - Document Level and select Agent Option from the shortcut
menu. The Agent Option dialog opens.

The following are the Document Level Backup Global Options:

® Use globally scheduled backup method

Full Backup
" Incremental Backup
® Differential Backup
" Time-Based Backup
More information:

Document Level Backup Methods
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Configure Agent Settings for Document Level Backups

Before you perform document level backups, you should decrease the maximum
number of threads used by the agent to avoid jobs failing with the AE9609 error. To
do this, change the Arcserve Backup Agent configuration settings on the Exchange
Server.

To configure agent settings
From the Start menu, launch the Arcserve Backup Agent Admin.

Switch to the Agent for Microsoft Exchange. The default view is Client Agent for
Windows. Use the drop-down control on the right to switch to the Agent for
Microsoft Exchange.

Open the Configuration tab.

Click the Document level Agent tab.

Set the Maximum Number of Threads value to 4 or 6.
Save your changes and close tabs.

Restart the Universal Agent service. Click the button on the far left side of the
Backup Agent Admin screen that resembles two gears.

Close the service window.
Close the Backup Agent Admin Window.

You may now perform a backup job.
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Specify Document Level Backup Filters

Document Level backup includes backup filters that give you the flexibility to
exclude specific mailboxes, folders, or attachments from your backup job. In addi-
tion, you can set default filters, useful if you consistently use the same filters and do
not want to have to set them every time you run a Document Level backup job.

To specify document level backup filters

. To select a backup filter, right-click Microsoft Exchange Server — Document Level
and select Filter.

The Backup Filter dialog opens.

. On the Mailbox tab, in the Mailbox Exclude Criteria field, enter the name of the
mailbox that you want to exclude or the criteria that you want the agent to use to
exclude certain mailboxes, and then click Add.

Note: For information about filtering criteria, see Filter Criteria.

. On the Folder tab, in the Folder Exclude Criteria field, enter the name of the folder
that you want to exclude or the criteria that you want the agent to use to exclude
certain folders, and then click Add.

Note: For information about filtering criteria, see Filter Criteria.

If you want to exclude default folders, enable the Exclude the Default Folders selec-
ted below option and place a check mark next to the particular folder you want to
exclude.

. On the Attachment tab, in the Attachment Exclude Criteria field, enter the exten-
sion type of the attachments that you want to exclude, and then click Add. For
example, if you want to exclude text file attachments, enter txt and click Add.

If you want to exclude attachments that exceed a certain size limit, enable the
Exclude attachments with size bigger than maximum size option and select the max-
imum size. When selecting the maximum size, allow a small margin of leeway

since the size displayed by some email clients may slightly differ from the size read
from the Exchange Server.

Note:The settings on the Attachment tab do not apply to embedded messages.
More information:

Filter Criteria
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Multiplexing

Multiplexing is a process in which data from multiple sources is written to the same
media simultaneously. When a job that has multiple sources is submitted with the
multiplexing option enabled, it is broken into child jobs as follows:

® For Exchange Server 2007, the job is broken into one child job for each storage
group

® For Exchange Server 2010/2013, the job is broken into one child for each data-
base

These child jobs write data to the same media simultaneously. If you enable mul-
tiplexing, Document Level backups from one or more storage groups on one or
more machines can be backed up simultaneously in a single job to one device.

For more information on multiplexing, see the Administration Guide.
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Multistream Option

If your Arcserve Backup server is equipped with multiple devices in two or more
groups or multiple devices in one or more groups with the Arcserve Backup Enter-
prise Module and Arcserve Backup Tape Library Option installed, you can take
advantage of the Multistream option. This option divides your backup jobs into sev-
eral sub-jobs that run simultaneously to different devices. You can have as many
jobs running simultaneously as you have devices or groups on your system. Docu-
ment Level backup provides one to five streams for simultaneous backup. The avail-
able number of tapes, drives, and storage groups determines the number of
streams that are run simultaneously during backup.

Note: You can enable the Multistream option on the Destination tab in the Backup
Manager.

For more information on the Multistream option, see the Administration Guide.

Note: If you enable the Multistream option when you submit a Document Level
backup job, the data is multistreamed at the storage group level for Microsoft
Exchange Server 2007. For example, if your Exchange Server has two storage
groups and you enable the Multistream option during backup, one subordinate job
is created for each storage group. For Exchange Server 2010/2013, the number of
streams is determined by the database.
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Perform a Document Level Backup

Before you submit a document level backup job, ensure that the Exchange Server
services are started on your Exchange server and that the Arcserve Universal Agent
is started.

Note: The following procedure applies to all versions of the Arcserve Backup Agent
for Microsoft Exchange Server, however be aware of the following considerations:

® For Microsoft Exchange 2010, there is no Storage Group layer in the Server
Tree.

® For Microsoft Exchange 2013, Arcserve Backup will back up the public folders
and the mailboxes to different sessions even though they both exist in the same
database.

Note: Be aware that the session created for the public folder will contain the
name of the session and (Public folders) appended to the database name.
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To perform a document level backup
From the Arcserve Backup Home Page, select Backup from the Quick Start menu.
The Backup Manager window opens.

From the Backup Manager window, expand the Microsoft Exchange Server -- Docu-
ment Level object to select the items that you want to back up.

Note: Special mailboxes, such as Mail Connectors, System Attendant, Internet Mail
Service, and MS Schedule+, cannot be selected for backup. These are special sys-
tem mailboxes and should not be backed up. Hidden mailboxes also cannot be
backed up.

If the Browsing Filter opens (the browsing filter displays automatically when there
are more than 500 items), set filters to specify the items you want to search
through and click OK.

. Select the items that you want to back up.
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Document Level Backup

To select a backup method at the document level, right-click Microsoft Exchange
Server -- Document Level, select Agent Option, select a backup method, and then
click OK.

For more information about backup methods, see Document Level Backup
Methods.

If you want to exclude mailboxes, folders, or attachments from your backup job,
right-click Microsoft Exchange Server -- Document Level, select Filter, set up your
filters, and then click OK. For more information on filters, see Filter Criteria.

(Optional) Enable server-side features such as CRC checking, data encryption, or
data compression, if desired. See the Arcserve Backup Administration Guide for
more information.

Click the Destination tab and select a backup destination.

Click the Schedule tab. If you want to use a custom schedule, select a Repeat
Method and, if you did not select a backup method at the document level, select a
backup method. If you want to use a rotation scheme, select the Use Rotation
Scheme option and set up your scheme.

For more information on scheduling jobs and rotation schemes, see the online help
or the Arcserve Backup Administration Guide.

Click the Submit toolbar button.
The Security and Agent Information dialog opens.

From the Security and Agent Information dialog, ensure that the correct user name
and password are filled in for each object. If you need to enter or modify a user
name or password, click the Security button, make your changes, and then click OK.

Click OK.
The Submit Job dialog opens.

From the Submit Job dialog, select Run Now to run the job immediately, or select
Run On and select a future date and time when you want the job to run.

Enter a description for your job.

If you selected multiple sources to back up and want to set the priority in which the
job sessions initiate, click Source Priority. Use the Top, Up, Down, and Bottom but-
tons to change the order in which the jobs are processed. When you finish setting
priorities, click OK.

On the Submit Job page, click OK to submit your job.

After you submit your backup job, you can go to the Job Status Manager and
double-click the active job to view real-time job properties. If you have Complete
Messaging Single Instance Storage enabled, all of the fields related to size will
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reflect the size prior to single instance storage optimization. The actual size of the
backup after single instance storage optimization opens in the Activity Log and is
labeled “(xx)MB Written to Media”.

More information:
Filter Criteria

Specify Backup Options for a Document Level Backup Job
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Activity Log Messages

At the end of each backup job, a summary of each session is displayed in the Activ-
ity Log. Depending on what occurs during backup, the summary includes messages
with the following information:

® The status of the job. Depending on what you selected to back up and what
occurred during the backup job, you will receive one of three statuses:

— Successful--All selected mailboxes and root public folders were backed
up.
— Incomplete--One or more of the selected mailboxes and root public

folders were backed up. At least one mailbox or root public folder failed
to back up.

— Failed--No selected mailboxes and root public folders were backed up.

Note: Individual folders, messages, and attachments do not affect the status of
the job. If these items are not backed up, the details will be listed in the skip log
in the agent log directory. If you would rather view the skip log information in
the Activity Log or if you want to view it in the Activity Log in addition to the
skip log, you can change the value of the Skip Log Setting. For more information
on the Skip Log Setting, see Configure the Agent For Document Level Backup

and Restore. This skip log is also useful for tracking corrupt messages in an
Exchange Server.

" The number of root public folders, mailboxes, folders, and documents that
were backed up successfully

®" The amount of data that was backed up
" The amount of data that was written to media

® The amount of size reduction achieved through Complete Messaging Single
Instance

" The number of items that were skipped

® The number of mailboxes that failed to back up

®" The number of root public folders that failed to back up
" The status of the session has changed

® |nstructions on how to resolve an issue
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Configure the Agent for Document Level Backup and
Restore

After you install the Arcserve Backup Agent for Microsoft Exchange Server, you can
configure performance and file location settings.

To configure the agent for document level backup and restore

. From the Windows Start menu, select All Programs, Arcserve, Arcserve Backup, and
Backup Agent Admin.

The Arcserve Backup Agent Admin dialog opens.

. From the drop-down list, select Arcserve Backup Exchange Server Agent and then
click Configuration.

The Configuration dialog with the Exchange Database Level tab selected opens.

. Click the Document Level tab.

Note: The options displayed on the Configuration dialog vary based on the version
of Exchange Server that you are using in your environment.

. When the Configuration dialog opens, select the following settings as required for
your environment:

Note: The options listed below apply to Exchange Server 2007, Exchange Server
2010, and Exchange Server 2013 systems unless otherwise noted.

® Complete Messaging Single Instance Storage (Exchange Server 2007) --This
option checks to see if attachments, message bodies and other components
of messages have already been backed up and then backs up only one copy.
This eliminates the need to back up each time the attachment and message
are referenced. This can significantly decrease the size of your backups.

No Single Instance Storage - Without Single Instance Storage, an Exchange
Server is scanned mailbox by mailbox, and copies of individual message bod-
ies and attachments are backed up as they arrive, without any regard for
data that may have been backed up already.

® Back up Only Local Public Folder Documents (Exchange Server 2007, and
2010)--In Exchange Server, public folders can include multiple public folder
stores on many servers across the organization. As a result, when you select
to back up a public folder, you could be backing up many public folder stores.
To save time and maximize performance, this option lets you exclude remote
public folder documents during public folder backups.
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Number of Threads--This is the number of threads you want to use to con-
nect to MAPI per session. If you increase this number, it increases per-
formance, but also increases CPU utilization. The default Number of threads
value is 1.5 multiplied by the number of CPUs rounded down and the sup-
ported range is between 1 and 64.

Thread Priority--This is the priority you want to set for your threads: low,
medium, or high. If you increase the priority, the operating system increases
the CPU cycles to the thread. If you increase the number of threads in the
Number of threads field, you should decrease the thread priority to lessen
the impact on your server.

Maximum Backup Size--To allow an efficient flow of information during
backup, data is stored in a transition queue. This setting lets you configure
the size of this queue. The default Max queue depth value is 256 items and
the supported range is between 32 and 1024.

Maximum Restore Size--This sets the threshold for memory that SIS restores
will use before saving objects to the temporary location you specify. If the
amount of cached SIS data exceeds this value, you can increase the value to
gain better performance. If the amount of cached SIS data exceeds the value
you select, the restore is not affected, but a notification message appears in
the activity log. The default Max Restore memory value is half of your system
RAM and the supported range is between 32 and 1024.

Retry Counter--If a MAPI error or time out occurs while trying to retrieve an
object from Exchange Server, this setting lets you control the number of
times you want to retry. This is useful for when your backups are competing
with third-party applications or during periods of high volume activity. If a
MAPI error or time out occurs, the object is skipped, but the backup con-
tinues and a notification message is displayed in the log location you specify.
The default Retry counter value is 1 and the supported range is between 0
and 10.

Retry Delay--If a MAPI error or time out occurs while trying to retrieve an
object from Exchange Server, this setting lets you control the delay between
retries. This is useful when your backups are competing with third-party
applications or during periods of high volume activity. If a MAPI error or time
out occurs, the object is skipped, but the backup continues and a notification
message is displayed in the Log location you specify. The default Retry Delay
value is 0 and the supported range is between 0 and 60.

Log Detail Level--This sets the level of detail on the debug trace and log in
the log location you specify. The log detail level determines the level of detail
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in the debug trace and log. This does not affect the level of detail in the Activ-
ity Log in the Arcserve Backup Manager window. The default log detail level
value is 1 and the supported range is between 0 and 5. If you want to disable
agent side logging, use 0. Otherwise, you should always use level 1.

Important! Do not change this value unless directed by a trained Arcserve
Customer Support technician.

® Job Continuation Level--If a job fails to complete, this setting lets you skip
mailboxes and root public folders that already have been backed up and con-
tinue the job from the point of interruption. This is especially useful for con-
tinuing jobs in the case of a cluster failover. The default Job Continuation
Level value is 1 and the supported range is between 0 and 2. 0 disables job
continuation, 1 continues makeup jobs only, 2 continues any interrupted jobs.

Note: Because job continuation begins the job at the point of interruption
and skips items that were already backed up in the original job, you should
ensure that the skipped items were backed up properly in the original job and
that they can be browsed from a restore view.

® Skip Log Setting--At the end of each backup job, a summary of each session
is displayed in the Activity Log. If individual folders, messages, and attach-
ments are not backed up, by default, the details will be listed in the skip log
in the agent log directory. If you would rather view the skip log information
in the Activity Log or if you want to view it in the Activity Log in addition to
the skip log, this setting lets you configure the location. The default Skip Log
Setting value is 0 and the supported range is between 0 and 2. 0 logs inform-
ation to the skip log only, 1 logs information to the Activity Log only, 2 logs
information to both the skip log and Activity Log.

Note: This skip log is also useful for tracking corrupt messages in an
Exchange Server.

® Backup Additional User Properties--If you are using Exchange Server 2007,
Exchange Server 2010, or Exchange Server 2013, this setting lets you back up
a greater level of user properties detail and determines what is restored
when using the Create user if not existing restore option.

Note: For more information on restore options, see Document Level Restore
Options.

If you do not enable this option, only the display name that is associated with
the mailbox is backed up. This is useful if you will be using this user as a place-

holder to perform an audit or test restore. If you do enable this option, most
additional properties, such as first name, last name, fax number, and address

130 Agent for Microsoft Exchange Server Guide



Document Level Backup

information are backed up. This is useful for migration, but will increase the
backup time.

® Disable Purge Option--When a backup job is created using the time based
backup method, the Purge documents after backup option can be enabled so
that documents are automatically deleted after they are backed up.
However, since this option should be used with caution, you can enable the
Disable Purge Option as a safety feature to override the purge and prevent
an agent from pruning an Exchange Server.

= Append To Restored Mailbox--During restore, if you want to create duplic-
ates of existing users and mailboxes in the same organization, you must
append a string to the user and mailbox names. Enter the string you want to
append in this field. Since the maximum character limit for user and mailbox
names on some systems is 20 characters, try to keep the string short. If you
do not want to create duplicates, leave this field blank.

Note: This option must be used in conjunction with the Create mailbox if not
existing options. For information about Create mailbox if not existing, see
Configure Document Level Restore Options.

" Log Location--If you want to change your log location from the default loc-
ation, click Browse and select a new location.

®" Temp Location--If you want to change your temp location from the default,
click Browse and select a new location.

5. Click OK.

The document level backup and restore options are saved.
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Exchange Granular Restore Utility

Important! With this release, Arcserve Backup offers the use of an Exchange Gran-
ular Restore utility to restore Microsoft Exchange email and non-email objects.

The utility includes the injection capability for items, such as emails from offline
databases (*.EDB) and log files to the original live Exchange databases, as well as
granular data extraction to Personal Storage File (.pst) files.

This utility includes the following key benefits:
® Supports non-email items (for example, tasks) and public folders.

® Works with just a database file as well. Logs are not mandatory, but having
them will ensure more recent data available for restore.

® Requires a minimum amount of time to restore a mailbox level item from a
database or user mailbox of any size.

Note: For more details on the supported specifications, functionalities, and other
features, see the Exchange Granular Restore user guide (esr.pdf) .

Once the utility is installed, you can also find the user guide (esr.pdf) located at
%ProgramFiles\CA\ARCserve Backup Agent for Microsoft Exchange Server-
\Exchange GRT.

Perform the following tasks to restore Microsoft Exchange email, using the
Exchange Granular Restore utility:

From the Arcserve Restore Manager, select a file system as the destination on the
Exchange Server to restore the database.

For detailed instructions, see Selecting Database Restore Sources and Destination.

Note: The Exchange Granular Restore Utility is installed with the Microsoft
Exchange Agent installation. The Exchange Granular Restore Utility is installed by
default to %ProgramFiles\CA\ARCserve Backup Agent for Microsoft Exchange
Server\Exchange GRT.

Launch the utility tool and open the Exchange database and logs that was restored
in step 1.

Find and select the mailboxes, folders, and messages.

Note: The utility provides two mutually complimentary modes of finding, pre-
viewing, and selecting items: Browsing the mailbox tree and Search.
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Exchange Granular Restore Utility

4. Select and restore the individual items to one of the following locations:
® Qriginal location
® Alternate location
® _PST files

Notes:

® By default, the utility uses the current user who is logged on to Windows to
establish the connection. If the current user does not have permissions to
impersonate the selected user, the following message appears: "Exchange
impersonation lets you connect to a mailbox other than the default one for
your credentials. To use the feature, access permissions need to be configured
at the Exchange Server."

® You can connect to the selected mailbox using one of the following options:
— Use credentials of the selected mailbox.
— Specify the user that has impersonation rights.
5. (Optional) Use the command line to process several databases.

Usage: esr.exe <source> <destination>
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Document Level Data Restore

The following sections include information about the prerequisites you must meet

before you perform a restore, the features that the Exchange agent offers when

restoring from a Document Level backup, and the procedure for how to perform a
restore:

Restore Sets

Restore Prerequisites

Configure Document Level Restore Options

Document Level Restore Locations

Perform a Document Level Restore
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Restore Sets

When you back up an Exchange Server, each storage group (Exchange Server 2007)
or mailbox database (Exchange Server 2010/2013) that you select to back up is
saved on media as an individual session. To restore an object, you should restore all
of the sessions that, when combined, give you the most up-to-date version. These
sessions are called your restore set.

The number of sessions in your restore set depends on the backup methods you
used:

® |f you backed up your storage group or database using only the full backup
method, your restore set includes only this session.

" |f you backed up your storage group or database using both full and incre-
mental backups, your restore set includes the session from the full backup and
at least one, but up to as many sessions from the incremental backup as you
want to include. For example, in the following backup scenario, your restore set
can be full and incremental 1, full and incremental 1 and 2, full and incre-
mental 1, 2, and 3, or full and incremental 1, 2, 3, and 4:

Full ncremental 1 | Incremental 2 |Incrementa 3 | Incremental 4

® |f you backed up your storage group or database using both full and differential
backups, your restore set includes the session from the full backup and one dif-
ferential backup session. For example, in the following backup scenario, your
restore set can be full and differential 1, full and differential 2, full and dif-
ferential 3, or full and differential 4:

Full Differential 1 | Differentil 2 | Differential 3 | Differential 4

After you determine your restore set, the entire set must be selected when you sub-
mit the restore job.

Note: Since Document Level backups are independent, you can restore an incre-
mental backup or differential backup by itself (you do not have to restore it along
with a full backup). As a result, if you want to restore your entire restore set, make
sure you select the full backup because it is not automatically selected for you.
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Restore Prerequisites

Before you can restore document level backups, you must satisfy the following pre-
requisites:

" The Exchange server must be running and the storage groups and mailbox
stores that you are restoring to must already exist (they are not created at
restore time), and the mailbox store must be mounted.

® The account you are using to restore must meet the backup agent service
account requirements for the machine you are restoring to. For information on
these requirements, see Backup Agent Service Account Requirements for Docu-
ment Level Backup and Restore.
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Configure Document Level Restore Options

When you create a restore job, you can choose restore options to customize the
job.

To configure document level restore options
. Open the Backup Manager and the select the Source tab.
The backup source tree appears.

Right-click a storage group (Exchange Server 2007) or a database (Exchange Server
2010) and select Agent Option from the shortcut menu.

The Agent Options dialog opens.

. Click the Mailbox tab and specify the options that follow, as required, for your envir-
onment.

" Create mailboxes if specified mailboxes do not exist--Use this option if you
want to restore your data to a different Exchange Organization or if you want
to restore to the same server you backed up from, but the mailbox you want
to restore has been deleted.

Important! If you create the mailbox in a different organization, the mailbox
or mailbox folder permission may be lost, or the owner of the permission
may no longer exist in the organization.

Most standard folders are created and named using the language of the first
client to access them. For example, if the first client you use to access a new
mailbox is a French client, standard folders like the Inbox or Sent Items are
given French names. For more information, see the Microsoft Q Article
188856 on the Microsoft web site.

Note: Use this option in conjunction with the Append to Restored Mailbox
option. For more information about the Append to Restored Mailbox option,
see Configure the Agent for Document Level Backup and Restore.

Important! If the mailbox you want to restore has been deleted but the user
associated with this mailbox still exists and has the same properties, asso-
ciate this user with the new mailbox. If both the mailbox you want to restore
and the user associated with the mailbox have been deleted, you must create
a new user.

If you use this option in Exchange Server 2007 and 2010 environments, no
email is sent to the newly-created mailbox. If you want to customize the con-
tents of the email, you can create a new message and save it as an RTF file in
the Arcserve Backup Agent for Exchange directory to replace the default
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MailboxInitialize.rtf. In addition, you can also customize the subject line of
this email by using the following registry key:

HKEY_LOCAL_MACHINE\SOFTWARE\ComputerAssociates\CA ARCserve
Backup\ExchangeDocumentAgent\Parameters

Value Name:FirstMailSubject
Value Type: REG_SZ
Value Data:The desired subject line

" Create user if not existing--If you selected the Create mailbox if not existing
option and do not have an existing user to associate with the mailbox, you
must use this option and enter a password because every mailbox must have
a user associated with it. When entering the password, ensure that it meets
the length, complexity, and history requirements of the domain and server
you are restoring to.

This option is useful if you want to perform a test restore of a mailbox to the
backup server, if you want to audit a mailbox, or if you need a placeholder
user because you plan on connecting the mailbox to a different user. When
you use this option, the amount of properties that are assigned to the user
during restore is determined by what setting you used for the Backup Addi-
tional User Properties configuration option during your backup job. For more
information on the Backup Additional User Properties configuration option,
see Configure the Agent for Document Level Backup and Restore.

Be aware of the following:

+ After the user is created, regardless of what you selected for the
Backup Additional User Properties configuration option, you should still
adjust the properties to set group memberships, to set up rights, and to
reflect organizational policies.

+ |If you want to create duplicates of existing users and mailboxes in the
same organization, you must append a string to the user and mailbox
names. For information on how to configure this, see Configure the
Agent for Document Level Backup and Restore.

If you have trouble with mailbox or user creation, see Unable to Create the User
Account, Create the Mailbox, or Finalize the Mailbox.

. Click the Document tab and specify the options that follow, as required, for your
environment.

When restoring documents, a conflict may occur if a version of what you are restor-
ing already exists on your destination. To prepare for this situation, select one of
the following conflict resolution options:
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® Overwrite--Delete original documents.

® Overwrite only when Modified--Delete only the original documents that
have been modified since they were backed up. Because documents that
have not been modified are skipped, this option is faster than the Overwrite
option.

" Restore as Copy--Do not delete original documents and restore as copies.
Use this option if you are restoring to an empty folder in the original location
or an alternative location.

® Restore as Copy only when Modified--Do not delete original documents and
restore as copies for documents that have been modified since they were
backed up. Because documents that have not been modified are skipped, this
option is faster than the Restore as Copy option.

Note: When a message is restored, a new message ID is created and assigned to it.
Consequently, if you restore from one backup multiple times, you will see message
duplicates even if you selected to overwrite the original.

. Click OK.

The document level restore options are saved.
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Document Level Restore Locations

When restoring a Document Level backup, you can restore the files to their original

location (default) or you can restore the files to an alternative location. Use the

Restore files to their original location option only when you want to restore the

exact location you backed up from and the hierarchy of the server has not changed.

For all other scenarios, you must restore files to an alternative location.

Examples: When You Can Restore to an Alternative Location

Some examples of when to restore to an alternative location include:

If you want to restore a document to a different folder or mailbox on the same
server that you backed up from

If you want to restore a document to a different folder or mailbox on a dif-
ferent server than the server you backed up from

If you want to merge a mailbox
If you want to migrate a mailbox

If you renamed storage groups or mailbox stores
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Alternative Restore Locations

When you restore to an alternative location, there are certain rules that apply
when selecting your source and destination:

® Source--When you select your source, you can either select to restore it as a
new object inside your destination or to merge it into your destination.

" Destination--When you select your destination, you must consider what you
selected to restore and what version of Exchange Server you are restoring to.

The following sections include more information on selecting a source and des-
tination:

® Source Selection Considerations

" Destination Selection Considerations
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Source Selection Considerations

When you restore to an alternative location, the objects you restore are either
restored as new objects inside or merged into, the destination you select, depend-
ing on how you select your source.

Examples: How Your Source Selection Affects Restore Operations

® Restoring inside your destination--This means that if you select Mailbox_A as
your source and Mailbox_B as your destination, Mailbox_A is restored as a new
object, a folder named Mailbox_A within Mailbox_B.
To restore as a new object inside your destination, you must

dynamically select the source parent object of the documents
you want to restore.

Source Destination
=-d &) Micrgsoft Exchange Server - Document Level Elﬁ Microsoft Exchange Server - Document Level
=- .-l E&] jrst Storage Group 1] 2nd-skorage-group
=) o gl Mailboi Store {COMP-001) i) Srd-storage-group
= 4 = =1-{1] First Storage Group
O Calendar E{ﬂ Mailbo Store (CORMP-001)
[+ © [ Contacks el Mallbox—E
B[] Deleted Ikems -] Calendar
8 [] Drafts -85 Contacts
(- M ] Inbox #-{5] Deleted Items
B[ Journal -7 Drafts
JI__' Junk. E-rnail ""-_‘l Inbo
- 1 [ Mates - Journal
---_J,__[ Oukbor - | Motes
JI__' Sent Ikems "-ﬁi Ot
- [ Sync Issues - Sent Ttems
- M [ Tasks [-1o Tasks

® Merging into your destination--This means that if you select the Mailbox_A sub-
folder as your source, such as Inbox or Calendar, and Mailbox_B as your des-
tination, the contents of Mailbox_A will be merged into the existing contents of
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Mailbox_B.

To merge your source into your destination, you must
explicitly salect the source parent abjact of the documents
¥ou want to restore.

Source Destination

E __I m Micr Sl:lft Exchange Serwver - Docurmenk LE"."E' El\m Mil:rI:ISI:IFt Exchange Server - Docurmnenkt LE'!."E'

=-d (] First Storage Group -6 2nd-starage-group
=) Ll g Mailbo: Stare {COMP-001) 4]-£] 3rd-storage-group
8- 4 = =-f,] First Storage Group
- M [ Calendar =g Mailbas Store (COMP-00T)
(- M3 Contacts ER=] \aibox—E
[ 5[] Deleted Items - Calendar
(- W[ Drafts -85 Contacts
M3 Inbax #-{5] Deleted Ihems
S Journal "‘—:Z] D afts
B B Junk. E-mai "l_ll b
(- [ Motes - Journal
---J.__l Outbox - | Mates
[ W[4 Sent Tkems "li'l Outha
B[ Sync Issues --1_-'| Sent Ikems
- 8 [ Tasks B[] Tasks

Example: How Job Packaging Affects Jobs

You want to add new objects, like a mailbox, to your Exchange Organization after
you submit a backup job. Do you need to resubmit the job to include the new
objects?

There are two possible solutions:

® |f you used dynamic job packaging, your new objects will be included because
the contents of what you selected are determined when the job runs.

" |f you used explicit job packaging, you must resubmit the job to include your
new objects because the contents of what you selected are determined at the
time the job is packaged.

Note: For more information on dynamic and explicit job packaging, see the Admin-
istration Guide.
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Destination Selection Considerations

When restoring to an alternative location, there are certain rules that apply to the
destination you select, depending on what you selected to restore and what version
of Exchange Server you are restoring to.

Note: If you select multiple sources to restore, you must select a destination that
supports all sources.

Because the destination you select depends on the source you select, the following
diagrams display the Arcserve Backup source view for each version of Exchange
Server. The charts that follow each diagram include information about each des-
tination that is supported, depending on the source and version of Exchange Server.
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Source View for Exchange Server 2010/2013 Objects

The Arcserve Backup Agent for Exchange Server 2010/2013 displays objects you
can restore beneath the Mailbox Store object.

Elf@ Microsaft Exchange Server - Document Level
=g Mailbax Store (COMP-00T)

=143 Administrator

:E Zalendar

M Contacks

(5] Deleted Irems

"‘—:ZI Drafts

--L_] Inbi

- 58 Jaurnal

- | Motes

"li;i kb

"1_"| Sent Ikems

-] Tasks
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Source View for Exchange Server 2007 Objects

In Microsoft Exchange Server 2007, the objects you can restore are displayed dif-
ferently than for Exchange Server 2010.

El\ch Microsaft Exchange Server - Document Level
- Znd-skorage-group
-] 3rd-storage-group
[=-{1] First Starage Group
=] Mailbox Store (COMP-001)
=L Administrator
- Calendar
8= Contacts
{a] Deleted Items
--1_£'| Drafts
--1__‘4 Inbox
- 48 Jaurnal
- | Mokes
--1_ 4 Cutho
(-1 Sent Ikems
- Tasks
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Source View of Document Objects for all Versions of
Exchange Server

The following diagram displays the source document objects you can restore for all
versions of Exchange Server using the Arcserve Backup Agent for Microsoft
Exchange Server:

Subiject | From | Received |
O B pocument Administrator  &/25/03 12:28 PM
B & pocument with Attachment administrator  6/25/03 12:27 FM
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How You Can Restore Exchange Server Data to
Exchange Server Systems

The following table describes the source objects that you can select, and their sup-
ported destinations, when restoring Exchange Server 2007, 2010, or 2013. data to
Exchange Server 2007, 2010, or 2013 systems using the Arcserve Backup Agent for
Microsoft Exchange:

When destination is Exchange Server 2007

Source Objects Supported Destinations
Storage Group Microsoft Exchange Server - Document Level
Public Folders [Storage )

Microsoft Exchange Server - Document Level
Group]
Mailbox Store Storage Group

. Public Folders, [Storage Group], Mailbox Store, Mail-

Mailbox*

box, Folder
Folder Public Folders [Storage Group], Mailbox, Folder
Document Folder

When destination is Exchange Server 2010/2013

Source Objects Supported Destinations

Database Microsoft Exchange Server - Document Level
Public Folders Microsoft Exchange Server - Document Level
Mailbox* Public Folders, Mailbox Store, Mailbox, Folder
Folder Public Folders, Mailbox, Folder

Document Folder

*Mailbox is converted into a folder if it is not restored to a Mailbox Store.
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Manually Extending Your Destination Path to Create a
New Folder

If you want to create a new folder to restore to within the mailbox or folder you
selected as your destination, you can manually extend the destination path on the
Destination tab in the Restore Manager.

Example: Extending the Destination Path

If you select Mailbox_A as your destination and want to add a new folder within
Mailbox_A to restore to, add the name of your new folder at the end of the des-
tination path at the top of the page.

The following graphic illustrates how to extend the destination path to a new folder
labeled "newfolder."

Note: Do not enter a backslash (\) at the end of your new folder name.

<X File QuickStat View Restore Window Help

B2 ES20 8@ BE@EoaeB B &

» Jobs Tape DF @ = &
ServerQ1- " > 1 T
£ [l 2KER2 MOOO | Options  Fitter | View
=
gl —
: [ soose > |
3 [ Restore fles to thei ovginal kcalianks)
(o) [viServer01-2K8R2 \dbassis\M sbax Dstabese 1258071 24T\ elor TR
=
£
ok hAS Servers Name & Type
g Mac 05 X Systerns fal Deleted Item:
=% UMIX/Linux Systems [Einbox
o K500 Symems R Outher
g VM Systerns [Ssent ftems
=1-f% Windows Systems [28 Conversation Action Settings

-3 Server01-2012E5 (0.0.0.0) [ Junk E-Bail
= g Server01-LOTUS1Z (0.0.0.0)

5 I Server01-W2KE { 0.0.0.0) -_dNe\.\rs Feed :
a1 Network (2 Quick Step Settings
[IRS5 Feeds

=&}y Bnchange Organization
E- iy Server01-2KBRZ {0.0.0.0)
=[]} Microsoft Exchange Server - Dacument Level [ 5yne Issues
= ¢l Mailbox Database 1259071241 [ Catendar
+-£3 10userZki0

444 Administratar ‘j Restore Manager
£ userl q

=-gEl MDB1
m-gdl MDez Mo properties available
Bl Test Mailbox Databese Test Mailbox Database Test Mailbax Detabas
w gl testmdb

-¢E TesthDBZ

[ Suggested Cantacts

5 Public Folder Databaze 0138873313
#-[Z Microsoft Exchange Server - Database Level
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Perform a Document Level Restore

Performing Document Level restore jobs follows the same process regardless of
your Exchange Server version, though the selections you make in certain steps may
vary. The differences are noted in the following procedure.

To restore using Document Level restore
From the Arcserve Backup Home Page, select Restore from the Quick Start menu.
The Restore Manager window opens.

From the Restore Manager window, select Restore by Tree in the drop-down box
underneath the Source tab.

Note:Both Restore by Tree and Restore by Session are supported for Document
Level restore.

Expand the Windows Systems or Exchange Organization object, expand the server
you are restoring from, and then expand the server object to select the documents
you want to restore—storage groups, mailbox stores, public folder stores, public
folders, folders, or even individual documents.

Note:Special mailboxes, such as Mail Connectors, System Attendant, Internet Mail
Service, and MS Schedule+, cannot be selected for restore. These are special sys-
tem mailboxes and should not be restored.

. Select a Recovery Point session to restore.

. To select restore options, right-click a storage group or database, select Agent
Option, select restore options, and then click OK.

For more information about restore options, see Document Level Restore Options.

. Click the Destination tab. You can restore the database objects to their original loc-
ation (default) or you can restore the database objects to an alternative location.

If you want to restore to an alternative location, clear the Restore files to their ori-
ginal locations check box, expand the Windows Systems or Exchange Organization
object, expand the server you want to restore to, expand the Microsoft Exchange
Server — Document Level object, and select where you want to restore to.

Note:When restoring to an alternative location, there are certain rules that apply
to the destination you select, depending on what you selected to restore and what
version of Exchange Server you are restoring to. For more information, see Altern-
ate Restore Locations.

. Click Submit.
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11.

12.
13.

14.

Document Level Data Restore

If you are restoring to an alternative location, when the Security dialog opens,
enter the user name and password for the destination server and click OK.

Note: Arcserve Backup does not support logging into systems with passwords that
are greater than 23 characters. If the password on the system you are attempting
to log into is greater than 23 characters, you must modify the password on the
agent system such that it is 23 characters or less, and then you can log into the
agent system.

When the Session User Name and Password dialog opens, on the Machine tab,
verify or change the user name and password for the destination Exchange Server.
To change the user name or password, select the session, click Edit, make your
changes, and then click OK.

Click the DBAgent tab and verify or change the user name and password for the
backup agent service account. This account must meet the requirements for the
Exchange Server you are restoring to. For information on these requirements, see
Backup Agent Service Account Requirements for Document Level Backup and
Restore.

Click OK.

When the Submit Job dialog appears, select Run Now to run the job immediately, or
select Run On and select a future date and time when you want the job to run.

Enter a description for your job and click OK.

Note: Use the Exchange Granular Restore Utility tool to perform document level

restore of the Exchange Server 2016.
More information:

Alternative Restore Locations

Configure Document Level Restore Options
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Chapter 6: Using Best Practices

This section recommends best practices for using Arcserve Backup Agent for
Microsoft Exchange Server.

This section contains the following topics:

General Recommendations ........ ... ... ... ... 154
Installation Recommendations ... ... ... ... ... 157
Exchange Server Configuration Recommendations ........................................ 160
Backup Recommendations . .. ... . 163
Restore Recommendations ... ... ... ... 171
Backup and Restore Test Strate@ies ... ... oo 174
Using the Disaster Recovery Option with the Agent ... ................. 175
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General Recommendations

General Recommendations

Consider the following best practices when using the agent.

" Technical Resources

® Logs in the Event Viewer
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Technical Resources

The Microsoft web site offers numerous technical resources for Exchange Server,
including books, downloadable Help files, and software development kits. You
should read these documents, especially white papers about disaster recovery for
Microsoft Exchange Server. The more informed you are about Exchange Server, the

more you can apply your knowledge to maximize data protection when using the
agent.
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Logs in the Event Viewer

In addition to monitoring the Arcserve Backup Activity log for events that may
occur when using the agent, you should also monitor the logs in your Windows
Event Viewer, especially the Application log and System log. The Application log
includes internal Exchange Server events and the System log includes Windows
events.
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Installation Recommendations

Consider the following best practices when installing the agent.

" Product Recommendations

" Load Reduction
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Product Recommendations

Arcserve Backup offers agents and options that let you protect all of the servers in
your Exchange Organization. These servers include your Exchange Servers and
domain controllers.

Note: It is important to protect your domain controllers since they include the Act-
ive Directory containers, which hold user, mailbox, and public folder information.

To maximize your Exchange Server protection, use all of the following solutions on
each of your Exchange Servers:

= Arcserve Backup Agent for Microsoft Exchange Server--Includes Database
Level and Document Level backup and restore. Database Level backup and
restore protects the Exchange Server database and logs. Document Level
backup and restore, which is only available with this agent, eases and expedites
many administrative tasks and maximizes flexibility by offering the most gran-
ular level of restore.

" Arcserve Backup Client Agent for Windows--Protects files and system state,
including Active Directory. It is important to protect the Active Directory
because it stores mailbox and user information.

Note:In addition to using the Arcserve Backup Client Agent for Windows on all
of your Exchange Servers, also use it to protect all of your domain controllers.

= Arcserve Backup Disaster Recovery Option--In the event of a disaster, the Arc-
serve Backup Disaster Recovery Option recovers the machine to the last full
backup state. Install the Arcserve Backup Disaster Recovery Option on all serv-
ers you will use to back up your Exchange Servers and domain controllers.

You do not need to install the following application to effectively protect Exchange
Server data:

= Arcserve Backup Agent for Open Files--Arcserve Backup Agent for Open Files
is beneficial when you want to protect files that are open or in use by active
applications. Because the Arcserve Backup Agent for Microsoft Exchange
Server is an application-specific agent, dedicated to protecting Microsoft
Exchange, it offers a complete and robust solution that encompasses all the fea-
tures offered by Arcserve Backup Agent for Open Files.
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Load Reduction

If you have the network infrastructure to support high performance remote
backups, install the Backup Manager on a different server than your Exchange
Server. This reduces the load on the Exchange Server.
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Exchange Server Configuration Recommendations

Consider the following best practices for configuring your Exchange Server.

= Circular Logging

® Transaction Log Space
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Circular Logging

Circular Logging must be disabled to take advantage of incremental and dif-
ferential backups. If Circular Logging is not disabled and you submit an incremental
or differential backup, the agent automatically converts the backup to full.

Although Circular Logging decreases the amount of disk space you use, it does not
let you recover all changes since your last backup because it only maintains a small
number of log files. Consequently, you cannot take advantage of the benefits of
using a transaction-based system and you cannot completely recover if something
goes wrong with the system. If you want to conserve disk space, perform regular
backups rather than using Circular Logging because backups automatically remove
transaction log files.

You cannot restore individual databases if circular logging is enabled during the
backup operation or during the recovery operation.
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Transaction Log Space

Make sure that you have enough space on your Exchange Server in case you want
to restore transaction logs. Leave at least twice the amount of space that you
expect your transaction logs to use. In addition, if you intend to restore Database or
Document Level backups, you should leave enough space to accommodate the size
of the backups because the size of the database file may increase during the
restore.
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Backup Recommendations

Consider the following best practices for backing up your Exchange Server.

" Online Backup Use

" Media Integrity

® Database Level Backup Strategies

®" Document Level Backup Strategies

" Document Level Backup and Restore Performance
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Online Backup Use

Always perform online backups. This lets you back up Exchange Server databases
without shutting them down and losing work time. If you do not perform online
backups, not only do you lose valuable work time, but you also run the risk of mak-
ing costly errors since offline backups are detailed and labor-intensive. When you
perform online backups, the agent manages files for you. When you perform offline
backups, you must do all of the work yourself. In addition, if you perform offline
backups, there is no process for validating the checksum on each page of the data-
base so you cannot detect corruptions and check the integrity of the database.
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Media Integrity

Use the global option Calculate and Store CRC Value on Backup Media when cre-
ating your backup job. Afterwards, scan your media with CRC verification to ensure
the media integrity.
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Database Level Backup Strategies

There are many factors that contribute to your backup strategy--backup window
size, restore window size, server and storage hardware, the amount of available
media, media retention time, network bandwidth, server load, and the size of your
databases. Consequently, the backup strategy that you should use depends on your
environment and physical hardware.

When determining a backup strategy, you must first assess the amount of time your
organization has available each week for backing up your Exchange Server. When
doing so, remember that the most time-consuming aspect of performing a restore
is replaying the log files. Depending on how often you perform full backups, it can
take several hours to replay log files on large servers during a restore because
every transaction that has occurred since the last backup must be scanned. In addi-
tion, the speed at which transaction log replay occurs varies, depending on the type
of transactions that must be replayed. Perform a test restore of your log files to get
a more accurate estimate of how long it will take.

After you determine the size of your restore window, you must consider the affect
that your environment and resources will have on your backup strategy:

® |n an environment that has mission-critical data with minimal restore windows,
you should perform full backups nightly (or during the hours your server is least
active) and incremental backups at mid-day (or during a low production period
during the day that is evenly spaced from your full backups).

® |f media usage is a major factor in your backup strategy, either perform full
backups daily or full alternating with differential backups daily.

® |n an environment that has non mission-critical data with less aggressive
restore windows, you should perform a full backup at least once a week and
perform incremental or differential backups on the other days.

In Exchange Server 2007 CCR and Exchange Server 2010/2013/2016 Database Avail-
ability Group (DAG) environments, you should use the default backup source to
avoid affecting the performance of live databases. By default, the database is
backed up from the replica, and the agent backs up from the active database only if
no healthy replica is available. In Exchange Server 2010/2013/2016 environments,

if more than one replica for a database exists, the default order for replica selec-
tion is based on the database copy activation preference. The first copy is used first.

The following chart includes examples of a few backup strategies and their advant-
ages and disadvantages. Although, for maximum protection, you should perform
daily full and incremental backups, for maximum protection, you can customize
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your backup strategy to suit your organization’s needs. The only requirement is that
you minimally perform daily backups on work days with a full backup once a week.

Backup Strategy Advantages Disadvantages

High frequency of pro-
Daily full and incremental backups* |tection High media usage

Short restore window

Good frequency of pro-
Daily full backups tection High media usage

Short restore window

Good frequency of pro-
Daily backups with a full at least tection Varying restore

once a week ) window
Less media usage

* Schedule full and incremental backups approximately 12 hours apart.
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Document Level Backup Strategies

Although it is important to consider all of these factors, for Document Level
backups, the two most important factors are typically tape usage and the amount
of time available for your backups. The following recommendations are based on
these two factors. If other factors are more important in your environment, adjust
your backup strategy accordingly.

The first task you must perform when determining a backup strategy is to assess
the amount of time your organization has available each week for backing up your
Exchange Server. Next, perform a backup of your Exchange Server using Document
Level backup to ascertain how long the backup job will take. Finally, use this inform-
ation to determine the most efficient way of backing up your Exchange Server
within the time available to you.

If your organization’s backup schedule allows you to perform a full backup at least
one day a week, perform daily differential backups with one full backup a week.

If you want to distribute the full backup throughout the week, perform a full backup
of only one storage group per day and rotate which storage group gets the full
backup. Back up all other storage groups using differential backups.
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Document Level Backup and Restore Performance
Tuning

To maximize performance when using Document Level backup and restore:

" Increase the value of the Number of Threads configuration setting and
decrease the value of the Thread Priority configuration setting. This com-
bination increases performance and minimizes the impact on your server.

" Enable multiplexing to take advantage of high performance devices. Because
destination devices are faster than a single Document Level backup stream,
multiplexing decreases backup time by dividing your backup jobs into several
sub-jobs that run simultaneously to the same device.

If you enable multiplexing and also want to increase the value of the Number of
Threads configuration setting, keep in mind that the Number of Threads value
is per each backup stream. Therefore, the actual number of threads running on
a system is the number of streams multiplied by the number of threads. As a
result, leveraging multiplexing before leveraging the Number of Threads is
optimal. For example, on a four processor machine with four storage groups, a
total of six to eight threads is recommended. These threads should be con-
figured as two threads per each storage group, resulting in four multiplexing
streams. Because storage groups are independent resources, it is better to
increase the level of streams with multiplexing than to increase the Number of
Threads and sequentially back up one storage group at a time.

® Enable the Complete Messaging Single Instance Storage configuration option.
This option checks to see if attachments and messages have already been
backed up and backs up only one copy, eliminating the need to back up an
attachment or message each time it is referenced. This can significantly
decrease the size of your backups.

® |f you are creating a short backup job or do not need an estimate of how long
the job will take, enable the Disable File Estimate global option to save time.

® Use incremental and differential backup methods to back up only the data that
has changed since your last full or incremental backup. This saves time by back-
ing up only changed data rather than backing up all of your data.

® Use backup filters. This lets you exclude unwanted and large amounts of data
from your backup jobs.

" |If media usage is @ major factor in your backup strategy, either perform full
backups daily or full alternating with differential backups daily.
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" Inan environment that has non mission-critical data with less aggressive
restore schedules, you should perform a full backup at least once a week and
perform incremental or differential backups on the other days.
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Restore Recommendations

Consider the following best practices for restoring the Exchange Server.

® General Restore Strategies

® Document Level Restore Strategies
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General Restore Strategies

Perform a test restore to a backup server at least once a month and make sure
the restored database is functioning properly.

For more information about how to perform test restores on Exchange Server 2007
and 2010 systems, see Perform a Database Level Test Restore to an Alternative
Location.
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Document Level Restore Strategies

If you are restoring to an original location that contains existing data, select the con-
flict resolution option, Overwrite only when modified. If you are restoring to an
original location in an empty folder or an alternative location, select the conflict
resolution option, Restore as copy.
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Backup and Restore Test Strategies

After you have developed backup and restore strategies, you need to test them to
ensure that they work satisfactorily. You can perform backup tests on a production
system; however, you should perform recovery tests on a test system that closely
mimics the production system before applying your backup and restore strategies
to the product system.

You should perform a test restore to a backup server at least once a month and
make sure the restored database is functioning properly. This lets you test your
backup and restore strategies to assess whether you are backing up your system
accurately and to prepare for a possible disaster.

For information about how to perform test restores on Exchange Server 2007 and
2010/2013/2016 systems, see Database Level Data Restore.

Note: Exchange Server 2007 have a recovery storage group and Exchange Server
2010/2013/2016 has a recovery database, both of which can be used to test
restores. However, you should still practice restoring your entire Exchange Server
to a test server.
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Using the Disaster Recovery Option with the Agent

Planning your backup methodology is critical for protecting your Exchange Server
2007 and 2010/2013/2016 systems against failures, and for quick recovery of your
server in case of disaster.

The following process assumes you have a Windows server running Exchange
Server 2007 or 2010/2013/2016 and some Exchange Server Databases are running.
A disaster occurs and it is necessary to rebuild the entire server.

Important! Before performing disaster recovery, ensure you have the most recent
full backup of the Exchange Mailbox Server and the most recent database level full
backups for all mailbox databases and public folder databases.

. If the Active Directory server was destroyed, perform disaster recovery of AD
server first. For more information, see the Arcserve Backup> Disaster Recovery
Option Guide.

. Perform disaster recovery of the Exchange Server.

. Perform database level restores of all mailbox databases and public folder data-
bases. For more information, see the section, Performing Database Level Backups

and Restores.

Note: If you are running Exchange Servers in cluster environments, perform data-
base level restores of mailbox and public folder databases according to your par-
ticular configuration.

You may receive the following error:

AE9650 The volume shadow service provider has reported a bad state for the oper-
ation.

If so, perform the following steps using the Arcserve Backup Disaster Recovery
Option Wizard

. Perform Disaster Recovery to recover the Exchange 2007 Server.

. Use the Arcserve Backup Agent for Microsoft Exchange to restore all storage group
database data to an alternate location. Make sure the option, Run recovery after
restore is disabled.

. Log into the Exchange Server with the Mailbox role installed and stop the IS (Inform-
ation Store) service.

. Navigate to the Storage Group folder, delete the *.chk, *.log, and *.edb files. If
your Exchange server has more than one storage group, repeat the delete oper-
ation for all storage groups.
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On the alternate location used in Step 2, copy the *.chk, *.log, and *.edb files
restored there to their original location.

Restart the IS service.
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Chapter 7: Troubleshooting

This section provides troubleshooting information to help you identify and resolve
problems that you may encounter when using the Arcserve Backup Agent for
Microsoft Exchange Server. To help you quickly find the information you need, this
section lists some error messages and possible reasons and solutions for these mes-
sages.

This section contains the following topics:

ACtVILY LOg - o 178
I Cannot Determine How Much Space is Saved Using Complete Single Instance
SO A g .o e 179
I Cannot Determine if I Need to Perform a Database Level Backup .................... 180
I Cannot Determine if I Can Perform a Database Level Backup at the Same Time as

a Document Level BacKup ... oo 181
I Cannot Determine the Purpose of the M Drive ... ... ... 182
I Cannot Browse Mailboxes Under Document Level ... ... ...................... 183
I Cannot Reply to eMails Sent from a Restored Mailbox ................................. 184
Exchange Server Errors .. 185
Information for Technical SUPPOIt ... 191

Document Level Backup or Browse for Exchange Server 2013 Does Not Work
When the CAS Server Name is Inaccessible ... ... ... .. ... 193
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Activity Log

Many of the actions to resolve error conditions advise you to check the Arcserve
Backup Activity log. The Activity log contains comprehensive information about the
operations performed by Arcserve Backup. It provides an audit trail of all Arcserve
Backup activity for every job that is run. You can scan this log whenever necessary
to see if any errors have occurred. The log is available from the Job Status Man-
ager. For more information about using the Activity log, see the Administration
Guide.
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| Cannot Determine How Much Space is Saved Using Complete Single Instance Storage

| Cannot Determine How Much Space is Saved Using
Complete Single Instance Storage

Valid on all Exchange Server systems.
Symptom

After | back up data using Single Instance Storage, | cannot determine how much
space is saved.

Solution

After you submit your backup job, you can go to the Job Status Manager and
double-click the active job to view real-time job properties. If you have Complete
Messaging Single Instance Storage enabled, all of the fields related to size will
reflect the size prior to single instance storage optimization. The actual size of the
backup after single instance storage optimization opens in the Activity Log and is
labeled “(xx)MB Written to Media."
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| Cannot Determine if | Need to Perform a Database Level Backup

| Cannot Determine if | Need to Perform a Database
Level Backup

Valid in all Exchange Server systems.
Symptom

| cannot determine if | need to perform database level backups when | perform doc-
ument level backups.

Solution

You should perform a perform database level backups before you perform doc-
ument level backups. Database level backup is the fundamental backup for your
Exchange Server, and you should always use it regardless of whether you use one of
the other granular backup types. You can use database level backups to restore
Exchange Server in the event of a system failure, database corruption, or disaster
recovery situation.
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| Cannot Determine if | Can Perform a Database Level Backup at the Same Time as a

| Cannot Determine if | Can Perform a Database Level
Backup at the Same Time as a Document Level
Backup

Valid in all Exchange Server systems.
Symptom

| cannot determine if | can perform database level backups at the same time as doc-
ument level backups.

Solution

You can perform a Database Level and Document Level backup at the same time.
You can also perform multiple Document Level backups at the same time, and you
can perform multiple Database Level backups at the same time by running up to
one job for each storage group.
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| Cannot Determine the Purpose of the M Drive

Valid in all Exchange Server systems.
Symptom

| cannot determine the purpose of the M drive and do not know if it needs to be
backed up.

Solution

The M drive (ExIFS) is a virtual drive that exposes mailboxes and public folders. It is
simply a view of the Exchange Server and not a physical drive, so you do not need
to back it up, which is why it is skipped when you perform a backup job using the Cli-
ent Agent for Windows.
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| Cannot Browse Mailboxes Under Document Level

| Cannot Browse Mailboxes Under Document Level

Symptom

| cannot browse mailboxes under document level.

Valid on Exchange Server 2010 systems running on Windows Server 2008 R2
Solution

Do the following:

Log into the Exchange Server 2010 server.

Install the latest MAPI package.

Open the Windows Registry Editor.

Locate the following key: HKEY_LOCAL_MACHINE/Soft-
ware/Wow6432Node/Microsoft/Windows Messaging Subsystem

Add the following values:
String Value: ProfileDirectory

Value Data: Path to a normal directory that exists on file system, such as C:\Tem-
porary

Restart the Exchange Server 2010 server.
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I Cannot Reply to eMails Sent from a Restored Mail-
box

Valid on Microsoft Exchange Server 2010
Symptom
Unable to reply to emails sent from a restored mailbox.

If a mailbox was removed from the Exchange Server and restored using the Docu-
ment Level Agent Options, "Create mailboxes if specified mailboxes do not exist"
and "Create user if not existing", users cannot reply to emails sent from the
restored user.

Solution:

Create new emails instead of replying to old ones.
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Exchange Server Errors

For additional information on any Exchange Server error, check the Event Log on
the Exchange Server or see the Microsoft web site.

This section contains the following topics:

Exchange Agent Does Not Display When You Browse the Server

Unable to Create the User Account, Create the Mailbox, or Finalize the Mailbox

VSS Errors Occur on Windows Server 2008 Systems

Arcserve Backup Creates Duplicate Messages When Restoring Data
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Exchange Agent Does Not Display When You Browse
the Server

Valid on Exchange Server 2007 and 2010 systems.
Symptom

When you attempt to browse the Exchange Server system, the Exchange Agent
object does not display in either the Backup Manager or Restore Manager window.

Solution

The Agent service is not running. Start the Universal Agent service.

186 Agent for Microsoft Exchange Server Guide



Exchange Server Errors

Unable to Create the User Account, Create the Mail-
box, or Finalize the Mailbox

Valid on Exchange Server 2007 and 2010 systems.
Symptom

When performing a Document Level restore with a new user and mailbox creation,
the agent:

® Creates a basic user with minimal rights in the Users container of Active Dir-
ectory.

® Creates a mailbox for the user.

® Sends a request to the recipient update service and sends a message to the
mailbox to finalize it.

If all three of these steps are successful, you can view the mailbox in the Exchange
System Manager. If any of these steps fail, the mailbox will not restore.

Solution

There are several reasons why these steps may fail. Each reason, and the action
you can take to resolve the error, is described below.

" The user account creation failed because the backup agent service account
does not have enough rights to create a new account.

Ensure that your backup agent service account has the appropriate rights
assigned to it. For information on these requirements, see Backup Agent Ser-
vice Account Requirements for Document Level Backup and Restore. Also,
make sure that the backup agent service account is assigned membership to a
group that has permissions over the Users container in Active Directory. For
example the Account Operators group has these permissions by default.

® The user account or mailbox creation failed because the global catalog server
could not be contacted or a Windows application or system error occurred.

Check the Event Viewer Application Log and System Log for recent errors. Also,
check the agent logs DBAEXCUserSummary.log and WinUserUpd.log.

" The mailbox creation failed because a disabled mailbox with the same name
already exists.

Check the Exchange System Manager to determine if there is a disabled mail-
box with the same name. If you recently deleted a user account associated with
the mailbox you are trying to restore, use the Run Cleanup Agent feature in the
Exchange System Manager and purge the mailbox.
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® The mailbox finalization failed because the Recipient Update Service failed to
update the mailbox.

Make sure that the Recipient Update Service is able to finalize mailboxes when
an update is called. You may have to rebuild the Recipient Update Service if it
is not performing properly. For more information on the Recipient Update Ser-
vice, see the Microsoft documentation.

" The mailbox finalization failed because of Active Directory replication delays or
Exchange Server cache delays. This failure can occur even if the user or mail-
box was successfully created.

In multi-domain controller environments or large Exchange Organizations,
there may be delays before you can use the mailbox. If mailbox finalization
fails, verify that the account appears in the Global Address List. If it appears in
this list, repackage the failed mailbox with user and mailbox creation selected
and run the job when the mailbox appears in the Exchange System Manager.
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VSS Errors Occur on Windows Server 2008 Systems

Valid on Windows Server 2008 platforms.
Symptom

Database level backup jobs complete successfully and Windows Event ID 8194
appears in Windows Event Viewer.

Environment:

Microsoft Exchange Server 2007 is installed on a Windows Server 2008 x64 system.
Solution

Event ID 8194 relates to Volume Shadow Copy Service errors.

For more information, see the Microsoft support website. You can eliminate the
error condition by adding the access permissions for the Network Service account
to the COM Security of the affected server. To add the access permissions for the
Network Service account, do the following:

. From the Start Menu, select Run

The Run dialog opens.

. In the Open field, input dcomcnfg and click OK.

The Component Services dialog opens.

. Expand Component Services, Computers, and My Computer.

. Right-click My Computer and click Properties on the pop-up menu.
The My Computer Properties dialog opens.

. Click the COM Security tab.

. Under Access Permission click Edit Default.

The Access Permissions dialog opens.

. From the Access Permissions dialog, add the Network Service account with Local
Access allowed.

. Close all open dialogs.

. Restart the computer.
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Arcserve Backup Creates Duplicate Messages When
Restoring Data

Valid on all Exchange Server systems.

Symptom

Arcserve Backup duplicates messages when you restore a document to the same
location using the Overwrite conflict resolution option.

Solution

This is expected behavior. When you restore a message, a new message ID is cre-
ated and assigned to the message. Consequently, if you restore data from on
backup multiple times, you will see duplicated messages.
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Information for Technical Support

If you need to contact Arcserve support for assistance with Exchange Server 2007
and Exchange Server 2010, use the following registry keys to gather the inform-
ation that Customer Support will need to help resolve your issues:

Database Level Backup and Restore

HKEY_LOCAL_MACHINE\SOFTWARE \ComputerAssociates\CA ARCserve Backup\
ExchangeDBAgent\Parameters

Value Name: Debug

Value Type: REG_DWORD

Value Data: 0(off), 1(default), 5(verbose)

Results: dbaexdb*.log & dbaexdb*.trc, in Exchange agent DBLOG directory

If the trace files grow too large or too many, you can use the following registry val-
ues to reduce the size and file count:

Value Name: MaxLogSize

Value Type: REG_DWORD

Value Data: size of each trace file in MB

Result: As soon as the size is reached, a new trace file will be generated.

Value Name: MaxLogCount

Value Type: REG_DWORD

Value Data: Number of log files

Results: After the maximum number of log file reaches this value, the oldest log file is
deleted and a new log file is created.

Note: You can change the registry values listed above using the Exchange agent
configuration utility. You do not need to restart the Universal Agent service.

Document Level Backup and Restore
For Exchange Server 2007 and 2010, the registry path is as follows:

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\ComputerAssociates\CA
ARCserve Backup\ExchangeDocumentAgent\Parameters

Value Name: Debug

Value Type: REG_DWORD

Value Data: 0(off), 1(default), 5(verbose)

Results: Expaadp®.log & expaadp®.trc, in Exchange agent LOG directory

Note: You can change the debug level using the Exchange agent configuration util-
ity. You do not need to restart the Universal Agent service.

If the size of the trace files grows too large, you can create and configure the fol-
lowing registry values to reduce the size:

Value Name: MaxLogSize
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Value Type: REG_DWORD

Value Data: size of each trace file in MB

Result: As soon as the size is reached, a new trace file will be generated.

Value Name: DeleteLogFile

Value Type: REG_DWORD

Value Data: 0, 1

Results: 0: When a new trace file is generated, the previous trace file will NOT be
deleted. 1: When a new trace file is generated, the previous trace file will be deleted.
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Document Level Backup or Browse for Exchange
Server 2013 Does Not Work When the CAS Server

Name is Inaccessible

Valid on Windows platform
Symptom

The document level backup or browse for Exchange Server 2013 may not work if
the CAS server name that is returned from the Outlook Autodiscover becomes inac-
cessible or is not functioning correctly.

Solution:

To correct this problem, you need to provide a working CAS server name in the con-
figuration section of the Autodiscover.ini file.

For more details on the Autodiscover.ini file, see link.
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Chapter 8: Setting Up a Backup Agent Service Account

After you install the Arcserve Backup Agent for Microsoft Exchange, you must set
up a backup agent service account on your Exchange Server. The backup agent ser-
vice account grants the agent the authority to communicate with the Exchange
Server.

This section contains the following topics:

How to Set Up Your Backup Agent Service Account ... ..........ooooiiiiiia .. 196
Set Up Your Backup Agent Service ACCOUNE ... ..o 200
St UP GIOUPS . . ..o 205
Delegate Roles ... ... oo 209
Additional Configuration Considerations ... 212
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How to Set Up Your Backup Agent Service Account

How to Set Up Your Backup Agent Service Account

Before you can set up your backup agent service account, you must perform the fol-
lowing tasks:

Determine your backup agent service account requirements.

Note: For more information, see Backup Agent Service Account Requirements Over-

view.

Determine your tasks.

Note: For more information, see Task Requirements.

Determine your environment.

Note: For more information, see Implementation Considerations.

. Set Up Your Backup Agent Service Account.
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Backup Agent Service Account Requirements Over-
view

The requirements for your backup agent service account depend on the type of
backup and restore you will be using (database level, document level, or both). To
determine these requirements, see information about backup agent service
account requirements in the chapters “Performing Database Level Backups and
Restores,” or “Performing Document Level Backups and Restores.”

Note: If you plan on using more than one type of backup and restore (for example,
both database level and document level), your backup agent service account must
meet the requirements for all types. Document level backup and restore require-
ments include all of the requirements for database level backup and restore.
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Task Requirements

After you decide on your backup agent service account requirements, you must
determine your tasks.

Depending on your requirements, you must perform one or more of the following
tasks:

® Create a user account
® Create a mailbox
® Create groups

" Delegate roles
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Implementation Considerations

Each task you must perform to manually set up your backup agent service account
depends on one or more of the following factors:

" The version of Exchange Server you are using:
— Exchange Server 2007
— Exchange Server 2010/2013/2016

® The version of Windows you are using:
— Windows Server 2008

Windows Server 2008 R2

Windows Server 2012

— Windows Server 2012 R2
— Windows Server 2016

" The type of server you are using:
— Domain controller

— Member server
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Set Up Your Backup Agent Service Account

Set Up Your Backup Agent Service Account

To set up your Backup Agent Service Account
Set up user accounts.

Set up mailboxes.

Set up groups.

Set up roles.

Important! Each task includes different procedures based on the environment.
Select the tasks and environments that match your needs and use the cor-
responding procedures to manually set up your backup agent service account.

Note: For additional configuration considerations, see Additional Configuration Con-
siderations.

More information:

Create a Domain User on Windows Server 2008

Set Up Groups
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Create a Domain User on Windows Server 2008

If you already have a domain account, you do not have to create a user. You can
use the domain account as your backup agent service account. To do this, simply
use your domain account to set up a mailbox, add groups, add rights, and delegate
roles.

To create a backup agent service account

1. On your domain controller, from the Start menu, select All Programs, Admin-
istrative Tools, and select Active Directory Users and Computers.

The Active Directory Users and Computers window opens.

2. When the Active Directory dialog opens, expand the Active Directory Users and
Computer tree and click Users.

3. From the Action menu, select New, User.

4. When the New Object - User dialog opens, enter a first, last and full name for the
user. Also enter Initials. Enter a User logon name, and then click Next.

Mew Object - User E |

g Createin:  e2k3d.comlzers

Eirst narne: Iu:ll:uagent |ritials: I

Lazt name: I

Full narme: Idl:nagent

Uzer logon name:
Iu:ll:nagent I (Bek3.com j

Uzer logon name [prewfindows 2000];
|E2K3'x Idbagent

¢ Back I Hewt > I Cancel

5. Enter a password, confirm the password, enable the Password never expires option,
and then click Next.

Chapter 8: Setting Up a Backup Agent Service Account 201



Set Up Your Backup Agent Service Account

Mew Object - User

ﬁ Create i e2k3.comUsers

Pazzwaord: qu -

LConfirm paszword: Iu" -

[T User must change passward at nest logon
[~ User cannot change pazsword
¥ Paszword never expires

[T Account is dizabled

< Back I Ment » I

Cancel

6. Click Finish.
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Create a Domain User with a Mailbox for Exchange
Server 2007, 2010, 2013, and 2016

Follow these steps:

1. From the Windows Start menu on your Exchange server system, select Programs,
Microsoft Exchange Server, and Exchange Management Console.

The Exchange Management Console opens.

2. Expand the Recipient Configuration object, select and right-click the Mailbox
object.

From the pop-up menu, select New Mailbox.
The New Mailbox - Introduction dialog opens.

3. From the section Choose mailbox type, select the User Mailbox option and click
Next.

The New Mailbox - User Type dialog opens.
4. From the section New user, select New user and click Next.
The New Mailbox - User Information dialog opens.

5. Complete the following fields:

J’/’ New Mailbox

1 Intraduction User Information
1 User Type Enter the user name and account information,

3 User Infarmation Qrganizational unit:

1 Mailbox Settings IE'IZDOm.com/Users Browse... |

4 Mew Mailbox

First name: Iritials: Last name:
J Completion Iexchagenl I I

Mame:

Iexchagenl

Uzger logon name [User Principal Mame).
Iexchagenl I @e12dom. comn LI

User logon name [pre-windows 2000):

Iexchagenl

| Password: LConfirm pagsword:

[~ User must change password at next logon

Help | < Back

Cancel |

In the First name field, enter a name for your backup agent service account, enter
a User logon name and password, and then click Next.

The New Mailbox - Mailbox Settings dialog opens.

6. Complete the following fields:

Chapter 8: Setting Up a Backup Agent Service Account 203



Set Up Your Backup Agent Service Account

1
_ 1l New Mailbox
I Introduction Mailbox Settings
1 User Type Enter the alias for the mailbox user, and then select the mailbox location and policy settings.
3 User Infarmation Aliag:
[ Mailbox 5 etings [exchagent
4 Mew Mailbox e
| Campletion |E12-3 ;I
Storage group:
IFlrsl Storage Group LI
b ailbox database:
IMaiIhnx Dratabase LI
[ Managed folder mailbox policy:
| Erowse... |
[~ Exchange &ctiveSync mailbox policy:
I Erowse... |
©3 Meszaging Records Management iz a premium feature and requires an enterprise
client access license to enable on a mailbox.
Help | < Back : Cancel |

Select a Storage Group and a Database for the mailbox, and then click Next.
The New Mailbox - Configuration Summary dialog opens.

Verify the configuration summary and click the Back button if you need to make
changes.

To complete the configuration, click New and then click Finish.

You have successfully created a domain user with a mailbox on an Exchange Server
2007, 2010, 2013, or 2016 system.

Note: After you finish creating your backup agent service account and mailbox, you
should log into this account using Outlook or by sending an email to the account to
verify that the mailbox functions properly.
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Set Up Groups

Based on the type of Microsoft Exchange Server that is running in your envir-
onment (member server or domain controller), use one of the following procedures

to set up groups:

® Add Groups for all Versions of Exchange Server on a Windows Member

Server

® Add Groups for all Versions of Exchange Server on a Domain Controller
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Add Groups for all Versions of Exchange Server on a
Windows Member Server

To add groups
. Right-click My Computer and select Manage.

. When the Computer Management dialog opens, expand the Local Users and
Groups object and click Groups.

. In the right-pane, double-click Administrators.
. When the Properties dialog opens, click Add.

. When the Select Users or Groups dialog opens, in the Look in field, select the
appropriate domain. Next, in the Name column, select the name of your backup
agent service account, click Add, and then click OK.

. When the Properties dialog reopens, the name of your backup agent service
account is displayed in the Members list. Click OK.

. When the Computer Management dialog reopens, in the right-pane, double-click
Backup Operators and repeat Steps 4 to 6.
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Add Groups for all Versions of Exchange Server on a
Domain Controller

To add groups

1. On your domain controller, from the Start menu, select All Programs, Admin-
istrative Tools, and select Active Directory Users and Computers. From the Active
Directory Users and Computers dialog, in the right pane, right-click your new
account name and select Properties.

2. When the Properties dialog opens, click the Member Of tab and click Add.

dbagent Properties EE3 |
Terminal Services Profile I COrM+ I Enchange General
E-mail Addreszes I Exchange Features I Eschange Advanced
Eeneral | Address I Aocount I Prafile I Telephones I Organization
bember OF I Diiakin I E revironment I Seszions I Remote control
termber of:
M ame Active Directory Falder

Domain zers esk3.comdlzerz

Add... | Bemove |

Prirnary group: Damain zers
S B B There iz o ne!el:l {a] change Prirnary group u_nless
= i - o have Macintozh clients or POSE=-compliant
applications.

k. I Caricel Amply Help

3. When the Select Groups dialog opens, type Domain Admins in the Enter the object
names to select field and click OK.

Note:If your Exchange Server is your domain controller, you must also select Admin-
istrators and Backup Operators.
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Select Groups EH

Select thiz object tupe:

IGru:uups ar Buil-in zecurity principals Object Types. ..

Eram thiz location:
IeEkE.cum

Locations...

Enter the abject names to select [examples]:
D omain Admirs]

FiG

Check Mames

Advanced... | ] | Cancel |

A

4. When the Properties dialog reappears, select Domain Admins and click Set Primary
Group. Next, select Domain Users, click Remove, click Yes, and then click OK.

dbagent Properties E |
T erminal Services Profile I COR+ I Exchange General
E-mail Addrezzes I Exchange Features I Exchange Advanced

General | Addrezs I Account I Frofile I Telephones I Crganization
tember OF I Dial-iry I Enviranimmet I Sessions I Remaote contral

termber of:

Add... | Bemove |

Prirnary group: Damain Adming
yfs Bt o [ There iz no ne,au:l ko chgnge Primary group u_nless
= ¥ - wou have Macintosh clients or POSE=-compliant
applications.

k. I Carnicel Apply Help
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Delegate Roles

Use one of the following procedures to delegate roles.

® Delegate Roles for Exchange Server 2007 on a Domain Controller or Member

Server

® Delegate Roles for Exchange Server 2010/2013/2016 on a Domain Controller
or Member Server

Chapter 8: Setting Up a Backup Agent Service Account 209



Delegate Roles

Delegate Roles for Exchange Server 2007 on a Domain
Controller or Member Server-MSExchW

To assign permissions for the backup agent service account

1. On your Exchange server, from the Start menu, select Programs, Microsoft
Exchange Server, and Exchange Management Console.

The Exchange Management Console opens.

2. Select and right-click the Organization Configuration object. From the pop-up
menu, select Add Exchange Administrator.

The Add Exchange Administrator dialog opens.

g' Aadd Exchange: Administrator
=
L]

8] i _E_wchu'\;e #Add Exchange Administrator
Adminisiralo T his. wizssd el wous 1o sdd & new Excharge sdmirisyator rols. An Exchangs
51 Comploticn axdrririziralos has pemissions ko cpeations as allosed by & cortain sols.

S deck ths whesr o groun b add a5 an Eschengs sdminitsion
[ hagent
Solact tha rols and So0pe o s Enchangs advenssiialod
¥ Ewchangs Organization Sdminisbistor iole
i~ Epchange Fiecipiant &dminkhaton nole
™ Eschange Yise-Onlp Admivisralo rob
7 Erghargi S Scnnrkiralod iok
Select the serwei]s] bo which this role has access:

Help « Pack 2dd el

3. Click the Browse button to browse to and select the user or group to which you
want to assign the role.

4. Select one of the following options:
® Exchange Organization Administrator role
® Exchange Server Administrative role
Click Add, and then click Finish.

The permissions are assigned to the backup agent service account.

210 Agent for Microsoft Exchange Server Guide



Delegate Roles

Delegate Roles for Exchange Server 2010/2013/2016
on a Domain Controller or Member Server

In Exchange Server 2010/2013/2016, the procedure is not supported by the inter-
face and must be performed using the Management Shell. Using the Management
Shell, you must use the Role Based Access Control (RBAC) authorization system to
assign permissions for the backup agent service account.

Follow these steps:

. From the Exchange Server machine, click Start, Programs, Microsoft Exchange
Server 2010/2013/2016, Exchange Management Shell.

The Exchange Management Shell opens.

. Type the following command to add a mailbox as a member of a role group:
Add-RoleGroupMember <"role group name"> -Member <"member">

The permissions are assigned to the backup agent service account.

Example

In the following command, the mailbox, "exchagent" is added to the role group,
"Organization Management", and inherits all access rights associated to that group.

Add -RoleGroupMember "Organization Management" -member "exchagent"
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Additional Configuration Considerations

The following sections include additional configuration considerations, depending
on your environment.

" Member Server Considerations

" Multiple Domain Considerations
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Member Server Considerations

If your Exchange Server is on a member server, you may need to add the backup
agent service account to the same groups and rights on the domain controller,
depending on the domain controller security policies and security settings.
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Multiple Domain Considerations

If your Exchange Server is running on a network that has multiple domains and you
want to create the backup agent service account in a different domain than the
domain where your Exchange Server is located, add the groups and rights in both
domains.
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This section contains the following topics:

Register the Cluster Resources Manually ... ... 216
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Register the Cluster Resources Manually

When you install the agent on local nodes, the installation procedure registers and
creates the cluster resources for you automatically. This section describes how to
register and create the cluster resources manually.

To register the cluster resources manually

. Ensure that the agent is installed on all nodes on which Exchange Virtual Server
could potentially run and the agent installation directory is the same on all nodes.

. If the resource type is not already registered, run the following command:

Cluster.exe restype "Arcserve Backup Exchange Agent Notifier" /create /dll:
CaExCluRes.dll /type:"Arcserve Backup Exchange Agent Notifier"

Note: If your resource type is already registered, Arcserve Backup Exchange Agent
Notifier displays under the Cluster Configuration\Resource Types branch in the
Cluster Administrator.

. Run the following command to register the extension dll:
Cluster.exe/REGEXT:”C:\WINDOWS\cluste\CAExCIluResEx.dIl’

. Use the Cluster Administrator to create the Arcserve Backup Exchange Agent Noti-
fier cluster resource instance in the Exchange Virtual Server group. As a best prac-
tice, append the Exchange Server name to the cluster resource instance name. For
example, Arcserve Backup Exchange Agent Notifier — (VS1) is the cluster resource
instance name and VS1 is the Exchange Server name. When the New Resource dia-
log opens, enter the name and description of the resource instance, select Arcserve
Backup Exchange Agent Notifier in the Resource type field, select the name of
your Exchange Server virtual group in the Group field.

Click Next.

The Possible Owners dialog opens. The nodes in the cluster on which the resource
can be brought online display in the Possible owners box.

. Click Next.
The Dependencies dialog opens.

. When the Dependencies dialog opens, click Finish to end the resource creation pro-
cess, and then click OK.

. Open the Cluster Administrator and confirm that the Arcserve Backup Exchange
Agent Notifier resource is displayed.

The following diagram illustrates that the Arcserve Backup Exchange Agent Notifier
resource is displayed:
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Right-click the Arcserve Backup Exchange Agent Notifier resource to verify the Gen-

eral, Dependencies, and Advanced options.

The following diagram illustrates how the options should appear on the Arcserve

Backup Exchange Agent Notifier, General tab:

Arcserwe Backup Exchange Agent Motifier - {C O7) Properties E3 I

General I Dependencies I Policies I Advanced Policies I

:E:rrﬂ Rezource Mame:
Hesource type:
State:

I.&.rc:serve B ackup Exchange Sgent Mo
arczerve Backup Exchange sgent ...
Online

| Ok I Cancel I Lepply I

The following diagram illustrates how the options should appear on the Arcserve
Backup Exchange Agent Notifier, Dependencies tab:
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General Dependencies | F'l:ulil:iesl Advanced Policies

Specify the rezources that must be brought online befare thiz rezource can
be brought online:

| AMDAOR | FAesource

3 Ewchange Infarmation Stare Instance [C 07

# | Click here to add a dependency

[naert Delete

E=change Information Store [nstance [C OF)

How resource dependencies wark,

k. I Cancel Amply

The following diagram illustrates how the options should appear on the Arcserve
Backup Exchange Agent Notifier, Advanced tab:

Arcserve Backup Exchange Agent Motifier - {C O7F) Properties E3

| Generall Dependenciesl Paolicies &dwanced Policies I
Clear the check box if you do not wwant a node to haost thizs rezource or this
clustered instance.
Possible Owners:

= wZkaspP
= Wiz ks

— Bazic resource health check interval

=  Ize standard time period for the resource bppe
= Uszse this time period [mm:ss): IDD:DE E:

— Thorough resource health check interval

i*  |sze standard time period for the resource bype

" Use this time period [mrm:ss]: ID‘I Halu E:

M Run this resource in a zeparate Reszource kM anitar

Chooze thiz option if the associated resource tppe DLL needs to be
debugged or iz likely to conflict with other rezource tppe DLL=.

Ok I Cancel I Aoy I
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Note: On the Advanced tab, make sure the Affect the group check box is not selec-
ted. This ensures that the state of the resource does not affect the Exchange Server

virtual group.

Repeat Steps 2 to 6 on each node that has an Exchange Server virtual group where

you need to create the resource.
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Database Availability Group (DAG)

A Database Availability Group (DAG) is a concept introduced in Exchange Server
2010. It is a collection of up to 16 mailbox servers, where each server stores up to
100 mailbox databases.
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Database Level Backups

Database Level Backups let you protect the system and supports restoring the
Exchange Server in its entirety.
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Document Level Backup

Document Level backup lets you back up folders and messages and a granular level
of restore.
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Multiplexing

Multiplexing is a process in which data from multiple sources is written to the same
media simultaneously. In Arcserve Backup, jobs with multiple sources submitted
with this option are broken into child jobs, which write data at the same time.
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Multistreaming

Multistreaming is a process that divides backup jobs into several sub-jobs that run
simultaneously to different devices.
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Restore Set

A restore set is the set of all sessions needed to restore your Exchange Server, stor-
age group, or mailbox database. The number of sessions in a restore set depends
on the backup method used.
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Organization View

Organization View provides a central display of the entire Exchange Server organ-
ization, so you can quickly find remote Exchange servers.
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Storage Group

Storage Group

Each Exchange mailbox server in the organization can have up to 50 storage
groups. A storage group can have up to 5 database stores (except for replicated
environments which can have one), which can be mounted and dismounted inde-
pendently.
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Trace Log Files

Trace Log Files are files created by Arcserve Backup. They provide data you can use
to debug problems that may occur when performing document level and database
level backups and restores.
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