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Contact Arcserve Support

The Arcserve Support team offers a rich set of resources for resolving your tech-
nical issues and provides easy access to important product information.

Contact Support

With Arcserve Support:

You can get in direct touch with the same library of information that is shared
internally by our Arcserve Support experts. This site provides you with access to
our knowledge-base (KB) documents. From here you easily search for and find
the product-related KB articles that contains the field-tested solutions for many
top issues and common problems.

You can use our Live Chat link to instantly launch a real-time conversation
between you and the Arcserve Support team. With Live Chat, you can get imme-
diate answers to your concerns and questions, while still maintaining access to
the product.

You can participate in the Arcserve Global User Community to ask and answer
questions, share tips and tricks, discuss the best practces and participate in con-
versations with your peers.

You can open a support ticket. By opening a support ticket online, you can
expect a callback from one of our experts in the product area you are inquiring
about.

You can access other helpful resources appropriate for your Arcserve product.


http://www.arcserve.com/support

Arcserve Backup Documentation

Arcserve Backup documentation contains specific guides and release notes for all
major releases and service packs. Click links below to access documentation.

= Arcserve Backup r18 Release Notes

= Arcserve Backup r18 Bookshelf



http://documentation.arcserve.com/Arcserve-Backup/unavailable/R18/ENU/Bookshelf_Files/HTML/Relnotes/Default.htm
http://documentation.arcserve.com/Arcserve-Backup/unavailable/R18/ENU/Bookshelf.html
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Chapter 1: Understanding Arcserve Backup Patch
Manager

This section contains the following topics:

Introduction

Arcserve Backup Patch Manager Components

Arcserve Backup Patch Manager Guidelines

How Arcserve Backup Patch Manager Works

Chapter 1: Understanding Arcserve Backup Patch Manager 7



Introduction

Introduction

A patch lets Arcserve deliver product improvements (published patches) to users.
Patches are used to deliver bug fixes, new hardware support, and performance and
security enhancements. (Service Pack releases are not delivered through Arcserve
Backup Patch Manager).

In the past, Arcserve Backup users needed to download and apply patches manually
when they were released. They also needed to access the Arcserve Support website
frequently to learn about the existence of a fix or a patch. Arcserve Backup Patch
Manager simplifies this process and provides a fast, easy, and reliable solution to
automatically keep your Arcserve Backup installations up-to-date with the latest
patches and updates. Arcserve Backup Patch Manager is your link between Arc-
serve and your Arcserve Backup(and agents) running on Windows and should be
installed on every machine that has Arcserve Backup installed to get automatic
updates.

Arcserve Backup Patch Manager provides the following features:
* The capability to check for all new and available patches.

* The capability to perform automatic checks for critical patches and to determ-
ine dependency rules for selected patches during the download, install, and
uninstall process.

* The capability to trigger automatic (for critical patches only) or manual down-
loading and installation of available patches.

* The capability to specify a custom schedule for automatic patch download and
install (for critical patches only).

 If configured, the capability to automatically send email notifications when new
patches become available, when they are downloaded, and/or when they are
installed.

* The capability to generate reports to view the current state of Arcserve Backup
(patches installed) and also view a history of the patches that were down-
loaded, installed, and uninstalled on a server. This comprehensive reporting
allows you to easily access reports to help understand the complete patch
status on any machine.

* The capability to display handy tool-tip references about specific patches (for
example: the patch download date, patch install date, patch type, and so on).

* The capability to display "Alerts and Messages" in a quick and easy-to-see
information pane. These alerts and messages contain information such as the
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Introduction

time and date of the last check update, number of new patches, which patches
are classified as critical, security updates, device patches, and so on.

The capability to display the Readme of a patch published at the Arcserve Sup-
port website. For more detailed description or additional information about a
specific patch, contact Arcserve Technical Support for online technical assist-
ance.

The capability to display the Patch Manager Service status in the GUI.

The capability to configure the client and a staging server to connect to Arc-
serve Support (either directly or through a proxy server).

The capability to use staging servers for data centers that have limited access
to the internet.

The capability for Arcserve Backup Patch Manager deployed as Staging Server
to refer to another Staging Server that is already existing.

The capability to use proxy servers.
The capability to manually uninstall a patch (if necessary).

The capability of the Arcserve Backup Patch Manager to update itself when
self-patches become available.

Note: Patches to the Arcserve Backup Patch Manager will not be displayed in
the Product drop down menu or the Patches Update pane. These self-patches
are always considered as critical patches and all actions (Check for Updates,
Download, and Install) will be performed automatically as scheduled.

Chapter 1: Understanding Arcserve Backup Patch Manager 9



Arcserve Backup Patch Manager Components

Arcserve Backup Patch Manager Components

Arcserve Backup Patch Manager consists of the following components:

* Patch Manager GUI

* Patch Manager Service

10 Arcserve Backup Patch Manager User Guide
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Patch Manager GUI

The Patch Manager graphical user interface (GUI) allows you to manage the con-
figuration and scheduling of patch downloads and installations. The Patch Manager
GUI displays a listing and the status of the published patches that were available,
downloaded, and installed. For more information, see Understanding the Arcserve
Backup Patch Manager GUI.
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Patch Manager Service

The Patch Manager Service (Arcserve Backup Patch Manager Service) is the core
engine and responsible for executing the requests from the GUI or Patch Scheduler
to download and/or install patches. It is also responsible for sending email noti-
fications. The Patch Scheduler is an integral part of the Patch Manager Service. The
Patch Scheduler is responsible for starting at a scheduled time and triggering an
automatic check for available patches or an automatic download/installation of
available patches.
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Arcserve Backup Patch Manager Guidelines

The following guidelines apply to the Patch Manager:

In the Arcserve Backup environment, you can install the Patch Manager where
the Arcserve Backup components are present. Installation of Patch Manager is
applicable for systems running Arcserve Backup and the associated Windows-
based agents.

For example, a Arcserve Backup Domain can have several machines or servers,
each with Arcserve Backup installed, and each with Patch Manager installed.

Staging servers installs do not need to reside on a server that has Arcserve
Backup installed

Note: A Staging Server is used as a temporary storage place for patch down-
loads before being installed into Arcserve Backup clients.

Client needs to be installed on machines that have Arcserve Backup com-
ponents installed.

Patch Manager client must be installed on machines running Arcserve Backup
components if you want to download and install patches (either manually or
automatically).

Each Patch Manager installation should be configured to get the patches from
a local staging server or directly from the Arcserve Support website.

Automatic download/installation of patches is available only for critical patches

The local staging server should be HTTP enabled, so that other client servers
can communicate with this staging server to download/install patches.

If configured, Patch Manager can get the available patches through a proxy
server.

When a patch is selected for manual download, all its dependent patches are
also selected for download. (But you will have the option to select the patch(es)
to be downloaded, regardless of any dependency relationship). In a scheduled
request, all the new available patches will be downloaded. In this case depend-
ency among the patches will not be checked.

A patch can be installed only if all its dependent patches are already suc-
cessfully installed.

Prior to uninstalling a patch, Patch Manager will check for any dependent
patches that are also installed.

Chapter 1: Understanding Arcserve Backup Patch Manager 13
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- A patch can be uninstalled only if all its dependent patches are already unin-
stalled.

- A patch can only be uninstalled if it is not a pre-requisite patch for any other
patches which are already installed.
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How Arcserve Backup Patch Manager Works

Arcserve Backup Patch Manager allows you to proactively manage Arcserve
Backup patches and updates by automating the process of collecting, analyzing,

downloading, and installing available patches.
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If it is determined that Arcserve Backup is installed on your server, Arcserve Backup
Patch Manager will scan the installation to determine which patches are already
installed and then compare it to all available updates. (This check for available
updates can be filtered by product release). You can then either manually trigger a
download/installation of the patches (all types of patches) or configure a schedule
for automatic download/installation of the patches (critical patches only).

A Staging Server can be used as a temporary storage location for patch downloads
before they are installed into Arcserve Backup clients. You may not want to expose
all your production servers to internet to download patches from the Arcserve
server. In this case, you can first download patches to one local Staging Server and
then allow your other production servers to download the patches from that local
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Staging Server. You can install the Arcserve Backup Patch Manager on a server that
is exposed to internet and download the patches to that server. You can then have
Arcserve Backup Patch Manager installed on your production servers where Arc-
serve Backup is installed and point to this local Staging Server to download and
install patches.

Arcserve Backup Patch Manager provides the following functions:
» Check for available patches (manual or scheduled)

* Download available patches from Arcserve (directly to the client or to a staging
server)

 Install successfully downloaded patches. The installation process will start after
downloading the patches to the machine (staging server or client).

» Send email notifications for events such as when a new patch is available, when
a patch download was performed, and when a patch install was performed

* Generate reports for current status and history of installed and uninstalled
patches.

» Check for patch dependencies

* Uninstall patches (if necessary)

16 Arcserve Backup Patch Manager User Guide
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Check for Available Patches

Arcserve Backup Patch Manager provides the capability to check for new and avail-
able Arcserve Backup patches and updates either directly from Arcserve or through
a proxy server (as configured). This check for available patch function can be
triggered either manually from the user interface (GUI) or automatically as spe-
cified by the Patch Scheduler.

When triggered, Arcserve Backup Patch Manager will contact Arcserve Support to
check a file that contains the available patch information. If it is determined that
this available patch information file has been modified since the last check, it will
be downloaded from the site for comparison. The available patch information is
then compared to another file containing the already downloaded patch inform-
ation to determine which available patches are new and have not been previously
downloaded and successfully installed.

Client/Staging Server

Arcserve Backup
Patch Manager

Check

Patches arcserve
{Manual or Scheduled)
Compare > Proxy [ Available Patch Information
Files Server . ]
Already Downloaded

Patch Information
Email | smTP
Notification New Palchas Available "| Server

» If it is determined that the patch has not been previously downloaded, Arcserve
Backup Patch Manager will tag the patch as an available patch.

» If it is determined that the patch has already been downloaded successfully
with the correct checksum value and file name, Arcserve Backup Patch Man-
ager will then verify the existence of the patch in the physical location.

- If the physical file does not exist and it is not installed, then the patch will be
tagged as an available patch.
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- If the patch file exists in the patch repository (with the correct checksum,
digital signature, and file name), then the previous status (downloaded) will be
maintained.

- If the patch file exists, but the already downloaded patch information (file
name and checksum value) does not match the available patch information,
then that patch will be tagged as an available patch.

» If configured, an email notification will be sent to inform you when new
updates are available.
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User Initiated Patch Check for Update Process

If you have selected to initiate a check for available patches (instead of specifying a
scheduled check), the process for this task is as follows:

. Select the product to check (Arcserve Backup).
. Click the Check for Updates button for the selected product.

The available patch information is downloaded (if modified) from Arcserve Support
to either your client or to a staging server.

. The available patch information is then compared to a locally residing file con-
taining the already downloaded patch information.

A listing of all the available Arcserve Backup patches for the selected product is dis-
played.

. If configured, an email notification is sent informing you when new Arcserve
Backup patches are available for downloading.

Chapter 1: Understanding Arcserve Backup Patch Manager 19
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Scheduled Patch Check for Update Process

If you have selected to schedule an automatic check for available patches (instead
of specifying a user-initiated check), the process for this task is as follows:

. Based upon the configured time settings for automatic checks, Arcserve Backup
Patch Manager will trigger the Patch Scheduler to invoke the check for available
patches.

The available patch information is downloaded (if modified) from Arcserve Support
to either your client or to a staging server.

. The available patch information is then compared with locally residing files con-
taining the already downloaded patch information and installed patch information.

A listing of all the available Arcserve Backup patches for the selected product is dis-
played.

. If configured, an email notification is sent informing you when new Arcserve
Backup patches are available for downloading.
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Download Patches

Arcserve Backup Patch Manager provides the capability to download available
patches and updates either directly from the Arcserve Support server (via HTTP) or
from the Staging Server configured locally which in turn connects to the Arcserve
Support server. This patch download function can be triggered by the user interface
(GUI) or automatically (for critical patches only) as specified by the Patch Sched-
uler.

Note: To obtain additional information about a specific Arcserve Backup patch lis-
ted in the Patch Manager, contact Arcserve Technical Support.

When triggered, Arcserve Backup Patch Manager will contact Arcserve Support and
download the available patches (along with any available dependent patches) and
place them in a holding directory (on either the Staging Server or the Client) until
directed to proceed with the subsequent installation process. (The downloaded
patches do not get deleted after installation). In addition, Arcserve Backup Patch
Manager will also update the downloaded patch information report with the latest
status.

If configured, an email notification will be sent to inform you that new patches
have been downloaded.

Client/Staging Server

Arcserve Backup
Patch Manager

Download
Patches

{Manual or Scheduled)

Holding

L

Directory New Available Patches

(and Dependant Patches)

Email y| SMTP
Motification Server

Mew Patch Downloaded

Update
Report Downloaded Patch Report
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Download Patch Process

If you have selected to manually initiate the download or scheduled an automatic
download of the available patches, the process for this task is as follows:

Important! When you are specifying a scheduled day and time for automatic patch
downloads/installs, please make sure the schedule does not coincide or conflict
with other scheduled active Arcserve Backup jobs (backup, restore, scan, merge,
tapecopy, etc). The installation of some patches can cause the Arcserve Backup Ser-
vices to be shut down and possibly disrupt your job.

Note: Automatic patch download and installation is available for critical Arcserve
Backup patches only.

. When triggered, downloads the new available patches (and any dependent patches)
either directly from the Arcserve Support site or through a proxy server (as con-
figured) to a holding directory.

The default location for the patch download folder is: X:\Program
Files\CA\SharedComponents\PatchesRoot.

Note: If the volume of the holding directory becomes full, a Disk Space not avail-
able status will be displayed in the Errors tab informing you of this condition.

. If configured, an email notification is sent informing you when new Arcserve
Backup patches have been downloaded.

. Invokes the reporting task to generate an updated Patches Downloaded Report with
the latest status.
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Install Patches

Arcserve Backup Patch Manager provides the capability to install the available and
successfully downloaded patches and updates. This install function can be triggered
by the user interface (GUI) or automatically (for critical patches only) as specified
by the internal Patch Scheduler. Patches for the Arcserve Backup Patch Manager
will not be displayed in the GUI. These self-patches are always considered critical
patches and will be automatically installed as scheduled.

Note: To obtain additional information about a specific Arcserve Backup patch lis-
ted in the Patch Manager, contact Arcserve Technical Support.

When triggered, Arcserve Backup Patch Manager will first check if the specified
patch has any dependent patches that also need to be installed.

« If all dependent patches have already been downloaded and installed, then the
installation process for the specified patch will continue. The patch will be
installed from the holding directory to the applicable Arcserve Backup com-
ponent directory of the corresponding client or staging server.

* If the patch which is selected for install has any prerequisite patches that have
not been downloaded already, then the prerequisite patches will be down-
loaded first and then the installation process will continue.

You cannot directly trigger the installation of the patches from a staging server to a
client. The patches will be downloaded to the client from the staging server, and
then the installation process will be triggered on the client.

If configured, an email notification will be sent to inform you that new patches
have been installed. In addition, the Patches Installed Report will also be updated
with the latest status.
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Install Patch Process

If you have selected to manually initiate the installation or scheduled an automatic
installation of the successfully downloaded patches, the process for this task is as
follows:

Note: Automatic patch download and installation is available for critical Arcserve
Backup patches only.

. When triggered, installs successfully downloaded patches (along with any depend-
ent patches) either from your client or from a staging server.

If configured, an email notification is sent informing you that new Arcserve Backup
patches have been installed.

Invokes the reporting task to generate an updated Patches Installed Report with the
latest status.
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Uninstall Patches

Arcserve Backup Patch Manager provides the capability to uninstall successfully
installed patches and updates for the product selected. This uninstall function can
only be triggered manually from the user interface (GUI), and not automatically
scheduled.

When triggered, Arcserve Backup Patch Manager will first check if the specified
patch has any dependent patches that need to be uninstalled first. You can only
uninstall a patch that has no dependency to other installed patches.

» If all dependent patches have already been uninstalled, then the uninstall pro-
cess will continue.

» If a patch has dependency to another installed patch, an error message will be
displayed indicating that the dependency patch must first be uninstalled and
the uninstall process will not continue. Dependant patches are not force unin-
stalled.

The Patches Installed History Report will also be updated with the "Uninstalled"
status.
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Uninstall Patch Process

If you have selected uninstall an installed patch, the process for this task is as fol-

lows:
1. When triggered, Arcserve Backup Patch Manager uninstalls the selected patch.

Note: If the selected patch is a prerequisite to any other patch (which is installed
already), the selected patch will not be uninstalled.

2. Invokes the reporting task to generate an updated Patches Installed Report.
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Email Notifications

Arcserve Backup Patch Manager provides the capability to send automatic email
notifications for the following events:

* When a new patch is available
* When a download of a patch has been completed
* When an installation of a patch has been completed

Arcserve Backup Patch Manager will connect to an SMTP server (with appropriate
credentials) to enable sending these email notifications over the internet from Arc-
serve to your server.

Note: By default, MX (Mail Exchange) will be used to deliver email notifications to
users on your domain if no service is specified.

Latest Patch Updates

The latest updates to vous Arcsenve Backup eavironment are now avaslable for dovmboad and installation. By mstalling these updates, vou can improve the
backsp protection of vour data, remaove amy known security vilnerabilities and software defects, enhance product performance and stability, and add the
Istest features and functionalmy.

Areserve Backup r18.0 Patches

Patch  Publihed Date Deseription  Pateh Type Prerequisites
PEOOOSSIT 8102018 118 Test Patch Critscal Patch /A

You are curently configered to recence automatic email netifications from Apoverve Backwep Patch hana ger. To unsubacnbe fo these notificatsons, please contact your Admmstrator
Fieape do not respond 10 the email petificatios. If vou have any quedtions elatmg to Arceerve Backup or Arceerve Backup Patch Magaper, pleam confact ve T -
onkne techaa] ammtanse

for
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Report Generation

Arcserve Backup Patch Manager provides the capability to generate reports for
both the current status and the history status. The reporting feature of Arcserve
Backup Patch Manager will help you track the updates and patches applied, as well
as assist in troubleshooting any problems that may occur.

Inztalled Curment
Dowrloaded Higtary

The following reports can be generated:
* Downloaded Patches for the Server

* Installed Patches for the Server (Current or History)

aresene fresenve Backup
Downboaded Paiches For the Serves WEMAEKT

Tefad Nuesher of Patehes ; 1

1™ product Kami : CA ARCséfve Backup 0

Palch ID w Downleaded On Description  Downleded location PrerequisdeStatus
. . Wednesday, October 24, 2015 18 Test C:\Prageam Files {36 ]\CA\Shared Components!CAPMTest| PabchesR sollarcsenlr 13
FROOSSITBIINAOE 10570 am Path  \paichesiFO0008527.eme S
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Chapter 2: Installing Arcserve Backup Patch Manager

This section contains the following topics:

Installation Prerequisites

Install Arcserve Backup Patch Manager

Installation Options

Post Installation

Uninstall Arcserve Backup Patch Manager
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Installation Prerequisites

Installation Prerequisites

Before installing Arcserve Backup Patch Manager, verify the following pre-
requisites:

* Your local server can be used as a staging server. If Arcserve Backup Patch
Manager is installed locally as a staging server, you must also have Microsoft
Internet Information Services (1IS) 6.0 or later installed on your local server.

For the staging server, the IIS must also have the Default IIS Site available and
running.

* For a client type installation, Arcserve Backup r18 components must be pre-
viously installed on the client.
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Install Arcserve Backup Patch Manager

Install Arcserve Backup Patch Manager

Follow these steps:

. Mount the Arcserve Backup installation media and run Setup.exe from the root dir-
ectory to launch the installation process.

The Installation Type wizard appears.

. Click Install.

The Arcserve Backup Setup window appears.

. Click Next in the License Agreement tab.

The Method tab appears.

. Select the required option and click Next.

The Installation Type tab appears.

. Select the Custom option from the Specify an installation type options available.
. Select Other from Custom options and click Next.

. Select Arcserve Backup Patch Manager from the components list and click Next.

Note: You need to have atleast one Arcserve Backup component installed on server
to install Arcserve Backup Patch Manager as client.

By default, Arcserve Backup Patch Manager will be installed in the following loc-
ation:

C:\Program Files (x86)\CA\Shared Components\APM\Patch Manager

. Follow the Wizard prompts to complete the installation process of Arcserve Backup
Patch Manager.

. When the installation is complete, the product service will be registered with the
Windows Service Control Manager (SCM) as "Arcserve Backup Patch Manager".

Note: When installed for first time, Arcserve Backup Patch Manager automatically
imports the information about previously installed published patches only.
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Installation Options

Installation Options

During the installation process, the wizard screen will request you to specify some
options based on the selected installation type.
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Installation Options

Select the Server Type

Select the Server Type for your local machine based on the available options men-
tioned below.

= Client
= Staging Server

The following default patch download path is applicable for Client and Staging
Server:

C:\Program Files (x86)\CA\SharedComponents\PatchesRoot

To download the patch to an alternate location, click Browse.

Arcserve Backup Setup

Arcserve Patch Manager Configuration O rcser\,e
ezze specify the Server type for vour local machine.

" Llicense Agreement

o Methods f* Client
] ) Arcserve Backup component is required to be installed on the local
= Configuration machine.
w  Installation Type * Arcserve Server
+ Componerts {~ Staging Server name
4 Accounts |
= Agent Setting "
Messages |15 default HTTP site is required to be up and running on the local
g machine. The HTTP lacation http:/ocalhost /capm will be created
Setup Summary automatically f it doesnt exist.
Installation Progress Click on "Browse" button below if you would like to change the default downloaded
patches path.

Installation Report

C:\Program Files fcB86)\CANSharedComponentsPatch Browse

Maote: Arcserve Backup Patch Manager is installed with default configurations. To modify the
configurations, you can use Preferences from Patch Manager Settings after installation.

| Product Information

| Vigw Helease Motes

1]

< Back | Mext |
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Installation Options

Client

Specifies that your local server is used as a Arcserve Backup Patch Man-
ager client. Installing the Arcserve Backup Patch Manager in one or more
machines helps you download the patches from staging server or Arc-
serve support server.

As a prerequisite for a Client install, Arcserve Backup Patch Manager must
be installed on a machine that already has one or more Arcserve Backup com-
ponents installed.

When you select the Client option, you can select one of the following options
available:

+ Arcserve Server (default): Selecting the Arcserve Server option lets you
download the patches from the Arcserve Support server.

+ Staging Server name: Selecting the Staging server name option lets you
specify the host name or IP address of the staging server.

Note: You cannot specify your same local host machine as this staging
server. If you attempt to use your local host machine as the staging server
it will be an invalid configuration because the staging server cannot con-
nect to itself to get and download the available patches from.

The patches will be downloaded from the Arcserve website to the spe-
cified staging server location. After the patches are downloaded to the sta-
ging server, you can download the patches from the staging server to the
client.

Staging Server

Specifies that your local server will be used as a staging server and Arc-
serve Backup Patch Manager will be installed directly on the staging
server.

As a prerequisite for a Staging server install, Arcserve Backup Patch Man-
ager must be installed on a machine that already has Microsoft Internet
Information Services (IIS) 6.0 or later installed.

Note: For a staging server, the IIS must also have the Default IIS Site avail-
able and running (with the "Allow anonymous connections" security
option property selected).

The HTTP location directory (http://localhost/capm) is automatically cre-
ated on your staging server and all patches will be downloaded to the
"capm" folder in this directory.
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Post Installation

Post Installation

The following conditions are applicable after the installation process is complete:

Arcserve Backup Patch Manager will be created under the "Currently installed
programs" list in the Add or Remove Programs tool. If necessary, Arcserve
Backup Patch Manager can be uninstalled using the standard Add or Remove
Programs feature.

A program shortcut (Patch Manager) will be automatically created under the
Start/Arcserve/Arcserve Backup Patch Manager directory to allow you to manu-
ally launch the Arcserve Backup Patch Manager to perform checks for available
patches, patch downloads, and patch installations as necessary.

For a staging server type deployment, a staging server website will be created
(http://localhost/capm) to host the available patches.

If a response file was created, the specified installation parameters will be
stored in the "setup.icf" file and will be used during a silent installation by run-
ning the following command:

>mastersetup.exe /I:"C:\Users\Administrator\Documents\Setup.icf"

After installation, an entry in the registry will be created for Arcserve Backup
Patch Manager.

The Arcserve Backup Patch Manager Service will be created at the end of the
successful installation.

Only published patches that were installed prior to installation of Arcserve
Backup Patch Manager will be imported and displayed in the Patch Updates
pane.

The folder structure for Arcserve Backup Patch Manager is as follows:

C:\Program Files (x86)\ca\SharedComponents\APM\PatchManager

Note: Arcserve Backup Patch Manager considers all default settings during the

installation. You can modify the preferences after installation.
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Uninstall Arcserve Backup Patch Manager

Uninstall Arcserve Backup Patch Manager

Arcserve Backup Patch Manager can be uninstalled using the standard Add or
Remove Programs feature.

Note: After Arcserve Backup Patch Manager is uninstalled, the patch status and
patch history files will remain in the APM folder. However, these files will be
removed when Arcserve Backup itself is uninstalled completely.
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Chapter 3: Using Arcserve Backup Patch Manager
with GUI

This section contains the following topics:

Understanding the Arcserve Backup Patch Manager GUI

Understanding the Preferences Dialog

Manually Check for Available Patches

Manually Download a Patch

Manually Install a Patch

Manually Uninstall a Patch

Automatically Download and Install a Patch
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Understanding the Arcserve Backup Patch Manager GUI

Understanding the Arcserve Backup Patch Manager
GUI

Prior to using Arcserve Backup Patch Manager, you should be familiar with the user
interface. The Arcserve Backup Patch Manager graphical user interface (GUI)
allows you to manage the configuration, scheduling, and monitoring of patch
checks, downloads, and installations. You can also view a listing (current or his-
torical) of the patches that were downloaded, installed, or uninstalled. The GUI con-
sists of several viewing panes, menus, and options.

Note: Patches to the Arcserve Backup Patch Manager will not be displayed in the
Product drop down menu or the Patches Update pane. These self-patches are
always considered as critical patches and all actions (Check for Updates, Download,
and Install) will be performed automatically as scheduled.

Bl Arcserve Backup Patch Manages - 4
Settings Reports Help

Patch Lpdates  Broes Product: Al e f
—— B Aerts and Messages -
St [ 2 [ areserve Baciap
r18.0
Paitch DesrEnon FublshedDate  Size (nBFE] Stahs L & Oreeck: o upedates last per formed on Wedresday, Octoleesr |
AO0as0H4 WIN-ALERT LPDWTE FOR SERVICE PAC...  &/30/2009 3133 Avakabie 5] Mo rew patches avalshie
ROGA303 WIN-DR FAILS OF WINDOWS D00 DR,., 87272000 el acalabe s
RO994T WIN-WZI50 [F 08 'WAS LOADED FROL..  7/Z3[2009 24100 Avakabie Bl Check for updates bast performend on Weednesdary, October
10335 WIN-W3301 IM SYSTEM STATE BACKLP...  S/3/2000 3332 ocalabie (5] 9new patchies) svalable,
;o1 WINAPGRADE Av CHECK FORRIZSPZ... 10M27/2009  SS008320  Awalsbie 1 Citical Patch D000 125 avalable for dowrload.
Proia WINAPGRADE AV CHECKFORRIZSPT.., 102008 10394,  Avalsble Bows ) ; |
a1z WIN-DELETE FILES OMDESKTOR - SER...  3/23/2000 20154 ndable . mimﬁ“‘”hmm Wrdrstaciiy, Qctobatr |
Mhroaazn WIN - SECURITY VULKRERABILITY IN R...  1/Z7080 BLAA0I  Avalsbie - . RE—
Mroaran WIN-SECURITY VULNERABILITY [N ARC...  4/21/2000 19515088 Avalable m?r?mhm 00U el For dendogd.
Ao WIN-SECLRITY MULMERARILITY [M ARC.., 4217000 JLITSTH  Awalsbis g for updates hast perf or Wi ¥, O :
i rcoras WIN-CA ARCSERVE BAOOP R1ZS5 ... &/1/2009 L35 Avakabie 5 e patchies) v
ROG9319 WINDR, FALS OH WINDOWS 2008 DRL...  8/2/2000 WIS Awalabie S Critical Patch E0000 1050 visdabls for domriond,
_&RE‘]?E‘:’] WIN-SECURITY VULNERABILITY M ARC... 4f21/2000 LIS Awilabie E 16,5507
RO175E6 WIN-ARCSERVE WRDOWSE CLIENT AG.,.  SN32000 IETH  Awalsble B ek for updaties kst perfiormed o Wdracay, Ootoler |
ROZ0304 WIN-MATFLE LPOATES FOR THE VM ... 10/13/2010 33786688  Awalsbie 5] & new patchies) swalable.
Percazmm WIN-ALL SAVE SET TAPE GET MOVED T, 1/20/2010 ISHNIT  Awalsbie 8 Critical Pabch ROPG38 avalable for downioad.
BV ITT WTH-SA B TR E 1 BOATES BrD T 1aa a1 TRANIE Aeelais v ri6. %
% e Bl Check for updates kst performed on Wedresday, October ;
- i :.[_1] 16 new patch{es) avalable. )
Check fir updates Diavriaed Iresta . i
Patch Marager is ready Patch Manager Status 5|

Settings Menu

Allows you to access the Preferences dialog and specify Arcserve Backup
Patch Manager configuration settings for this individual job. The settings
that you specify in this Preferences dialog will override any settings pre-
viously specified either from the installation wizard or by default.

For more information about the Preferences dialog, see Understanding

the Preferences Dialog.

Reports Menu

Allows you to manually select and display patch status reports. From the
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Understanding the Arcserve Backup Patch Manager GUI

Reports menu you can specify to display patches that were installed (cur-
rent or history) and patches that were downloaded.

+ The Installed patch Current report will display all published patches and
test fixes that are currently installed on your local server.

+ The Installed patch History report will display all published patches and
test fixes that are currently installed on your local server, plus the history
of any patches that have been uninstalled.

+ The Downloaded patch report will display all patches that have been down-
loaded to date.

Inztalled Curment
D owrloaded Higtary

Help Menu
Allows you to access the Arcserve Backup Patch Manager Help system.
Product Drop-Down Menu

Allows you to select which version of Arcserve Backup that you want to
obtain patch information for.

+ If Arcserve Backup Patch Manager is installed as a Staging Server, this
drop-down menu will display all supported products/releases.

— =

roduct: |All =

all
—— Aarcserve Backup r12.0 SP2
Arcserve Backup riz.5
Arcserve Backup r12.5 5P 1
Arcserve Backup r12.5 sP2
Arcserve Backup ri15.0
Arcserve Backup r15.0 SP1
Arcserve Backup r16.0
Arcserve Backup ris.0 SP1
Arcserve Backup r1s.5
Arcserve Backup ris.5 SP1
Arcserve Backup r17.0
Arcserve Backup ri7.5
Arcserve Backup r1i7.5 SP1
Arcserve Badoup rl1s.0

+ If Arcserve Backup Patch Manager is installed as a Client, this drop-down
menu will only display the product/release that is currently installed on
that machine.

Product: |All -
All
e Arcserve Backup ri8.0
—T iy Arcserve Backup

E ris.o

foeees Q Check for updates last performed on Sunday, March 3, 2019 7:

Status Drop-Down Menu
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Understanding the Arcserve Backup Patch Manager GUI

Allows you to select which type of patch information you want displayed
on the Patch Updates/Errors information pane. If the Patch Updates tab is
selected, the available Status options are All, Available, Downloaded, and
Installed. If the Errors tab is selected, the available options are All, Error
on Download, Error on Install, and Error on Uninstall. By default, all patch
information is displayed.

Al b all (¥

e
 Available Errar on Download
Downloaded Error on Install
Inskalled Error on Uninstall

Patch Updates
Status Menu

Errars
Status Menu

Patch Updates Pane

When the Patch Updates tab is selected, it displays patch information for
the corresponding status (Available, Downloaded, or Installed). Only Pub-
lished Patches (not Test Fixes) are displayed in the Patch Updates pane.

Patches that are classified as Critical Patches, Security Patches, and Device
Patch are identified with a corresponding icon. When you hover the cursor
over a patch name, a tool tip window will display additional information.

Patch Lpdates |Err|:|rs |

Praoduck
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Patch | Descripkion | Published Date | Size (in KB} | Skatus -
RoOOsE04 WIN-BLERT UPDATE FOR SERVICE PAC...  &)30/2009 31363 Byvailable
RO09303 WIN-DR FAILS OMN WINDOWS 2008 DRL...  8/2/2009 19591 Diownloaded
RO09947 WIN-W2250 IF JOB WaAS LOADED FRO,.,  7/29/2009 24100 Downloaded
RO10335 WIN-W 3301 IM SYSTEM STATE BACKUP...  9)3/2009 30332 Downloaded

Ea R11482 WIN-UPGRADE AY CHECK FOR R1Z SPz... 10/27/z009 55026320 Downloaded

33 RO11485 WIN-UPGRADE AY CHECK FOR R12 5P2,.,,  10/27/2009 10z846,,, Downloaded

33 RO13762 WIN-DELETE FILES OM DESKTOP - SER...  3J23/2010 20154 Diownloaded

,f) RO14231 WIN - SECURITY Ll r'IlllFR.ﬂ.HTI TT_V_TMI & - LZZ {00 A1440997  Downloaded

A ro17301 ki Eiiﬁnlggg; gul-ltlc;ng::: September 21, 2012 3:02:25 pr| DAninaded

,fi RO17302 WIN-SECURITY VOONERRBEILITY IM BR_...  FJZLJ2010 FIzrarzn - Downloaded

52 ROO7441 WIN-CA ARCSERVE BACKUP R12.5 CU... &/1/2009 61235 Downloaded
ROO9319 WIN-DR FAILS OMN WINDOWS 2008 DRI,  S/2/2009 19752 Awailable

,f}, Ro17300 WIN-SECURITY YULMERABILITY IM ARC... 4/21/2010 21316464 Downloaded
RO17S66 WIN-BRCSERYE WINDOWS CLIENT AG..,  5/13/2010 31046280 Available
RO20504 WIN-MULTIPLE UPDATES FOR THE WM ... 10/11/2010 33766638 Available

33 ROZz2979 WIN-BLL SAYE SET TAPE GET MOWED T...  10/20/2010 25302032 Downloaded
ROZE277 WIN-MULTIPLE UPDATES FOR THE WM ... 4/11/2011 33390704 Available _ILI
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Understanding the Arcserve Backup Patch Manager GUI

If the patch number is displayed in blue text, it indicates that it is a link con-
nection to corresponding patch readme in the Arcserve Support Connect web
site to obtain more information. If there is no link connection available, the
patch number will be displayed in black text.

Note: Multiple patches can be selected for download or install by using the
"CTRL" or "SHIFT" key combinations. However, multiple patch selections will
only function if all selected patches have the same status (Available, Down-
loaded, or Installed). Multiple downloads /installs will be performed sequen-
tially (based upon prerequisite patches), and not concurrently.

Errors Information Pane

When the Errors tab is selected, displays patch error information for the
corresponding selected patch.

Note: You can double click on a displayed patch to open a pop up window
with detailed information of the problem.

Patch Updates EFFDFSI Produck:

Skatus: |all j

Patch | Cescription | Error Stage | Problem Cause
ﬂEF{OOFANT BAOF Patch  Installing Proper version of Cf& ARCserve Backup components For this pakch ..,

1| | &

| Dawnlaad I Iristall [ rirstal |

You can double click on a displayed patch to open a pop up Error Details win-
dow with more detailed information of the problem.
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Error Details

Problem Cause: Fatch ROMomal cannot be installed at this time because Arcserve Backup it cumently
bisy performing ather tazk s [active jobs, command ling actions, repart generation, LI
confiouration. etc. |, Please install oatch at a later ime.

Check the log For more APMLog.LOG

infarmation:

.

Alerts and Messages Pane

Displays any informational alerts or messages associated Arcserve
Backup patches. This display will include such information as when the
last check for updates was performed, the availability of any Critical,
Device, or Security patches. The Alerts and Messages pane is auto-
matically refreshed when the GUI is opened, or can be manually
refreshed by clicking the Check for Updates button.

+ If Arcserve Backup Patch Manager is installed as a Staging Server, this
pane will display alerts and messages for all supported products/releases.

“ @ Alerts and Messages .
EI Arcserve Backup

=g ri1s.0

@ Check for updates last performed on Wednesday, October =
&

= r17.55P1

----- @ Check for updates last performed on Wednesday, October =

----- @ 9 new patchies) available.

----- 28 Critical Patch PO0O001125 available for download.

= r17.5

----- @ Check for updates last performed on Wednesday, October

----- @ 18 new patchies) available.

----- S& Critical Patch PO0O001039 available for download.

=g r17.0

----- @ Check for updates last performed on Wednesday, October

----- (=] 9 new patchies) available.

----- )8 Critical Patch PO0001050 available for download.

= ri16.5 5P1

----- @ Check for updates last performed on Wednesday, October

----- (=] & new patch{es) available.

----- $J8 Critical Patch RO70938 available for download.

= r16.5

froe @ Check for updates last performed on Wednesday, October

¥ b @ 15 new patchies) available. .

+ If Arcserve Backup Patch Manager is installed as a Client, this pane will
display alerts and messages only for the product/release that is currently
installed on that machine.

@ Alerts and Messages
= E Arcserve Backup
=g ris.0
@ Check for updates last performed on Sunday, March 3, 2019 7:
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Understanding the Arcserve Backup Patch Manager GUI

This pane will also display imported patch information and self-updated
status (i.e. the updated status of the Arcserve Backup Patch Manager).

Note: For Arcserve Backup Patch Manager, the update information will be
displayed in the Alerts and Messages pane if any patch for the Arcserve
Backup Patch Manager is installed.

Patch Icons

The patches and messages listed in each pane will have icons reflecting
the patch type.

® A 2 8

CRITICAL SECURITY DEVICE ALERT INFORMATION
PATCH FATCH PATCH

Check for Updates Button

Allows you to initiate a manual check for new and available Arcserve
Backup patches.

When triggered, Arcserve Backup Patch Manager will contact the Arcserve
Support internet site and determine which available patches are new and
have not been previously downloaded and installed. A list of all available

patches, downloaded patches, and installed patches will be displayed in the
Patch Updates pane.

The Check for Updates button is always enabled.

Download Button

Allows you to initiate a manual download of the selected patch. This

Download button is only enabled when the status of the selected patch is
Available.

When triggered, Arcserve Backup Patch Manager will first check if the selec-
ted patch has any dependent patches that also need to be downloaded. This
patch download dependency information will be displayed on the cor-
responding Dependencies screen.

The Download button is only enabled when you select an "Available" patch.

Install Button

Allows you to initiate a manual install of the selected patch. This Install

button is only enabled when the status of the selected patch is Down-
loaded.
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Understanding the Arcserve Backup Patch Manager GUI

When triggered, Arcserve Backup Patch Manager will first check if the selec-
ted patch has any dependent patches that also need to be installed. This
patch installation dependency information will be displayed on the cor-
responding Dependencies screen.

The Install button is only enabled when you select a "Downloaded" patch.
Uninstall Button

Allows you to initiate a manual uninstall of the selected patch. This Unin-
stall button is only enabled when the status of the selected patch is
Installed.

When triggered, Arcserve Backup Patch Manager will first check if the selec-
ted patch has any dependent patches that need to be uninstalled first. You
can only uninstall a patch that has no dependency to other installed patches.
When the patch uninstall is complete, the status is changed to Downloaded.

The Uninstall button is only enabled when you select an "Installed" patch.
Status Indicator

Displays the current status of the action performed and the status of the
Patch Manager Service (Ready, Stopped, or Busy).

=2 O &

Feady  Stopped  Busy

+ Ready - Patch Manager Service is running and ready to process the new
request.

+ Stopped - Patch Manager Service is stopped.

+ Busy - Patch Manager Service is busy processing a request, either manu-
ally (from the GUI) or automatically (from the scheduler).
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Understanding the Preferences Dialog

The Preferences dialog allows you to specify or modify the Arcserve Backup Patch
Manager configuration settings. Generally, the configuration settings are specified
during the installation process of Arcserve Backup Patch Manager and will be auto-
matically applied to all jobs, unless overridden. The settings that you specify in this
Preferences dialog will override any settings previously specified either from the
installation wizard or by default. In addition, the Preferences settings are global
and will apply to all selected products.

The Preferences dialog is accessed from Settings drop-down menu of the Arcserve
Backup Patch Manager GUI. The Preferences dialog is a three-pane dialog with tab
settings for General Settings, Email Settings, and Proxy Settings.
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Understanding the Preferences General Settings

The General Settings tab of the Preferences dialog allows you to specify the Down-
load Server and Easy Update settings that will be used for this job.

Arcserve Server

Specifies the HTTP location directory on the Arcserve Support server. Arc-
serve Backup Patch Manager will automatically connect to a pre-con-
figured HTTP server to download the new available patches either to the
Staging Server or to the Client.

Note: Arcserve Backup Patch Manager only supports HTTP communication.
Staging Server

Specifies the HTTP location address for the server that will be used as a
staging server.

If you select this option, you must also specify the location (IP address or
host server name) for the staging server. All patch information and down-
loads will be sent from this staging server to the client.

Note: You cannot specify your same local host machine as this staging
server. If you attempt to use your local host machine as the staging server it
will be an invalid configuration because the staging server cannot connect to
itself to get and download the available patches from.

Note: If a Staging Server cannot be configured, then you can directly attach
to the Arcserve Support site.

Download and Install patches automatically

Specifies to automatically check, download, and install Arcserve Backup
patches when they are available.

Note: Automatic patch download and installation is available for critical
Arcserve Backup patches only.

If you select this option, you then have drop-down menu capabilities to
schedule when to perform this function (every day or weekly on a spe-
cified day) and the time of the day that it will be performed. By default, if
you select this option and do not specify a day and time, the schedule is
to perform the automatic download and install every day at 3:00 PM.

Important! When you are specifying a scheduled day and time for automatic
patch downloads/installs, please make sure the schedule does not coincide or
conflict with other scheduled active Arcserve Backup jobs (backup, restore,
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scan, merge, tapecopy, etc). The installation of some patches can cause the
Arcserve Backup Services to be shut down and possibly disrupt your job.

Note: This option is not applicable for updating Arcserve Backup Patch Man-
ager itself. For Arcserve Backup Patch Manager the following registry switch
is provided:

HKEY_LOCAL_MACHINE\SOFTWARE\ComputerAssociates\CA ARCserve
Backup Patch Manager\PMDownloadFrequency

The value of this registry switch indicates when to download and install
patches for the Arcserve Backup Patch Manager after the Patch Manager Ser-
vice start time.

Download patches automatically when available

Specifies to automatically download Arcserve Backup patches within one
day of the time when they become available.

Note: This option is not applicable for updating Arcserve Backup Patch Man-
ager itself. For Arcserve Backup Patch Manager the following registry switch
is provided:

HKEY _LOCAL_MACHINE\SOFTWARE\ComputerAssociates\CA ARCserve
Backup Patch Manager\PMDownloadFrequency

The value of this registry switch indicates when to download and install
patches for the Arcserve Backup Patch Manager after the Patch Manager Ser-
vice start time.

Disable Easy Update

Specifies to disable all automatic check, download, and install patch func-
tions. With this option selected, these patch functions for Arcserve
Backup can only be triggered manually.

Note: This option is not applicable for updating Arcserve Backup Patch Man-
ager itself. For Arcserve Backup Patch Manager the following registry switch
is provided:

HKEY_LOCAL_MACHINE\SOFTWARE\ComputerAssociates\CA ARCserve
Backup Patch Manager\PMDownloadFrequency

The value of this registry switch indicates when to download and install
patches for the Arcserve Backup Patch Manager after the Patch Manager Ser-
vice start time.

OK Button

Saves settings specified on all three tabs and closes the Preferences
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dialog.
Reset Button

Resets any unapplied (not saved) settings on the corresponding Prefer-
ences dialog tab. This button is only enabled when changes have been
made to any of the settings and not applied (saved).

Cancel Button

Cancels and resets all unapplied (not saved) settings on all three tabs and
closes the Preferences dialog.

Apply Button

Applies (saves) settings specified on the corresponding Preferences dia-
log tab. When this button is clicked, the Reset button (and the Apply but-
ton) will be disabled until a setting has been changed and not yet applied
(saved).
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Understanding the Preferences Email Settings

The Email Settings tab of the Preferences dialog allows you to specify how and
when you want to be notified about new patch information.

The available options are to receive email notifications:
* When updates are available
* When patch downloads are completed
* When patch installations are completed

You can select multiple options. You will also need to include an email address (or
multiple email addresses) with or without an SMTP address. To enter multiple
email addresses, each address must be separated by a semi-colon character.

Send Email Notification: When updates are Available
Specifies to receive an email notification when a new patch is available.

Send Email Notification: When Download is Completed

Specifies to receive an email notification when a download of a patch has
been completed.

Send Email Notification: When Installation is Completed

Specifies to receive an email notification when an installation of a patch
has been completed.

SMTP Server

Specifies the SMTP server address used for sending email notifications
from Arcserve to your server. If you select the "My SMTP Server requires
Authentication" option, you must also enter the authentication inform-
ation (User ID and Password) required to use the SMTP server.

By default, MX (Mail Exchange) will be used to deliver email notifications
to users on your domain if no service is specified.

Note: An MX record is a type of resource record in the Domain Name System
(DNS) that is used to specify how internet email should be routed and
delivered by the mail exchange server to the users within your domain using
the Simple Mail Transfer Protocol (SMTP).
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Understanding the Preferences Proxy Settings

The Proxy Settings tab of the Preferences dialog allows you to specify if you want
the patches to be downloaded through a proxy server. This will be the server
through which the local (or staging) server will get the patches from the HTTP
server.

Do not use a proxy server to connect to the internet

Specifies to not use a proxy server to connect to the Arcserve Support
internet site for patch information. Instead the client machine (with Arc-
serve Backup installed) will connect directly to the Arcserve Support inter-
net site to obtain patch information. This is the default setting.

Automatically detect proxy server settings

Specifies to automatically detect and use the pre-configured proxy server
settings.

(The proxy server settings are configured and viewed from the Internet
Explorer/Properties/Connections/LAN Settings dialog)

Use these Proxy settings

Specifies to use the provided proxy server settings. If you select this
option, you must also include the IP address (or machine name) of the
proxy server and the corresponding port number that is used by the proxy
server for internet connections.

Proxy server requires authentication

Specifies that authentication information (User ID and Password) are
required to use the proxy server. You will also be required to confirm the
password.
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Manually Check for Available Patches

You can use the Arcserve Backup Patch Manager GUI to manually perform a check
for available patches that have not already been downloaded.

Check for Available Patches

Launch the Arcserve Backup Patch Manager GUI (Programs/Arcserve/Arcserve
Backup Patch Manager/Patch Manager).

The Arcserve Backup Patch Manager GUI is displayed listing all patches that are
available for download.

E Arcserve Backup Patch Manager - X
Settings Reports Help

Patch Updates  Errors Product: | Al bl
i Alerts and Messages ~
Status: [58 ?E Arcserve Backup
=g r18.0
Patch Descriptdon Published Date  Size (nKB) Status 2 EQ Check for updates last performed on Wednesday, October &
RO03804 WIN-ALERT UPDATE FOR SERVICE PAC... 6/30/2009 31363 Available -] No new patches available
RO09303 WIN-DR. FAILS ON WINDOWS 2008 DRI... 8/2/2009 19591 Available = r17.55p1
RO09947 WIN-W2250 IF JOB WAS LOADED FRO...  7/29/2009 24100 Available @ Check for updates last performed on Wednesday, October :
RO10335 WIN-W3301 IN SYSTEM STATE BACKUP... 9/3/2009 30332 Available (5] 9 new patch(es) available.
itro11482 WIN-UPGRADE AV CHECK FOR R125P2...  10/27/2009 55026320  Available ~-§8 Critical Patch PO0001125 available for download.
sro11483 WIN-UPGRADE AV CHECK FOR R12SP2..,  10/27/2009 102846,..  Available =i r1zs
sikro13762 WIN-DELETE FILES ON DESKTOP - SER...  3/23/2010 20154 Available -+ Check for updates ast performed on Wednesday, October ¢
A Rro14231 WIN - SECURITY VULNERABILITY IN IR...  1/27/2010 61440932  Avaiable -8 1 e pa“:(es) v . l
Aro17301 WIN-SECURITY VULNERABILITY IN ARC...  4/21/2010 19515088  Avaiable i E?? g""‘a Patch FOPUO1DS avalable for downkoad.
fhro17302 WIN-SECURITY VULNERABILITY IN ARC... 4/21/2010 21275728  Avaiable ~8 check for updates last performed on Wednesday, Gctober £
e Ro07441 WIN-CA ARCSERVE BACKUPR12.5 CU... 6/1/2009 61235 Available £ (5] 9 new patch(es) avalable. !
RO09319 WIN-DR FAILS ON WINDOWS 2008 DRI... 8/2/2009 19752 Available L3k Critical Patch PO0DO 1050 avaiable for download,
£Aro17300 WIN-SECURITY VULNERABILITY IN ARC... 4/21/2010 21316464  Avaiable o r1s.55p1
RO17566 WIN-ARCSERVE WINDOWS CLIENT AG...  5/13/2010 31046280  Avaiable i) Check for updates last performed on Wednesday, Gctober :
RO20304 WIN-MULTIPLE UPDATES FOR THEVM ..,  10/11/2010 33786688  Avaiable 5] 6 new patch(es) avaiable.
g rRo22079 WIN-ALL SAVE SET TAPE GETMOVED T...  10/20/2010 25302032 Available ..-3] Critical Patch RO70938 available for download.
RNRITT WWTN-MI I TTPI F | IPNATFS FNR THF VM 4/11n11 WRAN NS Awailahls s = ris.5
o & i @ Chedk for updates last performed on Wednesday, October &
~-(Z] 16 new patch(es) available, &
Download Instal Uninstall <Bi i o
Patch Manager is ready e Patch Manager Status (=

Click Check for Updates to manually initiate a check for available patches that are
not already listed.

Arcserve Backup Patch Manager will contact the Arcserve Support site and perform
a comparison check of all available Arcserve Backup patches to determine which
available patches are new and have not been previously downloaded.

Note: To obtain additional information about a specific Arcserve Backup patch lis-
ted in the Patch Manager, contact Arcserve Technical Support.

+ If it is determined that the patch has not been previously downloaded, Arcserve
Backup Patch Manager will tag the patch as an Available patch.

+ If it is determined that the patch has already been downloaded successfully, Arc-
serve Backup Patch Manager will then verify the existence of the patch in the
physical location.
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- If the physical file does not exist and it is not installed, then the patch will be
tagged as a new or available patch.

- If the patch file exists in the physical location (with the correct checksum and
file name), then it will be tagged as an already Downloaded patch.

_ If the patch file exists, but the file name and checksum value of the patch does
not match same file, then that patch will be tagged as an Available patch.
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Manually Download a Patch

You can use the Arcserve Backup Patch Manager GUI to manually download an
available patch.

Download a Patch

Launch the Arcserve Backup Patch Manager GUI (Programs/APM/Arcserve Backup
Patch Manager/Patch Manager).

The Arcserve Backup Patch Manager GUI is displayed listing all patches that are
available for downloading. The Patch Updates pane displays the Patch ID, Descrip-
tion, Date, Size (in KB), and Status of all listed patches.

Note: To obtain additional information about a specific Arcserve Backup patch lis-
ted in the Patch Manager, contact Arcserve Technical Support.

E Arcserve Backup Patch Manager - X
Settings Reports Help

Patch Updates  Errors Product: | Al bl
Status: [l v .
ch blshed (nk3) A et
Pat Description Published Date  Size (nKB) Status Q Check for updates last performed on Wednesday, October &
RO08804 WIN-ALERT UPDATE FOR SERVICE PAC... 6/30/2009 31363 Available L E} Mo new patches available
RO09303 WIN-DR FAILS ON WINDOWS 2008 DRI... 8/2/2009 19591 Available = ﬁ r17.5sP1
RO09247 WIN-W2250 IF JOB WAS LOADED FRO...  7/29/2009 24100 Available @ Check for updates last performed on Wednesday, October :
RO10335 WIN-W3301 IN SYSTEM STATE BACKUP...  9/3/2009 30332 Available EE] new patch(es) avalable.
s ro11482 WIN-UPGRADE AV CHECK FOR R12SP2..,  10/27/2009 55026320  Avaiable e ¢ Critical Patch PD0001125 avaiable for download.
#rRo11483 WIN-UPGRADE AV CHECK FOR R125P2...  10/27/2009 102846...  Avaiable S E riz.5 |
skRrO13762 WIN-DELETE FILES ON DESKTOP - SER...  3/23/2010 20154 Available ; 3 Check for “;:’a‘“ ‘EStI D;’f"”“e" on Wednesday; October J
A ro14231 WIN - SECURTTY VULNERABILITY IN JR...  1/27/2010 61440992  Available - i é?_;_‘e"";at‘ch éeoso):o"fo':g - oble o omsiind
Aro17301 WIN-SECURTTY VULNERABLLITY IN ARC...  4/21/2010 19515088  Avaiable @0 I PSR
ARO]?BOZ WIN-SECURITY VULNERABILITY IN ARC... 4/21/2010 21275728 AV&!'BHE 8 @ Check for updates kst performed an Wednesday, Dctober 2
s ro07441 WIN-CA ARCSERVE BACKUP R12,5 CU... 6/1/2009 61235 Available H (&) 9 new patchles) available
RO09319 WIN-DR. FAILS ON WINDOWS 2008 DRI... 8/2/2003 19752 Available L gle Crifical Patch PO00Q 1050 avaiable for dowrload.
Aro17300 WIN-SECURITY VULNERABILITY IN ARC...  4/21/2010 21316464  Avaiable = {15,551
RO17566 WIN-ARCSERVE WINDOWS CLIENT AG...  5/13/2010 31046280 Available £ Check for updates last performed on Wednesday, Octaber &
RO20304 WIN-MULTIPLE UPDATES FOR THEVM ...  10/11/2010 33786688  Avaiable L-(Z] 6 new patch(es) avaiable.
s rRo22979 WIN-ALL SAVE SET TAPE GETMOVED T...  10/20/2010 25302032 Available ...3J8 Critical Patch RO70938 available for download.
RN2A277 WWTN-MI I TTRI F | IPNATFS FNR THF VM 4/11/011 FWRANTNS  Awailahl= e = E ri6.5
o L i @ Chedk for updates last performed on Wednesday, October &
(5] 16 new patch(es) available, &
Check for updates Download Install Uninstall ql B i o
Patch Manager is ready Patch Manager Status (&

Select the patch that you want to download and click Download.

Note: Multiple patches can be selected for download or install by using the "CTRL"
or "SHIFT" key combinations. However, multiple patch selections will only function
if all selected patches have the same status (Available, Downloaded, or Installed).
Multiple downloads /installs will be performed sequentially (based upon pre-
requisite patches), and not concurrently.

Arcserve Backup Patch Manager will first check if the selected patch has any
dependent patches that also need to be downloaded. The purpose of the depend-
ency check at download time is to make sure that all dependant patches if available
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are downloaded or already installed. (Arcserve Backup Patch Manager will auto-
matically select all dependant patches and download them if a patch is selected for
download, even though the dependant patches for it are not selected)

The Dependencies screen appears, listing the patch selected for download and any
dependent patches for the selected patch.

Download |

ou have selected 1 patchies) for download. Selected patch has 1 dependent patchies).
Click. "Davwnload Maw® ko skark the patch download process.

Patch | Descripkion | Published C... | Skatus

ROKMOOL MT -DEEWCH DOC LYWL RESTORE .. 12012003 Available

ROEMOOZ DR DOES MOT FIMD RAID TAPES 12)z2)2003 Bvailable

Jl | H

| Download Mow I Cancel |

3. Click Download Now to proceed with the available patch download.
The Download screen appears displaying the status of the patch download.

Note: The default location for the patch download folder is: X:\Program Files
(x86)\ca\SharedComponents\PatchesRoot.
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Download |

Cownloading the selected patches ...
Total Size: ITZ7LEKE

Pakch | Descripkion | Published D, ., | Skatus

ROKMOOL MT -DBEXCH DOC LYL RESTORE .. 12012005 Downloaded

ROEMOOZ DR DOES MOT FIMD RAID TAPES 121212003 Downloaded

4| | ©
Download operation completed.
ARERRERERERRERERERRERERERREREREEEEE D
[ Automatically install succesfully downloaded patches

4. Click OK to close the Download screen.

During the downloading process, you can double-click on the selected patch to dis-
play the current status (percent complete).

When the download process is complete, the Patches/Updates Downloaded report
is updated and the patch status in the Patch Updates pane now indicates Down-
loaded. The downloaded patches are stored in the specified Patch Manager down-
load folder and do not get deleted after installation.

If configured, an email notification will be sent informing you when the patch down-
load has been completed.

5. A patch download can fail if one of the following conditions is encountered:
+ A patch that is displayed as Available may not exist in the staging server.
+ Not enough free space in download folder.
+ Network problems
+ Volume quota problems

If a download failure occurs, you should check the Errors tab and the APMLog.log
file for possible causes and additional information.
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Manually Install a Patch

You can use the Arcserve Backup Patch Manager GUI to manually install a patch
that has already been downloaded.

Install a Patch

Launch the Arcserve Backup Patch Manager GUI (Programs/Arcserve/Arcserve
Backup Patch Manager/Patch Manager).

The Arcserve Backup Patch Manager GUI is displayed listing all Downloaded
patches that are available for install. The Patch Updates pane displays the Patch ID,
Description, Date, Size (in KB), and Status of all listed patches.

Note: To obtain additional information about a specific Arcserve Backup patch lis-
ted in the Patch Manager, contact Arcserve Technical Support.

ﬂ Arcserve Backup Patch Manager - X
Settings  Reports Help

Patch Updates  Errors Product: Al v
Merts and Messages A
SEE B @ @ Arcserve Badup
& rso
Patch Desarption Publshed Date Size (n18) Status u g Chedk for updates last performed on Wednesday, Gctober |
P00000940 QL 2016 native compression option wa..,  2/22/2018 27399504 Avaiable Mo new patches avalzbe
PODOSE!  Activation faled due topresence of ... 11/13/2017 19998215 Avaiable =g s
POOO0D94  NetAPP 9.x browsing problem 3017 200286%  Avaieble B e for updates last performed on Wednesday, October ;
P®r00001039  the asbu copy totape job formatmany .. 12/13/2017 19931944  Avaible 9 e palch(es) avaiable.
POOOOLIT3  Need toremove the lcense checkfor D...  3/19/2018 19642477  Avaiable 8 Citcal Patch P0000 1125 avalable for download.
POOOOI31  Selected ltems are notrestored MSNB 230068 Avalable s

Q Check for updates last performed on Wednesday, October &
(5] 18 new patches) avaizbe.
88 Critcal Patch PO00D1039 available for download.

T00001059  Offline activation getting faled in duste...  1/11/2018 18933508 Avaiable
PO0001120  DEVICE CERTIFICATION FOR EMCDAT... 3/30/2018 UNEB  Avaiable

00001125 Job engine s crashing randomly dueto ., 2/16/2018 19850552  Available i a 170
PO0001126  licanse mode flag getting updated from ...  3/1/2018 19956630  Avaiable a ‘Ch ek for updates st peformed on Wecesday, October -
PO0001138  arceerve backup web service crash %018 1993316  Avaiable §nem paich(es) avaale,
Tapecopy waiing fo lodks 38 Critca Patch PO0001050 availble for download.
P00001185  Need to remove the license chedk for D...  3/19/2018 193440%  Avaiable g ﬁ [16,55°1
PO0001189  Image Backup fais with E11042 3f0/2018 21328184 Avaiable @ Chedk for updates last performed on Wednesday, October &
PO0001207  wpgrade openssl to 1.0.20 due towun...  4/10/2018 3785224 Avaiable (5] 6 new patchles) avalable,
PO0001310  Selected Items are not restored 7/25/2018 21309048 Avaiable Sﬁ Critical Patch RO70338 avalable for download,
v Sl 65
G b @ Chedk for updates last performed on Wednesday, October ¢
5] 16 new patch es) avaiable. v
Check for updates Download Tnstall i n
Patch Manager i ready Patch Manager Status

Select the patch that you want to install and click Install.

Note: Multiple patches can be selected for download or install by using the "CTRL"
or "SHIFT" key combinations. However, multiple patch selections will only function
if all selected patches have the same status (Available, Downloaded, or Installed).
Multiple downloads /installs will be performed sequentially (based upon pre-
requisite patches), and not concurrently.

Arcserve Backup Patch Manager will first check if the selected patch has any
dependent patches that also need to be installed. The purpose of the dependency
check at patch install time is to make sure that the dependant patches if available
are installed or already downloaded successfully.
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The Dependencies screen appears, listing the patch selected for install and any
dependent patches for the selected patch.

+ If all dependent patches have already been downloaded and installed, then the
install process for the selected patch will continue.

+ If any dependent patch has not been downloaded already, an error message will
be displayed to indicate that dependency patch is required and the install pro-
cess will not continue.

Install |
You have selected 1 patchies) For install,
Click, "Install Mow" to start the patch install process.
Patch | Descripkion | Published O, ., | Skakus
ROKMOO1L MWT -DBEXCH DoZ LWL RESTORE .. 12/1/2008 Downloaded
Jd | H
Install ko I Cancel |

3. Click Install Now to proceed with the patch install.

The Install screen appears displaying the status of the patch install.
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Install |

Installing the selected patches ...

Pakch | Descripkion | Published O, ., | Skatus
ROEMOOL MT -DEEXCH DOC LYWL RESTORE .. 12012003 Installed
4| | B

Inskall operation campleted,

4. Click OK to close the Install screen.

During the install process, you can double-click on the selected patch to display the
current status (percent complete).

When the patch install process is complete, the Patches/Updates Installed report is
updated and the patch status in the Patch Updates pane now indicates Installed.
The downloaded patches are stored in the specified Patch Manager download
folder and do not get deleted after the install.

5. If configured, an email notification will be sent informing you when the patch
installation has been completed.

6. If a patch install requires a reboot to take effect, you will be prompted to specify if
you want to reboot immediately.

7. If a patch install failure occurs, you should check the Errors tab and the APM-
log.LOG file for possible causes and additional information.
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Manually Uninstall a Patch

You can use the Arcserve Backup Patch Manager GUI to manually uninstall a patch
that has already been installed. You can only trigger a patch uninstallation manu-
ally from the GUI (automatic scheduling of patch uninstallation is not supported). In
addition, you can only select one patch at a time for uninstallation (multiple patch
selection for uninstallation is not supported).

Uninstall a Patch

1. Launch the Arcserve Backup Patch Manager GUI (Programs/Arcserve/Arcserve
Backup Patch Manager/Patch Manager).

The Arcserve Backup Patch Manager GUI is displayed listing all Installed patches
that are available for uninstallation.

b Arcserve Backup Patch Manager
Settings  Reports  Help
Patch Updskes | Eroes | Froduck: |4l *|
. l—_ B alarts and Meszagas -
g L] ¥ = E Areservs Dackup

Patch Disoription Published Diabe  Size (inKE)  Status = T rl?'.?'_ﬂ” dshes lask performed on Saburday, Decenber 1
ACIEEE WINSLCM) BCREMENTAL DIFFERENTL..  7{10{2013 I0EITEM  fwrsiabls = num:.;au;w:.r;'ﬁ frmeson ahIcy, Lecem=r
ROGZIES WIN-ARCTERNE BACKLF R1G,S WM AGE...  8130{2013 1414792 Avaiabls (] Device Ptch ROPr sk aveiabls foe dirlos, =
RO63365 WWIN-RACSERNE BACKLFP RLG6.5S UFDATE 3 ||]||3|]|'2|]|3 B2143312 Avalabls - H rLE.5 5P
ROG43E3 WIN-VSFHERE AND VODK 5.5 SUFPORT  12/5/2013 PAGISITE  Avsiabls B Check for updates st performed on Saturday, Decenber 1
ROFISES WINAEDGER FOR BACKLP PHIYSICAL DL, LLJIIE01E  ZEAE900Z  Awafiable (5] 1o o pk chvs: aveallably
ROGASED WINFILE SYSTEM CORRUPTED BY RES... 11112013 I0US7083  Awsiebls §8 Crikeal Papch ROTO33 avadable For dowrload,
ROGISTR WM ARCSERNE MANGGER HANG AFTE,.,  LLJI9200F 30553634 Avaiabls =g ries
[2lal At e WN-UNAELE CREATE WINFE DR [MGGE 12f26f2013 2CIEEEY  fueailabls ,‘; Check for updates lask parformed on Saturdsy, December 1
RIDDOOONR  Backisp on Chustered DNTAR 5,2 fais 5{20/2015 PAZIOGZ  Avaiabls =] fic riew petches availebls

*!D.’-‘Em WIN-YARDOUS PROELERS W1TH BRCELL... ?|'2||'2,:||"| BLIOOOaS  Avalable = E riG0sP]
BTSN HETAPP CLUSTER AWARE BACKUP B62014 2T0E0EHE  Auesilabls Chesck For updlsbes sk performed on Saburday, Decenber &
RO7S130 WINDR SUPPCRT for SECUREBOCTE,..  1Z}4[2009 2573354 Avalable =) Mo new pelihies srsiiabls
BOTELSL WI-CCREAUIRED PATCH FOR LDE VE...  10/2112014 39004604 Aveiabls Device: Patch ROSE050 avaiable for dovnloed,
ROTTLE WINEMC I5ILON HAS CEVICE SUPFCRT  1ZJ23(2014 2450053 Awsiabls Securty Ea*d" e i E"‘d“ﬂ“d'
#6Hamal r17 ROtcrmal Testing Patch I12f2015 9544784 Dowdladed | S & E“::’" Piiﬂgi;g:}gw‘iﬁ" f"::"m"':g'

[Hraprenes 17 ROPreRen Testing Pateh U320 SLFERNIZ  dvsieble = prvrp el otetwrardb ey
ROREboot WIN-Frefe Patch - Normal Pabch should.... WjA Hi& Inctalied v o ) '

: - ’ Check For updstes last performed on Ssburdansy, December 1

S| Mo rew patchss swailsbls -
Check For updkstes pownioad Treta Uninstal ; ey e S

Patch banager is ready Patch Manager Status E

2. Select the patch that you want to uninstall and click Uninstall.

Arcserve Backup Patch Manager will first check if the selected patch has any
dependent patches that also need to be uninstalled.

The Dependencies screen appears, listing the patch selected for uninstallation and
any dependent patches for the selected patch.

+ If all dependent patches have already been uninstalled, then the uninstallation
process for the selected patch will continue.
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+ If any dependent patch has not been uninstalled already, an error message will
be displayed to indicate that dependency patch is still installed and the unin-
stallation process will not continue.

Uninstall | x| |

The selected patch is superceded by fdependent ko O pakches,
Select a patch and click "Uninstall Mow® ko uninstall each patch,
Dependencies:
Patch | Supersede | Prerequisite I Skakus
ROKMOO1 Mone Mone Installed
4| | B
ninskall Mo I Zancel |

3. Click Uninstall Now to proceed with the patch uninstallation.
The Uninstall screen appears displaying the status of the patch uninstallation.

Note: After clicking the Uninstall Now button, if you did not select at least one
patch displayed in the Uninstall screen then a pop-up window will appear prompt-
ing you to "Please select a patch and then try to uninstall".
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Uninstall

The selected patch is superceded by/dependent to O patches.

Select a patch and click "Uninstall Mow" ko uninstall each patch.

Dependencies:

Patch Supersede Prerequisite Status
ROKMOO01 MNone Mone Uninstall Successull
4| | [+

Uninstallation of pakch ROKMO01 was successtul,

Ik | Cancel |

4. Click OK to close the Uninstall screen.

When the uninstallation process is complete, the patch entry is removed from
Patches/Updates Installed Current reports and the patch entry is added in the
Patches/Updates Installed History report with an "Uninstalled" status and the patch
status in the Patch Updates pane now indicates as Downloaded.

Important! Arcserve Backup Patch Manager maintains a history file to identify

whether the patch is installed or not. As a result, to properly track the status of a

patch, you should only uninstall patches by using Arcserve Backup Patch Manager.

5. If the patch uninstall failure occurs, you should review the Errors tab for possible
causes and additional information in the APMlog.log.
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Automatically Download and Install a Patch

You can use the Arcserve Backup Patch Manager GUI to automatically check for
new patches, download patches from the Arcserve Support internet site, and install
the downloaded patches into your system. (Automatic patch uninstallation is not
supported and can only be triggered manually from the GUI).

Note: Automatic patch download and installation is available for critical Arcserve
Backup patches only.

Note: All patches for Arcserve Backup Patch Manager are considered critical.

The process for Arcserve Backup Patch Manager to automatically perform these
tasks is the same as for manually performing them, except all tasks will be
triggered at pre-configured days and times. The configuring of these automatic
functions can be specified during the Arcserve Backup Patch Manager installation
process, or through the Preferences dialog after Arcserve Backup Patch Manager
installation. For more information about the Preferences dialog, see Understanding

the Preferences Dialog.

However, during the automatic patch download and install process, if a patch is for
a Arcserve Backup agent and the agent is not installed on the target machine, an
install error will occur. For example, if Arcserve Backup Patch Manager is set to
automatically download and install patches and a new Agent for Oracle patch
becomes available in the Arcserve Support site, then Arcserve Backup Patch Man-
ager will try to automatically download and install the Oracle patch on the target
machines. It will report an error about an install failure if the Oracle-related com-
ponents are not installed on that target machine.

If you have the Arcserve Backup Patch Manager configured to automatically down-
load and install patches, you will be prompted when a new patch becomes avail-
able to select whether to Continue or Postpone to the next schedule. If you do not
respond within five minutes, the job will continue.

If configured, an email notification will be sent informing you when the automatic
patch download and installation has been completed.

If a patch install requires a reboot to take effect, the following will occur:

« If email notification is enabled, you will be informed of this condition in the
email. You will then need to manually reboot the machine after patch install-
ation for the patch to take effect.

* If email notification is not enabled, you will need to check the status of the
patch in the APMLog.log. If a reboot is required, a message stating this patch
requires rebooting the machine will be included in the log. You will then need
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to manually reboot the machine after patch installation for the patch to take
effect.
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Chapter 4: Troubleshooting Arcserve Backup Patch
Manager

This section contains the following topics:

Patch Manager Troubleshooting

Troubleshooting Overview

Pre-requisites to download patches from Patch Manager
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Patch Manager Troubleshooting

This section explains the most common Arcserve Backup Patch Manager troubles,
along with the reason or solution.

This section contains the following topics:

Troubleshooting Network Errors

Troubleshooting Service Errors

Troubleshooting Configuration Errors

Retry times out

Patch Download Failed

Check for Updates Failed

Patch Install Failed

Email notifications not being received

The 'Client' or 'Staging Server' option is disabled during the install

Patch install fails when automatically download and install option is selected

Arcserve Backup Patch Manager causes Arcserve Backup jobs to fail

Invalid signature errors reported during patch download

The Check for Updates repeatedly fails

Do not know if Arcserve Backup Patch Manager is installed as a Staging Server or

as a Client

Do not know if Arcserve Backup Patch Manager performed an auto update of itself

Previously installed patches listed in Arcserve Backup Patch Manager

Patch description needed before install

During Patch Manager Upgrade, Configuration Settings Not Restored

During Patch Manager Upgrade, Patch Information Not Restored
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Troubleshooting Network Errors

HTTP service (staging server) is down or not available.
+ Start the HTTP service.

+ Check the APMLog.log file for additional information.
Not connected to the network.

+ Connect to network.

+ Check the APMLog.log file for additional information.
Connection timed out.

+ Retry connection to the network.

+ Verify the required HTTP service is up and running.

+ Check the APMLog.log file for additional information.
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Troubleshooting Service Errors

Arcserve Backup Patch Manager Service is not started.

+ Start Arcserve Backup Patch Manager Service.

+ Check the APMLog.log file for additional information.
Arcserve Backup Patch Manager Service is not installed.
+ Install and start Arcserve Backup Patch Manager Service.

+ Check the APMLog.log files for additional information.
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Troubleshooting Configuration Errors

APMSettings.Ini file is missing or corrupted.
+ Reinstall product.
+ Check the APMLog.log file for additional information.

Note: The APMSettings.Ini file is located in the following directory: C:Program Files
(x86)\ca\SharedComponents\APM\Patch Manager.

APMclient.Xml file is missing or corrupted.
+ Reinstall product.
+ Check the APMLog.log file for additional information

Note: The APMclient.Xml file is located in the following directory: C:Program Files
(x86)\ca\SharedComponents\APM\Patch Manager.

AlreadyDownloadedPatchinfo.Xml file is missing or corrupted.
+ Reinstall product.
+ Check the APMLog.log file for additional information.

Note: The AlreadyDownloadedPatchinfo.Xml file is located in the following dir-
ectories as applicable: C:Program Files (x86)\ca\SharedComponents\APM\Patch
Manager\Arcserve Backup or C:Program Files (x86)\ca\SharedCom-
ponents\APM\Patch Manager\Arcserve Backup Patch Manager.
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Retry times out

* Change the Retry option values in the APMSettings.INI file.
[DOWNLOADCONFIG]

RetryCount=

The default value is 3 attempts. The available range is1to 5
attempts.

TimeOutForEachTry=

Specified in minutes. The default value is 60 minutes.
PacketCount=

The default number of packets is 16, with each packet size at 1KB.

The available range is 4 to 64 packets.

* Check the APMLog.log file for additional information.
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Patch Download Failed
Network Errors

See Troubleshooting Network Errors.

Service Errors

See Troubleshooting Service Errors.

Configuration Errors

See Troubleshooting Configuration Errors.

Not Enough Disk Space
+ Increase the Disk Space.

+ Configure the download location to different drive and copy the already existing
"PatchesRoot" folder to the new location.

Note: The default location for the patch download folder is: X:\Program Files
(x86)\ca\SharedComponents\PatchesRoot.

Update the registry key:

HKEY_LOCAL_MACHINE\SOFTWARE\ComputerAssociates\CA ARCserve
Backup Patch Manager\PATCHESROOT to the new location.

+ Check the APMLog.log file for additional information.
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Check for Updates Failed

Check the APMLog.log file for additional information.
Network Errors

See Troubleshooting Network Errors.

Service Errors

See Troubleshooting Service Errors.

Configuration Errors

See Troubleshooting Configuration Errors.
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Patch Install Failed

Service Errors

See Troubleshooting Service Errors.
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Email notifications not being received

* Verify you have the proper email notification configuration options applied. For
more information, see Understanding the Preferences Email Settings.

» Verify that the credentials provided for the SMTP server name and other fields
are correct.

Note: If you are using non-default port for smtp.office365.com and smt-
p.live.com, navigate to the following path and modify the port number manu-
ally in the APMSettings.ini file:

C:\Program Files (x86)\CA\SharedComponents\APM\Patch Manager

* Check the SMTP.LOG in the Patch Manager home folder for additional inform-
ation.

* Verify the email ID’s.

* If the problem persists, contact Arcserve support for online technical assistance
and a complete list of locations, primary service hours, and telephone numbers.
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Patch Manager Troubleshooting

The 'Client' or 'Staging Server' option is disabled dur-
ing the install

* The 'Client' option will be enabled only if Arcserve Backup for Windows r18 or
one of its Windows platform options is installed on the system.

* The "Staging Server' option is enabled only if Microsoft Internet Information
Services (1IS) 6.0 or later is installed/configured for HTTP sites.
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Patch install fails when automatically download and
install option is selected

With the option to automatically download and install patches selected, Arcserve
Backup Patch Manager will attempt to install all downloaded patches. If one or

more patches are meant for specific components and those components are not
installed on the system, the patch installation will fail and return a failure status.
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Arcserve Backup Patch Manager causes Arcserve
Backup jobs to fail

Important! When you are specifying a scheduled day and time for automatic patch
downloads/installs, please make sure the schedule does not coincide or conflict
with other scheduled active Arcserve Backup jobs (backup, restore, scan, merge,
tapecopy, etc). The installation of some patches can cause the Arcserve Backup Ser-
vices to be shut down and possibly disrupt your job.

» Verify that scheduled Arcserve Backup jobs do not conflict with the Arcserve
Backup Patch Manager schedule for automatic installs. Arcserve Backup Patch
Manager will not check if there are any active jobs or other Arcserve Backup
operations running at the time of the automatic schedule to download and
install patches.

* If the problem persists, contact Arcserve support for online technical assistance
and a complete list of locations, primary service hours, and telephone numbers.
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Patch Manager Troubleshooting

Invalid signature errors reported during patch down-
load

The selected patch has not been uploaded to the Arcserve Support server. Arcserve
Backup Patch Manager checks to ensure that the patches received are authentic. If
the check fails for a particular patch, the modules are deleted and the download
fails with the problem cause reporting that an invalid signature was detected.

80 Arcserve Backup Patch Manager User Guide



Patch Manager Troubleshooting

The Check for Updates repeatedly fails

* Verify that the server selected for patch download is correctly configured. For
more information, see Understanding the Preferences General Settings.

» If the selected option is to download patches directly from the Arcserve Support
server, then check the Patch Manager Log (APMLog.log) for additional inform-
ation.

» If the selected option is to download patches from a staging server, then check
that the default website can be browsed in that staging server.

If you are unable to browse the default website, it may be due to an incomplete
or improper installation of IIS. Verify proper installation of IIS.

* If Arcserve Backup Patch Manager is configured to use Proxy settings, verify
that the proxy credentials are entered correctly. For more information, see
Understanding the Preferences Proxy Settings.

» If the selected option is to download patches from a staging server, verify the
staging server is communicating through the proper port. If the port number is
not correct, perform the following steps at the agent side:

1. Open the APMSettings.ini file.
Note: The APMSettings.Ini file is located in the following directory:
C:Program Files (x86)\ca\SharedComponents\APM\Patch Manager

2. Under the heading "[DownloadServer]" change the Port value to match
the port number that the staging server is using.

* If the problem persists, contact Arcserve support for online technical assistance
and a complete list of locations, primary service hours, and telephone numbers.
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Patch Manager Troubleshooting

Do not know if Arcserve Backup Patch Manager is
installed as a Staging Server or as a Client

From the Arcserve Backup Patch Manager GUI, access the Help menu and select
About.

If you find a message that says "This is a Staging Server" then Arcserve Backup
Patch Manager is installed as a Staging Server. If this message is not there, it auto-
matically indicates that this is a Client.
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Do not know if Arcserve Backup Patch Manager per-
formed an auto update of itself

From the Arcserve Backup Patch Manager GUI, access the Help menu and select
About.
You can verify the currently installed build number to determine if Arcserve Backup

Patch Manager has been updated.
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Previously installed patches listed in Arcserve Backup
Patch Manager
If you installed patches manually and then installed Arcserve Backup Patch Man-

ager, all previously installed published patches will be listed in the Patch Manager
GUL.
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Patch description needed before install

Prior to installation, if you need a more detailed description or additional inform-
ation about a specific patch contact Arcserve Technical Support for online technical

assistance.
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Patch Manager Troubleshooting

During Patch Manager Upgrade, Configuration Set-
tings Not Restored

If during the Arcserve Backup Patch Manager upgrade your configuration settings
were not restored, you can manually copy (restore) the APMsettings.INI and PU.dat
files back to their original location as follows:

. Copy the APMsettings.INI and PU.dat files from the following location:

"Pro-
gramFiles\CA\SharedCom-
ponents\PatchesRoot\capmconfig.F86757112A4542daB576BC34469DBDD1"

. Restore these copied APMsettings.INI and PU.dat files to the following location:
"ProgramFiles\CA\SharedComponents\PatchesRoot\PatchManager"

Note: For a 64-bit machine, "ProgramfFiles" is replaced with "Program Files (x86)".
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During Patch Manager Upgrade, Patch Information
Not Restored

If during the Arcserve Backup Patch Manager upgrade your patch information was
not restored, you can manually copy (restore) this patch information back to the ori-
ginal location as follows:

. Copy the AlreadyDownloadedPatchinfo.xml file from the following location:

"Pro-
gramFiles\CA\SharedCom-
ponents\PatchesRoot\capmconfig.F86757112A4542daB576BC34469DBDD1"

. Restore this copied AlreadyDownloadedPatchinfo.xml file to the following location:

"ProgramFiles\CA\SharedComponents\PatchesRoot\PatchManager\CA ARCserve
Backup"

. Rename the folder "capm.F86757112A4542daB576BC34469DBDD1" to "capm" loc-
ated in the same path which is resolved from the following registry key:

"HKEY_LOCAL_MACHINE\SOFTWARE\ComputerAssociates\CA ARCserve Backup
Patch Manager\PATCHESROOT"

For example: If the registry key value of "HKEY_LOCAL_MACHINE\SOFTWARE\Com-
puterAssociates\CA ARCserve Backup Patch Manager\PATCHESROOT" is C:\Pro-
gramFiles\CA\SharedComponents\PatchesRoot, then rename the folder from
"C:\Program Files\CA\SharedCom-
ponents\capm.F86757112A4542daB576BC34469DBDD1" to "C:\Program
Files\CA\SharedComponents\PatchesRoot"

Note: For a 64-bit machine, "ProgramFiles" is replaced with "Program Files (x86)".
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Troubleshooting Overview

When a problem is detected, Arcserve Backup Patch Manager generates a mes-
sage to help you identify the problem and resolve the problem. These messages are
contained in the Patch Manager Activity Log (APMLog.log) or the Patch Manager Ul
Log (CAPMUILog.log), which can be viewed at C:Program Files\CA\SharedCom-
ponents\APM\Patch Manager.

When an incorrect action is attempted, Arcserve Backup Patch Manager will gen-

erally display a pop-up message to help you identify and quickly resolve the prob-
lem.

In addition, from the Errors pane on the Arcserve Backup Patch Manager GUI, you
can also view any related errors for the corresponding patch.
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Pre-requisites to download patches from Patch Man-
ager

Edit the APMClient.xml file

1. Navigate to "%ProgramfFiles(x86)%\CA\SharedComponents\APM\PatchManager"
(64-bit machines) and “%ProgramFiles%\CA\SharedComponents\APM\Patch Man-
ager" (32-bit machines).

2. Open APMClient.xml file.

The following image represents the current APMClient.xml file.

1 <€%xml version="1.0"7%2>

:ﬁclle:t SchemaVerasion="1.0">
3 i <cc:pl:f:)ﬁr:aerv:(fcnrplnf:)
#, <product Name="Arcserve Backup">»
= <downloadinfo>
j; <Protocol Hame="HTTP">
<Serverfame>downloads. arcserve. com</Serverame>
<scurce>downloads.arcserve.com</socurce>
<!l-- path on http is fixed for a patricular product --»
<pathonscurce>/PatchesRootfarcserve/</pathonsocurce>
11 r </Protocol>
12 : </downloadinfo>
13 </producc>
1 :: <product Hame="Arcserve Backup Patch Manager">
1 = <downloadinfo>
| é] <Protocol Hame="HTTE">
<Serverlame>downloads.arcserve. com</Serveriame’
<scurce>downloads.arcserve.com</scurce>
1 <!--= path on http is fixed for a patricular product --3»
2 <pathonsource>/PatchesRoot /patchmanager/</pathonscurce>
21 r </Protocol>
22 : < fdownloadinfo>
23 </products
24 <felisnt>

3. Change highlighted part of the text in APMClient.xml file as following:

a. For the product "Arcserve Backup", replace the path in the pathonsource tag.
Existing Code:
<pathonsource>/capm/PatchesRoot/arcserve/ </pathonsource>

New Code:

<pathonsource>/PatchesRoot/arcserve/</pathonsource>
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For product "Arcserve Backup Patch Manager", replace the path in the pathon-
source tag.

Existing Code:
<pathonsource>/capm/PatchesRoot/patchmanager/</pathonsource>
New Code:
<pathonsource>/PatchesRoot/patchmanager/</pathonsource>
Replace the address in the <ServerName> tag.

Existing Code:

<Server Name> rmdmdownloads.ca.com </Server Name>

New Code:

<Server Name>downloads.arcserve.com</Server Name>
Replace the address in the source tag.

Existing Code:

<source> rmdmdownloads.ca.com </source>

New Code:

<source>downloads.arcserve.com</source>

Restart Patch Manager after performing the changes.

The following image represents the edited APMClient.xml file:
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<olient SchemaVersion="1.0">
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Zproduct Name="Ch ARCserve Backup'>-
<doimloadinfox
<Protocol Name="HTTP'X-
<ierverlane-dovwmloads. arcserye .. com: /Serverlane-
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<!-- path on http iz fixed for a patricular product ---
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«!-- path on http is fixed for a patricular product —--
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<jdommloadinfol-
</product>

LLfolients

Replace Commandbase.dll file on all the Patch Manager Clients and Staging

Server

Follow the steps below after editing the APMClient.xml file.

Click on the following link to download the new CommandBase.dll file.

http://arcserve.vo.llnwd.net/vl/PatchesRoot/arcserve/PatchManager.zip

Extract PatchManager.zip and navigate to the folder of the version of the Arcserve

Backup that you are using on your computer.

Rename CommandBase.dll.USA to CommandBase.dll from the appropriate folder

of Arcserve version you are running.
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Pre-requisites to download patches from Patch Manager

Stop the "Arcserve Backup Patch Manager" service from Windows Services.
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Replace the old CommandBase.dll file with the new CommandBase.dll file that you
have renamed in Step 3 in the folder, “%ProgramFiles(x86)%\CA\SharedCom-
ponents\APM\Patch Manager” (64-bit machines) or “%Pro-
gramFiles%\CA\SharedComponents\APM\Patch Manager" (32-bit machines).

Restart the "Arcserve Backup Patch Manager" service.
Configure the Staging Server

Navigate to Control Panel, Administrative Tools and open 1IS Manager on Staging
Server and browse to Default Website.

Right click on Default Web Site and add a virtual directory by clicking on Add Vir-
tual Directory.

In Alias text field type “PatchesRoot” and select the physical path as “C:\Program
Files (x86)\CA\SharedComponents\PatchesRoot” (64-bit machines) or “C:\Program
Files \CA\SharedComponents\PatchesRoot” (32-bit machines).
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Chapter 5: Glossary

This section contains the following topics:

OO S UM 94
GOt L 94
Critical Patch . . 94
Cumulative Patch .. 94
Device PatCh L 94
Easy Update ... oo 94
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PatCh L 95
Prerequisite PatCh 95
Published Patch .. . 95
Security Patch .. il 95
Service Pack ... 95
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Test PatCh .. il 96
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Checksum

Checksum

A checksum is a simple type of redundancy check that is used to protect the integ-
rity of data by detecting errors. Checksum is a calculated value of stored or trans-
mitted data. When the data is retrieved from storage or received at the other end
of a transmittal, a new checksum value is then computed and compared against the
existing checksum value. A non-match indicates an error.

Client

A Client is one that is deployed on one or more machines/servers and will com-
municate either to a specified staging server or to the Arcserve server.

Critical Patch

A Critical Patch is a fix for high-impact or wide-spread problems. A Critical Patch is
a software correction that is critical to the operation of the product in most envir-
onments. It is identical to Hyper-Patch in most cases.

Cumulative Patch

A Cumulative Patch is a means for delivering a group of individual patches that
affect multiple product elements or components that are integrated and published
into one patch and then applied to an existing environment. Cumulative Patches
are included in and superseded by the next applicable Cumulative Patch or Service
Pack.

Device Patch

A Device Patch is a fix that is released to support new devices used with Arcserve
Backup.

Easy Update

Easy Update is the configuration section in the Patch Manager that allows you to
automate the patch download and install process for all critical patches published
by Arcserve.
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Individual Patch

An Individual Patch is a fix for a confirmed problem and addresses only the product
defect that was addressed in the original confirmed test patch. Individual Patches
are included in and superseded by the next applicable Cumulative Patch or Service
Pack.

Patch

A patch is a small set of files created to fix or enhance the functionality or security
of a product.

Prerequisite Patch

A Prerequisite Patch is a fix which needs to be applied before another patch can be
applied. For example, if Patch A is a Prerequisite Patch for Patch B, then Patch A
must be installed before you can install Patch B.

Published Patch

A Published Patch (or published fix) is a classification for a patch that has been con-
firmed to correct a reported product defect or problem and is generally available
to all users. Only Published Patches (not Test Fixes) are displayed in the Patch
Updates pane. Published Patches can be downloaded from the Arcserve Technical

Support.
Security Patch

A Security Patch is a fix that resolves a critical security vulnerability issue reported
for a product.

Service Pack

A Service Pack is a means for delivering a product maintenance update and consists
of an accumulation of patches from the last official product release to a more
recent point in time. A Service Pack supersedes all previously issued patches and
Service Packs.

Staging Server

A Staging Server is used as a temporary storage location for patch downloads
before they are installed into Arcserve Backup clients. A Staging Server provides
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Superseded Patch

you with the ability to configure a server that can connect to the Arcserve server to
download patches locally. All other machines/servers that do not have access to the
internet or do not want to connect directly to the Arcserve server can connect to
the locally configured staging server to download patches. The staging server is a
local repository for all Clients that require patches and provides Clients with the
ability to get patches quickly and safely by attaching to a locally configured server.

Superseded Patch

A Superseded Patch is a fix which replaces another patch with a newer version.

Test Patch

A Test Patch (or test fix) is a classification for a patch that has been confirmed to
correct a reported product defect or problem. The distribution from Arcserve Tech-
nical Support is limited to the users who reported the problem and is not generally
available to all existing users. Test Patches are not displayed on the Patch Updates
pane of the Patch Manager GUI. If necessary, contact Arcserve Technical Support to
obtain a Test Patch.
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