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CA Technologies Product References

This document references the following CA Technologies products:
m  CA ARCserve® Central Applications

m  CA ARCserve® Central Host-Based VM Backup

m  CA ARCserve® Central Virtual Standby

m  CA Nimsoft Monitor

Contact CA Technologies

Contact CA Support

For your convenience, CA Technologies provides one site where you can access the
information that you need for your Home Office, Small Business, and Enterprise CA
Technologies products. At http://ca.com/support, you can access the following
resources:

m  Online and telephone contact information for technical assistance and customer
services

m  Information about user communities and forums
®  Product and documentation downloads
m  CA Support policies and guidelines

m  Other helpful resources appropriate for your product
Providing Feedback About Product Documentation

If you have comments or questions about CA Technologies product documentation, you
can send a message to techpubs@ca.com.

To provide feedback about CA Technologies product documentation, complete our
short customer survey which is available on the CA Support website at
http://ca.com/docs.
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mailto:techpubs@ca.com
http://ca.com/docs
http://ca.com/docs

Support Links for CA ARCserve D2D:

CA Support Online offers a rich set of resources for resolving your technical issues and
provides easy access to important product information. With CA Support, you have easy
access to trusted advice that is always available. The following links let you access the
various CA Support sites that are available to help you:

Understanding your Support

This link provides information about maintenance programs and support
offerings, including terms and conditions, claims, and service hours.

https://support.ca.com/prodinfo/d2dsupportofferings

Registering for Support

This link takes you to the CA Support Online registration form which is used to
activate your product support.

https://support.ca.com/prodinfo/supportregistration

Accessing Technical Support
This link takes you to the One-Stop Product Support page for CA ARCserve D2D.

https://support.ca.com/prodinfo/arcserved2d



https://support.ca.com/prodinfo/d2dsupportofferings
https://support.ca.com/prodinfo/supportregistration
https://support.ca.com/prodinfo/arcserved2d
https://support.ca.com/prodinfo/arcserved2d

Documentation Changes

The following CA ARCserve D2D r16.5 changes have been included in the
documentation:

File Copy is enhanced to optimize performance:
- File Copy can copy more than one file at a time (ThreadsForArchive).

- Restore from a File Copy can download more than one file at a time
(ThreadsForRestore).

- Catalog Synchronization uses multiple threads (ThreadForCatalogSync).

You can change the default File Copy Registry values by modifying the appropriate
DWORD value. For more information, see Configure File Copy Settings to Optimize
Performance (../usergde/cad2d configure file copy chunks.htm).

Test Fixes installed. For more information, see Issues Fixed (../Update
1/r16 5 Ul ReleaseNotes.html) in the Release Notes.
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Chapter 1: Understanding CA ARCserve D2D

This section contains the following topics:

Introduction (see page 11)

CA ARCserve D2D Documentation (see page 11)
About this Document (see page 12)

Features (see page 13)

CA ARCserve D2D Videos (see page 21)

How CA ARCserve D2D Works (see page 22)

Introduction

CA ARCserve D2D is a disk-based backup product designed to provide a fast, simple, and
reliable way to protect and recover critical business information. CA ARCserve D2D is a
light-weight solution for tracking changes on a machine at the block level and then
backing up only those changed blocks in an incremental fashion. As a result, CA
ARCserve D2D lets you perform frequent backups (as frequently as every 15 minutes),
reducing the size of each incremental backup (as well as the backup window) and
providing a more up-to-date backup. CA ARCserve D2D also provides the capability to
restore files/folders, volumes, and applications, and perform bare metal recovery from a
single backup. In addition, CA ARCserve D2D also lets you copy and restore backed-up
data from your specified cloud storage location.

CA ARCserve D2D Documentation

The latest CA ARCserve D2D documentation can be accessed as follows:
m  User Guide:

The same topics contained in the CA ARCserve D2D Help system are also available
as a User Guide in PDF format. The latest PDF version of this guide can be accessed
from here:

CA ARCserve D2D User Guide.

m  Release Notes:

The CA ARCserve D2D Release Notes contains information relating to system
requirements, operating system support, application recovery support, and other
information you may need to know before installation of this product. In addition,
this document also contains a list of known issues that you should be aware of
before you use this product. The latest version of the Release Notes can be
accessed from here:

CA ARCserve D2D Release Notes (../Release Notes/ReleaseNotes.html).
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About this Document

About this Document

This document is intended to provide you with the information to understand, install,
use, and maintain CA ARCserve D2D in the most practical and efficient manner. This
document is divided into the following major categories to help you easily identify and
locate the specific information you are seeking.

The online help version of this document provides a link at the bottom of each topic to
let you submit feedback to us about this document. We continually strive to make our
documentation as complete, error free, and easy-to-read as possible. You can help by

giving us feedback. Thank you in advance!

Understanding CA
ARCserve D2D

Installing CA
ARCserve D2D

Getting Started
with CA ARCserve
D2D

Settings

Using CA ARCserve
D2D

Troubleshooting CA
ARCserve D2D

Appendix

This section contains an overview of the features of CA ARCserve
D2D, with process-flow descriptions of how some key features
work. By understanding how the features work, it should be
easier to understand and perform the related tasks.

This section contains information about installing CA ARCserve
D2D, including any pre-installation considerations you should be
familiar with, the installation procedure to be performed, and
instructions if you want to perform a silent installation.

This section contains an overview of the CA ARCserve D2D user
interface, and detailed information about each individual area of
this interface. Before you use CA ARCserve D2D, it is important
that you become familiar with the details of this interface.

This section contains information to understand and manage the
various CA ARCserve D2D configuration settings.

This section contains the step-by-step procedures for such tasks
as performing ad-hoc backups, restoring from backups, copying
recovery points, viewing logs, remote deploying, file copying,
performing BMR, and installing any CA ARCserve D2D
self-updates.

This section contains some fault-isolation information necessary
to quickly identify and locate the source of a problem so that it
can be remedied and allow CA ARCserve D2D to become fully
operational again.

The appendix section at the end of this document contains a
collection of useful and supplementary information which is not
necessary for proper usage of CA ARCserve D2D, but still may be
of interest or use to you.
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Features

CA ARCserve D2D provides the following features:

Videos

CA Support: What's New for this Release
YouTube: What's New for this Release
BACKUP

CA ARCserve D2D provides the following backup features:
m  Lets you perform different types of backup jobs, such as full, incremental, or verify.

m  Provides volume filtering capability to let you specify to back up only the selected
volumes.

- If the specified backup destination is on the local volume, a warning message
displays notifying you this volume is not being backed up.

- If system/boot volume is not selected for backup, a warning message displays
notifying you the backup is unusable for Bare Metal Recovery (BMR).

m  Protects all specified volumes of your computer (except if the volume contains the
backup destination).

m  |ets you encrypt and protect (with encryption passwords) your sensitive data.

m  Lets you set/change backup schedules (or immediately initiate a customized
backup).

m  Lets you remotely manage several computers (one at a time).

m  Lets you perform backups from both CA ARCserve D2D and CA ARCserve Backup
simultaneously.

m  Provides a system tray monitor to display status/notification information and
perform quick actions.
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Features

Block Level Incremental Backups

Only backs up the blocks on the source volumes that have changed after the
last successful backup.

Significantly reduces the amount of backup data.

If you have a large file and you only change a small portion of this file, CA
ARCserve D2D backs up only the changed portion to the incremental backup.
CA ARCserve D2D does not back up the whole file.

Consumes less disk space and less time.

Lets you perform more frequent backups, making the backup images more
up-to-date (as often as every 15 minutes) for recovery.

Infinite Incremental (I°) Snapshots

Initially creates one full backup and then intelligently creates incremental
snapshot backups forever (after the initial full backup).

Uses less storage space, performs backups faster, and puts less load on your
production servers.

Can automatically collapse (merge) incremental changes optimizing the use of
disk storage.

Application Consistent Backups

Takes advantage of Windows Volume Shadow Copy Service (VSS) to ensure
data consistency for any VSS-aware application.

Provides recovery of both Microsoft SQL Server and Microsoft Exchange Server
(without performing a full disaster recovery).

Ad-hoc Backups

An ad-hoc backup is one that is created when the situation makes it necessary,
rather than being arranged in advance or being part of a plan.

Provides you with the flexibility to perform "ad-hoc" backups outside of the
scheduled backups.

For example, you have a repeat schedule for Full, Incremental, and Verify
backups and you want to make major changes to your computer. You can
perform an immediate backup without waiting for the next scheduled backup
to occur.

Provides you with the capability to add a customized (unscheduled) recovery
point so that you can roll back to this previous point in time if necessary.

For example, you install a patch or service pack and then discover it adversely
affects the performance of your computer. You can roll back to the ad-hoc
backup session that does not include it.
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Change Backup Destination

- Provides you with the capability to change the backup destination. When the
disk space on your destination volume reaches its maximum capacity, CA
ARCserve D2D lets you change the destination and you can continue with full or
incremental backups.

Note: You can also configure email alert notifications for Destination Threshold
so that you can be informed if it reaches the specified threshold value.

Copy Recovery Points

- Provides you with the capability to copy recovery point data and safely store it
off-site for the purpose of restore in a catastrophe, or you can save your
recovery points to multiple locations. In addition, if your destination is getting
full you can consolidate your backups into a single recovery point which
resembles the exact state at that point. When you select a recovery point to
copy, you are capturing:

m  Backup blocks that were created for that specified point-in-time.

m  Whatever previous backup blocks are necessary to recreate a full and most
recent backup image.

- The Copy Recovery Points feature can be launched manually (ad-hoc) or
automatically based upon your specified schedule.

Mount Recovery Points

Provides the ability to mount a recovery point to a drive letter (volume) or an NTFS
folder, to view, browse, copy, or open the backup files directly in Windows
Explorer.

Backup Speed Throttling

Provides you with the capability to specify the maximum speed (MB/min) at which
your backups are written. You can throttle the backup speed to reduce CPU or
network use. However, limiting the backup speed, has an adverse effect on the
backup window. As you lower the maximum backup speed, it increases the amount
of time of perform the backup.

Note: By default, the Throttle Backup option is not enabled and backup speed is not
being controlled.

Reserve Space on Destination

Provides you with the capability to specify a percentage of the calculated space that
is necessary to perform a backup. This amount of continuous space is then reserved
on the destination before the backup starts writing data and helps improve backup
speed.

Chapter 1: Understanding CA ARCserve D2D 15



Features

Backup Status Monitoring

CA ARCserve D2D provides the capability to monitor:

Last backup status

— Recovery Points

— Destination capacity
- Protection summary
- Most recent events

— License notifications

Job Status Monitoring

CA ARCserve D2D provides the capability to monitor:
— Details about the next scheduled job

—  Details about the currently running job

RESTORE

CA ARCserve D2D provides the following restore features:

Restore data from specific recovery points.

Search/browse to a specific file/folder to restore.

Restore from File Copy.

Restore a virtual machine (VM) that you previously backed up.
Set the restore destination to an alternate location or server.
Restore encrypted backup data

Granular-level restore of Exchange objects
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Types of Restores

CA ARCserve D2D provides the following types of restores:

File-Level Restore

Restores any backed up files/folders.

Recovery Point Restore

Restores backed up data based from a specified point in time (recovery point).
File Copy Restore

Restores File Copy data from a disk or cloud.

Exchange Granular-Level Restore

Restores individual Exchange objects (mailboxes, mailbox folders, or mail).
Virtual Machine (VM) Recovery

Restores a VM that you previously backed up.

Application Restore

Restores backed up Microsoft SQL Server/Microsoft Exchange data at the database
level.

Explorer Integration Restore

CA ARCserve D2D provides the capability to browse directly and restore files/folder
and Exchange objects (mailboxes, mail folders, mail) from Windows Explorer by
using the "Change to D2D View" option.

Bare Metal Recovery (BMR)

- Recovers a computer system from "bare metal", and includes the operating
system, applications, and data components necessary to rebuild or restore the
entire backed-up system. BMR is used for disaster recovery or for migration
from one server to another.

- Restores to dissimilar hardware and resolves any hardware differences.
- Expands and restores to bigger disks if necessary.

- Provides the capability to perform the following types of V2P (Virtual to
Physical) Bare Metal Recovery. This feature lets you perform V2P recovery from
the latest state of a standby virtual machine and from any recovery point that
has been previously converted from a CA ARCserve D2D backup session. This
feature also helps you reduce the loss of your production computer.

- BMR from a Hyper-V server
— BMR from a VMware ESX or vCenter
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Disk Resizing

-  During a Bare Metal Recovery, you can restore the image to another disk and
can resize the disk partitions if necessary (without losing any data that is stored
on the drive).

- When restoring to another disk, the capacity of new disk must be the same size
or larger than the original disk.

Note: Disk resizing if necessary is for basic disks only, and not for dynamic
disks.

REMOTE DEPLOYMENT

After CA ARCserve D2D is installed on a server, you can further deploy it remotely to
other servers.

ALERT NOTIFICATIONS

CA ARCserve D2D provides the following email alert notifications:

m  Missed jobs - Sends an alert notification for any scheduled job that did not run at
the scheduled time.

m  Backup, Catalog, File Copy, Restore, or Copy Recovery Point job failure/crash -
Sends an alert notification for all unsuccessful job attempts. This category includes
all failed, incomplete, and canceled jobs, and crashed attempts.

Note: These email alerts are sent with a high importance. The email alerts that have
a high importance level setting display a visual indicator of an exclamation point in
their Inbox.

m  Backup, Catalog, File Copy, Restore, or Copy Recovery Point job success - Sends an
alert notification for all successful job attempts.

m  Merge job stopped, skipped, failed, or crashed - Sends an alert notification for all
stopped, skipped, failed, or crashed merge jobs.

m  Merge job success - Sends an alert notification for all successful merge jobs.

m  Backup destination free space is less than - Sends an email notification when the
amount of unused space at the backup destination is less than a specified value.

m  New Updates Available - Sends an email notification when a new update for CA
ARCserve D2D is available. Email notifications are also sent if a failure occurs during
the check for updates or during the download.

m  Resource threshold alerts - Sends an alert notification when any specified resource
performance threshold is reached. The monitored resource levels are CPU Usage
(percentage), Memory Usage (percentage), Disk Throughput (MB/second) and
Network 1/O (percentage of NIC bandwidth currently using).
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ENCRYPTION/DECRYPTION SUPPORT

CA ARCserve D2D provides the capability to encrypt and protect (with encryption
passwords) your sensitive data and also decrypt the encrypted data after recovery.

m  Encryption support is provided for both uncompressed backup format and
compressed backup format. (Uncompressed backup is no longer VHD format if
encrypted).

m  Windows built-in encryption libraries are used for data encryption and decryption.
For Windows XP/2003/Vista/2008: CAPI (CryptoAPI) is used for data encryption.

For Windows 7/2008 R2: CNG (Cryptography APl Next Generation) is used for data
encryption.

Note: Data interoperability is supported both ways between CAPI and CNG,
meaning that data that is encrypted on Windows XP/2003/Vista/2008 can be
decrypted on Windows 7/2008 R2 (and vice versa). This data interoperability
enables moving backups of any computer to a different computer, and to restore
data from there.

m  Encryption password management provides a memory feature so that you do not
need to remember encryption passwords when attempting to restore encrypted
data. For every encrypted backup, the encryption password is saved in a password
list file.

As long as you can log in to CA ARCserve D2D, there is no need to remember
encryption passwords to restore data from current backups. (Current backups are
defined as backups that were created from the same computer that you are logged
in to). If you attempt to restore data from encrypted backups belonging to a
different computer, you are always asked to provide the encryption password.

FILE COPY

File Copy can be used for copying critical data to secondary locations and can also be
used as an archiving solution. File Copy allows you to safely and securely delete the
source data after it has been copied to an off-site or secondary storage repository.

CA ARCserve D2D provides the following capabilities to copy or move files and help you
reduce storage cost, meet compliance, and improve data protection.

Note: When you use the option File Copy - Delete Source, the data is moved from the
source to the destination (deleted from source location). When you perform a file copy,
the data is copied from the source to the destination (files remain intact on the original
location).

m  Copy files to disk or to cloud based upon your specified policies.

m  Block-level file copying lets you save and store only the blocks of the source that
have changed as of the last file copying. (Significantly reduces the amount of file
copied data).
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Select the source to copy, which can be a specific volume, volumes, folder, or
folders.

Use filters to include or exclude files that are based upon your specific criteria or
patterns.

Specify a schedule for file copying that is based upon completion of a specified
number of successful backups.

File copy versions of the same source at the specified destination.
Encrypt file copied data for security.

Compress data before performing file copying process.

Specify how long to retain file copy data.

Specify how many versions of the data you can have on the destination.

Note: CA ARCserve D2D does not copy application files, files with system attributes,
and files with temporary attributes. Only a current backed-up source is eligible for
file copying.

CA ARCserve D2D UPDATES

Provides the following capabilities for downloading and installing self- updates to CA
ARCserve D2D:

Check for new available updates to CA ARCserve D2D (manually initiated from the
Ul or system tray monitor or automatically as scheduled).

Trigger automatic or manual downloading of updates.
Specify a custom schedule to perform automatically periodic checks for updates.

Trigger installation of updates either from the Ul, the system tray monitor, or
silently from the command line.

Specify to send automatic email notifications when new updates become available
(or when problems occur).

Configure the client and or a staging server to connect to CA Support (directly or by
way of a proxy server) to download available updates. (A staging server is a CA
ARCserve D2D installed computer which is used as a temporary storage location for
downloading an update before it is installed into a CA ARCserve D2D client
computer from that staging server).

Use staging servers for clients that have limited access to the Internet.

Configure multiple staging servers for downloading the updates. If the primary
staging server is unavailable, the download function automatically transfers to the
next specified staging server.
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m  Remote deploy from one computer to another and let you move all updates
configuration and email settings from that first computer to the deployed
computer.

Note: All updates that are released for CA ARCserve D2D are cumulative. As a result,
each update also includes all previously released updates to ensure that your computer
is always up-to-date.

CA ARCserve D2D Videos

For those of you who believe that "a picture is worth a thousand words" CA ARCserve
D2D provides various how-to videos that are designed to simplify your understanding
and performance of specific tasks. Watching step-by-step videos is a great way to help
you learn how to use CA ARCserve D2D features to perform essential system protection
procedures.

Note: These videos are meant to supplement (and not replace) the written procedures
that they are related to. Refer to the actual procedures for all detailed information
(precautions, notes, examples, and so on) associated with each task.

You can access these instructional videos from the CA ARCserve D2D user interface or
from within the product documentation. Simply choose the CA Support website or
YouTube as the source for viewing these videos.

m  Toview CA ARCserve D2D videos on CA Support

m  Toview CA ARCserve D2D videos on YouTube

The versions of the videos from CA Support and YouTube are identical, and only the
viewing source is different:

m  For videos that are accessed from within the product documentation, links are
provided to let you select which version you want to view.

m  For videos that are accessed from the CA ARCserve D2D user interface, you can
select the default source to view the version of these videos. (YouTube is the
pre-selected default viewing source). For more information about setting your
default video preference, see Specify General Preferences (see page 143).

The videos that are supplied are only a start, and we expect to have more created in the
future. If you have any ideas for new videos, let us know. You can click the user interface
link to Provide Feedback to Development, or post a comment on the Expert Advice
Center. You can even send CA Technologies an email using the link at the bottom of all
Online Help topics.
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How CA ARCserve D2D Works

How CA ARCserve D2D Works

CA ARCserve D2D lets you perform frequent and periodic block level backups of your full
machine. These backups can be stored on either an internal drive, an external drive, or
on a remote network share. To avoid a continuous and never-ending backup cycle, the
volume being backed up cannot be specified as the backup destination. CA ARCserve
D2D provides the capability to perform Full, Incremental, or Verify type backups.

CA ARCserve D2D also provides various methods to identify and locate the backed up
data and allow you to restore it if necessary. Regardless of which restore method you
select, CA ARCserve D2D lets you quickly identify the data you need and retrieve it from
the appropriate backup location.

How the Backup Process Works

CA ARCserve D2D lets you perform frequent and periodic block level backups of your
entire machine. These backups can be stored on an internal drive, an external drive, or
on a remote network share. CA ARCserve D2D provides the capability to perform Full,
Incremental, or Verify type backups.

The basic process for how CA ARCserve D2D performs a backup is simple. When you
initiate a backup (either as scheduled or manually launched), CA ARCserve D2D captures
a full VSS snapshot, and then backs up only those blocks that have been changed since
the previous successful backup. (If it is a Full backup, all blocks are backed up). This
block-level incremental backup process significantly reduces the amount of backup data.
For example, if you have a large file and only change a small portion of this file, CA
ARCserve D2D backs up only the changed portion to the incremental backup and not
back up the entire file.

During this block-level incremental backup process, CA ARCserve D2D not only captures
the data, but also creates a catalog containing all information related to the operating
system, installed applications (Microsoft SQL and Microsoft Exchange only),
configuration settings, necessary drivers, and so on. If necessary, you can then restore
this backed-up image to recover your data or your entire machine. To avoid a
continuous and never-ending backup cycle, the volume being backed up cannot be
specified as the backup destination.
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The details of what is being backed up, how it is being backed up, when it is being
backed up, and so on, are controlled by the various backup configuration settings that
you specify. These settings are applied to each backup job, regardless of how you
initiate the backup (automatically or manually).

Specify Backup Settings

Protection Settings
Schedule Settings

Advanced Settings
Backup 9

Manager Pre/Post Backup Settings

Initiate Backup Job

Automatically
(Scheduled)

T

Backup Destination

Internal Drive

External Drive

Manually
{Backup Now)

'; Ow Backup Source

L

Remote Network Share

How Block-Level Incremental Backups Work

When you start a backup, the specified volume is divided into a number of subordinate
data blocks that are then backed up. The initial backup is considered the "parent
backup" and will be a Full Backup of the entire volume to establish the baseline blocks
to be monitored. Before performing the backup, a VSS snapshot is created, then an
internal monitoring driver checks each block to detect any changes. As scheduled, CA
ARCserve D2D will then incrementally back up only those blocks that have changed
since the previous backup. CA ARCserve D2D lets you to schedule the subsequent
block-level incremental backups ("child backups") as frequently as every 15 minutes to
always provide accurate, up-to-date backup images.
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If you need to restore the volume information, the most recent backed up version of
each block is located and the entire volume is rebuilt using these current blocks.

Backup Destination
{Local Drive/External Drive/Network Share)

Each volume is divided into Parent Backup (Full)
S 1 [2[3[4]5]6]7]n]
Each block is )
15 t
then monitored (15 minutes) H H H C:’::L'iilﬂi::;';lﬁ

and only blocks

that change are 15 minutes .
incrementally % IZ' El El C:’::L‘iifﬂi:::ll;lﬁ

backed up

A
(15 minutes) Child #3 Backup
n E {Incremental)

from from from from from  from

lI3h||d Chlld Chl|d Chlld Chlld Chlld from
Parent

IIIEEEEBI

Restore will rebuild all backup blocks
using most recent version

How Infinite Incremental Backups Work

If left alone, the incremental snapshots (backups) would continue, as often as 96 times
each day (every 15 minutes). These periodic snapshots will accumulate a large chain of
backed up blocks to be monitored each time a new backup is performed, and require
added space to store these ever-growing backup images. To minimize this potential
problem, CA ARCserve D2D utilizes the Infinite Incremental Backup process, which
intelligently creates incremental snapshot backups forever (after the initial full backup)
and uses less storage space, performs faster backups, and puts less load on your
production servers. Infinite Incremental Backups allow you to set a limit for the number
of incremental child backups to be stored by configuring the Recovery Points option
from the Protection Settings tab on the Backup Settings dialog.

24 User Guide



How CA ARCserve D2D Works

When the specified limit is exceeded, the earliest (oldest) incremental child backup is
merged into the parent backup to create a new baseline image consisting of the "parent
plus oldest child" blocks (unchanged blocks will remain the same). This cycle of merging
the oldest child backup into the parent backup repeats for each subsequent backup,
allowing you to perform Infinite Incremental (IZ) snapshot backups while maintaining
the same number of stored (and monitored) backup images.
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How Verify Backups Work

Every so often (as scheduled or when manually initiated), CA ARCserve D2D can perform
a Verify (resynchronization) type backup to provide a confidence check of the stored
backup image and resynchronize that image if necessary. A Verify type backup looks at
the most recent backup of each individual block and compares the content and
information to the source. This comparison verifies that the latest backed up blocks
represent the corresponding information at the source. If the backup image for any
block does not match the source (possibly because of changes in the system since the
last backup), CA ARCserve D2D refreshes (resynchronizes) the backup of the block that
does not match. A Verify backup can also be used to get the same guarantee as a full
backup without taking the space of full backup. The advantage of a Verify backup is that
it is small when compared to full backup because only the changed blocks (blocks that
do not match the last backup) are backed up. However, a Verify backup is also slower
than an Incremental backup because CA ARCserve D2D has to compare all of source disk
blocks with the blocks of the last backup.

Comparison Check

s N Each Block to the Source
Source

A & & A A A A

Most Recent
Backed Up Blocks

Refresh Block Backup Image
{if necessary)

How File Level Restores Work

During a block-level backup, each backed up file is made up of a collection of blocks that
define that particular file. A catalog file is created containing a list of the backed up files,
along with the individual blocks that were used for each file and the available recovery
points for these files. When you need to restore a particular file, you can search your
backup and select the file you want to restore and the recovery point you want to
restore from. CA ARCserve D2D then collects the version of the blocks that were used
for the recovery point of the specified file, and reassembles and restores the file.
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The following flow diagram shows the process of how CA ARCserve D2D restores a

specific file.
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How Bare Metal Recovery Works

Recovery Point #4

Recovery Point #3

Recovery Point #2

Recovery Point #1

Bare Metal Recovery is the process of restoring a computer system from "bare metal"
by reinstalling the operating system and software applications, and then restoring the
data and settings. The most common reasons for performing a bare metal recovery are
because your hard drive either fails or becomes full and you want to upgrade (migrate)
to a larger drive or migrate to newer hardware. Bare metal recovery is possible because
during the block-level backup process, CA ARCserve D2D captures not only the data, but
also all information related to the operating system, installed applications, configuration
settings, necessary drivers, and so on. All relevant information that is necessary to
perform a complete rebuild of the computer system from "bare metal" is backed up into

a series of blocks and stored on the backup location.
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Note: Dynamic disks are restored at disk level only. If your data is backed up to a volume
on a dynamic disk, you will not be able to restore this dynamic disk (including all its
volumes) during BMR.

Original Computer Backed Up Blocks
System (Local Drive/External Drive/NAS Network)
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When you perform a bare metal recovery, the CA ARCserve D2D boot disk is used to
initialize the new computer system and allow the bare metal recovery process to begin.
When the bare metal recovery is started, CA ARCserve D2D will prompt you to select or
provide a valid location to retrieve these backed up blocks from, as well as the recovery
point to be restored. You may also be prompted to provide valid drivers for the new
computer system if needed. When this connection and configuration information is
provided, CA ARCserve D2D begins to pull the specified backup image from the backup
location and restore all backed up blocks to the new computer system (empty blocks
will not be restored). After the bare metal recovery image is fully restored to the new
computer system, the machine will be back to the state that it was in when the last
backup was performed, and CA ARCserve D2D backups will be able to continue as
scheduled. (After completion of the BMR, the first backup will be a Verify Backup).

How CA ARCserve D2D Updates Works

A product update lets CA Technologies deliver product improvements to users. Updates
are used to deliver bug fixes, new hardware support, and performance and security
enhancements. Within CA ARCserve D2D, the Updates function simplifies this process
and provides a fast, easy, and reliable solution to keep your CA ARCserve D2D
installation up-to-date with the latest available updates. The Updates function is your
link between CA Technologies and your CA ARCserve D2D installation.
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CA ARCserve D2D Updates provide the following functions:

m  Check for available updates (manual or scheduled)

m  Download available updates from CA Technologies (either directly to a client
machine or to a staging server first and then to a client machine)

m  [nstall successfully downloaded updates (to be initiated manually)

m  Send email notifications when a new update is available
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CA ARCserve D2D
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Check for Updates

When CA Technologies Server is selected as download server, CA ARCserve D2D
Updates provides the capability to connect to the CA Technologies server either
directly or using a proxy server (as configured manually) to check for new and
available CA ARCserve D2D updates. CA ARCserve D2D will directly connect to CA
Technologies server using the proxy settings configured by browser (only applicable
for IE and Chrome). This check for updates function can be triggered either
manually from the user interface/tray monitor or automatically as specified by the
Scheduler. (The internal Scheduler is responsible for starting at a scheduled day and
time and triggering an automatic check and download of available updates).
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When triggered, the update manager contacts the CA Technologies server to check
the date /time stamp of a file that contains the available update information. If this
available update information file has been modified since the last check, it will be
downloaded from the server for comparison. The available update information is
then compared to another file containing the already downloaded update
information to determine if the available update is new and has not been previously
downloaded. If the latest available update is not installed on your machine, CA
ARCserve D2D displays an icon on the home page to inform you that a new update
is available. In addition, an email notification can also be sent to inform you when a
new CA ARCserve D2D update is available for downloading.

When Staging Server is selected as download server, CA ARCserve D2D downloads
the available update information file from the staging server, and perform the same
comparison check with the already available update information file. If the latest
available update is not installed on your machine, CA ARCserve D2D will display an
icon on the home page to inform you that a new update is available.

Note: All updates released for CA ARCserve D2D are cumulative. As a result, each
update also includes all previously released updates to help ensure that your
machine is always up-to-date. (The Help "About" dialog displays the update level
installed on a machine. If necessary, you can use this information for building
another server with the same configuration/patch level).

Download Updates

CA ARCserve D2D Updates provide the capability to download available CA
ARCserve D2D updates either directly from the CA Technologies server (using HTTP)
or from a staging server which in turn connects to the CA Technologies server. This
download process is triggered automatically when the check for updates process
determines that a new update is available (unless this auto-download function is
disabled). You can configure CA ARCserve D2D to download an update directly (or
using a proxy server) to your client machine or to a staging server. A staging server
can be used as a temporary storage location for downloading an update before it is
downloaded and installed into a CA ARCserve D2D client machine. You may not
want to expose your client machine to the internet to download updates from the
CA Technologies server. In this case, you can first download the update to a staging
server and then allow other client machines to download the update from that
staging server. CA ARCserve D2D provides the capability to configure multiple
staging servers for downloading the updates. If for some reason the primary staging
server is unavailable, the download function will automatically transfer to the next
specified staging server.

Note: If you are using a staging server for your Updates downloads, CA ARCserve
D2D must be installed on that staging server, but does not need to be licensed
unless you are using CA ARCserve D2D to protect that staging server.
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When triggered, the Updates function contacts the CA Technologies server and
downloads the available update and places it in a holding directory (on either the
staging server or the client machine) until directed to proceed with the subsequent
installation process.

The default location for the download folder is: <Product Home>\D2DUpdates.

If for some reason, the download cannot be started, a popup message is displayed
and CA ARCserve D2D waits a specified number of minutes and then attempt to
download again. If after a specified number of retry attempts, the download still
cannot continue, an error message will be displayed in the activity log indicating the
most likely reason for the failure.

Install Updates

CA ARCserve D2D Updates provide the capability to install the available and
successfully downloaded updates. This install process can only be triggered
manually from the user interface/tray monitor (not automatically). When triggered,
the update is installed from the holding directory to the applicable CA ARCserve
D2D component directory of the client machine or the staging server. You cannot
trigger the installation of the update directly from a staging server to a client
machine. When you click install, the update is downloaded from the staging server
to the client machine (if it has not been downloaded already), and then the
installation process is triggered from the client machine.

Note: The installation only continues if no other active CA ARCserve D2D jobs are
running. If another job is running, a message is displayed informing you of this
condition and requesting that you try again at a later time.

If the installation is successful, the file containing the status information is updated
for future use.

If the installation fails, an error message is displayed indicating the most likely
reason for the failure.

Note: During the update installation CA ARCserve D2D will stop the D2D Web
service and will restart this web service after successful installation of update.

Email Notifications

CA ARCserve D2D Updates provide the capability to send automatic email
notifications when a new update is available. CA ARCserve D2D connects to an
SMTP server (with appropriate credentials) to enable sending these email
notifications over the Internet from CA Technologies to your server. (The email
recipients are specified from the Preferences dialog).

In addition, email notifications are also sent if a failure occurs during the check for
updates or during the download.
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Chapter 2: Installing/Uninstalling CA
ARCserve D2D

This section contains the following topics:

How to Install CA ARCserve D2D (see page 33)
How to Uninstall CA ARCserve D2D (see page 60)

How to Install CA ARCserve D2D

Installing CA ARCserve D2D, a disk-based backup, allows you to protect and recover
critical business information in a fast, simple, and reliable way. CA ARCserve D2D is a
light-weight solution for tracking changes on a machine at the block level and then
backing up only those changed blocks in an incremental method. As a result, CA
ARCserve D2D lets you perform frequent backups as frequently as every 15 minutes,
reducing the size of each incremental backup as well as the backup window and
provides a more up-to-date backup. CA ARCserve D2D also provides the capability to
restore files, folders, volumes, and applications, and perform bare metal recovery from
a single backup. In addition, CA ARCserve D2D also lets you copy and restore backed-up
data from your specified cloud storage location.
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The following diagram illustrates the process to install CA ARCserve D2D:

How to Install CA ARCserve D2D

Review the Installation

Considerations

Storage
Administrator

Install CA ARCserve Install CA ARCserve
i Install CA ARCserve :
D2D Using the D2D Silent! D2D Using Remote
InstallShield Wizard S Deployment

Reboot System
After Installation

Verify that the CA ARCserve D2D
Installation was Successful

How the Installation Process

Affects Operating Systems
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Perform the following tasks to install CA ARCserve D2D:

1
2
3
4.
5
6
7

Review the Installation Considerations (see page 35)

Install CA ARCserve D2D Using the InstallShield Wizard (see page 37)

Install CA ARCserve D2D Silently (see page 40)

Install CA ARCserve D2D Using Remote Deployment (see page 42)

Reboot System After Installation (see page 45)

Verify that the CA ARCserve D2D Installation was Successful (see page 45)

(Optional) How the Installation Process Affects Operating Systems (see page 46)

SUPPLEMENTAL VIDEO

This procedure contains a supplemental instructional video. Select either CA Support or
YouTube as the source for viewing this video. The versions of the video from CA Support
and YouTube are identical, and only the viewing source is different.

Videos

CA Support: How to Install CA ARCserve D2D

YouTube: How to Install CA ARCserve D2D

Review the Installation Considerations

Review the following installation considerations before installing CA ARCserve D2D:

The CA ARCserve D2D installation package is available through a web download and
from the product installation CD.

Verify that you have administrator privileges or the proper permissions to install
software on the servers where you are installing CA ARCserve D2D.

If you uninstall and install a new CA ARCserve D2D build and specify the same
backup destination as the previous build, the first backup after the installation runs
as a Verify backup.
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How to Install CA ARCserve D2D

m  After you install CA ARCserve D2D to a server, there is a deployment link on the
home page to let you deploy CA ARCserve D2D remotely. With this link, you are
able to deploy CA ARCserve D2D to other servers remotely.

m  After installation, you can configure your antivirus software to exclude specific
processes, folders, and files so that the antivirus software does not interfere with
the proper operation of CA ARCserve D2D. For a complete list of processes, folders,
and files that should be excluded, see Antivirus Configuration (see page 49).

m  |f CA ARCserve D2D is being installed on a x64 Windows Core Operating System
(Windows Server 2008 and 2008 R2 Core edition), you should also install
Windows-on-Windows 64-bit (WOW64) on the Server Core for the CA ARCserve
D2D setup to work.

m By default, CA ARCserve D2D uses the Hypertext Transfer Protocol (HTTP) for
communication among all of its components. If you are concerned about the
security of information that is communicated between these components including
passwords, you can select this option to change the protocol being used to
Hypertext Transfer Protocol Secure (HTTPS).

m  For a list of the possible error codes that the CA ARCserve D2D installer could
return, see CA ARCserve D2D Installer Error Codes (see page 57).

Review the following installation considerations for remote deployment of CA ARCserve
D2D:

m  This task is only available from the CA ARCserve D2D Ul and not from the CA
ARCserve D2D Monitor.

m  Verify that the following ports are available:
m  Port 15011 used for ADT internal communication.

m  Port 445, used to access the admin$ and %HOMEDRIVE%S, and remote registry
settings.

m  Verify that pinging of the remote machine is enabled. To verify if the machine can
be pinged, perform the following task:

m  Access the Firewall advance settings for In-Bound Rule.
m  For the current network profile:

- Enable Networking — Echo Request (ICMPv4-In)

- Enable Networking — Echo Request (ICMPv6-In)
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Allow access to the remote admin$ share.

If the firewall is turned on from the remote machine, to enable the access to
"Admin$" on the remote machine, perform the following task:

m  Access the Firewall advance settings for In-Bound Rule.
m  For the current network profile:
- Enable Netlogon Service (NP-In).

- Enable the in-bound role for the network profile and allow File and Printer
Sharing (SMB-In) for port 445.

By default, only the built-in administrator has access rights to admin$ in Windows 7
and Windows 8. To allow non-built-in administrator (users in Administrators group)
to access the admin$, perform the following task:

m  Start edit registry

m Locate key
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Polici
es\System

m  Manually create a DWORD value for LocalAccountTokenFilterPolicy = Ox1.

Allow access to the remote %HOMEDrive%S$ (for example, CS) and verify that the
share is available from the Computer Management.

Install CA ARCserve D2D Using the InstallShield Wizard

This section describes how you can install CA ARCserve D2D on your local system using
the InstallShield Wizard. The InstallShield Wizard is an interactive application that guides
you through the installation process.

Follow these steps:

1.

Start the installation process from either the CA web site or the product CD. The
installation procedure prompts you to install the prerequisite components. Click
Install.

The procedure continues the CA ARCserve D2D installation process.

Access the CA ARCserve D2D installation package from either the CA web site or the
product CD.

a. Select the CA ARCserve D2D Setup.exe if you are using the installation package
downloaded from the CA web site.

b. Select setup.exe if you are using the product CD.

Chapter 2: Installing/Uninstalling CA ARCserve D2D 37



How to Install CA ARCserve D2D

Note: If the installation is performed using the web downloaded installation
package, the contents of the package are extracted to your local system.

The License Agreement dialog opens.

3. Read and accept the terms of the Licensing Agreement on the License Agreement
dialog and click Next.

CA ARCserve DZ2D Setup

ARC®> «~DZD

4 License Agreement
Specify the install path:

Confit ti
+ Configuration IC:\Program Files\CANARCserve D204 EI

Installation Progress
This product requires 1776MB on your haid drive.

“windows Adrinistrator Name: I <Domain'ser Mame: Password: ||
Specify Port Mumber: IEUW 4

[T Use https for web communication

Installation R epart

A To help ensure more secure communication, you should use https as the communication protocol.

The URL for C& ARCserve D20 Ul will be: hitp: #/ < computer name < operating systerms

@ [V Install the C& ARCserve D20 change tracking driver.

Display CA ARCserve D20 monitor for.
o Al users

' Only curent user

@ ¥ Allow Setup to register C4 ARCserve D20 Senvices/Programs to \windows Firewall as Exceptions.

Product [nfoimation

Wiew Release Motes

< Back | Install I Cancel

The Configuration dialog opens.
4. Enter the following information in the Configuration dialog:
a. Specify or browse to the location where you want to install CA ARCserve D2D.
Default location: C:\Program Files\CA\CA ARCserve D2D.

Note: During CA ARCserve D2D installation, some files will not be installed at
the default location. For a complete listing of these files, see Installation of Files
Outside the Default Location (see page 51).

i3

Type the Windows Administrator Name and Password.

o

Specify the port number. This port number is used to connect to the web-based
ul.

Default Value: 8014.
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Note: The available port numbers for CA ARCserve D2D installation are
between 1024 and 65535. You should verify that the specified port number is
free and available for use. Setup will not let you install CA ARCserve D2D for a
port that is not available for use.

d. Specify if you want to use https for web communication.
Note: You can change the communication protocol at any time after
installation.
e. Specify if you want to install the CA ARCserve D2D change tracking driver.
By default, this option is selected.
-  Without this driver installed, CA ARCserve D2D cannot perform a local
backup.
- With this driver installed, you would still need to have a valid CA ARCserve
D2D license to perform a local backup.
Note: You can install this driver at any time after the installation is complete by
running the InstallDriver.bat utility from the following location: <ARCserve D2D
install folder>\BIN\DRIVER
f.  Specify if you want to allow setup to register CA ARCserve D2D services and

programs to Windows Firewall as exceptions.

Note: Firewall exceptions are required if you want to configure and manage CA
ARCserve D2D from remote machines. For local users, you do not need to
register firewall exceptions.

5. Click Install to launch the installation process.

CA ARCserve D2D Setup

ARCT>\<D2D
& Licensze Agresment
4 Conhguiation
% Installation Progress
Installation Report NEW for r16.5!
e Provides a new utility (Create Boot Kit for Bare Metal
Recovery) used to generate an 1SC image.
o Provides the capability to back up a8 UEFT machine and
o a BIOS machine, or back up a BICS machine
and restors it to 3 UEFI machine.
>
a3 - /
Copsing Files
P o Instaling CA ARCsesve D2D
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The Installation Progress screen is displayed indicating the status of the installation.
When the installation is complete, the Installation Report summary screen is
displayed and automatically performs the product configuration.

6. Click Finish.

An alert message is displayed, informing you that a system restart is required and
asking if you want to reboot at this time or at a later time.

When the reboot is finished, CA ARCserve D2D is installed on your local system.

Note: You can access CA ARCserve D2D from either the Start menu or from the CA
ARCserve D2D Monitor.

After the installation is complete, as a best practice, create a BMR ISO image using
the Create Boot Kit utility. For more information about the BMR ISO image, see
How to Create a Boot Kit.

Install CA ARCserve D2D Silently

Silent installation allows you to perform an unattended installation and does not
prompt you for any input. Silent installations are used when performing similar
installations on more than one computer.
Follow these steps:
1. Launch the CA ARCserve D2D silent installation.

There are two methods for launching a CA ARCserve D2D silent installation:

m Installation from the self-extracting executable file package that you have
installed when you downloaded CA ARCserve D2D.

To launch the silent installation from the self-extracting executable, run the
following command:

"CA ARCserve D2D Setup.exe" /s /a /i /AdminUser:<UserName>
/AdminPwd:<Password>

m Installation from the CA ARCserve D2D CD (ISO) image which includes the CA
ARCserve D2D setup and WinPE.

To launch the silent installation from the CD image, run the following
command:

<CDROOT>\Install\MasterSetup.exe /i /AdminUser:<UserName>
/AdminPwd:<Password>
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Configure the silent installation using the following syntax and arguments:

s

Specifies you to run the executable file package using the silent mode.
a

Specifies if any additional command line options.
i

Specifies you to run the installation using the silent mode.
AdminUser

Specifies the user name.

Note: User name must be an account that has administrative privileges.
AdminPwd

Specifies the corresponding password for the AdminUser.

Note: For a silent installation, CA ARCserve D2D automatically uses all the default
backup settings and the following configuration settings:

m  Default location: C:\Program Files\CA\ARCserve D2D
m Default Value: 8014

Restart the target computer after you complete the silent installation.
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Install CA ARCserve D2D Using Remote Deployment

After CA ARCserve D2D is installed on a server, you can then deploy it remotely to other
selected servers using the CA ARCserve D2D Ul. When CA ARCserve D2D is deployed

remotely you get all the files and folders you would get if you deployed it locally without
having to visit the remote system.

Follow these steps:

1.

From the CA ARCserve D2D home page, select Deploy.

The Deploy dialog opens.
Depley
A Do

Server hlame Lizer Merne Peri inatal Peth Ptk Perceringes

Sk g sagn
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2. Click Add.

The Add dialog opens.
Add

Server Mame:

User Mame:

Password:

Part: 2014

Install Path: SoProgramFilessa\CA\ARCserve D20

[T Use https as web communication protocal.

¥ Allow setup to start the remote registry service automatically.

¥ Allow setup to install driver.

Reboot: i Yes  Io

O Cancel

3. Enter the following information:

a.

b.

The server name where you want to deploy CA ARCserve D2D.
A valid User Name and Password to access the selected server.

The user name should be in the format of "<machinename>\<accountname>"
or "<domainname>\<accountname>". If you enter just "<accountname>", CA
ARCserve D2D assumes that it is the local machine and not a domain machine.

The port number. This port number is used to connect to the web-based Ul.
Default Value: 8014.

Specify the Install path on the remote server for CA ARCserve D2D.

Default Location: %Program Files%\CA\ARCserve D2D.
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e. Specify if you want to use https as your web communication protocol.
f.  Specify if you want the setup to start the remote registry service automatically.

g. Specify if you want the required reboot to be performed automatically upon
completion of the deployment process or if you want to reboot manually at a
later time.

A system reboot is required (now or later) for the remote deployment of CA
ARCserve D2D to take effect.

Note: If you are deploying the current version of CA ARCserve D2D on a server
which already has CA ARCserve D2D on it, a reboot is not required. CA
ARCserve D2D will not reboot even if you have selected automatic reboot after
deployment.

Click OK to close the Add dialog.

After you click OK, the deploy tool checks whether the remote machine can be
accessed with no problems. If no error is reported, then the server is automatically
added to the remote deployment list. If an error is reported, you are notified of the
appropriate error and the server is not added to the remote deployment list.

Deploy ¥
Aucded Delete
Server Name Uzer Mame Port Install Path Rethioat Percentages Statuz Meszage
Server 1 Server 1 User .. 8014  SeProgramFiles3\CAMRCserve DD Yes 100% Install successfuly  Deployment successhul
completed
[E] Server2 Server 2 Liser a014 ProgramFiles%\CAMRCzerve D20 Ves 0% [T [T
[F]| Server 3 Server 3 Lser 8014 ProgramFiles%\CAMRCaerve D20 Mo 0% [ N/A

Deploy Mow: Cancel Help

The Deploy dialog lists all related information for the added server.

Select the server for remote deployment and click Deploy Now to launch the
remote deployment process.

A status message is displayed indicating if the remote deployment was successful or
not. When the remote deployment is successful, you can access CA ARCserve D2D
from that remote server; however, you can only perform backups on servers that
are properly licensed.

In addition the name of the remotely deployed server is now added to the Server
drop-down list on the CA ARCserve D2D home page, which lets you quickly and
easily manage or view the status of these servers.
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Reboot System After Installation

The CA ARCserve D2D installation requires a system reboot. You install the driver
"ARCFlashVolDrv.sys" onto the target computer. This driver can only be loaded and take
effect after a system reboot. Without the driver, the core functionality of CA ARCserve
D2D does not work.

Verify that the CA ARCserve D2D Installation was Successful

Follow these steps:
1. Verify that the D2D icon appears in the system tray.
2. Navigate to services.msc from the command prompt tab and click OK.

3. Verify that the D2D services is up and running from the Services Manager.

File Action View Hep
e @ Do = HE > 80w
BTl o services oca)

CA ARCserve D2D Web Service Name 4 | Description | /Status | Startup T Log On As
"4 ActiveX Installer (AxInstSV) Provides U... Manual Local System
Stop the service /, Adaptive Brightness Monitors a... Manual Local Service
Restart the service "+ Application Experience Processes ... Manual Local System
., Application Identity Determines... Manual Local Service
Description: % Application Information Fadiitates ... Manual Local System
;rg'lldes Web Service for CA ARCserve 4, Application Layer Gateway Service Provides s... Manual Local Service
. Application Management Processes i... Manual Local System
w; ASP.NET State Service Provides s... Manual Network S...
{4, Background Intelligent Transfer Service Transfers f... Started Automatic (D... Local System
', Base Filtering Engne The BaseF... Started Automatic Local Service
" BitLocker Drive Encryption Service BDESVC ho... Manual Local System
'+, Block Level Backup Engine Service The WBEN... Manual Local System
+ Bluetooth Support Service The Blueto... Manual Local Service
4 BranchCache This servic... Manual Network S...
«; CA ARCserve D2D Explorer Extension Service CA ARCser... Manual Local System
CA ARCserve D2D Web Service Prove W Automatic Local System
% CA DSM r12 Common Application Framework Providesc... Started Automatic Local System
‘4 CA Message Queuing Server Provides M... Started Automatic Local System
.« Certificate Propagation Copies use... Started Manual Local System
« CNG Key Isolation The CNGk... Started Manual Local System
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4. Open the command prompt window and type the following driver name to verify

that the state is running:

Sc query ARCFlashVolDrv

Administrator: C:\Windows\system32\cmd.exe

0S0 0 0 b BB

0 BT 050 0 0 0

L
-
= S

5. Type the following driver name and verify that the state is running:

Sc query AFStorHBA
The CA ARCserve D2D was installed successfully.

How the Installation Process Affects Operating Systems

=101 x|

The CA ARCserve D2D installation process updates various Windows operating system
components using an installation engine named the Microsoft Installer Package (MSI).
The components included in MSI let CA ARCserve D2D perform custom actions that let

you install, upgrade, or uninstall CA ARCserve D2D.

The following components describe these custom actions that can be performed:

Note: All CA ARCserve D2D MSI packages call the components listed in the following

description when you install and uninstall CA ARCserve D2D.
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CallAllowlInstall

Lets the installation process check for conditions relating to the current CA
ARCserve D2D installation.

CallPrelnstall

Lets the installation process read and write MSI properties. For example, read the
CA ARCserve D2D installation path from the MSI.

CallPostinstall

Lets the installation process perform various tasks relating to installation. For
example, registering CA ARCserve D2D into the Windows Registry.

CallAllowUninstall

Lets the uninstallation process check for conditions relating the current CA
ARCserve D2D installation.

CallPreUninstall

Lets the uninstallation process perform various tasks relating to uninstallation. For
example, un-registering CA ARCserve D2D from the Windows Registry.

CallPostUninstall

Lets the uninstallation process perform various tasks after the installed files are
uninstalled. For example, removing the remaining files.

ShowMsilog

Displays the Windows Installer log file in Notepad if the end user selects the Show
the Windows Installer log check box in the SetupCompleteSuccess,
SetupCompleteError, or Setuplinterrupted dialogs and then clicks Finish. This works
only with Windows Installer 4.0.

ISPrint
Prints the contents of a ScrollableText control on a dialog.

This is a Windows Installer .dll custom action. The name of the .dll file is
SetAllUsers.dll, and its entry point is PrintScrollableText.

CheckForProductUpdates
Uses FLEXnet Connect to check for product updates.

This custom action launches an executable file named Agent.exe, and it passes the
following:
/au[ProductCode] /EndOfInstall

CheckForProductUpdatesOnReboot
Uses FLEXnet Connect to check for product updates on reboot.

This custom action launches an executable file named Agent.exe, and it passes the
following:
/au[ProductCode] /EndOfInstall /Reboot
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Directories Updated

The installation process installs and updates CA ARCserve D2D files in the following
directories by default (x86 and x64 operating systems):
C:\Program Files\CA\ARCserve D2D

You can install CA ARCserve D2D into the default installation directory or into an
alternate directory. The installation process copies various system files to the following
directory:

C: \WINDOWS\SYSTEM32

Windows Registry Keys Updated

The installation process updates the following Windows registry keys:

m  Default registry keys:
HKLM\SOFTWARE\CA\CA ARCserve D2D

m  The installation process creates new registry keys and modifies various other
registry keys, based on the current configuration of your system.

Applications Installed

The installation process installs the following applications into your computer:
m  CA Licensing

m  Microsoft Visual C++ 2010 SP1 Redistributable

m  Java Runtime Environment (JRE) 1.7.0_06

®m  Tomcat 7.0.29

The following installation processes update various Windows Operating Systems:

1. Antivirus Configuration (see page 49)

Installation of Files Outside the Default Location (see page 51)

2
3. Installation of Unsigned Binary Files (see page 53)
4

Installation of Binary Files Containing Incorrect File Version Information (see
page 54)

5. Installation of Binary Files that Do Not Contain an Embedded Manifest (see page 55)

6. Installation of Binary Files That Require a Privilege Level of Administrator in
Manifest (see page 55)

7. Installation of Driver APl for Non-WDM Driver (see page 56)

8. User Mode Driver Framework (see page 56)
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Antivirus Configuration

Antivirus software can interfere with the smooth running of CA ARCserve D2D by either
temporarily blocking access to files or by quarantining or deleting files that are
incorrectly classified as suspicious or dangerous. You can configure most antivirus
software to exclude particular processes, files, or folders so that you are not scanning
data that does not need to be protected. For CA ARCserve D2D it is important to
configure your antivirus software properly so that it does not interfere with backup and
restore operations, or any other processes like merge and catalog generation.

The following processes, folders, and files should be excluded from the antivirus
scanning:

m  Process list

C:\Program Files\CA\ARCserve D2D\BIN

AbortVMPrePostCmd.exe
AFArchive.exe
AFBackend.exe

afbkw.exe
AFD2DMonitor.exe
AgPkiMon.exe
ARCCentralAppMgrUtility.exe
ArcDrvinstall.exe
ArchiveStubFileViewer.exe
CAD2DVDgc.exe
CatalogGenerator.exe
CClIConfigSettings.exe
DRInfo.exe
Exchange2007LProxy.exe
ExecVMPrePostCmd.exe
GetAppDataSize.exe
GetApplicationDetails.exe
GetApplicationDetails64.exe
GetVolumeDetails.exe
GetVolumeDetails64.exe
GrtUtility.exe

HATransClient.exe
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[ HATransExeOper.exe

] HATransServer.exe

[ MergeMgr.exe

[ PurgeExchangelogs.exe

[ PurgeSqlLogs.exe

(] ShProvd.exe

[ VCMUpgrade.exe

[ VixAbortVMPrePostCmd.exe
[ VixDrInfo.exe

[ VixExecVMPrePostCmd.exe
[ VixGetAppDataSize.exe

[ VixGetApplicationDetails.exe
[ VixGetVolumeDetails.exe

[ VixPurgeExchangelogs.exe
[ VixPurgeSqlLogs.exe

[ vmwarelob.exe

- C:\Program Files\CA\ARCserve D2D\TOMCAT\bin
[ Tomcat7.exe

-  C:\Program Files\CA\ARCserve D2D\TOMCAT\IRE\jre7\bin

[ java.exe

[ java-rmi.exe

[ javaw.exe

[ keytool.exe

[ rmid.exe

[ rmiregistry.exe

- C:\Program Files (x86)\CA\SharedComponents\CA_LIC

[ CAlLicnse.exe

[ CAminfo.exe

[ CAregit.exe

[ ErrBox.exe

[ lic98log.exe

[ lic98Service.exe
[ lic98version.exe
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[ LicDebug.exe
[ LicRCmd.exe
[ LogWatNT.exe
[ mergecalic.exe
[ mergeolf.exe

m  CA ARCserve D2D installation folder

m  Folder for backup destinations, file copy destination, and copy recovery point

destination

Installation of Files Outside the Default Location

By default, CA ARCserve D2D is installed in the following location: C:\Program

Files\CA\CA ARCserve D2D. However some CA ARCserve D2D files are installed outside

this default folder.

File Path and Name

Reason

C:\Windows\Downloaded
Installations\{1F58147B-A4D9-4F55-8B95-898D
BD36355E\CALicense.msi

CA Licensing Component (shared)

C:\Windows\Downloaded
Installations\{1F58147B-A4D9-4F55-8B95-898D
BD36355E\1033.MST

CA Licensing Component (shared)

C:\Windows\inf\oem9.inf (The digit number in
file name may be changed in different
computer)

Installed by mount driver in
recommended location

C:\Windows\inf\oem9.PNF (The digit number in
file name may be changed in different
computer)

Installed by mount driver in
recommended location

C:\Windows\inf\oem10.inf (The digit number in
file name may be changed in different
computer)

Installed by Interface driver in
recommended location

C:\Windows\inf\oem10.PNF (The digit number
in file name may be changed in different
computer)

Installed by Interface driver in
recommended location

C:\Windows\System32\drivers\AFStorHBA.sys

Installed by mount driver in
recommended location

C:\Windows\System32\drivers\ARCFlashVolIDrv.
sys

Installed by Volume driver in
recommended location

Chapter 2: Installing/Uninstalling CA ARCserve D2D 51



How to Install CA ARCserve D2D

File Path and Name

Reason

C:\Windows\System32\drivers\UMDF\AFStorH
BATramp.dll

Installed by Interface driver in
recommended location

C:\Windows\System32\DriverStore\FileReposit
ory\afstorhba.inf_amd64_neutral_23f49884ad2
35baf\AFStorHBA.cat

Installed by mount driver in
recommended location

C:\Windows\System32\DriverStore\FileReposit
ory\afstorhba.inf_amd64_neutral_23f49884ad2
35baf\afstorhba.inf

Installed by mount driver in
recommended location

C:\Windows\System32\DriverStore\FileReposit
ory\afstorhba.inf_amd64_neutral_23f49884ad2
35baf\afstorhba.PNF

Installed by mount driver in
recommended location

C:\Windows\System32\DriverStore\FileReposit
ory\afstorhba.inf_amd64_neutral_23f49884ad2
35baf\AFStorHBA.sys

Installed by mount driver in
recommended location

C:\Windows\System32\DriverStore\FileReposit
ory\afstorhba.inf_amd64_neutral_23f49884ad2
35baf\WdfCoinstaller01009.dll

Installed by mount driver in
recommended location

C:\Windows\System32\DriverStore\FileReposit
ory\afstorhbatramp.inf_amd64_neutral_c8c319
207a86e457\AFStorHBATramp.cat

Installed by Interface driver in
recommended location

C:\Windows\System32\DriverStore\FileReposit
ory\afstorhbatramp.inf_amd64_neutral_c8c319
207a86e457\AFStorHBATramp.dll

Installed by Interface driver in
recommended location

C:\Windows\System32\DriverStore\FileReposit
ory\afstorhbatramp.inf_amd64_neutral_c8c319
207a86e457\afstorhbatramp.inf

Installed by Interface driver in
recommended location

C:\Windows\System32\DriverStore\FileReposit
ory\afstorhbatramp.inf_amd64_neutral_c8c319
207a86e457\afstorhbatramp.PNF

Installed by Interface driver in
recommended location

C:\Windows\System32\DriverStore\FileReposit
ory\afstorhbatramp.inf_amd64_neutral_c8c319
207a86e457\WudfUpdate_01009.dl|

Installed by Interface driver in
recommended location

C:\Windows\System32\WdfCoinstaller01009.dll

Installed by BMR in recommended
location

C:\Windows\System32\WudfUpdate_01009.dll

Installed by BMR in recommended
location

C:\Windows\System32\atl100.dll

Microsoft Visual C++ component

C:\Windows\System32\mfc100.dl|

Microsoft Visual C++ component
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File Path and Name

Reason

C:\Windows\System32\mfc100chs.dll

Microsoft Visual C++ component

C:\Windows\System32\mfc100cht.dll

Microsoft Visual C++ component

C:\Windows\System32\mfc100deu.dll

Microsoft Visual C++ component

C:\Windows\System32\mfc100enu.dll

Microsoft Visual C++ component

C:\Windows\System32\mfc100esn.dll

Microsoft Visual C++ component

C:\Windows\System32\mfc100fra.dll

Microsoft Visual C++ component

C:\Windows\System32\mfc100ita.dll

Microsoft Visual C++ component

C:\Windows\System32\mfc100jpn.dll

Microsoft Visual C++ component

C:\Windows\System32\mfc100kor.dll

Microsoft Visual C++ component

C:\Windows\System32\mfc100rus.dll

Microsoft Visual C++ component

C:\Windows\System32\mfc100u.dll

Microsoft Visual C++ component

C:\Windows\System32\mfcm100.dll

Microsoft Visual C++ component

C:\Windows\System32\mfcm100u.dll

Microsoft Visual C++ component

C:\Windows\System32\msvcp100.dll

Microsoft Visual C++ component

C:\Windows\System32\msvcr100.dll

Microsoft Visual C++ component

C:\Windows\System32\vcomp100.dl|

Microsoft Visual C++ component

Installation of Unsigned Binary Files

CA ARCserve D2D installs binary files that are developed by third parties, other CA
Technologies products, and CA ARCserve D2D that are not signed. The following table

describes these binary files.

Binary Name

libbind9.dll
libdns.dll

libisc.dll
libisccfg.dll
liblwres.dll
win_nsupdate.exe
libeay32.dll

msvem80.dll

Source

CA ARCserve RHA
CA ARCserve RHA
CA ARCserve RHA
CA ARCserve RHA
CA ARCserve RHA
CA ARCserve RHA
OpenSSL

Microsoft
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Binary Name

msvcp80.dll
msvcr80.dll
ssleay32.dll
zlib10.dll
tcnative-1.dll
tomcat7.exe

UpdateData.exe

Source

Microsoft

Microsoft

OpenSSL

Zlib Compression Library
Tomcat

Tomcat

CA License

Installation of Binary Files Containing Incorrect File Version Information

CA ARCserve D2D installs binary files that are developed by third parties, other CA
products, and CA ARCserve D2D that contain incorrect file version information. The

following table describes these binary files.

Binary Name
libbind9.dll
libdns.dll

libisc.dll
libisccfg.dll
liblwres.dll
win_nsupdate.exe
decora-d3d.dll
decora-sse.dll
fxplugins.dll
glass.dll
glib-lite.dll
gstreamer-lite.dll
javafx-font.dll
javafx-iio.dll
jfxmedia.dll
jfxwebkit.dll
libxml2.dll
libxslt.dll

Source

CA ARCserve RHA

CA ARCserve RHA

CA ARCserve RHA

CA ARCserve RHA

CA ARCserve RHA

CA ARCserve RHA

Java Runtime Environment
Java Runtime Environment
Java Runtime Environment
Java Runtime Environment
Java Runtime Environment
Java Runtime Environment
Java Runtime Environment
Java Runtime Environment
Java Runtime Environment
Java Runtime Environment
Java Runtime Environment

Java Runtime Environment
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prism-d3d.dll
gvmomi.dll
libcurl.dll
liblber.dll
libldap.dll
libldap_r.dll
libxml2.dll
zlib1.dll
zlib10.dll

UpdateData.exe

Java Runtime Environment
VMware

VMware

VMware

VMware

VMware

VMware

Zlib Compression Library
Zlib Compression Library

CA License

Installation of Binary Files that Do Not Contain an Embedded Manifest

CA ARCserve D2D installs binary files that are developed by third parties, other CA
Technologies products, and CA ARCserve D2D that do not contain an embedded
manifest and do not contain a text manifest. The following table describes these binary

files.

Binary Name

CA ARCserve D2D Setup.exe
ARCFlashVoIDrvINSTALL.exe
Baseliclnst.exe
UpdateData.exe
vcredist_x64.exe
vcredist_x86.exe

tomcat7.exe

Source

CA ARCserve D2D
CA ARCserve D2D
CA License

CA License
Microsoft
Microsoft

Tomcat

Installation of Binary Files That Require a Privilege Level of Administrator in Manifest

CA ARCserve D2D installs binary files developed by third parties, other CA Technologies
products, and CA ARCserve D2D that have a privilege level of Administrator or Highest
Available. Log in using an administrative account or an account with the highest
available permissions to run various CA ARCserve D2D services, components, and
applications. The binaries corresponding to these services, components, and
applications contain CA ARCserve D2D specific functionality that is not available to a
basic user account. As a result, Windows prompts you to confirm an operation by
specifying your password or by using an account with administrative privileges to

complete the operation.
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Administrative Privileges

Specifies that the administrative profile or an account with administrative privileges
has read, write, and execute permissions to all Windows and system resources. If
you do not have Administrative privileges, you are prompted to enter the user
name / password of an administrator user to continue.

Highest Available Privileges

Specifies that an account with the highest-available privileges is a basic user
account and a power user account with run-as administrative privileges.

The following table describes these binary files.

Binaries

afbkw.exe
AFBackend.exe
AgentDeployTool.exe
Asremsvc.exe
DeleteMe.exe
MasterSetup.exe
MasterSetup_Main.exe
SetupFW.exe
setup.exe

silent.exe

jbroker.exe

jucheck.exe

Source

CA ARCserve D2D
CA ARCserve D2D
CA ARCserve D2D
CA ARCserve D2D
CA ARCserve D2D
CA ARCserve D2D
CA ARCserve D2D
CA ARCserve D2D
CA ARCserve D2D
CA License

Java Runtime Environment

Java Runtime Environment

CA ARCserve D2D implements "SetuplnstallServicesFromInfSection" API to install the

non-WDM driver.

User Mode Driver Framework

CA ARCserve D2D uses the "WUDFRd.sys" driver published by Microsoft and part of
UMDF (User Mode Driver Framework). This driver is not WHQL (Windows Hardware

Quiality Labs) signed.
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CA ARCserve D2D Installer Error Codes

The following table displays a list of the possible error codes that the CA ARCserve D2D
installer could return:

Error Code
0
3010

90000

0xE1010103

0xE1010104

0xE1010105

0xE1010107

0xE1010108

0xE1010109

0xE101010B

0xE101010C

Description
Install Successfully.

A restart is required to
complete the install.

Failed to extract the setup
package. The possible
reasons include:

1. Not enough free disk
space.

2. Input parameter is invalid.

3. The setup package is
invalid.

Cannot create the single

instance event using WinAPI.

Cannot init the installer to
write log file using WinAPI.

Another installer is already
running and two or more
instances cannot run at the
same time.

Cannot find the resource file.

The package is invalid.

Cannot find the
configuration inf file. The
package is invalid.

Cannot find the
configuration XML file. The
package is invalid.

Cannot load the resource
file. The package is invalid.

The input parameter is
invalid.

Action
No action is required.

Restart your system.

Free up disk space, verify the input
parameter is valid, or verify the
setup package is valid.

Reboot the system and try again.

Verify that the system temp folder
exists (for example,
C:\Windows\temp)

Wait for the other installer to
complete and try again.

Verify that your update package
executable file is the same as the
file on the CA server.

Verify that your update package
executable file is the same as the
file on the CA server.

Verify that your update package
executable file is the same as the
file on the CA server.

Verify that your update package
executable file is the same as the
file on the CA server.

Verify that the input parameter is
valid.
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0xE101010D

0xE101020A

0xE1010501

0xE1010503

0xE1010504

The current user does not
have administrator
privileges. Setup cannot
continue.

Cannot parse the
configuration XML file. The
package is invalid.

Setup has detected that this
machine does not meet the
necessary requirements to
install this update. A
compatible version of CA
ARCserve D2D is not
detected.

Note: CA ARCserve D2D is
not installed on this
machine.

Setup has detected that this
machine does not meet the
necessary requirements to
install this update. The

update does not apply to the

installed version of CA
ARCserve D2D.

Note: CA ARCserve D2D is
installed on this machine,
but the current update
package does not match the
installed version of CA

ARCserve D2D. For example,

if r15/r16 beta/RTM is
installed on this machine,
and you try to apply r16.0
Update 7, setup will fail
because r16.0 update build
can only be applied to the
CA ARCserve D2D r16 GM
build (16.0.1174).

Failed to install update
because CA ARCserve D2D

has detected that the update

is already installed on this
machine.

Verify the current user has
administrative privileges.

Verify the package is valid.

Install a compatible version of CA
ARCserve D2D.

Verify the current update package is
compatible with the installed
version of CA ARCserve D2D.

No action is required.
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0xE1010505

0xE1010506

0xE1010507

0xE1010508

0xE1010509

0xE1010512

OxE101050A

0xE101050B

Setup has detected that this
machine does not meet the
necessary requirements to
install this update. A newer
version of the update has
already been applied.

Setup has detected that at
least one active job is
running on the machine.
Setup cannot continue.

Setup has detected that this
machine does not meet the
necessary requirements to
install this update. Not
enough free disk space to
install this update.

Setup has detected that this
machine is currently

deploying CA ARCserve D2D
to another remote machine.

Setup has detected that this
machine is currently creating
a boot kit.

Setup detected that a reboot
is required in a previous
installation.

Setup detected that CA
ARCserve Universal Agent
service is running on the
target machine.

Setup cannot stop the CA
ARCserve Universal Agent
service.

No action is required.

Stop all running jobs and try setup
again.

Free up disk space and try setup
again.

Finish the deployment and try again
to launch this update.

Finish the boot kit process and try to
launch the update again.

Reboot the system and try to launch
the update again.

Stop the CA ARCserve Universal
Agent service first and then try to
launch the update again.

Wait for the active job to complete
and then try to launch the update
again.
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How to Uninstall CA ARCserve D2D

You can uninstall CA ARCserve D2D using the standard Add or Remove Programs
application located in the Windows Control Panel and also by using the command line.

The uninstallation routine removes all CA ARCserve D2D directories, files from your
computer, except for the following directories and all of their contents:
m  CA Licensing:

- (x86 systems) C:\Program Files\CA\SharedComponents\CA_LIC

- (x64 systems) C:\Program Files(X86)\CA\SharedComponents\CA_LIC
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The following diagram illustrates the process to uninstall CA ARCserve D2D:

How to Uninstall CA ARCserve D2D

Review the Uninstallation

Administrator

Considerations

Uninstall CA ARCserve D2D
Using Add or Remove

Uninstall CA ARCserve DZD
Using the Command Line

Remove Components Left
Behind by the Uninstaller

Uninstallation was Successful

(Optional)

Reboot System
After Uninstallation

Verify that the
CA ARCserve D2D

Files Not Remowved
During Uninstallation

Troubleshooting

Uninstall Issues
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Perform the following tasks to uninstall CA ARCserve D2D:

1
2
3
4
5.
6
7
8

Review the Uninstallation Considerations (see page 62)

Uninstall CA ARCserve D2D Using Add or Remove Programs (see page 62)

Uninstall CA ARCserve D2D Using the Command Line (see page 63)

(Optional) Remove Components Left Behind by the Uninstaller (see page 64)

Reboot System After Uninstallation (see page 65)

Verify that the CA ARCserve D2D Uninstallation was Successful (see page 65)

(Optional) Files Not Removed During Uninstallation (see page 66)

(Optional) Troubleshooting Uninstall Issues (see page 72)

Review the Uninstallation Considerations

Review the following uninstallation considerations:

When you upgrade CA ARCserve D2D to the next release, it is not necessary for you
to uninstall CA ARCserve D2D.

Uninstall CA ARCserve D2D Using Add or Remove Programs

You can uninstall CA ARCserve D2D using the standard Add or Remove Programs
application located in the Windows Control Panel.

Follow these steps:

1.

Click Start, Settings, Control Panel, Add/Remove Programs.

The Add or Remove window appears. The list of installed programs is displayed.
Select the CA ARCserve D2D, and click Remove.

The wizard appears.

Click Uninstall.

A progress bar displaying the deletion status appears.

Click Done.

A delete confirmation message appears.
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Uninstall CA ARCserve D2D Using the Command Line

Windows Server 2008 Server Core is a minimal installation option for servers running
Windows Server 2008. Windows Server Core contains minimal user interface
functionality. The primary method of interacting with Server Core is through the
command line.

Due to the lack of a user interface, situations can arise which require you to uninstall CA
ARCserve D2D using the Windows command line.

The following procedure provides the steps necessary to uninstall CA ARCserve D2D
from all Windows operating systems using the command line:
Follow these steps:
1. Login tothe computer where you want to uninstall CA ARCserve D2D.
Note: Log in to the computer using an administrative account.
2. Open the Windows command line.

3. Execute the syntax that corresponds with the architecture of the computer's
operating system.

If a reboot is required after completion of the uninstall, you can specify if you want
the computer to automatically reboot or to notify you that a reboot is required. You
can then perform the reboot at a more convenient time:

Note: A reboot is required If the CA ARCserve D2D driver is installed.
m  Automatic Reboot

With this command, a reboot is performed automatically without any
notification (if a reboot is required):

—  X86 operating system:
MsiExec.exe /X{97270DB5-DB8F-467F-9C52-1AF57C55EA60} /gn
—  X64 operating system:
MsiExec.exe /X{611E0884-4C83-4740-A3A9-9EBOOD784E8D} /an
m  Manual Reboot (no notification)

With this command, check the return code to know if a manual reboot is
required:

Return Code:

0 = Uninstall was successful.

3010 = Uninstall was successful, but a reboot is required.
Other = Uninstall failed.

—  X86 operating system:
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MsiExec.exe /X{97270DB5-DB8F-467F-9C52-1AF57C55EA60}
REBOOT=ReallySuppress /gn

-  X64 operating system:

MsiExec.exe /X{611E0884-4C83-4740-A3A9-9EBOOD784E8D}
REBOOT=ReallySuppress /gn

m  Manual Reboot (with notification)

With this command, a pop-up message displays notifying you if a manual
reboot is required.

—  X86 operating system:

MsiExec.exe /X{97270DB5-DB8F-467F-9C52-1AF57C55EA60}
—  X64 operating system:

MsiExec.exe /X{611E0884-4C83-4740-A3A9-9EBOOD784E8D}

4. After the command executes, CA ARCserve D2D is uninstalled.

Remove Components Left Behind by the Uninstaller

Uninstallation of CA ARCserve D2D leaves behind some components such as the CA
Licensing Components, Microsoft Visual C++ components installed as dependency, and
driver related (wdf) files. These components consist of multiple individual files, which
are installed and removed with the corresponding component. The CA Licensing
Components file is not automatically removed during uninstallation because it is a
shared component with other CA products and numerous components.

Important! The CA licensing is shared by all CA products, please make sure that you do
not have any other CA product installed on your machine or else you may lose the
licensing for all CA products installed on that machine.

Important! If the components are removed, any programs that are installed after CA
ARCserve D2D and depend on these components may not function properly.

Note: For a complete listing of all files (path and name) that are left behind by CA
ARCserve D2D uninstallation, see Files Not Removed During Uninstallation.
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If you want to manually remove these components, perform the following steps:

Remove CA Licensing Component manually
1. Goto C:\Program Files (x86)\CA\SharedComponents\CA_LIC directory.

2. Find the zip file named lic98_uninstaller.zip and unzip that file to some other
location (for example: C:\temp).

3. Go to the location where the files were extracted and locate two script files that are
named rmlic.exe and rmlicense.bat.

4. Click on rmlicense.bat to execute the script which uninstalls the components.
5. Manually delete the following folders:

m  C:\Program Files (x86)\CA

m  C:\Program Files\CA

m Folder where you extracted the zip file.

Remove Microsoft Visual C++ manually

1. Access the standard Add or Remove Programs application located in the Windows
Control Panel (Control Panel -> Programs and Features -> Remove Programs).

2. Select Microsoft Visual C++ 2010 x86 Redistributable - 10.0.40219 and then click on
uninstall.

3. Select Microsoft Visual C++ 2010 x64 Redistributable - 10.0.40219 and then click on
uninstall.

Reboot System After Uninstallation

CA ARCserve D2D uninstallation requires a system reboot. One driver
ARCFlashVolDrv.sys is installed onto the target machine while CA ARCserve D2D was
installed. This driver is loaded when the system boots. To remove this driver from the
machine, one system reboot after uninstallation is required.

Verify that the CA ARCserve D2D Uninstallation was Successful

Follow these steps:
1. Verify that the D2D icon is deleted from the system tray.

2. Navigate to services.msc from the command prompt tab and click OK.
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3. Verify that the CA ARCserve D2D service is deleted from the Services Manager.

4. Open the control panel and verify if CA ARCserve D2D removed.

5. Go to Start, Programs, and verify if CA ARCserve D2D is deleted.

The CA ARCserve D2D was uninstalled successfully.

Files Not Removed During Uninstallation

CA ARCserve D2D is uninstalled using the standard Add or Remove Programs application
located in the Windows Control Panel or using the Command Line. During the CA
ARCserve D2D uninstallation process, some files may not be uninstalled or removed as

expected.

The following is a listing of the CA ARCserve D2D file names and corresponding paths
that are not removed by the uninstaller after the uninstallation process is completed:

:\Program
:\Program
:\Program
:\Program
:\Program
:\Program
:\Program
:\Program
:\Program
:\Program
:\Program
:\Program
:\Program

OO OO0 O0O0O0O00 0000

Files
Files
Files
Files
Files
Files
Files
Files
Files
Files
Files
Files
Files

:\D2DPMConfig.txt

(x86)\CA\SharedComponents\CA LIC\CA Licensing User Help.chm
(x86)\CA\SharedComponents\CA LIC\CALicnse.exe
(x86)\CA\SharedComponents\CA LIC\CAminfo.exe
(x86)\CA\SharedComponents\CA LIC\CAregit.exe
(x86)\CA\SharedComponents\CA LIC\countries.txt
(x86)\CA\SharedComponents\CA_LIC\countriesTrial.txt
(x86)\CA\SharedComponents\CA LIC\ErrBox.exe
(x86)\CA\SharedComponents\CA_LIC\lic_comp_codes.dat
(x86)\CA\SharedComponents\CA LIC\1ic98.cap
(x86)\CA\SharedComponents\CA LIC\1ic98.dat
(x86)\CA\SharedComponents\CA LIC\1ic98.d1l
(x86)\CA\SharedComponents\CA LIC\1ic98.err
(x86)\CA\SharedComponents\CA LIC\1ic98 64.d11
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:\Program Files
:\Program Files
:\Program Files
:\Program Files
:\Program Files
:\Program Files
:\Program Files
:\Program Files
:\Program Files
:\Program Files
:\Program Files
:\Program Files
:\Program Files
:\Program Files
:\Program Files
:\Program Files
:\Program Files
:\Program Files
:\Program Files
:\Program Files
:\Program Files
:\Program Files
:\Program Files
:\Program Files
:\Program Files
:\Program Files
:\Program Files
:\Program Files
:\Program Files

OO OO OO0 0O0 o000 0000000000o0o00000000n

x86)\CA\SharedComponents\CA LIC\1ic98 64 amd.dll
x86)\CA\SharedComponents\CA LIC\1ic98 uninstaller.zip
x86)\CA\SharedComponents\CA LIC\l1ic98FileSockLib.dll
x86)\CA\SharedComponents\CA LIC\1ic98FileSockLib amd64.d1l
x86)\CA\SharedComponents\CA LIC\l1ic98FileSockLib ia64.dll
x86)\CA\SharedComponents\CA LIC\1ic98log.exe
x86)\CA\SharedComponents\CA LIC\Lic98Msg.dll
x86)\CA\SharedComponents\CA LIC\1ic98-port
x86)\CA\SharedComponents\CA LIC\1ic98Service.exe
x86)\CA\SharedComponents\CA LIC\lic98version.exe
x86)\CA\SharedComponents\CA LIC\LicDebug.exe
x86)\CA\SharedComponents\CA LIC\licinfo win.zip
x86)\CA\SharedComponents\CA LIC\LicRCmd.exe
x86)\CA\SharedComponents\CA LIC\licreg.dll
x86)\CA\SharedComponents\CA LIC\licreg 64.dll
x86)\CA\SharedComponents\CA LIC\licreg 64 amd.dll
x86)\CA\SharedComponents\CA LIC\licregres.dll
x86)\CA\SharedComponents\CA LIC\licregres 64.dl1l
x86)\CA\SharedComponents\CA LIC\licregres 64 amd.dll
x86)\CA\SharedComponents\CA LIC\LogWatNT.exe
x86)\CA\SharedComponents\CA LIC\mergecalic.exe
x86)\CA\SharedComponents\CA LIC\mergeolf.exe
x86)\CA\SharedComponents\CA LIC\prod codes.txt
x86)\CA\SharedComponents\CA LIC\silntreg.tmp
x86)\CA\SharedComponents\CA LIC\states.txt
x86)\CA\SharedComponents\CA LIC\statesTrial.txt
x86)\CA\SharedComponents\CA LIC\vendor.dat

x86)\Common Files\microsoft shared\VC\amd64\msdia80.dll
(x86)\Common Files\microsoft shared\VC\msdia80.dll
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:\Users\Administrator.RIGONE\AppData\Local\IconCache.db
:\Users\Administrator\AppData\LocalLow\Microsoft\CryptnetUrlCache\Content\696F3D

E637E6DE85B458996D49D759AD
C:\Users\Administrator\AppData\LocalLow\Microsoft\CryptnetUrlCache\Content\B8CC40
9ACDBF2A2FE04C56F2875B1FD6
C:\Users\Administrator\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\696F3
DE637E6DE85B458996D49D759AD
C:\Users\Administrator\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\B8CC4
09ACDBF2A2FE04C56F2875B1FD6

C:\Users\Administrator\CA ARCserve D2D\TrayIcon\ARCFlashTrayIcon.log
C:\Users\Administrator\CA ARCserve D2D\TrayIcon\ ARCFlashTrayIcon java.log
C:\Windows\Downloaded
Installations\{3D52BE33-2E8C-4A39-BECF-878DD4D58252}\1033.MST
C:\Windows\Downloaded
Installations\{3D52BE33-2E8C-4A39-BECF-878DD4D58252}\CALicense.msi
C:\Windows\inf\WmiApRp1\0009\WmiApRpl.ini

C:\Windows\inf\WmiApRpl\WmiApRpl.h
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C:\Windows\System32\config\COMPONENTS{016888b8-6c6f-11de-8d1d-001edbcde3ec}.TxR.0
.regtrans-ms
C:\Windows\System32\config\COMPONENTS{016888b8-6c6f-11de-8d1d-001edbcde3ec}.TxR.1
.regtrans-ms
C:\Windows\System32\config\COMPONENTS{016888b8-6c6f-11de-8d1d-001edbcde3ec}.TxR.2
.regtrans-ms
C:\Windows\System32\config\COMPONENTS{016888b8-6c6f-11de-8d1d-001edbcde3ec}.TxR.b
1f

C:\Windows\System32\drivers\Msft Kernel AFStorHBA 01009.Wdf
C:\Windows\System32\drivers\Msft Kernel ARCFlashVolDrv 01009.Wdf
C:\Windows\System32\drivers\Msft User AFStorHBATramp 01 09 00.Wdf
C:\Windows\System32\LogFiles\WUDF\WUDFTrace.etl
C:\Windows\System32\winevt\Logs\Microsoft-Windows-DriverFrameworks-UserMode%s40per
ational.evtx
\$Mft
:\Program Files
:\Program Files
:\Program Files
:\Program Files
:\Program Files
:\Program Files
:\Program Files
:\Program Files
:\Program Files

(x86)\CA\SharedComponents\CA LIC\CALicnse.exe
(x86)\CA\SharedComponents\CA LIC\CALicnse.exe
(x86)\CA\SharedComponents\CA LIC\CAminfo.exe
(x86)\CA\SharedComponents\CA LIC\CAminfo.exe
(x86)\CA\SharedComponents\CA LIC\CAregit.exe
(x86)\CA\SharedComponents\CA LIC\CAregit.exe
(x86)\CA\SharedComponents\CA LIC\ErrBox.exe
(x86)\CA\SharedComponents\CA LIC\ErrBox.exe
(x86)\CA\SharedComponents\CA LIC\1ic98.dll

:\Program Files (x86)\CA\SharedComponents\CA LIC\1ic98.d1ll

:\Program Files (x86)\CA\SharedComponents\CA LIC\1ic98 64.d1ll

:\Program Files (x86)\CA\SharedComponents\CA LIC\1ic98 64.d1ll

:\Program Files (x86)\CA\SharedComponents\CA LIC\1ic98 64 amd.dll

:\Program Files (x86)\CA\SharedComponents\CA LIC\1ic98 64 amd.dll

:\Program Files (x86)\CA\SharedComponents\CA LIC\1ic98FileSockLib.dll

:\Program Files (x86)\CA\SharedComponents\CA LIC\1ic98FileSockLib.dll

:\Program Files (x86)\CA\SharedComponents\CA LIC\1ic98FileSockLib amd64.dll

:\Program Files (x86)\CA\SharedComponents\CA LIC\1ic98FileSockLib amd64.dll

:\Program Files (x86)\CA\SharedComponents\CA LIC\1ic98FileSockLib ia64.dll

:\Program Files (x86)\CA\SharedComponents\CA LIC\1ic98FileSockLib ia64.dll

:\Program Files (x86)\CA\SharedComponents\CA LIC\1ic98log.exe

:\Program Files (x86)\CA\SharedComponents\CA LIC\1ic98log.exe

:\Program Files (x86)\CA\SharedComponents\CA LIC\Lic98Msg.dll

OO O OO0 O0OO0O0O0O0O0O0O0 0000000000
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:\Program Files
:\Program Files
:\Program Files
:\Program Files
:\Program Files
:\Program Files
:\Program Files
:\Program Files
:\Program Files
:\Program Files
:\Program Files
:\Program Files
:\Program Files
:\Program Files
:\Program Files
:\Program Files
:\Program Files
:\Program Files
:\Program Files
:\Program Files
:\Program Files
:\Program Files
:\Program Files
:\Program Files
:\Program Files
:\Program Files

x86)\CA\SharedComponents\CA LIC\Lic98Msg.dll
x86)\CA\SharedComponents\CA LIC\1ic98Service.exe
x86)\CA\SharedComponents\CA LIC\1ic98Service.exe
x86)\CA\SharedComponents\CA LIC\lic98version.exe
x86)\CA\SharedComponents\CA LIC\lic98version.exe
x86)\CA\SharedComponents\CA LIC\LicDebug.exe
x86)\CA\SharedComponents\CA LIC\LicDebug.exe
x86)\CA\SharedComponents\CA LIC\LicRCmd.exe
x86)\CA\SharedComponents\CA LIC\LicRCmd.exe
x86)\CA\SharedComponents\CA LIC\licreg.dll
x86)\CA\SharedComponents\CA LIC\licreg.dll
x86)\CA\SharedComponents\CA LIC\licreg 64.dll
x86)\CA\SharedComponents\CA LIC\licreg 64.dll
x86)\CA\SharedComponents\CA LIC\licreg 64 amd.dll
x86)\CA\SharedComponents\CA LIC\licreg 64 amd.dll
x86)\CA\SharedComponents\CA LIC\licregres.dll
x86)\CA\SharedComponents\CA LIC\licregres.dll
x86)\CA\SharedComponents\CA LIC\licregres 64.dl1l
x86)\CA\SharedComponents\CA LIC\licregres 64.dl1l
x86)\CA\SharedComponents\CA LIC\licregres 64 amd.dll
x86)\CA\SharedComponents\CA LIC\licregres 64 amd.dll
x86)\CA\SharedComponents\CA LIC\LogWatNT.exe
x86)\CA\SharedComponents\CA LIC\LogWatNT.exe
x86)\CA\SharedComponents\CA LIC\LogWatNT.exe
x86)\CA\SharedComponents\CA LIC\mergecalic.exe
x86)\CA\SharedComponents\CA LIC\mergecalic.exe

:\Program Files (x86)\CA\SharedComponents\CA LIC\mergeolf.exe

:\Program Files (x86)\CA\SharedComponents\CA LIC\mergeolf.exe

:\Program Files (x86)\Common Files\microsoft shared\VC\msdial00.dll
:\Users\Administrator.RIGONE\AppData\Local\Microsoft\Windows\UsrClass.dat
:\Users\Administrator.RIGONE\AppData\Local\Microsoft\Windows\UsrClass.dat.LOG1l
:\Users\Administrator.RIGONE\NTUSER.DAT
:\Users\Administrator.RIGONE\ntuser.dat.L0G1l
:\Users\Administrator\AppData\LocalLow\Microsoft\CryptnetUrlCache\Content\943080
59B57B3142E455B38A6EB92015
C:\Users\Administrator\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\94308
059B57B3142E455B38A6EB92015

C:\Users\Administrator\NTUSER.DAT

C:\Users\Administrator\ntuser.dat.LOG1l
C:\Windows\AppCompat\Programs\RecentFileCache.bcf
C:\Windows\inf\setupapi.dev.log
C:\Windows\ServiceProfiles\NetworkService\AppData\Roaming\Microsoft\SoftwareProte
ctionPlatform\Cache\cache.dat

C:\Windows\setupact.log
C:\Windows\SoftwareDistribution\DataStore\DataStore.edb
C:\Windows\SoftwareDistribution\DataStore\Logs\edb.chk
C:\Windows\SoftwareDistribution\DataStore\Logs\edb.log
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C:\Windows\System32\7B296FBO-376B-497e-B012-9C450E1B7327-5P-0.C7483456-A289-439d-
8115-601632DO05A0
C:\Windows\System32\7B296FBO-376B-497e-B012-9C450E1B7327-5P-1.C7483456-A289-439d-
8115-601632DO05A0
:\Windows\System32\catroot2\{127D0A1D-4EF2-11D1-8608-00C04FC295EE}\catdb
:\Windows\System32\catroot2\{F750E6C3-38EE-11D1-85E5-00C04FC295EE}\ catdb
:\Windows\System32\catroot2\dberr.txt

:\Windows\System32\catroot2\edb.chk

:\Windows\System32\catroot2\edb. log

:\Windows\System32\config\COMPONENTS

:\Windows\System32\config\COMPONENTS.L0G1
:\Windows\System32\config\COMPONENTS{016888b8-6c6T-11de-8d1d-001leObcde3ec}.TxR.0
.regtrans-ms
C:\Windows\System32\config\COMPONENTS{016888b8-6c6f-11de-8d1d-001edbcde3ec}.TxR.b
1f
C:\Windows\System32\config\COMPONENTS{016888b9-6c6f-11de-8d1d-001edbcde3ec}.TMCon
tainer00000000000000000001 . regtrans-ms

:\Windows\System32\config\DEFAULT

:\Windows\System32\config\DEFAULT.L0G1

:\Windows\System32\config\SAM

:\Windows\System32\config\SAM.LOG1

:\Windows\System32\config\SOFTWARE

:\Windows\System32\config\SOFTWARE.LOG1

:\Windows\System32\config\SYSTEM

:\Windows\System32\config\SYSTEM.LOG1
:\Windows\System32\config\TxR\{016888cc-6c6f-11de-8d1d-001eObcde3ec}.TxR.0.regtr
ans-ms
C:\Windows\System32\config\TxR\{016888cc-6c6T-11de-8d1d-001le@bcde3ec}.TxR.blf
C:\Windows\System32\config\TxR\{016888cd-6c6T-11de-8d1d-001ledbcde3ec}.TMContainer
00000000000000000001. regtrans-ms

:\Windows\System32\DriverStore\INFCACHE.1
:\Windows\System32\DriverStore\infpub.dat
:\Windows\System32\DriverStore\infstor.dat
:\Windows\System32\DriverStore\infstrng.dat
:\Windows\System32\LogFiles\Scm\3cdb3c57-5945-4fa9-8e4d-f8bd141fOf8f
:\Windows\System32\LogFiles\Scm\63ee8552-a444-4ba2-8ele-c8350d6d412a
:\Windows\System32\LogFiles\Scm\c7847981-48e6-476T-9581-4bbd8e73f7c5
:\Windows\System32\LogFiles\Scm\cd264f70-fd14-48ea-9d74-f52f1d1d3f89
:\Windows\System32\perfc009.dat

:\Windows\System32\perfh009.dat

:\Windows\System32\PerfStringBackup.INI
:\Windows\System32\SMI\Store\Machine\SCHEMA.DAT
:\Windows\System32\SMI\Store\Machine\SCHEMA.DAT.LOG1
:\Windows\System32\wbem\Performance\WmiApRpl.h
:\Windows\System32\wbem\Performance\WmiApRpl.ini
:\Windows\System32\wbem\Repository\INDEX.BTR
:\Windows\System32\wbem\Repository\MAPPING1.MAP
:\Windows\System32\wbem\Repository\OBJECTS.DATA
:\Windows\System32\WdfCoinstaller01009.d1ll
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:\Windows\System32\winevt\Logs\Application.evtx
:\Windows\System32\winevt\Logs\Microsoft-Windows-Bits-Client%40perational.evtx
:\Windows\System32\winevt\Logs\Microsoft-Windows-Diagnosis-DPS%40perational.evtx
:\Windows\System32\winevt\Logs\Microsoft-Windows-GroupPolicy%40perational.evtx
:\Windows\System32\winevt\Logs\Microsoft-Windows-Kernel-WHEA%40perational.evtx
:\Windows\System32\winevt\Logs\Microsoft-Windows-Known Folders API Service.evtx
:\Windows\System32\winevt\Logs\Microsoft-Windows-NetworkProfile%40perational.evt

:\Windows\System32\winevt\Logs\Microsoft-Windows-NlaSvc%40perational.evtx
:\Windows\System32\winevt\Logs\Microsoft-Windows-PrintService%4Admin.evtx
:\Windows\System32\winevt\Logs\Microsoft-Windows-Resource-Exhaustion-Detectors40
perational.evtx
C:\Windows\System32\winevt\Logs\Microsoft-Windows-TaskSchedulers40perational.evtx
C:\Windows\System32\winevt\Logs\Microsoft-Windows-TerminalServices-LocalSessionMa
nagers40perational.evtx
C:\Windows\System32\winevt\Logs\Microsoft-Windows-TerminalServices-RemoteConnecti
onManager%40perational.evtx
C:\Windows\System32\winevt\Logs\Microsoft-Windows-User Profile
Service%40perational.evtx
C:\Windows\System32\winevt\Logs\Microsoft-Windows-Windows Firewall With Advanced
Security%4Firewall.evtx
:\Windows\System32\winevt\Logs\Microsoft-Windows-WindowsUpdateClient%40perationa
.evtx

:\Windows\System32\winevt\Logs\Microsoft-Windows-WinRM%40perational.evtx
:\Windows\System32\winevt\Logs\Security.evtx
:\Windows\System32\winevt\Logs\Setup.evtx
:\Windows\System32\winevt\Logs\System.evtx

:\Windows\System32\winevt\Logs\Works with Tool.evtx
:\Windows\System32\WudfUpdate 01009.d11l

:\Windows\WindowsUpdate.log

:\Windows\System32\at1100.d11l

:\Windows\System32\mfc100.d1l

:\Windows\System32\mfc100chs.dll

:\Windows\System32\mfcl00cht.dll

:\Windows\System32\mfc100deu.dll

:\Windows\System32\mfcl00enu.dll

:\Windows\System32\mfcl00esn.dll

:\Windows\System32\mfcl00fra.dll

:\Windows\System32\mfcl00ita.dll

:\Windows\System32\mfc100jpn.dll

:\Windows\System32\mfcl00kor.dll

:\Windows\System32\mfc1l00rus.dll

:\Windows\System32\mfc100u.dll

:\Windows\System32\mfc100u.dll

:\Windows\System32\mfcm100.d1l1l

:\Windows\System32\mfcm100u.d1ll

:\Windows\System32\msvcp100.d1ll

:\Windows\System32\msvcrl00.d1ll

:\Windows\System32\vcomp100.d1ll
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Troubleshooting Uninstall Issues

When a problem is detected, CA ARCserve D2D generates a message to help you
identify and resolve the problem. These messages are contained in the CA ARCserve
D2D Activity Log, which is accessed from the View Logs option on the home page Ul. In
addition, when an incorrect action is attempted, CA ARCserve D2D generally displays a
pop-up message to help you identify and quickly resolve the problem.

This section contains the following topics:

Unable to install/uninstall CA ARCserve D2D if a previous attempt was interrupted (see
page 72)

Unable to install/uninstall CA ARCserve D2D if a previous attempt was interrupted

If during an attempt to install or uninstall CA ARCserve D2D, the install/uninstall process
was interrupted, you may not be able to successfully continue and complete the
process.

For example, any of the following conditions could cause a partial install/uninstall state:

m  Your network connection becomes broken while you are installing CA ARCserve
D2D from a remote computer.

m  Your computer is shut down in middle of install/uninstall process.

®  You encounter a power outage during install/uninstall and there is no
Uninterruptible Power Supply (UPS).

®m  You click the Cancel button during CA ARCserve D2D install/uninstall process.

To resolve this problem, perform the following steps:
1. Enter "regedit" in the Run dialog and click OK to open Registry Editor.
2. Locate and delete the following entry:

"HKEY_LOCAL_MACHINE\SOFTWARE\CA\CA ARCserve D2D"
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Use the search option in the Registry Editor to locate and delete all occurrences of
the following string:

m  [CA ARCserve D2D for x86]: {97270DB5-DB8F-467F-9C52-1AF57C55EA60}
m [CA ARCserve D2D for x64]: {611E0884-4C83-4740-A3A9-9EBOOD784E8D}

Use the search option in the Registry Editor to locate and delete all occurrences of
the string “CA ARCserve D2D”under the following key:

HKEY_CLASSES_ROOT\Installer\Products
HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Installer\Products

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Installer\
UserData\S-1-5-18\Products

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall
From the command line, delete the service by entering the following commands:
sc delete ShProvd

sc delete CASAD2DWebSvc

Reboot the computer and re-attempt the installation/uninstallation of CA ARCserve
D2D.
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Chapter 3: Getting Started with CA
ARCserve D2D

This section contains the following topics:

Getting Started (see page 75)
CA ARCserve D2D User Interface (see page 76)

Getting Started

When you first access CA ARCserve D2D, the Getting Started dialog is displayed. From
this dialog, you can access videos and the online help to learn more about CA ARCserve
D2D. In addition, you can also access the various dialogs to specify such configuration
settings as your backup source and destination, parameters, schedule, alert
notifications, file copy settings, copy recovery point settings, preferences, and other
related tasks. You can also select the option to not show this Getting Started dialog
again.

Gettirg Started withCA ARC==we OZ20 ¥

4 " ARG < D2D

Getting Started with CA ARCserve D2D
Settings
Befare perfarming yourfirst backup, you can s pecifyyours ettings from here.

@ Videos
Getting Started
What's Mew in this Release

@Pmdud Documentation

() Tolog in to CA ARCserve D2D, please access the following address:
http: //RMDMISLYMPUBS02:6013

[T Do not show this dialog again

| Clos e
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CA ARCserve D2D User Interface

Before you use CA ARCserve D2D, become familiar with the related home page
interface. The CA ARCserve D2D interface lets you perform the following tasks all from a
single, easy-to-read home page:

m  Manage backup servers and workstations.
m  Monitor job performance.

m  Obtain backup statistics.

m  |nitiate data protection tasks.

m  Socialize with the user community.

m  Get help.

The home page interface can be accessed from either the Start menu or from the CA
ARCserve D2D Monitor.

Videos

CA Support: How to: Get Started with CA ARCserve D2D.

YouTube: How to: Get Started with CA ARCserve D2D.

The CA ARCserve D2D home page displays various icon symbols to provide a quick visual
indication of the recent status and indicates the urgency of any actions you must take.

Successful
(No action is necessary)

(Action may be necessary soon)

Warning
{Immediate action is necessary)

! Caution
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CA ARCserve D2D User Interface

The CA ARCserve D2D home page consists of the following subsections:

m  Server Selection List (see page 77)

®m  Job Monitor Panel (see page 78)

m  Status Summary Overview (see page 80)

m  Data Protection Summary (see page 83)

m  Most Recent Events Summary (see page 84)

m  Functionality Taskbar (see page 85)

m  Support and Community Access Taskbar (see page 87)

m  Help Menu Link (see page 89)
m  RSS News Feeds (see page 89)

<50rver name> Server
RSS M.nyp_nq Server: <Server Name> A Adminsvatr O Log Ot Selemion
News Feed = New videos Now Avallable on YouTube Check YouTube for & whole new batch of CA ARCserve D20 videos. | 3 All Feeris $aos
. Help Link
2 Job Menitor -
JOD MONItOF | e schsctited Backp: 4/6/2011 2:11:00 BM Ful Backap
Panel
Summery, - Backup Now
. | Bk A Uind
Q e QS [ restore
) Recovery Points Last File Copy Semngs Functionality
L 10 Recovery Ports s of 10 2011 10:07:24 5 Taskbar
Status ) Destination Capacity £ copy Recovery point
Summary BRI B Mount Recovery Point
Vokme: o}
] View Logs
Eeo28268 T ey D908 T Free 268168
- e s | [
Frotastion Surmnary, o)
Jb Type Court Total Soe Schedde Last Successhul Event Nt Evert | Suppert aad ComamwnRy. Acceos o~
. Pl Bschio 3 24568 Every 1 dur(s) 44512011 2:11:026M 4J6]2011 2:11:00 P id
Protection | iowmetsesin 7 769948 Every 6 hours) +46{2011 811:02 A4 4/6/2011 8:11:00 P 5 Aand
Summary Verfy Badap 0 0Bytes Every 20 day(s) E CA Support Uppol a.n
Fle Copy B IR Mo 31772011 10:07:14 7 Em'w"mm Community
Copy Recovery Port 0 0ytes Hever Access
& User-Community Discussions Taskbar
[Lest Recent Evants -
Status Job Type aefTime Sce  Catsop Fle Copy atis Name E Expert Advice Centar
S M T w T F s S
Most L 2| @ toemecdEshp 40N SIRRAM 6256V Crested NA m Live Chat
Recent 3 --[3 7 8 9| W Incremental Badup 462011 2:111:02AM  MI6M8  Crested NA Wil. n‘l""m” 2 .‘ .' ’y
108112 13 14 15 16
Events 719 D2 Cunt facabock
M4 35 2% 7 B3N
Today v

Server Selection List

From the home page, you can perform the following Server selection tasks:

m  View the name of the CA ARCserve D2D server (or workstation) you are managing.

m  Select a server to manage from the Server selection list.
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The Server drop-down list lets you quickly and easily manage or view the status of these
servers. After CA ARCserve D2D is installed on a server, you can then further deploy it to
remote servers from the CA ARCserve D2D Ul.

=Semer 1 Name=

=5ener 1 Name=
=Semer 2 Mame=

Servers are automatically added to the Server selection list when you successfully
deploy CA ARCserve D2D to a remote server. In addition, you can also manually
add/delete a server to/from the Server selection list using the Manage link on the home
page. For more information, see Manage Server Selection List (see page 305).

Job Monitor Panel

When no jobs are currently running, the Job Monitor panel displays the date and time of
the next scheduled event, with the type of event to be performed.

Job Monitor -

Mext Scheduled Backup: 4/6/2011 2:11:00 PM Full Backup

When a job is running, this panel expands to display information about the ongoing
event such as the estimated time remaining to complete the job, the percentage and
size of the job already completed, and the total size of the job when completed.

Job Monitor -

Mext Scheduled Backup: 4/5/2011 2:11:00 PM Incremental Backup

Backup Estimated Time Remaining: 0D:00:01 |68k (26:88MBoRSTE1 MB) || Detai

Note: When the Windows Performance Counter is disabled, the data speed of some CA
ARCserve D2D jobs displayed in the job monitor may be 0 or some other abnormal
value. If this occurs, see the troubleshooting section for more information.
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When a job is running, you can click the Detail button to open the Backup Status
Monitor and display more detailed information about the current job running. You can
also click the Cancel button to stop the current job.

Note: If you want to stop the current job, click the Detail button first, to gain access to

the Cancel button.

Backup Status Monitor
Backup - Incremental

Progress

Phase: Backing upvolumes

Cancel

| 15% (4708 MB of 313.57 MB)

Start Time:

Elapsed Time:

Estimated Time Remaining:
Processing:

Space Saved due to Compression:

Compression Level:
Encryption:

Throughput

Write Speed Limit:
Write Speed:
Read Speed:

4,/6/2011 2:11:00 PM
00:00:47

00:04:28

C:

63%

Standard Compression
AES-256

Mo limit
109 MB/Minute
338 MB/Minute

Close Help

In addition to displaying more detailed information about the current job, the Backup
Status Monitor also displays the throughput information for the job (actual Read and
Write speed and the configured throttle speed limit).

m | the Read/Write speed is too fast, you could enable the Throttle Backup option to
adjust and limit the Write speed (and slow down the Read speed too). For more
information about adjusting the Throttle Backup speed, see Specify the Protection
Settings.

Note: Any changes made to the throttle settings does not take effect until you
launch a new job.

m  |f the Read/Write speed is too slow, there could be various reasons for this reduced
speed such as antivirus software may be scanning the machine, or some file is being
copied, or the machine is being accessed by many users.

Note: Normally during a Verify backup job, the Read speed is much higher than
Write Speed. This is because the block-by-block comparison effort (Read speed) of a
Verify backup is the more active and continuous process, and because only the
information that does not match the source is backed-up, the Write speed is
minimized.

Chapter 3: Getting Started with CA ARCserve D2D 79



CA ARCserve D2D User Interface

When a merge job is running, you can manually pause it from the CA ARCserve D2D
home page Job Monitor.

Job Monitor -

Next Scheduled Backup: N/A

Estimated Time
Remaining:

.. Merge 00:00:16 | 499(68.25MB of 137.25 ME) | Pause Detail

If you manually pause a merge job, you must manually click resume for the merge job to continue. For more
information, see Managing Merge Jobs (see page 167).

Status Summary Overview

The Status Summary section of the home page provides a quick and easy, high-level
status of your backup health.

Summary =

" ) Last Backup - Full Backup | 1 License Failure
4412011 2:11:02 PM . License Failure for:
Bare Metal Recovery

"~ ) Recovery Points —
U v Updates
10 Recovery Points out of 10 )
Updates is enabled,
U Destination Capacity —,
Destination has 15,77 GE free space Q
Yolume: e:,

Last File Copy
F/17/2011 10:07:14 PM

: Backup 30,54 G6 Others 394,22 MB Free 18,77 GB

Last Backup
Displays the date and time of the last backup, with the status of that backup.

m  Greenicon - Indicates that the last backup was successful and your computer is
safely protected.

m  Redicon - Indicates that the last backup was not successful, your most recent
backup failed, and the computer cannot be restored with that recovery point.

m  Yellow icon - Indicates that backups have not been performed for your
computer and your computer is not protected.
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Recovery Points/Recovery Sets

Displays the number of Recovery Points or Recovery Sets for your monitored server
based on your specified retention settings.

m Greenicon - Indicates that you have reached the specified number of recovery
points or recovery sets.

m Redicon - Indicates that there are no saved recovery points or recovery sets
and you have a potentially dangerous backup environment.

m  Yellow icon - Indicates that you have at least one recovery point or one
recovery set, but have not reached your specified number of recovery points or
recovery sets.

If you specified your retention settings based on recovery sets, the status summary
overview displays the number of recovery sets already retained and the number of
recovery sets in progress. In addition, click the link under Recovery Sets to display
the Recovery Sets Details dialog. This dialog contains detailed information about
the contents of the recovery set.

Recovery Sets Details *
First Recovery Point Last Recovery Point Size Recovery Point Count
8/26/2012 £:05:34 FM Mow 1.03 GB 1
8/24/2012 4:55:12 FM 8/24/2012 6:00:02 PM 1.03 GB &
|
oK Cancel

First Recovery Point
The date/time of the first backup in the recovery set.
Last Recovery Point

The date/time of the last backup in the recovery set. With the first/last
recovery point time listed, you are able to determine the complete time range
of the recovery set.

Size

The total size of the recovery set. This number can be used to calculate how
much disk space is used by the recovery set.

Recovery Point Count

The number of recovery points that belong to the recovery set.
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Destination Capacity

Displays the amount of free space available at your backup destination. The
Destination Capacity display provides an additional indication of the amount of
space that is used for the backups, the amount of space that others use, and the
amount of available free space.

Green icon - Indicates that the amount of available free space is above the safe
level.

Red icon - Indicates either of the following conditions:
- The specified destination is not accessible.

— The amount of available free space is reduced to below the predetermined
safe percentage of your destination capacity. For example, if it is
determined that the available free space cannot accommodate five more
incremental backups the icon turns red.

Immediately increase the free space capacity of the backup destination or
change the destination to another location which has adequate space.

Note: You can set up an email alert notification when the amount of unused space
at the backup destination is less than a specified value. For more information about
setting up this email alert notification, see Specify Email Alert Preferences.

Updates

Displays the status of CA ARCserve D2D updates for your computer.

Green icon - Indicates the CA ARCserve D2D Updates function is enabled. Your
computer is able to connect to the download server, your Update Schedule is
configured, and no new updates are available.

Yellow icon - Indicates either of the following conditions:
— The latest available update is not installed on your computer.

You can then click "Click here to install updates" to trigger the installation
of the update.

- Your Update Schedule has not been configured.

For more information about configuring the Update Schedule, see Specify
Updates Preferences (see page 151).

Note: All updates that are released for CA ARCserve D2D are cumulative. As a
result, each update also includes all previously released updates to help ensure
that your computer is always up-to-date.

Red icon - Indicates CA ARCserve D2D is not able to connect to the download
server. When this red icon is displayed, it means that you must provide valid
download server details on the Updates (see page 151) tab of the Preferences
dialog.
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Last File Copy

Displays the date and time of the last File Copy job, with the status of the File Copy
job that was performed.

m  Greenicon - Indicates that the last File Copy job was successful.
m  Redicon - Indicates that the last File Copy job was not successful.

m  Yellow icon - Indicates that the last File Copy job was incomplete or canceled.

In addition, the Last File Copy status indicator also displays the actual amount of
space that is freed on the disk by the File Copy job. This space saved calculation is
only displayed if you select to move the File Copy to a different location instead of
copying the File Copy to as different location. This value is based upon the actual
size of the backup that was moved from the computer to the specified destination.
A File Copy job that does not move the copy to a different location, does not save
any space.

License Failure

If a backup fails because of a license validation failure, the License Failure status is
displayed indicating which license was the cause of the failure.

Data Protection Summary

The Data Protection Summary section of the home page displays status information for
the available events (backups/file copy).

Protection Summary

Job Twpe Zounk Tokal Size Schedule Last Successful Event Mt Event

Full Backup 3 22,45 GE Every 1 day(s) 4502011 2:11:02 PM 4/6jz011 2:11:00
Incremental Backup 9 422,29 MB Ewery & hour(s) 4/6/2011 1002242 AM 4/6/2011 2:11:00
Yerify Backup i} 0 Eykes Every 30 dayi(s)

File Copw 24 17.07 GE Mewver 31712011 10:07:14 PM

Copy Recovery Point 0 0 Bytes Mever

N T

For each type of backup job (Full, Incremental, and Verify) and each File Copy job, this
summary displays the following:

Count

For each type of event, indicates the number of successful backup/File Copy jobs
that were performed (scheduled or non-scheduled).

Total Size

For each type of event, indicates the total size of the backed up/file copied data.
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Schedule

For each type of job, indicates the configured schedule for automatic backup/File
Copy jobs

Last Successful Event

For each type of event, indicates the date and time that the last successful event
was performed.

Next Event

For each type of event, indicates the next scheduled event. If this column is blank, it
indicates that you do not have a schedule for this type of event or the non-recurring
schedule has been satisfied.

Most Recent Events Summary

The Most Recent Events section of the home page displays the most recent events
(backup jobs), with the corresponding status, the type of event performed, the date and
time of the event, the size of the data backed up, and the status of the catalog creation
and corresponding File Copy job. It also includes the name of the event (if specified by
the user). You can click on a specific date to display the corresponding events for that
selected date.

A flag in the status column indicates that a full backup is the starting backup of a
recovery set.

Note: The size field displays the backup size when the backup job is finished and then
adds the catalog size to the same field when the catalog job is finished. (By default, an
Exchange Granular Restore catalog is generated for each backup job; however, a File
System catalog will only be generated if you enable this option).

Mozt Recerit Beerts

april 2011 7 Status  Job Type Draket Time: Size: Catalog Status File Copy Status Mame
(I FulBackup F21f2011 12:01:34 FM 33.47mB  Created {1
1 z| W Incremental Backup 4efz011 &:11:02 AM 62,56 ME  Created T
s @S[s] = & s (] Incremental Backup HEfz011 2111:02 AM HA6MB  Created (T

i1l 12 13 14 15 e
17 18 19 20 21 22 23
24 25 26 27 2§ 20 30

Today
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The calendar displays the dates of the most recent events, highlighted in corresponding
status colors.

m  Green - All backup attempts for that day were successful.
m  Red - All backup attempts for that day were unsuccessful (failed or canceled).

m  Yellow - Backup attempts for that day were not all successful or not all unsuccessful
(mix of successful and unsuccessful backup attempts).

Note: A diagonal marker in the top left corner of a date indicates that the day
contains the start of a recovery set.

June 2011 =

5 M T W T F 5
1 2 3 4
a3 6 7 & 9 1M N

12 13 14 15 16 17 18
19 20 21 B2 |2 )

26 27| 28 (29 [30]

Today

Functionality Taskbar
The Functionality taskbar section of the home page provides a means to initiate the
various CA ARCserve D2D functions.

Tasks =
Backup Now

E Restore
Settings

@ Copy Recovery Point

Mount Recovery Point
m View Logs
Deploy

Backup Now

Lets you run a Full, Incremental, or Verify ad-hoc backup immediately, based on
current backup settings. The backup settings are configured and defined through
the Backup Settings. For more information, see Run Backup Now.
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Restore

Lets you perform a file level or application-level restores to the original location or
to an alternate location. When you select this function, you then specify to which
restore option you want to use to locate the backup image to be restored. For more
information, see Restore Methods (see page 175).

Settings

Lets you configure/modify the following settings:

- Backup Settings (backup destination, schedule, retention count, and so on). For
more information, see Manage Backup Settings (see page 93).

- File Copy (source, destination, schedule, retention count, filters, and so on). For
more information, see Manage File Copy Settings (see page 116).

- Copy-Recovery Points (scheduled export of recovery points). For more
information, see Configure the Copy Recovery Point Settings (see page 137).

- Preferences (enable RSS news feeds and social networking, Email Alerts, and
Updates). For more information, see Specify Preferences (see page 142).

Copy Recovery Point

Lets you view a list of available recovery points (successful backups) and select
which recovery point you want to use to create a consolidated copy. This
consolidated copy combines the blocks from the previous full and all incremental
backups leading to the selected recovery point. In addition, the consolidated copy
also removes any unused blocks (reducing the image size) to lets you gain more
efficient use of your backup resources.

Each recovery point represents a point in time when a VSS snapshot image was
captured and contains not only the data, but also all information relating to the
operating system, installed applications, configuration settings, necessary drivers,
and so on. For more information, see How to Copy a Recovery Point.

Mount Recovery Point

Provides the ability to mount a recovery point to a drive letter (volume) or an NTFS
folder, to view, browse, copy, or open the backup files directly in Windows
Explorer.

View Logs

Lets you view logs of activities that are performed during operations such as
backup, restore, and copy. The Activity Log displays the status of the job, including
such details as the throughput, compression size, elapsed time, encryption status,
and so on. For more information, see View Logs (see page 304).

Deploy

Lets you deploy CA ARCserve D2D to remote computers. For more information, see
Deploy CA ARCserve D2D Remotely.
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Support and Community Access Taskbar

The Support and Community Access taskbar section of the home page provides a means
to initiate the various support-related functions.

Support and Community Access -

E Provide Your Feedback to

Development

E User-Community Discussions

E Expert Advice Center
E Live Chat

Social Networking -

To avoid any delays in response and help ensure that your communication is routed to
the proper destination, it is important to know and understand which of these sites are
used for which functions.

For example:

If you discover a bug in the product, you should select the CA Support link and post
the problem there. By doing this, the CA Support team can directly assist you in
resolving your problem in a productive and efficient manner.

If you are seeking any product-related advice, such as the best settings to protect
your environment, you should select the User-Community Discussions link and post
the question on the CA ARCserve D2D Google Group to see if the experts in the
community can provide a good answer. By doing this, you can interact with other
users in similar working environments and establish an open communication for
sharing ideas and advice.

If you have a suggestion or idea for improving the product for the next release, you
should select the Provide Your Feedback to Development link and post your idea
on the Get Satisfaction site. By doing this, you can interact directly with the CA
Technologies development team to work together to improve the product and help
make it better for you.

If you just want to get the latest news and information about the CA ARCserve D2D
product from the CA Technologies product management team, you should select
the Expert Advice Center link.
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Videos

Provides access to view various CA ARCserve D2D-related videos. These videos are
for basic CA ARCserve D2D features and procedures. You can specify the default
preference for accessing and viewing these videos from either YouTube or CA
Support. For more information about setting your default viewing preference, see
Specify General Preferences (see page 143).

CA Support

Provides access to "One Stop Support" from where you can resolve issues and get
important product information.

Provide Your Feedback to Development

Provides access to the CA ARCserve D2D Development team (using the Get
Satisfaction website) from where you can view Frequently Asked Questions, ask
your own questions, share ideas, and report any problems.

Note: Available in English only.

User-Community Discussions

Provides access to interact with the CA ARCserve D2D online community and be
part of the CA ARCserve D2D User Group. This group allows you to share your CA
ARCserve D2D experiences with other users.

Note: Available in English only.

Expert Advice Center

Provides access to the ARCserve Expert Advice Center which is a convenient landing
page from where you can then access Tips and Tricks from the CA ARCserve D2D
Development team (blogs), product information, group discussions, official CA
Support, and other valuable CA ARCserve D2D-related information.

Live Chat

Provides real-time monitoring and live help/support. Lets you optimize intelligent
conversation between you and the CA ARCserve D2D Technical Support team,
allowing you to address your concerns and questions immediately, while still
maintaining access to the product. Upon completion of the chat session, you can
send a transcript of the chat to your email address.

Note: You may need to add the Live Chat link to your Trusted sites.

Social Networking

Provides access to Twitter and Facebook for CA ARCserve D2D-related social
networking.

If you do not want to display these social network links on the home page, you can
specify this preference. For more information about setting your social network
display preference, see Specify General Preferences (see page 143).
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Help Menu

All Feeds

The Help menu on the home page provides a quick and easy access to the CA ARCserve
D2D Help, User Guide, and the About CA ARCserve D2D page. In addition, you can
launch a manual Check for Updates from this menu.

@ Help
CA ARCserve DED Help

ser Guide
Zheck For Updates

About CA ARCserve DED

CA ARCserve D2D provides an All Feeds link to let you easily subscribe to RSS feeds from
related web sites. Really Simple Syndication (RSS) feeds allow you to stay informed by
having relevant and up-to-date information sent to you straight from the web sites that
you are interested in. With RSS feeds, you do not need to keep checking back to a
particular website to see if it has been updated. All you need to do is subscribe to the
RSS feed, much like you would subscribe to a magazine, but instead of it being delivered
to your physical mailbox each time the magazine is published, the information is
delivered to you (using an RSS feed) every time your subscribed website is updated.

To subscribe and read RSS feeds you need an RSS feed reader. There are many different
programs to view RSS feeds from such as Outlook, your internet browser (Internet
Explorer, Firefox), web-based readers (My Yahoo, Google Reader), and desktop-based
readers (Feed Demon). After you have subscribed to a feed, the RSS feed reader is able
to check for new content at specified time intervals and retrieve the updates.
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When you click the All Feeds link, the All Feeds dialog opens to let you subscribe to the
various CA ARCserve D2D related RSS feeds.

All Feeds ¥

r~
| News Feeds
Subscribe to the news feeds exposed by CA ARCserve D2D

J Unsuccessful Jobs Feed

J Videos

J Provide Your Feedback to Development
J User-Community Discussions

J Expert Advice Center

Cloze

Unsuccessful Jobs Feed

When you subscribe to this RSS feed, you receive an update notification each time
an unsuccessful backup, restore, or copy job is performed on your machine. An
unsuccessful job includes all failed, incomplete, canceled, and crashed attempts.

Video

When you subscribe to this RSS feed, you receive a notification each time the CA
ARCserve D2D videos are updated. This RSS feed is only applicable for the YouTube
version of the videos.

Provide Your Feedback to Development

When you subscribe to this RSS feed, you receive a notification each time the Get
Satisfaction website information is updated. This site provides access to the CA
ARCserve D2D Development team where you can view Frequently Asked Questions,
ask your own questions, share ideas, and report any problems.

User-Community Discussions

When you subscribe to this RSS feed, you receive a notification each time the CA
ARCserve D2D online community website information (Google Group) is updated.
This site provides access to interact with the CA ARCserve D2D online community
and allows you to share your CA ARCserve D2D experiences with other users.

Expert Advice Center

When you subscribe to this RSS feed, you receive a notification each time the
ARCserve Expert Advice Center website information is updated. This site provides a
convenient landing page where you can then access Tips and Tricks from the CA
ARCserve D2D Development team (blogs), product information, group discussions,
official CA Support, and other valuable CA ARCserve D2D-related information.
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CA ARCserve D2D Monitor

From the CA ARCserve D2D Monitor, you can access many of the same task functions
that you can access from the CA ARCserve D2D home page. You can launch the
following tasks from the tray monitor: Open the CA ARCserve D2D home page, Backup
Now, Settings, Restore, Copy Recovery Point, Mount Recovery Point, Check for Updates,
and Advanced. From the Advanced option, you can access additional subordinate
options such as Create Boot Kit, Licensing, Start/Stop Service, configure alert
Notifications, turn on/off the News Feed, and turn on/off Social Networking.

Open CAARCserve D20
Backup Mo
Settings

Restore Create Boak kit

Copy Recowvery Point E Uzl Mone
Errors and “Warnings

v ol

hount Recowvery Point D Stop Service
Check For Updates

n Motificakions

& Sdvanced
Mews Feed 2

E Social Mebworking K

pesktop | L ERE wyily 2:zsem

In addition, when you hover your cursor over the CA ARCserve D2D Monitor icon, a
backup status overview message is displayed. An animated icon indicates when any job
is running and includes the progress completed. You can easily determine if a job
(backup, restore, file copy, copy recovery point, catalog, or granular restore catalog) is
running without logging in to CA ARCserve D2D.

CA AR Cserve D20
Mext Backup: 202502011 3:01:00 PM (Incremental Backop)
Destination Free Space: (66.12%, 33,06 GE)

[ E iy 282pm

Chapter 3: Getting Started with CA ARCserve D2D 91






Chapter 4: Settings

This section contains the following topics:

Manage Backup Settings (see page 93)

Manage File Copy Settings (see page 116)

Configure the Copy Recovery Point Settings (see page 137)
Specify Preferences (see page 142)

Manage Backup Settings

Before you perform your first backup, specify the backup settings which are applied to
each backup job. These settings let you specify behaviors such as:

m  Backup source and destination

Schedule for each type of backup

Advanced settings for your backup jobs

®m  Any pre or post backup operations.

These settings can be modified at any time from the CA ARCserve D2D home page.

Videos

CA Support: How to: Perform an Automatic Backup — Configuring Your Backup
Settings.

YouTube: How to: Perform an Automatic Backup — Configuring Your Backup
Settings.

To manage the backup settings, click the Settings link on the CA ARCserve D2D home
page to display the Backup Settings dialogs and these subordinate tab options:

m  Protection Settings (see page 94)

m  Schedule Settings (see page 108)
m  Advanced Settings (see page 110)

m  Pre/Post Backup Settings (see page 114)
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Manage Backup Settings

Specify the Protection Settings

Protection settings for the information going to be backed up ensures that the backup
data is reliably protected (copied and saved) against any form of data loss.

Note: To view a video that is related to these Backup Settings, see Manage Backup
Settings.

Specify the protection settings

1. From the CA ARCserve D2D home page (or CA ARCserve D2D Monitor), select
Settings from the taskbar and then select the Backup Settings tab. When the
Backup Settings dialog opens, select Protection.

The Backup Settings Protection dialog opens.

Settings
Backup Settings || B Fi= Copy Settings Copy Recovery Foints || [E Preferences
Protection Settings

< Backup Destination
Select the backup destination for the files

Protection Settings

. ¢ Full Backup & Incremental Backup

(=] | Erowse |

~ Backup Source

" Backup the entire machine
% Select individual volumes to backup
[C] Select/Unselect all

&

““ Retention Setting
\ @ Retain Recovery Points  Retain Recovery Sets

1! The retention setting has been changed. Use new backup destination to start backups with new retention
setting.

Pre/Post Backup

Specify the number of recovery points to retain.
Settings peciy e

31
Run the merge job:
@ As soon as possible

" Each day during the following time range

=~ Compression

Using compression will reduce the amount of space required on your destination.

Standard Compression hd
“ Encryption
Encryption Algorithm | No Encryption A4

" Throttle Backup
[ Limit backup write speed to MB/min

[ Estimated Backup Size

| Save Settings | | Cancel || Help
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Specify the Backup Destination.

You can specify a local path (volume or folder), or remote shared folder (or mapped
drive) for the backup location, or you can browse to a backup location.

Click the green arrow icon button to verify the connection to the specified location.

If you entered a local path for the destination, this button is disabled.

If you enter a network path and click this button, you are prompted to provide
the username and password.

If you are already connected to this path successfully, and click the arrow
button you can change the username and password you used to connect.

If you do not click the arrow button, the destination path is verified. If needed,
you are prompted for the username and password.

If you want to back up to your local path (volume or folder), the specified
backup destination cannot be the same location as your backup source. If you
inadvertently include the source in your destination, the backup job ignores
this portion of the source and it is not included in the backup.

Example: You attempt to back up your entire local machine consisting of
Volumes C, D, and E and also specify Volume E as your destination. CA
ARCserve D2D only backs up Volumes C and D to Volume E. Data from Volume
E is not included in the backup. If you want to back up all local volumes, specify
a remote location for your destination.

Important! Verify that your specified destination volume does not contain
system information. Or else it will not be protected (backed up) and your
system will fail to recover after Bare Metal Recovery (BMR) if necessary.

Note: Dynamic disks are restored at disk-level only. If your data is backed up to
a volume on a dynamic disk, you are not able to restore this dynamic disk
during BMR.

If you want to back up to a remote shared location, specify a location path or
browse to the location. You also have to provide user credentials (Username
and Password) to access the remote machine.
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If the backup destination has changed after the last backup was performed,
select the backup type: Full Backup or Incremental Backup. These options are
only enabled when you change your backup destination. The default option is
Full Backup.

Note: If the backup destination has changed and catalog jobs are pending, the
catalog job first runs and completes on the old location before running on the
new location.

Full Backup

The next backup that is performed is going to be a Full Backup. The new
backup destination does not have any dependency on the old backup
destination. If you continue with a full backup, the previous location is no
longer needed for backups to continue. You can select to keep the old
backup for any restores or if you do not want to perform any restores from
there you can delete it. The old backup will not affect future backups.

Incremental Backup

The next backup that is performed is going to be an Incremental Backup.
The next incremental backup to the new destination is performed without
copying all the backups from the previous destination. However, for this
option, the new location is dependent on the previous location because
the changes include only the incremental data (not the full backup data).
Do not delete the data from the previous location. If you change the
backup destination to another folder and attempt to perform an
incremental backup, and the former backup destination does not exist, the
backup fails.

Specify the Backup Source.
You can back up the entire machine or selected volumes.

Back up the entire machine

Lets you back up the entire machine. All volumes on the machine are backed
up.

Note: If you select the full machine backup option, CA ARCserve D2D
automatically discovers all disks/volumes attached to the current machine and
CA ARCserve D2D includes them in the backup.

Example: If a new disk is attached to the machine after the backup setting is
configured, you do not need to change the backup settings and the data on the
new disk will be protected automatically.
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Select individual volumes to back up

This volume filtering capability lets you specify to back up only the selected
volumes. You also have the option to Select/Unselect all listed volumes.

Note: If some volumes are selected explicitly for backup, only the selected
volumes are backed up. If a new disk/volume is attached to the machine,
manually change the volume selection list to protect the data on the new
disk/volume.

When you select this option, a listing of all available volumes display, with the
corresponding volume information and notification messages.

Note: Computers that adhere to the Extensible Firmware Interface (EFI) use the
EFI System Partition, which is a partition on a data storage device. The EFI
System partition is critical for Bare Metal Recovery (BMR). Therefore, when you
select boot volume "C" on a UEFI system, the EFI System Partition is selected
automatically for the backup source for BMR and an information message is

displayed.
Mame Layout Type File System Contents Total Size |Used Space
H=E Simple Basic MNTFS 92.79 GBE 32,68 GB i
Jin| ‘?é F: Simple Basic MTFS 596.17 GB 108.02 GB
oG System Simple Basic MTFS System 100.00 MB 28.19 MB ]
“ Reserved 1

Selected Volume Size: 88.58 GB
& | Notifications (2 warnings)

' Local backup destination volume F: will be excluded from backup source selection.

1 If Systern Volurmne(Usually System Reserved drive) is not in the backup source volume list, the backup
cannot be used for BMR.

- Name — volume drive letter, mount point, volume GUID (Globally Unique
Identifier) name.

- Layout —simple, spanned, mirror, stripped, RAID5 (backup of a RAID 5
volume on Microsoft Dynamic Disks is not supported; but backup of
hardware RAID is supported).

- Type — basic, dynamic

—  File system — NTFS, ReFS, FAT, FAT32 (backup of FAT and FAT32 is not
supported).

- Contents — Application (SQL/Exchange), System, Boot, Page file, Active,
Removable Device, VHD, 2-TB Disk

- Total size — capacity of the volume

- Used Space — space files/folders and volume data occupies.
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The notification messages display for any of the following conditions:
- Local volume related

If the specified backup destination is on the local volume, a warning
message displays notifying you that this volume is not backed up.

- BMRrelated

If system/boot volume is not selected for backup, a warning message
displays notifying you that the backup is not usable for BMR.

If you select boot volume "C" on a UEFI system, the EFI system partition is
selected automatically for the backup source for BMR and an information
message is displayed.

- Application related

If the application data files are on a volume that is not selected for backup,
the application name and database name display for reference.

Specify the Retention Setting.

You can set the retention setting based on the number of recovery points to retain
(merges sessions) or based on the number of recovery sets to retain (deletes
recovery sets and disables infinite incremental backups).

m  Recovery Point — This is the recommended option. With this option selected,
you can fully leverage the infinite incremental backup capabilities and save
storage space.

m  Recovery Set — This option is generally used for large storage environments.
With this option selected, you can create and manage backup sets that help
you manage your backup window time more efficiently when you are
protecting a large amount of data. You can use this option when backup time is
a priority over space constraints.

Default: Retain Recovery Points

For more information about setting the Recovery Point and Recovery Set options,
see Specify Retention Settings (see page 101).

Specify the type of Compression.
Specifies the type of compression that is used for backups.

Compression is often selected to decrease disk space usage, but also has an inverse
impact on your backup speed due to the increased CPU usage.
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The available options are:

No Compression

No compression is performed. This option has the lowest CPU usage (fastest
speed), but also has the highest disk space usage for your backup image.

Standard Compression

Some compression is performed. This option provides a good balance between
CPU usage and disk space usage. Standard compression is the default setting.

Maximum Compression

Maximum compression is performed. This option provides the highest CPU
usage (lowest speed), but also has the lowest disk space usage for your backup
image.

Notes:

If your backup image contains uncompressible data (such as JPG images or ZIP
files), you can allocate additional storage space to handle such data. As a result,
if you select any compression option and you have uncompressible data in your
backup, it can result in an increase in disk space usage.

If you change the compression level from No Compression to either Standard
Compression or Maximum Compression, or if you change from either Standard
Compression or Maximum Compression to No Compression, the first backup
that is performed after this compression level change is automatically a Full
Backup. After the Full Backup is performed, all future backups (Full,
Incremental, or Verify) will be performed as scheduled.

If your destination does not have sufficient free space, you can consider
increasing the Compression setting of the backup.

Specify the Encryption settings.

a.

Select the type of encryption algorithm that is used for backups.

Data encryption is the translation of data into a form that is unintelligible
without a deciphering mechanism. CA ARCserve D2D data protection uses
secure, AES (Advanced Encryption Standard) encryption algorithms to achieve
maximum security and privacy of your specified data.

The available format options are No Encryption, AES-128, AES-192, and
AES-256. (To disable encryption, select No Encryption).

m  Afull backup and all its related incremental and verify backups must use
the same encryption algorithm.

m [f the encryption algorithm for an incremental or verify backup is changed,
a full backup must be performed. This means after changing encryption
algorithm, the first backup will be full, despite the original backup type.

For example, if you change the algorithm format and you submit a
customized incremental or verify backup manually, it is automatically
converted to a full backup.
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b. When an encryption algorithm is selected, provide (and confirm) an encryption
password.

The encryption password is limited to a maximum of 23 characters.

A full backup and all its related incremental and verify backups must use
the same password to encrypt data.

If the encryption password for an incremental or verify backup is changed,
a full backup must be performed. This means after changing encryption
password, the first backup will be full, despite the original backup type.

For example, if you change the encryption password and you submit a
customized incremental or verify backup manually, it is automatically
converted to a full backup.

c. CA ARCserve D2D provides encryption password management so that you do
not need to remember encryption passwords.

Password is also encrypted.

Password is remembered and not required (if you restore to the same
machine).

Password is required if you restore to a different machine.

Password is not required if you are attempting to export a recovery point
that contains encrypted data and the recovery point belongs to backups
performed on the current machine.

Password is always required if you are attempting to recover encrypted
data from an exported recovery point.

Password is not required to browse to an encrypted recovery point.

Password is required to perform a BMR.

d. When encryption is enabled, the activity log is updated.

A message is recorded in the activity log to describe the selected
encryption algorithm for every backup.

A message is recorded in the activity log to indicate why an incremental or
verify backup was converted to a full backup (password change or
algorithm change).

Note: Encryption settings do not have to remain the same for your backups. You
can change these settings at any time, including after several backups of the same

data.
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7. Specify the Throttle Backup.

You can specify the maximum speed (MB/min) at which backups are written. You
can throttle the backup speed to reduce CPU or network use. However, limiting the
backup speed, has an adverse effect on the backup window. As you lower the
maximum backup speed, it increases the amount of time of perform the backup.
For a backup job, the Job Monitor on the CA ARCserve D2D home page displays the
average Read and Write speed of the job in progress and the configured throttle
speed limit.

Note: By default, the Throttle Backup option is not enabled and backup speed is not
being controlled.

8. Calculate the Estimated Backup Size.
Displays the estimated usage of the destination volume.

For more information about using these estimated backup calculations, see
Estimate Future Backup Space Requirements (see page 106).

9. Click Save Settings.

Your backup protection settings are saved.

Specify Retention Settings
Retain Recovery Points

Select this option to set your retention setting based on the number of
recovery points to retain instead of on the number of recovery sets to retain.

Retention Setting

{+ Retain Recovery Points " Retain Recovery Sets

1 The retention setting has been changed. Use new backup destination to start backups with new retention
setting.

Specify the number of recovery points to retain.
31
Run the merge job:

" As soon as possible

&+ Each day during the following time range

From 1 v ;00 v AM =7 To 6 (¥ : 00 ¥ PM R4
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Specify the number of recovery points to retain

Specifies the number of recovery points (full, incremental, and verify backup
images) retained. When the number of recovery points present on the
destination exceeds the specified limit, the earliest (oldest) incremental
backups beyond the retention count are merged into the parent backup to
generate a new baseline image consisting of the "parent plus oldest childs"
blocks. If there are multiple sessions available for merge, the oldest child
backups will be merged into the parent backup in a single pass, if the backups
are compressed. If the backups are not compressed, then only the oldest child
backup will be merged into the parent backup and this cycle repeats for each
subsequent child backup to be merged.

Specifying the number of recovery points to retain allows you to perform
infinite incremental backups, while maintaining the same retention count. For
more information, see Merge Job Guidelines.

Note: If your destination does not have sufficient free space, you can consider
reducing the number of saved recovery points.

Default: 31
Minimum: 1
Maximum: 1344

Note: The CA ARCserve D2D home page Summary section indicates how many
recovery points are retained out of the number specified. For more
information, see Status Summary Overview (see page 80) in the online help.

Run the merge job:
As soon as possible
Select this option to run the merge job at any time.
Each day during the following time range

Select this option to run the merge job each day only within the specified
time range. Setting a time range helps to avoid the merge job introducing
too many 1/O operations to the production server if the merge job runs for
a long time.

Note: When setting the time range to run the merge job, ensure that you
specify a time range that will allow the related backup jobs to complete
prior to the start of the merge.
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Retain Recovery Sets

Select this option to set your retention setting based on the number of
recovery sets to retain instead of on the number of recovery points to retain.
With this setting you can disable infinite incremental backups, without merging
any sessions. Using recovery sets helps reduce the amount of time it takes to
complete merge jobs.

Retention Setting

" Retain Recovery Points + Retain Recovary Sets

1 When you specify a number of recovery sets to retain, ensure that you have enough free space availble
for the specified number plus two additional full backups.

Specify the number of recovery sets to retain.

Start a new recovery set on every:
(+ Selected day of the week Sunday w

" Selected day of the month p

Start a new recovery set with:
(*¥  First backup on the selected day

(" Last backup on the selected day

Specify the number of recovery sets to retain

Specifies the number of recovery sets retained. A recovery set is a series of
backups, starting with a full backup, and then followed by a number of
incremental, verify, or full backups.

Example Set 1:
s Full

m  Incremental
m  Incremental
m  Verify

m Incremental
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Example Set 2:
s Full

m  Incremental
m  Full

m  Incremental

A full backup is required to start a new recovery set. The backup that starts the
set will be automatically converted to a full backup, even if there is no full
backup configured or scheduled to be performed at that time. A flag in the
status column on the CA ARCserve D2D home page Most Recent Events section
indicates that a full backup is the starting backup of a recovery set. After the
recovery set setting is changed (for example, changing the recovery set starting
point from the first backup of Monday to the first backup of Thursday), the
starting point of existing recovery sets will not be changed.

Note: An incomplete recovery set is not counted when calculating an existing
recovery set. A recovery set is considered complete only when the starting
backup of the next recovery set is created.

When the specified limit is exceeded, the oldest recovery set is deleted (instead
of merged).

Default: 2
Minimum: 1
Maximum: 100

Note: If you want to delete a recovery set to save backup storage space, reduce
the number of retained sets and CA ARCserve D2D automatically deletes the
oldest recovery set. Do not attempt to delete the recovery set manually.

Example 1 - Retain 1 Recovery Set:
m  Specify the number of recovery sets to retain as 1.

CA ARCserve D2D always keeps two sets in order to keep one complete set
before starting the next recovery set.

Example 2 - Retain 2 Recovery Sets:
m  Specify the number of recovery sets to retain as 2.

CA ARCserve D2D will delete the first recovery set when the fourth recovery set
is about to start. This ensures that when the first backup is deleted and the
fourth is starting, you still have two recovery sets (recovery set 2 and recovery
set 3) available on disk.

Note: Even if you choose to retain only one recovery set, you will need space
for at least two full backups.
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Example 3 - Retain 3 Recovery Sets:

m  The backup start time is 6:00 AM, August 20, 2012.

m  Anincremental backup runs every 12 hours.

m A new recovery set starts at the last backup on Friday.
m  You want to retain 3 recovery sets.

With the above configuration, an incremental backup will run at 6:00 AM and
6:00 PM every day. The first recovery set is created when the first backup
(must be a full backup) is taken. Then the first full backup is marked as the
starting backup of the recovery set. When the backup scheduled at 6:00 PM on
Friday is run, it will be converted to a full backup and marked as the starting
backup of the recovery set.

Start a new recovery set on every:
Selected day of the week
Specifies the day of the week selected to start a new recovery set.
Selected day of the month

Specifies the day of the month selected to start a new recovery set. Specify
1 through 30. Or, since a given month may have 28, 29, 30, or 31 days, you
can specify the last day of the month as the day to create the recovery set.

Start a new recovery set with:
First backup on the selected day

Indicates you want to start a new recovery set with the first scheduled
backup on the specified day.

Last backup on the selected day

Indicates you want to start a new recovery set with the last scheduled
backup on the specified day. If the last backup is selected to start the set
and for any reason the last backup did not run, then the next scheduled
backup will start the set by converting it to a full backup. If the next backup
is run ad-hoc (for example an emergency situation requires a quick
incremental backup), you can decide if you want to run a full backup to
start the recovery set or run an incremental backup so that the next
backup starts the recovery set.

Note: The last backup may not be the last backup of the day if you run an
ad-hoc backup.

The CA ARCserve D2D home page Summary section indicates how many recovery
sets are retained (or in progress) out of the number specified. Click the link under
Recovery Sets to display the Recovery Sets Details dialog. This dialog contains
detailed information about the contents of the recovery set. For more information
about this dialog, see Status Summary Overview (see page 80) in the online help.
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Estimate Future Backup Space Requirements

CA ARCserve D2D provides you with this tool to calculate the estimated amount of
available free space that you will need for backups. The calculations are based on your
estimate of future data change and on the space that is occupied from previous
backups.

Estimated Backup

Size

The graph below shows the estimated usage of the destination volurne. You can change the Space Saved After
Compression or the Change Rate to see their effect on the estimated backup size.

Free 4321.08 GB

I Estimated backup 316.02 GB Used 3741.39 GB Estimated Values
Space Saved After 10% =
Compression
Change Rate 10% W
Estimated Backup Size
—— Total Source Size 184.81 GB

Compressed Full Backup Size 166.33 GB

Compressed Incremental
Backup Size

Estimated Total Backup Size 316.02 GB

149.69 GB

) Actual disk space used by current backups is: 148.68 GB.

Tou

1.

41

Save Settings Cancel Help

se this estimating tool

Select the backup source. This can be your entire machine or selected volumes
within your machine.

The actual size of the selected backup source is displayed in the Total Source Size
field.

Estimate the anticipated Change Rate for future backups.

Base this estimate upon past performance of how much your total backup size has
changed for each subsequent incremental backup.

With the Estimated Values defined, CA ARCserve D2D calculates and displays the
estimated backup size required based on the configuration of the backup
destination and the recovery points. The pie chart also displays the amount of used
space and free space.
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Estimate the Space Saved After Compression percentage value.
Estimated Values

You can use estimated values to calculate the approximate overall backup size that
is based on the number of recovery points. Base this estimate upon past
performance of your backups with different Compression settings applied. As you
change this value, you will see the corresponding size impact for your backup sizes.

Note: If necessary, you can perform some Full Backups, each with a different
Compression setting (No Compression, Standard Compression, and Maximum
Compression) to establish past performance values and help you to better calculate
the percent of space saving that each setting produces for your backup.

m  Space Saved After Compression
This value indicates how much disk space is saved after compression.

Example: If the data size of a volume is 1000 MB and after backup the
compressed data size is 800 MB, then the Space Saved After Compression is
estimated to be 200 MB (20%).

m  Change Rate
This value indicates the typical data size of an incremental backup.

Example: If an incremental backup data size is 100 MB and the full backup data
size is 1000 MB, the change rate is estimated to be 10%.

Estimated Backup Size

Displays the estimated values for Total Source Size, Compressed Full Backup Size,
Compressed Incremental Backup Size, and Estimated Total Backup Size.

m  The Compressed Full Backup Size field displays a calculated value that is based
upon:

-  Size of the backup source
- Specified compression percentage.

m  The Compressed Incremental Backup Size field displays a calculated value that
is based upon:

- Estimated Change Rate
- Number of recovery points to be saved
- Specified compression percentage

m The Estimated Total Backup Size field will display the anticipated space that you
will need for future backups and is based upon:

- Amount of space that is required for one Full Backup plus

- Amount of space that is required for the number of Incremental Backups
needed to satisfy the specified number of saved recovery points.
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4. From this Estimated Total Backup Size value, you should be able to determine if

your backup destination has sufficient space to fit your backup.

If your destination does not have sufficient free space, you can consider the
following corrective actions:

m  Reduce the number of saved recovery points.
m Increase the available free space at the backup destination.
m  Change the backup destination to a larger capacity.

m  Reduce the size of the backup source (maybe eliminate unnecessary volumes
from the backup).

m Increase the Compression setting of the backup.

Specify the Backup Schedule

CA ARCserve D2D lets you specify the schedule for your backups.
Note: To view a video related to these Backup Settings, see Manage Backup Settings.

Specify the backup schedule

1. From the CA ARCserve D2D home page (or CA ARCserve D2D Monitor), select
Settings from the taskbar and then select the Backup Settings tab. When the
Backup Settings dialog opens, select Schedule.

The Backup Settings Schedule dialog opens.

Settings

!_,_! Backup Settings E File Copy Settings Copy Recovery Points E Preferences
¥ Schedule
Q Set start date and time
Specify the scheduled starting date and time for the full, incrermental, and verify backups.
Protection Settings Start Date | 2/11/11 | Start Time 3 ~|: 18 | PM M

Incremental Backup
CA ARCserve D2D will incrementally back up only the data that has changed since the last successful backup.

@ Repeat Every 1 Days =

Schedule  Newer
Full Backup
% CA ARCserve D2D will back up all the selected data from the machine.
" Repeat Every 1 Days b

verify Backup
CA ARCserve D2D will perform a confidence check to compare data from the last successful backup with data from
the source, and then incrementally back up {resynchronize) only the differences. The resulting backup size is small

and similar to an incremental backup, but may take a longer time because it compares all the data.

o Ever >
Pre/Post Backup Repeat ¥ 1 Days

Settings & Never

Save Seftings Cancel Help
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2. Specify your backup schedule options.
Set start date and time
The start date and start time for your scheduled backups.

Note: When setting the interval between repeat backup jobs, ensure that you
leave enough time to allow the previous job and any related merge jobs to
complete before the next backup job starts. This amount of time can be
estimated based on your own specific backup environment and history.

Incremental Backup
Determines the backup schedule for Incremental Backups.

As scheduled, CA ARCserve D2D incrementally backs up only those blocks that
have changed since the last successful backup. The advantages of Incremental
Backups are that it is a fast backup and it produces a small backup image. This
is the most optimal way to perform backups and you should use this by default.

The available options are Repeat and Never. If you select the Repeat option,
you must also specify the elapsed time period (in minutes, hours, or days)
between backup attempts. The minimum setting for Incremental backups is
every 15 minutes.

By default the schedule for Incremental backups is to repeat every 1 day.
Full Backup
Determines the backup schedule for Full Backups.

As scheduled, CA ARCserve D2D performs a Full backup of all used blocks from
the source machine. The available options are Repeat and Never. If you select
the Repeat option, you must also specify the elapsed time period (in minutes,
hours, or days) between backup attempts. The minimum setting for Full
backups is every 15 minutes.

By default the schedule for Full backups is Never (no scheduled repeat).
Verify Backup
Determines the backup schedule for Verify Backups.

As scheduled, CA ARCserve D2D verifies that the protected data is valid and
complete by performing a confidence check of the stored backup image to the
original backup source. If necessary, the image is resynchronized. A Verify
Backup looks at the most recent backup of each individual block and compares
the content and information to the source. This comparison verifies that the
latest backed up blocks represent the corresponding information at the source.
If the backup image for any block does not match the source (possibly because
of changes in the system since the last backup), CA ARCserve D2D refreshes
(resynchronizes) the backup of the block that does not match. You can also use
a Verify Backup (very infrequently) to get the guarantee of full backup without
using the space required for a full backup.
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Advantages: Produces a small backup image when compared to full backup
because only the changed blocks (blocks that do not match the last backup) are
backed up.

Disadvantages: Backup time is long because all source blocks are compared
with the blocks of the last backup.

The available options are Repeat and Never. If you select the Repeat option,
you must also specify the elapsed time period (in minutes, hours, or days)
between backup attempts. The minimum setting for Verify backups is every 15
minutes.

By default the schedule for Verify backups is Never (no scheduled repeat).

3. Click Save Settings.

Your backup schedule settings are saved.

Note: If at a given time there are more than one type of backup scheduled to be
performed simultaneously, the type of backup that will be performed is based upon the
following priorities:

Priority 1 - Full backup
Priority 2 - Verify backup
Priority 3 - Incremental backup

For example, if you schedule all three types of backups to be performed at the
same time, CA ARCserve D2D will perform the Full Backup. If there is no Full
Backup scheduled, but you scheduled a Verify Backup and Incremental Backup
to be performed at the same time, CA ARCserve D2D will perform the Verify
Backup. A scheduled Incremental Backup is performed only if there is no
conflict with any other type of backup.

Specify the Advanced Backup Settings

CA ARCserve D2D lets you specify the Advanced Settings for your backups.

Note: To view a video that is related to these Backup Settings, see Manage Backup

Settings.
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Follow these steps:

From the CA ARCserve D2D home page (or CA ARCserve D2D Monitor), select
Settings from the taskbar and then select the Backup Settings tab. When the
Backup Settings dialog opens, select Advanced.

The Advanced dialog opens.

E! Backup Settings E File Copy Settings Copy Recovery Paoints E Preferences

+ Advanced

-

Truncate log

Truncate the Application log files when backup job is successfully completed.
Protection Settings [ SOL Server

Weekly v
T Exchange Server

Wizekly A

Reserve Space on Destination

Specify the percentage of space that wil be reserved to perform one backup.
50 ¥ | %

Catalogs

¥ Generate Exchange Granular Restore catalog automatically after each backup

T Generate FleSystem catalog for faster search after each backup

PrefPost Backup
Settings

==

Administrator Account
Specify a user account with Windows Administrators privileges.

User Mame | <Domain?l<User Name>

Passwird | eesssses

Recover Backup Destination Connection

Update Connection
Click to update connection information to the backup destination.
MOTE: This operation will disconnect all current connections and reconnect with new connection information.
when you dlick this button, the operation cannot be canceled.

Ll

Save Settings Zancel Help

Specify your advanced backup settings options.
Truncate Log

Truncates the accumulated transaction log files for the selected applications
after the next successful backup.

CA ARCserve D2D backups consist of a snapshot image and the transaction log
files that were created for it. At some point in time, the older (committed)
transaction log files are no longer needed and can be purged to make space for
new log files. The process of purging these log files is truncating the log. This
option enables truncating of committed transaction log files, which conserves
disk space.

The available options are SQL Server and Exchange Server. You can select
either, both, or none of these applications. If you select any of these
applications, you can also specify a scheduled time period (Daily, Weekly, or
Monthly) for automatic log truncation:
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Note: The transaction log files cannot be truncated without performing a
successful backup.

m Daily - Each day after the backup completes successfully, the committed
transaction logs will be purged immediately.

m  Weekly - After seven days, the committed transaction logs will be purged
immediately after the backup completes successfully.

m  Monthly - After 30 days, the committed transaction logs will be purged
immediately after the backup completes successfully.

If a backup job is already running at the same time the purging is scheduled to
be performed, the purging operation is moved to the next scheduled job.

Example:

You scheduled an Incremental Backup to run automatically every day at
5:00 pm, and then started a Full Backup manually at 4:55 pm. You assume
that the backup successfully finishes at 5:10 pm.

In this case, the Incremental Backup that is scheduled for 5:00 pm is
skipped because the ad-hoc Full Backup is still in progress. Now the
committed transaction log files are purged after the next successful backup
job and be performed on the next day after the scheduled Incremental
Backup completes successfully at 5:00 pm.

Reserve Space on Destination

This value indicates a percentage of the calculated space that is necessary to
perform a backup. This amount of continuous space is then immediately
reserved on the destination before the backup starts writing data and helps
improve backup speed.

Default: 10%.

Example: Set the value to 10% and the current backup has 50 GB of data to
back up. Before the backup starts writing data, it first reserves 5 GB of disk
space. After the 5 GB of disk space is used up, it then reserves the next 5 GB of
disk space. If the data remaining for the backup is less than 5 GB (suppose 2 GB
are remaining to back up), then the remaining GB (in this example 2 GB) are
reserved.
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Catalogs
Exchange Granular Restore Catalog

When this option is selected, enables automatic generation of the
Exchange Granular Restore catalogs after each backup. By default, this
option is enabled.

An Exchange Granular Restore backup captures information about the mail
message, the mail folder, and the mailbox levels of Exchange in a single
pass backup through the Exchange database. With this option enabled, you
can then perform granular recoveries of the Exchange database by
selecting from a list of objects inside Exchange and specifying exactly what
you want to recover without first having to recover or dump the Exchange
database to an alternate location.

Advantages: With an Exchange Granular Restore catalog, there is no need
to wait a long time to perform a restore browse.

Disadvantages: When you generate an Exchange Granular Restore catalog
during each backup, it results in an increased backup window (additional
time to complete the backup job) and an increased workload. CA ARCserve
D2D must go to each mailbox, authenticate, and build the granular
information, which considering the number of mailboxes and size of data,
could be a time consuming task.

Note: If you disable this option, CA ARCserve D2D only saves the general
information for Exchange. Before restore you have an opportunity to
generate an Exchange Granular Restore catalog at that time.

File System Catalog

When this option is selected, enables generation of the file system catalog.
If your browse time is too slow (especially if the CA ARCserve D2D
destination is over a WAN) or if your restore by search time is too slow,
this option helps reduce your wait time. This catalog job will run for each
scheduled backup job after this option is selected.

If this option is not selected, the restores can be performed immediately
after backup without having to wait for the catalog job to finish. By default,
this option is not enabled.

Note: When you generate a File System catalog for each backup job, it
results in an increased amount of disk storage needed to store the
metadata files and catalog files and an increase in CPU usage. In addition, if
the backup source contains a large amount of files, the process of
generating a catalog could be a time consuming task.

Note: If you selected an ReFS volume as the backup source, you will not be
able to generate a catalog and a warning message will be displayed to
inform you of this condition.
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Administrator Account

Specifies the User Name and Password with access rights to perform the
backup. CA ARCserve D2D verifies that the name and password are valid and
the user belongs to an administrator group.

Important! If the Administrator Account credential information for the CA
ARCserve D2D server is changed (User Name/Password), you must also
reconfigure/update the Administrator Account information in this dialog.

Note: To specify a domain account, the format for the user name is a fully
qualified domain user name in the form of "<domain name>\<user name>".

Recover Backup Destination Connection

Lets you update (resynchronize) the connection information to your backup
destination.

You can use this option if you are performing periodic backups to a remote
share computer and then you can change the access credentials (user
name/password) for that remote computer. In this case, typically your next
backup would fail because the access credentials configured at your local
computer do not match the new credentials at the remote computer.

Note: When you click the Update Connection button and the resynchronize
process begins, you cannot cancel it.

Before you click this Update button, perform the following tasks:

m Login to the remote destination computer and use the following net
session command to disconnect the connection between the local CA
ARCserve D2D computer and the remote computer:

net session \\<computer name or IP address> /d

m  Return to the CA ARCserve D2D computer, and click the Update
Connection button.

m  Enter new password for destination.

m  CA ARCserve D2D updates your configured credentials to match the new
credential information at the remote share destination. A pop-up
confirmation screen appears informing you that the credentials have been
updated.

Click Save Settings.

Your advanced backup settings are saved.

Specify Pre/Post Backup Settings

CA ARCserve D2D lets you specify the Pre/Post Backup settings.

Note: To view a video that is related to these Backup Settings, see Manage Backup
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Specify the Pre/Post Backup Settings

1. From the CA ARCserve D2D home page (or CA ARCserve D2D Monitor), select
Settings from the taskbar and then select the Backup Settings tab. When the
Backup Settings dialog opens, select Pre/Post Backup.

The Pre/Post Backup Settings dialog opens.

Settings

!_,_.! Backup Settings E File Copy Settings Copy Recovery Points E Preferences

¥ Pre/Post Backup Settings
g Actions
Commands can be run before andfor after a backup is started
Protection Settings [EE=EUENE]

Password
. T Run a command before backup is started

&)

[T On exit code 0
@&  Run Job
& Fal Job
T Run a command after snapshot is taken

\

I Run a command after backup is over

Pre/Post Backup
Settings

Save Settings Cancel Help

2. Specify your pre/post backup setting options.

Actions

Runs script commands for actions to take before the start of the backup, after
the snapshot image is captured, and/or upon the completion of the backup.
You can also trigger the script command based upon specific exit codes and
select the action to be taken (run job or fail job) when that exit code is
returned.

m  A'"runjob" action directs CA ARCserve D2D to continue to run the job if
the specified exit code is returned.

m A "fail job" action directs CA ARCserve D2D to cancel the job if the
specified exit code is returned.

3. Click Save Settings.

Your pre/post backup settings are saved.
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Manage File Copy Settings

CA ARCserve D2D lets you copy selected source files (copy or move) from a backup
session to a destination (disk or cloud) based upon your specified file copy and retention
criteria. File Copy can be used for copying critical data to secondary locations and can
also be used as an archiving solution. File Copy allows you to safely and securely delete
the source data after it has been copied to an off-site or secondary storage repository.

The advantages of copying files are:

= Improve Efficiency - Helps you to speed backup and recovery processes by copying
and moving unchanged data and reduce the amount of real data being backed up
and stored to tape or disk.

m  Meet Regulatory Compliance - Helps you to preserve important documents, emails,
and other critical data, as necessary to comply with internal rules and external
regulations.

m  Reduce Storage Cost - Helps you to reclaim storage capacity by migrating older or
infrequently accessed data from your primary systems to more cost-effective
archival storage locations.

m  Maintain Multiple File Versions - Helps you to roll back to previous versions of
backed-up files (if necessary) or maintain multiple versions of the same files at
different destinations.

Before you perform your first File Copy job, specify the File Copy settings and policies.
These configurations allow you to specify behaviors such as the source of your file copy
data, destination for your copied files, the schedule for each file copy job, and the
settings and filters applied to your file copy jobs. These settings can be modified at any
time from the CA ARCserve D2D home page.

Note: To improve the performance (upload speed and server load), File Copy can upload
the data to the specified destination in parallel chunks. To configure the number of
chunks that are simultaneously sent to the destination, see Configure File Copy Chunk
Value (../usergde/cad2d configure file copy chunks.htm).

Note: The File Copy job always applies the policies that were defined at the time of
catalog generation for that session, and not the policies that were defined at the time of
backup.

Videos

CA Support: How to: Perform a File Copy Job

YouTube: How to: Perform a File Copy Job
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To manage the File Copy settings, click the Settings link on the CA ARCserve D2D home
page and select the File Copy Settings tab. The File Copy Settings dialogs consist of the
following subordinate tab options:

®  Source
m  Destination (see page 125)

m  Schedule (see page 136)

Specify the File Copy Source

CA ARCserve D2D lets you specify the source settings for your information to be file
copied.

Note: To view a video that is related to the File Copy Settings, see Manage File Copy
Settings.
Follow these steps:

1. From the CA ARCserve D2D home page (or CA ARCserve D2D Monitor), select
Settings from the taskbar and then select the File Copy Settings tab. When the File
Copy Settings dialog opens, select Source.

The File Copy Source dialog opens.

Settings *®
!_:_! Backup Settings E File Copy Settings Copy Recovery Points E Preferences
¥ Enable File Copy.
& File Copy Sources
Each source has a policy that determines what data to copy
Source
Saurce File Capy Policy Palicy type
[rd !
|- Modify |
Schedule
| Save Settings | | Cancel || Help
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2.

Specify your file copy source settings.

Enable File Copy

Enables the scheduled copying of files after the specified number of backups. If
this option is not selected (File Copy disabled), no scheduled file copying is
performed and any changes to the File Copy settings are not validated and
saved.

Note: ReFS and deduplicated NTFS volumes will not be listed as selectable
backup sources to be file copied. As a result, if all the volumes for a specified
backup source are only ReFS or deduplicated NTFS volumes, the file copy
option will be disabled.

File Copy Sources

Displays a selectable listing of all sources, with the corresponding policy (filters)
and type of file copy (copy and retain or copy and move) to be performed after
each successful CA ARCserve D2D backup. These File Copy Sources can be
added, removed, or modified.

Note: CA ARCserve D2D does not copy application files, files with system
attributes, and files with temporary attributes.

Note: File copy does not support mounted volumes as the source. If you
attempt to select a mounted volume as the source, then no files will be copied.

Note: If a symbolic link is selected when specifying the File Copy source folder,
it is replaced with the actual path it points to when saving the settings. From
the File Copy Restore user interface, the actual path will be displayed instead of
the symbolic link.

s Add

When clicked, the Policy type dialog opens to let you initially select the
type of file copy job to perform (copy and retain or copy and move). After
you select the policy type, the corresponding File Copy Policy dialog opens
to let you add a source to copy and specify the corresponding policies for
that source. For more information, see Specify File Copy Policies (see
page 119).

Note: The File Copy source can only be selected from a volume that is
currently selected in Backup Settings. If the source contains ReFS or
deduplicated NTFS volumes, these volumes will not be available for
selection.

= Remove
When clicked removes the selected source from this displayed list.
m  Modify

When clicked, the File Copy Policies dialog opens to let you change the
policy settings for the selected source. For more information, see Specify
File Copy Policies (see page 119).
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3. Click Save Settings.

Your File Copy settings are saved.
Specify File Copy Policies

When you click the Add Source option for File Copy, the Policy type dialog opens to let
you initially select the type of File Copy job to be performed.

: Policy type sl

* File copy
Source files will be copied to destination.
" Fle Copy - Delete Source

Source files will be deleted after the selected files were copied
to destination.

Ol Cancel Help

The available types are File Copy and File Copy - Delete Source.
File Copy

Data is copied from the source to the destination (remains on source location) and
provides multiple stored versions on the destination.

File Copy - Delete Source

Data is moved from the source to the destination (deleted from source location)
and provides more available free space at your source.

When you select File Copy - Delete Source, a warning message is immediately
displayed alerting you that your specified file copied data will be moved (deleted)
from and no longer available at the original source location. Click OK to continue to
the File Copy Policies dialog.

For files copied using the File Copy - Delete Source option, CA ARCserve D2D leaves
a stub file with the "D2DARC" extension. The stub file contains information about
the destination where the files were moved. If a file is restored to the original
location and then gets moved again to the specified destination, then the stub file is
updated with this move information. If necessary, these file copy stub files can be
safely disabled or deleted without any negative impact. (Existing stub files are not
deleted when the registry key is changed to no longer create stub files).

If you want to disable stub file creation, access/create the registry key
"HKLM\SOFTWARE\CA\CA ARCserve D2D\AFArchiveDLL" and then create a DWORD
named "CreateStubFile" with the value set to 0.

Note: If you disable or delete the file copy stub files, you can no longer track the
status and location of moved files.
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If you want to Add a new File Copy source or you want to Modify an existing File Copy
source, the File Copy Policies dialog lets you specify the details.

Depending upon the policy type that is selected, a different File Copy Policies dialog
opens; however, the selections are similar.

File Copy Selected:

' File copy Policies * .

File copy Source
Each source has a policy that determines what data to copy

| Browse

Source Filters

Source filters enable you to specify and limit what is being copied. These filters are only applied to the
corresponding source that is specified,

Include v | File Pattern b b

Type Wariable Walue
i Al

Wou can use wildcard characters '*' and '?' in File/Folder Patterns

o] Cancel Help
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File Copy - Delete Source Selected:

File Copy - Delete Source Policies % |

File Copy - Delete Source
Each source has a policy that determines what data to copy

| Browse

Source Filters

Source filters enable you to specify and limit what is being File Copied. These filtters are only applied to the
corresponding source that is specified.

Include | File Pattern hd hd

Type Wariahle Walue
i Ao

You can use wildcard characters '*' and "?' in File/Folder Patterms

File Size Filter
The file size fitter lets you specify and limit the source data to be Copied based on the size of the file.

[~ Filter by File Sizes b hd
File Age Filter
The file age filters let you specify and limit the source data to be Copied based on the age of the file.
[~ Files not accessed in I b
[~ Files not modified in hd
[~ Files not created in thiz ¥
Ok Cancel Help

File Copy - Source Selection

Lets you specify the file copy source. You can specify or browse to a source volume
or folder.

Source Filters

Filters let you limit the objects to be file copied by certain specified types and
values.
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For more information about these filters, see How File Copy Source Filters Work
(see page 124).

Include v Fie Pattern v ¥
Type Varioble e
Add
Exchude File Pattern [Temp Files("tmp,* temp,)
Include Folder Pattern temp Re e
Include File Pattern Help Files(™ hlp;".chm;)
(Select this to add custom fiters)
Inchude v g
.M Files(™;*.")
Exchude TAudio Fles(™.wav;*.mp3;".m;*.ram;*.rma;*.wma;)
Filter Type Executable Fles(*.exe;*.com;”.sys;*.dk".00;".386;".vxd;*.cmd; " .v

Help Fies(*.hip;*.chm;)
Hyper-V Files(*.vhd;*.avhd;*.vsv;)

Fle Pattemn ¥ 1 Image Fles(* jpg;™ jpeg;*.bmp;*.gf;*.png; ™ .tff; = ;™. mdi; " .emi;* jff)
Fie Pattern Internet Fles(*™.css;*.dim;*.323;*.htm;*.htmi;)
Fodr Paam Office Files(*.txt;.rtf;.doc; ™ xis; . ppt; ™. pps; ™. dook; = xisx; *.ppbx; ™,
Filter Pattern SQL Files(™.sdf;™.sql;*.sqlce;*.bep; *.dri;*.fog *.idx; *.\df; * .mdx; *.ndf;*
(Variable) | Temp Files(*.tmp;*.temp;)

Video Fles{*.avi;*.mpg;*.mvb;*.rm;*.wmv;*.wm;* .wmx; *.swf;*.mp...
VMware Files(*.vmea; ™ .vmac; *.vmba; * .vmt; * .vmtm; *.vmx; *vmhf;*.v
Zip Fles(*.bz;".bz2;".92;" .cab;".img;*.is0; " .th; *.rar; " .taz; " .thz; " .thz

Filter Value
Filter Type
There are two types of filters: Include and Exclude.

An Include filter copies only those objects from the file copy source that match
the specified value.

An Exclude filter copies all objects from the file copy source except those that
match the specified value.

You can specify multiple filters within the same file copy request by separating
each filter value with a comma.

- If you specify multiple Include filters, the data is included in the file copy if
any one of those Include filters matches.

- If you specify multiple Exclude filters, the data is excluded from the file
copy if any one of those Exclude filters matches.

- You can mix both Include and Exclude filters in the same file copy request.

Note: When the specified parameters of Exclude and Include filters conflict, the
Exclude filter is always a higher priority and is enforced. An Include filter can
never file copy an object that was also Excluded.
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Filter Variable (Pattern)
There are two types of variable pattern filters: File Pattern and Folder Pattern.

You can use a File Pattern filter or Folder Pattern filter to include or exclude
certain objects from the file copy.

Filter Value

The filter value lets you limit the information that is file copied by selecting only
the parameter information that you specify, such as .txt files.

CA ARCserve D2D supports the use of wildcard characters to help select
multiple objects to file copy with a single request. A wildcard character is a
special character that can be used as a substitute to represent either a single
character or a string of text.

The wildcard characters asterisk and question mark are supported in the Value
field. If you do not know the complete file/folder pattern value, you can
simplify the results of the filter by specifying a wildcard character.

"*!" _ Use the asterisk to substitute zero or more characters in the value.
- "?"-Use the question mark to substitute a single character in the value.

For example, you can enter *.txt to exclude all files with a .txt extension if you
do not know the specific file name. You can provide as much of the file name as
you know, then use wildcards to fill in the blanks.

Note: When you select File Pattern as the filter type, a drop-down list of
predefined filters for many commonly used files is available (MS-Office files,
Image files, Executable files, Temp files, etc.). After choosing any of the
predefined filters, you can still append or modify the corresponding values.

File Size Filter (File Copy - Delete Source Jobs Only)
This filter only applies to File Copy - Delete Source jobs (not File Copy jobs).

File size filters let you limit the source objects to be file copied based upon the size
of the file. When you enable the file size filter, the parameters that you specify
become the filter for which objects will and will not be included in the file copy. You
can select the range (Equal to or Greater Than, Equal to or Less Than, or Between)
and then enter a value for the size.

For example, if you specify Equal to or Greater Than 10MB, then CA ARCserve D2D
only file copies objects that meet this criteria. All other objects that do not meet
this file size criteria are not file copied.

File Age Filter (File Copy - Delete Source Jobs Only)
This filter only applies to File Copy - Delete Source jobs (not File Copy jobs).

File age filters let you automatically include source objects to be file copied based
upon certain dates for the file. You can select a parameter (Files not accessed in,
Files not modified in, and/or Files not created in) and then enter a value for the
number of days, months, or years for the file age filter. You can select multiple file
age filters for automatic file copying.
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For example, if you specify Files not modified in 180 days, then CA ARCserve D2D
automatically file copies all files that meet this criteria (have not been modified
during the last 180 days).

Important! If you specify both File Size and File Age filters (or multiple File Age filters),
then only the files which meet all of the specified filter parameters are file copied. Files
which do not meet any one of these specified parameters are not file copied.

How File Copy Filters Work

The File Copy source filters for files and folders work as follows:
m  File with "d2darc" and "ASBUARC" extensions are always skipped.
m  Files with system and temporary attributes are always skipped.

m  Windows, Program Files, and D2D installation folders (for both File Copy and File
Copy - delete source policies) are always skipped.

m  The following precedence order is used for filtering (with the highest precedence
listed first):

- Exclude directory filters
- Exclude file filters

- Include directory filters
- Include file filters

- Include Criteria

-  Exclude system and application files (Exchange and SQL only) present in any
location. (This filter is only applicable for File Copy - Delete Source policies).

m  Afile is copied only if the Include Folder or the Include File filter matches, it does
not need to satisfy both filter requirements.

m  The File filter works only on the file name, and does not depend on the path.

For example, if you have the three files "Test.txt", "Hellotest.txt", and
"TestHello.txt" these filters produce the following results:

Test*.txt filter matches only Test.txt and TestHello.txt
- Test* filter matches Test.txt and TestHello.txt

- Test filter does not match anything

- *.txt filter matches all of them

- *test filter does not match anything
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m  AFolder filter works on the policy source level.
For example, if you have the following directory structure:

C:

->799
->->A00
->->->B01
->->->C01
->->->pD01

- If you configure your File Copy Source as "C:\Z99\A00" and you apply an
Include Folder b* filter, then all files under c:\Z99\A00\BO1 are copied.

In this example, the Source includes the parent folder and the asterisk is
located after the "b". As a result all files in any folder subordinate to "A0Q" that
starts with "b" are copied.

- If you configure your File Copy Source as "C:\Z99 and you apply an Include
Folder b* filter, then this filter does not match any folder and no files are
copied.

In this example, the Source does includes the"Z99" grandparent folder, but not
the "A00" parent folder. As a result, there are no "b" folders directly
subordinate to "Z99" and no files are copied.

- However if you specify a *b* filter, it now matches any subordinate folder that
starts with "b" and all files within these "b" folders are then copied.

In this example, the asterisk is now located before the "b". As a result, all files
in any folder subordinate to "C:\Z99" (regardless of the root level) that starts
with "b" are copied.

- If you configure your File Copy Source as "C:\Z99" and you apply an Include
Folder *01 filter, then all subordinate folders containing "01" (B01, C01, and
D01) are copied.

In this example, the asterisk is located before the "01". As a result, all files in
any subordinate folders (regardless of the root level) that contains "01" are
copied.

Note: Folder filters are always relative to the source folder path specified in the
policy.

Specify the File Copy Destination

CA ARCserve D2D lets you specify the destination settings for your information to be file
copied.

Note: To view a video that is related to File Copy Settings, see Manage File Copy
Settings.
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Specify the file copy destination

1. From the CA ARCserve D2D home page (or CA ARCserve D2D Monitor), select
Settings from the taskbar and then select the File Copy Settings tab. When the File
Copy Settings dialog opens, select Destination.

The File Copy Settings Destination dialog opens.

Settings

!_,-.! Backup Settings E File Copy Settings Copy Recovery Poinks E Preferences

Destination

Specify the location to where the data wil be Copied
= File Copy to a local or network drive

> Erowse
& File Copy to Cloud

Configure

Compression

Using compression will reduce the amount of space required on your destination.
Standard Compression v

Encryption

WARNING! It is important that you retain this encryption password to prevent you from forgetting it.
You must remember the exact encryption password that is set because you will not be able to
recover your copied data without this password,
[T Enable encryption to protect the File data
Encryption Password

Confirm Password

Retention Time

Specifies the amount of time that stored data will be retained at the destination. 4t the
end of this retention time, the stored data wil be purged from the destination. This only
applies to data Copied (moved ) using the File Copy - Delete Source palicy.

u] v month(s) |0 ~ | dayis] 4 v | year(s)

File Versions

The maximum number of file versions retained and stored at the File Copy destination.
After this number is exceeded, the earliest (oldest) version will be discarded, allowing you
to always maintain the specified number of stored wersions, This only applies to data copied
using the File Copy option

15

Save Settings Cancel Help
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2. Specify your File Copy destination settings.
Destination

Specifies the destination location for the file copy job. You can only select one
destination.

CA ARCserve D2D lets you specify the settings for file copying your backed-up
files to a disk or to the cloud. For file copying, you can specify to perform a
copy and retain or a copy and move of your backed-up data. The two processes
are similar, with the exception that when you perform a copy and move, the
data is moved from the source to the destination (deleted from source
location) and provides more available free space at your source. When you
perform a copy and retain, the data is copied from the source to the
destination (remains on source destination) and provides multiple stored
versions.

m File Copy to a local or network drive

When selected, lets you specify the full path of the location where you
want to move or copy the source files/folders. The destination can be any
local volume or folder or a file share accessible by any uniform naming
convention (UNC) path. You can browse to this destination location.
Clicking the green arrow icon lets you validate the connection to the
specified destination.

m  File Copy to Cloud

When selected, lets you specify the cloud location where you want to
move or copy the source files/folders. CA ARCserve D2D currently supports
file copying to multiple cloud vendors, such as Amazon S3 (Simple Storage
Service), Windows Azure, Fujitsu Cloud (Windows Azure), and
Eucalyptus-Walrus. These cloud vendors are publicly available web services
which let you safely and securely store and retrieve any amount of data, at
any time, from anywhere on the Web.

You can click the Configure button to display the Cloud Configuration
dialog. For more information, see Specify Cloud Configuration for File

Copy.

Note: To eliminate any potential clock skew error when attempting to
connect to the cloud, verify that your machine has the correct time zone
set and the clock is in sync with the global time. You should always check
the time of your machine against the GMT time. If the time of your
machine is not synchronized with the correct global clock time (within 5 to
10 minutes), your cloud connection may not work. If necessary, reset the
correct time for your machine and rerun your file copy job.

Chapter 4: Settings 127



Manage File Copy Settings

For either destination option, if the connection to the specified destination is
lost or broken, CA ARCserve D2D makes several attempts to continue the file
copy job. If these reattempts are not successful, a makeup job is then
performed from the point where the failure occurred. In addition, the activity
log is updated with a corresponding error message and an email notification is
sent (if configured).

Compression

Specifies the type of compression that is used for File Copy jobs.

Compression is performed to decrease your storage space at the File Copy
destination, but also has an inverse impact on your file copy speed due to the
increased CPU usage.

Note: For a compressed File Copy job, the Activity log displays only the
uncompressed size.

The available options are:
m  No Compression

No compression is performed. This option has the lowest CPU usage
(fastest speed), but also has the largest storage space requirement for your
file copy.

m  Standard Compression

Some compression is performed. This option provides a good balance
between CPU usage and storage space requirement. This is the default
setting.

= Maximum Compression

Maximum compression is performed. This option provides the highest CPU
usage (lowest speed), but also has the lowest storage space requirement
for your file copy.

Encryption

Specifies to use encryption for file copying.

Data encryption is the translation of data into a form that is unintelligible
without a deciphering mechanism. CA ARCserve D2D data protection uses
secure, AES-256 (Advanced Encryption Standard) encryption algorithms to
achieve maximum security and privacy of your specified data.

When an encryption is selected, you must provide (and confirm) an encryption
password.
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Retention Time

This setting only applies to file copied data that is moved (not file copy data
that is retained).

Specifies the amount of time (years, months, weeks, days) that the stored data
is retained at the destination location. At the end of the specified retention
time period, the stored data is purged from the destination.

The retention time calculations are based upon a month being 30 days and a

year being 365 days. For example: If you specify a retention time of 2 years, 2
months, and 5 days, then the total retention time for your file copied data is

795 days (365 + 365 + 30 + 30 + 5).

Important! Because this retention time setting only applies to data that has
been copied and moved from the source to the destination (and not copied and
retained), it is important to understand that at the end of the specified
retention time when the data is purged from the destination, all of this moved
data is no longer stored or saved.

Note: The Retention Time purge process is only triggered if the File Copy
Schedule option is enabled.

File Versions

This setting only applies to copied data that is retained (not copied data that is
moved).

Specifies the number of copies retained and stored at the destination location
(cloud or disk). After this number is exceeded, the earliest (oldest) version will
be discarded. This cycle of discarding the oldest stored version repeats as
newer versions are added to the destination, allowing you to always maintain
the specified number of stored versions.

For example, if your specified File Versions retention count is set to 5 and you
perform five file copies at times t1, t2, t3, t4, and t5, these file copies become
the five file copy versions retained and available to recover. After the sixth file
copy is performed (new version is saved), CA ARCserve D2D will remove the t1
copy and the five available versions to recover are now t2, t3, t4, t5, and t6.

By default, the number of copies retained at the destination location before
discarding is 15.

3. Click Save Settings.

Your File Copy settings are saved.
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Specify Cloud Configuration for File Copy

From the File Copy Settings Destination dialog, you can click the Configure button to
display the Cloud Configuration dialog.

Cloud Configuration X

Note: File Copy jobs toffrom cloud locations are generally slower than File Copy jobs
toffromn disks or network shares.

Wendar Type Amazon 53 h

Connection Settings

Yendor URL 53, AM3zonaws. com
Arcess Key ID <hocess Keyr

Secret Access
Key

Enable Proxy

Prooy Server {proxy serverr Port an

[¥  Proxy serverrequires authentication

Username <domain name»\<user name>
Password ssssesene
Advanced
Bucket Name v | add |22

Click 'Refresh’ to load existing buckets

Bucket Region

Enable Reduced Redundancy Storage

Test Connection QF, Cancel Help

From this dialog you can use the drop-down menu to select which cloud vendor type
you want to use for storage of your file copies. The available options are Amazon S3,
Windows Azure, Fujitsu Cloud (Windows Azure), and Eucalyptus-Walrus. (Amazon S3 is
the default vendor). For more information about Fujitsu Cloud (Windows Azure), see the
Overview and Registration.

Note: If you are using Eucalyptus-Walrus as your file copy cloud vendor, you will not be
able to copy files whose entire path length is greater than 170 characters.
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The configuration options for each cloud vendor are similar (with some different
terminology), and any differences are described.

1.

Specify the Connection Settings:
Vendor URL
Identifies the URL address of the cloud provider.

(For Amazon S3, Windows Azure, and Fujitsu Cloud (Windows Azure), the
Vendor URL is automatically pre-populated. For Eucalyptus-Walrus, the Vendor
URL must be manually entered using the specified format).

Access Key ID/Account Name/Query ID
Identifies the user who is requesting access this location.

(For this field, Amazon S3 uses Access Key ID, Windows Azure and Fujitsu Cloud
(Windows Azure) use Account Name, and Eucalyptus-Walrus uses Query ID).

Secret Access Key/Secret Key

Because your Access Key is not encrypted, this Secret Access Key is a password
that is used to verify the authenticity of the request to access this location.

Important! This Secret Access Key is crucial for maintaining the security of your
accounts. You should keep your keys and your account credentials in a secure
location. Do not embed your Secret Access Key in a web page or other publicly
accessible source code and do not transmit it over insecure channels.

(For this field, Amazon S3 uses Secret Access Key. Windows Azure, Fujitsu Cloud
(Windows Azure), and Eucalyptus-Walrus use Secret Key).

Enable Proxy

If you select this option, you must also include the IP address (or machine
name) of the proxy server and the corresponding port number that is used by
the proxy server for internet connections. You can also select this option if your
proxy server requires authentication. You then must provide the corresponding
authentication information (Username and Password) that is required to use
the proxy server.

(Proxy capability is not available for Eucalyptus-Walrus).
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Specify the Advanced Settings:
Bucket Name/Container

All files and folders moved or copied to the cloud vendor are stored and organized
in your buckets (or containers). Buckets are like a container for your files and are
used to group and organize objects together. Every object stored at the cloud
vendor is placed in a bucket.

(For this field, Amazon S3 and Eucalyptus-Walrus use Bucket Name. Windows Azure
and Fujitsu Cloud (Windows Azure) use Container).

Note: For the remainder of this step, all references to Buckets can also be applied
to Containers unless specified.

You can either select a bucket name from the drop-down list, or you can add a new
bucket name. If necessary, you can click the refresh button to update the list of
available buckets.

To add a new bucket name:

a. Click the Add button next to the Bucket Name field to display the Add New
Bucket dialog.

Add New Bucket »

Bucket Mame

Bucket Region R4

Mote: Bucket name will be prefixed with 'd2d-filecopy-<hosthame>-'

oK Cancel Help

b. Add your new Bucket Name. The new Bucket Name is automatically prefixed
with name "d2d-filecopy-<hostname>-". This is the format for the Bucket Name
you create and is used as your File Copy destination.

Note: When creating a new bucket, CA ARCserve D2D only uses the
"d2d-filecopy-<hostname>-" prefix and CA ARCserve D2D supports restoring
from previous file copy destinations having "d2dfilecopy-<hostname>-" prefixes

A bucket name should be unique, easily identifiable, and compliant with
internet domain naming rules. No two buckets can have the same name. It is
important to understand valid syntax for bucket names.

For Amazon S3 and Eucalyptus-Walrus, refer to the Amazon S3 documentation
for more information about bucket naming requirements.

For Windows Azure and Fujitsu Cloud (Windows Azure), refer to the Microsoft
documentation for more information about container naming requirements.
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c. For Amazon S3 only, select an available region from the drop-down menu. By
default, all available regions are included in the drop-down menu and you can
select the region where you want the new bucket to be created.

Regions allow you to select the geographical region where Amazon S3 stores
the buckets that you create. You should select a Region that provides you with
fast access to your data and allows you to optimize latency, minimize costs, or
address regulatory requirements.

(For Windows Azure, Fujitsu Cloud (Windows Azure), and Eucalyptus-Walrus,
the region is not selectable).

d. After you have specified your values, click OK. The Bucket name is validated
and created at the cloud.

Add New Bucket e
Bucket Marme <hucket narme>
Bucket Region Walidating and creating bucket v

Mlote: Bucket name will be prefised with 'd2d-filecopy-<hosthame>-'

Ok Cancel Helg

e. After you successfully create the new bucket, the main Cloud Configuration
dialog is displayed again, with the new bucket information (name and region)
included in the Advanced Settings fields.

Enable Reduced Redundancy Storage

For Amazon S3 only, this option lets you select to enable Reduced Redundancy
Storage (RRS). RRS is a storage option within Amazon S3 that helps you reduce cost
by storing non-critical, reproducible data at lower levels of redundancy than
Amazon S3’s standard storage. Both the standard and reduced redundancy storage
options store data in multiple facilities and on multiple devices, but with RRS the
data is replicated fewer times, so the cost is less. You should expect the same
latency and throughput using either the Amazon S3 standard storage or RRS. By
default this option is not selected (Amazon S3 uses the standard storage option).

Click Test Connection to verify the connection to the specified cloud location.

Click OK to exit the Cloud Configuration dialog.
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Configure File Copy Settings to Optimize Performance

To improve the performance (upload speed and server load), File Copy can upload data
to the specified destination in parallel chunks and or parallel threads.

Chunk Value

You can set the number of 1-MB chunks that will be simultaneously sent to the
destination. By increasing the number of parallel chunks, you will decrease the time
to complete the job, but will also have an adverse affect on server performance.
Configure this value as necessary to obtain optimal performance.

For example, if you are performing File Copy for a 10-MB file and set the number of
1-MB chunks to 2, then File Copy will write 10 chunks, two at a time. If you see that
this is taking too long to complete the job, change this value to 4. The time to
complete the job will then decrease because File Copy will now be writing 10
chunks, four at a time, but the load on your server will increase.

Threads for Archive Value

File Copy lets you copy more than one file at a time. By default, File Copy transfers 8
files in parallel when the destination is configured to File Systems and transfers 32
files in parallel when the destination is configured to Cloud. If you see that File Copy
is taking too long to transfer the data, increase the number of threads up to 32, to
optimize performance. However, if you experience a problem on a machine with
less memory, decrease the number of threads.

Chunk Value and Threads for Archive Value can be used together to control the
speed of the File Copy. If you increase Chunk Value and Threads for Archive Value,
you see File Copy is performed faster.

For example, if you are transferring 8 files with 10 MB each and set the number of
1-MB chunks to 2, then File Copy will write 16 at a time (8 files X 2-MB chunks), but
the load on your server will increase. When you see the load on the server has
increased to a point where it becomes a problem, decrease the number of threads.
If the destination is a Cloud location, it is recommended that you configure these
settings in such a way that produces at least 20 writes, to optimize performance.

Threads for Restore Value

Restore from a File Copy lets you download more than one file at a time. By default,
restores from file copies downloads 8 files when the File Copy location is configured
to File Systems and downloads 32 files in parallel when the file copy location is
configured to Cloud. If you see that the restore from a File Copy is taking too long to
transfer the data, increase the number of threads up to 32.

Note: Chunk Value does not apply to restore jobs.

Threads for Catalog Synchronization Value

Catalog Synchronization jobs lets you use multiple threads to optimize
performance.
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If you see that the catalog synchronization job is taking too long to transfer the
data, increase the number of threads up to 10. You will see that the job is
performed faster and the load on the server increases. When you see the load on
the server has increased to a point where it becomes a problem, decrease the
number of threads.

To configure the file copy settings to optimize performance, set the corresponding
DWORD values as follows:

1.
2.

Start edit registry.
Locate key:
"HKEY_ LOCAL MACHINE\SOFTWARE\CA\CA ARCserve D2D\AfArchiveD11"

Note: The same registry key is used when your File Copy destination is either File
Systems or a Cloud location.

To modify the value for the number of 1-MB chunks that will be simultaneously
sent to the destination, follow these steps:

a. Manually create a DWORD value for "ArchMultChunklO".

b. Assign a DWORD value:
The available range for the number of chunks is 1 - 4 chunks.
Default: 4 chunks
Maximum: 4 chunks

To modify the value for the number of threads (files) that will be transferred in
parallel to the copy destination, follow these steps:

a. Manually create a DWORD value for "ThreadsForArchive".
b. Assign a DWORD value:
The available range for the number of files is 1 - 32 files.

Default: 8 files when the destination is configured to File Systems and 32 files
when the destination is configured to a Cloud location.

Maximum: 32

To modify the value for the number of file copies that can be downloaded in
parallel from the copy destination, follow these steps:

a. Manually create a DWORD value for "ThreadsForRestore".
b. Assign a DWORD value:
The available range for the number of files is 1 - 32 files.

Default: 8 files when the copy destination is File Systems and 32 files when the
copy destination is a Cloud location.

Maximum: 32
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6. To modify the value for the number of threads (streams) that can be used in parallel
to perform catalog synchronization, follow these steps:

a. Manually create a DWORD value for "ThreadForCatalogSync".
b. Assign a DWORD value:
The available range for the number of files is 1 - 10 threads.
Default: 8 threads

Maximum: 10

Specify the File Copy Schedule

CA ARCserve D2D lets you specify the schedule settings for your information to be file
copied.

Note: To view a video that is related to the File Copy Settings, see Manage File Copy
Settings.

Follow these steps:

1. From the CA ARCserve D2D home page (or CA ARCserve D2D Monitor), select
Settings from the taskbar and then select the File Copy Settings tab. When the File
Copy Settings dialog opens, select Schedule.

The File Copy Settings Schedule dialog opens.

Settings ®

E Backup Settings E File Copy Settings Copy Recovery Points E Preferences

E Schedule
This File Copry job will run after the specified number of C& ARCserve D20 backups are performed.

Source

5

Schedule

Sawe Settings iZancel Help
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2. Specify your File Copy schedule settings.
Schedule
Enables the file copying of data after the specified number of backups.

The file copy process will be launched automatically after the specified number
of successful backups (Full, Incremental, and Verify) and will be based on your
selected File Copy policies.

You can use this setting to control how many times a File Copy job is triggered
each day. For example, if you specify to run a backup job every 15 minutes,
then if you specify to run a File Copy job after every 4 backups, there will be 24
File Copy jobs performed each day (1 each hour).

The number of backups that can be specified before the File Copy job runs
must be in the range 1 - 700. By default, the schedule for file copying is after
every five successful backups are completed.

3. Click Save Settings.

Your File Copy settings are saved.

Configure the Copy Recovery Point Settings

CA ARCserve D2D lets you specify the recovery point copy settings. Before you copy a
recovery point, configure the copy recovery point settings. For a better understanding
about how the options on this dialog can be used to configure your recovery point copy
schedule, see Copy Recovery Points - Example Scenarios (see page 140).

Note: The recovery point copy process is a copy and paste operation only and not a cut
and paste operation. As a result, whenever a scheduled copy recovery point job is
performed CA ARCserve D2D creates an additional copy of the recovery point to the
specified copy destination, while still retaining the original copy of the recovery point at
the backup destination that was specified in Backup Settings.
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Follow these steps:

1.

On the CA ARCserve D2D home page, select Settings from the taskbar.
The Settings dialog opens.
Click the Copy Recovery Points tab.

The Copy Recovery Points dialog opens.
‘Settings %

E Backup Settings E File Copy Settings E Copy Recovery Points E Preferences

Copy Recovery Points

Q [V  Enable Copy Recovery Points

Copy Settings Destination <destination pathz > Browse

The Copy Recovery Points job wil be run after the specdified nurmber of backups are performed.
=]
Specify the number of Copy Recovery Points to keep,

1
Compression Standard Compression >

Encryption Algorithrn | AES-192 &
Encryption Password e

Re-type the Password | ses

Sawe Settings Cancel Help

L |

Select Enable Copy Recovery Points.
When selected, enables the copying of recovery points.

Note: If you do not select this option, no scheduled copying of recovery points is
performed.

Specify the following recovery point copy schedule settings:
Destination

Specifies the storage location for the copy of the selected recovery point.
(Optional) You can click the green arrow button to verify the connection to the
specified location.

Note: The maximum length for the specified destination path is 158 characters.

Copy Recovery Points job will be run after the specified number of backups are
performed

Specifies when the scheduled recovery point copy process is automatically
launched. This process is launched based on your selected copy policies and
specified number of successful backups (Full, Incremental, and Verify).
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You can use this setting to control how many times a recovery point copy
process is triggered each day. For example, if you schedule to run a backup job
every 15 minutes, and copy job after every 4 backups, then it performs 24
recovery point copy jobs each day (1 each hour).

Default: 8
Minimum: 1
Maximum: 1344

Important! If you schedule backup and copy jobs to run at regular intervals and
if the copy job is currently running (in active state) when the scheduled time for
the backup job time arrives, the backup job fails. (The next backup job will run
as scheduled and should be successful if it does not conflict with another copy
job). Because the copy operation takes almost same amount of time as
performing a full backup, the best practice is not to set a frequent schedule for
your recovery point copy jobs.

Specify the number of recovery points to keep

Specifies the number of recovery points that are retained and stored at the
specified copy destination. Discards the oldest recovery point, when this
number is exceeded.

Note: If you do not have sufficient free space at the target destination, reduce
the number of saved recovery points.

Default: 1
Maximum: 1344

5. Select the Compression level.

Compression is typically performed to decrease your disk space usage, but also
has an inverse impact on your backup speed due to the increased CPU usage.

The available options are:

m  No Compression - Compression is not performed. Files are pure VHD. This
option has the lowest CPU usage (fastest speed), but also has the highest
disk space usage for your backup image.

m  No Compression - VHD - Compression is not performed. Files are
converted to .vhd format directly, without the need for manual operations.
This option has the lowest CPU usage (fastest speed), but also has the
highest disk space usage for your backup image.

m  Standard Compression - Some compression is performed. This option
provides a good balance between CPU usage and disk space usage. This
setting is the default setting.

m  Maximum Compression - Maximum compression is performed. This
option provides the highest CPU usage (lowest speed), but also has the
lowest disk space usage for your backup image.
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Note: If your backup image contains uncompressible data (such as JPG images
or ZIP files), additional storage space can be allocated to handle such data. As a
result, if you select any compression option and you have uncompressible data
in your backup, it can actually result in an increase in your disk space usage.

6. If you also want the copied recovery point to be encrypted, specify the following
information:

Encryption Algorithm

Specifies the type of encryption algorithm that is used for the recovery point
copies.

The available format options are No Encryption, AES-128, AES-192, and
AES-256.

Encryption Password

Lets you specify and confirm the encryption password being used to encrypt
the destination session.

7. Click Save Settings.

Your recovery point copy settings are saved.

The copy recovery point settings are successfully configured.

Copy Recovery Points - Example Scenarios

The following example scenarios are provided to give you a better understanding of how
the various options can affect your scheduled copying of recovery points.

For this example, assume that you configured your CA ARCserve D2D backup schedule
as follows:

m  Full Backup - Every 7 days

®  Incremental Backup - Every 1 hour

m  Verify Backup - Every 3 days

and assume:

First backup is on Day #1 at 5:00PM (by default, the first backup is always a Full
Backup)

First Incremental Backup will be on Day #1 at 6:00PM (and every hour after)
m  Recovery Points retention count is set to 31 (default number)

m  Location "D" is configured as the copy destination
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Scenario #1

For this scenario, the Copy Recovery Point settings are as follows:

m  Copy after 4 backups

m  Retain 1 recovery point

Result:

At 8:00PM (after the 4th backup), the scheduled copy job will run and
consolidate all 4 recovery points into a single recovery point and store it at
destination D.

At 12:00 midnight (after the 8th backup), the next scheduled copy job will run
and consolidate all 8 recovery points into a single recovery point and store it at
destination D.

The previous recovery point is removed from destination D because the setting
is to retain only 1 recovery point at the destination.

Scenario #2

For this scenario, the Copy Recovery Point settings are as follows:

m  Copy after 4 backups

m  Retain 4 recovery points

Result:

At 8:00PM (after the 4th backup), the scheduled copy job will run and
consolidate all 4 recovery points into a single recovery point (Recovery Point
#1) and store it at destination D.

At 12:00 midnight (after the 8th backup), the next scheduled copy job will run
to create Recovery Point #2 and store it at destination D.

At 4:00AM on Day #2 (after the 12th backup), the next scheduled copy job will
run to create Recovery Point #3 and store it at destination D.

At 8:00AM on Day #2 (after the 16th backup), the next scheduled copy job will
run to create Recovery Point #4 and store it at destination D.

At 12:00 noon on Day #2 (after the 20th backup), the next scheduled copy job
will run. A new recovery point will be created and the first recovery point
(created after the 8:00PM backup on previous day) is removed from
destination D, because the setting is to retain only 4 recovery points at the
destination.
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Scenario #3

For this scenario, the Copy Recovery Point settings are as follows:
m  Copy after 1 backup
®  Retain 4 recovery points

Result:

— At 5:00PM (after the 1st backup), the scheduled copy job will run to create a
single recovery point (Recovery Point #1) and store it at destination D.

- At 6:00PM (after the 2nd backup), the next scheduled copy job will run to
create Recovery Point #2 and store it at destination D.

- At 7:00PM (after the 3rd backup), the next scheduled copy job will run to
create Recovery Point #3 and store it at destination D.

- At 8:00PM (after the 4th backup), the next scheduled copy job will run to
create Recovery Point #4 and store it at destination D.

- At 9:00PM (after the 5th backup), the next scheduled copy job will run. A new
recovery point will be created and the first recovery point (created after the
5:00PM backup) is removed from destination D, because the setting is to retain
only 4 recovery points at the destination.

Specify Preferences

The Preferences dialog page provides a quick and easy way to specify various options for
the behavior of your CA ARCserve D2D. When clicked, the Preferences dialog opens with
the following subordinate tabs:

m  General (see page 143)

m  Email Alerts (see page 145)

m  Updates (see page 151)

142 User Guide



Specify Preferences

Specify General Preferences

CA ARCserve D2D lets you specify your General preferences:

Specify the General Preferences

1.

From the CA ARCserve D2D home page (or CA ARCserve D2D Monitor), select
Settings from the taskbar and then select the Preferences tab. When the
Preferences dialog opens, select General.

The General preferences dialog opens.

Settings ®

!_,-_! Backup Settings E File Capy Settings Copy Recovery Poinks E Preferences

. General
News Feed

£ [ Show the latest news and product information from the expert advice center

General

Social Networking
m ¥ Show links to facebook and twitter in the main page

Email Alerts Tray Monitor Notifications

& o)
© Errars and Warnings
< MNore

videos
 Use CA Support Wideos
@ Use YouTube Videos

Save Seftings Cancel Help

Specify your General preference settings.
News Feed

When checked, enables RSS feeds of the latest CA ARCserve D2D related news
and product information (from the Expert Advice Center) to be displayed on
the home page.

Social Networking

When checked, displays icons on the home page for access to Twitter and
Facebook for CA ARCserve D2D-related social networking. These selections will
take affect only after refreshing the home page.

Tray Notifications

Select the type of Alert notifications you want to display. The available options
are None, All, and Errors and Warnings.
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Videos

Select the source for viewing CA ARCserve D2D instructional videos when
accessed from either the Getting Started (see page 75) screen or the Support
and Community Access (see page 87) taskbar. The available options for viewing
these "how-to videos" are Use CA Support Videos and Use YouTube Videos.
(The content of the videos are the same at each source).

Note: This selection does not affect the video viewing options available on the
related of the Help topics.

3. Click Save Settings.

Your General preference settings are saved.
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Specify Email Preferences

CA ARCserve D2D lets you specify the following Email Alert preferences:

Specify the Email Alerts Preferences

1.

From the CA ARCserve D2D home page (or CA ARCserve D2D Monitor), select
Settings from the taskbar and then select the Preferences tab. When the
Preferences dialog opens, select Email Alerts.

The Email Alerts preferences dialog opens.

Settings %

!_,_! Backup Settings E File Copry Settings Capy Recovery Points m Preferences

Email Alerts
[W¥  Enable Email Alerts
Email Settings

e EED ) i

Send an alert email notification on

|»

Job Alerts

Mizsed jobs

Backup, File Copy, Restore or Copy Recovery Point job failurefcrash
Backup, File Copy, Restore or Copy Recovery Paint job success

Merge job stopped, skipped, failed, or crashed

I - |

Merge job success

Pk Space Aot

" Badkup destination free space is less than |5 % v

Updates Alerts
T Mew Updates Avalable

Resource Alerts

[¥ Enable Resource Alerts

CPU Usage Memory Usage

dlert Threshald: g5 % ?L?rréshold: as o
Disk Throughput Network 1/0

#ﬁgshold: 0 M5 #L?rréshold: 69 %

Save Settings Cance| Helg

Specify your Email Alerts notification settings.

Automatic email alert notifications are sent upon the completion of selected
events. You can select any or all of the available options.

Note: If you do not need specific notifications for successful jobs, you can configure
CA ARCserve D2D to only send email alerts for failed and missed jobs. This
configuration could help you reduce the amount of email notifications and also
monitor any failures.
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The available options are to send an alert notification for the following events:
Missed jobs

Sends an email alert notification for all missed jobs. A missed job is any
scheduled job that did not run at the scheduled time. A missed job could
happen when some other job of the same type is running or previous job that
started earlier did not finish yet.

CA ARCserve D2D allows different types of jobs to be run in parallel; however,
only one job of each type can be run at the same time. For example, if a copy
job is still running at the scheduled time for another copy job then the
scheduled copy job is missed, but another backup job can still run.

Backup, Catalog, File Copy, Restore, or Copy Recovery Point job failure/crash

Sends an alert notification for all unsuccessful backup, catalog, file copy,
restore, or copy recovery point job attempts. This category includes all failed,
incomplete, and canceled jobs, and crashed attempts.

Note: These email alerts are sent with a high importance. The email alerts that
have a high importance level setting display a visual indicator of an exclamation
point in their Inbox.

Backup, Catalog, File Copy, Restore, or Copy Recovery Point job success

Sends an alert notification for all successful backup, catalog, file copy, restore,
or copy recovery point job attempts.

Merge job stopped, skipped, failed, or crashed

Sends an alert notification for all stopped, skipped, failed, or crashed merge
jobs. If you enable this alert, you are informed once a merge job is
unsuccessful.

A merge failure can occur for the following reasons:
m  The session is mounted.
To solve the problem, you can dismount the session.
m  The session is locked by a catalog job.
The next backup job automatically merges this session.
m  The session is locked due to other reasons.

If you disable this alert, you only know when a merge was unsuccessful from
the balloon message in the tray monitor or the Recovery Points Summary on
the CA ARCserve D2D Home Page.

Merge job success

Sends an alert notification for all successful merge jobs.
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Backup Destination free space is less than

Sends an email alert notification when the amount of unused space at the
backup destination is less than a specified value. For this option, you can
further select either a percentage of the total capacity or a specific value (in
MB) for the threshold level of when the alert notification is sent.

New Updates Available

Sends an email notification when a new update for CA ARCserve D2D is
available. Email notifications are also sent if a failure occurs during the check
for updates or during the download.

Enable Resource Alerts

Sends an email notification when any specified resource threshold level is
reached. To ensure that your server is efficient and reliable, continually be
aware of the performance to identify possible problems and quickly address
bottleneck situations.

Defining threshold levels for these resource indicators is strictly up to you and
your knowledge of your server. You cannot specify right or wrong settings and
could base these alert notifications upon "normal" and acceptable
performance. For example, if your system typically runs at an 80 percent CPU
load, then setting a CPU Usage threshold at 75 percent would not be useful or
efficient.

Each of these resource parameters can be separately configured to send an
alert notification when the corresponding threshold level is reached. The
maximum number that each resource alert email is sent is 5 per day.

- CPU Usage

The specified CPU Usage alert threshold indicates the percentage of CPU
usage for your CA ARCserve D2D protected server. You can use this alert
notification to ensure that your server does not become overloaded too
often.

If your CPU usage is too high, your server response time can become slow
or unresponsive. Therefore, consider spreading out (balancing) your load.

— Disk Throughput

The specified Disk Throughput alert threshold indicates the disk
throughput (MB/second) for your CA ARCserve D2D protected server. You
can use this alert notification to ensure that you are maximizing the
capability of your disk.

If your disk throughput is close to the maximum value your disk can
handle, consider upgrading to a disk that better matches your needs.
Generally a faster disk leads to better performance.
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Specify Email Settings

Memory Usage

The specified Memory Usage alert threshold indicates the percentage of
memory in use on your CA ARCserve D2D protected server. Utilization is
how much of your memory capacity you are using. The higher the
percentage the worse your server performance is going to be.

If your memory use continually becomes too high, determine the process
causing this high usage. You can use this indicator setting to alert you of
when an application or server upgrade can be necessary.

Network I/O

The specified Network I/O alert threshold indicates the percentage of NIC
bandwidth you are currently using on your CA ARCserve D2D protected
server. Utilization is how much of your network interface card (or NIC)
capacity you are using. The higher the percentage the worse your network
performance is going to be.

If your network use continually becomes too high, determine the process
causing this high usage and remedy the problem. In addition, if based on
your specific network capacity the percentage of your network use is too
high during backup time, you can upgrade your NIC card to handle the
higher throughput requirements.

Click Save Settings.
Your Email Alerts preference settings are saved.

After you select to send an email notification, you can then click Email Settings to
display the related dialog.

From the Email Settings dialog, you can specify email settings such as the:

Mail server
Subject title
Who the email is coming from

Email recipients

You can also enable and define your proxy settings. These settings apply to all email
alert notifications and can be modified at any time.
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After you establish your email settings, you can test the settings using the Test Email
button. After a job runs successfully or fails, it is too late to receive an email alert for
having the wrong settings. Therefore, testing the email information that is provided
validates the settings and tries to send an email using the specified settings. If the email
settings are valid, you receive an email indicating so. If the email settings are invalid, you
receive a failure message.

Email Settings ¥

| »

Email Settings

Service Other -
Mail Server Port |25
¥ Requires Authentication

Account Mame

Password

Subject & ARCserve D20 Alart

From

Recipients

[ Use 550 [~ Send STARTTLS ¥ Use HTHML format

¥ Enable Proxy Settings

Proxy Server Fort 11020
¥ Requires Authentication
Proxy Username

Proxy Password

Ell

Test Email CK Cancel Help

Service

The email provider service to use for sending the alert notifications. The available
options are Google Mail, Yahoo Mail, Live Mail, and Other.

m If you select Other, identify the mail server and corresponding port number
used.

m If you select Google Mail, Yahoo Mail, or Live Mail the mail server and port
number fields are automatically populated.

Default: Other
Mail Server

The host name of the SMTP mail server that CA ARCserve D2D can use to send the
email alerts.
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Port
The output port number for the mail server.
Requires Authentication

Specifies if this mail server requires authentication when attempting to send an
email by way of the Internet. When this option is selected, provide the
corresponding user Account Name and Password.

Subject
Subject description for the email alert notifications that CA ARCserve D2D sends.
Default: "CA ARCserve D2D Alert"
From
The email address that CA ARCserve D2D uses to send the email alert notifications.
Recipients
Email address for the recipients of the email alert notifications sent.

Note: To enter multiple email addresses, separate each address with a semi-colon
character.

Use SSL

Email server requires an SSL (Secure Sockets Layer) connection to transmit data
securely by way of the Internet.

Send STARTTLS

Email server requires a STARTTLS (Start TLS extension) command that is issued to
initiate a secure SMTP connection between servers.

Use HTML format

Email alert notifications are sent as HTML. If this option is not selected, the alerts
are sent as plain text. By default, this option is selected.

Enable Proxy Settings

Specifies if you want to connect to a proxy server for sending your email alert
notifications. When this option is selected, provide the corresponding name of the
proxy server and port number.
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Specify Update Preferences
CA ARCserve D2D lets you specify the following Updates preferences:

Specify Updates Preferences

1. From the CA ARCserve D2D home page (or CA ARCserve D2D Monitor), select
Settings from the taskbar and then select the Preferences tab. When the
Preferences dialog opens, select Updates.

The Updates preferences dialog opens.

Settings
E Backup Settings E File Copy Settings Copy Recovery Paoints E Preferences

Updates

- Download Server
m Updates can be downloaded directly from CA Server or from a local staging server

@ Ca Server Prowy Settings | L4

BA i Staging Server
Email Alerts Test Connection

| Click the test connection button ta verify the connection with serverfproxy server,

© | Test Cannection

B Update Schedule
Updates CA ARCserve D2D can check for product updates from the download server at scheduled time
¥ Automatically check for updates

Every Sunday v oatg v am v

Sawve Settings Cancel Help

2. Specify your Updates preference settings.
Download Server

Specifies the source server from where your CA ARCserve D2D server will
connect to and download available updates.

m CA Server

You can use this option to specify that CA ARCserve D2D updates will be
downloaded from the CA Technologies server directly to your local server.

This is the default setting.
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Staging Server

You can use this option to specify the server that will be used as a staging
server.

If you specify more than one staging server, the first listed server will be
designated as the primary staging server. CA ARCserve D2D will initially
attempt to connect to the primary staging server. If for any reason the first
listed server is not available, then the next listed server will become the
primary staging server. The same sequence will be continued until the last
listed server becomes the primary staging server. (The Staging Server list is
limited to the maximum of 5 servers).

—  You can use the Move Up and Move Down buttons to change the staging
server sequence.

- You can use the Delete button to remove a server from this listing.

—  You can use the Add Server button to add a new server to this listing.
When you click the Add Server button, the Staging Server dialog opens,
allowing you to specify the name of the added staging server.

Staging Server b
Mame: ||
Port: 2014

{60 Cancel

CA ARCserve D2D updates will be downloaded from the CA Technologies server
directly to the specified staging server location. After the updates are
downloaded to this staging server, you can then further download the updates
from the staging server to a client server. If you select the Staging Server
location, you must also specify the host name or IP address for the staging
server, along with the corresponding port number.

You cannot specify your same local client server as this staging server. This is an
invalid configuration because the staging server cannot connect to itself to get
and download the available updates from. If you attempt to use your local
client server as the staging server, an error message will be displayed.

Your local machine cannot be selected
a5 a staging server. Provide valid staging
server information.

Ok

Note: You cannot download CA ARCserve D2D updates from a staging server if
HTTPS is enabled on it for web communication.
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m  Proxy Settings

Note: This Proxy Server option is only available when you select CA
Technologies Server as the download server.

Select Proxy Settings to specify if you want the CA ARCserve D2D updates to be
downloaded via a proxy server. A proxy server acts as an intermediary between
your download server (staging or client) and the CA Technologies server to
ensure security, increased performance, and administrative control. This will be
the connection to the CA Technologies server from which your download
server will get the updates.

When you select this option the Proxy Settings dialog opens.

Proxy Settings ><

 Use browser proxy settings (for IE and Chrome only)

' Configure proxy settings
Proxy Server | <Prowye Server Mame= Part
¥ Proxy server requires authentication
User Name  =<daomain name=%<user name=

Passwiotd] | sessssssssssss

0.4 Cancel Help

— Use browser proxy settings

This selection is only applicable to Windows Internet Explorer (IE) and
Google Chrome.

When selected, directs CA ARCserve D2D to automatically detect and use
the same proxy settings that are applied to the browser to connect to the
CA Technologies server for CA ARCserve D2D update information.

- Configure proxy settings

When selected enables the specified proxy server to connect to the CA
Technologies server for CA ARCserve D2D update information. If you select
this option, you must also include the IP address (or machine name) of the
proxy server and the corresponding port number that is used by the proxy
server for internet connections.

In addition, you can also specify if your proxy server will require
authentication. When selected, specifies that authentication information
(User ID and Password) are required to use the proxy server.

Note: The format for user name should be a fully qualified domain user
name in the form of "<domain name>\<user name>".
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Test Connection

Lets you test the following connections and display a status message when
completed:

If you selected "CA Technologies Server" as the download server, tests the
connection between the machine and the CA Technologies server through
the specified proxy server.

If you selected "Staging Server" as the download server, tests the
connection between the machine and the specified staging server. The test
connection button is used to test the availability of each listed staging
server, and a corresponding status is displayed in the Connection Status
field. If none of the configured staging servers are available, a red icon is
displayed on the status Summary section home page to provide a visual
alert of this condition.

Note: The test connection is automatically performed when you launch the
Preferences Updates dialog from the home page. When this auto test is
performed it will check the latest connection status of the previously
configured download server (either CA Technologies Server or Staging
Server(s), whichever is selected). If you previously configured more than one
staging server, then this auto test will be performed on all staging servers to
get the latest connection status.

Update Schedule

Specifies when to check for (and download) new CA ARCserve D2D updates.

With this option selected, specifies to automatically check for new and
available CA ARCserve D2D updates. When you select this option, you then
have drop-down menu capabilities to specify when to perform this
function (every day or weekly on a specified day) and the time of the day
that it will be performed.

Note: The default setting for the day or hour that these checks will be
automatically performed is randomly assigned by CA ARCserve D2D at the
time of installation. After installation, you can use this Update Schedule
setting to change the day and time for these checks.
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By default, if this check determines that a new update is available, CA
ARCserve D2D will also automatically download the update. If you do not
want this automatic download to be performed, you can disable this
function from the D2DPMSettings.INI file. For more information, see
D2DPMSettings.INI file (see page 366) in Appendix B.

- With this option not selected, specifies to disable all automatic check and
download functions (and its status is displayed under status Summary
section of the home page). With this option not selected, these update
functions can only be triggered manually.

Note: If configured you will get an email notification if the scheduled check for
updates discovers that a new update is available. In addition, email
notifications will also be sent if a failure occurs during the check for updates or
during the download.

3. Click Save Settings.

Your Updates preference settings are saved.

Chapter 4: Settings 155






Chapter 5: Using CA ARCserve D2D

This section contains the following topics:

Perform a Backup (see page 157)

Perform File Copy to Disk/Cloud (see page 172)

Perform a Restore (see page 173)

How to Copy a Recovery Point (see page 278)

Mount a Recovery Point (see page 289)

Create a VHD File from a CA ARCserve D2D Backup (see page 293)
How to Deploy CA ARCserve D2D Remotely (see page 295)
View Logs (see page 304)

Manage Server Selection List (see page 305)

How to Create a Boot Kit (see page 307)

Perform Bare Metal Recovery (see page 318)

Add CA ARCserve D2D Licensing (see page 353)

Change Server Communication Protocol (see page 356)
How to Install CA ARCserve D2D Updates (see page 357)

Perform a Backup

Before you perform your first backup, specify the backup settings to be applied to and
control all subsequent backup jobs. These settings are applied to each backup job,
regardless of how you initiate the backup. For more information, see Manage Backup
Settings.

A backup job can be initiated either automatically (based upon your schedule settings)
or manually (immediate ad-hoc backup).

Run a Scheduled Backup

Run a Backup Now
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Backup Considerations

Before you perform a CA ARCserve D2D backup, review the following backup
considerations:

Destination available free space

If your destination does not have sufficient free space, you can consider the
following corrective actions:

- Reduce the number of saved recovery points.
- Increase the available free space at the backup destination.
- Change the backup destination to a larger capacity.

- Reduce the size of the backup source (maybe eliminate unnecessary volumes
from the backup).

— Increase the Compression setting of the backup.
Ensure that you have proper licensing

-  When using CA ARCserve D2D to perform backups (especially for Microsoft SQL
Server and Microsoft Exchange Server), it is important to verify that you have
the proper licenses.

— CA ARCserve D2D uses all the VSS writers during backup to ensure consistent
backups. The only exceptions are Microsoft SQL Server, Microsoft Exchange,
and Hyper-V writers which are only included when they are properly licensed.

Backup disk size

A volume is skipped from a backup if it is on a disk larger than 2 TB and the
compression option is disabled. However, there is no size limitation if compression
is enabled (which is the default setting). As a result, if you want to back up source
volumes larger than 2 TB, you must keep the compression option enabled.

Ensure that you are using a supported disk

Different types of disks are supported as CA ARCserve D2D backup source disks and
destination disks.

For more information, see Disks Supported by CA ARCserve D2D (see page 164).

Selecting your backup frequency and retention count

If your scheduled backups are occurring more frequently than the amount of time it
takes to generate a file system catalog for previous backup jobs, your recovery
point retention count may be exceeded before the file system catalog being
generated for the oldest session is completed. If this happens there may be no
catalog generated for the backup sessions. To avoid this problem, you can either
increase the schedule interval time for your incremental backups or increase the
retention count.
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Backup destination folder manual operations

Manual operations (such as copy, cut, paste, or drag-and-drop) for the backup
destination folder are not successful if a job is active or a user is browsing recovery
points using the ARCserve D2D View. Verify that no active jobs are running or
browsing of recovery points (using ARCserve D2D View) is being performed before
attempting any of these manual operations.

Proper drivers installed
Verify that you have latest drivers/firmware installed for all the devices.
Ensure your machine is properly shutdown.

Even when backup jobs are not running, CA ARCserve D2D is constantly monitoring
changes that are related to the operating system and data. Any detected changes
are then compiled and saved in a list to include as an Incremental Backup after the
next machine start-up. If your machine was not properly shut down and all of the
changed information was not saved, CA ARCserve D2D may perform a more lengthy
Verify Backup for the next backup, even if a Verify Backup was not scheduled.

How running backup jobs on a Hyper-V server affects the tasks that can be
performed

When the CA ARCserve D2D backup job runs on a Hyper-V server, the status of the
VMs is "Backing up" and the following tasks cannot be performed:

- Poweron
- Power off
- Save

- Pause

- Reset

- Snapshot
- Move

- Rename

- Enable replication
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How changing the machine host name can affect saving your settings

When you enter a backup path, CA ARCserve D2D appends the host name to that
path to use as the destination and this host name is also displayed in the settings
dialog. When the name of the machine is changed, you must also change the
destination path (backup, file copy, copy recovery point) by removing the old host
name from the path before you attempt to save the settings.

For example: If your host name is "Host_A" and your backup destination is X:\ and
you change your host name to "Host_B", any changes that are made to your backup
settings are not saved unless you first change the backup destination from
x:\Host_A to x:\ again.

If you do not change the backup destination host name and attempt to save the
settings, CA ARCserve D2D thinks the backup destination "x:\Host_A" is already in
use by Host_A and that Host_A is another machine and does not accept any
changes to the settings.

How changing your backup destination can affect saved recovery points

When you continue performing Incremental Backups to the changed destination
and the specified number of saved recovery points is reached, CA ARCserve D2D
merges the earliest backup sessions to the first destination to maintain the
specified number of recovery points. As this merging process repeats, the number
of recovery points that are saved to the first destination decreases, and at the same
time the number of recovery points for the changed destination increases.
Eventually, there are no recovery points for the first destination and all of the
sessions are merged to the changed destination.

How changing backup destinations can affect continued backups

If you configure and perform a Full Backup (and maybe some Incremental Backups)
to a destination and then you decide to change your backups to a different
destination, you can reconfigure your backup settings and continue performing
Incremental Backups to the new destination without any problems.
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If you later decide to change your backup destination again, you can simply
reconfigure your backup settings again and continue performing Incremental
Backups to the new destination without any problems.

For example:

- If you have a machine and it is configured to back up to Folder A on your
local/remote volume, and after you perform a Full Backup and some
Incremental backups, your destination is getting full and you want to change to
a different destination (Folder B). You can reconfigure the backup settings to
the Folder B destination and CA ARCserve D2D continues performing
Incremental backups to that new destination. As a result, you have your Full
Backup and some Incremental Backups on the original Folder A destination,
and you have some Incremental Backups on the new Folder B destination.

- If after performing some Incremental Backups to Folder B, you decide to
reconfigure to another new destination (Folder C), CA ARCserve D2D will
continue performing Incremental Backups to the Folder C destination because
the link to the original Full Backup location (Folder A) has been maintained.

If you configure and perform a Full Backup (and maybe some Incremental Backups)
to a destination and then you decide to change your backups to a different
destination, you can copy or move the contents from the original destination to the
new destination, and then reconfigure your backup settings and continue
performing Incremental Backups to the new destination without any problems.

However, if you have Full Backups in one location and Incremental Backups in a
second location and then move the contents from the second location to a third
location and attempt to continue performing Incremental Backups, then these
backups fail because the link to the first location has been lost.

For example:

- If you have a machine and it is configured to back up to Folder A on your
local/remote volume, and after you perform a Full Backup and some
Incremental Backups, your destination is getting full and you want to change to
a different destination (Folder B). You can move the contents of Folder A to
Folder B and reconfigure the backup settings to the new Folder B destination.
CA ARCserve D2D continues performing Incremental Backups to that new
Folder B destination. As a result, you have your Full Backup and Incremental
Backups all on the new Folder B destination.

- However, if your first destination is in Folder A (which now contains a Full
Backup and some Incremental Backups) and you change the destination to
Folder B using CA ARCserve D2D backup settings and continue to perform
Incremental Backups, in this scenario, Folder B now only contains Incremental
Backups. Then, if you move the contents from Folder B to another new
destination in Folder C (moving only the Incremental Backups from Folder B
without a Full Backup included), in this scenario, if you continue to perform
Incremental Backups to Folder C, these Incremental Backups fails because the
link to the original Full Backup location (Folder A) has been lost.
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How your Retention Settings can affect your merge performance

Previously the CA ARCserve D2D merge process took a long time to complete and
while the merge job was running, you could not submit any other jobs. The merge
happened inside the backup job (at the end) and in a catalog job (in the beginning).

For example, if each incremental backup generates about 100 GB of data.
Merging the 100 GB of data to the full session takes more than 15 hours to
complete and during this time nothing can be done.

CA ARCserve D2D now allows the merge job to merge multiple sessions at the same
time. In addition, the merge job can be started/stopped and paused/resumed on
demand and does not affect any other jobs. This merge process avoids multiple
reads and writes because it only merges the latest change for each block. The
merge process ignores all the changes that have occurred to the same block during
any intermediate incremental backups. Merging multiple sessions at the same time
is faster than merging them individually.

Slow merge performance is generally caused by the following reasons:

- Merge operation reads data from incremental sessions, and writes to a full
session, in single data blocks (1 - 64 KB).

- Too many I/O operations for a small amount of data.

To resolve this slow merge issue, consider retaining Recovery Sets instead of
Recovery Points. You can configure how many recovery sets to retain, starting with
a full backup, and when the number of recovery sets exceeds the user-specified
one, the oldest recovery set will be deleted, instead of merged. For more
information, see Merge Job Guidelines (see page 167) and Specify Retention
Settings (see page 101).

How volume defragmentation can affect continued backups

Volume defragmentation by Windows native tool affects the size of the block-level
backups because CA ARCserve D2D will continue to incrementally back up all
changed blocks. This means that blocks that shifted during defragmentation will
also be included in the backup, even if no data has changed in the files. As a result,
the backup size may increase. This is expected behavior. If you do not want the
increased backup size and the added backup time is a problem, you can exclude
volumes from defragmentation or stop any schedules for defragmentation.

How to configure backups of replicated volumes

If you are backing up volumes that were replicated using CA ARCserve Replication
and High Availability, you should verify that the spool has been created on a
separate volume and configure your backup settings to exclude the spool volume.
This helps to avoid the backing up of unnecessary temp spool data.

162 User Guide



Perform a Backup

Restrictions for a Microsoft SQL Server Backup

Due to Microsoft SQL Server VSS writer restrictions, some Microsoft SQL Server
databases with a special status are automatically skipped and not backed up. These
databases include:

— Database with 'Restoring' status. This status indicates that the database may be
the log shipping secondary database, the mirror database, or the database
waiting for more backed-up data to be restored.

— Database with 'Offline' status. This status indicates that the database is not
available for general use.

- If your database is configured in one volume and the logs are configured in
another volume and you select only one volume to back up, the Microsoft SQL
application backup is skipped for that particular database.

- If you install Microsoft SQL Server after CA ARCserve D2D has been installed,
and no backup has been performed yet, the Microsoft SQL Server may not be
detected. As a result if you unselect a volume that has that application installed
you may not get a warning notification that you are missing that application
from the backup. This condition will be automatically remedied after you stop
and start the D2D services or perform the next backup.

Restrictions for a Microsoft Exchange Server Backup

- If your database is configured in one volume and the logs are configured in
another volume and you select only one volume to back up, the Microsoft
Exchange application backup is skipped for that particular database.

- Any database in a dismounted state is skipped from Microsoft Exchange
application backup.

- If you install Microsoft Exchange after CA ARCserve D2D has been installed, and
no backup has been performed yet, the Microsoft Exchange server may not be
detected. As a result if you unselect a volume that has that application installed
you may not get a warning notification that you are missing that application
from the backup. This condition will be automatically remedied after you stop
and start the D2D services or perform the next backup.

Restrictions for VSS Writers

CA ARCserve D2D uses all the VSS writers during backup to ensure consistent
backups. The only exceptions are Microsoft SQL Server, Microsoft Exchange, and
Hyper-V writers which are only included when they are properly licensed.

VHD Restrictions for Compression and Encryption

If both compression and encryption are disabled, then CA ARCserve D2D can only
back up the files in .VHD format. CA ARCserve D2D cannot back up the files in
.VHDX format.
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Disks Supported by CA ARCserve D2D

Different types of disks are supported for CA ARCserve D2D backup source and
destination disks. The following matrix lists the types of disks that are supported for
each function.

BMR
Disk (Volume) Type As Backup  As Backup Support
or File Copy Destination pg¢a System and
Source Volume Boot
Volume
System Reserved Partition Yes*2 Not Not Yes
(Windows 2008 R2 Boot applicable  applicable
Manager)
Mounted Volume Yes Yes Yes Yes
(No drive letter/NTFS
formatted)
RAW Volume No No No No
(No drive letter/Not
formatted)
VHD Mounted Volume No Yes*4 No No
(Windows 2008 R2)
GPT Disk:
GPT (GUID Partition Table) Yes Yes Yes Not
Data Disk applicable
GPT (GUI Partition Table) Boot Yes—R16 Yes — Not Yes Yes
Disk Update 5 or recommend
higher ed to put
required CA
ARCserve
D2D
backups on
boot disk
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Disk (Volume) Type

Dynamic Disk:

m  NoRAID

m  Software RAID (RAID-0
(Stripe)

m  Software RAID (RAID-1
(Mirrored)

m Software RAID-5

Hardware RAID (include
Embedded RAID)

File System:

m  FAT/FAT32

m  NTFS

m  REFS

m  Deduplication-enabled
NTFS

Shared Volume:

m  Windows Shared Volume

m Linux Shared Volume
(samba shared)

Device Type:

m  Removable Disk (Ex.
Memory Stick, RDX)

As Backup
or File Copy
Source

Yes

Yes

Yes

No

Yes

No
Yes

Backup: Yes
File Copy:
No

Backup: Yes

File Copy:
No

As Backup

Destination pgta

Yes

Yes

Yes

Yes

Yes

Yes*1
Yes

Yes

Yes

Yes

Yes

Yes

BMR
Support
System and
Volume Boot
Volume
Yes*5 Yes*3
Yes*5 Not .
applicable
Yes*5 No
No Not
applicable
Yes Yes
No No
Yes Yes
Yes Not
applicable
Yes Not
applicable
No No
No No
No No
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BMR
Disk (Volume) Type As Backup  As Backup Support
or File Copy Destination paiq System and
Source Volume Boot
Volume

Notes:

*1

*2

*3
*4

*5

®  Any non-removable disk that appears as a local drive to
a server protected by CA ARCserve D2D will also be
protected. This includes any Fibre Channel (FC)
attached Storage Area Network (SAN) disks, or iSCSI
disks. For iSCSI disks, CA ARCserve D2D can protect
system and data disks; however, iSCSI system disks are
not supported for BMR. Therefore, you should only use
iSCSI for data disks.

m  Supported file copy destinations include Amazon S3,
Windows Azure, Eucalyptus-Walrus, and NTFS local or
network volumes (could be on iSCSI).

FAT/FAT32 cannot hold a single file larger than 4 GB. If after compression the
CA ARCserve D2D file is larger than 4 GB (because the source is very large),
the backup will fail.

CA ARCserve D2D only supports BIOS systems. UEFI systems are not
supported. UEFI systems are supported by CA ARCserve D2D r16 Update 5
and later.

A spanned volume cannot be used as a boot volume.

The VHD mounted volume used as the backup destination should not reside
on a volume which is selected as the backup source.

When your system has multiple dynamic disks, BMR can fail. But, as long as
the system volume is on a basic disk, the system should be able to boot. You
can perform a restore of dynamic disks after the system has booted, by using
the How to Restore Files/Folders procedure.
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Merge Job Guidelines

Review the following merge job guidelines:

A merge job has the lowest priority. When a merge job is running, if any other job
comes in, the merge job will be stopped. After that job completes, the merge will
be resumed/restarted.

You can manually stop/pause the merge job when it is running. If the merge job is
manually stopped/paused, you must manually start/resume it from the CA
ARCserve D2D home page. It will not be resumed/restarted automatically. As a
result, the launching of all scheduled merge jobs will be suspended until you
manually resume them.

If the merge job is automatically stopped it will be automatically started when no
other job is running.

When a merge job is resumed, CA ARCserve D2D will know exactly where to start
the process. If the merge job crashed or the machine was abruptly shut down, the
job is resumed from the previous merge state.

Example 1: When a merge job is started and crashed at 20%, the next time when
the job is restarted, it will start to merge sessions again from 0%.

Example 2: When a merge job is started and paused at 10%, the next time when
the job is restarted, it will start to merge sessions from the 10% point. If it crashes
at 20%, then the merge job will be restarted from the 10% point.

When a merge job is resumed/restarted, if the list of sessions being merged is not
changed since the time it was paused, the merge is resumed. This means it resumes
and continues the merge from the point where it was paused.

When a merge job is resumed/restarted, if the list of sessions being merged is
changed since the time it was paused, the original merge is resumed without any
added/modified sessions. This means the original merge resumes and continues the
merge from the point where it was paused. When the original merge is completed,
a new merge of the added/modified sessions will then be performed.

Example: The original merge job contains 4 backup sessions and is paused when it
completes 90% of the merge. When the merge is resumed, CA ARCserve D2D will
complete the remaining 10% of the original merge and then a new merge will be
performed for the added/modified sessions.

The CA ARCserve D2D home page Job Monitor indicates the merge job status. It
shows the percentage complete and displays more details if needed. For more
information, see Job Monitor Panel (see page 78).

If there are multiple sessions to be merged, they will be merged at once. The time
spent for merging 10 sessions may be very close to the time spent for merging a
single session.

Example: If the merge job is stopped while merging session 1,2 and after some time
when the merge job is resumed, it detects that session 3,4 should be merged as
well. The merge job will merge 1,2,3,4 from the very beginning and the original
merge process of 1,2 will be discarded.
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Example: Set the retention count to 7. You have 10 recovery points (from session
1-10, 1 is the full backup and 2-9 are incremental backups). If the merge job starts,
session 1,2,3 should be purged and session 4 will be the full session after the
merge.

The merge process must be able to keep the recovery point in a consistent state.
You can restore a file from any visible session even if the session is partially merged.
If there is a session merge not completed, the merge job will run in the background
to merge the session.

CA ARCserve D2D in a Microsoft Hyper-V Environment

CA ARCserve D2D provides both host-level and virtual machine (VM) level protection for
Microsoft Hyper-V environments. The following scenarios describe situations that you
can encounter and offer protection solutions using CA ARCserve D2D.

Note: Verify that you apply the appropriate license for each of these scenarios.

1.

Scenario 1 - You want to protect your Hyper-V host server:
Install CA ARCserve D2D on the Hyper-V Host server.

Verify that you back up the system and boot volume (if you are choosing volume
filtering).

If the Hyper-V host server goes down, follow the standard Bare Metal Recovery
procedure in CA ARCserve D2D to recover your Hyper-V host server.

If you want to restore selected files, use the standard CA ARCserve D2D restore
procedure.

Scenario 2 - You want to protect your Hyper-V host server and the Virtual
Machines which are hosted on that server:

Install CA ARCserve D2D on the Hyper-V host server.

Verify that you back up the entire machine to provide complete protection of both
the host server and VMs.
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3. Submit the backup jobs.

4. Torestore a VM from a CA ARCserve D2D backup, there are two possible solutions:

a. Restore the VM to original location:

From the restore window in CA ARCserve D2D, select the VM files (".vhd",
".avhd", configuration files, and so on).

Select "Restore to original location" as the destination and select the
"Overwrite existing files" option for resolving conflicts.

Submit the restore job.

Note: The recommendation is to turn off the VM before submitting the restore
job because if the older file is active, it will be overwritten by CA ARCserve D2D
only after you reboot the Hyper-V host server to complete the restore process.

When the restore job has finished, open the Hyper-V Manager and start
the VM.

If the VM is not yet registered in the Hyper-V Manager, create a VM.
During the VM creation process, point the path of VM’s configuration and
vhd file to the same path of destination location where the restore was
performed.

b. Restore the VM to alternate location on the same Hyper-V Host server:

From the restore window in CA ARCserve D2D, select the VM files (".vhd",
".avhd", configuration files, and so on).

Select "Restore to alternate location" as the destination and provide a
destination path.

Submit the restore job.

When the restore job has finished, open the Hyper-V Manager and create
a VM. During VM creation process, point the path of VM’s configuration
and vhd file to the same path of destination location where the restore
was performed.

When the VM is created, start the VM.

Note: See the Microsoft Hyper-V documentation for more detailed information
for restoring Hyper-V Virtual Machines.
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m  Scenario 3 - You want to protect your Hyper-V Virtual Machines:

To protect your Hyper-V Virtual Machines (VM) using CA ARCserve D2D, there are
two possible solutions:

a. Install CA ARCserve D2D on the Hyper-V host server

- Using the CA ARCserve D2D Backup Settings, select the volume where the
VM files (".vhd", ".avhd", configuration files, and so on) are located.

- Submit a backup job.

- Torestore a Hyper-V Virtual Machine from a CA ARCserve D2D backup,
follow the steps for either of the restore solutions provided in Scenario 2.

b. Install CA ARCserve D2D inside the Windows Virtual Machine

Follow the standard backup and restore procedure to protect the VM, the
same as a physical machine.

Note: For scenarios 2 and 3a, if you attached/mounted an iSCSI LUN directly inside the
VM, the data inside the LUN is not backed up using CA ARCserve D2D Hyper-V host level
backups. You can overcome this limitation by using the same approach as the "Install CA
ARCserve D2D inside the Windows Virtual Machine" solution in scenario 3b.

Run a Backup Automatically

Automatic backup jobs are the same as manual backup jobs, except they are triggered
at pre-configured days and times. You can configure automatic backup jobs using the
Backup Schedule dialog. For more information, see Specify the Backup Schedule (see

page 108).

Videos

CA Support: How to: Perform an Automatic Backup — Configuring Your Backup
Settings.

YouTube: How to: Perform an Automatic Backup — Configuring Your Backup
Settings.

The process for scheduling an automatic backup is as follows:

1. Based upon the configured time settings, CA ARCserve D2D triggers the launching of
each type of scheduled backup job (Full, Incremental, and Verify).

2. Configuration settings specified in the Backup Settings dialogs are applied to the
job.

3. If configured, an email notification is sent to the recipients informing them when
the backup job is completed (or if a problem occurred that prevented the scheduled
backup job from being completed).
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Run a Backup Now

Typically, backups are performed automatically and are controlled by the schedule
settings. However, there can be times when you have to perform an ad-hoc backup
(Full, Incremental, or Verify) immediately.

An ad-hoc backup is need-based, rather than being scheduled in advance as part of a
backup plan. For example, if you have a repeat schedule for Full, Incremental, and Verify
backups and you want to make major changes to your machine, you should perform an
immediate ad-hoc backup without waiting for the next scheduled backup to occur.

An ad-hoc backup also allows you to add a customized (unscheduled) recovery point so
that you can roll back to this previous point in time if necessary. For example, if you
install a patch or service pack and then discover that it adversely affects the
performance of your machine, you may want to roll back to the ad-hoc backup session
that does not include the patch or service pack.

Videos

CA Support: How to Perform a Manual (Ad-Hoc) Backup.

YouTube: How to Perform a Manual (Ad-Hoc) Backup.

Run a backup now

1. From the CA ARCserve D2D home page (or CA ARCserve D2D Monitor), click Backup
Now.

The Run a backup now dialog opens.

Run a backup now 4
& Incremental Backup
 erify Backup
 Full Backup

Backup Mame: | Customized Incremental Backup

Ok Cancel Help

2. Select the type of backup you want to perform.
The available options are Full, Incremental, or Verify.
Full Backup

Initiates a Full Backup of your entire machine or the selected volumes.
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Incremental Backup

Initiates an Incremental Backup of your machine. An Incremental Backup backs
up only those blocks that have changed after the previous backup.

The advantages of Incremental Backups are that it is a fast backup and it
produces a small backup image. This is the most optimal way to perform
backups.

Verify Backup

Initiates a Verify Backup of your machine by examining the most recent backup
of each individual block and comparing the content and information to the
original source. This comparison verifies that the latest backed up blocks
represent the corresponding information at the source. If the backup image for
any block does not match the source, CA ARCserve D2D refreshes
(resynchronizes) the backup of the block that does not match.

Advantages: A very small backup image is produced when compared to a Full
Backup because only the changed blocks (blocks that do not match the last
backup) are backed up.

Disadvantages: The backup time is slow because all of source disk blocks are
compared with the blocks of the last backup..

Note: If you add a new volume to the backup source, the newly added volume is
fully backed up regardless of the overall backup method selected.

If necessary, specify a backup name and click OK. If no backup name is specified, it
is automatically named Customized Full/Incremental/Verify Backup by default.

A confirmation screen appears, and the selected type of backup is launched
immediately.

All configuration settings specified in the Backup Settings dialogs are applied to the
job.

Note: Only one job can be run at a time. If you manually attempt to launch a
backup job now and another job is currently running, an alert message informs you
that another job is running and request that you try again at a later time.

Note: If a custom (ad-hoc) backup job fails, no makeup job is created. A makeup job
is only created for a failed scheduled job.

Perform File Copy to Disk/Cloud

CA ARCserve D2D provides the capability to copy/move files to and from the cloud or
disk, which is based on your specified File Copy and retention policies. File Copy can be
used for copying critical data to secondary locations and can also be used as an archiving
solution. File Copy allows you to safely and securely delete the source data after it has
been copied to an off-site or secondary storage repository.
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The process of file copying CA ARCserve D2D backup information lets you specify the file
copy source, destination, and corresponding policies for the type of File Copy job
performed. The available types are File Copy and File Copy - Delete Source. The two
processes are similar, with the exception that when you perform a File Copy - Delete
Source job, the data is moved from the source to the destination (deleted from source
location) and provides more available free space at your source. When you perform a
File Copy job, the data is copied from the source to the destination (remains on source
destination) and provides multiple stored versions. For more information about
configuring the File Copy settings and polices, see Manage File Copy Settings.

The File Copy process can only be launched automatically as scheduled. For more
information about configuring the schedule settings, see Specify the File Copy Schedule
(see page 136).

Note: For a compressed File Copy job, the activity log displays only the uncompressed

size.

Videos

CA Support: How to: Perform a File Copy Job
YouTube: How to: Perform a File Copy Job

Perform a Restore

CA ARCserve D2D provides you with various tools and options that you can use to
restore data. The aim of running a successful restore job is to quickly identify the data
you need and to retrieve it from the appropriate backup media. Each restore job
requires a source and destination.
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Restore Considerations

Before you perform a CA ARCserve D2D restore, review the following restore
considerations:

m  Restore Considerations for a remote destination

If all the drive letters (A - Z) are occupied, the restore to a remote path will not
succeed because CA ARCserve D2D needs to use one drive letter to mount the
remote destination path.

m  Restore Considerations for Hyper-V servers

On a Hyper-V server (even if you have the proper VM license), you must manually
restore VHD files of VM and then re-register them with Hyper-V Manager.

Note: After the VHDs are restored they are not directly registered with Hyper-V
Manager. You can either attach them to existing VM or create a new VM and attach
those to them.

m  Restore Considerations for a Microsoft SQL Server 2008 database with
FILESTREAM data

Both the database and its related FILESTREAM BLOB data can be automatically
backed-up by CA ARCserve D2D, but the FILESTREAM BLOB data cannot be restored
automatically with the database. This is because FILESTREAM feature is not
supported by the latest SQL Server Writer. As a result, when one database with
FILESTREAM BLOB data is restored, just restoring the database is no longer enough,
and the folder of FILESTREAM BLOB data also needs to be restored.

Note: FILESTREAM is a feature introduced by Microsoft SQL Server 2008, which
provides the capability of storing binary large object (BLOB) data (MP3, Word, Excel,
PDF, etc.) in the NTFS file system, rather than in a database file.

m  Restore Considerations for session dismount time

When you browse the volume of one recovery point which does not have a catalog,
the volume will be mounted. After the volume is mounted, the volume status is
queried every 10 minutes to check if it is used. If it is not used, it will be
dismounted.

To change the default session dismount time of 10 minutes, modify the Registry
Key, using the following information:

m  Registry key path: CA ARCserve D2D Installation path
m  Registry key name: SessionDismountTime

Registry key type: String

Registry key value unit: second

For example: If you set the registry value to 60, the mounted volume status is
queried every 60 seconds and if it is not used for the last 60 seconds, it will be
dismounted.
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Restore Methods

The goal of running a successful restore job is to identify quickly the data you need and
to retrieve it from the appropriate backup location. CA ARCserve D2D provides various
methods to identify and locate the backed up data and allow you to restore it.
Regardless of the restore method you select, CA ARCserve D2D uses visual indicators
(restore markers) of the objects that are or are not selected for restore. For more
information, see Restore Markers (see page 176).

Note: CA ARCserve D2D only allows one restore job to run at the same time. If you
attempt to launch manually a restore job now, and during that time another restore job
is currently running an alert message opens. The alert message informs you that
another job is running and requests that you try again at a later time.

Restore data

1. From the CA ARCserve D2D home page (or CA ARCserve D2D Monitor), select
Restore.

The restore methods selection dialog opens.

Restore 0ol | %

How would you like to restore?

Browse Recovery Points

Browse and select a recavery paint, then select the data to be restored. Use this to
recover files, folders, ar applications.

0l

Browse File copies

Browse the destination lacation (diskicloud), then select the data to be restared. Use this
to recover filesifolders.

Find Files/Folders To Restore
Search for filesifolders to restore from backups and File Copies

B O

Recover VM
Select an entire virtual machine to restore

]

Restore Exchange Mails

Browse and select a recavery paint, then select the data to be restored. Use this to
recover mails, mailbox folders, ar mailboxes.

B

Cancel Help

Chapter 5: Using CA ARCserve D2D 175



Perform a Restore

Restore Markers

2. Select the type of restore you want to perform.

The available options are Browse Recovery Points, Browse File Copies, Find
Files/Folders to Restore, Recover VM, and Restore Exchange Mails.

Note: Use the Browse Recovery Points if you want to restore any applications.

Browse Recovery Points

Lets you browse the available recovery points (successful backups) from a
calendar view. The calendar dates that contain valid recovery points are
highlighted in green. When you select a recovery date, all the associated
recovery points for that date are displayed. You can then browse and select the
backup content (including applications) to be restored.

Browse File Copies

Lets you browse the available File Copy locations (local disk/network drive or
cloud) to locate the specific file or folder that is going to be restored.

Find Files/Folders to Restore

Lets you search for a file name pattern in a specific location and or the file
version that is going to be restored.

Recover VM

Lets you browse the available virtual machine recovery points from a calendar
view. The calendar dates that contain valid recovery points are highlighted in
green. When you select a recovery date, all the associated virtual machine
recovery points for that date are displayed. You can then browse and select the
virtual machine content that is going to be restored.

Restore Exchange Mails

Lets you browse and select individual objects within an Exchange database to
perform a granular-level restore.

Regardless of which restore method you select, when you navigate to a specific volume,
folder, or file to restore, each object displayed in the restore window has a green or gray
box to its left called a marker. These markers are visual indicators of the objects that are
or are not selected for restore.

Green marker

Lets you control the extent of the restore for an object directly. Click a marker to
exclude an object from a restore or to indicate that you want the restore for the
object to be full or partial. As you click the marker, you fill or empty the marker of
color, indicating the extent of the restore.
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Gray marker

These markers are associated with objects that are not real and that you cannot
restore. Typically, these items serve as placeholders under which other objects are
grouped and displayed. As you click the green markers under a gray marker item,
the fill proportion of the gray marker changes automatically from empty to partial
to full depending on the proportion of files you have chosen to restore.

The following table describes the different marker configurations and corresponding
restore levels:

Marker Configuration Description
. Completely filled center. Full restore.
J Partially filled center. Partial restore.
_EI Empty center. Do not restore.

Note: Gray marker configurations follow the same pattern as green marker
configurations, but reflect the proportion of files under them that are selected for
restore.

The fill proportion of a marker at a higher level of the directory tree depends on the fill
proportions of the markers of the objects at the lower levels.

m  [f all the markers at the lower levels are completely filled, then the marker at the
higher level is also automatically completely filled.

m  |f the markers at the lower levels are a mix of completely filled and partially filled,
then the marker at the higher level is automatically partially filled.

If you click a marker at a higher level so that it is completely filled, then all the markers
at the lower levels are automatically filled completely.

How to Restore From a Recovery Point

Each time CA ARCserve D2D performs a successful backup, a point-in-time snapshot
image of your backup is created (recovery point). This collection of recovery points
allows you to locate and specify exactly which backup image you want to restore. If at
some later time, you suspect any of the backed up information is missing, corrupted, or
not reliable, you can then locate and restore from a previous known good version.
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The following diagram illustrates the process to restore from a recovery point:

How to Restore from a Recovery Point

Review the Restore
Prerequisites and

Considerations

Storage
Manager

Specify the Recovery
Foint Information to
Restore

specify the Recovery
Point and Content to
Restore

Define the Restore
Options

Restore the Recovery
Point Content

Verify that Content was
Restored

Perform the following tasks to restore from a recovery point:

1. Review the Restore Prerequisites and Considerations (see page 179)

2. Specify the Recovery Point Information to Restore (see page 181)

a. Specify the Recovery Point and Content to Restore (see page 181)

b. Define the Restore Options (see page 183)

3. Restore the Recovery Point Content (see page 186)

4. Verify that Content was Restored (see page 187)
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SUPPLEMENTAL VIDEO
This procedure contains a supplemental instructional video. Select either CA Support or

YouTube as the source for viewing this video. The versions of the video from CA Support
and YouTube are identical, and only the viewing source is different.

Videos

CA Support: How to Restore from a Recovery Point

YouTube: How to Restore from a Recovery Point

Review the Restore Prerequisites and Considerations

Verify that the following prerequisites exist before performing a restore:
®m  You have at least one recovery point available to restore.

m  You have a valid and accessible recovery point destination to restore the recovery
point content from.

®m  You have a valid and accessible target location to restore the recovery point
content to.
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Review the following restore considerations:

CA ARCserve D2D only allows one restore job to run at the same time. If you
attempt to launch a restore job manually, while another restore job is running, an
alert message opens informing you another job is running and requests you to try
again later.

If the restore is to a remote destination and if all the drive letters (A - Z) are
occupied, the restore to a remote path will not succeed. CA ARCserve D2D needs to
use one drive letter to mount the remote destination path.

(Optional) Understand how the restore process works. For more information, see
How File Level Restores Work (see page 26).

When you attempt to restore an optimized backup session to a non-empty volume

(unoptimized restore), the restore job may take more time than the estimated time
displayed in the job monitor. The amount of data that is processed and the elapsed
time may increase based on the data that is optimized on the volume.

Example:

The backup volume size is 100 GB and after optimization the volume size is reduced
to 50 GB.

When you perform an unoptimized restore of this volume the restore job monitor
displays 100% after restoring 50 GB, but it will take more time to restore the entire
100 GB.

The following Activity log message will be displayed when restoring a catalog
enabled session or a catalog-less session, and the file has attribute
FILE_ATTRIBUTE_SYSTEM (for example, System Volume Information or Recycle Bin
folder) or it is under the %SystemDrive%\Windows directory:

"System files were skipped. If necessary, you can use the Bare Metal Recovery
(BMR) option to restore them."

How File Level Restores Work

During a block-level backup, each backed up file is made up of a collection of blocks that
define that particular file. A catalog file is created containing a list of the backed up files,
along with the individual blocks that were used for each file and the available recovery
points for these files. When you need to restore a particular file, you can search your
backup and select the file you want to restore and the recovery point you want to
restore from. CA ARCserve D2D then collects the version of the blocks that were used
for the recovery point of the specified file, and reassembles and restores the file.

180 User Guide



Perform a Restore

The following flow diagram shows the process of how CA ARCserve D2D restores a

specific file.

File Restored
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Specify the Recovery Point Information to Restore

Recovery Point #4

Recovery Point #3

Recovery Point #2

Recovery Point #1

CA ARCserve D2D provides you with an option to restore data from a recovery point.
The goal of running a successful restore job is to identify quickly the data you need and
to retrieve it from the appropriate backup location. Each restore job requires a source

and destination.

The process involved in restoring from a recovery point is as follows:

1. Specify the Recovery Point and Content to Restore (see page 181)

2. Define the Restore Options (see page 183)

Specify the Recovery Point and Content to Restore

Use the Browse Recovery Points option to restore from a recovery point. When you
select a recovery date, all the associated recovery points for that date are displayed. You
can then browse and select the backup content (including applications) to be restored.

Follow these steps:

1. Onthe CA ARCserve D2D home page (or CA ARCserve D2D Monitor), select Restore.

The restore methods selection dialog opens.

Chapter 5: Using CA ARCserve D2D 181



Perform a Restore

2. Click the Browse Recovery Points option.

The Browse Recovery Points dialog opens.

Restore o

E Browso Recovery Polnts
Backup Location

Select backup location Zpath to backup destdnations -

Recovery Point Date
4 February 2011 ™ # Time Type Mame Catalog...
= M T W T F 5 u 3:22:08 P4 Full Backup Craated

2 3 4 3
e 7 g % 10 1t 12
12 14 15 1 17 18 19

:; :B (=] =5 2s s Date Modified Size
4 gaEc 20.00 G2 -
3 F 8/1/2008 2:10:38...
o o :
* @[ Documents and Seffings L/19/2008 7:47:4...
B Log 1/28/2011 218812
s | 11192008 5:40:5
12:00:00 AM - 2:55:55 AM 003 ParLogs ST .
- 3 ] i . _
2:00:00 AM - 5:59:59 AM Q3 erogram Flles 5/24/2010 3:27:2.. L
£:00:00 AM - £:59:59 &M > @) ProgramData 9f2/2009 4:16:56..
S100:00 AM - 11:59:59 AM = B Users 8/1/2008 1:52:18...
12:00:00 PM - 2:55:55 £M - BT Windows 202242011 12:46: .
3:00:00 PM - 5:53:55 PM [1) o : au ec bal 5/19/2006 5:43:3.. 24 Sytes
£:00:00 FM - 8:58:58 PM
= 15 pootmgr 1192008 3;45:4 325.33 KB
2:00:00 PM - 11:59:58 PM 4
O 5 BOOTSECT RAK 8/2/200 2:10:40., 8.00 K=
o

EY config sys 9/19/1006 514313 .. 10 Sytse

3. Specify or browse to the location where your backup images are stored and select
the appropriate backup source.

You can click the green arrow button to verify the connection to the specified
location. If necessary, enter the Username and Password credentials to gain access
to that source location.

The calendar view appears and all the dates containing recovery points for the
specified backup source are highlighted in green.

4. Select the calendar date for the backup image to restore.

The corresponding recovery points for that date are displayed, with the time of the
backup, the type of backup that was performed (Full, Incremental, or Verify), and
the name of the backup.
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5. Select a recovery point to restore.
The backup content (including any applications) for the selected recovery point
displays.

Note: A clock icon with a lock symbol indicates the recovery point contains
encrypted information and may require a password for restore. If you have
previously entered an encryption password for this recovery point, CA ARCserve
D2D stores this password in a key management database. When called upon, this
password is retrieved and applied to the recovery point to be restored. If the
password cannot be retrieved, a pop-up dialog appears, requesting you to enter a
valid password. (The password may not be retrieved if CA ARCserve D2D has been
reinstalled or if you want to restore an old recovery point or a recovery point of
another machine).

6. Select the content to restore.

m  For a volume-level restore, you can specify to restore the entire volume or
selected files/folders within the volume.

m  For an application-level restore, you can specify to restore the entire
application or selected components, databases, instances, and so on, within
the application.

Note: For sessions that do not have catalog files, the first time you expand the
volume node can take a long time. The length of time can increase due to the
following reasons:

m  The backup source resides on a remote directory.

m  There are a lot of incremental sessions.

m There are a lot of directories/files under the volume root directory.
7. Click Next.

The Restore Options dialog Opens.

The recovery point and content to restore is specified.

Define the Restore Options

After you specify a recovery point and content to restore, define the copy options for
the selected recovery point.
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Follow these steps:

1. Onthe Restore Options dialog, select the restore destination.

Restore =

E Restore Options
Destination
Select the restors destination

' Restore o onginl location

€ Rastore to > Braswac

Resolving Conflicts Directory Structure

Haw shaud CA ARCserya D20 resobe conflctng fles Whether 1o create raat directary curkg restore
© Oversiita susting fles ¥ Create root diactory

B Renlace ative files
© Rerame flles

& Skip existng fles

Backup Encryption Password
The data you are trying to restore is ercryplted. Yoo need o provide password o restare.

Pazseord | sesses

Fravicuz Mext Canc=l Haka

The available destination options are:
Restore to Original Location

Restores to the original location from where the backup image was captured.

Restore to

Restores to the specified location. You can click the green arrow button to
verify the connection to the specified location. If necessary, enter the
Username and Password credentials to gain access to that location.

2. Specify the Resolving Conflicts option that CA ARCserve D2D performs if conflicts
are encountered during the restore process.

The available options are:

Overwrite existing files

Overwrites (replaces) any existing files, which are at the restore destination. All
objects are restored from the backup files regardless of their current presence
on your computer.
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Replace active files

Replaces any active files upon reboot. If during the restore attempt CA
ARCserve D2D discovers that the existing file is currently in use or being
accessed, it will not immediately replace that file, but instead to avoid any
problems will delay the replacement of the active files until the next time the
machine is rebooted. (The restore occurs immediately, but the replacement of
any active files is done during the next reboot).

This option is only available if you select the “Overwrite existing files” option.

Note: If you do not select this option, any active file is skipped from the
restore.

Rename files

Creates a new file if the file name already exists. Selecting this option copies
the source file to the destination with the same filename but a different
extension. Data is then restored to the new file.

Skip existing files

Skips over and not overwrite (replace) any existing files that are located at the
restore destination. Only objects that are not currently existing on your
machine are restored from the backup files.

Default: Skip existing files.
Specify the Directory Structure to create a root directory during restore.
Create root directory

Specifies that if a root directory structure exists in the captured backup image,
CA ARCserve D2D recreates that same root directory structure on the restore
destination path.

With this option not selected, the file or folder is restored directly to the
destination folder.

For example, if during the backup you captured the files
"C:\Folder1\SubFolder2\A.txt" and "C:\Folder1\SubFolder2\B.txt" and during
the restore you specified to the restore destination as "D:\Restore".

m If you select to restore the "A.txt" and "B.txt" files individually, the
destination for the restored files will be "D:\Restore\A.txt" and
"D:\Restore\B.txt" (the root directory above the specified file level will not
be recreated).

m If you select to restore from the "SubFolder2" level, the destination for the
restored files will be "D:\Restore\SubFolder2\A.txt" and
"D:\Restore\SubFolder2\B.txt" (the root directory above the specified
folder level will not be recreated).
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With this option selected, the entire root directory path for the files/folders
(including the volume name) is recreated to the destination folder. If the
files/folders to be restored are from the same volume name, then the
destination root directory path does not include that volume name. However, if
the files/folders to be restored are from different volume names, then the
destination root directory path does include the volume name.

For example, if during the backup you captured the files
"C:\Folder1\SubFolder2\A.txt", "C:\Folder1\SubFolder2\B.txt", and also
E:\Folder3\SubFolder4\C.txt" and during the restore you specified to the
restore destination as "D:\Restore".

m If you select to restore just the "A.txt" file, the destination for the restored
file will be "D:\Restore\ Folder1\SubFolder2\A.txt" (the entire root
directory without the volume name will be recreated).

m If you select to restore both the "A.txt" and "C.txt" files, the destination for
the restored files will be "D:\Restore\C\Folder1\SubFolder2\A.txt" and
"D:\Restore\E\Folder3\SubFolderd\C.txt" (the entire root directory with
the volume name will be recreated).

If necessary, specify the Backup Encryption Password, if the data you are trying to
restore is encrypted.

A password is not required if you are attempting to restore from the same CA
ARCserve D2D computer from where the encrypted backup was performed.
However, if you are attempting to restore from a different CA ARCserve D2D
computer, a password is required.

Note: A clock icon with a lock symbol indicates the recovery point contains
encrypted information and may require a password for restore. If you have
previously entered an encryption password for this recovery point, CA ARCserve
D2D stores this password in a key management database. When called upon, this
password is retrieved and applied to the recovery point to be restored. If the
password cannot be retrieved, a pop-up dialog appears, requesting you to enter a
valid password. (The password may not be retrieved if CA ARCserve D2D has been
reinstalled or if you want to restore an old recovery point or a recovery point of
another machine).

Click Next.

The Restore Summary dialog opens.

The restore options are defined to restore from a recovery point.

Restore the Recovery Point Content

After you define the restore options, verify that your settings are correct and confirm
the restore process. Restore Summary helps you to review all the restore options that
you defined and modify them if necessary.
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Follow these steps:

1. Onthe Restore Summary dialog, review the displayed information to verify that all
the restore options and settings are correct.

Restore 0ol | %

Restore Summary

werify your settings are correct and then click Finish to start the restore process

Files to be restored
Mame Path Size
backup of coi
Copy of jip-restesr
exportdest

2 O Ooom
]

Destination

Restore to ariginal location
Resolving Conflicts

Skip existing files: ves

Directory Structure

Create root directary: Mo

Previous Finizh Cancel Help

m [If the summary information is incorrect, click Previous and go back to the
applicable dialog to change the incorrect setting.

m If the summary information is correct, click Finish to launch the restore process.

The recovery point content is restored.
Verify that Content was Restored

After the completion of the restore process, verify that content was restored to the
specified destination.
Follow these steps:
1. Navigate to the CA ARCserve D2D restore destination you specified.
A list of folders appears.
2. Locate the file to which you have restored the content.

For example, If you select to restore the "A.txt" file to the restore destination as
"D:\Restore, then navigate to the following location:

D:\Restore\A.txt.
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3. Verify the content to confirm the restore job.

The restored content is successfully verified.

How to Restore From a File Copy

Each time CA ARCserve D2D performs a successful file copy job, it backs up all files that
have changed since the last successful file copy job. This restore method allows you to
browse the file copied data and specify exactly which file you want to restore.

188 User Guide



Perform a Restore

The following diagram illustrates the process to restore from a file copy:

How to Restore from a File Copy

Review the Restore
Prerequisites and

Considerations

Storage
Manager

Specify the File Copy
Information to Restore

Specify the File Copy
and Content to Restore

Local or
Metwork
Drive

Specify Cloud
Configuration
For Restore

Define the Restore
Options

Restore the File Copy
Content

Verify that Content was
Restored
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Perform the following tasks to restore from a File Copy:

1.
2.

Review the Restore Prerequisites and Considerations (see page 190)

Specify the File Copy Information to Restore (see page 192)

a. Specify the File Copy and Content to Restore (see page 192)

m  Specify Cloud Configuration for Restore (see page 195)

b. Define the Restore Options (see page 197)

Restore the Recovery Point Content (see page 200)

Verify that Content was Restored (see page 201)

SUPPLEMENTAL VIDEO

This procedure contains a supplemental instructional video. Select either CA Support or
YouTube as the source for viewing this video. The versions of the video from CA Support
and YouTube are identical, and only the viewing source is different.

Videos

CA Support: How to Restore from a File Copy

YouTube: How to Restore from a File Copy

Review the Restore Prerequisites and Considerations

Verify that the following prerequisites exist before performing a restore:

You have at least one file copy available to restore.

You have a valid and accessible file copy destination to restore the file copy content
from.

You have a valid and accessible target location to restore the file copy content to.
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Review the following restore considerations:

m  CA ARCserve D2D only allows one restore job to run at the same time. If you
attempt to launch a restore job manually, while another restore job is running, an
alert message opens informing you another job is running and requests you to try
again later.

m  [f the restore is to a remote destination and if all the drive letters (A - Z) are
occupied, the restore to a remote path will not succeed. CA ARCserve D2D needs to
use one drive letter to mount the remote destination path.

m  File Copy can be enhanced to optimize performance:

File Copy can send multiple chunks simultaneously to the destination
(ArchMultChunklO)

- File Copy can copy more than one file at a time from the destination
(ThreadsForArchive).

- Restore from a File Copy can download more than one file at a time
(ThreadsForRestore).

- Catalog Synchronization uses multiple threads (ThreadForCatalogSync).

You can change the default File Copy Registry values by modifying the appropriate
DWORD value. For more information, see Configure File Copy Settings to Optimize
Performance in the online help.

m  (Optional) Understand how the restore process works. For more information, see
How File Level Restores Work (see page 191).

How File Level Restores Work

During a File Copy, each backed up file is made up of a collection of blocks that define
that particular file. A catalog file is created for every version of the backed up file, along
with the individual blocks that were used for these files. When you need to restore a
particular file, you can browse and select the file you want to restore and the file copy
versions you want to restore from. CA ARCserve D2D then collects the version of the
blocks that were used for the file copy of the specified file, which reassembles and
restores the file.
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The following flow diagram shows the process of how CA ARCserve D2D restores a

specific file.

File
Restored
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File to be
Restored
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File Copy
Blocks
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Specify the File Copy Information to Restore

File Copy (Version 4)

File Copy (Version 3)

File Copy (Version 2)

File Copy (Version 1)

CA ARCserve D2D provides you with an option to restore data from a file copy. The goal
of running a successful restore job is to identify quickly the data you need and to
retrieve it from the appropriate backup location. Each restore job requires a source and

destination.

The process involved in restoring from a file copy is as follows:

1. Specify the File Copy and Content

to Restore (see page 192)

2. Define the Restore Options (see page 197)

Specify the File Copy and Content to Restore

Use the Browse File Copies option to restore from a file copy. This restore method
allows you to browse the file copied data and specify exactly which file you want to

restore.

Follow these steps:

1. Onthe CA ARCserve D2D home page (or CA ARCserve D2D Monitor), select Restore.

The restore methods selection dialog opens.
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2.

Click the Browse File Copies option.

The Restore dialog opens. The destination that is currently showing in the Restore
From field is the configured default File Copy destination.

Restore 0ol | %
Restore From: | =Configured File Copy Destination= Change
Mame Mame Wersion  Date Modified Size
4 QG = ] B datagI7S6.pdf 1 122011 10:58:25 AW 1000 KB

4 @[] file copy data
M ] datals
O[] datalf
O] datad?
4 [ ] datads

4 @[] SmallFiles1

O[5 data8M5L1.1f(1)

B 2 dataBP0G5xps(1)
O 2 dataBT2REP2B9.pdf(1)

M ] SmallFiles2

4 O[] datal9
B[ SmallFilest
B[] SmallFiles2

O] datat0

- Ol datat1

Previous et Cancel Help

If necessary, you can click Change to browse to an alternate location where your file
copy images are stored.

A dialog opens displaying the available alternate destination options.

@ Local or network drive = Cloud

<Local/Metwork Default Location> 2> Browse
Ok Cancel

Local or network drive

The Select a Backup Location dialog opens, allowing you to browse to and
select an alternate local or network drive location.

Cloud

The Cloud Configuration dialog opens, allowing you to access and select an
alternate cloud location. For more information about this dialog, see Specify
Cloud Configuration for Restore (see page 195).
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Regardless of whether you selected to restore from Local or network drive or from
Cloud, when you change the destination to an alternate location a pop-up dialog
will appear, asking you if you want to perform a new catalog synchronization or
read from the existing catalog.

Destination o

Catalog was last synchronized for the selected destination on Thu
Apr21 20:15:12 GMT+530 2011. Do you want perform
synchronization again at this time or read from the existing
catalog?

Synic Erowse Existing Cancel

If it is the first time you are performing a catalog synchronization, the "Browse
Existing" button will be disabled because there is no existing file copy catalog
locally.

If a catalog synchronization has been previously performed, this dialog will display
details about the last time the catalog was synchronized from this destination. If
there were more file copy jobs run since that displayed time, your catalog may not
be currently synchronized and you can select the "Sync" option to ensure your file
copy catalog is up-to-date.

a. Click "Sync" to download the file copy catalog from the specified file copy
destination to your local machine to provide faster browsing.

b. Click “Browse Existing” to use the file copy catalog that is available locally and
not download/sync it again.

On the left pane, specify the file copy data to be restored. You can select file copied
folders or files to be restored.

When you select an individual file to be restored, all file copied versions of that file
are displayed in the right pane. If multiple versions are available, you must select
which file copied version you want to restore.

After selecting the file copied folder or file version to restore, click Next.

The Restore Options dialog opens.

The File Copy and Content to restore is specified.
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Note: The following procedure only applies if you are restoring a file/folder from a file

copy cloud location.

From the Browse File Copies option or the Find Files/Folders to Restore option, click the

Configure button to display the Cloud Configuration dialog.

Cloud Configuration

Note: File Copy jobs toffrom cloud locations are generally slower than File Copy jobs

toffrom disks or network shares,

Wendar Type Amazon 53 i

Connection Settings

Yendor URL =3, AMazonaws. com
Arcess Key ID <hocess Kewr

Secret Access
Key

Enable Proxy

Proxy Server <proxy servers Port a0

[¥  Proxy serverrequires authentication

Username <domain name*\<user name?
Password ssssesene
Advanced
Bucket MName v

Click 'Refresh’ to load existing buckets

Bucket Region

Enable Reduced Redundancy Storage

Test Conneckion QR Cancel

Help

Chapter 5: Using CA ARCserve D2D 195

Perform a Restore



Perform a Restore

Follow these steps:

1.

From the Cloud Configuration dialog, use the drop-down menu to select which
cloud vendor type you want to restore from. The available options are Amazon S3,
Windows Azure, Fujitsu Cloud (Windows Azure), and Eucalyptus-Walrus. (Amazon
S3 is the default vendor). For more information about Fujitsu Cloud (Windows
Azure), see the Overview and Registration.

Note: After encoding the bucket name, if the path length is greater than 170
characters, Eucalyptus-Walrus will not be able to copy files.

Specify the Configuration Options.

The configuration options for each cloud vendor are similar (with some different
terminology), and any differences are described.

a.

Specify the Connection Settings:
Vendor URL
Identifies the URL address of the cloud provider.

(For Amazon S3, Windows Azure, and Fujitsu Cloud (Windows Azure), the
Vendor URL is automatically pre-populated. For Eucalyptus-Walrus, the
Vendor URL must be manually entered using the specified format).

Access Key ID/Account Name/Query ID
Identifies the user who is requesting access this location.

(For this field, Amazon S3 uses Access Key ID, Windows Azure and Fujitsu
Cloud (Windows Azure) use Account Name, and Eucalyptus-Walrus uses
Query ID).

Secret Access Key/Secret Key

Because your Access Key is not encrypted, this Secret Access Key is a
password that is used to verify the authenticity of the request to access
this location.

Important! This Secret Access Key is crucial for maintaining the security of
your accounts. You should keep your keys and your account credentials in
a secure location. Do not embed your Secret Access Key in a web page or
other publicly accessible source code and do not transmit it over insecure
channels.

(For this field, Amazon S3 uses Secret Access Key. Windows Azure, Fujitsu
Cloud (Windows Azure), and Eucalyptus-Walrus use Secret Key).
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Enable Proxy

If you select this option, you must also include the IP address (or machine
name) of the proxy server and the corresponding port number that is used
by the proxy server for internet connections. You can also select this
option if your proxy server requires authentication. You then must provide
the corresponding authentication information (Username and Password)
that is required to use the proxy server.

(Proxy capability is not available for Eucalyptus-Walrus).

b. Specify the Advanced Settings:
Bucket Name/Container

All files and folders moved or copied to the cloud vendor are stored and
organized in your buckets (or containers). Buckets are like a container for
your files and are used to group and organize objects together. Every
object stored at the cloud vendor is placed in a bucket.

Select a bucket name from the drop-down list. If necessary, you can click
the refresh button to update the list of available buckets.

(For this field, Amazon S3 and Eucalyptus-Walrus use Bucket Name.
Windows Azure and Fujitsu Cloud (Windows Azure) use Container).

Bucket Region

For Amazon S3 only, the available region for the specified bucket is
displayed in this field.

(For Windows Azure, Fujitsu Cloud (Windows Azure), and
Eucalyptus-Walrus, the region is not displayed).

Enable Reduced Redundancy Storage

For Amazon S3 only, this option lets you select to enable Reduced
Redundancy Storage (RRS). RRS is a storage option within Amazon S3 that
helps you reduce cost by storing non-critical, reproducible data at lower
levels of redundancy than Amazon S3’s standard storage. Both the
standard and reduced redundancy storage options store data in multiple
facilities and on multiple devices, but with RRS the data is replicated fewer
times, so the cost is less. You should expect the same latency and
throughput using either the Amazon S3 standard storage or RRS. By default
this option is not selected (Amazon S3 uses the standard storage option).

3. Click Test Connection to verify the connection to the specified cloud location.

4. Click OK to exit the Cloud Configuration dialog.

Define the Restore Options

After you specify the file copy information to restore, define the copy options for the
selected file copy and content.
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Follow these steps:

1.

On the Restore Options dialog, select the restore destination.

Restore

E Restore Options

Destination

Select the restore destination

" Restore to original location

i Restore to 2 Browse

Resolving Conflicts Directory Structure
How shiould CA ARCserve D20 resolve conflicting files whether to create root directory during restore
' Overwrite existing files I Create root directory

T Replace active files
i Rename files

@& Skip existing files

File Copy Encryption Password
The data you are trying to restore is encrypted. You need to provide password to restore.
Passwird | eesssss

Previous Texk Cancel Help

The available destination options are:
Restore to Original Location

Restores to the original location from where the backup image was captured.

Restore to

Restores to the specified location. You can click the green arrow button to
verify the connection to the specified location. If necessary, enter the
Username and Password credentials to gain access to that location.

Specify the Resolving Conflicts option that CA ARCserve D2D performs if conflicts
are encountered during the restore process.

The available options are:

Overwrite existing files

Overwrites (replaces) any existing files, which are at the restore destination. All
objects are restored from the backup files regardless of their current presence
on your computer.
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Replace active files

Replaces any active files upon reboot. If during the restore attempt CA
ARCserve D2D discovers that the existing file is currently in use or being
accessed, it will not immediately replace that file, but instead to avoid any
problems will delay the replacement of the active files until the next time the
machine is rebooted. (The restore occurs immediately, but the replacement of
any active files is done during the next reboot).

This option is only available if you select the “Overwrite existing files” option.

Note: If you do not select this option, any active file is skipped from the
restore.

Rename files

Creates a new file if the file name already exists. Selecting this option copies
the source file to the destination with the same filename but a different
extension. Data is then restored to the new file.

Skip existing files

Skips over and not overwrite (replace) any existing files that are located at the
restore destination. Only objects that are not currently existing on your
machine are restored from the backup files.

Default: Skip existing files.
Specify the Directory Structure to create a root directory during restore.
Create root directory

Specifies that if a root directory structure exists in the captured backup image,
CA ARCserve D2D recreates that same root directory structure on the restore
destination path.

With this option not selected, the file or folder is restored directly to the
destination folder.

For example, if during the backup you captured the files
"C:\Folder1\SubFolder2\A.txt" and "C:\Folder1\SubFolder2\B.txt" and during
the restore you specified to the restore destination as "D:\Restore".

m If you select to restore the "A.txt" and "B.txt" files individually, the
destination for the restored files will be "D:\Restore\A.txt" and
"D:\Restore\B.txt" (the root directory above the specified file level will not
be recreated).

m If you select to restore from the "SubFolder2" level, the destination for the
restored files will be "D:\Restore\SubFolder2\A.txt" and
"D:\Restore\SubFolder2\B.txt" (the root directory above the specified
folder level will not be recreated).
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With this option selected, the entire root directory path for the files/folders
(including the volume name) is recreated to the destination folder. If the
files/folders to be restored are from the same volume name, then the
destination root directory path does not include that volume name. However, if
the files/folders to be restored are from different volume names, then the
destination root directory path does include the volume name.

For example, if during the backup you captured the files
"C:\Folder1\SubFolder2\A.txt", "C:\Folder1\SubFolder2\B.txt", and also
E:\Folder3\SubFolder4\C.txt" and during the restore you specified to the
restore destination as "D:\Restore".

m If you select to restore just the "A.txt" file, the destination for the restored
file will be "D:\Restore\ Folder1\SubFolder2\A.txt" (the entire root
directory without the volume name will be recreated).

m If you select to restore both the "A.txt" and "C.txt" files, the destination for
the restored files will be "D:\Restore\C\Folder1\SubFolder2\A.txt" and
"D:\Restore\E\Folder3\SubFolderd\C.txt" (the entire root directory with
the volume name will be recreated).

4. The Encryption Password for file copy destination is loaded automatically. If you
select an alternate destination for the restore, you will need to enter the encryption
password manually.

5. Click Next.

The Restore Summary dialog opens.

The restore options are defined to restore from a file copy.

Restore the File Copy Content

After you define the restore options, verify that your settings are correct and confirm
the restore process. Restore Summary helps you to review all the restore options that
you defined and modify them if necessary.
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Follow these steps:

1. Onthe Restore Summary dialog, review the displayed information to verify that all
the restore options and settings are correct.

Restore 0ol | %

Restore Summary

werify your settings are correct and then click Finish to start the restore process

Files to be restored
Mame Path Size
backup of coi
Copy of jip-restesr
exportdest

2 O Ooom
]

Destination

Restore to ariginal location
Resolving Conflicts

Skip existing files: ves

Directory Structure

Create root directary: Mo

Previous Finizh Cancel Help

m [If the summary information is incorrect, click Previous and go back to the
applicable dialog to change the incorrect setting.

m If the summary information is correct, click Finish to launch the restore process.

The file copy content is restored.
Verify that Content was Restored

After the completion of the restore process, verify that content was restored to the
specified destination.
Follow these steps:
1. Navigate to the CA ARCserve D2D restore destination you specified.
A list of folders appears.
2. Locate the file to which you have restored the content.

For example, If you select to restore the "A.txt" file to the restore destination as
"D:\Restore, then navigate to the following location:

D:\Restore\A.txt.
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3. Verify the content to confirm the restore job.

The restored content is successfully verified.
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How to Restore Files/Folders

Each time CA ARCserve D2D performs a successful backup, all backed up files/folders
are included in the snapshot image of your backup. This restore method allows you to
specify exactly which file/folder you want to restore.

The following diagram illustrates the process to restore specific files/folders:
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Perform the following tasks to restore files/folders:

1.
2.

Review the Restore Prerequisites and Considerations

Specify the File/Folder Information to Restore (see page 207)

a. Specify the File/Folder Location (see page 207)

m  Specify Cloud Configuration for Restore (see page 195)

b. Specify the File/Folder to Restore (see page 213)

c. Define the Restore Options (see page 214)

Restore the File/Folder (see page 217)

Verify that the File/Folder was Restored (see page 218)

SUPPLEMENTAL VIDEO

This procedure contains a supplemental instructional video. Select either CA Support or
YouTube as the source for viewing this video. The versions of the video from CA Support
and YouTube are identical, and only the viewing source is different.

Videos

CA Support: How to Restore Files/Folders

YouTube: How to Restore Files/Folders

Review the Restore Prerequisites and Considerations

Verify that the following prerequisites exist before performing a restore:

You have at least one backup or file copy version available to restore.

You have a valid and accessible backup or file copy destination to restore the
backup or file copy content from.

You have a valid and accessible target location to restore the backup or file copy
content to.

Review the following restore considerations:

CA ARCserve D2D only allows one restore job to run at the same time. If you
attempt to launch a restore job manually, while another restore job is running, an
alert message opens informing you another job is running and requests you to try
again later.

If the restore is to a remote destination and if all the drive letters (A - Z) are
occupied, the restore to a remote path will not succeed. CA ARCserve D2D needs to
use one drive letter to mount the remote destination path.
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(Optional) Understand how the restore process works. For more information, see
How File Level Restores Work (see page 206).

Note: The process for restoring from a file copy location is similar to restoring from
a backup location.

When you attempt to restore an optimized backup session to a non-empty volume
(unoptimized restore), the restore job may take more time than the estimated time
displayed in the job monitor. The amount of data that is processed and the elapsed
time may increase based on the data that is optimized on the volume.

Example:

The backup volume size is 100 GB and after optimization the volume size is reduced
to 50 GB.

When you perform an unoptimized restore of this volume the restore job monitor
displays 100% after restoring 50 GB, but it will take more time to restore the entire
100 GB.

For Windows 2003 and Windows XP, if the session you are attempting to recover is
a catalog-less session which contains one or more hard links, the recovery of those
hard links may be skipped. If this occurs, a warning message will be displayed, the
Activity Log will contain an entry identifying this condition, and you will need to
recover those skipped hard links.

The recovery of hard links consists of two processes:
- Recover the data file.

— Recreate all hard links pointing to this data file.
To recover a skipped hard link, perform the following:

1. Using the Mount Recovery Point option on the homepage, mount the recovery
point for the session you need to restore from, to an alternate drive.

2. If you don’t know the name of the data file and the hard links that you want to
recover, you can access the Activity Log and record the full path of the skipped
hard links.

3. Onthe alternate drive where you mounted the recovery point, use the
“findlinks.exe” utility to find all the hard links associated with the same data
file.

If necessary, you can download the “findlinks.exe” utility from the following
location:

http://technet.microsoft.com/en-us/sysinternals/hh290814

4. Copy one of the hard link files from the mounted recovery point to the
destination location.

5. Run the “fsutil.exe” utility to create the remaining hard links, pointing to same
data file copied in the previous step.
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How File Level Restores Work

During a block-level backup, each backed up file is made up of a collection of blocks that
define that particular file. When you need to restore a particular file, you can search
your backup and select the file you want to restore and the recovery point you want to
restore from. CA ARCserve D2D then collects the version of the blocks that were used
for the recovery point of the specified file, and reassembles and restores the file.

Note: When you specify your backup settings, you have an option to create a file catalog
during backup. This file catalog lets you browse the backup sessions faster during
restore. If you choose not to create the catalog during backup, it can still be created at a
later time.

The following flow diagram shows the process of how CA ARCserve D2D restores a
specific file.

File Restored

File to be
Restored
R S Selected
CATALOG
(optional)
>
o BACKUP |
'S -
DEOEEED | oo
¢ .
RS:E;I;; 3 n 6 (|7 H m Recovery Point #3
Point Blocks .
Assembled © 7
1 3 n 6|7 nm Recovery Point #2

DEBOBEB | o
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Specify the File/Folder Information to Restore

CA ARCserve D2D provides you with an option to find and restore a specific file or
folder. The goal of running a successful restore job is to identify quickly the data you
need and to retrieve it from the appropriate backup location. Each restore job requires a
source and destination.

The process involved in restoring by find files/folders is as follows:

1. Specify the File/Folder Location (see page 207)

m  Specify Cloud Configuration for Restore (see page 195)

2. Specify the File/Folder to Restore (see page 213)

3. Define the Restore Options (see page 214)

Specify the File/Folder Location

Use the Find Files/Folders option to restore files and folders. This restore method allows
you to specify exactly which file or folder you want to restore.
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Follow these steps:

1.

On the CA ARCserve D2D home page (or CA ARCserve D2D Monitor), select Restore.
The restore methods selection dialog opens.
Click the Find Files/Folders to Restore option.

The Find Files/Folders to Restore dialog opens.

Restore *

E Find Files/Folders to Restore
The locations from where you search
V| File Copy Location
<file copy location: Change

/| Backup Location

<backup location: 7 Browse

" Search all recovery points
+ Select recovery points to search

Select recovery points

Start Time 11f10f12 E End Time 11f10f12 9 Filter

Tirne Backup Type Marme Catalog

o 11/10/2012 3:23:02 &M Incremental Backup Created i

© 11/10/2012 2:08:02 &M Incremental Backup Created =

o 11/10/2012 2:53:02 &AM Incremental Backup Created

O 11/10/2012 2:22:02 &M Incremental Backup Created

o 11/10/2012 2:223:02 &M Incremental Backup Created

0O 11{10/2012 2:08:02 AM Incremental Backup Created =
: Page 1 of 1 Displaying 1 - 14 of 14
i Previous et Cancel Help

Specify where to search (Backup Location and/or File Copy Location).

Note: By default, the Backup Location and File Copy Location fields display the
corresponding path used for the most recent backup/file copy destinations.

a. Select File Copy Location or click the Change button to change the search
location to the destination where your file copy images are stored.

If you click the Change button, the Destination dialog opens and you can select
Local or network drive or Cloud.

Destination *

" Local or network drive i Cloud

> Browze

(833 Cancel
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m If you select Local or network drive, you can either specify a location or
browse to the location where your file copy images are stored.

You can click green arrow validate icon to verify proper access to the
source location.

m If you select Cloud, you can either specify a cloud location or click the
Configure button to display the Cloud Configuration dialog. For more
information, see Specify Cloud Configuration for Restore (see page 195).

Regardless of whether you selected to restore from Local or network drive or
from Cloud, when you change the destination to an alternate location a pop-up
dialog will appear, asking you if you want to perform a new catalog
synchronization or read from the existing catalog.

Destination o

Catalog was last synchronized for the selected destination on Thu
Apr21 20:15:12 GMT+530 2011. Do you want perform
synchronization again at this time or read from the existing
catalog?

Sync Erowse Existing Cancel

m [fitis the first time you are performing a catalog synchronization, the
"Browse Existing" button will be disabled because there is no existing file
copy catalog locally.

m If a catalog synchronization has been previously performed, this dialog will
display details about the last time the catalog was synchronized from this
destination. If there were more file copy jobs run since that displayed time,
your catalog may not be currently synchronized and you can select the
"Sync" option to ensure your file copy catalog is up-to-date.

1. Click "Sync" to download the file copy catalog from the specified file
copy destination to your local machine to provide faster browsing.

2. Click “Browse Existing” to use the file copy catalog that is available
locally and not download/sync it again.
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b. Select Backup Location and then either specify or browse to the location where
your backup images are stored. You can click the green arrow validate icon to
verify proper access to the source location.

When you select the Backup Location option, two subordinate options become
enabled to allow you to further define what recovery points will be included in
the search.

m  Search all recovery points - This option is selected by default and all
recovery points for the specified backup location will be included in the
search.

m  Select recovery points to search - If you select this option, all available
recovery points created today for the specified backup location will be
displayed. You can then click on the corresponding green box to select
each recovery point that you want to include in the search.

Note: If during your search of selected recovery points you get a timeout
error, you should reduce the number of selected recovery points to avoid
this problem.

Note: If your selected session has a catalog already generated, the restore
process will continue. If your selected session does not have a catalog already
generated, a pop-up message will be displayed, asking you if you want to
continue the restore without generating a catalog or if you want to generate
the catalog now and then continue the restore once the catalog job is
complete.

The Backup or File Copy location is specified.
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Note: The following procedure only applies if you are restoring a file/folder from a file

copy cloud location.

From the Browse File Copies option or the Find Files/Folders to Restore option, click the

Configure button to display the Cloud Configuration dialog.

Cloud Configuration

Note: File Copy jobs toffrom cloud locations are generally slower than File Copy jobs

toffrom disks or network shares,

Wendar Type Amazon 53 i

Connection Settings

Yendor URL =3, AMazonaws. com
Arcess Key ID <hocess Kewr

Secret Access
Key

Enable Proxy

Proxy Server <proxy servers Port a0

[¥  Proxy serverrequires authentication

Username <domain name*\<user name?
Password ssssesene
Advanced
Bucket MName v

Click 'Refresh’ to load existing buckets

Bucket Region

Enable Reduced Redundancy Storage

Test Conneckion QR Cancel

Help
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Follow these steps:

1.

From the Cloud Configuration dialog, use the drop-down menu to select which
cloud vendor type you want to restore from. The available options are Amazon S3,
Windows Azure, Fujitsu Cloud (Windows Azure), and Eucalyptus-Walrus. (Amazon
S3 is the default vendor). For more information about Fujitsu Cloud (Windows
Azure), see the Overview and Registration.

Note: After encoding the bucket name, if the path length is greater than 170
characters, Eucalyptus-Walrus will not be able to copy files.

Specify the Configuration Options.

The configuration options for each cloud vendor are similar (with some different
terminology), and any differences are described.

a.

Specify the Connection Settings:
Vendor URL
Identifies the URL address of the cloud provider.

(For Amazon S3, Windows Azure, and Fujitsu Cloud (Windows Azure), the
Vendor URL is automatically pre-populated. For Eucalyptus-Walrus, the
Vendor URL must be manually entered using the specified format).

Access Key ID/Account Name/Query ID
Identifies the user who is requesting access this location.

(For this field, Amazon S3 uses Access Key ID, Windows Azure and Fujitsu
Cloud (Windows Azure) use Account Name, and Eucalyptus-Walrus uses
Query ID).

Secret Access Key/Secret Key

Because your Access Key is not encrypted, this Secret Access Key is a
password that is used to verify the authenticity of the request to access
this location.

Important! This Secret Access Key is crucial for maintaining the security of
your accounts. You should keep your keys and your account credentials in
a secure location. Do not embed your Secret Access Key in a web page or
other publicly accessible source code and do not transmit it over insecure
channels.

(For this field, Amazon S3 uses Secret Access Key. Windows Azure, Fujitsu
Cloud (Windows Azure), and Eucalyptus-Walrus use Secret Key).
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Enable Proxy

If you select this option, you must also include the IP address (or machine
name) of the proxy server and the corresponding port number that is used
by the proxy server for internet connections. You can also select this
option if your proxy server requires authentication. You then must provide
the corresponding authentication information (Username and Password)
that is required to use the proxy server.

(Proxy capability is not available for Eucalyptus-Walrus).

b. Specify the Advanced Settings:
Bucket Name/Container

All files and folders moved or copied to the cloud vendor are stored and
organized in your buckets (or containers). Buckets are like a container for
your files and are used to group and organize objects together. Every
object stored at the cloud vendor is placed in a bucket.

Select a bucket name from the drop-down list. If necessary, you can click
the refresh button to update the list of available buckets.

(For this field, Amazon S3 and Eucalyptus-Walrus use Bucket Name.
Windows Azure and Fujitsu Cloud (Windows Azure) use Container).

Bucket Region

For Amazon S3 only, the available region for the specified bucket is
displayed in this field.

(For Windows Azure, Fujitsu Cloud (Windows Azure), and
Eucalyptus-Walrus, the region is not displayed).

Enable Reduced Redundancy Storage

For Amazon S3 only, this option lets you select to enable Reduced
Redundancy Storage (RRS). RRS is a storage option within Amazon S3 that
helps you reduce cost by storing non-critical, reproducible data at lower
levels of redundancy than Amazon S3’s standard storage. Both the
standard and reduced redundancy storage options store data in multiple
facilities and on multiple devices, but with RRS the data is replicated fewer
times, so the cost is less. You should expect the same latency and
throughput using either the Amazon S3 standard storage or RRS. By default
this option is not selected (Amazon S3 uses the standard storage option).

3. Click Test Connection to verify the connection to the specified cloud location.

4. Click OK to exit the Cloud Configuration dialog.

Specify the File/Folder to Restore

After you specify the backup or file copy location, search for the file or folder name to
restore. If a file has multiple file copy versions, all versions are listed and sorted by date
(with the most recent listed first).
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Follow these steps:

1.

From the Find Files/Folders to Restore dialog, click Next.

If you chose to perform restore by search and the catalog for the specified recovery
point is not already generated, a pop-up message will be displayed when you
launch the restore process asking if you want to generate the catalog at this time.

m If you select Yes, the catalog will get generated as soon as you request it to do
so. However, this will not perform the restore. After the catalog is generated,
you will then need to go back to the restore option and launch the restore
again.

m If you select No, the restore process will continue without generating a catalog.
Specify what to search for (file or folder name to restore).

Note: The File Name field supports full name searching and wildcard searching. If
you do not know the complete file name, you can simplify the results of the search
by specifying the wildcard characters "*" and "?" in the File Name field.

The wildcard characters supported for the file or folder name are as follows:
m  Use the asterisk to substitute zero or more characters in a file or folder name.
m  Use the question mark to substitute a single character in a file or folder name.

For example, if you specify *.txt, all files with a .txt file extension appear in the
search results.

(Optional) Specify a path to further filter your search and select whether to include
or not include any subdirectories.

Click Find to launch search results.

The search results are displayed. If the searched file has multiple file copy versions,
all versions will be listed, sorted by date (with the most recent listed first). It also
indicates if the searched file was backed up or file copied.

Select the version (occurrence) of the file/folder that you want to restore and click
Next.

The Restore Options dialog opens.

The file/folder name to be restored is specified.

Define the Restore Options

After you specify the file or folder to restore, define the restore options for the selected
file or folder.
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Follow these steps:

1. From the Restore Options dialog, select the restore destination.

Restore

E Restore Options

Destination

Select the restore destination

" Restore to original location

i Restore to 2 Browse

Resolving Conflicts Directory Structure
How shiould CA ARCserve D20 resolve conflicting files whether to create root directory during restore
' Overwrite existing files I Create root directory

T Replace active files
i Rename files

@& Skip existing files

File Copy Encryption Password
The data you are trying to restore is encrypted. You need to provide password to restore.
Passwird | eesssss

Previous Texk Cancel Help

The available destination options are:
Restore to Original Location

Restores to the original location from where the backup image was captured.

Restore to

Restores to the specified location. You can click the green arrow button to
verify the connection to the specified location. If necessary, enter the
Username and Password credentials to gain access to that location.

Specify the Resolving Conflicts option that CA ARCserve D2D performs if conflicts
are encountered during the restore process.

The available options are:

Overwrite existing files

Overwrites (replaces) any existing files, which are at the restore destination. All
objects are restored from the backup files regardless of their current presence
on your computer.
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Replace active files

Replaces any active files upon reboot. If during the restore attempt CA
ARCserve D2D discovers that the existing file is currently in use or being
accessed, it will not immediately replace that file, but instead to avoid any
problems will delay the replacement of the active files until the next time the
machine is rebooted. (The restore occurs immediately, but the replacement of
any active files is done during the next reboot).

This option is only available if you select the “Overwrite existing files” option.

Note: If you do not select this option, any active file is skipped from the
restore.

Rename files

Creates a new file if the file name already exists. Selecting this option copies
the source file to the destination with the same filename but a different
extension. Data is then restored to the new file.

Skip existing files

Skips over and not overwrite (replace) any existing files that are located at the
restore destination. Only objects that are not currently existing on your
machine are restored from the backup files.

Default: Skip existing files.
Specify the Directory Structure to create a root directory during restore.
Create root directory

Specifies that if a root directory structure exists in the captured backup image,
CA ARCserve D2D recreates that same root directory structure on the restore
destination path.

With this option not selected, the file or folder is restored directly to the
destination folder.

For example, if during the backup you captured the files
"C:\Folder1\SubFolder2\A.txt" and "C:\Folder1\SubFolder2\B.txt" and during
the restore you specified to the restore destination as "D:\Restore".

m If you select to restore the "A.txt" and "B.txt" files individually, the
destination for the restored files will be "D:\Restore\A.txt" and
"D:\Restore\B.txt" (the root directory above the specified file level will not
be recreated).

m If you select to restore from the "SubFolder2" level, the destination for the
restored files will be "D:\Restore\SubFolder2\A.txt" and
"D:\Restore\SubFolder2\B.txt" (the root directory above the specified
folder level will not be recreated).
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With this option selected, the entire root directory path for the files/folders
(including the volume name) is recreated to the destination folder. If the
files/folders to be restored are from the same volume name, then the
destination root directory path does not include that volume name. However, if
the files/folders to be restored are from different volume names, then the
destination root directory path does include the volume name.

For example, if during the backup you captured the files
"C:\Folder1\SubFolder2\A.txt", "C:\Folder1\SubFolder2\B.txt", and also
E:\Folder3\SubFolder4\C.txt" and during the restore you specified to the
restore destination as "D:\Restore".

m If you select to restore just the "A.txt" file, the destination for the restored
file will be "D:\Restore\ Folder1\SubFolder2\A.txt" (the entire root
directory without the volume name will be recreated).

m If you select to restore both the "A.txt" and "C.txt" files, the destination for
the restored files will be "D:\Restore\C\Folder1\SubFolder2\A.txt" and
"D:\Restore\E\Folder3\SubFolderd\C.txt" (the entire root directory with
the volume name will be recreated).

4. The Encryption Password for file copy destination is loaded automatically. If you
select an alternate destination for the restore, you will need to enter the password
manually.

5. Click Next.

The Restore Summary dialog opens.
The restore options are defined to restore the specified file/folder.
Restore the File/Folder

The Restore Summary helps you to review all the restore options that you previously
defined and lets you modify them if necessary.
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Follow these steps:

1. From the Restore Summary dialog, review the displayed information to verify that
all the restore options and settings are correct.

Restore = R

Restore Summary

werify your settings are correct and then click Finish to start the restore process

Files to be restored
Mame Path Size
backup of coi
Copy of jjp-restesr
exportdest

2 O Ooom
]

Destination

Restore to original location
Resolving Conflicts

Skip existing files: Yes

Directory Structure

Create root directory: No

Frevious Finizh Cancel Help
m  [f the summary information is incorrect, click Previous and go back to the applicable
dialog to change the incorrect setting.
m  [f the summary information is correct, click Finish to launch the restore process.

The specified file/folder is restored.
Verify that the File/Folder was Restored

After the completion of the restore process, verify that the file/folder was restored to
the specified destination.
Follow these steps:
1. Navigate to the CA ARCserve D2D restore destination you specified.
A list of folders appears.
2. Locate the file to which you have restored the content.

For example, If you select to restore the "A.txt" file to the restore destination as
"D:\Restore, then navigate to the following location:

D:\Restore\A.txt.
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3. Verify the content of the restored file/folder.

The restored content is successfully verified.

How to Restore a Virtual Machine

CA ARCserve D2D lets you use the Recover VM option to restore a virtual machine (VM)
that you previously backed up using CA ARCserve Central Host-Based VM Backup. This
method can be used to restore the entire virtual machine to the original or to an
alternate ESX location (as long as the recovery point data was created by CA ARCserve
Central Host-Based VM Backup is available). You can browse the available virtual
machine recovery points from a calendar view and select which recovery point you want
to restore.

Note: This option can be used to recover a virtual machine from a backup session that
was created using CA ARCserve Central Host-Based VM Backup without having to use
that product.
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The following diagram illustrates the process to restore from a virtual machine:

How to Restore a Virtual Machine

Review the Restore

Prerequisites and
Considerations

Storage
Manager

Specify the Virtual Machine
Information to Restore

Specify the Virtual Machine

and the Recovery Point
to Restore

Define the
Restore Options

Define the Orig Define the Alternate
Locs i Restore Location Res

Opt Options

Restore the Virtual
Machine

J Verify that the Virtual
- Machine was Restored
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Perform the following tasks to restore a virtual machine:

1.
2.

Review the Restore Prerequisites and Considerations (see page 221)

Specify the Virtual Machine Information to Restore (see page 222)

a. Specify the Virtual Machine and the Recovery Point to Restore (see page 222)

b. Define the Restore Options (see page 225)

m  Define the Original Location Restore Options (see page 227)

m Define the Alternate Location Restore Options (see page 228)

Restore the Virtual Machine (see page 233)

Verify that the Virtual Machine was Restored (see page 234)

SUPPLEMENTAL VIDEO

This procedure contains a supplemental instructional video. Select either CA Support or
YouTube as the source for viewing this video. The versions of the video from CA Support
and YouTube are identical, and only the viewing source is different.

Videos

CA Support: How to Restore a Virtual Machine

YouTube: How to Restore a Virtual Machine

Review the Restore Prerequisites and Considerations

Verify that the following prerequisites exist before performing a restore:

You have at least one CA ARCserve Central Host-Based VM Backup recovery point
available to restore from.

You have a valid and accessible target Virtual Center or ESX server to recover the
virtual machine.

Review the following restore considerations:

CA ARCserve D2D only allows one restore job to run at the same time. If you
attempt to launch a restore job manually, while another restore job is running, an
alert message opens informing you another job is running and requests you to try
again later.
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Specify the Virtual Machine Information to Restore

You can recover an entire virtual machine from a CA ARCserve Central Host-Based VM
Backup recovery point. This Recover VM method is similar to performing a bare metal
recovery (BMR). However a BMR is performed to restore a virtual machine that was
backed up using CA ARCserve D2D, while a Recover VM is performed to restore a virtual
machine that was backed up using CA ARCserve Central Host-Based VM Backup.

The process involved in restoring virtual machine is as follows:

1. Specify the Virtual Machine and the Recovery Point to Restore (see page 222)

2. Define the Restore Options (see page 225)

m Define the Original Location Restore Options (see page 227)

m Define the Alternate Location Restore Options (see page 228)

Specify the Virtual Machine and the Recovery Point to Restore

Use the Recover VM option to restore a virtual machine that you previously backed up.
This method quickly and consistently creates a virtual machine from a CA ARCserve
Central Host-Based VM Backup recovery point on an ESX server. The recovered virtual
machine can then simply be started to complete the recovery process.
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Follow these steps:

1. From the CA ARCserve D2D home page (or CA ARCserve D2D Monitor), select
Restore.

The restore methods selection dialog is displayed.
2. Click the Recover VM option.

The Browse Recovery Points dialog is displayed.
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Restore

Browse Recovery Points

Backup Location

Select backup location  ¢Path to Backup Destination?

Virtualvlachine

Select Wirtual Machine | ¢virual Machine Mame» b

Recovery Point Date

Time Type i
= ful T W T F 5

1 2 3 4
S B T &8 9% 10N
12 13 |14 15 16 17 15

19 [20] 21 22 23 24 25| ame

28 27 28 29 30 A

4:36:10 Pm Incremental Back. ..

4 =2 C

Documents and Settings

Today
freeze
Time Range
Log
12:00:00 A - 2:52:59 A
oeminst

F 0000 Ak - 505559 AW

B:00:00 Ak - 55959 Ak 4 Frogram Files
9:00:00 A6 - 11:59:59 AM d o
12:00:00 Ph - 2:59:59 P
eTrustiTh
2:00:00 PM - 525959 PM 1)
4 SharedComponents

B:00:00 Ph - 5:59:59 PM
2:00:00 Ph - 11:559:59 P

CAallpdate

Previous
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3. Specify or browse to the location where your backup images are stored and select
the appropriate backup source.

You can click the green arrow button to verify the connection to the specified
location. If necessary, enter the Username and Password credentials to gain access
to that source location.

4. From the drop-down menu, select the virtual machine to recover. The drop-down
menu includes all virtual machines at the specified backup location.

The calendar view appears and all the dates containing recovery points for the
specified backup source are highlighted in green.

5. Select the calendar date for the virtual machine image to restore.

The corresponding recovery points for that date are displayed, with the time of the
backup, the type of backup that was performed, and the name of the backup.

6. Select a recovery point to restore.

The backup content (including any applications) for the selected recovery point is
displayed. When restoring a virtual machine, the entire system is restored. As a
result, you can view, but not select individual volumes, folders, or files from within
the selected virtual machine.

Note: A clock icon with a lock symbol indicates that the recovery point contains
encrypted information and can require a password for restore.

7. Click Next.

The Restore Options dialog Opens.
The virtual machine and the recovery point to restore are specified.
Define the Restore Options

After you specify the virtual machine and the recovery point to restore, define the
restore options for the selected virtual machine image.
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Follow these steps:

1. From the Restore Options dialog, select the restore destination

(Restore 0ol % 1

E Restore Options

Destination

Select the restore destination

@ Restore to original location

¢ Restora to an alternative location

Resolve Conflicts
Specify how Ca ARCserve D20 should resolve conflicts

[T Overwrite existing Virtual Machine

Post Recovery

[T Pawer on virtual Machine

Frevious Mext Cancel Help

[= -
The available destination options are:
Restore to Original Location

Restores the virtual machine to the original location from where the backup
image was captured. By default, this option is selected.

For more information, see Define the Original Location Restore Options (see
page 227).

Restore to an Alternative Location

Restores to the virtual machine to a different location from where the backup
image was captured.

For more information, see Define the Alternate Location Restore Options (see
page 228).
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2. Specify the Resolving Conflicts options that CA ARCserve D2D will perform if
conflicts are encountered during the restore process

The available option is whether to overwrite the existing virtual machine. By
default, this overwrite option is not selected.

m If you select this option, the restore process overwrites (replaces) any
existing images of this virtual machine that are at the specified restore
destination. The virtual machine image is restored from the backup files
regardless of its current presence on your restore destination.

m If you do not select this option, the restore process creates a separate
image of this virtual machine and the restore process does not overwrite
any existing images that are at the specified restore destination.

3. Specify the Post Recovery option.

Select whether power is applied to the virtual machine at the end of the restore
process. By default, this option is not selected.

The restore options are defined to restore a virtual machine.

Define the Original Location Restore Options

During the Recover VM configuration process, you are required to select the option of
where you want to restore the virtual machine to. The available selections are Restore
to the Original Location and Restore to an Alternative Location.

This procedure explains how to restore a virtual machine to the original location.

Follow these steps:

1. From the Restore Options dialog, after specifying the Resolve Conflicts and Post
Recovery options, select Restore to Original Location and click Next.

The Set Credential for Source vCenter/ESX Server dialog is displayed.

Set Credential for Source vCenter/ESK Server *

wCenter/ESX
Server:

WM Name:
Protocol: ¢ HTTP ¥ HTTPS
Port Mumber: | <Port Nurnber:
Username: | <Uszer Mame:

Password:  sssssssssssss

Ok, Cancel
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Specify the credentials for accessing the virtual machine.
vCenter/ESX Server

Displays the host name or IP address for the destination vCenter Server or ESX
Server system.

Note: You cannot edit this field. You can only view the details.
VM Name
Displays the host name of the virtual machine that you are restoring.
Note: You cannot edit this field. You can only view the details.
Protocol

Specifies the protocol that you want to use for communication with the
destination server. The available selections are HTTP and HTTPS.

Port Number

Specifies the port that you want to use for data transfer between the source
server and the destination.

Default: 443.
User Name

Specifies the user name that has access rights to log in to the vCenter/ESX
server where you plan to restore the virtual machine.

Password
Specifies the corresponding password for the User Name.
Click OK.

The Restore Summary dialog opens.

The restore options for original location are defined.

Define the Alternate Location Restore Options

During the Restore VM configuration process, specify where the recovered virtual
machine is stored. The available selections are Restore to the Original Location and
Restore to an Alternative Location.

This procedure explains how to restore a virtual machine to alternate location or
different data store.
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Follow these steps:

1. From the Restore Options dialog, after specifying the Resolve Conflicts and Post
Recovery options, select Restore to an Alternative Location.

The Restore Options dialog expands to display additional restore to alternative
options.
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Restore

E Restore Options

Destination

Select the restore destination

" Restore to original location

@ Restare to an alternative location

vCenter/ESX Server Information

;Centel,r,fES}{ <Server [P Addressy Protocal: € HTTR@ HTTPS
EFver

Username: <User Mame> Part Murnber: <Port Murber>
Password: EEEEEEEEEEEE

Connect to this vCenterESE Server

Other Information

W Marne: <Mirtual Machine Mames
ESX Serwver: <ES¥ Server Mame> 3
Rezource Pool: =Resource Poal for ESX Server= Browse Resource Poals
Whd DataStore: datastorel (1)(97.73 GB Free) v
Total Source Digk Size: 10.00 GE
Source Dizk Size Source Yolumes Target Datastore
DiskD monee - ch Datastore!(97.73 GB Free) |+

Disk DataStore:

Dizk1 20000GE EM Datastore

Resolve Conflicts
Specify how C& ARCserve D20 should resaolve conflicts

[T Overwrite existing Virtual Machine

Post Recovery

[ Power on Wirtual Machine

Previous

et Cancel
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Specify the vCenter/ESX Server Information.
vCenter/ESX Server

Specifies the host name or IP address for the destination vCenter or ESX server
system.

Username

Specifies the user name that has access rights to log in to the vCenter/ESX
server where you plan to restore the virtual machine.

Password
Specifies the corresponding password for the User Name.
Protocol

Specifies the protocol that you want to use for communication with the
destination server. The available selections are HTTP and HTTPS.

Default: HTTP.
Port Number

Specifies the port that you want to use for data transfer between the source
server and the destination.

Default: 443.

When the vCenter/ESX Server Information is specified, click the Connect to this
vCenter/ESX Server button.

If the alternative server access credential information is correct, the Other
Information fields become enabled.

Specify the Other Information.
VM Name

Specifies the host name of the virtual machine that you are restoring.
ESX Server

Specifies the destination ESX server. The drop-down menu contains a listing of
all ESX servers that are associated with a vCenter server.

Resource Pool

Selects the Resource Pool or vApp Pool you want to use for the virtual machine
recovery.

Note: A Resource Pool is a configured collection of CPU and memory resources.
A vApp Pool is a collection of one or more virtual machines that can be
managed as a single object.

Default: empty.
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Click the Browse Resource Pool button to display the Select a Resource Pool
dialog. This dialog contains a listing of all Resource Pools and vApp Pools
available for the destination ESX server. Select the pool to use for the virtual
machine recovery. You can leave this field blank when you do not want to
assign a Resource Pool or vApp Pool to this virtual machine recovery.

| Select a Resource Pool X
Select 3 Resource Pool
a4 @ =Resource Poal RP1=
a () =RP1 - vApp Pool-L1=
Fl @ =RP1 - Resource Pool-L1=
- ) =RP1 - vipp PoolL2s
- @ =Resource Paol RP2>
. @ avApp Pool WP1=
- &) <vispp Pool VPZ=
g @ =Resource Pool RP3=

L Ok Cancel J

VM DataStore

Specify the destination VM DataStore for the virtual machine recovery or each
virtual disk within the virtual machine.

A virtual machine can have multiple virtual disks and you can specify a different
data store for each virtual disk.

For example:

m  DiskO can be restored to Datastorel.
m  Diskl can be restored to Datastorel.
m  Disk2 can be restored to Datastore2.

Important! For VM DataStore, this field only populates if the user has full
VMware system administrator permissions. If the user does not have proper
administrator permissions, CA ARCserve D2D will not continue the restore
process after you connect to the vCenter/ESX Server.

5. Click OK.

The Restore Summary dialog opens.

The restore options for alternate location are defined.
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Restore the Virtual Machine

The Restore Summary helps you to review all the restore options that you defined and
modify them if necessary.

Follow these steps:

1. Onthe Restore Summary dialog, review the displayed information to verify that all
the restore options and settings are correct.

Restore Summary for Original Location:

Restore

Restore Summary
werify your settings are correct and then click Finish to start the restore process

Destination

Restore to original location

Resolve Conflicts
Do not overwtrite existing Wirtual Machineg
Post Recovery

Do not power on Yirtual Machine

Prewvious Finish Cancel Help
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Restore Summary for Alternate Location:

Restore 0 X

Restore Summary

werify your settings are correct and then click Finish to start the restore process

Destination

Restore to an alternative location
vCenter/ESX Server Information
viZenter [ESK .
Sarver: <Server P Address> Protocal: <http or hitps>
Username: <User Mame: Part Mumnber: <Port Murnber:
Passwiord: ik WM Narne: <Y Mames
Other Information
ESX Server: <ESK Server Name>
Wit DataStore: Datastoret

Source Disk Size Source Volumes Target DataStore
Disk0 1000GE Ch Datastaret

Disk Datastore: | oo,y 20000GE Eb Datastoret

Resolve Conflicts

Do not overwtrite existing Virtual Machineg

Post Recovery

Do not power on Wirtual Machine

Previous Finizh Cancel Help

m If the summary information is incorrect, click Previous and go back to the
applicable dialog to change the incorrect setting.

m If the summary information is correct, click Finish to launch the restore process.
The virtual machine is restored.

Verify that the Virtual Machine was Restored

After the completion of the restore process, verify that the virtual machine was restored
to the specified destination.
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Follow these steps:
1. Navigate to the CA ARCserve D2D restore destination you specified.

For example, if you select to restore the virtual machine to the restore destination
as original location, then login to the original ESX server and check if the virtual
machine exists.

If you select to restore the virtual machine to the Alternate location, then login to
the alternate ESX server provided in the restore options and check if the virtual
machine exists.

2. Verify the virtual machine was restored.

The virtual machine is restored successfully.

How to Restore Microsoft Exchange Mail

Each time CA ARCserve D2D performs a successful backup, a point-in-time snapshot
image of your backup is created (recovery point). This collection of recovery points
allows you to locate and specify exactly which backup image you want to restore. If at
some later time, you suspect any of the backed up information is missing, corrupted, or
not reliable, you can then locate and restore from a previous known good version. For
Microsoft Exchange Mail you can then browse these recovery points to locate the
individual objects (mailboxes, mailbox folders, or mail) that you want to restore.
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The following diagram illustrates the process to restore Microsoft Exchange Mail:
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How to Restore Microsoft Exchange Mail

Review the Restore
Prerequisites and
Considerations

Storage
Manager

Specify the Microsoft Exchange Mail Information to Restore

Specify the Microsoft
Exchange Mailbox Database

YES (restore mailboxes, mailbox folders,
individual mail objects)

Do you want to
perform a Microsoft
Exchange Granular

YES

Was Microsoft Exchange
NO Granular Restore enabled
{restare full

database only)

Generate a Microsoft
Exchange Granular Restore
Catalog Now

Select the Level of
Microsoft Exchange Objects
to be Restored

Define the Restore Options

Restore the
Microsoft Exchange Mail

Verify that the Microsoft
| I ——— Exchange Mail

was Restored
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Perform the following tasks to restore a virtual machine:

1.
2.

Review the Restore Prerequisites and Considerations (see page 238)

Specify the Microsoft Exchange Mail Information to Restore (see page 240)

a. Specify the Microsoft Exchange Mailbox Database (see page 240)

m  Generate a Microsoft Exchange Granular Restore Catalog Now (see
page 242)

b. Select the Level of Microsoft Exchange Objects to be Restored (see page 244)

c. Define the Restore Options (see page 246)

Restore the Microsoft Exchange Mail (see page 248)

Verify that the Microsoft Exchange Mail was Restored (see page 249)

SUPPLEMENTAL VIDEO

This procedure contains a supplemental instructional video. Select either CA Support or
YouTube as the source for viewing this video. The versions of the video from CA Support
and YouTube are identical, and only the viewing source is different.

Videos

CA Support: How to Restore Microsoft Exchange Mail

YouTube: How to Restore Microsoft Exchange Mail

Review the Restore Prerequisites and Considerations

Verify that the following prerequisites exist before performing a Microsoft Exchange
restore:

Database-level restore

The target machine has the same name and the same version of Microsoft
Exchange installed.

The target database has the same database name and the same storage group
name (Microsoft Exchange 200X) and be a part of the same Microsoft Exchange
organization.
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Granular-level restore

If the restore is set to original location, the mailbox whose contents are to be
restored should be available in Microsoft Exchange.

If the restore is set to alternate location, the mailbox to which restore is targeted
should be available in Microsoft Exchange.

Sufficient space available in the target mailbox to restore the specified Exchange
objects.

To perform a Microsoft Exchange Granular Restore, the account specified in the CA
ARCserve D2D user interface for restore must have sufficient restore permissions.
The following permissions are required for the account:

- The account must be a domain account.

- The account must be a member of the Administrator group.

—  The account must be a member of the Backup Operators group.

- There must be a mailbox associated with the account and the mailbox must be
initialized.
For Microsoft Exchange Server 2003, 2007, and Exchange 2010 this mailbox

must be in same Organization (Microsoft Exchange Organization) of the
Exchange server to which you plan to restore to (restore destination).

—  The name of the mailbox must be unique.

A unique name is a name that does not exist in the organization as a subset of
characters in another mailbox name.

For example, if there is a mailbox named Administrator in your organization,
you cannot use the name Admin.

- The account user must have the proper role assignments:

m  For Microsoft Exchange Server 2003 systems, the User Name must be a
domain account with Exchange full administrator role.

m  For Microsoft Exchange Server 2007 systems, the User Name must be a
domain account with either the Microsoft Exchange Organization
administrator role or the Exchange server administrator role.

m  For Microsoft Exchange Server 2010 systems, the User Name must be a
domain account with Microsoft Exchange Organization management role.
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Review the following restore considerations:

CA ARCserve D2D only allows one restore job to run at the same time. If you
attempt to launch a restore job manually, while another restore job is running, an
alert message opens informing you another job is running and requests you to try
again later.

Note: On Microsoft Exchange 2007 and later, Microsoft Exchange Server MAPI
Client and Collaboration Data Objects 1.2.1 (and later) are not provided as part of
the base product installation. Messaging APl (MAPI) is a prerequisite for Microsoft
Exchange Granular Restore. If MAPI is not installed on your Exchange server,
mailbox or mail level granular restores may fail. To remedy any potential problem,
Microsoft provides a download package that contains Microsoft Exchange MAPI and
the latest version of Collaboration Data Objects (CDO). To download and install the
latest version of this package, see the Microsoft Download Center.

If you have two or more databases in the storage group and the option “Dismount
the database before restore and mount the database after restore” is checked, then
any attempt to restore one single database will force the dismount of all the other
databases within that same storage group. This dismount of all databases will occur
before the restore is launched and will then mount them after the restore is
complete.

Specify the Microsoft Exchange Mail Information to Restore

CA ARCserve D2D provides granular mailbox recovery capabilities for Microsoft
Exchange Server. You can browse and select the recovery points that were captured on
the production Microsoft Exchange Server and recover specified messages, folders, and
mailboxes that were in the Exchange database at the time of the selected recovery
point.

The process involved in restoring Microsoft Exchange Mail is as follows:

1.

Specify the Microsoft Exchange Mailbox Database (see page 240)

m  Generate an Microsoft Exchange Granular Restore Catalog Now (see page 242)

Select the Level of Microsoft Exchange Objects to be Restored (see page 244)

Define the Restore Options (see page 246)

Specify the Microsoft Exchange Mailbox Database

CA ARCserve D2D lets you browse recovery points to locate individual objects within an
Microsoft Exchange database to perform granular restore. You can either select restore
to the original location or restore to a different location option. The Microsoft Exchange
Server recovery can only be made using the Restore by Recovery Point method.
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Follow these steps:

1.

3.

From the CA ARCserve D2D home page (or CA ARCserve D2D Monitor), select
Restore.

The restore methods selection dialog opens.
Click the Restore Exchange Mails option.

The Restore Exchange Mails dialog opens.

Restore

Restore Exchange Mails
Backup Location

Select hackup location <Path to Backup Destination> Browse

Recovery Point Date

Tirme Type Marne
& 5:46:26 PM Incremental Custorized Incremental Backup
1 2 Backup
7 4 5 F T & @ S:40:44 PM Incrernental Customized Incremental Backup
Backup
1m 11 12 13 14 15 186

17 19 20 21 22 23 |Select a maibox database, then click the Next button

24 25 28 27 28 29 30| maibox Database Path Catalog Status
Mailbox Database 156028221 Microsoft Exchange Writer 2010 Mot Created
Today

Time Range

12:00:00 AM - 2:59:59 AM
3:00:00 AM - 5:59:59 AM
5:00:00 AM - 8:52:59 AM
9:00:00 AM - 11:59:509 AM
12:00:00 PM - 2:59:59 PM
3:00:00 PM - 5:59:59 PM
(3)

6:00:00 PM - 2:59:59 PM
9:00:00 PM - 11:59:59 PM

Previous INext Cancel Help

Navigate to the Microsoft Exchange mailbox database that you want to restore:

a. Specify the backup location. You can either specify a location or browse to the
location where your backup images are stored. If necessary, enter the
Username and Password credentials to gain access to that location. You can
click the green arrow validate icon to verify proper access to the source
location.

The calendar view highlights (in green) all dates during the displayed time
period that contain recovery points for that backup source.

b. Select the calendar date for the backup image you want to restore.

The corresponding Microsoft Exchange mailbox databases for that date are
displayed, with the time of the backup, the type of backup that was performed
(Full, Incremental, or Verify), and the name of the backup.
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c. Specify a Microsoft Exchange mailbox database that you want to restore and
click Next.

Note: If you did not enable the Exchange Granular Restore option during
backup (no catalog generated), a notification message will be displayed asking
you if you want to generate an Exchange Granular Restore catalog at this time.
If you select No for generating a catalog now, you will not be able to browse to
or select a granular recovery point. As a result you will only be able to perform
full database restore from the Browse Recovery Points Restore dialog.

The Restore Exchange Mails dialog is updated to display a listing of the mailbox
content for the selected database.

Note: Exchange Granular Restore supports email restores only. Calendar,
Contacts, Notes and Tasks restores are not supported.

Restore *
Selected [% Restore Exchange Malls
Exchange —
Database I Maboc 2 Subect: 2
0 [T 20110318-000, EDEO1LL00 il Vi From Suject Received e
Mailbox Objects || D2 21:03e01 ece0wied iy g v donma 19 b 0L 3138 S
4:45:01 PM KB
{within selected o0} 20110318002, EDEO1LL00 ::::str:;:)mm
- = a X
Exchange A 20120316-033, ELE0L00 O (B¢ smestat. DOmas2fiom  JALL nE
- o, E 47 P
dalabase] ﬂ:ZDllC&lQ 004, EDE01u100 Adrministrator
o O 20110316-005, ECE01UL00 o @ st g-é;d":; ?fﬁf.um 318/2011 s
o3 20120318-006, EDE01100 Adminstrator 4431 B o .
0 20110318-007, ECEO1U100 Send to EDBOIULO0- 40y a=im Individual Mail
=ljo @ administrat... 000 mal 25 from 1104 PM B Objects
Displaying 1 - & of 100 Adeinistratce P
Send to EDEOIU100- {within selected
- 3j1at2011 285
Folders Zllo @9 swiktet. XOmdSkm oy ] folder)
O3 Delated [erms
i Send to EDBONUL00- r
F C_)Idfer Objects o orafts ] @ adminstiat,. 000 mal 22 from f{_}g’.ﬁgﬂ, 23'2‘:’5
{within selected o5 nbo Adiristrater !
. e
mailbox Sord 10 BOBOIMIOG o gsocy 2035
) O outter O 29 wnnstat.. 000 "““:ég’“" 4{46:}03 M KB
I8 e O 6 sdnnstot. ommaz hem . H18/2011 4935
N . Admiretiater o 45520 PM L
Send to EDBOILIO0-
3/18/2011 2735
0 @9 whnetat. W00mA20 flom sy py |
Pagefl of16 b B & Desplaying 1 - 25 of 400

Preénicas Hxt Cancel Hely

The Microsoft Exchange mailbox database is specified.

Generate a Microsoft Exchange Granular Restore Catalog Now

If you enabled the Exchange Granular Restore option at backup, the corresponding
Exchange Granular Restore catalogs are generated during each backup. These catalogs
help you to perform granular recoveries (at mailbox, mailbox folder, and or mail item
levels) by letting you browse and select exactly which Exchange object you want to
recover. However, if you disabled the Exchange Granular Restore option at backup, the
Exchange mailboxes may not be displayed when you are trying to browse the mailbox
database in a recovery point because the corresponding catalog was not generated.

Before you perform the restore, you can generate the catalog manually from the
Restore Exchange Mails dialog.
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Follow these steps:

1.

3.

From the CA ARCserve D2Dhome page (or CA ARCserve D2D Monitor), select

Restore.

The restore methods selection dialog opens.

Click the Restore Exchange Mails option.

The Restore Exchange Mails dialog opens.

Restore

Restore Exchange Mails

Backup Location

Select backup location

Recovery Point Date

34 4 6 7 8
1m 11 12 13 14 15

17 [18] 19 20 21 22

24 25 26 27 28 29

Today

23
a0

Time Range

12:00:00 AM - 2:59:59 AM
3:00:00 AM - 5:59:59 AM
5:00:00 AM - 8:52:59 AM
9:00:00 AM - 11:59:509 AM
12:00:00 PM - 2:59:59 PM
3:00:00 PM - 5:59:59 PM
(3)

6:00:00 PM - 2:59:59 PM
9:00:00 PM - 11:59:59 PM

<Path to Backup Destination>

Tirme Type
5:46:26 PM Incremental
Backup
5:40:44 PM Incremental
Backup

Erowse

Marme
Custornized Incremental Backup j

Custornized Incremental Backup

Select a mailboyx database, then click the Mext button

Mailbox Database Path

Catalog Status

Mailbox Database 156028221 Microsoft Exchange Writer 2010 Mot Created

Previous

INext Cancel Help

Navigate to the Microsoft Exchange mailbox database that you want to restore:

a. Specify the backup location. You can either specify a location or browse to the
location where your backup images are stored. If necessary, enter the User
name and Password credentials to gain access to that location. You can click
green arrow validate icon to verify proper access to the source location.

The calendar view will highlight (in green) all dates during the displayed time
period that contain recovery points for that backup source.

b. Select the calendar date for the backup image you want to restore.

The corresponding Microsoft Exchange mailbox databases for that date are
displayed, along with the time of the backup, the type of backup that was
performed, and the name of the backup.
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4. Select a Microsoft Exchange mailbox database that you want to restore and click
Next.

A pop-up message displays informing you that the Exchange Granular Restore
catalog has not been generated for the selected database and asking you if you
want to generate the catalog now.

Information

9P Exchange Granular Restore catalog has not been
- generated for the selected database. Do you want to
generate the catalog now?

Yes Ma

5. Click Yes to launch the process of generating an Exchange Granular Restore catalog.

The Exchange Granular Restore catalog for the selected database is generated. The
process of generating a catalog could be time-consuming depending upon the size
of the database.

During the catalog generating process, the Job Monitor displays information about
the ongoing event, with the estimated time remaining to complete the catalog job.

Note: If you select No for generating a catalog now, you cannot browse to or
cannot select a granular recovery point. As a result you can only perform a full
database restore.

6. When the catalog generating process is finished, click Next to continue the
Exchange Granular Restore of the selected database.

The granular restore can now be continued.
Note: If you attempt to click Next while the catalog is still being generated, a

pop-up message appears informing you of this condition.

The Microsoft Exchange Granular Restore catalog is generated.

Select the Level of Microsoft Exchange Objects to be Restored

After generating the Microsoft Exchange Granular Restore catalog, specify the level of
Exchange objects to be restored.

Note: CA ARCserve D2D does not support granular recovery of Exchange public folder
objects. You need to use Application Restore to recover the entire public folder
database and then extract the specific Exchange object you need.
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Follow these steps:

1.

2.

From the Exchange Database dialog, select the level of Exchange object(s) to be
restored (mailbox, folder, or individual mail).

You can select the entire content or partial content of the Exchange object to
restore. You can select multiple Exchange objects to restore

Note: When using CA ARCserve D2D to restore individual mailbox/mail objects from
the Exchange mailbox database, the operating system used for the restore must be
same as used when it was backed up (including the same Windows Version number
and Service Pack level and also the related version of the visual C++ redistributable
package required to support it).

Note: During browse and restore of emails from the CA ARCserve D2D Ul, the
"From" field property of the message may not display in the Ul for mailboxes which
have never logged in to the exchange server. However, if this occurs the emails will
still be correctly restored.

The available Microsoft Exchange objects are:
a. Mailbox database

If you select a mailbox database, all of the mailboxes in that database will be
restored.

b. Mailbox (or mailboxes)

If you select a mailbox level, all corresponding content (folders and individual
mail) within that mailbox will be restored.

c. Folder(s)

If you select the mailbox folder level, all corresponding mail content within that
folder will be restored.

d. Individual mail object(s)

If you select the individual mail level, only the selected mail object(s) will be
restored.

Note:For Microsoft Exchange 2003 only, if the individual mail to be restored
was sent using any email client other than Outlook and the mail had some type
of flag status marker attached to it when it was backed up, the mail itself will
be restored, but the attached marker will not be included with the restored
mail.

Click Next.

The Restore Options dialog Opens.

The Microsoft Exchange objects to be restored are specified.
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Define the Restore Options

After you select the level of Microsoft Exchange objects, specify the destination for your
backup. You can either select to restore to the original location or restore to a different
location option.

Note: For Microsoft Exchange 2010, archived mailbox items cannot be restored to the
original location. Archived mailbox items can only be restored to an alternate location or
to a local disk. In addition, regular mailbox items cannot be restored to archive
mailboxes.

Follow these steps:

1. From the Restore Options dialog, select the restore destination.

Restore ®

E Restore Options

Destination
Select the restore destination

¥ Restore to original location

User Mame | E14\administrator

Password | ssssesses

' Dump email itermns

How should CA ARCserve D20 resolve duplicate mails

@ Rename  Overwrite
" Restore to alternate lacation
Enter the accaunt, then click the Browse hutton to choose the destination.
User Mame
Fassword

Drestination Brovwse

MNotes:

For Exchange Server 2010 systems, the user name must be a domain account with Exchange Organization
management role.

Previous INext Cancel Help
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The available destination options are:
Restore to Original Location

Restores the mails to the original location from where the backup image was
captured. Mails will retain the same hierarchy and be restored to its original
mailbox and original folder.

m If current machine is not the active Microsoft Exchange server, CA
ARCserve D2D will detect the location of the active server and then restore
the mails to that active server.

m If mailbox has been moved to another Microsoft Exchange server, but still
in the same organization, CA ARCserve D2D will detect the new Exchange
server where the original mailbox resides, and then restore to that new
server.

m [f the display name of the mailbox is changed, any attempt to restore the
mailbox (from an earlier backup session) to its original location will fail
because CA ARCserve D2D will not be able to find the changed name. To
solve this problem, you can specify to restore this mailbox to an alternate
location.

Note: When restoring a mailbox or mail to the original location, make sure the
destination mailbox is available, or else the restore will fail. CA ARCserve D2D
only validates the destination when the restore job is submitted.

Dump File Only

Restores the mails to a disk. This disk location can be local or a remote
machine. The restored mails will maintain the same hierarchy as they had in
the corresponding Microsoft Exchange mailbox. The file name will become the
subject of mail.

Note: If the mail subject, folder name, or mailbox name includes any of the
following characters, the character will be replaced by hyphen (-) in file name: \
[E¥?" <> |

For this option, you also need to specify what you want CA ARCserve D2D to do
to resolve a conflict situation. In Microsoft Exchange, you can have multiple
mail objects with the same name under the same folder. However in a File
System, two files with the same name cannot co-exist under the same folder.
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There are two options to resolve this conflict situation:
Rename

If on the disk, there is a file with the same name as the mail subject, CA
ARCserve D2D will still name the mail subject, but will append a number at
the end of the mail subject.

Overwrite

If on the disk, there is a file with the same name as the mail subject, CA
ARCserve D2D will overwrite that file.

Note: When you select individual mail objects to restore to the disk (dump), by
default the format of the restored mail object will be an Outlook Message
(.MSG) file and not a Personal Storage Table (.PST) file.

Restore to Alternate Location

Restores the mails to a specified location or lets you browse to the location
where your backup images will be restored. The destination must be a mailbox
in the same Microsoft Exchange organization, and a new folder name is
required. (If you are attempting to restore mails to an alternate location, the
destination cannot be a public folder).

Note: When restoring mail to an alternate location, if the specified destination
folder already exists, the restore will continue. However, if the specified folder
does not exist, then CA ARCserve D2D will create the folder first and then
continue the restore.

a. Specify the User Name and Password credentials, click the Browse button
to navigate through a list of all Microsoft Exchange Servers, Storage
Groups, Exchange Databases, and Mailboxes in the current organization.

b. Select a mailbox as the destination.

Click Next.

The Restore Summary dialog opens.

Restore the Microsoft Exchange Mail

The Restore Summary helps you to review all the restore options that you defined and
modify them if necessary.
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Follow these steps:

1. Onthe Restore Summary dialog, review the displayed information to verify that all
the restore options and settings are correct.

Restore

Restore Summary

Werify your settings are correct and then click Finish to start the restore process
Component(s) to be restored

Marme Size  Path
= send to EDB01U100-002 mail 11 from Administrator 30,35 KB Micrasoft Exchange Writer 20104edb01u1000201:
G2 20110318-000, EDBO1U100 Mfs  Microsoft Exchange Writer 2010%edb01u100
5 nbox Mfs Microsoft Exchange Writer 20104edb01u100,201:

1 maibox(es), 1 folder(s), 1 rmail(s)
Destination

Restare to alternate location: <Path to Alternate Location=

Previous Firish Cancel Help

m [If the summary information is incorrect, click Previous and go back to the
applicable dialog to change the incorrect setting.

m If the summary information is correct, click Finish to launch the restore process.
The Microsoft Exchange Mail is restored.

Verify that the Microsoft Exchange Mail was Restored

After the completion of the restore process, verify that the Microsoft Exchange Mail was
restored to the specified destination.
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Follow these steps:
1. Navigate to the CA ARCserve D2D restore destination you specified.

For example, if you select to restore the Microsoft Exchange Mail to the restore
destination as Original Location or Alternate Location, then login to the user’s
mailbox to check the restored email.

If you select to restore the Microsoft Exchange Mail to Dump email items, then
navigate to the dump folder to check the restored email.

For example, if you select to restore the Microsoft Exchange Mail to
C:\dump_folderl, then after restore navigate to this location to verify email

2. Verify emails of the restored Exchange Mail.

The Microsoft Exchange Mail is restored successfully.

How to Restore an Microsoft Exchange Application

CA ARCserve D2D allows you to not only protect and recover your data, but also helps
you to get the applications that will use that data back up and running. All application
recoveries can only be made using the Restore by Recovery Point method. During an
application recovery, CA ARCserve D2D takes advantage of Windows Volume Shadow
Copy Service (VSS) to help ensure data consistency for any VSS-aware application. With
CA ARCserve D2D, you can recover the Microsoft Exchange Server application without
performing a full disaster recovery.
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The following diagram illustrates the process to restore a Microsoft Exchange
Application:

How to Restore a Microsoft Exchange
Application

Review the Restore
Prerequisites and

Considerations

Storage
Manager Specify the Microsoft
Exchange Information to
Restore

Specify the Recovery
Point and Microsoft
Exchange Database

Define the Restore
Options

Restore the
Microsoft Exchange
Application

Verify that the Microsoft
Exchange Application was
Restored
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Perform the following tasks to restore a Microsoft Exchange Application:

1. Review the Restore Prerequisites and Considerations (see page 253)

2. Specify the Microsoft Exchange Information to Restore (see page 255)

a. Specify the Recovery Point and Microsoft Exchange Database (see page 255)

b. Define the Restore Options (see page 257)

3. Restore the Microsoft Exchange Application (see page 260)

4. Verify that the Microsoft Exchange Application was Restored (see page 261)

SUPPLEMENTAL VIDEO
This procedure contains a supplemental instructional video. Select either CA Support or

YouTube as the source for viewing this video. The versions of the video from CA Support
and YouTube are identical, and only the viewing source is different.

. Videos

CA Support: How to Restore a Microsoft Exchange Application

YouTube: How to Restore a Microsoft Exchange Application
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Review the Restore Prerequisites and Considerations

CA ARCserve D2D supports the following versions of Microsoft Exchange Server:

Microsoft Exchange 2003 - Single Server Environment.

Microsoft Exchange 2007 - Single Server Environment, Local Continuous Replication
(LCR), and Cluster Continuous Replication (CCR) environment.

For Microsoft Exchange 2007 CCR environment, CA ARCserve D2D must be installed
on both the active node and passive node of Microsoft Cluster. Backup can be
performed from an active node and passive node, but restore can only be
performed to an active node.

Microsoft Exchange 2010 - Single Server Environment and Database Availability
Group (DAG) environment.

For Microsoft Exchange 2010 DAG environment, CA ARCserve D2D must be installed
on all member servers in the DAG group. A backup job can also be performed from
any member server for both active and passive database copies, but restore can
only be performed to an active database copy.

Note: Microsoft Exchange Server 2003 Cluster Environment and Microsoft
Exchange Server 2007 Single Copy Cluster (SCC) environment are not supported by
CA ARCserve D2D

Microsoft Exchange 2013 - Backup and Restore of Microsoft Volume Shadow Copy
Service (VSS) is supported. Granular Recovery Technology (GRT) is not supported.

Microsoft Exchange Server can be restored at the following levels:

Microsoft Exchange Writer Level

Defines if you want to restore all the Microsoft Exchange Server data, you can
perform a restore at Microsoft Exchange Writer level.

Storage Group Level

Defines if you want to restore a specific Storage Group, you can perform a restore
at this level.

Note: The Storage Group Level does not apply for Microsoft Exchange Server 2010
and 2013.

Mailbox Database Level (Microsoft Exchange 2003, 2007, 2010, and 2013)

Specifies if you want to restore a specific Mailbox Database, you can perform a
restore at this level.

Mailbox Level (Microsoft Exchange 2003, 2007, and 2010)

Defines if you want to restore a specific Mailbox or mail object.
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Verify that the following prerequisites exist before performing a Microsoft Exchange
restore:

Database-level restore

The target machine has the same name and the same version of Microsoft
Exchange installed.

The target database has the same database name and the same storage group
name (Microsoft Exchange 200X) and be a part of the same Microsoft Exchange
organization.

Granular-level restore

If the restore is set to original location, the mailbox whose contents are to be
restored should be available in Microsoft Exchange.

If the restore is set to alternate location, the mailbox to which restore is targeted
should be available in Microsoft Exchange.

Sufficient space available in the target mailbox to restore the specified Exchange
objects.

To perform a Microsoft Exchange Granular Restore, the account specified in the CA
ARCserve D2D user interface for restore must have sufficient restore permissions.
The following permissions are required for the account:

- The account must be a domain account.

—  The account must be a member of the Administrator group.

— The account must be a member of the Backup Operators group.

-  There must be a mailbox associated with the account and the mailbox must be
initialized.
For Microsoft Exchange Server 2003, 2007, and Exchange 2010 this mailbox

must be in same Organization (Microsoft Exchange Organization) of the
Exchange server to which you plan to restore to (restore destination).

—  The name of the mailbox must be unique.

A unique name is a name that does not exist in the organization as a subset of
characters in another mailbox name.

For example, if there is a mailbox named Administrator in your organization,
you cannot use the name Admin.
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— The account user must have the proper role assignments:

m  For Microsoft Exchange Server 2003 systems, the User Name must be a
domain account with Exchange full administrator role.

m  For Microsoft Exchange Server 2007 systems, the User Name must be a
domain account with either the Microsoft Exchange Organization
administrator role or the Exchange server administrator role.

m  For Microsoft Exchange Server 2010 systems, the User Name must be a
domain account with Microsoft Exchange Organization management role.

Review the following restore considerations:

m  CA ARCserve D2D only allows one restore job to run at the same time. If you
attempt to launch a restore job manually, while another restore job is running, an
alert message opens informing you another job is running and requests you to try
again later.

Note: On Microsoft Exchange 2007 and later, Microsoft Exchange Server MAPI
Client and Collaboration Data Objects 1.2.1 (and later) are not provided as part of
the base product installation. Messaging API (MAPI) is a prerequisite for Microsoft
Exchange Granular Restore. If MAPI is not installed on your Exchange server,
mailbox or mail level granular restores may fail. To remedy any potential problem,
Microsoft provides a download package that contains Microsoft Exchange MAPI and
the latest version of Collaboration Data Objects (CDO). To download and install the
latest version of this package, see the Microsoft Download Center.

Specify the Microsoft Exchange Information to Restore

CA ARCserve D2D allows you to not only protect and recover your data, but also helps
you to get the Microsoft Exchange Server application that uses that data back up and
running. The Microsoft Exchange Server recovery can only be made using the Restore by
Recovery Point method.

The process involved in restoring a Microsoft Exchange Application is as follows:

1. Specify the Recovery Point and Microsoft Exchange Database (see page 255)

2. Define the Restore Options (see page 257)

Specify the Recovery Point and Microsoft Exchange Database

Use the Browse Recovery Points option to restore from a recovery point. When you
select a recovery date, all the associated recovery points for that date are displayed. You
can then browse and select the Microsoft Exchange database to be restored.
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Follow these steps:

1. From the CA ARCserve D2D home page (or CA ARCserve D2D Monitor), select
Restore.

The restore methods selection dialog opens.
2. Click the Browse Recovery Points option.
The Browse Recovery Points dialog opens.

3. Select the recovery point (date and time) and then select the Microsoft Exchange
database to be restored.

The corresponding marker box becomes filled (green) to indicate that the database
has been selected for the restore.

Note: If you do not want the transaction log files to be applied after the restore,
you must manually delete it before the restore is performed. For more information
about manually deleting transaction log files, refer to the Microsoft Exchange
Server documentation.

Restore ®

Browse Recovery Points
Backup Location
Select backup location <Backup Location> Erowse

Recovery Point Date

Timne Type MNarmne Catalog
5 Status
5 10:22:36 PM Full Backup edb032u4000 Created
32 4 5 &6 7 8 9
10 11 12 13 14 15|16
17 19 20 21 22 23| Mame Date Modified Sire
24 253 26 27 28 29 30| ge=r 427.02 GB
4 @ @ Microsoft Exchange Writer 2010 423.63 GB
ahaclay a A A Microsoft Exchange Server

a4 A Microsoft Information Store
Time Range a 4 A VMD2D

12:00:00 AM - 2:59:59 &AM ‘ echEL4000
3:00:00 AM - 5:59:59 AM

6:00:00 AM - 2:59:59 AM
9:00:00 AM - 11:59:59 AM
12:00:00 PM - 225959 PM
3:00:00 PM - 5:59:59 PM
6:00:00 PM - 8:59:59 PM
?:SD:DD PM - 11:59:58 PM

Previous INext Cancel Help

4. Click Next.

The Restore Options dialog opens.

256 User Guide



Perform a Restore

Define the Restore Options

After you specify a recovery point and content to restore, define the copy options for
the selected recovery point.
Follow these steps:

1. From the Restore Options dialog, select the restore destination.

(Restore ol | % ]

E Restore Options

Destination
Select the restore destination

O Restore to original location

O bump file anty

@ Restore to Recovery Starage Group

Dismount the database before restore and mount the database after restare.

Previous et Cancel Help
I

2. Select the destination for the restore.

The available options are to restore to the original location of the backup, restore
the dump file only, or restore to a Recovery Storage Group/Recovery Mailbox
Database.

Restore to original location

Restores to the original location from where the backup image was captured.
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Dump file only

Restores the dump files only.

For this option, CA ARCserve D2D will restore the Microsoft Exchange database
file to a specified folder, and will not bring it online after recovery. You can
then use it to mount on Microsoft Exchange Server manually.

Note: When a Recovery Mailbox Database exists, restore with ‘Dump file only’
option will fail.

Replay log on database

Specifies that when the database files are dumped to the destination
folder, you can replay Microsoft Exchange transaction log files and commit
them to the database.

Note: This option is not applicable for Microsoft Exchange Server 2003.

Restore to Recovery Storage Group (Microsoft Exchange 2007)

Restores the database to a Recovery Storage Group (RSG).

An RSG is a storage group that can be used for recovery purposes. You can
restore a Microsoft Exchange Mailbox Database from a backup in a Recovery
Storage Group and then recover and extract data from it, without affecting the
production database that is being accessed by end users.

- If single storage group or database (except a public folder database) from
the same storage group are selected to restore, the default restore
destination is "Restore to Recovery Storage Group" (or "Restore to
Recovery Database").

- If multiple storage groups or databases from multiple storage groups are
selected to restore, Microsoft Exchange can only be restored to the
original location or restore with "Dump file only" option. The default
restore destination is "Restore to original location".

Before restoring Microsoft Exchange 2007 database to a Recovery Storage
Group, you must create a Recovery Storage Group and Mailbox Database with
the same name.

For example, if you want to restore MailboxDatabasel from the First Storage
Group to a Recovery Storage Group, create a Recovery Storage Group and add
the database "MailboxDatabasel" to the Recovery Storage Group.

Note: This option is not applicable for Microsoft Exchange Server 2003.
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Dismount the database before restore and mount the database after restore

Typically before a restore, Microsoft Exchange will perform some checks to
help ensure the following:

— The database to be restored is in "Dismounted" status.
— The database is not restored unexpectedly.

To protect a Microsoft Exchange production database from being restored
unexpectedly, a switch is added to allow the database to be overwritten
during the restore process. Microsoft Exchange will refuse to restore a
database if this switch is not set.

For CA ARCserve D2D, these two options are controlled by this "Dismount the
database before restore and mount the database after restore" option. With
this option, CA ARCserve D2D lets you launch the restore process automatically
without any manual operations. (You can also specify to dismount/mount
database manually).

m If checked, specifies that the recovery process will automatically dismount
the Microsoft Exchange database before the restore process and then
mount the database after the restore process is completed. In addition, if
checked, this option will also allow the Microsoft Exchange database to be
overwritten during the restore.

m If unchecked, specifies that the recovery process will not automatically
dismount the Microsoft Exchange database before recovery and mount
the database after recovery.

The Microsoft Exchange administrator would have to perform some
manual operations such as dismount the Microsoft Exchange database, set
the Allow Overwrite flag on the database, and mount the Microsoft
Exchange database. (The recovery procedure is performed by Exchange
during the mounting of the database).

In addition, if unchecked, this option does not allow the Microsoft
Exchange database to be overwritten during restore.

Restore to Recovery Database (Microsoft Exchange 2010)

Restores the database to a Recovery Database. A Recovery Database is a
database that can be used for recovery purposes. You can restore a Microsoft
Exchange Mailbox Database from a backup to a Recovery Database and then
recover and extract data from it, without affecting the production database
that is being accessed by end users.

Before restoring Microsoft Exchange 2010 database to a Recovery Database,
you must first create a Recovery Database.

Note: This option is not applicable for Microsoft Exchange Server 2003 and
2007.

3. Click Next.

The Restore Summary dialog opens.
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Restore the Microsoft Exchange Application

After you define the restore options, verify that your settings are correct and confirm
the restore process. Restore Summary helps you to review all the restore options that
you defined and modify them if necessary.

Follow these steps:

1. From the Restore Summary dialog, review the displayed information to verify that
all the restore options and settings are correct.

(Restore 0ol | % ]

Restore Summary
Verify your settings are correct and then click Finigh to start the restore process

Component(s) to be restored

Name Path
D2D2G1 Microsoft Exchange WriteriMicrosoff
Destination

Restore to Recovery Storage Group

Restore Options

Dismount the database before restore and mount the database after restore.: Yes

Previous et Cancel Help

m If the summary information is not correct, click Previous and go back to the
applicable dialog to change the incorrect setting.

m If the summary information is correct, click Next and then Finish to launch the
restore process.

The Microsoft Exchange Application is restored.
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Verify that the Microsoft Exchange Application was Restored

Follow these steps:
1. Navigate to the CA ARCserve D2D restore destination you specified.

For example, if you select to restore the Microsoft Exchange database to the
original location, after the restore is complete, then browse to the physical location
to check if the Microsoft Exchange database and logs are restored.

If you select to restore the Microsoft Exchange database to Dump File only location
then CA ARCserve D2D will restore the Microsoft Exchange database and logs to a
specified location.

2. Verify if the Microsoft Exchange Application was restored and check if the database
is mounted and is accessible.

The Microsoft Exchange Application is restored successfully.

How to Restore an Microsoft SQL Server Application

CA ARCserve D2D allows you to not only protect and recover your data, but also helps
you to get the applications that will use that data back up and running. All application
recoveries can only be made using the Restore by Recovery Point method. During an
application recovery, CA ARCserve D2D takes advantage of Windows Volume Shadow
Copy Service (VSS) to help ensure data consistency for any VSS-aware application. With
CA ARCserve D2D, you can recover the Microsoft SQL Server application without
performing a full disaster recovery.
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The following diagram illustrates the process to restore a Microsoft SQL Server
Application:

How to Restore an MS SQL Server Application

Review the Restore
Prerequisites and

Considerations

Storage
Manager

Specify the MS SQL Server
Information to Restore

Specify the Recovery
Point and the MS 5QL
Server Database

Define the Restore
Options

Restore the
M5 50L Server
Application

Verify that the MS SQL Server
Application was Restored
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Perform the following tasks to restore a Microsoft SQL Server Application:

1. Review the Restore Prerequisites and Considerations (see page 263)

2. Specify the Microsoft SQL Server Information to Restore (see page 265)

a. Specify the Recovery Point and Microsoft SQL Server Database (see page 265)

b. Define the Restore Options (see page 267)

3. Restore the Microsoft SQL Server Application (see page 268)

4. Verify that the Microsoft SQL Server Application was Restored (see page 269)

SUPPLEMENTAL VIDEO
This procedure contains a supplemental instructional video. Select either CA Support or

YouTube as the source for viewing this video. The versions of the video from CA Support
and YouTube are identical, and only the viewing source is different.

Videos

CA Support: How to Restore a Microsoft SQL Server Application

YouTube: How to Restore a Microsoft SQL Server Application

Review the Restore Prerequisites and Considerations

Verify that the following prerequisites exist before performing a restore:

®m  You need Microsoft SQL Server instance before performing a SQL Application
restore.

Review the following restore considerations:

m  We cannot restore database across an instance. Restore to alternate location in
D2D means we can restore database and change its database name and file
location. For more information, see Microsoft SQL Server Restore to Alternate
Location Considerations.

m  CA ARCserve D2D only allows one restore job to run at the same time. If you
attempt to launch a restore job manually, while another restore job is running, an
alert message opens informing you that another job is running and requests you to
try again later.

Microsoft SQL Server Restore to Alternate Location Considerations
When you specify to restore a Microsoft SQL Server application to an alternate location,

you can either restore it to an alternate location on the same machine or on a different
machine.
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Prior to performing a CA ARCserve D2D restore of a Microsoft SQL Server application to
an alternate location, you should consider the following:

If alternate location is on the same machine

For this option, you can either restore a database to a new location (with the
same name) or restore with a new name (to the same location):

m  Same Name - New Location

For example, if Database A is installed in the current SQL Server at "C:\DB_A"
and has been backed up. You can use this option and specify "Alternate File
Location" to restore Database A to an alternate location such as
"D:\Alternate_A.

After the database has been restored, the database file located at the new
location "D:\Alternate_A" will then be used.

While you restore to an alternate location, the Instance Name section is
unavailable. The Instance name should always be the same. Therefore, you
cannot restore a database to an alternate instance present on the same MS
SQL Server.

m Same Location - New Name

For example, if you have two databases (Database A and Database B) installed
in the current SQL Server and both have been backed up. You can use this
option and specify "New database Name" to restore Database A to same
location as Database A_New.

After the databases have been restored, this location will now have three
databases (Database A, Database B, and Database A_New).

If alternate location is on the different machine

m  The SQL Server installation path must be the same as the path that existed
when the backup was performed.

For example, if the backup of the SQL Server is installed at "C:\SQLServer", then
the SQL Server on the new CA ARCserve D2D server must also be installed at
C:\SQLServer.

m  The same instance name for the database that existed when the backup was
performed must be installed on CA ARCserve D2D server, otherwise the
database associated with that instance will be skipped from the restore.

For example, if the backup of the SQL Server contained "Instance_1" with
Database A and Database B and "Instance_2" with Database C, but the CA
ARCserve D2D server only has "Instance_1". After the restore is complete,
Database A and Database B will be restored, but Database C will not be
restored.

264 User Guide



Perform a Restore

m  The SQL Server version on the CA ARCserve D2D server must be backwards
compatible to the version of the SQL Server used during the backup session.

For example, you can restore a SQL Server 2005 machine to a SQL Server 2008
machine; however, you cannot restore a SQL Server 2008 machine to a SQL
Server 2005 machine.

m Restoring a database of 64-bit instance to 32-bit instance is not supported.
Microsoft SQL Server 2012 AAG Restore Considerations
When restoring a Microsoft SQL Server 2012 database that is part of an AlwaysOn
Availability Group (AAG), there are some considerations that you should be aware of.

If the MS SQL database is part of the MS SQL 2012 AlwaysOn Availability Group
(AAG), and restoring to the original location fails, perform the following tasks:

1. Remove the database to be restored away from the Availability Group. For
more information, see
http://msdn.microsoft.com/en-us/library/hh213326.aspx.

2. Share the backup session to CA ARCserve D2D on every Availability Group node
and then restore the session by CA ARCserve D2D on every Availability Group
node.

3. Add the database back to an Availability Group. For more information, see
http://msdn.microsoft.com/en-us/library/hh213078.aspx.

Specify the Microsoft SQL Server Information to Restore

CA ARCserve D2D allows you to not only protect and recover your data, but also helps
you to get the Microsoft SQL Server application that uses that data back up and running.
The Microsoft SQL Server recovery can only be made using the Restore by Recovery
Point method.

The process involved in restoring a Microsoft SQL Server Application is as follows:

1. Specify the Recovery Point and Microsoft SQL Server Database (see page 265)

2. Define the Restore Options (see page 267)

Specify the Recovery Point and Microsoft SQL Server Database

Use the Browse Recovery Points option to restore from a recovery point. When you
select a recovery date, all the associated recovery points for that date are displayed. You
can then browse and select the Microsoft SQL Server database to be restored.
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Follow these steps:

1. From the CA ARCserve D2D home page (or CA ARCserve D2D Monitor), select
Restore.

The restore methods selection dialog opens.
2. Click the Browse Recovery Points option.
The Browse Recovery Points dialog opens.

3. Select the recovery point (date and time) and then select the Microsoft SQL Server
database to be restored.

The corresponding marker box becomes filled (green) to indicate that the database
has been selected for the restore.

Note: If you do not want the transaction log files to be applied after the restore,
you must manually delete it before the restore is performed. For more information
about manually deleting transaction log files, refer to the Microsoft SQL Server
documentation.

Restore ®

Browse Recovery Points
Backup Location

Select backup location <Backup Location® . Erowse

Recovery Point Date

Timne Type MNarmne Catalog
5 Status
PR 5:12:32 PM Full Backup Custornized Full Backup Created
3 4 5 6 7 8 8
10 11 12 13 14 15 18
17 19 20 21 22 23| Mame Date Modifisd Size
24 25 26 27 28 29 30 - d=c 30.15 GE
4 O Sqlserverwriter 19,33 MB
Today 4 O <Machine Marme>
4 B A MSSOLSERVER
Time Range - A master
12:00:00 &M - 2:59:53 AM - @A madel
3:00:00 AM - 5:59:59 AM oA msdh
5:00:00 &M - 8:59:59 &M
0 @& Microsoft Exchange Writer 2010 5.51 GB
0:00:00 &M - 11:59:50 AM
12:00:00 PM - 2:59:59 PM
2:00:00 PM - 5:59:59 PM
(1)
G:00:00 PM - 8:59:59 PM
9:00:00 PM - 11:59:59 PM
Previous et Cancel Help

4. Click Next.

The Restore Options dialog opens.
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Define the Restore Options

After you specify a recovery point and content to restore, define the copy options for
the selected recovery point.

Follow these steps:

1. From the Restore Options dialog, select the restore destination.

Restore ol | %

E Restore Options

Destination
Selectthe restore destination
{~ Restore to original location
 Durnp file anly 1 Browyse

& Restore to alternative location

Instance hame Databaze Mame Mewy Databaze Mame Atternative file location

MESESQLSERWVER LogShippinoDatabase  LogShippinoDatabase Browse

MESQLEERWVER MirrorDatabase00] NewDatabaseName| Brovwse
Previous et Cancel Help

2. Select the destination for the restore.

The available options are to restore to the original location of the backup, restore
the dump file only, or restore to alternative location.

Restore to original location

Restores to the original location from where the backup image was captured.
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Dump file only

For this option, CA ARCserve D2D dumps the selected Microsoft SQL database
files to the specified folder. When you select this option, you can then specify
or browse to the folder location where the dump file will be restored to.

Set the Restore Destination ®
Select a Folder [+]C]
= Jufl} ||
=y
== 1=H1
=111
=Y
PR== i
- [ d2d_backup
) d2d_dest !
| durnp
- [ Exchange Server d|
| Folder Marne:

ik Cancel

Restore to alternate location

Restores to an alternate location (not the original location).

Instance Mame Databaze Name Mew Database Name Alternative file location
MSSELSERYVER LogShippingDatabase  LogShippinoDatabaze Brovwyse
MSSELSERVER wirrorDatabase00] MewDatabasetame, CMewvDBLocation Browse |

Backups can be copied to network locations and they can be used by multiple
SQL Server instances. You can perform a multiple database restore
(simultaneously) from the instance level. From this listing, you can select the
database instance and specify a new database name and alternate location to
restore the database to. In addition, you can also browse to the alternate
location where the database will be restored to.

When restoring a Microsoft SQL Server application to an alternate location,
there are some considerations that you should be aware of. For more
information, see MS SQL Server Restore to Alternate Location Considerations.

3. Click Next.

The Restore Summary dialog opens.

Restore the Microsoft SQL Server Application

After you define the restore options, verify that your settings are correct and confirm
the restore process. Restore Summary helps you to review all the restore options that
you defined and modify them if necessary.

268 User Guide



Perform a Restore

Follow these steps:

1. From the Restore Summary dialog, review the displayed information to verify that
all the restore options and settings are correct.

! Restare

Restore Susmimary

Vierify your settings are comect and then chck Firsh to start the restone process,

Component (=) to be restored
Haves Fath
S ver Writer

D timartioan

Rezstore b cragiral ks aton

m If the summary information is not correct, click Previous and go back to the
applicable dialog to change the incorrect setting.

m If the summary information is correct, click Next and then Finish to launch the
restore process.

The Microsoft SQL Server Application is restored.

Verify that the Microsoft SQL Server Application was Restored

Follow these steps:
1. Navigate to the CA ARCserve D2D restore destination you specified.

For example, if you select to restore the Microsoft SQL Server database to the
original location, after the restore is complete, then browse to the physical location
to check if the Microsoft SQL Server database and logs are restored.
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If you select to restore the Microsoft SQL Server database to Dump File only
location then CA ARCserve D2D will restore the Microsoft SQL Server database and
logs to a specified location.

2. Verify if the Microsoft SQL Server Application was restored and check if the
database is mounted and is accessible.

The Microsoft SQL Server Application is restored successfully.

Restore from Windows Explorer Using ARCserve D2D View

You can use the ARCserve D2D View from Windows Explorer as an alternate method to
restore objects that were backed up. The ARCserve D2D View lets you perform such
functions as recover, copy, and paste to quickly and easily restore objects.

From the ARCserve D2D View, you can perform two types of restore:

m  Restore a file/folder (see page 270)

m  Restore mail objects from Exchange (see page 273)

Restore a File/Folder Using ARCserve D2D View

For a file/folder restore, you can use the copy and paste function to restore backed up
objects (files or folders) from the backup destination to your specific restore
destination. (The drag-and-drop method is not supported for a file/folder restore from
the ARCserve D2D View).

Videos

CA Support:  How to Restore a File/Folder Using ARCserve D2D View.

YouTube: How to Restore a File/Folder Using ARCserve D2D View.
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Follow these steps:

1. Access Windows Explorer and from the folders in the left pane, navigate to and
select the backup destination.

2. From the right pane, right-click on the backup destination.

A pop-up menu is displayed listing the available options.

G(_)v| . = Computer = Exchange 2007 (2:) = d2d_dest -

Organize » - Open Includeinlibrary = Sharewith » Mew folder

& - i
r Favorites =1 Mame | Date modified | Type
B Desitop 0 h — u File: Folder
4 Downloads Change to ARCserve D2D Yiew

1 Open
=l Recent Places . )
: Open in new windov

B Deskiop Share with »
:J'\] Libraries Restare previous versions
3 Dacuments Include in library »
) Music Send to 3
| Pickures an
E Yideos P

2 Administrator

o Create sharkcut
1M Computer —

=4 Floppy Disk Drive (4:)
&L Local Disk ()

a Local Disk (D) Properties
—w Exchange Data (E:)

Delete
Rename

w Exchange Data (Fi)
— Backup (G:)
—a Exchange 2007 {2:}
J $RECYCLE.BIN
. d2d_backup
. dz2d_dast
[ Exchange 01 =

3. Select the "Change to ARCserve D2D View" option.

The Windows Explorer View changes to the ARCserve D2D View. When you enter
into that directory, all views are logic views from a CA ARCserve D2D user
perspective and displays the recovery points stored at that location.
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Note: When using the ARCserve D2D View, if you attempt to browse to or locate a
recovery point and all recovery points are not displayed, it may be because your
backup destinations were split between your local machine and a remote share
machine. For the ARCserve D2D View to display all recovery points, the backup
locations (for full and corresponding incremental backups) should all be at the same
location (either local or remote). If this occurs, it is a limitation only when using the
ARCserve D2D View. To remedy this problem, you can use the CA ARCserve D2D
restore Ul instead to properly display all recovery points, regardless of being at the
same or different locations.
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Select the recovery point that you want to restore from and expand that directory
until you can gain access to the file or folder that you want to restore.

Note: From the ARCserve D2D View, the Copy option is only available for file and
folder level objects. You cannot use this option to copy volume or machine level
objects.
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5. Right-click on the file or folder to be restored and select Copy. Navigate to the
restore location, right-click on the location, and select Paste.

Note: Manual operations (such as copy, cut, or paste) for the backup destination
folder are not successful if a job is active or a user is browsing recovery points using
the ARCserve D2D View.

Note: When restoring backed-up files (with long file names) from the ARCserve D2D
View using the copy-and-paste method, the job can fail without any corresponding
error or warning. (Windows Explorer has a limitation on the maximum file path
length, which can lead to a file copy failure). If this occurs, you can use the installed
CA ARCserve D2D Ul to perform the restore.

6. When the restore is successfully completed, right-click on the backup destination
and select the "Change to Windows Normal View" option.

The ARCserve D2D View changes back to the Windows Explorer View.

Note: During the time that you are in the ARCserve D2D View mode, the
merge/purge process for retaining the maximum number of recovery points will be
disabled. As a result, CA ARCserve D2D will continue to save recovery points beyond
the specified number of recovery points until you exit the ARCserve D2D View and
return to the Windows Normal View. When you exit the ARCserve D2D View, all
retained recovery points beyond the specified number will then be merged/purged.

Restore an Exchange Object Using ARCserve D2D View

For an Exchange object restore, you can use the recovery function or the copy and paste
(or drag-and-drop) functions to restore backed up Exchange (mailboxes, mail folders,
mail) from the backup destination to your specific restore destination.

Note: If you are using a non-Windows shared folder as your backup destination, you will

not be able to switch to the ARCserve D2D View for a local or remote Windows
machine.

Videos

CA Support:  How to: Restore an Exchange Object Using ARCserve D2D View

YouTube: How to: Restore an Exchange Object Using ARCserve D2D View

Restore an Exchange object using ARCserve D2D View

1. Access Windows Explorer and navigate to the backup destination.
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2. Right-click on the backup destination.

A pop-up menu is displayed listing the available options.

9(_)v| . = Computer = Exchange 2007 (2:) = d2d_dest -

Organize * - Open  Includeinlibrary = Sharewith »  Mew folder

a . v
' Favorites =1 MName | Dake modified | Type

Bl Deskiop

& Downloads Change to ARCserve ew

Open
Open in new windaw

File Folder

£ Recent Places

B Deskiop Share with 3
:_,_G Libraries Restare previous versions
3 Docurments Include in library 3
& Music Send ta 3
| Pictures an
E Yideos P

2 Administrator .
Create shortout

1M Computer I
=4 Floppy Disk Drive (4:)
‘:-;J, Local Disk (i)
a Local Disk (D) Properties
—a Exchange Data (E:)

Delete
Renarne

w Exchange Data (F:)
w Backup (G:)
w Exchange 2007 (Z:)
. $RECYCLE.BIM
. dz2d_backup
. d2d_dest
E Exchange 01 v|

3. Select the "Change to ARCserve D2D View" option.

The Windows Explorer View changes to the ARCserve D2D View. When you enter
into that directory, all views are logic views from a CA ARCserve D2D user
perspective and displays the recovery points stored at that location.
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Note: When using the ARCserve D2D View, if you attempt to browse to or locate a
recovery point and all recovery points are not displayed, it may be because your
backup destinations were split between your local machine and a remote share
machine. For the ARCserve D2D View to display all recovery points, the backup
locations (for full and corresponding incremental backups) should all be at the same
location (either local or remote). If this occurs, it is a limitation only when using the
ARCserve D2D View. To remedy this problem, you can use the CA ARCserve D2D
restore Ul instead to properly display all recovery points, regardless of being at the
same or different locations.
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Select the recovery point that you want to restore from and expand that directory
until you can gain access to the Exchange object that you want to restore.

From the ARCserve D2D View, the Recovery and Copy options are only available for
mailbox, folder, and individual mail objects. You cannot use these options to restore
an entire Exchange mailbox database.

Note: If the Exchange mailboxes are not displayed when you are trying to browse
the mailbox database in a recovery point, the Exchange Granular Restore may not
have been enabled during backups and the corresponding catalog was not
generated. Prior to performing the restore, you can generate the catalog manually
from the Restore Exchange Mails dialog. For more information, see Generate an
Exchange Granular Restore Catalog before Restore.
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6. Right-click on the file or folder to be restored and select Recovery or Copy.

a. If you select Copy, you can then navigate to the restore location, right-click on
the location, and select Paste. (You can also use the drag and drop method to
copy an Exchange object to a restore destination).

Note: If you are attempting to use the drag-and-drop function to restore items
(mail objects) from a remote destination and this function does not work, verify
that the remote folder URL is included to the "Trusted Sites' in Internet
Explorer.

b. If you select Recovery, the Restore Options dialog opens. Select the destination
for the restore.
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&' Restore ko original location;

User Mame I

Password I

" Dump file anly
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Exchange Full administrator role.

Faor Exchange Server 2007 systems, user name must be a domain account with either
the Exchange Organization administrator role of the Exchange server administ akor
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For Exchange Serwer 2010 swstems, uset name must be a domain account with
Exchange Qrganization management role.

Ok, Cancel
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The available options are to restore to the original location of the backup or
restore dump files only.

Restore to Original Location

Restores the mails to the original location from where the backup image was
captured. Mails retain the same hierarchy and be restored to its original
mailbox and original folder.

m If the current machine is not the active Exchange server, CA ARCserve D2D
detects the location of the active server and then restores the mails to that
active server.

m If the mailbox has been moved to another Exchange server, but is still in
the same organization, CA ARCserve D2D detects the new Exchange server
where the original mailbox resides, and then restores to that new server.

Dump File Only

Restores the mails to a disk. This disk location must be a local path. The
restored mails maintain the same hierarchy as they had in the corresponding
Exchange Mailbox. The file name will be the subject of mail.

Note: If the mail subject, folder name, or mailbox name includes any of the
following characters, the character are replaced by a hyphen (-) in file name: \ /
ET<> |

There are two options to resolve a conflict situation in a File System. Two files
in File System cannot exist under the same folder, while Exchange mails can.

m Rename - If on the disk, there is a file with the same name as the mail
subject,CA ARCserve D2D still names the mail subject, but appends a
number at the end of the mail subject.

m  Overwrite - If on the disk, there is a file with the same name as the mail
subject, CA ARCserve D2D overwrites that file.

Click OK to save the restore options and launch the restore process.

Note: When the Catalog and Restore Job for Exchange Granular Restore is in
progress, the backup session will be in a mounted state. Do not perform any
operation (format, change drive letter, delete partition, etc.) on this mounted
volume.

When the restore is successfully completed, right-click on the backup destination
and select the "Change to Windows Normal View" option.

The ARCserve D2D View changes back to the Windows Explorer View.

Note: During the time that you are in the ARCserve D2D View mode, the
merge/purge process for retaining the maximum number of recovery points will be
disabled. As a result, CA ARCserve D2D will continue to save recovery points beyond
the specified number of recovery points until you exit the ARCserve D2D View and
return to the Windows Normal View. When you exit the ARCserve D2D View, all
retained recovery points beyond the specified number will then be merged/purged.
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How to Copy a Recovery Point

Each time CA ARCserve D2D performs a successful backup, a point-in-time snapshot
image of the backup is created. This collection of recovery points lets you locate and
specify the exact backup image to copy.

The following diagram illustrates the process to copy a recovery point:

How to Copy a Recovery Point

Review the Prerequisites

Storage

Manager
Configure the Copy

Recovery Point Settings

Copy a Recovery Point

Select the Recovery Point to
Copy

Define the Copy Options and
Copy the Recovery Point

Verify the Copied
Recovery Point
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Perform the following tasks to copy a recovery point:

1. Review the Prerequisites (see page 279)

2. Configure the Copy Recovery Point Settings (see page 137)

3. Copy a Recovery Point (see page 284)

a. Select the Recovery Point to Copy (see page 284)

b. Define the Copy Options and Copy the Recovery Point (see page 286)

4. Verify the Copied Recovery Point (see page 288)

SUPPLEMENTAL VIDEO
This procedure contains a supplemental instructional video. Select either CA Support or

YouTube as the source for viewing this video. The versions of the video from CA Support
and YouTube are identical, and only the viewing source is different.

Videos

CA Support: How to Copy a Recovery Point

YouTube: How to Copy a Recovery Point

Review the Prerequisites

Review the following prerequisites before copying a recovery point:
®m  You have at least one full backup available to copy.

®  You need a valid destination to copy the recovery point.

Configure the Copy Recovery Point Settings

CA ARCserve D2D lets you specify the recovery point copy settings. Before you copy a
recovery point, configure the copy recovery point settings. For a better understanding
about how the options on this dialog can be used to configure your recovery point copy
schedule, see Copy Recovery Points - Example Scenarios (see page 140).

Note: The recovery point copy process is a copy and paste operation only and not a cut
and paste operation. As a result, whenever a scheduled copy recovery point job is
performed CA ARCserve D2D creates an additional copy of the recovery point to the
specified copy destination, while still retaining the original copy of the recovery point at
the backup destination that was specified in Backup Settings.
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Follow these steps:

1.

On the CA ARCserve D2D home page, select Settings from the taskbar.
The Settings dialog opens.
Click the Copy Recovery Points tab.

The Copy Recovery Points dialog opens.
‘Settings %

E Backup Settings E File Copy Settings E Copy Recovery Points E Preferences

Copy Recovery Points

Q [V  Enable Copy Recovery Points

Copy Settings Destination <destination pathz > Browse

The Copy Recovery Points job wil be run after the specdified nurmber of backups are performed.
=]
Specify the number of Copy Recovery Points to keep,

1
Compression Standard Compression >

Encryption Algorithrn | AES-192 &
Encryption Password e

Re-type the Password | ses

Sawe Settings Cancel Help

L |

Select Enable Copy Recovery Points.
When selected, enables the copying of recovery points.

Note: If you do not select this option, no scheduled copying of recovery points is
performed.

Specify the following recovery point copy schedule settings:
Destination

Specifies the storage location for the copy of the selected recovery point.
(Optional) You can click the green arrow button to verify the connection to the
specified location.

Note: The maximum length for the specified destination path is 158 characters.

Copy Recovery Points job will be run after the specified number of backups are
performed

Specifies when the scheduled recovery point copy process is automatically
launched. This process is launched based on your selected copy policies and
specified number of successful backups (Full, Incremental, and Verify).
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You can use this setting to control how many times a recovery point copy
process is triggered each day. For example, if you schedule to run a backup job
every 15 minutes, and copy job after every 4 backups, then it performs 24
recovery point copy jobs each day (1 each hour).

Default: 8
Minimum: 1
Maximum: 1344

Important! If you schedule backup and copy jobs to run at regular intervals and
if the copy job is currently running (in active state) when the scheduled time for
the backup job time arrives, the backup job fails. (The next backup job will run
as scheduled and should be successful if it does not conflict with another copy
job). Because the copy operation takes almost same amount of time as
performing a full backup, the best practice is not to set a frequent schedule for
your recovery point copy jobs.

Specify the number of recovery points to keep

Specifies the number of recovery points that are retained and stored at the
specified copy destination. Discards the oldest recovery point, when this
number is exceeded.

Note: If you do not have sufficient free space at the target destination, reduce
the number of saved recovery points.

Default: 1
Maximum: 1344

5. Select the Compression level.

Compression is typically performed to decrease your disk space usage, but also
has an inverse impact on your backup speed due to the increased CPU usage.

The available options are:

m  No Compression - Compression is not performed. Files are pure VHD. This
option has the lowest CPU usage (fastest speed), but also has the highest
disk space usage for your backup image.

m  No Compression - VHD - Compression is not performed. Files are
converted to .vhd format directly, without the need for manual operations.
This option has the lowest CPU usage (fastest speed), but also has the
highest disk space usage for your backup image.

m Standard Compression - Some compression is performed. This option
provides a good balance between CPU usage and disk space usage. This
setting is the default setting.

m  Maximum Compression - Maximum compression is performed. This
option provides the highest CPU usage (lowest speed), but also has the
lowest disk space usage for your backup image.
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Note: If your backup image contains uncompressible data (such as JPG images
or ZIP files), additional storage space can be allocated to handle such data. As a
result, if you select any compression option and you have uncompressible data
in your backup, it can actually result in an increase in your disk space usage.

6. If you also want the copied recovery point to be encrypted, specify the following
information:

Encryption Algorithm

Specifies the type of encryption algorithm that is used for the recovery point
copies.

The available format options are No Encryption, AES-128, AES-192, and
AES-256.

Encryption Password

Lets you specify and confirm the encryption password being used to encrypt
the destination session.

7. Click Save Settings.

Your recovery point copy settings are saved.

The copy recovery point settings are successfully configured.

Copy Recovery Points - Example Scenarios

The following example scenarios are provided to give you a better understanding of how
the various options can affect your scheduled copying of recovery points.

For this example, assume that you configured your CA ARCserve D2D backup schedule
as follows:

m  Full Backup - Every 7 days

®  Incremental Backup - Every 1 hour

m  Verify Backup - Every 3 days

and assume:

m  First backup is on Day #1 at 5:00PM (by default, the first backup is always a Full
Backup)

m  First Incremental Backup will be on Day #1 at 6:00PM (and every hour after)
m  Recovery Points retention count is set to 31 (default number)

m  Location "D" is configured as the copy destination
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Scenario #1

For this scenario, the Copy Recovery Point settings are as follows:

m  Copy after 4 backups

m  Retain 1 recovery point

Result:

At 8:00PM (after the 4th backup), the scheduled copy job will run and
consolidate all 4 recovery points into a single recovery point and store it at
destination D.

At 12:00 midnight (after the 8th backup), the next scheduled copy job will run
and consolidate all 8 recovery points into a single recovery point and store it at
destination D.

The previous recovery point is removed from destination D because the setting
is to retain only 1 recovery point at the destination.

Scenario #2

For this scenario, the Copy Recovery Point settings are as follows:

m  Copy after 4 backups

m  Retain 4 recovery points

Result:

At 8:00PM (after the 4th backup), the scheduled copy job will run and
consolidate all 4 recovery points into a single recovery point (Recovery Point
#1) and store it at destination D.

At 12:00 midnight (after the 8th backup), the next scheduled copy job will run
to create Recovery Point #2 and store it at destination D.

At 4:00AM on Day #2 (after the 12th backup), the next scheduled copy job will
run to create Recovery Point #3 and store it at destination D.

At 8:00AM on Day #2 (after the 16th backup), the next scheduled copy job will
run to create Recovery Point #4 and store it at destination D.

At 12:00 noon on Day #2 (after the 20th backup), the next scheduled copy job
will run. A new recovery point will be created and the first recovery point
(created after the 8:00PM backup on previous day) is removed from
destination D, because the setting is to retain only 4 recovery points at the
destination.

Chapter 5: Using CA ARCserve D2D 283



How to Copy a Recovery Point

Scenario #3

For this scenario, the Copy Recovery Point settings are as follows:
m  Copy after 1 backup
®  Retain 4 recovery points

Result:

— At 5:00PM (after the 1st backup), the scheduled copy job will run to create a
single recovery point (Recovery Point #1) and store it at destination D.

- At 6:00PM (after the 2nd backup), the next scheduled copy job will run to
create Recovery Point #2 and store it at destination D.

- At 7:00PM (after the 3rd backup), the next scheduled copy job will run to
create Recovery Point #3 and store it at destination D.

- At 8:00PM (after the 4th backup), the next scheduled copy job will run to
create Recovery Point #4 and store it at destination D.

- At 9:00PM (after the 5th backup), the next scheduled copy job will run. A new
recovery point will be created and the first recovery point (created after the
5:00PM backup) is removed from destination D, because the setting is to retain
only 4 recovery points at the destination.

Copy a Recovery Point

When you select a recovery point to copy, all previous backup blocks (full and
incremental) are consolidated and captured to recreate a full and most recent backup
image.

You can perform the following tasks to protect your backups:

m  Copy/export recovery point information to store it safely off-site in the event of a
catastrophe.

m  Save your recovery points to multiple locations.

m  Consolidate your backups to preserve all your recovery points.

The process involved in copying a recovery point is as follows:

1. Select the Recovery Point to Copy (see page 284).

2. Define the Copy Options and Copy the Recovery Point (see page 286).

Select the Recovery Point to Copy

CA ARCserve D2D provides a list of available recovery points and lets you select the
recovery point to create a copy. You can specify the destination, recovery point date,
and time range to copy a recovery point.
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Follow these steps:

1.

On the CA ARCserve D2D home page, select Copy Recovery Point.

The Copy Recovery Point dialog opens.

Copy Recovery Poinkt ®

@ Copy Recovery Point
Backup Location
Select backup location

<backup location» 7 Erowse

Recovery Point Date

Time Backup Type Mame
12:16:02 PM
12:01:02 PM

Incremental

Incremental
4 5 6 7 & 9 10

14[15] 16 17

12:00 AM - £:00 &M (5)
£:00 AM - 12:00 PM (24)

ErmptyDirectory

FileCopySource

11/11/2012 6:51:36 AM

8/25/2012 4:54:44 AM

18 19 20 21 22 23 24
25028 7 X 29 30
Mame Date Modified Size
liodan 4 2E 79.34 MB
BackupSource 102012012 9:28:14 AM

12:00 PM - 6:00 FM (2)
£:00 PM - 12:00 AM

et Cancel Help

Specify or browse to the location where your backup images are stored and select
the appropriate backup source.

You can click the green arrow button to verify the connection to the specified
location. If necessary, enter the Username and Password credentials to gain access
to that location.

The calendar view appears.

Note: All the dates containing recovery points for the specified location are
highlighted in green.

Select the calendar date for the backup image to copy.

The corresponding recovery points for that date are displayed, with the time of the
backup, the type of backup that was performed, and the name of the backup.

Note: A clock icon with a lock symbol indicates that the recovery point contains
encrypted information and can require a password for the restore.
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4. Select a Recovery Point to copy.

The backup content (including any applications) for the selected recovery point
displays.

5. Click Next.

The Copy Options dialog opens.

The recovery point to copy is specified.
Define the Copy Options and Copy the Recovery Point

After you specify a recovery point to copy, define the copy options to create a copy that
combines the previous full and incremental backups for the selected recovery point.

Follow these steps:

1. From the Copy Options dialog, specify the following Copy Options:

Copy Recovery Poink .3

E Copy Options

Encryption Password of Selected Recovery Point
Tha racavery poirt you selact ta copy Is encryptad, please provide encryption password
Passward | ses

Copy Options
Destination | ez\temp| - Browss
Compressgn  Stancard Compression b

Enciyption Algorithm Mo Encvption v

Mote: This operation wil merge al sessions up to, 2nd Induding, the selected recovery point Nto 3 sngke session, which
wiil then be copied to the specfied destination.

Previous Create & Copy Cancal Help

Password
Specify the encrypted password for backup.

Note: This dialog includes two password fields. The upper field is for the
password to decrypt the source session, and the lower field is used to encrypt
the destination session.
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If the recovery point you select to copy was previously encrypted, provide the
password.

If the recovery point to be copied is a backup session of the same
computer that is running the copy recovery point job, the encryption
password is remembered and this field is automatically populated.

m If the recovery point to be copied is a backup session of another computer,
enter the encryption password.
Destination

Specify (or browse to) the storage location of the selected recovery point.
(Optional) You can click the green arrow button to verify the connection to the
specified location.

If necessary, enter the Username and Password.

Select the Compression level.

Note: The specified backup compression level has no relation with the copy
compression level. For example, in backup destination the compression level can be
set to Standard; however, when you submit the copy job, the compression can be
changed to No Compression or Maximum Compression.

Compression is typically performed to decrease your disk space usage, but also
has an inverse impact on your backup speed due to the increased CPU usage.

The available options are:

No Compression - Compression is not performed. Files are pure VHD. This
option has the lowest CPU usage (fastest speed), but also has the highest
disk space usage for your backup image.

No Compression - VHD - Compression is not performed. Files are
converted to .vhd format directly, without the need for manual operations.
This option has the lowest CPU usage (fastest speed), but also has the
highest disk space usage for your backup image.

Standard Compression - Some compression is performed. This option
provides a good balance between CPU usage and disk space usage. This
setting is the default setting.

Maximum Compression - Maximum compression is performed. This
option provides the highest CPU usage (lowest speed), but also has the
lowest disk space usage for your backup image.

Note: If your backup image contains uncompressible data (such as JPG images or
ZIP files), additional storage space can be allocated to handle such data. As a result,
if you select any compression option and you have uncompressible data in your
backup, it can actually result in an increase in your disk space usage.
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Note: If you change the compression level from "No Compression" to either
"Standard Compression" or "Maximum Compression", or if you change from either
"Standard Compression" or "Maximum Compression" to "No Compression", the
first backup that is performed after this compression level change is automatically a
Full Backup. After performing the Full Backup, performs all future backups (Full,
Incremental, or Verify) as scheduled.

If you also want the copied recovery point to be encrypted, specify the following
information:

Encryption Algorithm

Specifies the type of encryption algorithm that is used for the recovery point
copies.

The available format options are No Encryption, AES-128, AES-192, and
AES-256.

Encryption Password

Lets you specify and confirm the encryption password being used to encrypt
the destination session.

Note: When you enable the encryption, specify a new password. You need this
password to restore the copied recovery point.

Click Create a Copy.

A status notification window appears and the copy process for the selected
recovery point type is launched immediately.

Note: CA ARCserve D2D allows only one recovery point copy job to run at the same
time. If you attempt to launch a recovery point copy job manually while running
another scheduled copy job, an alert message opens. The message informs you that
another job is running and requests you to try again at a later time.

The recovery point is copied from the backup source to the copy target destination.

Verify the Copied Recovery Point

After you copy a recovery point, verify that the copied recovery point is available at the
specified destination.

Follow these steps:

1.

Navigate to the CA ARCserve D2D destination you specified.
A list of folders appears.
Open the hostname folder, and navigate to the following subordinate folder:

hostname\VStore

288 User Guide



Mount a Recovery Point

3. Open the VStore folder, and navigate to the following session folder:
VStore\SO0000000001

4. Locate all files with a D2D extension to verify your copied recovery point at the
specified location.

For example, if your computer name is "Department_A" and you copied the
recovery point (backup) to "E:\copied_vhd\", navigate to the following location:

E:\copied_vhd\Department_A\VStore\S0000000001.

The copy of your recovery point is successfully verified.

Mount a Recovery Point

Mount Recovery Point provides the ability to mount a recovery point to a drive letter
(volume) or an NTFS folder, to view, browse, copy, or open the backup files directly in
Windows Explorer.

Note: For CA ARCserve Central Host-Based VM Backup, the recovery points are
mounted on the backup proxy system.

Instead of using the CA ARCserve D2D web interface to find or recover files and folders,
you can mount the volumes from a given CA ARCserve D2D backup recovery point to a
drive letter, so that you can use Windows Explorer to find or recover any files and
folders. The benefit is that Windows Explorer can be more familiar and convenient to
use.

Chapter 5: Using CA ARCserve D2D 289



Mount a Recovery Point

Follow these steps:

1. From the CA ARCserve D2D home page (or CA ARCserve D2D Monitor), select
Mount Recovery Point.

The Mount Recovery Point dialog opens.

Mount Recovery Point ®

Mount Recovery Point

List of Mounted Volumes
Dismount Mount Paint Recovery Point Source Volume Size Backup Location

Dismcunt X 4/16/2012 10:49:54 ... H: 9.56 GB =Path to Backup Location=

Select and Mount Backup Volume

Select backup location =Path to Backup Location= 7 Browse

Recovery Point Date

4 April 2 3 Time Backup Type Mame Catalog
S M T W T F = 11:18:10 AM  Incremental Customized Incremental Backup  Created
10:54:30 AM  Incremental Customized Incremental Backup Created
L R S A 10:49:54 AM  Full Customized Incremental Backup  Created
& % 10 11 [12 (13 14
15[16] 17 18 13 20 21
22 23 24 25 M T 28
25 30
Today
Time Range Volume Size Mount
12:00 AM - 5:00 AM H: 9,56 GB Mounted to X:
6:00 AM - 12:00 PM (3) System Reserved 28.26 MB BM
12:00 PM - 6:00 PM
&5:00 PM - 12:00 AM
Refresh Close Help

2. Inthe Select and Mount Backup Volume section, specify the backup source. You can
either specify a location or browse to the location where your backup images are
stored. You can click the green arrow icon button to verify the connection to the
specified location. If necessary, enter the Username and Password credentials to
gain access to that location.

The calendar view highlights (in green) all dates during the displayed time period
that contain recovery points for that backup source.

3. Specify the recovery point to mount.
a. Select the calendar date for the backup image you want to mount.

The corresponding recovery points for that date are displayed, with the time of
the backup, the type of backup that was performed, and the name of the
backup.

Note: A clock icon with a lock symbol indicates that the recovery point contains
encrypted information and can require a password to mount the recovery
point.
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b. Select a recovery point that you want to mount.

The corresponding backup content (including any applications) for that
recovery point is displayed.

c. Locate the Volume that you want to mount and click Mount.

You can mount the recovery point to a drive letter (volume) or an empty NTFS
folder.

Note: If a volume is mounted already, you cannot mount it again from the
same recovery point.

The Mount Recovery Point dialog opens.
Mount Recovery Point X
Mount Recovery Point to volume or path
@ Mount to the following volurme: | B: W

) Mount to the following path. Path must be an empty NTFS folder.

Backup Encryption Password
The data you are trying to mount is encrypted. You must provide an
encryption password to mount.

Password | eesess

0K

Select whether you want to mount to a volume or path.
a. If you mount to a volume, select the volume from the drop-down list.
b. If you mount to a path, enter or browse for the location.

Important! The path must be to an empty NTFS folder.

If the selected recovery point was encrypted, provide the encryption password and
click OK.

The selected backed up volume is mounted and displayed in the List of Mounted
Volumes on the Mount Recovery Point dialog. You can now use Windows Explorer
to view, browse, copy, or open the backup files.

Note: You cannot delete any backup files from Windows Explorer.

When the mounted recovery point is no longer needed, the best practice is to
dismount it. Otherwise, the mounted recovery point prevents the CA ARCserve D2D
backup from performing a session merge/purge operation.
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If CA ARCserve D2D attempts to merge a mounted recovery point, a status alert
also displays on the Home Page to inform you the selected recovery point cannot
be merged.

Recovery Points
14 Recovery Points out of 5

Recovery point D aptopisample-pot ™ Storey=0000000007
iz mourted and cannot currently be merged,

Note: If the merge fails and you want to be notified, you can configure Email Alerts
in the Preferences Settings to receive an email alert. For more information, see
Specify Email Alert Preferences.

a. Todismount the mount points, select the mount point that you want to
dismount and click Dismount.

The selected mount point is dismounted and no longer displays in the List of
Mounted Volumes on the Mount Recovery Point dialog.

b. To refresh the list of mount points, click Refresh.

The updated list of mount points displays.
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Create a VHD File from a CA ARCserve D2D Backup

Each time CA ARCserve D2D performs a successful backup, a point-in-time snapshot
image of your backup is also created. Before creating a Virtual Hard Disk (VHD) file from
a CA ARCserve D2D backup, you must have at least one CA ARCserve D2D recovery point
available.

Follow these steps:

1. From the CA ARCserve D2D home page, select Copy Recovery Point.

The Copy Recovery Point dialog opens.

Copy Recovery Point X

Copy Recovery Point
Backup Location

Select backup location «<Path to Backup Destination:= > Browse

Recowvery Point Date

Time Type Mame Catalog

Status

4 5 B 7T 8
1m0 11 12 13 14 15 16

B 44552 PM  Incremental

Backup

3:42:46 PM Full Backup

Custornized Incrernental
Backup

Customized Incremental

(=T Py

Created =

Created

Il

MName
a2

Date Modified Size

17.90 GB

17 18 19 20 [21][22] 23

24 25 26 27 28 28 30

© g% Microsoft Exchange Replica Writer 2010 412.07 MB

Today 3.46 GB

© g% Microsoft Exchange Writer 2010

Time Range

12:00:00 &M - 2:59:59 AM
3:00:00 AM - 5:59:59 AM
6:00:00 AM - 8:59:59 AM
0:00:00 AM - 11:59:59 AM
12:00:00 PM - 2:59:59 PM

3:00:00 PM - 5:59:59 P
@

6:00:00 PM - 8:59:59 PM
9:00:00 PM - 11:59:59 PM

MNext Cancel Help

2. Specify the backup source. You can either specify a location or browse to the
location where your backup images are stored. If necessary, enter the Username
and Password credentials to gain access to that location.

The calendar view highlights (in green) all dates during the displayed time period
that contain recovery points for that backup source.
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3. Specify the recovery point to copy.
a. Select the calendar date for the backup image you want to copy.

The corresponding recovery points for that date are displayed, with the time of
the backup, the type of backup that was performed, and the name of the
backup.

b. Select a recovery point that you want to copy.

The corresponding backup content (including any applications) for that
recovery point is displayed.

4. Specify the copy options.

a. Select the destination. You can either specify a location or browse to the
location where the copy of your selected recovery point is going to be stored. If
necessary, enter the Username and Password.

Note: Verify that you select a location that has sufficient free space available to
hold the entire VHD.

b. Set the level of compression to "No Compression - VHD".

Compression is not performed. Files are converted to .vhd format directly,
without the need for manual operations. This option has the lowest CPU usage
(fastest speed), but also has the highest disk space usage for your backup
image.

5. Click Create a Copy.

A status notification window appears and the copy process for the selected
recovery point type is launched immediately.

The recovery point image is copied from the backup source to the destination.

6. When the copy process is finished, browse to the destination and navigate to the
subordinate folder corresponding to the hostname of the CA ARCserve D2D
computer.

7. Open the hostname folder and navigate to the following subordinate folder:
"VStore\S0000000001"

For example, if your computer name is "Department_A" and you copied the
recovery point (backup) to "E:\export_vhd\" you would navigate to:

E:\export_vhd\Department_A\VStore\S0000000001
8. Open the "S0000000001" folder to locate all files with a ".vhd" extension.

Each of these files corresponds to an actual physical disk on the source computer
which can be used as regular VHD files.

Important! The VHD created by CA ARCserve D2D during the copy process may not boot
in the hypervisor because the VHD files may not contain the correct drivers for the VM.
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How to Deploy CA ARCserve D2D Remotely

After CA ARCserve D2D is installed on a server, you can then deploy it remotely to other
selected servers using the CA ARCserve D2D Ul. When CA ARCserve D2D is deployed
remotely you get all the files and folders you would get if you deployed it locally without
having to visit the remote system.

The following diagram illustrates the process to deploy CA ARCserve D2D remotely:

How to Deploy CA ARCserve D2D Remotely

Review the Remote
Deployment Considerations

Storage
Administrator

Deploy CA ARCserve Manage Server
D2D Remotely Selection List

/ Verify that the Remote
Deployment was Successful

Troubleshooting
Remote Deployment Issues

Perform the following tasks to deploy CA ARCserve D2D remotely:

1. Review the Remote Deployment Considerations (see page 297)

Deploy CA ARCserve D2D Remotely (see page 298)

Manage Server Selection List (see page 301)

2
3
4. Verify that the Remote Deployment was Successful (see page 302)
5

(Optional) Troubleshooting Remote Deployment Issues (see page 302)
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SUPPLEMENTAL VIDEO
This procedure contains a supplemental instructional video. Select either CA Support or

YouTube as the source for viewing this video. The versions of the video from CA Support
and YouTube are identical, and only the viewing source is different.

Videos

CA Support: How to Deploy CA ARCserve D2D Remotely

YouTube: How to Deploy CA ARCserve D2D Remotely
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Review the Remote Deployment Considerations
Review the following remote deployment considerations before installing CA ARCserve
D2D Remotely:
m  Ensure that the following ports are available:
- Port 15011 (used for ADT internal communication)

- Port 445 (used to access the adminS and %HOMEDRIVE%S, and remote registry
settings)

m  Ensure that pinging of the remote machine is enabled.
To verify if the machine can be pinged, perform the following task:
1. Access the Firewall advance settings for In-Bound Rule.
2. For the current network profile:
m  Enable Networking — Echo Request (ICMPv4-In)
m  Enable Networking — Echo Request (ICMPv6-In)

m  Allow access to the remote admin$ share.

If the firewall is turned on from the remote machine, to enable the access to
Admin$ on the remote machine, perform the following task:

1. Access the Firewall advance settings for In-Bound Rule.
2. For the current network profile:
m  Enable Netlogon Service (NP-In)

m  Enable the in-bound role for the network profile and allow File and Printer
Sharing (SMB-In) for port 445

m By default, only the built-in administrator has access rights to admin$ in Windows 7
and Windows 8. To allow non-built-in administrator (users in Administrators group)
to access the admin$, perform the following task:

1. Start edit registry.

2. Locate key
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Polici
es\System.

3.  Manually create a DWORD value for LocalAccountTokenFilterPolicy = Ox1.

m  Allow access to the remote %HOMEDrive%$ (for example, C$) and verify that the
share is available from the Computer Management.
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A Computer Management
Eile  Action Miew Help
@2 o = | HE =

A Computer Management {Lccalﬂ Share Hame Folder Path

: Type # Client Connections Description

4 [k System Tools 2l ADMINS CAWindows Windews 0 Remote Admin
® Ta.sk Slcl.heldulsr /_f";?‘_\ e Windows 0 Default share
[8] Event Viewer T Windows 0 Remote IPC

4 | Shared Folders
g1 Shares
| Sessions
! Open Files
% Local Users and Groups
'@' Performance
i Device Manager
4 5 Storage
&= Disk Management
4 [y Services and Applications
4 Services
i WMI Control

Deploy CA ARCserve D2D Remotely

After CA ARCserve D2D is installed on a server, you can then deploy it remotely to other
selected servers using the CA ARCserve D2D Ul. When CA ARCserve D2D is deployed
remotely you get all the files and folders you would get if you deployed it locally without
having to visit the remote system.

Follow these steps:
1. From the CA ARCserve D2D home page, select Deploy.
The Deploy dialog opens.

Reiploy
A Do

Server Neme User blerte ] Instal Pedh Fircteond Perceringes Haba Mg 53050

Deeplory MNaws Canced Help.
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2. Click Add.

The Add dialog opens.
Add

Server Mame:

User Mame:

Password:

Part: 2014

Install Path: SoProgramFilessa\CA\ARCserve D20

[T Use https as web communication protocal.

¥ Allow setup to start the remote registry service automatically.

¥ Allow setup to install driver.

Reboot: i Yes  Io

O Cancel

3. Enter the following information:

a.

b.

The server name where you want to deploy CA ARCserve D2D.
A valid User Name and Password to access the selected server.

The user name should be in the format of "<machinename>\<accountname>"
or "<domainname>\<accountname>". If you enter just "<accountname>", CA
ARCserve D2D assumes that it is the local machine and not a domain machine.

The port number. This port number is used to connect to the web-based Ul.
Default Value: 8014.

Specify the Install path on the remote server for CA ARCserve D2D.

Default Location: %Program Files%\CA\ARCserve D2D.
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e. Specify if you want to use https as your web communication protocol.
f.  Specify if you want the setup to start the remote registry service automatically.

g. Specify if you want the required reboot to be performed automatically upon
completion of the deployment process or if you want to reboot manually at a
later time.

A system reboot is required (now or later) for the remote deployment of CA
ARCserve D2D to take effect.

Note: If you are deploying the current version of CA ARCserve D2D on a server
which already has CA ARCserve D2D on it, a reboot is not required. CA
ARCserve D2D will not reboot even if you have selected automatic reboot after
deployment.

Click OK to close the Add dialog.

After you click OK, the deploy tool checks whether the remote machine can be
accessed with no problems. If no error is reported, then the server is automatically
added to the remote deployment list. If an error is reported, you are notified of the
appropriate error and the server is not added to the remote deployment list.

Deploy ¥
Aucded Delete
Server Name Uzer Mame Port Install Path Rethioat Percentages Statuz Meszage
Server 1 Server 1 User .. 8014  SeProgramFiles3\CAMRCserve DD Yes 100% Install successfuly  Deployment successhul
completed
[E] Server2 Server 2 Liser a014 ProgramFiles%\CAMRCzerve D20 Ves 0% [T [T
[F]| Server 3 Server 3 Lser 8014 ProgramFiles%\CAMRCaerve D20 Mo 0% [ N/A

Deploy Mow: Cancel Help

The Deploy dialog lists all related information for the added server.

Select the server for remote deployment and click Deploy Now to launch the
remote deployment process.

A status message is displayed indicating if the remote deployment was successful or
not. When the remote deployment is successful, you can access CA ARCserve D2D
from that remote server; however, you can only perform backups on servers that
are properly licensed.

In addition the name of the remotely deployed server is now added to the Server
drop-down list on the CA ARCserve D2D home page, which lets you quickly and
easily manage or view the status of these servers.
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Manage Server Selection List

From the CA ARCserve D2D home page, you can select a server to manage from the
Server Selection List. The Server drop-down list lets you quickly and easily manage or
view the status of these servers. Servers are automatically added to the Server Selection
list when you successfully deploy CA ARCserve D2D to a remote server. In addition, you
can also manually add or delete a server on the Server Selection list.

Follow these steps:
1. From the CA ARCserve D2D home page, click the Manage link.
The Manage the list of servers dialog opens.

Manage the list of servers

1
[
[

Server Name Actian
=Server 2 Mame= Delete

==Zerver 1 Mame=

[8]3

Chapter 5: Using CA ARCserve D2D 301



How to Deploy CA ARCserve D2D Remotely

2. To delete a server from this list, select the server and click Delete.

A confirmation warning message is displayed asking if you are sure that you want to
delete this server from the list.

Click Yes to continue and the server is no longer listed.
3. To add a server to this list, click Add.
The Add host to server list dialog opens.
Enter the requested information: Server Name, User Name, Password, and Port.

If you want the communication protocol for the new server to be HTTPS, enable the
https check box. By default this protocol is set to HTTP.

4. Click OK to continue and the new server is added to the list.

Add host to server list

Server Mame:

Lser Mame:

Password:

Port: 8014
https: |

OF, Cancel

Verify that the CA ARCserve D2D Remote Deployment was Successful

Verify the following results from the Deploy dialog:

m  The percentage value reaches to 100%

m  The status shows Installation was successfully completed
m  The message shows Deployment Successful

The remote deployment of CA ARCserve D2D is successful.

Troubleshooting Remote Deployment Issues

When a problem is detected, CA ARCserve D2D generates a message to help you
identify and resolve the problem. These messages are contained in the CA ARCserve
D2D Activity Log, which is accessed from the View Logs option on the home page Ul. In
addition, when an incorrect action is attempted, CA ARCserve D2D generally displays a
pop-up message to help you identify and quickly resolve the problem.
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This section contains the following topics:

Unable to Access CA ARCserve D2D After Reboot (see page 303)
Setup cannot connect to <<machine name>> during Remote Deployment (see page 303)

Unable to Access CA ARCserve D2D After Reboot

If you are not able to access the CA ARCserve D2D Ul, perform the following
troubleshooting procedure:

1. From the Add or Remove Programs dialog, click the Add/Remove Windows
Components option to access the Windows Components Wizard screen and remove
the Internet Explorer Enhanced Security Configuration component.

2. Add the host name URL to the Trusted Sites in Internet Explorer.

3. Adjust the security level in Internet Explorer.

If the problem persists, use Live Chat to contact CA Support. Live Chat lets you optimize
intelligent conversation between you and the CA ARCserve D2D Technical Support team,
allowing you to address your concerns and questions immediately, while still
maintaining access to the product.

Setup cannot connect to <<machine name>> during Remote Deployment

If you encounter the error "Setup cannot connect to <<machine name>>. The network
share \\<<machine name>>\admin$ is not available using the network.", check the
following items to resolve the problem:

m  The Username/Password details provided in the Deploy Ul are correct.

m  The target host is reachable over the network from the current CA ARCserve D2D
server.

m  The file and printer sharing service is enabled on the target host. If the firewall is
enabled on the target host, an exception should be added for File and Printer
Sharing service.

If the problem persists, use Live Chat to contact CA Support. Live Chat lets you optimize
intelligent conversation between you and the CA ARCserve D2D Technical Support team,
allowing you to address your concerns and questions immediately, while still
maintaining access to the product.
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View Logs

View Logs

The Activity Log contains comprehensive information about all the operations

performed by CA ARCserve D2D. The log provides an audit trail of every job that is run

(with the most recent activities listed first) and can be helpful in troubleshooting any

problems that occur.

Note: This task is only available from the CA ARCserve D2D Ul and not from the CA

ARCserve D2D Monitor.

View Logs

1. From the CA ARCserve D2D home page, select View Logs.
The CA ARCserve D2D Activity Log opens, displaying the following information:

Type of Message (Error, Warning, Information)

Job ID

Note: The Job ID can be used to easily locate log entries that are related to a

specific job and can be helpful when troubleshooting job-related problems.

Time that the message was recorded

Message indicating the activity performed or the problem encountered.

Activity Log

PageIS of3 | ¥ .:,\-‘

0000000000000 Qs :

P

Joh IO
1

1

1

Time
2010:12-05 10:16:42

2010-12-08 10:16:42

2010-12-0810:16:39

2010-12-0810:16:39

2010-12-0810:16:39

2010-12-0810:16:37

2010-12-0810:16:37

2010-12-0810:16:37

2009-12-08 10:16:37

2010-12-0810:16:37

2010-12-0810:16:37

2010-12-0810:16:37

2010-12-0810:16:37

2010-12-0810:13:23

Message

Yolume WAYolume{5ddfaga3-7c71-11de-ab21-806e6fe696 30 [CY] has ...
Start snapshot set. (Snapshot Set ID=[{3046ee0f-c814-484a-86c0-033c4

Yolume should take snapshot. (volume Mame=[C:T)

Taking =napshot...

Replicate 1 volumes. Yolumes=C:

Local destination valume is skipped. Yolume=Wid"Walumelea7dab7e- ..
Backup started. Node=RMDMISLYMPLUBS02

Created new session. Session number=150

Change to re-syne backup hecause fresh installation

Compression level is standard

Incremental backup

Backup destination. Path=""RMDMISLYMPLUBS0Z
Job name is Customized Incremental Backup

Backup destination[*Walume{es7dab7c-abbft-11de-b62h-0050565a47 6.

Il

Dizplaying 51 - 75 of 75

¥ Delete

-
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2. If necessary, you can click the Delete button to purge some or all of the log entries.
The Delete Activity Log dialog opens.

You can then specify to Delete all log records or Delete log records older than a
specific date. If you select the "Delete log records older than" option, you can then
specify from the calendar which date will be used as the older than date.

[Delete Activity Log 1

= Delete all lag recards

' Delete all log records older than:

December 2010 ~

S M T W T F s
2 3 4

]
s 5 7[8] 9 1 1

12 13 14 15 16 17 18
19 20 21 2 23 24 23
26 27 2w/ 28 30 A

Today

{ Ok Cancel J

Manage Server Selection List

From the CA ARCserve D2D home page, you can select a server to manage from the
Server Selection List. The Server drop-down list lets you quickly and easily manage or
view the status of these servers. Servers are automatically added to the Server Selection
list when you successfully deploy CA ARCserve D2D to a remote server. In addition, you
can also manually add or delete a server on the Server Selection list.
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Manage the Server Selection List
1. From the CA ARCserve D2D home page, click the Manage link.

The Manage the list of servers dialog opens.

Manage the list of servers

1=
[
[

Server Mame Action
=Server 2 Names= Delete

=Server 1 Mame=

Ik,

2. To delete a server from this list, select the server and click Delete.

A confirmation warning message is displayed asking if you are sure that you want to
delete this server from the list.

Click Yes to continue and the server is no longer listed.
3. To add a server to this list, click Add.
The Add host to server list dialog opens.
Enter the requested information: Server Name, User Name, Password, and Port.

If you want the communication protocol for the new server to be HTTPS, enable the
https check box. By default this protocol is set to HTTP.

Click OK to continue and the new server is added to the list.

Add host to server list

Server Mame:

LIser Mame:

Passwiord:

Part: 8014
https: |l

Ok Cancel
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How to Create a Boot Kit

CA ARCserve D2D utilizes a Boot Kit Utility to combine a WinPE (Windows Preinstallation
Environment) image and CA ARCserve D2D image to create a BMR ISO image. This ISO
image is then burned onto a bootable media. When you perform a bare metal recovery,
the CA ARCserve D2D bootable media (CD/DVD or USB stick) is used to initialize the new
computer system and allow the bare metal recovery process to begin.

The following diagram illustrates the process to create a boot kit:

How to Create a Boot Kit

", Launch the

E S Create Boot Kit Utility
Py L

Storage

Manager

Windows 8 Windows 7

Specify the Type
of BMR 150 Image

Is Windows AIK
already installed on
your computer?

Is Windows ADK
already installed on
your computer?

Mo MNo

Download and Install Download and Install
Windows ADK Windows AIK for Windows 7
from Microsoft from Microsoft

Determine the Method to
Generate a BMR 150 Image

r Create a CA ARCserve D2D
I BMR ISO Image for a USB Stick

r Create a CA ARCserve D2D
BMR ISO Image for a CD/DVD

Create Bootable
BMR 150 Image

Create a BMR CD/DVD
{optional)

Create Bootable

|
|
|
|
|
|
|
| BMR USB Stick
|

Verify the Boot Kit

is Created
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Perform the following tasks to create a boot kit:

1.
2.
3.

Launch the Create Boot Kit Utility (see page 308)

Determine the Method to Generate a BMR ISO Image (see page 311)

Create a CA ARCserve D2D BMR ISO Image for a CD/DVD (see page 312)

a. Create Bootable BMR ISO Image (see page 312)

b. (optional) Create a BMR CD/DVD (see page 313)

Create a CA ARCserve D2D BMR ISO Image for a USB Stick (see page 314)

a. Prepare the USB Stick (see page 315)

b. Create Bootable BMR USB Stick (see page 317)

Verify the Boot Kit is Created (see page 318)

SUPPLEMENTAL VIDEO

This procedure contains a supplemental instructional video. Select either CA Support or
YouTube as the source for viewing this video. The versions of the video from CA Support
and YouTube are identical, and only the viewing source is different.

Videos

CA Support: How to Create a Boot Kit

YouTube: How to Create a Boot Kit

Launch the Create Boot Kit Utility

CA ARCserve D2D provides a Create Boot Kit for Bare Metal Recovery utility to help you
generate a WinPE-based ISO image. This ISO image contains all the information needed
to perform a bare metal recovery (BMR) if necessary.
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Follow these steps:

1.

You can launch the Create Boot Kit utility from the Advanced options of the System
Tray Monitor or from the Start menu.

The Create Boot Kit utility is launched and the Specify the Type of BMR ISO Image
screen is displayed.

Open CA ARCserve D20
Backup Mow
Settings

Restare

are o
Copy Recovery Point E ressaeenae
Mount Recovery Paint
Check For Updates

D Stop Service

R notifications — »

dIDE0ERAEHA

Advanced

Mews Feed b
Sbout E Social Mebworking b

O —

Specify the type of BMR ISO image to be created (Windows 8 or Windows 7) and
click Next.

Note: Windows XP, Windows Vista, and Windows Server 2003 are not supported to
create a BMR ISO image. For these operating systems, you can use Windows Vista
SP1, Windows 2003 SP2, or a later version of Windows to create your BMR I1SO
image.

m  Windows 8

When launched, the utility immediately checks your computer to determine if
the Windows Assessment and Deployment Kit (ADK) is already installed.
Windows ADK is a Microsoft tool that lets you deploy Windows operating
systems to computers.

Note: You can install Windows ADK on computers running the following
operating systems:

- Windows 7

- Windows Server 2008

- Windows Server 2008 R2
- Windows 8

- Windows Server 2012

s Windows 7
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When launched, the utility immediately checks your computer to determine if
the Windows Automated Installation Kit (AlIK) is already installed. Windows AIK
is a Microsoft tool that lets you deploy Windows operating systems to
computers.

Note: You can install Windows AIK for Windows 7 on computers running the
following operating systems:

- Windows 2003 SP2

- Windows Vista SP1

- Windows 7

- Windows Server 2008

- Windows Server 2008 R2

3. To create the bootable ISO image, Windows ADK or Windows AIK (as applicable)
must be installed on the computer.

a.

If Windows ADK (or AIK) is installed, the utility will advance to the Select the
Boot Kit Method screen to let you continue creating the boot kit.

If Windows ADK (or AIK) is not installed, the corresponding Windows
Information screen opens. You need to download and install Windows ADK (or
AIK) from the Microsoft Download Center.

Note: For more information on installing Windows ADK (or AlK), see the
following websites:

m Installing Windows ADK

m Installing Windows AIK for Windows 7

You can install Windows ADK (or AIK) using either of the following methods:

- Download the installation media directly from the Microsoft website and
install Windows ADK (or AIK) on your computer.

—  Click the links on the information screen to open the Microsoft website so
that you can download Windows ADK (or AlK) and install it on your
computer.

After you install Windows ADK (or AIK), click Next and the utility will
advance to the Select the Boot Kit Method screen to let you continue
creating the boot kit.

Note: For Windows ADK installation, the following features are required to
support creating the boot kit:

m  Deployment Tools
m  Windows Preinstallation Environment (Windows PE)

Note: For Windows AlK installation, select Windows AIK Setup.
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Determine the Method to Generate a BMR 1SO Image

The Create Boot Kit utility provides two options for generating an ISO image:

i Create Boot Kit for Bare Metal Recovery

Select the Boot Kit Method

fou can create a bootable 150 image or a USE stick, which can be uzed to perform a BMA.

{¥ iCreate Bootable BME IS0 Image

{" Create Bootable BMR USE Stick

“r'ou can create a bootable 150 image or 2 USE stick, which can be uzed to perform a BMR.

Ywhen you zelect the option bo create 3 BMA USE stick, vernify that there iz a USE stick
inztalled in the computer and that the USE stick iz writable,

Ment » I Cancel

m  Create Bootable BMR ISO Image (see page 312)

This method creates an ISO image that you can then burn onto a CD/DVD for
storage. This is the default option. For more information, see Create a CA ARCserve
D2D BMR ISO Image for a CD/DVD (see page 312).

m  Create Bootable BMR USB Stick (see page 317)

This method creates an I1SO image and burns it directly onto a portable USB stick for
storage. For more information, see Create a CA ARCserve D2D BMR ISO Image for a
USB Stick (see page 314).

You can then use either of these bootable media to initialize the new computer system
and allow the bare metal recovery process to begin. To ensure your saved image is
always the most up-to-date version, it is good practice to create a new ISO image every
time you update CA ARCserve D2D.

Note: If you are performing a BMR on a virtual machine (VM), then you can also directly
attach the I1SO image to the VM to start the BMR process without having to first burn it
onto a CD/DVD.
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Create a CA ARCserve D2D BMR 1SO Image for a CD/DVD

The process to create a CA ARCserve D2D BMR ISO image consists of:

m  Create Bootable BMR ISO Image (see page 312)

m  Create a BMR CD/DVD (see page 313)

Create Bootable BMR 1SO Image

If you select to create a BMR ISO image, you can then burn this image onto a bootable
media (CD or DVD) to initialize the new computer system and allow the bare metal
recovery process to begin.

Follow these steps:

1. From the Select the Boot Kit Method screen, select Create Bootable BMR ISO Image
and click Next.

The Select Platform and Destination dialog opens.
2. Select the applicable platform for the I1SO image.

You can select either of the two available options, or both. If you select both
platforms, it will result in added time to create the image,

Note: An ISO image that is created from a 32-bit platform should be used to restore
a 32-bit server. An ISO image that is created from a 64-bit platform should be used
to restore a 64-bit server. If you want to boot a UEFI firmware system, make sure
the x64 platform option is selected.

The available options are:

m  BMRISO image for x86 platform (only).

m  BMRISO image for x64 platform (only).

m  BMR ISO image for both x86 and x64 platforms.
3. Specify the Destination.

Specify or browse to the location where the BMR I1SO image file will be created and
stored.

4. Specify the name of the generated BMR ISO image file.
5. After you specify the platform and destination, click Next,
The Select Languages dialog opens.

6. Select the language for the generated BMR ISO image. During the BMR procedure,
the user interface and keyboard will be integrated with the selected language.

You can select one or more different languages for the BMR 1SO image. However,
each language selected will result in added time to create the image. The more
languages you select, the longer it will take to complete. As a result, you should
only select the languages that you actually need.
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10.

Create a BMR CD/DVD

Click Next.
The Specify Drivers dialog opens.

Specify the drivers to populate the driver list with drivers to be integrated into the
BMR ISO image.

The driver pane is enabled and you can specify any additional drivers that you want
to add (or delete) from the BMR ISO image.

Note: When integrating the VirtualBox Host-Only Ethernet Adapter driver into the
BMR ISO image, a possible conflict with the Windows ADK components exists. To
avoid any conflict, the best practice is not to integrate this driver into the BMR I1SO
image.

a. Include Local Drivers: Load the local critical device drivers (only oem drivers for
NIC, FC, or SCSI) to the driver list. When clicked, the utility checks your
computer to determine if there are any critical device drivers that need to be
added to the BMR ISO image for this computer. If any critical device drivers are
found, they are automatically added to the list.

b. Add Driver: Browse to the drivers you want to be added to the driver list.

c. Delete Driver: Remove any drivers selected from the list that you do not want
added to the BMR ISO image.

Click Create to launch the process and create a bootable BMR ISO image.
During the process, the status is displayed.

When the process is complete a confirmation screen opens to indicate that the
BMR ISO image was successfully generated. This screen also displays the location
and platform for the image, along with a clickable link to browse to that location.

After the ISO image is created and saved to the specified destination, you then need to
burn this image onto a bootable CD or DVD. You can use this bootable media to initialize
the new computer system and allow the bare metal recovery (BMR) process to begin.

To ensure your saved ISO image is always the most up-to-date version:

You should create a new ISO image every time you update CA ARCserve D2D.

If you saved the ISO image to a remote location, you should burn the CD/DVD only
if you need to perform a BMR.

If you have CA ARCserve D2D installed on multiple computers, you should create a
new ISO image (and corresponding CD/DVD) from a known-good computer just
prior to performing a BMR so that the image includes all latest CA ARCserve D2D
updates.
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Create a CA ARCserve D2D BMR ISO Image for a USB Stick

The process to create a CA ARCserve D2D BMR USB stick consists of:

Prepare the USB Stick (see page 315)

Create Bootable BMR USB Stick (see page 317)
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Prepare the USB Stick

Prior to burning the BMR I1SO image onto a USB stick, you must prepare the stick. To
create a bootable USB BMR stick, the stick must be made active to enable it to boot a
system. You can use the DiskPart command to make the stick active.

Important! If the USB stick needs to be formatted, this process will erase all data
currently stored on your USB stick. Verify that there is nothing important on this stick
prior to performing this process. If the USB stick was previously formatted, this process
will overwrite any files with the same name.

Follow these steps:

1.

N

Open a command prompt (with administrative rights if required by your OS).
Type Diskpart and press Enter.
Type List Disk and press Enter.

A listing of all detected disks is displayed. Determine which of the displayed disks is
your USB disk.

Select the USB disk by typing Select Disk <n> ("n" is the disk number for the USB
disk), and press Enter.

Type Clean and press Enter.

The system will display "DiskPart succeeded in cleaning the disk."

Type create partition primary and press Enter.

The system will display "succeeded in creating the specified partition".
Type select partition 1 and press Enter.

The system will display "Partition 1 is now the selected partition."

Type active and press Enter.

The system will display "DiskPart marked the current partition as active."

If necessary, format the USB stick with FAT32 or NTFS file system.

Type format fs=fat32 quick or format fs=ntfs quick

The USB stick is now prepared and ready for use.
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C:\Windouws\System32>diskpart
Microsoft DiskPart version 6.1.7600

Copyright (C) 1999-2008 Microsoft Corporation.
On computer: <computer name;

DISKPART> list disk

Disk HHH Status Size Free Dyn Gpt
Disk © Online 465 GB 1024 KB =
Disk 1 Online 3745 ME @B

DISKPART> select disk 1
Disk 1 is now the selected disk.
DISKPART> clean
DiskPart succeeded in cleaning the disk.
DISKPART> create partition primary
DiskPart succeeded in creating the specified partition.
DISKPART> select partition 1
Partition 1 1s now the selected partition.
DISKPART> active
DiskPart marked the current partition as active.
DISKPART> format fs=fat32 quick

100 percent completed
DiskPart successfully formatted the volume.

DISKPART> exit_
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Create Bootable BMR USB Stick

If you select to create a bootable BMR (Bare Metal Recovery) USB stick, you can then
burn this ISO image directly onto a USB stick to initialize the new computer system and
allow the bare metal recovery process to begin.

Follow these steps:

1.

If necessary, prepare the USB stick. For more information, see Prepare the USB Stick
(see page 315).

From the Select the Boot Kit Method screen, select “Create Bootable BMR USB
Stick” and click Next.

The Select Platform and Destination dialog opens.
Select the applicable platform for the ISO image.

You can select either of the two available options, or both. If you select both
platforms, it will result in added time to create the image,

Note: An ISO image that is created from a 32-bit platform should be used to restore
a 32-bit server. An ISO image that is created from a 64-bit platform should be used
to restore a 64-bit server. If you want to boot a UEFI firmware system, make sure
the x64 platform option is selected.

The available options are:

m  BMR ISO image for x86 platform (only).

m  BMRISO image for x64 platform (only).

m  BMR ISO image for both x86 and x64 platforms.
Specify the USB Drive.

Specify or browse to the drive location where the BMR ISO image file will be
created and burned onto the USB stick.

Note: For a USB drive, if you want to boot the UEFI firmware system, you should
format the USB drive as a FAT32 file system.

Verify that a prepared USB stick is inserted in the specified drive.
After you specify the platform and location, click Next,
The Select Languages dialog opens.

Select the language for the generated BMR ISO image. During the BMR procedure,
the user interface and keyboard will be integrated with the selected language.

You can select one or more different languages for the BMR ISO image. However,
each language selected will result in added time to create the image. The more
languages you select, the longer it will take to complete. As a result, you should
only select the languages that you actually need.
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8. Click Next.
The Specify Drivers dialog opens.
9. If necessary, select the Integrate additional drivers option.

The driver pane is enabled and you can specify any additional drivers that you want
to add (or delete) from the BMR ISO image.

10. Click Create to launch the process and create a bootable BMR ISO image.
During the process, the status is displayed.

11. When the process is complete a confirmation screen opens to indicate that the
BMR ISO image was successfully generated and burned onto your USB stick. This
screen also displays the location and platform for the image, along with a clickable
link to browse to that location.

Verify the Boot Kit is Created

After the BMR ISO image has been successfully created, the Create Boot Kit utility
displays a link to connect to the location where the image is saved. Verify the BMR ISO
image is saved at that location. By default, the image is saved to the
Libraries/Documents folder, with a default image name format consisting of:
<PRODUCT>_BMR_<Platform>_<0S Kernel>_<version>(Build xxx).ISO

Example:

D2D_BMR_x86x64_w8_r16.5 (Build 1234).1SO

Perform Bare Metal Recovery

Bare Metal Recovery (BMR) is the process of restoring a computer system from "bare
metal" including reinstalling the operating system and software applications, and then
restoring the data and settings. The BMR process lets you restore a full computer with
minimal effort, even to different hardware. BMR is possible because during the
block-level backup process, CA ARCserve D2D not only captures the data, but also all
information that is related to:

m  QOperating system

Installed applications

Configuration settings

m  Necessary drivers
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All relevant information that is necessary to perform a complete rebuild of the
computer system from "bare metal" is backed up into a series of blocks and stored on
the backup location.

Videos

CA Support: How to: Perform a Bare Metal Recovery

YouTube: How to: Perform a Bare Metal Recovery

Before you can perform BMR, you must have:
m  One of the following things:
- Acreated BMR ISO image burned onto a CD/DVD
- Acreated BMR ISO image burned onto a portable USB stick

Note: CA ARCserve D2D utilizes a Boot Kit Utility to combine a WinPE image and CA
ARCserve D2D image to create a BMR ISO image. This ISO image is then burned
onto a bootable media. You can then use either of these bootable media (CD/DVD
or USB stick) to initialize the new computer system and allow the bare metal
recovery process to begin. To ensure your saved image is always the most
up-to-date version, it is good practice to create a new ISO image every time you
update CA ARCserve D2D.

m At least one full backup available.

m At least 1-GB RAM installed on the virtual machine and the source server that you
are recovering.

m  To recover VMware virtual machines to VMware virtual machines that are
configured to behave as physical servers, verify the VMware Tools application is
installed on the destination virtual machine.

Dynamic disks are restored at the disk level only. If your data is backed up to a local
volume on a dynamic disk, you cannot to restore this dynamic disk during BMR. In this
scenario, to restore during BMR you must perform one of the following tasks and then
perform BMR from the copied Recovery Point:

m  Back up to a volume on another drive.
m  Back up to a remote share.

m  Copy a recovery point to another location.
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Note: If you perform BMR with multiple dynamic disks, the BMR may fail because of
some unexpected errors (such as fail to boot, unrecognized dynamic volumes, and so
on). If this occurs, you should restore only the system disk using BMR, and then after the
machine reboot you can restore the other dynamic volumes on a normal environment.

Regardless of which method you used to create the Boot Kit image, the BMR process is
basically the same.

Note: The BMR process cannot create storage spaces. If the source machine had storage
spaces, during BMR you cannot create storage spaces at the destination machine. You
can either restore those volumes to regular disks/volumes or manually create storage
spaces before performing the BMR, and then restore the data into those created
storage spaces.

To restore data using bare metal recovery:
1. Insert the saved Boot Kit image media and boot the computer.

m If you are using a BMR ISO image burned onto a CD/DVD, insert the saved
CD/DVD.

m If you are using a BMR ISO image burned onto a USB stick, insert the saved USB
stick.

The BIOS Setup Utility screen is displayed.
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2. From the BIOS Setup Utility screen, select the CD-ROM Drive option or the USB
option to launch the boot process. Select an architecture (x86/x64) and press Enter

to continue.

windows Boot Manhager

Choose an operating system to start:
(Use the arrow keys to highlight your choice, then press ENTER.)

CA ARCserve D2D Bare Metal Recovery (BMR) - x86 >

CA ARCserve D2D Bare Metal Recovery (BMR) - x64

To specify an advanced option for this choice, press F8.
seconds until the highlighted choice will be started automatically: 16

ENTER=Choose ESC=EXit
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3. The CA ARCserve D2D language select screen is displayed. Select a language and
press "Next" to continue.

English

Keyboard Layout:
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The Bare Metal Recovery process is initiated and the initial BMR wizard screen is
displayed.

Bare Metal Recovery

CA ARCserve D2D Bare Metal Recovery
(BMR)
- Choose a kind of BMR
Specify a type of recovery:
* Recover data backed up using CA ARCserve D2D
{backup sessions using CA ARCserve D2D or CA ARCserve Host-Level Virtual Machine Backup application).
0 Recover using a Hyper-V Virtual Standby VM
(You can only recover data if the virtual conversion was done using CA ARCserve Central Virtual Standby)
' Recover using a VMware Virtual Standby VM
(You can only recover data if the virtual conversion was done using CA ARCserve Central Virtual
Standby)
a Utilities Ba l Next l ‘ Abort |
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4. From the BMR wizard screen, select the type of BMR you want to perform:

Recover data backed up using CA ARCserve D2D

Lets you recover data that was backed up using CA ARCserve D2D. This option
is used in connection with backup sessions performed with CA ARCserve D2D
or with the CA ARCserve Central Host-Based VM Backup application.

If you select this option, continue this procedure from here.
Recover using a Hyper-V Virtual Standby VM

Lets you recover data for a machine for which virtual conversion is performed
to a Hyper-V virtual machine. This option is used in connection with the CA
ARCserve Central Virtual Standby application.

Note: For this option, you can only recover data if the virtual conversion to a
VHD file (for Hyper-V) was performed using CA ARCserve Central Virtual
Standby.

If you select this option, see Recover using a Hyper-V Virtual Standby VM (see
page 340) to continue this procedure.

Recover using a VMware Virtual Standby VM

Lets you recover data for a machine for which virtual conversion is done to a
VMware virtual machine. This option is used in connection with the CA
ARCserve Central Virtual Standby application.

Note: For this option, you can only recover data if the virtual conversion to a
VMDK file (for VMware) was performed using CA ARCserve Central Virtual
Standby.

If you select this option, see Recover using a VMware Virtual Standby VM (see
page 346) to continue this procedure.
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5. Click Next.

The Select a Recovery Point wizard screen is displayed.

Am@lb‘" Bare Metal Recovery

CA ARCserve D2D Bare Metal Recovery 4|

(BMR) The following backed up machines are detected:
- Select a Recovery Point r~Backed up Information
The top pane displays all backed up machines Host Name: ‘

and their backup destinations. If you dick on a
machine, you can then see the assodated

recovery points on the bottom pane. Select a Operating System: '
recovery point to continue.

Note: By default, only the backed up machines Platform: ‘
that are detected from local volumes are listed
here. After a new removable disk is attached
or detached, you can dick "Refresh” to refresh
the machine list.

You can also dick "Browse” to add any backed Befesh l I Browse
up machines from the remote shared folder.

If you fail to browse the remote shared folder, The following recovery points are detected for the specified machine. Select a recovery point and continue:
it may be because the NIC driver is not
installed or the IP address is incorrect. If
necessary, you can perform the following:
Click here to launch the load driver utility =
Click here to launch the IP address

confiauration utilitv hd

1 Network Adapter(s) Detected

Intel(R) PRO/1000 MT Network Connection
-IP Address: <|P address>
- Status: Connected

6. From the Select a Recovery Point wizard screen, select the machine (or volume)
which contains recovery points for your backup image.

CA ARCserve D2D lets you recover from any local drive or from a network share.

m If you recover from a local backup, the BMR wizard automatically detects and
displays all volumes containing recovery points.

m If you recover from a remote share, browse to the remote location where the
recovery points are stored. If there are multiple machines containing recovery
points, all machines are displayed.

You may also need access information (User Name and Password) for the
remote machine.

Note: The network must be up and running to browse to remote recovery
points. If necessary, you can check/refresh your network configuration
information or you can load any missing drivers from the Utilities menu.
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7. If the BMR module cannot detect any local destination volume, the "Select a
Folder" dialog automatically displays. Provide the remote share where the backups
are residing.

Select a folder

i Lookin: !@ -l _E>d ﬁ_’

(Select a local drive or enter a remote shared path here. )

Name l Size ] Date Modified |
.. Program Files 7/14/2009 2:03:26 AM
.. ProgramData 7/14/2009 2:03:21 AM
|, Users 7/14/2009 2:03:21 AM
. Windows 7/14/2009 2:03:21 AM
Folder Path: X:\ OK

di

Cancel

326 User Guide



Perform Bare Metal Recovery

Select the folder where the recovery points for your backup are stored and click OK.
(You can click the arrow icon to validate the connection to the selected location).

The BMR wizard screen now displays the following information:

m  Machine name (in the upper left pane).

m  Related backup information (in the upper right pane).

m All the corresponding recovery points (in the lower left pane).

Note: For supported operating systems, you can perform a BMR from a backup
performed on a UEFI machine to a BIOS-compatible machine and from a BIOS
machine to a UEFI-compatible machine. See Operating Systems that Support
UEFI/BIOS Conversion (see page 352) for a complete listing of firmware conversion
supported systems.

m  For operating systems that do not support firmware conversion, to
perform BMR for a UEFI system, you must boot the computer in UEFI
mode. BMR does not support restoring a computer with different
firmware. To verify that the boot firmware is UEFI and not BIOS, click
Utilities, About.

m  For operating systems that do support firmware conversion, after you
select a recovery point, if it is detected that the source machine is not the
same firmware as your system, you will be asked if you want to convert
UEFI to a BIOS-compatible system or BIOS to UEFI-compatible system.
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AI@V@ID&D‘" Bare Metal Recovery

CA ARCserve D2D Bare Metal Recovery |

(BMR) The following backed up machines are detected:

- Select a Recovery Point

The top pane displays all backed up machines
and their backup destinations. If you dickon a
machine, you can then see the assodated
recovery points on the bottom pane. Selecta
recovery point to continue.

Mote: By default, only the backed up machines
that are detected from local volumes are listed
here. After a new removable disk is attached
or detached, you can dick "Refresh” to refresh
the machine list.

You can also dick Browse™ to add any backed
up machines from the remote shared folder.

If you fail to browse the remote shared folder,
it may be because the MIC driver is not

rBacked up Information

Host Name: | <Maching Marme =

Operating System: | Windows 7

Platfarm: | %64

installed or the IP address is incorrect. If - Backup Type: -
necessary, you can perform the following: - Full Backup
Click here to launch the load driver utility e
Click here to launch the network configuration Backup Destination (Detected from current syste
utilitw ﬂ <Detected Backup Destination =
1 Network Adapter(s) Detected Backup Description:
Intel(R) PRO/1000 MT Network Connection - Customized Full Backu
-1IP Address: <|P address> .
- Status: Connected Boot Firmware:
- UEFI
= €A ARCserve D2D for Windows Bare Metal Recove ~ |
= | | 3
e
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Select which recovery point to restore.

The related information for the selected recovery point is displayed (in the lower
right pane). This display includes such information as the type of backup that was
performed (and saved), the backup destination, and the volumes that were backed
up.

If the recovery point contains encrypted sessions (the recovery point clock icon
includes a lock), a password required screen appears. Enter the session password
and click OK.

Enter Encryption Password

|| oK

Current password length: 0 characters Cancel

Maximum password length: 23 characters

Note: If your machine is a Domain Controller, CA ARCserve D2D supports a
nonauthoritative restore of the active directory (AD) database file during BMR. (CA
ARCserve D2D does not support restoring MSCS clusters).
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10. Verify the recovery point that you want to restore and click Next.

A BMR wizard screen is displayed with the available recovery mode options.

AR?s'e?van“ Bare Metal Recovery

CA ARCserve D2D Bare Metal Recovery(BMR)
- Choose a Recovery Mode

Which recovery mode do you want to use?

¢ Express Mode

The express mode will recover the system automatically with minimal user interaction by using the
machine default settings.

' Advanced Mode

The advanced mode will assist you in customizing the restore process. Using this mode you will be
able to:

Select where to restore data on basic volumes or dynamic disks.

Insert device driver before reboot.

Note: After dicking Next, the BMR Wizard will create new partitions on the destination
machine to match the existing partitions on the source machine. This may destroy any
existing partitions on the destination machine and create new ones.

11. Select the recovery mode.

The available options are Advanced Mode and Express Mode.
m  Select Advanced Mode if you want to customize the recovery process.

m  Select Express Mode if you want minimal interaction during the recovery
process.

Default: Express Mode.

Note: The remainder of this procedure is applicable only if you selected the
Advanced Mode and the procedure provides information to guide you through the
BMR process.
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12. Click Next.

The BMR utility starts locating the machine that is going to be recovered and
displays the corresponding disk partition information.

The upper pane shows the disk configuration that you have on the current (target)
machine and the lower pane shows the disk partition information that you had on
the original (source) machine.

Important! A red X icon displaying for a source volume in the lower pane indicates
that this volume contains system information and has not been assigned (mapped)
to the target volume. This system information volume from the source disk must be
assigned to the target disk and restored during BMR or the reboot fails.

Note: If you perform BMR and you restore the system volume to a disk which is not
configured as the boot disk, it will fail to boot the machine after BMR is completed.
Ensure that you are restoring the system volume to a properly configured boot disk.

Note: When restoring to another disk/volume, the capacity of new disk/volume
must be the same size or larger than original disk/volume. In addition, disk resizing
is for basic disks only, and not for dynamic disks.

Am\/elnzn* Bare Metal Recovery

CA ARCserve D2D Bare Metal Recovery
(BMR) Current Destination Disk/Volume Layouts Operations w
- Adjust Disk Partitions

[, Disko
You can adjust the disk/volume configuration on 10.00 GB (10.00 GB)
this screen. You can also select data to restore
from the original source disk/volume to the current
destination disk/volume.

After selecting a disk/volume, you can then right-
dlick the mouse button, and display the
corresponding operation options.

Note: If there is no mouse attached in your
environment, you can select a disk/volume with
TAB and Arrow keys, then press the Menu key to
display the menu.

The disk/volume changes you make will not take
effect until you select "Commit” from the
Operations menu or dick Next" to commit all L .

s Original Source Disk/Volume Layouts

Disk 0

136.13GB C:\(136.12GB) ®

-]

M unaliocated M Primary
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13.

14.

15.

16.

If the current disk information you are seeing does not appear correct, you can
access the Utilities menu and check for missing drivers.

If necessary, on the target disk/volume pane you can click the Operations
drop-down menu to display the available options. For more information about
these options, see Managing the BMR Operations Menu (see page 337).

Click on each target volume and from the pop-up menu, select the Map Volume
From option to assign a source volume to this target volume.

The Select a Basic Source Volume dialog opens.

Select a Basic Source Volume

Select a basic source volume map to current destination
volume C:Y,

Ad

C:\, 32765 MB, On Disk 0

QK | Cancel |

From Select a Basic Source Volume dialog, click the drop-down menu and select the
available source volume to assign to the selected target volume. Click OK.

m  Onthe target volume, a checkmark icon is displayed, indicating that this target
volume has been mapped to.

m  On the source volume, the red X icon changes to a green icon, indicating that
this source volume has been assigned to a target volume.
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17. When you are sure all volumes that you want to restore and all volumes containing
system information are assigned to a target volume, click Next.

The Submit Disk Changes screen opens, displaying a summary of the selected
operations. For each new volume being created, the corresponding information is
displayed.

Submit Disk Changes

summary of Operations:

Operation | Details |
@Delete Volume Volume Path[C:Y
@Create New Valume On Disk [0], Offset [32256(0MB)], Size [85897248768(81918MB)], ...

Submit | Cancel |

18. When you have verified the summary information is correct, click Submit. (If the
information is not correct, click Cancel).

Note: All operations to the hard drive do not take effect until you submit it.

On the target machine, the new volumes are created and mapped to the
corresponding source machine.
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19. When the changes are completed, click OK.

The Summary of Restore Settings screen opens, displaying a summary of the
volumes that are going to be restored.

Note: On the bottom of restore summary window, the drive letters listed in
"Destination Volume" column are automatically generated from the Windows

Preinstallation Environment (WinPE). They can be different from the drive letters

listed in "Source Volume" column. However, the data is still restored to proper
volume even if drive letters are different.

Summary of Restore Settings

Summary of Disk Restore Settings:

Source Disk | Destination Disk

Summary of Volume Restore Settings:

Source Yolume | Destinagtion Yolume | On Disk

c: (32.00 GR) W2 Wolume{80bc50db-bfad-11df-be69-000...  Disk 0

Confirm your restore settings and dick OK to continue.

OK | Cancel
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20. After you have verified that the summary information is correct, click OK.

The restore process starts. The BMR wizard screen displays the restore status for
each volume.

m  Depending upon the size of the volume being restored, this operation can take
some time.

m  During this process you are restoring, block-by-block whatever you had backed
up for that recovery point and creating a replica of the source machine on the
target machine.

m By default, the option to reboot your system automatically after recovery is
selected. If necessary, you can clear this option and you can reboot manually at
a later time.

m If necessary, you can cancel or abort the operation at any time.

Bare Metal Recovery

t::Ml:lll)Cserve D2D Bare Metal Recovery Summary of Restore Settings

- Start Restore Process Restore Item Status Progress Throughput
B Restore source volume C:\ to current ... 923MB/Minute

This page displays a summary of the disk/volume
restore settings you have made.

[V Automatically reboot your system after recovery.

Elapsed Time: 00:00: 16
Estimated Time Remaining: 00:09: 10
[2.8%)] [224MB/7927MB] Restoring basic source volume C:\ to current destination disk 0
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21.

22.

23.

From the Utilities menu, you can access the BMR Activity Log and you can use the
Save option to save the Activity Log.

By default, the Activity Log is saved to the following location:
X:\windows\system32\dr\log.

Note: To avoid getting a Windows-generated error, do not save the Activity Log on
your desktop or create a folder on your desktop using the "Save As" option from
the BMR Activity Log window.

If you are restoring to dissimilar hardware (the SCSI/FC adapter which used to
connect hard drives could have been changed) and no compatible driver is detected
in your original system, a "driver injection" page is displayed to allow you to provide
drivers for these devices.

You can browse and select drivers to inject to the recovered system so that even if
you are recovering to a machine with dissimilar hardware, you can still bring back
the machine after BMR.

When the BMR process is completed, a confirmation notification is displayed.

Notes: After completion of BMR:

m  The first backup that is performed is a Verify Backup.

m  Verify that the BIOS is configured to boot from the disk on which the boot
volume was restored to.

m  When the machine has been rebooted, you may need to configure the network
adapters manually if you restored to dissimilar hardware.

m  When the machine is rebooting, a Windows Error Recovery screen may be
displayed indicating that Windows did not shut down successfully. If this
occurs, you can safely ignore this warning and continue to start Windows
normally.

m  For dynamic disks, if the status of the disk is offline, you can manually change it
to online from the disk management Ul (accessed by running the
Diskmgmt.msc control utility).

m  For dynamic disks, if the dynamic volumes are in a failed redundancy status,
you can manually resynchronize the volumes from the disk management Ul
(accessed by running the Diskmgmt.msc control utility).
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Managing the BMR Operations Menu

The BMR Operations menu consists of the following three types of operations:
m  Disk Specific Operations
m  Volume/Partition Specific Operations
m  BMR Specific Operations
Disk Specific Operations:
To perform disk specific operations, select the disk header and click Operations.
Clean Disk
This operation is used to clean all partitions of a disk and is:

m  An alternate method to delete all volumes of a disk. With the Clean Disk
operation, you do not have to delete each volume one by one.

m  Used to delete the non-Windows partitions. Due to a VDS limitation, the
non-Windows partition cannot be deleted from the Ul, but you can use this
operation to clean them all.

Note: During BMR, when the destination disk has non-Windows partitions or
OEM partitions, you cannot select this partition and delete it from the BMR UL.
Usually this would occur if you ever installed Linux/Unix on the destination
disk. To resolve this issue, perform one of the following tasks:

m  Select the disk header on the BMR Ul, click Operations, and use the Clean
Disk operation to erase all partitions on the disk.

m  Open a command prompt and type Diskpart to open the Diskpart
command console. Then type "select disk x" , where 'x' is the disk number
and "clean" to erase all partitions on the disk.

Convert to MBR

This operation is used to convert a disk to MBR (Master Boot Record). It is
available only when the selected disk is a GPT (GUID Partition Table) disk and
there are no volumes on this disk.

Convert to GPT

This operation is used to convert a disk to GPT. It is available only when the
selected disk is an MBR disk and there are no volumes on this disk.

Convert to Basic

This operation is used to convert a disk to Basic. It is available only when the
selected disk is a Dynamic disk and there are no volumes on this disk.

Convert to Dynamic

This operation is used to convert a disk to Dynamic Disk. It is available only
when the selected disk is a Basic disk.

Online Disk
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This operation is used to bring a disk online. It is available only when the
selected disk is in the offline status.

Disk Properties

This operation is used to view detailed disk properties. It is always available and
when you select this operation, a Disk Properties dialog appears.
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Volume/Partition Specific Operations:

To perform volume/partition operations, select the disk body area and click
Operations. From this menu, you can create new partitions to correspond to the
disk partitions on the source volume.

Create Primary Partition

This operation is used to create a partition on a basic disk. It is available only
when the selected area is an unallocated disk space.

Create Logical Partition

This operation is used to create a logical partition on a basic MBR disk. It is
available only when the selected area is an extended partition.

Create Extended Partition

This operation is used to create an extended partition on a basic MBR disk. It is
available only when the disk is an MBR disk and the selected area is an
unallocated disk space.

Create System Reserved Partition

This operation is used to create the System Reserved Partition on a BIOS
firmware system and builds a mapping relationship with the source EFI System
Partition. It is only available when you restore a UEFI system to a BIOS system.

Note: If you previously converted from UEFI to a BIOS-compatible system, use
the Create System Reserved Partition operation for destination disk resizing.

Create EFI System Partition

This operation is used to create the EFI System Partition on a basic GPT disk. It
is available only when the target machine firmware is UEFI and the selected
disk is a basic GPT disk.

Note: If you previously converted from BIOS to a UEFI-compatible system, use
the Create EFI System Partition operation for destination disk resizing.

Note: Systems that support UEFI also require that the boot partition reside on a
GPT (GUID Partition Table) disk. If you are using a MBR (Master Boot Record)
disk, you must convert this disk to a GPT disk, and then use the Create EFlI
System Partition operation for disk resizing.

Resize Volume

This operation is used to resize a volume. It is an alternate method of Windows
"Extend Volume/Shrink Volume". It is available only when the selected area is a
valid disk partition.

Delete Volume

This operation is used to delete a volume. It is available only when the selected
area is a valid volume.

Delete Extended Partition
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This operation is used to delete the extended partition. It is available only when
the selected area is the extended partition.

Volume Properties

This operation is used to view detailed volume properties. When you select this
operation, a Volume Properties dialog appears.

BMR Specific Operations:

These operations are specific to BMR. To perform BMR operations, select the disk
header or the disk body area and click Operations.

Map Disk From

This operation is used to build a mapping relationship between the source and
target dynamic disks. It is available only when the selected disk is a Dynamic
disk.

Note: When mapping to another disk, the capacity of each mapped target
volume must be the same size or larger than the corresponding source volume.

Map Volume From

This operation is used to build a mapping relationship between the source and
target basic volume. It is available only when the selected volume is a Basic
volume.

Note: When mapping to another disk, the capacity of each mapped target
volume must be the same size or larger than the corresponding source volume.

Commit

This operation is always available. All of the operations are cached in memory
and they do not modify the target disks until you select the Commit operation.

Reset

This operation is always available. The Reset operation is used to relinquish your
operations and restore the disk layout to the default status. This operation cleans
all of the cached operations. Reset means to reload the source and target disk
layout information from the configure file and current OS, and discard any user
changed disk layout information.

Recover using a Hyper-V Virtual Standby VM

CA ARCserve D2D provides the capability to perform Bare Metal Recovery for V2P
(Virtual to Physical) machines. This feature lets you perform V2P recovery from the
latest state of a standby virtual machine and helps you reduce the loss of your
production machine.
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After you select the "Recover using a Hyper-V Virtual Standby VM" option, perform the
following steps before returning to the Bare Metal Recovery procedure to complete the
process.

Follow these steps:

1. From the select the Type of Bare Metal Recovery (BMR) wizard screen, select the
Recover using a Hyper-V Virtual Standby VM option.

Am/emzn‘“ Bare Metal Recovery

CA ARCserve D2D Bare Metal Recovery
(BMR)
- Choose a kind of BMR
Specify a type of recovery:
' Recover data backed up using CA ARCserve D2D
(backup sessions using CA ARCserve D2D or CA ARCserve Host-Level Virtual Machine Backup application).
# Recover using a Hyper-V Virtual Standby VM
{ou can only recover data if the virtual conversion was done using CA ARCserve Central Virtual Standby)
' Recover using a VMware Virtual Standby VM
{ou can only recover data if the virtual conversion was done using CA ARCserve Central Virtual
Standby)
) Utilities Back ‘ Mext | ‘ Abort |
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2. Click Next.

The Select a virtual machine snapshot screen is displayed, with the Hyper-V
Authentication dialog, prompting you for Hyper-v server details.

AR@@N@D" Bare Metal Recovery

CA ARCserve D2D Bare Metal Recovery
(BMR)
-Select a virtual machine snapshot

CA ARCserve Unified Virtual Standby lets you
select virtual machine snapshots and recover data

from the snapshots to your computer, Hyper-V Authentication E]

To browse virtual machines that reside on Hype
servers, click Connect to a different Hyper-V

Hyper-V Server:

server, |
Note: It may take a few minutes to connect to User Name: |
Hyper-V server.
Click here to launch the load driver utility Password: ’
Click here to launch the IP address configuratic
ey D2D Port: [s014
* HTTP ' HTTPS

OK ’ Cancel

e e | [oen
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3. Enter the authentication information and click OK.

CA ARCserve D2D detects and displays the Hyper-V Server with a listing of all the
virtual machines that are converted to the specified Hyper-V server using CA
ARCserve Central Virtual Standby.

Am@w Bare Metal Recovery

CA ARCserve D2D Bare Metal Recovery
(BMR)
-Select a virtual machine snapshot

CA ARCserve Unified Virtual Standby lets you
select virtual machine snapshots and recover data
from the snapshots to your computer.

To browse virtual machines that reside on Hyper-V
servers, dick Connect to a different Hyper-V
server.

Note: It may take a few minutes to connect to the
Hyper-V server.

Click here to launch the load driver utility

Click here to launch the IP address configuration
utility

| Connect to a Hyper-v server

= [.J =<Hyper -
<Virtual Machine 01=
#-4 4=<Virtual Machine 02=

#-4 4 <Virtual Machine 03>
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4. Select the virtual machine that contains the recovery point snapshots for your
backup image.

The backup sessions (recovery point snapshots) for the selected virtual machine are
displayed.

Am\/GIDZD" Bare Metal Recovery

CA ARCserve D2D Bare Metal Recovery
(BMR)
-Select a virtual machine snapshot

[ connect to a Hyper-v server |

Refresh

CA ARCserve Unified Virtual Standby lets you
select virtual machine snapshots and recover data
from the snapshots to your computer.

Machine Name:

B-EJ <Hvper-V Server>
<Virtual Machine 03>

<Virtual Machine 01>

To browse virtual machines that reside on Hyper-V ¢ :
servers, dick Connect to a different Hyper-V B Ufrtual Mach!ne i Session Name:
server. Efd <Virtual Machine 03> - S0000000067(4/20/2011 9:48: 16 AM)

£ E S0000000067(4/20/2011 9:48: 16 AM)
i{rm] CurrentState

Note: It may take a few minutes to connect to the Backed up Volumes (Used Size/Tot.

Hyper-V server.

Click here to launch the load driver utility

Click here to launch the IP address configuration
utility

-C:\(15.01GB/24.99GB)
-E:\ (29 MB/2.00 GB)
-F:\ (69 MB/3.00 GB )
-H:\ ( 29 MB/1018 MB )

-1:\ (44 MB/2.00 GB )

Backed up Dynamic Disks (Used Siz
- Disk 1 ( 5.00 GB/5.00 GB )
- Disk 2 ( 5.00 GB/5.00 GB )
- Disk 3 ( 2.00 GB/5.00 GB )
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Select the virtual machine backup session (recovery point snapshot) that you want
to recover.

The corresponding details for the selected recovery point snapshot (virtual machine
name, backup session name, backed up volumes) are displayed in the right pane.

In addition to selecting one of the listed recovery points, you also have the option
to select the "Current State" or the "Latest State" recovery point.

- If the virtual machine that you are recovering from is powered on, the "Current
State" recovery point is displayed.

- If the virtual machine that you are recovering from is powered off, the "Latest
State" recovery point is displayed.

If you select the "Latest State" recovery point, an error message is displayed to
inform you that the recovery point you are recovering from is the Latest (and
not the Current) state and requesting that you start the virtual machine before
continuing with the recovery process.
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6. Verify this is the recovery point that you want to restore and click Next.

A BMR wizard screen is displayed with the available recovery mode options.

See Perform Bare Metal Recovery for the remaining steps of this procedure and
continue at the corresponding step where the recovery mode is selected.

AR@@?\/@D‘* Bare Metal Recovery

CA ARCserve D2D Bare Metal Recovery(BMR)
- Choose a Recovery Mode

Which recovery mode do you want to use?

¢ Express Mode

The express mode will recover the system automatically with minimal user interaction by using the
machine default settings.

' Advanced Mode

The advanced mode will assist you in customizing the restore process. Using this mode you will be
able to:

Select where to restore data on basic volumes or dynamic disks.

Insert device driver before reboot.

Note: After dicking Next, the BMR Wizard will create new partitions on the destination
machine to match the existing partitions on the source machine. This may destroy any
existing partitions on the destination machine and create new ones.

y

Recover using a VMware Virtual Standby VM

CA ARCserve D2D provides the capability to perform Bare Metal Recovery for V2P
(Virtual to Physical) machines. This feature lets you perform V2P recovery from the
latest state of a standby virtual machine and helps you reduce the loss of your

production machine.
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After you select the "Recover using a VMware Virtual Standby VM" option, perform the
following steps before returning to the Bare Metal Recovery procedure to complete the
process.

Follow these steps:

1. From the select the Type of Bare Metal Recovery (BMR) wizard screen, select the
Recover using a VMware Virtual Standby VM option.

Am/emzn" Bare Metal Recovery

CA ARCserve D2D Bare Metal Recovery
(BMR)
- Choose a kind of BMR
Specify a type of recovery:
' Recover data backed up using CA ARCserve D2D
(backup sessions using CA ARCserve D2D or CA ARCserve Host-Level Virtual Machine Backup application).
' Recover using a Hyper-V Virtual Standby VM
(fou can only recover data if the virtual conversion was done using CA ARCserve Central Virtual Standby)
= Recover using a VMware Virtual Standby VM
(ou can only recover data if the wirtual conversion was done using CA ARCserve Central Virtual
Standby)
S Utilities Back | Mext ‘ | Abort ‘
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2. Click Next.

The Select a Recovery Point screen is displayed with the ESX/VC Credentials dialog.

Am/emzn" Bare Metal Recovery

CA ARCserve D2D Bare Metal Recovery
(BMR)
- Select a Recovery Point

| connecttoasxserver | Refresh

On this page you can select a VM snapshot and
recover data from it to your computer.

[

To browse VMs on ESX Server, just dick buttol [ e N ol 2 g A T ale et (= 1 01 o3
"Connect to a ESX Server™. It may take some *
to connect to ESX Server
Click here to launch the load driver utility
Click here to launch the IP address configurati ESX/VC Server: |
utility

User Name: |

Password: |

VI Port: ’ w3

7 HTTP (¢ HTTPS
OK ] Cancel
a— e | em— p—

348 User Guide



Perform Bare Metal Recovery

3. Enter the credential information and click OK.
The Select a Recovery Point screen is displayed.

CA ARCserve D2D then retrieves all the recovery point snapshots for the selected
VMware server and displays the VMware Server in the left pane, with a listing of all
the virtual machines that are hosted on the selected VMware server.

Am\exu Bare Metal Recovery

CA ARCserve D2D Bare Metal Recovery

(BMR)
- Select a Recovery Point

I Connect to a ESX Server I l Refresh I
On this page you can select a VM snapshot and
recover data from it to your computer.

= ["] <VMWare Servers -

To browse VMs on ESX Server, just dick button irtual Machine 01>
“Connect to a ESX Server™. It may take some time : . :
to connect to ESX Server @ ¥ Vx-rtual Machl'ne O
Click here to launch the load driver utility =] <Virtual Machine 03>
Click here to launch the IP address configuration - {e=] <Virtual Machine 04>
Uﬁlit‘/ - ... . ey W =55

Retrieving Snapshots...

<\irtual Machine 14> 16:04:00 PM)
<Wirtual Machine 15> 16:34:00 PM)
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4. Select the virtual machine which contains recovery points for your backup image.

The backup sessions (recovery point snapshots) for the selected virtual machine are
displayed.

AR@@N@D" Bare Metal Recovery

CA ARCserve D2D Bare Metal Recovery

(BMR)
- Select a Recovery Point
| comecttoaksxserver | Refresh
On this page you can select a VM snapshot and
recover data from it to your computer,
EI-E] <VMWare Server> Machine Name:
To browse VMs on ESX Server, just dick button 2 E<Virtua] Machine 01> <Wirtual Machine 02>
"Connect to a ESX Server”, It may take some time : . .
to connect to ESX Server Sp iv'l Cousl hdctine D2 Session Name:
Click here to launch the load driver utility 50000000443(2/23/2011 1:37:00 PM) - 50000000446(2/23/2011 3:20: 18 PM)

=] S0000000444(2/23/2011 2:50:22 PM)
=] S0000000445(2/23/2011 3:05:22 PM)

Click here to launch the IP address configuration
utility Backed up Volumes (Used Size/Tot.
-C:\(29.61GB/68.03GB )
-D:\ (49 MB/1.46 GB)
-G:\ (40 MB/1.05GB )
-H:\ (34 MB/972MB )
-1:\(30MB/511MB )

Backed up Dynamic Disks (Used Siz
- Disk 1 ( 50.00 GB/50.00 GB )

-Disk 2 ( 1022 MB/1024 MB )

| <v¥irtual Machine 03> - Disk 3 ( 1022 MB/1024 MB )

<\irtual Machine 04> - Disk 4 ( 1022 MB/1024 MB )
<Wirtual Machine 05> -Disk 5 (2,00 GB/2.00 GB)

L | <Virtual Machine 06>
<Virtual Machine 07 =
<Virtual Machine 08>
<Wirtual Machine 09>
| <Virtual Machine 10>

| <Virtual Machine 11> 4 |
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Select the virtual machine backup session (recovery point snapshots) that you want
to recover.

The corresponding details for the selected recovery point snapshot (virtual machine
name, backup session name, backed up volumes, backed up dynamic disks) are
displayed in the right pane.

In addition to selecting one of the listed recovery points, you also have the option
to select the "Current State" or the "Latest State" recovery point.

- If the virtual machine that you are recovering from is powered on, the "Current
State" recovery point is displayed.

- If the virtual machine that you are recovering from is powered off, the "Latest
State" recovery point is displayed.

If you select the "Latest State" recovery point, an error message will be
displayed to inform you that the recovery point you are recovering from is the
Latest (and not the Current) state and requesting that you start the virtual
machine before continuing with the recovery process.
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6. Verify this is the recovery point that you want to restore and click Next.
A BMR wizard screen is displayed with the available recovery mode options.

See Perform Bare Metal Recovery for the remaining steps of this procedure and
continue at the corresponding step where the recovery mode is selected.

Am@n‘* Bare Metal Recovery

CA ARCserve D2D Bare Metal Recovery(BMR)
- Choose a Recovery Mode

Which recovery mode do you want to use?

¢ Express Mode

The express mode will recover the system automatically with minimal user interaction by using the
machine default settings.

' Advanced Mode

The advanced mode will assist you in customizing the restore process. Using this mode you will be
able to:

Select where to restore data on basic volumes or dynamic disks.

Insert device driver before reboot.

'W"’"'-,, Note: After dicking Next, the BMR Wizard will create new partitions on the destination
' machine to match the existing partitions on the source machine. This may destroy any
existing partitions on the destination machine and create new ones.

Operating Systems that Support UEFI/BIOS Conversion

If it is detected that the operating system of your source machine is not the same
firmware as your system, you will be asked if you want to convert UEFI to a
BIOS-compatible system or BIOS to UEFI-compatible system. The following table lists
each operating system and the type of conversion supported.

Operating System (OS) CPU uEFI to BIOS BIOS to uEFI
Windows XP x86 No No
Windows XP x64 No No
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Windows Server 2003 x86 No No
Windows Server 2003 x64 No No
Windows Vista (None SP) x86 No No
Windows Vista (None SP) x64 No No
Windows Vista SP1 x86 No No
Windows Vista SP1 x64 Yes Yes
Windows Server 2008 x86 No No
Windows Server 2008 x64 Yes Yes
Windows Server 2008 R2 x64 Yes Yes
Windows 7 x86 No No
Windows 7 x64 Yes Yes
Windows 8 x86 No No
Windows 8 x64 Yes Yes
Windows Server 2012 x64 Yes Yes

Add CA ARCserve D2D Licensing

CA ARCserve D2D requires you to license your product to receive authorized and

uninterrupted access to the related components. In addition, if you want to deploy CA
ARCserve D2D to remote locations, license these remote sites to take advantage of the
benefits CA ARCserve D2D provides.

CA ARCserve D2D will function for a period of 30 days after you begin using it. Then,
apply an appropriate license key to continue using it.
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To add CA ARCserve D2D licensing, access the CA ARCserve D2D Monitor Advanced
options.

E Open CAARCserve D2D
Backup Mow

Settings

Restare ]
@ Create Book Kit

Copy Recovery Point )

Mount Recovery Paint

Check For Updates

O Stop Service
Motifications b

News Feed b
Ahout Socal Metworking »

O e —

Note: For Windows Core Operating Systems (Windows Server 2008/R2 Core edition),
run the "CALicnse.exe" file and provide the proper license key information. The
CALicnse.exe file is located in the following directory: C:\Program
Files\CA\SharedComponents\CA_LIC

ALDEBE0OARE

I W Advanced
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Follow these steps:

Note: Perform this operation locally on the computers running CA ARCserve D2D

software.

1. Access the CA ARCserve D2D Monitor, click the Advanced option, and select

Licensing.

The License Verification Entry dialog opens, displaying all valid CA licensed

products.

Note: If no CA products were previously licensed, the field of this dialog is empty.

License ¥erification Entry

— Components

G

Below are the components that are currently licensed. Enter
your new licenze keys to increase user count or to icense a
nEwW companent.

Component Mame

| Licenze Count |

(L0 C4 ARCserve D20 r16.0 for Windows Black Level Incremental 28
[C7 cA AR Cserve D20 r16.0 for Windows Bare Metal Fecoven ta Origi... 25
[C3 cA ARCserve D2D r16.0 for Windows Server 25
(L0 C4 ARCserve D20 r16.0 for Windows Base 28
[C0 c& ARCserve D2D r16.0 for Windows Server Standard E dition 25
([0 C4 ARCserve D20 116.0 for Windows Bare Metal Recovery to Alter... 28

License Key: I I I I I

Cancel | Help

2. Enter the 25-digit license key and then click Add.
The component is licensed.

3. Select the next component to license and repeat Step 2.

4. Click OK to accept the key after all components are defined as a licensed product.

All components you specified are licensed.

The license key information is stored in the ca.olf file on each of the computers that

are running your CA software.
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Change Server Communication Protocol

By default, CA ARCserve D2D uses the Hypertext Transfer Protocol (HTTP) for
communication among all of its components. If you are concerned about the security of
information that is communicated between these components (including passwords),
you can select this option to change the protocol being used to Hypertext Transfer
Protocol Secure (HTTPS). In addition, if you do not need this extra level of security, you
can easily change the protocol being used back to HTTP.

Note: After you change the protocol from HTTP to HTTPS or from HTTPS to HTTP, restart
the browser and reconnect to CA ARCserve D2D.

Follow these steps:

1. To change the protocol from HTTP to HTTPS, launch the "changeToHttps.bat" utility
tool from the following default location:

C:\Program Files\CA\ARCserve D2D\BIN

Note: The location of the BIN folder can vary depending upon your CA ARCserve
D2D installation path.

When the protocol has been successfully changed, the following message displays:

"Protocol has been changed to HTTPS. Use https://localhost:8014 to access CA
ARCserve D2D system."

Note: When the protocol is changed to HTTPS, a warning displays in the web
browser due to a self-signed security certificate. The message asks you to either:

m Ignore the warning and proceed.

m  Add that certificate to the browser to prevent that warning from coming back
in the future.

2. To change the protocol from HTTPS to HTTP, launch the "changeToHttp.bat" utility
tool from the following default location:

C:\Program Files\CA\ARCserve D2D\BIN

Note: The location of the BIN folder can vary depending upon your CA ARCserve
D2D installation path.

When the protocol has been successfully changed, the following message displays:

"Protocol has been changed to HTTP. Use http://localhost:8014 to access CA
ARCserve D2D system."

Address Iﬂ C:Program Files\CAVARCserve DZDVBIN

Mame = | Size | Type | Date Madified I Attributes |
| Catalog. di 34 KB Application Extension  3/2/2010 9:48 &AM o
changeTnHttp.bat 1 KB Windows Batch File 312/2010 9:02 AM b
[FchangeToHttps bat 1 KB  Windows Batch File 3f2f2010 9:02 AM b
| [l Averws Al 54 kR Annlicabinn Fybandcian 222010 948 00 a
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How to Install CA ARCserve D2D Updates

The process of getting and installing CA ARCserve D2D updates is a three-part process:
checking for a new update, downloading the update, and then installing the update.

Note: All updates that are released for CA ARCserve D2D are cumulative. As a result,
each update also includes all previously released updates to ensure that your computer
is always up-to-date. The Help About dialog displays the update level that is installed on
a computer. If necessary, you can use this information for building another server with
the same configuration/patch level.
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The following diagram illustrates the process to install CA ARCserve D2D updates:
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How to Install CA ARCserve D2D Updates

Review the Considerations 7 -
for Installing Updates I

Storage
Administrator

Specify Updates
Preferences

Check for Updates
and Download

Yes
Do You Want to Disable

Automatic Downloads?

Use the D2DPMSettings.IMI
File to Disable Automatic
Downloads

Install the CA
ARCserve D2D
Updates

Verify that the Updates
are Successfully Installed

(Optional) Install
CA ARCserve D2D Updates
Silently

Troubleshooting
Update Issues
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Perform the following tasks to install CA ARCserve D2D updates:

1.
2.

N o v &

Review the Considerations for Installing Updates (see page 360)

Specify Updates Preferences (see page 361)

Check for Updates and Download (see page 365)

m  Use the D2DPMSettings.INI File to Disable Automatic Downloads (see
page 366)

Install the CA ARCserve D2D Updates (see page 372)

Verify that the Updates are Successfully Installed (see page 373)

(Optional) Install CA ARCserve D2D Updates Silently (see page 374)

(Optional) Troubleshooting Update Issues (see page 374)

Review the Considerations for Installing Updates

Review the following considerations before installing CA ARCserve D2D updates:

If necessary, you can download available updates from CA Technologies either
directly to a client machine or to a staging server first and then to a client machine.

If necessary, you can use your workstation node as a staging server for downloading
CA ARCserve D2D updates.

If you are not using CA ARCserve D2D for any function other than just as an Updates
staging server, you do not need to have a separate CA ARCserve D2D license for the
staging server.

Verify that the Update preference settings are properly configured for each node.

Updates can be installed either through the user interface or silently using the
command line. For more information about installing CA ARCserve D2D updates
silently, see (Optional) Install CA ARCserve D2D Updates Silently (see page 374).
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Specify Updates Preferences
CA ARCserve D2D lets you specify the following Updates preferences:

Specify Updates Preferences

1. From the CA ARCserve D2D home page (or CA ARCserve D2D Monitor), select
Settings from the taskbar and then select the Preferences tab. When the
Preferences dialog opens, select Updates.

The Updates preferences dialog opens.

Settings ®

E Backup Settings E File Copy Settings Copy Recovery Paoints E Preferences

- o
Download Server
m Updates can be downloaded directly from CA Server or from a local staging server

@ Ca Server Prowy Settings | L4
=N

Staging Server

Email Alerts Test Connection

Click the test connection button to verify the connection with serverfproxy server,

i | Test Connection

W Update Schedule
Wi CA, ARCserve D2D can check for product updates from the download server at scheduled tirme
¥ Automatically check for updates

Every Sunday v oatg v am v

Sawve Settings Cancel Help

2. Specify your Updates preference settings.
Download Server

Specifies the source server from where your CA ARCserve D2D server will
connect to and download available updates.

m CAServer

You can use this option to specify that CA ARCserve D2D updates will be
downloaded from the CA Technologies server directly to your local server.

This is the default setting.
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Staging Server

You can use this option to specify the server that will be used as a staging
server.

If you specify more than one staging server, the first listed server will be
designated as the primary staging server. CA ARCserve D2D will initially
attempt to connect to the primary staging server. If for any reason the first
listed server is not available, then the next listed server will become the
primary staging server. The same sequence will be continued until the last
listed server becomes the primary staging server. (The Staging Server list is
limited to the maximum of 5 servers).

—  You can use the Move Up and Move Down buttons to change the staging
server sequence.

- You can use the Delete button to remove a server from this listing.

—  You can use the Add Server button to add a new server to this listing.
When you click the Add Server button, the Staging Server dialog opens,
allowing you to specify the name of the added staging server.

CA ARCserve D2D updates will be downloaded from the CA Technologies server
directly to the specified staging server location. After the updates are
downloaded to this staging server, you can then further download the updates
from the staging server to a client server. If you select the Staging Server
location, you must also specify the host name or IP address for the staging
server, along with the corresponding port number.

You cannot specify your same local client server as this staging server. This is an
invalid configuration because the staging server cannot connect to itself to get
and download the available updates from. If you attempt to use your local
client server as the staging server, an error message will be displayed.

Note: You cannot download CA ARCserve D2D updates from a staging server if
HTTPS is enabled on it for web communication.
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m  Proxy Settings

Note: This Proxy Server option is only available when you select CA
Technologies Server as the download server.

Select Proxy Settings to specify if you want the CA ARCserve D2D updates to be
downloaded via a proxy server. A proxy server acts as an intermediary between
your download server (staging or client) and the CA Technologies server to
ensure security, increased performance, and administrative control. This will be
the connection to the CA Technologies server from which your download
server will get the updates.

When you select this option the Proxy Settings dialog opens.

Proxy Settings ><

 Use browser proxy settings (for IE and Chrome only)

' Configure proxy settings
Proxy Server | <Prowye Server Mame= Part
¥ Proxy server requires authentication
User Name  =<daomain name=%<user name=

Passwiotd] | sessssssssssss

0.4 Cancel Help

— Use browser proxy settings

This selection is only applicable to Windows Internet Explorer (IE) and
Google Chrome.

When selected, directs CA ARCserve D2D to automatically detect and use
the same proxy settings that are applied to the browser to connect to the
CA Technologies server for CA ARCserve D2D update information.

- Configure proxy settings

When selected enables the specified proxy server to connect to the CA
Technologies server for CA ARCserve D2D update information. If you select
this option, you must also include the IP address (or machine name) of the
proxy server and the corresponding port number that is used by the proxy
server for internet connections.

In addition, you can also specify if your proxy server will require
authentication. When selected, specifies that authentication information
(User ID and Password) are required to use the proxy server.

Note: The format for user name should be a fully qualified domain user
name in the form of "<domain name>\<user name>".
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Test Connection

Lets you test the following connections and display a status message when
completed:

If you selected "CA Technologies Server" as the download server, tests the
connection between the machine and the CA Technologies server through
the specified proxy server.

If you selected "Staging Server" as the download server, tests the
connection between the machine and the specified staging server. The test
connection button is used to test the availability of each listed staging
server, and a corresponding status is displayed in the Connection Status
field. If none of the configured staging servers are available, a red icon is
displayed on the status Summary section home page to provide a visual
alert of this condition.

Note: The test connection is automatically performed when you launch the
Preferences Updates dialog from the home page. When this auto test is
performed it will check the latest connection status of the previously
configured download server (either CA Technologies Server or Staging
Server(s), whichever is selected). If you previously configured more than one
staging server, then this auto test will be performed on all staging servers to
get the latest connection status.

Update Schedule

Specifies when to check for (and download) new CA ARCserve D2D updates.

With this option selected, specifies to automatically check for new and
available CA ARCserve D2D updates. When you select this option, you then
have drop-down menu capabilities to specify when to perform this
function (every day or weekly on a specified day) and the time of the day
that it will be performed.

Note: The default setting for the day or hour that these checks will be
automatically performed is randomly assigned by CA ARCserve D2D at the
time of installation. After installation, you can use this Update Schedule
setting to change the day and time for these checks.
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By default, if this check determines that a new update is available, CA
ARCserve D2D will also automatically download the update. If you do not
want this automatic download to be performed, you can disable this
function from the D2DPMSettings.INI file. For more information, see
D2DPMSettings.INI file (see page 366) in Appendix B.

- With this option not selected, specifies to disable all automatic check and
download functions (and its status is displayed under status Summary
section of the home page). With this option not selected, these update
functions can only be triggered manually.

Note: If configured you will get an email notification if the scheduled check for
updates discovers that a new update is available. In addition, email
notifications will also be sent if a failure occurs during the check for updates or
during the download.

3. Click Save Settings.

Your Updates preference settings are saved.

Check for Updates and Download

From the CA ARCserve D2D home page, you can select check for updates option from
the help tab. Check for updates allows you to determine if any new updates are
available.

Follow these steps:

1. Launch a check for updates to contact the CA Technologies server or staging server.
The check for updates can be launched automatically or manually from the CA
ARCserve D2D Help menu or from the CA ARCserve D2D Monitor.

Help B Open CAARCserve DID
Ch ARCserve D20 Help Backup Mo
User Guide Settings
' Rest
I Check For Updates I U FaLore
- Bl CopyRecovery Point
About C& AR Cserve DZD ount Recovery Paint
E Check For Updates
L Advanced b
) About
&9 Exit
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2. If anew update is available, it is automatically downloaded from CA Technologies to

the specified server staging or client.

Note: If necessary, the automatic download function can be disabled from the
D2DPMSettings.INI configuration file. For more information, see D2DPMSettings.INI

file (see page 366)

A yellow Updates icon is displayed on the home page to provide a visual indication

that a new update is ready to install.

Note: Update status balloon messages are also displayed from the CA ARCserve

D2D Monitor.

Summary

v

Last Backup - Full Backup
474j2011 2:11:02 PM

Recovery Points
10 Recovery Points out of 10

Destination Capacity
Destination has 15.77 GE free space
Yolume: e

QO QC

! Updates

Mew updates are available, Click here to install,

Q Last File Copy
3/17/2011 10:07:14 PM

: Backup 30,54 GB COthers 394,22 MB

Free 15.77 GBE

Use the D2DPMSettings.INI File to Disable Automatic Downloads

The D2DPMSettings.INI is the configuration file that is used to define how the CA
ARCserve D2D updates are collected. By default, the D2DPMSettings.INI is located in the
<ProductHome>\Update Manager directory and can be viewed or edited using a text

editing application such as Notepad.

Syntax

The following options are available for CA ARCserve D2D updates:

[DownloadServer]
ServerType=1
ServerName=155.35.16.61
Protocol=HTTP
Port=8014
ServerCount=2

[Schedule]
AutoCheckUpdate=1
AutoDownload=1
DisableActiveUpdate=0
WeekDay=1
Hour=04
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[ProxySettings]

UseProxy=0
ProxyRequireAuth=0
ProxyServer=
ProxyPort=
ProxyUserName
ProxyPassword

[DOWNLOADCONFIG]

RetryCount=3
TimeOutForEachTry=60
PacketCount=16

[Debug]

DebuglLevel=3
LogFileSize=10

[D2DUpdates]

path=C:\Program Files\CA\ARCserve D2D\D2DUpdates

[CA ARCserve D2D]

Date=0

Time=0

[Staging server #1]
Server name = stgsvrl
Server port = 8014

[Staging server #2]
Server name = stgsvr2
Server port = 8014

Download Server:

ServerType

0 = Download server will contact the CA Technologies server directly for updates.
(Default value)

1 = Download server will contact the specified staging server for updates.
ServerName

Name or IP address of the staging server that will be used (only if ServerType is set
to 1).

Protocol

CA ARCserve D2D only supports HTTP communication protocol.
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®  Port
Port number used for communication. By default this is set to 80.

m  Server Count
Displays total number of configured staging servers.

Schedule:

m  AutoCheckUpdate
0 = Automatic check for updates is disabled. Check for updates must be triggered
manually.
1 = Automatic check for updates is enabled. Check for updates will be triggered
automatically as scheduled. (Default value)

= AutoDownload
0 = Automatic download is disabled. The download must be triggered manually.
1 = Automatic download is enabled. Download will be coordinated with check for
updates and automatically triggered when a new update is determined. (Default
value)

m  DisableActiveUpdate

0 = Active update is enabled. Automatic check for updates and download functions
are enabled. (Default value)

1 = Active update is disabled. Check for updates and download functions must be
triggered manually.
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WeekDay

Scheduled day of the week that the automatic check for updates will be performed:

0 = every day
1 = Sunday

2 = Monday
3 = Tuesday

4 = Wednesday

5 = Thursday
6 = Friday
7 = Saturday

Note: Since there is no default setting for the day or hour that these checks will be
automatically performed, CA ARCserve D2D will randomly assign these values at the
time of installation.

Hour

Scheduled time of the specified "WeekDay" day that the automatic check for
updates will be performed (in 24-hour time settings).

ProxySettings:

UseProxy

0 = No proxy is required. Instead the client server will connect directly to the CA
Technologies server to obtain update information.

1 = Use the provided proxy server settings. If you select this option, you must also
include the IP address (or machine name) of the proxy server and the
corresponding port number that is used by the proxy server for internet
connections.

ProxyRequireAuth
0 = proxy server does not require authentication.

1 = proxy server requires authentication information (which enables User ID and
Password fields).

ProxyServer
Proxy server name (or IP address) will be entered and stored here.
ProxyPort

Port number used by the proxy server for internet connections. (Only numbers will
be accepted).
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DOWNLOADCONFIG:

®  RetryCount
Number of times CA ARCserve D2D will attempt to download a new update. If after
a specified number of retry attempts, the download still cannot continue, an error
message will be displayed indicating the most likely reason for the failure.
RetryCount rangeis: 1-5
Default value =3

m  TimeOutForEachTry
Time (in minutes) that CA ARCserve D2D will wait between retry attempts to
download a new update.
Default value = 60 minutes

m  PacketCount
Number of packets downloaded from CA Technologies support server to your client
server during each transfer, with each packet size at 1KB. The available range is 4 to
64 packets.
Default value = 16 packets
Note: During download, CA ARCserve D2D divides the update file into individual
(PacketCount) 1KB chunks, which are then efficiently routed over the internet and
reassembled into the original file at the destination.

Debug:

m  Debuglevel
Level of details to include in the debug log. A higher debug level value means more
detailed information will be included in the debug log. The available range is 0 to 4.
Default value =3

m  LogFileSize

Size (in MB) of the debug log file.
Default value = 10 MB

370 User Guide



How to Install CA ARCserve D2D Updates

D2DUpdates:

Path location for downloaded updates.
Default path = <ProductHome>\D2DUpdates

Important! The path of the download directory should always have a "D2DUpdates"
folder at the end (for example: "C:\Test\D2DUpdates"). If this path is changed, then
you must also manually update the docBase value to include this changed path. The
docBase parameter is located in the following file
"<ProductHome>\TOMCAT\conf\server.xml" and can be changed by stopping the
web service. This is mandatory otherwise other CA ARCserve D2D machines cannot
access this CA ARCserve D2D machine as a staging server.

CA ARCserve D2D:

Date/Time

Displays the last modified date and time of the available update information file
(AvailableUpdatelnfoDIl_x86.dIl / AvailableUpdatelnfoDIl_x64.dll) that has been
downloaded from the CA Technologies server to your client server. (After the first
check, these date and time values will become reference points for future checks to
determine if the file has changed).

When triggered, CA ARCserve D2D will check the date and time values of the
available patch information file from the CA Technologies server to determine if it
has been modified since the last check. If the values have changed, the latest file
will be downloaded from the site and the date and time values in this configuration
file will be updated to display the new information.

Date format = yyyymmdd

Time format = hhmmss

[Staging server #1] ... [Staging server #2] ...
Server name =

Server port =

This section displays all the configured staging servers (server name and port) in the
order which they are configured as download servers in the Updates Preferences
dialog.

The first listed server will be designated as the primary staging server. CA ARCserve
D2D will initially attempt to connect to the primary staging server. If for any reason
the first listed server is not available, then the next listed server will become the
primary staging server. The same sequence will be continued until the last listed
server becomes the primary staging server. (The staging server list is limited to the
maximum of 5 servers).
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Install the CA ARCserve D2D Updates

After you check for a new update and download the update, you can start the installing
the update.

Note: All updates that are released for CA ARCserve D2D are cumulative. As a result,
each update also includes all previously released updates to ensure that your computer
is always up-to-date. The Help About dialog displays the update level that is installed on
a computer. If necessary, you can use this information for building another server with
the same configuration/patch level.

Follow these steps:
1. Click the Updates icon.

The Install Updates dialog opens to display information that is related to the
available update. The dialog includes information such as description, download
status, size, reboot requirement, and a link to the CA Technologies server for
additional update details.

Install Updates »

Update is ready to install.

This update addresses user-related issues. CA recommends that you always install new
updates.

Update Details

FPackage ID: ROOT16

Fublished Date: 04530/2010

Description: Description for the patch RO01 16 exe-LISA
Wersion: 1

Fehoot Required: es

Status: Downloaded

Size: 8886 KB

Click here for update details on ©A support site.

7 Installation of this update will require a reboot of the machine. Please check the reboot
aption checkbox to enahle the install.

CK to reboot machine

Inztall Cancel

2. Review the update details, select OK to reboot machine, and click Install to trigger
the installation of the CA ARCserve D2D update.

The new update is installed in your local computer. If the update requires a reboot
and you selected the OK to reboot machine option, the computer reboots
automatically as part of the install process. Depending on the update status of each
computer, you could have different reboot requirements for each computer.

Note: If the update requires a computer reboot and you do not select the OK to
reboot machine option, the Install button is disabled. You can then install the
update at a more convenient time.

Note: During installation of the update, CA ARCserve D2D stops the D2D web
service and connection to Ul is lost.
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3.  When the update is successfully installed, the Updates icon changes to a green
status icon. The green status icon indicates that your computer has been updated
and the updates function is enabled.

%y Updates
IJpdates is enabled,

Updates can also be installed from the tray icon by clicking the New Update is
available balloon message.

Installation of CA ARCserve D2D updates is complete.

Verify that the Updates are Successfully Installed

Perform one of the following to verify that the updates are successfully installed:

m  From the CA ARCserve D2D home page U], click View Logs option, and then verify
that the installed updates are listed in the Activity Log.

1/28/2013 8:07:15 AM Updstes: Mew update [Version 1) has béen successfully installed.
1/28/2013 8:07:11 AM Current CA ARCserve D20 version: rié.5 (Budd 1413) Update 1
1/28/2013 8:07:11 AM Server timie zone information: id="GMT-08:00" useDadight="true"

Updates: Dovwnload of new update was successhul:
Ca_ARCserve_DZD_R16_5_Update_l.exe

1/28/2013 8:04:19 AM Updates: Check for update was successful.

1/ ZB/2013 8:05:22 AM

cecgecee

m  From the CA ARCserve D2D homepage Ul, select Help, click About CA ARCserve
D2D, and then verify that the about CA ARCserve D2D dialog displays the latest
version updated.
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(Optional) Install CA ARCserve D2D Updates Silently

Silent update installation allows you to perform an unattended update installation and
does not prompt you for any input.
Follow these steps:
1. Launch the CA ARCserve D2D Update silent installation.
"<UpdateExeFile>" /s /v"<Additional Arguments>"
2. Configure the silent installation using the following syntax and arguments:
UpdateExeFile

Specifies to run the self-extracting executable file.
Specifies to run the self-extracting executable file using the silent mode.

Specifies any additional arguments for update installation.
Additional Arguments
/s
Specifies to run the update installation using the silent mode.
/AutoReboot

Specifies to perform an automatic reboot after the update is installed. If a
reboot is required to complete the update, the machine will reboot
automatically without any notification.

Examples

m  Toinstall an update using the silent mode and reboot automatically after
completion, use the following command:

"<UpdateExeFile>" /s /v"/s /AutoReboot"

m  Toinstall an update using the silent mode and not reboot automatically after
completion, use the following command:

"<UpdateExeFile>" /s /v"/s"

Troubleshooting Update Issues

When a problem is detected, CA ARCserve D2D generates a message to help you
identify and resolve the problem. These messages are contained in the CA ARCserve
D2D Activity Log, which is accessed from the View Logs option on the home page ULl. In
addition, when an incorrect action is attempted, CA ARCserve D2D generally displays a
pop-up message to help you identify and quickly resolve the problem.
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This section contains the following topics:

Unable to Access CA ARCserve D2D After Reboot (see page 375)
Unable to Connect to the CA Download Server to Download Updates (see page 376)
Failed to Download CA ARCserve D2D Updates (see page 377)

Unable to Access CA ARCserve D2D After Reboot

If you are not able to access the CA ARCserve D2D Ul, perform the following
troubleshooting procedure:

1. From the Add or Remove Programs dialog, click the Add/Remove Windows
Components option to access the Windows Components Wizard screen and remove
the Internet Explorer Enhanced Security Configuration component.

2. Add the host name URL to the Trusted Sites in Internet Explorer.

3. Adjust the security level in Internet Explorer.

If the problem persists, use Live Chat to contact CA Support. Live Chat lets you optimize
intelligent conversation between you and the CA ARCserve D2D Technical Support team,

allowing you to address your concerns and questions immediately, while still
maintaining access to the product.
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Unable to Connect to the CA Download Server to Download Updates

If you are not able to connect to the CA download server to download CA ARCserve D2D
updates, follow these steps:

1. From the CA ARCserve D2D home page, click View Logs, and verify the error
message.

2. Verify that you have a good network connection.
3. Open command line and ping the rmdmdownloads.ca.com server.
Perform one of the following to establish connection with the download server:

m  From the CA ARCserve D2D home page, select Settings, then Preferences, and
click Updates and Download Server. Click on the proxy settings and verify that
the default option Use browser proxy settings (for IE and Chrome only) is
selected.

m  From the CA ARCserve D2D home page, select Settings, then Preferences, and
click Updates and Download Server. Click on the proxy settings and select
Configure Proxy Settings and enter the valid proxy server name, port number
and credentials and click OK.

4. Click Test Connection to verify that the connection is established.

If the problem persists, use Live Chat to contact CA Support. Live Chat lets you optimize
intelligent conversation between you and the CA ARCserve D2D Technical Support team,
allowing you to address your concerns and questions immediately, while still
maintaining access to the product.
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Failed to Download CA ARCserve D2D Updates

If you are not able to download CA ARCserve D2D updates, follow these steps:

1. From the CA ARCserve D2D home page, click View Logs and read the error message.
2. Verify that you have a good network connection.

3. Verify that there is enough disk space.
4

From the CA ARCserve D2D installation home path, access the Logs folder (D2D
Updates.log).

5. Check the log entries for detailed error messages.

If necessary, you can change the debug level to read the error message in detail.
Perform the following to change the debug level:

m  From the CA ARCserve D2D installation home path, click Update Manager, and
access the D2DPMSettings configuration file

m  Change the Debuglevel setting from 3 (default value) to 4.

A higher debug level value provides more detailed information in the debug
log.

If the problem persists, use Live Chat to contact CA Support. Live Chat lets you optimize
intelligent conversation between you and the CA ARCserve D2D Technical Support team,
allowing you to address your concerns and questions immediately, while still
maintaining access to the product.
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Chapter 6: Troubleshooting CA ARCserve
D2D

This section contains the following topics:

Troubleshooting Overview (see page 380)

Unable to Reboot Hyper-V VM After BMR (see page 380)

Unable to Reboot VMware VM After BMR (see page 380)

Unable to boot the server after performing a BMR (see page 381)

After BMR, dynamic volumes are not recognized by the operating system (see page 381)
Slow throughput performance during BMR (see page 381)

Unable to display CA ARCserve D2D Ul in Firefox (see page 382)

Unable to display CA ARCserve D2D home page when you attempt to open it from
Internet Explorer (IE) web browser (see page 382)

Unable to install/uninstall CA ARCserve D2D if a previous attempt was interrupted (see
page 382)

Windows failed to start after CA ARCserve D2D has just been installed (see page 383)
Unable to display Exchange backup session for Windows Small Business Server 2003
(see page 386)

SQL Server backup failed due to "out of memory" error (see page 386)

Failed to Restore Exchange Object with Invalid Service Error (see page 386)

Catalog Job fails when backing up a large number of files on Windows 2003 x86 machine
(see page 387)

Catalog Job fails when backing up a large number of files because not enough space (see
page 388)

Failed to validate backup destination (see page 389)

Unable to change backup destination folder to ARCserve D2D View (see page 390)

CA ARCserve D2D Service could not be started because of port conflict (see page 393)
Unable to Connect to Cloud (see page 396)

Backup sessions for CA ARCserve D2D r16 do not include any Microsoft SQL database
information (see page 396)

Merge Session is Skipped (see page 396)

Failed to create snapshot for selected volumes (see page 397)

Job Monitor data speed displays a 0 or some other abnormal value (see page 397)
Merge Job Failed when Configured to Retain Recovery Sets (see page 398)

Merge Job Fails After Being Paused by a Restore Job (see page 398)

Unable to Change Destination to Removable Device (see page 399)

Troubleshooting Remote Deployment Issues (see page 400)

Troubleshooting Update Issues (see page 401)
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Troubleshooting Overview

When a problem is detected, CA ARCserve D2D generates a message to help you
identify and resolve the problem. These messages are contained in the CA ARCserve
D2D Activity Log, which is accessed from the View Logs option on the home page Ul. In
addition, when an incorrect action is attempted, CA ARCserve D2D generally displays a
pop-up message to help you identify and quickly resolve the problem.

Unable to Reboot Hyper-V VM After BMR

If you performed BMR to a Hyper-V machine consisting of more than one disk
connected to an Integrated Drive Electronics (IDE) controller and if the server does not
reboot, perform the following troubleshooting procedure:

1. Verify that the disk that contains the system volume is the master disk.

The Hyper-V BIOS searches for the system volume on the master disk (disk 1) which
is connected to the master channel. If the system volume is not located on the
master disk, the VM will not reboot.

Note: Verify that the disk that contains the system volume is connected to an IDE
controller. Hyper-V cannot boot from a SCSI disk.

2. If necessary, modify the Hyper-V settings, to connect the disk that contains the
system volume to the IDE master channel and reboot the VM again.

Unable to Reboot VMware VM After BMR

If you performed BMR to a VMware machine consisting of more than one disk
connected to an Integrated Drive Electronics (IDE) controller or a SCSI adapter and the
server does not reboot, perform the following troubleshooting procedure:

1. Verify that the disk that contains the system volume is the master disk.

The VMware BIOS searches for the system volume on the Master disk (disk 0) which
is connected the master channel. If the system volume is not on the Master disk,
the VM does not reboot.

2. If necessary, modify the VMware settings, to connect the disk that contains the
system volume to the IDE master channel and reboot the VM again.

3. Ifthe disk is a SCSI disk, verify the disk which contains boot volume is the first disk
which connects to the SCSI adapter. If not, assign the boot disk from the VMware
BIOS.

4. Verify the disk which contains boot volume is in the previous eight disks, because
the VMware BIOS only detect eight disks during the boot. If there are more than
seven disks ahead the disk which contains system volumes connected to the SCSI
adapter, the VM cannot boot.
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Unable to boot the server after performing a BMR

Symptom:

When the source machine is an Active Directory server performing a BMR to a physical
machine with different hardware or to a virtual machine on a hyper-v server, the server
does not boot and a blue screen displays with the following message:

STOP: c00002e2 Directory Services could not start because of the following error: a
device attached to the system is not functioning. Error status: 0xc0000001.

Solution:

Reboot the system to the BMR PE environment, rename all *.log files in the
C:\Windows\NTDS folder, and restart the system. For example, rename the file edb.log
to edb.log.old and restart the system.

After BMR, dynamic volumes are not recognized by the operating system

To keep dynamic disks in a consistent state, the Windows operating system
automatically synchronizes the Logical Disk Manager (LDM) metadata on each dynamic
disk. So when BMR restores one dynamic disk and brings it online, the LDM metadata on
this disk is automatically updated by the operating system. This may result in a dynamic
volume not being recognized by the operating system and missing after the reboot.

To remedy this problem, when you perform BMR with multiple dynamic disks, do not
perform any pre-BMR disk operations such as cleaning, deleting volume, and so on.

Slow throughput performance during BMR
This problem can be caused by SATA controllers with "AHCI" enabled.

During BMR, CA ARCserve D2D will install drivers for critical unknown devices. If the
device already has a driver installed, CA ARCserve D2D will not update that driver again.
For some devices, Windows 7PE may have the drivers for them, but these drivers may
not be the best ones and this can cause the BMR to run too slow.

To remedy this problem, perform one of the following tasks:

m  Check if the driver pool folder contains the newest disk drivers. If it does, and you
are restoring to the original machine, please install the new driver from the driver
pool folder. If you are restoring to alternate machine, download the latest disk
drivers from the Internet, and load it before you start data recovery. To load the
driver, you can use the "drvload.exe" utility, which is included in Windows PE.

m  Change the device operating mode from "AHCI" (Advanced Host Controller
Interface) to Compatibility mode. (Compatibility mode provides a better
throughput).
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Unable to display CA ARCserve D2D Ul in Firefox

If you are using Firefox to connect to the local CA ARCserve D2D server, where the
browser and CA ARCserve D2D are both on the same machine, certain proxy settings
may cause the CA ARCserve D2D Ul not to be displayed.

If this condition occurs, connect to the loopback address 127.0.0.1 or use the hostname
in Firefox instead of using localhost.

Unable to display CA ARCserve D2D home page when you attempt to open it from Internet
Explorer (IE) web browser

If you are using an Internet Explorer (IE) web browser to access the CA ARCserve D2D
home page and it does not display, it may be that the CA ARCserve D2D website is not
included as a "Trusted Site" in your IE browser.

If this condition occurs, add this website as a Trusted Site in your IE browser. For more
information about adding a website as a Trusted Site, see Security zones: adding or
removing websites.

Unable to install/uninstall CA ARCserve D2D if a previous attempt was interrupted

If during an attempt to install or uninstall CA ARCserve D2D, the install/uninstall process
was interrupted, you may not be able to successfully continue and complete the
process.

For example, any of the following conditions could cause a partial install/uninstall state:

®  Your network connection becomes broken while you are installing CA ARCserve
D2D from a remote computer.

®m  Your computer is shut down in middle of install/uninstall process.

®  You encounter a power outage during install/uninstall and there is no
Uninterruptible Power Supply (UPS).

®m  You click the Cancel button during CA ARCserve D2D install/uninstall process.

To resolve this problem, perform the following steps:
1. Enter "regedit" in the Run dialog and click OK to open Registry Editor.
2. Locate and delete the following entry:

"HKEY_LOCAL_MACHINE\SOFTWARE\CA\CA ARCserve D2D"
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3. Use the search option in the Registry Editor to locate and delete all occurrences of
the following string:

m  [CA ARCserve D2D for x86]: {97270DB5-DB8F-467F-9C52-1AF57C55EA60}
m [CA ARCserve D2D for x64]: {611E0884-4C83-4740-A3A9-9EBOOD784E8D}

4. Use the search option in the Registry Editor to locate and delete all occurrences of
the string “CA ARCserve D2D”under the following key:

HKEY_CLASSES_ROOT\Installer\Products
HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Installer\Products

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Installer\
UserData\S-1-5-18\Products

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall
5. From the command line, delete the service by entering the following commands:

sc delete ShProvd

sc delete CASAD2DWebSvc

6. Reboot the computer and re-attempt the installation/uninstallation of CA ARCserve
D2D.

Windows failed to start after CA ARCserve D2D has just been installed
If Windows failed to start with the following error after CA ARCserve D2D has recently
been installed, it can be caused by a Windows internal failure.
File: ARCFlashVolDrv.sys
Status: 0xc0000098

Info: Windows failed to load because a required file is missing, or corrupt.

The probable causes for this problem are:
m  User temporary folder is not writable
m  Insufficient privilege

m  Windows update database corrupted

Important! This procedure contains information about modifying the registry. Before
you modify the registry, make sure to create a backup of the registry and ensure that
you understand how to restore the registry if a problem occurs. For more information
about how to back up, restore, and edit the registry, see the relevant Microsoft
Knowledge Base articles at support.microsoft.com.
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To resolve this problem, perform the following steps to uninstall the driver:

1.

For CA ARCserve D2D r16, boot the computer with the BMR ISO image.

For CA ARCserve D2D r16.5 or later, use the Create Boot Kit for Bare Metal
Recovery utility to create the BMR ISO image if you do not already have it.

Click Run from the Utilities menu.
Enter "regedit" in the Run dialog and click OK to open Registry Editor.

Select HKEY_LOCAL_MACHINE and click "Load Hive..." from the File menu in the
Registry Editor.

Locate SYSTEM file under the %systemroot%\system32\config directory on your
system and click open.

Enter a name for the hive to be loaded.

From the Registry Editor, check the "Current" entry under
"HKEY_LOCAL_MACHINE\SYSTEM\Select".

File Edit View Favorites Help

(=18 Computer Narne Type | Data
[ | HKEY_CLASSES ROOT 2P| (Default) REG 57 (valus not set
[ |, HKEY_CURRENT_USER 4| Current REG_DWORD 0-0000000L (1) |
=+ [0 HREY_LOCAL_MACHINE 8| Default REG_DWORD 000000001 (1}
* L. BCDOODDO00O %) Failed REG_DWORD 000000000 (00
- Jy HARDWARE 243 LastknownGaod REG_DWORD (00000002 (2)
SAM

SECURITY
[ . SOFTWARE
[= . SYSTEM
El- | Control5et001
B | ControlSeto0z
- CurrentControlSet
MourtedDevices

Depending on the Current value that is displayed, delete the corresponding entries
under the new hive that was just loaded:

For example:
m If the Current Value is 1, then delete the following entries:

—  HKEY_LOCAL_MACHINE\%your_hive_name%\ControlSet001\Services\ARC
FlashVolDrv

- HKEY_LOCAL_MACHINE\%your_hive_name%\ControlSet001\Services\Eve
ntlog\System\ARCFlashVolDrv

m [f the Current Value is 2, then delete the following entries:

-  HKEY_LOCAL_MACHINE\%your_hive_name%\ControlSet002\Services\ARC
FlashVolDrv

- HKEY_LOCAL_MACHINE\%your_hive_name%\ControlSet002\Services\Eve
ntlog\System\ARCFlashVolDrv
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10.
11.

12.

Depending on the Current value that is displayed, delete the corresponding value
"ARCFlashVolDrv" for the following registry keys:

Important! The "LowerFilters" registry key may also contain other Windows driver
names. Be sure to delete only the "ARCFlashVolDrv" value from the list. Do not
delete the entire registry key or any other driver names from within the key.

For example:
m [f the Current Value is 1, then delete the following entries:

- HKEY_LOCAL_MACHINE\%your_hive_name%\ControlSet001\Control\Class
\{533C5B84-EC70-11D2-9505-00C04F79DEAF}\LowerFilters

- HKEY_LOCAL_MACHINE\%your_hive_name%\ControlSet001\Control\Class
\{71A27CDD-812A-11D0-BEC7-08002BE2092F}\LowerFilters

m If the Current Value is 2, then delete the following entries:

- HKEY_LOCAL_MACHINE\%your_hive_name%\ControlSet002\Control\Class
\{533C5B84-EC70-11D2-9505-00C04F79DEAF}\LowerFilters

-  HKEY_LOCAL_MACHINE\%your_hive_name%\ControlSet002\Control\Class
\{71A27CDD-812A-11D0-BEC7-08002BE2092F}\LowerFilters

Click "Unload Hive..." from the File menu in the Registry Editor.

Reboot the computer and start Windows typically.

Perform the following troubleshooting steps:

a. Verify that the user account has administrator privileges on this machine.

b. Verify that the user account has write permissions on the following temp
folders:

m %windir%/temp
. %temp%

c. For Microsoft Windows Vista and Microsoft Windows 2008 and later, download
and run the Microsoft System Update Readiness Tool. This tool helps to fix any
inconsistencies or corruption in the installed updates and system files.

d. Determine if there are any pending Windows updates or reboots and take the
necessary action. Perform one of the following tasks to show Windows Update
related information for the computer:

m  Click Start, All Programs, Windows Update.

m  Access windowsupdate.microsoft.com.

e. Ifthere are problems installing several Windows Updates, then examine why
the updates cannot be installed on this computer before proceeding to the
next step.
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13. Reboot the computer and start Windows typically.

14. Reinstall the ARCFlashVolDrv driver by running "ARCFlashVolDrvINSTALL.exe —i
—output=c:\install.log" after the machine reboot.

m  ARCFlashVolDrvINSTALL.exe is located on D2D_HOME\bin\Driver.
m D2D_HOME is located on the CA ARCserve D2D install path.

15. Reboot the computer and start Windows typically.

Unable to display Exchange backup session for Windows Small Business Server 2003

By default, Windows Small Business Server 2003 disables the Exchange Writer. As a
result a successful Exchange backup session are not displayed at the backup destination
when attempting to restore. To remedy this problem, you can manually turn on the
Exchange writer for use with CA ARCserve D2D.

For more information about turning on the Exchange writer, see How to turn on the
Exchange writer for the Volume Shadow Copy service in Windows Small Business Server

2003.

SQL Server backup failed due to "out of memory" error

This is caused by a Microsoft known issue: Volume Shadow Copy Service (VSS) cannot
create a volume snapshot even when VSS has sufficient memory space.

To resolve this problem, apply the Microsoft patch
<http://support.microsoft.com/kb/940239/>

Failed to Restore Exchange Object with Invalid Service Error

If you are attempting to restore an Exchange object (mail, mailbox folder, or entire
mailbox) to either the original or an alternate location and the job fails with an invalid
service error, check if the Microsoft Exchange Information Store Service is in a running
state and if the database which the current user (administrator) belongs toisin a
mounted state.
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If both states are correct check for an "MAPI_E_NETWORK_ERROR 80040115" error. If
you have this error, you can change your protocol and host file as follows:

1.

Disable the IPv6 or select the IPv4 as the preferred protocol in the Network
properties.

Add the following lines into the host file:

127.0.0.1 <hostname of the computer>
127.0.0.1 <FQDN of the computer>
actual IPv4 address <hostname of the computer>
actual IPv4 address <FQDN of the computer>

Reboot the machine.

Catalog Job fails when backing up a large number of files on Windows 2003 x86 machine

For Windows 2003 x86, if you are attempting to back up a large number of files (in
excess of 80 million) and the catalog generation job fails, perform the following:

1.

2.
3.

Locate the boot.ini file (c:\boot.ini) and increase the virtual memory from 2 GB
(default value) to 3 GB by adding the "/3GB" switch as follows:

[boot loader]

timeout=30
default=multi(0)disk(0)rdisk(0)partition(2)\WINDOWS
[operating systems]

multi(0)disk(0)rdisk(0)partition(2)\WINDOWS="Windows Server 2003, Enterprise"
/noexecute=optout /fastdetect /3GB

Note: For more information about increasing memory support, see
http://msdn.microsoft.com/en-us/windows/hardware/gg487508

Reboot the computer.

Set the "DolListSort" registry value as follows:

m  Enter "regedit" in the Run dialog and click OK to open Registry Editor.

m Locate the following entry:
HKEY_LOCAL_MACHINE\SOFTWARE\CA\CA ARCserve D2D

m Create a DWORD named "DolistSort" with the value set to 1.
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Catalog Job fails when backing up a large number of files because not enough space

If you are attempting to back up a large number of files and the catalog generation job
fails because there is not enough available space in the ARCserve D2D home folder,
perform the following task to create a new temp location:

Important! Verify that this new location contains enough free space to hold all of your
catalog temporary data.

1. Within the ARCserve D2D home folder, access the Configuration folder. (The
ARCserve D2D home folder is located on the CA ARCserve D2D install path).

Program Files\CA\ARCserve D2D\Configuration

2. Within the Configuration folder, create a "CatalogMgrDIL.ini" file. (File name is
case-sensitive).

3.  Within the new "CatalogMgrDIL.ini" file, add the following content:

[Common]
TmpPath4Catalog="I:\catalogtemp"

— ]
‘0( ) . = Program Files = CA = ARCserve D2D = Configuration = - m I Search Conf

Organize * HOpen - Burn  Mew folder

- Favarites Mame | Dake modified

-

Bl Desktop
4 Downloads

| AFIobGueus 5{15/2011 10:13 AM
5(24/2011 3:55 AM
5{12(2011 11:39 AM

5/23/2011 10:07 AM

1= Recent Places

4 Libraries
3 Documents 6/21/2011 10:26 AM
J’ Music |2 BackupConfigural 6/21}2011 10:26 AM
| Pictures || BackupJab.cfg 6/23(2011 5:16 AM
B videos 2 Bdi.ini /812011 10:21 &M
1M Computer
e || commonPron, orooerties 612312011 3:19 AM

| alogMgrD otepad
File__Edit__Format__Yiew Hel

|[<ommon]
TmpPath4cCatalog="I:Ncatalogtemp"

4. Run the backup job again.

The catalog generation part of the job will now go to the newly created temp
folder.
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Failed to validate backup destination

If you are attempting to configure your backup settings from another machine to a

w

indows XP shared destination and you are unable to save these settings, it may be

because the same user is using more than one user name to access this CA ARCserve
D2D configured shared destination.

For example:

m  You have two machines, A and B
m  Machine A is a Windows XP operating system and exposes a shared folder
m  Machine B has CA ARCserve D2D installed

m  User on Machine B attempts to configure the CA ARCserve D2D backup
destination to this shared folder exposed by Machine A

m  User on Machine B will not be able to save backup destination setting because
it fails to connect to this shared folder.

If this happens, you can change the local security policy on your Windows XP machine as

fo

1.

llows:
Access the local Group Policy editor (gpedit.msc) utility.

gpedit.msc -> Computer Configuration -> Windows Settings -> Security Settings ->
Local Policies -> Security Options

‘il Group Palicy

File  Action ¢ Help

- B ER @ m

=¥ Local Computer Policy
= Computer Configuration
(23 software Settings
=23 Windows Settings
] Scripts (Startup/Shutdown)
(=[5 Security Settings
(8 Account Policies
228 Local Policies
8 Audit Policy
{28 User Rights Assignme
{Z8 security Options
(2 Public Key Policies
(2 Software Restriction Pali
lg IP Security Policies an L
(2 Administratve Templates D|
= Q User Configuration
[£3 software Settings
(23 windows Settings
(2 Administratve Templates

Paolicy Security Setting L)

Microsoﬂ network server: Amount of idle time required before suspending s... 15 minutes

Micrusuﬂ network server: Digitally sign communications (always) Disabled

Microsoﬂ network server: Digitally sign communications (if dient agrees) Disabled

Microsoﬂ network server: Disconnect cients when logon hours expire Enabled

Neh\'ork access: Allow anonymous SID/Mame translation Disabled

Neh\'ork access: Do not allow anonymous enumeration of SAM accounts Enabled

Neh\'ork access: Do not allow anonymous enumeration of SAM accounts and... Disabled

Neh\'nrk access: Do not allow storage of credentials or JMET Passparts for n...  Disabled

Neh\'ork access: Let Everyone permissions apply to anonymous users Disabled

Neh\'ork access: Mamed Pipes that can be accessed anonymously COMMAP, COMMODE, SQL\QUERY SPOOLSS, LLSRPC, browser

Neh\'ork access: Remotely accessible registry paths System'\CurrentControlSet\Control\ProductCptions, System\Current
_| P ok P L g L ARG DREEE

7] Metwork access: Sharing and security model for local accounts Guest only - local users authenticate as Guest
LBt e TR

Neh\'ork security: Force logoff when logon hours expire Disabled

Neh\'ork security: LAN Manager authentication level Send LM & NTLM responses

Neh\'ork security: LDAP dlient signing requirements Negotiate signing

Neh\'ork security: Minimum session security for NTLM 55P based (incduding s... Mo minimum
Neh\'nrk security: Minimum session security for NTLM S5P based (incuding s... Mo minimum

Recovery console: Allow automatic administrative logon Disabled
Recovery’ console: Allow floppy copy and access to all drives and all folders Disabled
Shutdown: Allow system to be shut down without having to log on Enabled
Shutdo',\'n: Clear virtual memary pagefie Disabled

System cryptography: Use FIPS compliant algorithms for encryption, hashin...  Disabled
System objects: Default owner for objects created by members of the Admi...  Object creator
System objects: Require case insensitivity for non-Windows subsystems Enabled
System ohjects: Strengthen default permissions of internal system objects {... Enabled

=

3
|l

< |

| w
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2. Select "Network access: Sharing and security model for local accounts" and change
the value from "Guest only" to "Classic".

Network access: Sharing and security model for local ac... E|E|

Local Securty Setting | Explain This Setting

imll  Metwork access: Sharng and security model for local accounts

£

Guest only - local users authenticate as Guest A

Classic - local users autherticate as themselves
Guest only - local users authenticate as Guest

QK l [ Cancel App

Unable to change backup destination folder to ARCserve D2D View

On Windows Vista and later operating systems, if you create an account which belongs
to a local administrator group, and from this new account you attempt to change the CA
ARCserve D2D backup destination folder to ARCserve D2D View, the folder view cannot
be changed and no error message is displayed. This can happen when the User Account
Control is enabled.

If this condition occurs, you can either disable the User Account Control or you can grant
Modify privileges to the created Windows account.
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To disable the User Account Control, perform the following task:

1. From the Windows Control Panel, select User Accounts, User Accounts, and then
Change User Account Control Settings.

The User Account Control Settings dialog displays.

'&' User Account Control Settings % =TASA X

Choose when to be notified about changes to your computer

User Account Control helps prevent potentially harmful programs from making changes to your computer.
Tell me more zbout User Account Control settings

Always notify

Never notify me when:

*  Programs try to install software or make changes to
my computer

® Irmake changes to Windows settings

¥ Not recommended. Choose this only if you need to
use programs that are not certified for Windows 7
- - because they do not support User Account Control.

MNever notify

L€

2. For the Choose when to be notified about changes to your computer option, drag
the slide bar to the bottom (Never notify).

3. When you disable the User Account Control, reboot your computer.

To grant Modify privileges to the created Windows account, perform the following
task:

1. From the Windows Explorer view, navigate to the specified backup destination.

2. Right-click on the backup destination folder, select Properties, and click the Security
tab.
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3. Click Edit and Add a user for this destination folder.

The Permissions dialog is displayed.
F I
| Permissions for temp S -— u

Security

Cbject name:  Etemp

Group or user names:

82 Authenticated Users

2, 5YSTEM

%Mministmtors [<machine name: WAdministrators]
33_‘ Users [<machine name:'zers]

Permissions for <uzer 13> Allow Dery
Full contral [l [
Modify | |
Read & exscute [ 1
List folder contents 0o
Read B |-
Leam about access control and permissions
[ ok J[ cemcel J[ ooy | j

4. For this user, check the Modify permissions option to allow control specifically to
this user and add it to the folder security list.
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CA ARCserve D2D Service could not be started because of port conflict

The port that CA ARCserve D2D uses can conflict with the default port that Tomcat uses.
This conflict causes Tomcat to fail when CA ARCserve D2D is started before it. To
remedy this problem, you can change the Tomcat default port as follows:

1. Access the CA ARCserve D2D Monitor, click the Advanced option, and select Stop
Service.

The CA ARCserve D2D Web Service is stopped.

Open CA ARCserve D20
Backup Mo
Settings

Restore
) Create Boot Kit

@ Licensing

Mount Recovery Paint ® -
Check For Updates

Copy Recovery Paoint

OLDECAEH

MNotifications b

Mews Feed b
Socal Metworking k

Advanced

Ahout
k4 Esit

2. Access the Tomcat server.xml file to edit/configure the behavior of Tomcat.

The Tomcat server.xml file is located in the following folder structure:

C:\Program Files\CA\ARCserve D2D\TOMCAT\conf

Chapter 6: Troubleshooting CA ARCserve D2D 393



Troubleshooting Overview

3. Locate the <Server> tag inside the server.xml file.

-io(x]

File Edit Faormat Wiew Help
=l

http:/Awww. apache. org/1icenses /LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License iz distributed on an "as IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF AMY KIND, either express or impli
see the License for the specific language governing permissions and
Timitations under the License.
——>
<!—— nNote: A "server" is not itself a "Container", so you may not
define subcomponents such as "wvalwes" at this 1eve¥.
pocumentation at fdocs/configsserver.htm]

l——apR Tibrary Toader. Documentation at Sdocs/sapr.htm]l ——»
<Listener classwame="org.apache.catalina.core.apriifecycleliste
<!——Initialize Jasper prior to webap?s are Jloaded. Documentatio
<Listener classwame="org.apache.catalina.core.JasperListener"” />
<l —— JMx Su?pnrt for the Tomcat serwver. Documentation at Sdocs/
<Listenar classWame="org.apache.catalina.mbeans.serverLifecycle
<Listener classwWame="org.apache.catalina.mbeans.Globalresourcesi
<!-- 51lobal INDI resources
Documentation at Sdocs/jndi-resources-howto.html

-
<GlobalMamingresources:>

<!-—"Editable user database that can also be used by -

1] | oz
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4. Edit the <Server> tag as follows:
From:
<Server>
To:
<Server port="8015" shutdown="SHUTDOWN">

T=I

File Edit Format Wew Help
=]

http:/Awww. apache. org/Ticenses /LICENSE-2.0

Unless required by applicable Taw or agreed to in writing, software
distributed under the License 4= distributed on an "As IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF AMY KIMD, either express or dimpli
see the License for the specific Tanguage governing permissions and
Timitations under the License.
-
<l—— Note: A "server" is not dtself a "Container”, so you may not
define subcomponents such as "walwes" at this TEUE¥.
Documentation at fdocs/config/server.html
<server port="8015" shutdown="SHUTDOWH" > |
<T——APR [Thrary loader. pocumentation at sdocs/apr.htm]l —-»
<Listener classmame="org.apache. catalina. core.aprLifecycleliste
<!——Initialize Jasper prior to webapps are loaded. Documentatio
<Listener classmame="org.apache.catalina. core.lJasperListener” />
<!—— IMx Support for the Tomcat server. Documentation at sdocs/
<Listener classmame="org.apache.catalina.mbeans. serverLifecycle
<Listener classMame="org.apache.catalina.mbeans.slobalresourcesl
<!—— 3laobal IMDI resources
pocumentation at Sdocs/indi-resources-howto. htm]

<GlobalMamingresources:
<!—— Editable user database that can also be used by -

1] | W s

5. Save and close the server.xml file.

The command to shut down Tomcat has now been configured so that it must be
received by the server on the named port (8015).

6. Access the CA ARCserve D2D Monitor, click the Advanced option, and select Start
Service.

The CA ARCserve D2D Web Service is started.
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Unable to Connect to Cloud

If you are attempting to file copy to cloud, but cannot connect your machine to the
cloud server, perform the following troubleshooting procedure:

1. From the File Copy Settings Destination dialog, click the Configure button to display
the Cloud Configuration dialog and verify the following are correct:

m  Proxy credentials (Username and password)

m  Proxy Server IP address and corresponding port number

m  Access key and Secret key for access to the specified proxy server
m  Vendor URL address for the specified cloud provider

2. To eliminate any potential clock skew error, verify that your machine has the
correct time zone set and the clock is in sync with the global time.

3. Resubmit the file copy job.

Backup sessions for CA ARCserve D2D r16 do not include any Microsoft SQL database

information

After upgrading from CA ARCserve D2D r15 to r16, the backup sessions do not include
any Microsoft SQL database information. This may be caused by the SQL server not
starting automatically in a virtual environment. If this occurs, verify that the SQL
database is in a good state and retry the backup.

If the problem persists, you can change the startup type of the SQL server to "Automatic
(Delayed Start)".

Merge Session is Skipped

If the oldest recovery point is skipped in the merge operation, perform the following
troubleshooting procedure after you submit a new backup when the specified recovery
point count limit is exceeded:

1. Open the Mount Recovery Point dialog to see if you have any recovery points
mounted. If any recovery points are mounted, dismount them.

2. Open Windows Explorer and switch to the backup destination to see if the session
is under the ARCserve D2D View. If it is, change to the Windows Explorer View.

3. Verify if any file copy jobs are running.

396 User Guide



Troubleshooting Overview

Failed to create snapshot for selected volumes

If a volume does not have enough disk space, the backup job can fail with the error
message "Failed to create snapshot for selected volumes". If the backup job fails, you
can perform either task:

m  Free up some disk space on the volumes being backed up.

m  Reconfigure the Volume Shadow Copy settings to save shadow copy to a volume
with sufficient free disk space.

Job Monitor data speed displays a 0 or some other abnormal value

Reason:

Windows Performance Counters are disabled.

Action:

From the Registry Editor, delete or enable the following registry keys on all Windows
versions:

m  Perflib
Path: HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Perflib
Name: “Disable Performance Counters”
Type: DWORD
Value: Set to 0 to enable performance counter.
m  Performance
Path: HKLM\SYSTEM\CurrentControlSet\Services\PerfProc\Performance
Name: “Disable Performance Counters”
Type: DWORD

Value: Set to 0 to enable performance counter.
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Merge Job Failed when Configured to Retain Recovery Sets

Reason:

Possible network failure or busy network.

Action:

Perform any of the following to fix this problem:

®  Run a new backup job which will trigger a merge job after the backup is completed.
m  Access the Backup Settings dialog and save the Retention Setting again.

m  Restart the D2D web service.

Merge Job Fails After Being Paused by a Restore Job

If a merge job is running and you perform another job at the same time, the merge job
will automatically pause. After the other job is finished, if you attempt to resume the
merge job, then the merge job will fail. This may be caused by the session not being
released after the other job is finished, and the unreleased session could not be merged.
If a mounted session was not cleanly dismounted, the session lock may not disappear
and as a result the session will not be released after the job is finished. If this occurs, run
the following command to force a clean session dismount:

"%scaarcflash home%\bin\driver\afstorhbainstall.exe" -d all
-output=c:\stopmountingdriver.log

If the problem persists, use Live Chat to contact CA Support. Live Chat lets you optimize
intelligent conversation between you and the CA ARCserve D2D Technical Support team,
allowing you to address your concerns and questions immediately, while still
maintaining access to the product.
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Unable to Change Destination to Removable Device

If you are attempting to configure your backup destination setting to a removable
device, and you are unable to save the setting without a failure, it may be caused by the
local security policy settings. If this occurs, perform the following troubleshooting
procedure:

Note: This problem may occur in multiple cases, such as when you are attempting to
browse to a destination or saving a backup destination setting.

1. Run GPEDIT.msc to open the "Local Group Policy Editor" dialog.

2. Select Computer Configuration -> Windows Settings -> Security Settings -> Local
Policies -> Audit Policy.

3. Double click "Audit object access" to access the "Audit object access Properties"
dialog.

Audit object access Properties frd |

Local Security Setting I Explain |

j' Audit object access

Audtt these attempts:
[ Success
[ Failure

 This setting might not be enforced if other policy is configured to
L ovemde categary level audit palicy .
For more information, see Audit object access. (Q921468)

QK I Cancel Apnly
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4. On the Local Security Settings tab, uncheck the Success and Failure options, and
click Apply to save the settings.

5. Reboot the server or run 'GPupdate/force'. (If you run 'GPupdate/force' then after
the command is completed, log off and then log back on).

6. If the trouble continues, the computer is most likely a part of a domain. You will
need to find out which group policy has the setting enabled by running the
following in an administrative command-prompt:
gpresult /H C:\gpresult.html

7. Open the file C:\gpresult.html and navigate to the following section:

Computer Details -> Settings -> Policies -> Windows Settings -> Security Settings ->
Local Policies\Audit Policy -> Audit Object Access.

Note: For Windows 7 operating systems, the location of Audit object access in the
file C:\gpresult.html varies slightly by replacing "Computer Details -> Settings" with
"Computer Configuration" in the navigation path.

8. The group policy is located under the "Winning GPO" column. Edit that group
policy, and then reboot the server.

If the problem persists, use Live Chat to contact CA Support. Live Chat lets you optimize
intelligent conversation between you and the CA ARCserve D2D Technical Support team,
allowing you to address your concerns and questions immediately, while still
maintaining access to the product.

Troubleshooting Remote Deployment Issues

When a problem is detected, CA ARCserve D2D generates a message to help you
identify and resolve the problem. These messages are contained in the CA ARCserve
D2D Activity Log, which is accessed from the View Logs option on the home page UL. In
addition, when an incorrect action is attempted, CA ARCserve D2D generally displays a
pop-up message to help you identify and quickly resolve the problem.

This section contains the following topics:

Unable to Access CA ARCserve D2D After Reboot (see page 400)
Setup cannot connect to <<machine name>> during Remote Deployment (see page 401)

Unable to Access CA ARCserve D2D After Reboot

If you are not able to access the CA ARCserve D2D Ul, perform the following
troubleshooting procedure:

1. From the Add or Remove Programs dialog, click the Add/Remove Windows
Components option to access the Windows Components Wizard screen and remove
the Internet Explorer Enhanced Security Configuration component.
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Troubleshooting Update Issues

2. Add the host name URL to the Trusted Sites in Internet Explorer.

3. Adjust the security level in Internet Explorer.

If the problem persists, use Live Chat to contact CA Support. Live Chat lets you optimize
intelligent conversation between you and the CA ARCserve D2D Technical Support team,
allowing you to address your concerns and questions immediately, while still
maintaining access to the product.

Setup cannot connect to <<machine name>> during Remote Deployment

If you encounter the error "Setup cannot connect to <<machine name>>. The network
share \\<<machine name>>\admin$ is not available using the network.", check the
following items to resolve the problem:

m  The Username/Password details provided in the Deploy Ul are correct.

m  The target host is reachable over the network from the current CA ARCserve D2D
server.

m  The file and printer sharing service is enabled on the target host. If the firewall is
enabled on the target host, an exception should be added for File and Printer
Sharing service.

If the problem persists, use Live Chat to contact CA Support. Live Chat lets you optimize
intelligent conversation between you and the CA ARCserve D2D Technical Support team,
allowing you to address your concerns and questions immediately, while still
maintaining access to the product.

Troubleshooting Update Issues

When a problem is detected, CA ARCserve D2D generates a message to help you
identify and resolve the problem. These messages are contained in the CA ARCserve
D2D Activity Log, which is accessed from the View Logs option on the home page Ul. In
addition, when an incorrect action is attempted, CA ARCserve D2D generally displays a
pop-up message to help you identify and quickly resolve the problem.

This section contains the following topics:

Unable to Access CA ARCserve D2D After Reboot (see page 402)
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Troubleshooting Update Issues

Unable to Access CA ARCserve D2D After Reboot

If you are not able to access the CA ARCserve D2D Ul, perform the following
troubleshooting procedure:

1. From the Add or Remove Programs dialog, click the Add/Remove Windows
Components option to access the Windows Components Wizard screen and remove
the Internet Explorer Enhanced Security Configuration component.

2. Add the host name URL to the Trusted Sites in Internet Explorer.

3. Adjust the security level in Internet Explorer.

If the problem persists, use Live Chat to contact CA Support. Live Chat lets you optimize
intelligent conversation between you and the CA ARCserve D2D Technical Support team,

allowing you to address your concerns and questions immediately, while still
maintaining access to the product.
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Appendix A: Frequently Asked Questions
(FAQ)

This section contains the following topics:

File Copy Related FAQ (see page 403)
Encryption Related FAQ (see page 404)
Updates Related FAQ (see page 405)

Exchange Granular Restore FAQ (see page 405)

File Copy Related FAQ

The following Frequently Asked Questions are related to the File Copy feature.

Can | restore data if | lose the encryption password?

No. To restore encrypted data that was backed up, you must provide the proper
encryption password.

What is the maximum file size that can be backed up/restored (for example large Outlook PST
files, CAD files, video broadcast files)?

There is no limitation for the file size that can be backed up or restored using CA
ARCserve D2D (for example large Outlook PST files, CAD files, video broadcast files).

Are there any preset files/folders which will not be deleted during a File Copy - Delete Source
job?
Yes. CA ARCserve D2D will exclude deletion of all system state files and application files
and folders during a File Copy — Delete Source job. CA ARCserve D2D only supports

Microsoft Exchange and SQL Server and the list of application files is obtained by
querying the VSS writers.

Does a File Copy job copy data directly from the local source disks?

A File Copy job will mount the CA ARCserve D2D backup disks and it will then copy the
data. It does not actually read from the local source disks.

What is the maximum file size that can be stored on Amazon S3 cloud?

There is no maximum file size that can be stored on an Amazon S3 cloud location.
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Encryption Related FAQ

The minimum size for a block-level incremental (BLI) backup is 64K. Does this mean that for
any file size less than 64K, CA ARCserve D2D will copy the entire file?

Yes. The granularity limit for block-level incremental backups is set for 64K.
Can a File Copy job and a Backup run simultaneously?

Yes. CA ARCserve D2D allows both jobs to be run at the same time.
During a File Copy job, will the stub files be copied again?

No. During a File Copy job, CA ARCserve D2D will ignore the stub files and not copy them
again.

Does every File Copy job initiate a VSS snapshot like a regular CA ARCserve D2D Backup job?

No. The VSS snapshot is performed only during a Backup job and not during a File Copy
job.

Will a File Copy that is stored on an Amazon S3 cloud location be open source archive format?

No. A File Copy that is stored on an Amazon S3 cloud location will be proprietary only
format.

If a File Copy - Delete Source job deletes files, will I be able to perform a BMR from the file
copy destination?

No. You just need to perform a restore from the file copy destination. The files that are
deleted are only deleted from the source, and not from the recovery point. The

recovery points contain the full volume information necessary to perform a complete
BMR.

For a File Copy job, is the Delete Source option enabled by default?

No. This option is selected by you when you add a policy.

Encryption Related FAQ

The following Frequently Asked Questions are related to the Encryption feature.

If I change the encryption type or the encryption password and the maximum number of
recovery points are then reached, what happens?

The image consolidation during backups will continue as usual for images with the older
password. When the remaining oldest image is the last Full Backup with the old
password, that Full Backup will be deleted.
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If I enter a new encryption password, will the old encryption password be asked for first?

No. CA ARCserve D2D will immediately apply the new password and no longer request
the old password.

What happens to data which is already encrypted either using Windows Encrypting File
System (EFS) or a third-party encryption system?

m  For Windows EFS encryption, CA ARCserve D2D will write in encrypted format used
in the EFS and BitLocker format.

m  For third-party-encryption, it depends on the technology. If volume encryption is
enabled or locked, CA ARCserve D2D will not be able to read it and will generate an
error.

Updates Related FAQ

The following Frequently Asked Questions are related to the Updates feature.

Can | use scripted information for specifying Updates proxy settings?

Yes. You can select the "Use Browser Settings" option on the Proxy Settings dialog to
inherit the browser proxy settings (accessed from the Updates Preferences).

Can | use a workstation node as an Updates staging server?

Yes. Your workstation node can be used as a staging server for downloading CA
ARCserve D2D updates.

Can | manage/operate Updates centrally or do | need to configure each node separately (one
by one)?

No. You must configure each node individually for Updates.

Does an Updates staging server need a separate CA ARCserve D2D license if | am not using any
CA ARCserve D2D functions on this staging server?

No. If you are not using CA ARCserve D2D for any function other than just as an Updates

staging server, you do not need to have a separate CA ARCserve D2D license for the
staging server.

Exchange Granular Restore FAQ

The following Frequently Asked Questions are related to the Exchange Granular-Level
Restore feature.
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Exchange Granular Restore FAQ

Is an Exchange search limited to the email subject or can | search on attachments?

The most granular-level search that CA ARCserve D2D can perform is for an email
subject.

Can | only restore mail objects for granular-level restore or can | also restore such objects as
contacts or calendars?

CA ARCserve D2D allows you to only restore mail objects (mailboxes, mailbox folders, or
mail).

Can | restore an entire mailbox and will it overwrite the existing data in the mailbox store?

Yes you can restore an entire mailbox and it will not overwrite the existing data in the
mailbox store.

406 User Guide



Appendix B: Using the CA ARCserve D2D
Probe for Nimsoft

Overview

This section contains the following topics:

Overview (see page 407)
How to Deploy and Use the CA ARCserve D2D Probe for Nimsoft (see page 408)

The CA ARCserve D2D Probe for Nimsoft (D2D probe) is a software module that sends
the CA ARCserve D2D alerts and backup job status to the Nimsoft server. You can view
the alerts from both the Nimsoft Infrastructure Manager and the Nimsoft Unified
Management Portal (UMP). However, you can only view the job status data from the
UMP. The advantage of using Nimsoft to monitor the alerts and status is that you can
monitor multiple CA ARCserve D2D servers from one central location. Nimsoft also lets
you run CA ARCserve D2D commands such as full backup, incremental backup, and
verify backup using the Nimsoft Probe utility. For more information about the Nimsoft
Infrastructure Manager and the UMP, see the CA Nimsoft Monitor Getting Started
Guide.

The D2D probe queries the CA ARCserve D2D server and sends the D2D alerts and
backup job status to the corresponding Nimsoft robot. Each computer that is being
monitored by a probe must also have a robot installed on it. The robot is the first line of
management for these probes. The robot starts and stops the probes at the required
times, collects, queues and forwards messages from the probes to the corresponding
hub. The hub then collects the messages from the robot and distributes them as alerts
(alarms) and backup status to the Nimsoft Infrastructure Manager and the Nimsoft
UMP. The hub is a message concentrator and re-distributor. It is the collection point for
all messages coming from the various installed robots. The hub can also be used to
'group’ a set of similar robots, such as ones that perform the same operations, have the
same geographical locations, have the same departmental code, and so on.

Note: The D2D probe can send alerts that are related to CA ARCserve Central Virtual
Standby and CA ARCserve Central Host-Based VM Backup. However, to receive
complete CA ARCserve Central Virtual Standby alerts, the D2D probe needs to be
installed on both the source server (for conversion-related alerts) and monitor server
(for failover-related alerts).
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The following architecture diagram illustrates how the D2D probe captures the D2D
alerts and backup job status and sends them to the Nimsoft server.

D2D SERVER NIMSOFT SERVER

Nimsoft Hub

Nimsoft ROBOT
' Collect and Distribute Alarms and Backup Status

Monitor the probe and send the
data to the Nimsaft Hub

Nimsoft UMP Nimsoft Infrastructure Manager

(Unified Management Portal) Explorer-style overview of
*  Monitor Alarms monitared systems
*  Monitor Backup Deploy robots and probes
D2D PROBE Status Monitar Alarms
Query D20 Alerts and Backup Send backup commands to
Status the D20 server using the
Probe Utility

How to Deploy and Use the CA ARCserve D2D Probe for
Nimsoft

The D2D probe is a software module that lets you monitor the D2D alerts and the
backup status from the Nimsoft monitor. The benefit of using Nimsoft is that you can
monitor multiple CA ARCserve D2D servers (D2D servers); however, each D2D probe can
only monitor one D2D server. So you must deploy a D2D probe on each D2D server that
you want to monitor.
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The following diagram illustrates how to deploy and use the D2D probe for Nimsoft.

How to Deploy and Use the
CA ARCserve D2D Probe for Nimsoft

Review the Prerequisites and
Considerations

Administrator
Impaort the

D2D Probe Package
to the
Mimsoft Server Archive

Deploy the
D2ZD Probe
to the D2D Server

Monitor CA ARCserve
DZD Alarms

Configure the D2D Node
Status Report

Run the D2D Commands Using
the Nimsoft Probe Utility
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Perform the following tasks to deploy and use the D2D probe:

Review the Prerequisites and Considerations (see page 410)

Import the D2D Probe Package to the Nimsoft Server Archive (see page 411)

Deploy the D2D Probe to the D2D Server (see page 413)

Monitor CA ARCserve D2D Alarms (see page 414)

Configure the D2D Node Status Report (see page 415)

Run the D2D Commands Using the Nimsoft Probe Utility (see page 418)

Review the Prerequisites and Considerations

Verify that the following prerequisites exist before you install the D2D probe:

The Nimsoft robot is installed on the D2D server. For more information on how to install
the Nimsoft robot, see the CA Nimsoft Server Installation Guide.

The Nimsoft Infrastructure Manager is installed on the Nimsoft server. For more
information on how to install the Nimsoft Infrastructure Manager, see the CA
Nimsoft Server Installation Guide.

You have access to the Nimsoft Unified Management Portal (UMP). For more
information about the Nimsoft UMP, see the CA Nimsoft Monitor Getting Started
Guide.

Review the following considerations:

You are familiar with the details of the Nimsoft Infrastructure Manager.

Infrastructure Manager
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Import the D2D Probe Package to the Nimsoft Server Archive

To install the D2D probe on the Nimsoft server, download the zip file
(D2DProbeForNimsoft.zip) from the Nimsoft Internet Archive. This zip file contains the
following two files:

ARCserve_D2D_1.0.zip

This zip file is the D2D probe package that needs to be imported in to the Nimsoft
server. The Nimsoft server automatically unzips this file when you import the
probe. You can save the zip file to a desired location.

D2D node status.xml

Contains the formatting definitions used by the Nimsoft Unified Management
Portal (UMP) to display the D2D Node Status report.

Follow these steps:

1.

Download the zip file from the Nimsoft Internet Archive and save the file to a
desired folder and unzip it.

The D2D probe package is available to be imported.
Log in to the Nimsoft Infrastructure Manager as an Administrator.
The Nimsoft Infrastructure Manager Ul is displayed.

From the Console pane, expand the Archive listing and click on the name for your
Nimsoft hub.

The existing Nimsoft packages are displayed on the right pane of the main window.
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The Open dialog opens.

From the right pane, right-click to display the task menu and select Import.
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The D2D probe package is imported to Nimsoft.

Navigate to the folder where you have saved the D2D probe package and click
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Deploy the D2D Probe to the D2D Server

B2 Infrastructure Manager

After importing the D2D probe package to the Nimsoft server, you can deploy the
package to the D2D server using the Nimsoft Infrastructure Manager. You drag and drop
the D2D probe package to the robot on the D2D server. After the D2D probe is deployed
to the D2D server, the probe sends the D2D alerts and backup statuses to the Nimsoft
server. For more information about the Nimsoft Infrastructure Manager, see the CA
Nimsoft Monitor Infrastructure Manager Reference and User Guide.

Note: If you change the CA ARCserve D2D communication protocol (HTTP or HTTPS) or
you change the port number after the D2D probe is deployed, D2D alerts will not be
sent until the probe is restarted.

Follow these steps:

1. Login to the Nimsoft Infrastructure Manager as Administrator.

The Nimsoft Infrastructure Manager interface is displayed.

2. From the Console pane, expand the Archive listing. Select your Nimsoft hub, and

click Application.

The D2D probe is listed on the right pane.

3. Drag-and-drop the D2D probe from the right pane onto the Nimsoft robot running
on the D2D server (listed on the Console pane).

The View Distribution Progress dialog is displayed to show the status of the

deployment.
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Click Close Dialog after the deployment is complete.
Select the robot and click Application to verify the status of the D2D probe on the
right panel.

A green dot symbol indicates that the probe is successfully deployed.

¥ Infrastructure Manager

Eile View Security Tools Window Help
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The D2D probe is deployed on the D2D server and is ready to send the D2D data to the
Nimsoft server.

Monitor CA ARCserve D2D Alarms

After the D2D probe is deployed on the D2D server, the probe sends all the enabled D2D
alerts to the Nimsoft server as alarms. You can monitor these alarms either from the
Nimsoft Infrastructure Manager or Nimsoft Unified Management Portal (UMP).

Note: If you change the CA ARCserve D2D communication protocol (HTTP or HTTPS) or
you change the port number after the D2D probe is deployed, D2D alerts will not be
sent until the probe is restarted.

Follow these steps to monitor D2D alarms from the Nimsoft Infrastructure Manager:

1.

Log in to the Nimsoft Infrastructure Manager as an Administrator.

The Infrastructure Manager is displayed and all the Nimsoft alarms are listed in the
Dock pane.

Click the Filter icon.

The Filter dialog opens.

Enter D2D to display the CA ARCserve D2D alarms.

The CA ARCserve D2D alarms are listed in the Dock pane.
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Follow these steps to monitor D2D alarms from the Nimsoft Unified Management
Portal (UMP):

1. Login to the Nimsoft Unified Management Portal as an Administrator.

Note: To log in to the Nimsoft UMP, enter the following URL address (where <IP
address> is the IP address of the machine that has UMP installed on it).
http://<IP address>/web/guest/home

The Nimsoft UMP interface is displayed.
2. Click the Alarms tab.
All alarms are displayed.
3. Enter D2D in the filter text box to view only CA ARCserve D2D alarms.

The listing is filtered to only display the CA ARCserve D2D alarms.

Configure the D2D Node Status Report

The D2D Node status report shows the status of last backups, number of available
recovery points, and operating systems on each D2D node. You view this report from
the Nimsoft UMP. To add this report to the Nimsoft UMP, you must import the D2D
node status.xml file. This file is part of the D2D probe zip file that you previously
downloaded from the CA ARCserve D2D website.

Follow these steps:
1. Login to the Nimsoft Unified Management Portal (UMP) as an Administrator.

The UMP interface is displayed.

¥ @Add¥ 7 Manage ¥ M Goto ¥ administrator ( Sian out) &)
—_—
Cnimsoft e e
Alarms Dashboards Unified Dashboards Reports Design Administration Configuration
1 AlarmConsole F -+ X
|9 | % Find | view | Default v | Rl [ Any column 2220 []
Total: 725 Selected: 0 User: admini AcL:
Severi ity Host Message Time Receive d 1¥ Subsystem Count
_ <Host Name= Unable to connect to host <Host Mame= vith port 442 and protocol https. Please Sat Sep 01 2012 12:23:07 PM | Host 1)+
[ <Host Name= Unable to connect to host <Host Names vith port 443 and protacel hitps, Please Sat Sep D1 2012 12:21:15 PM | Host I.E

2.  From the top menu, click Design and select Lists.
The List Designer page opens.

3. From the top right side of the page, click the Open View icon.
The Open View dialog opens.

4. Click Import and select the D2D node status.xml file.

Note: The D2D node status.xml file is downloaded with the D2D probe package. You
can locate the file in the folder where you saved the downloaded zip file.

The node status report is displayed on the List Designer page.
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Manage Pages

Pages Look and Feel

Click the Save View As icon to save the report with a descriptive name such as D2D
Node Status.

From the Menu bar, click Add and select Page to add a new tab for the status
report.

A new text box is displayed to the right of the last tab.

In the text box on the new tab, enter a title for the D2D node status report and click
the check icon.

The title is added to the new tab. For example, assume you entered "D2D Reports"
then that would be the title for the new tab.

From the Menu bar, click Manage, and select Page to add subtabs to the D2D
Reports page.

The Manage Pages page opens.
Click the Pages tab and select D2D Reports.

The D2D Reports page opens.

Export ! Import

4 |4l | administrator .
Alarms
Dashbeards
Unified Dashbeards
Reports

4 Dezign

Performance Reports

Listz

D2D Reports

m Children Look and Feel

Custem Dashboards

Administration

Configuration

D2D Reports
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Scenario status

Name DZ2D Reports
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Friendty URL hitp:#155 38 38 wM/uzer/adminiztrator /d2d-reprotz
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Query String e

Icon Browse...
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10. Click Children, and select New Page to enter a name for the new subtab.

The title is added to the new subtab. For example, assume you entered "Node
Status" then that would be the title for the new subtab.
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11. Click Add Page to save the new subtab.
12. Click Return to Full Page to open the List Viewer page.

13. Click D2D Reports, and select Node Status on the top bar to open the Node Status
page.

14. Click the Wrench icon, and select Preferences.

A list of reports is displayed.

1| ListDesigner & - + X

%8 Look and Feel
|&) Add Column ||@ Remove Column | =

_d . ik Configuration
D20 node Status

B Preferences

D2D Node Last Backup Status Recovery Points Number os

15. Select the D2D Node Status report and click Save.

16. Click Return to Full Page to display the List Viewer page.

The D2D Node Status report is configured. You can now quickly view the D2D Node
Status report when you click D2D Reports and select Node Status.
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Run the D2D Commands Using the Nimsoft Probe Utility

The Nimsoft Probe utility lets you run specific commands to launch backup jobs from CA
ARCserve D2D (Full Backup, Incremental Backup, and Verify Backup). When you run
these commands, the commands are executed at the CA ARCserve D2D server.

Follow these steps:

1.

Log in to the Nimsoft Infrastructure Manager as an Administrator.
The Nimsoft Infrastructure Manager interface is displayed.

From the main window, select the D2D probe and press Control+P to start the
Nimsoft Probe utility.

The Nimsoft Probe utility dialog is displayed.

From the Probe commandset pane, click on the drop-down menu, select one of the
backup commands, and click the Start button to send the command request. The
available commands are Submit Full Backup, Submit Incremental Backup, and
Submit Verify Backup.

The selected D2D command is submitted to the D2D server and the corresponding
job is launched. The status of the command is displayed on the Command Output
pane.

From the CA ARCserve D2D interface, you can view the status of the backup job on
the Job Monitor.
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Appendix C: Recovery Point Merge Failure
May Render Recovery Point Unrecoverable

What is the issue?

CA ARCserve® D2D r16 Update 7 added the ability to resume the recovery point
merge process if a previous merge job failed or crashed. However, since releasing
Update 7 we have determined that if a merge fails or crashes after more than 10%
of the merge job has been completed, the recovery point chain may be corrupted
resulting in continued backup, merge, and restore errors.

Notes:

m  Thisissue has only been found with systems running Update 7. Systems
running previous updates do not have this issue.

m  Thisissue has been fixed and tested in CA ARCserve D2D r16.5. If you have
determined that the existing recovery points in your environment have been
affected, you must run a Full Backup to a different backup destination to
restart the recovery point chain.

m  Data corruption could have occurred during the merge process of previous CA
ARCserve D2D r16 Update 7 recovery points. Upgrading to CA ARCserve D2D
r16 Update 8 or CA ARCserve D2D r16.5 will not repair any data corruption
already present in existing recovery points.

m Data from the corrupted recovery points may not be recoverable using the CA
ARCserve D2D recovery interface. We strongly recommend testing multiple
recovery points to determine your level of recoverability.

Additional information related to merge issues and data corruption can be found in KB
article:

http://arcserve-knowledgebase.com/index.php?View=entry&EntrylD=4032

What to do?

The AFUtil.exe utility can be used to scan your backup sessions and confirm the integrity
of the backed-up data. It is strongly recommended that you access the following KB
article to download the utility and then run the utility immediately:

http://arcserve-knowledgebase.com/index.php?View=entry&EntrylD=4512

Important! Because this utility performs a complete scan of your backed-up data for the
selected recovery point, this can be a time-consuming process. The utility cannot run if
other jobs are running at the same time. Verify that the CA ARCserve D2D Web Service
is stopped and that there are no active jobs running.

For more information about this utility, see AFUtil.exe Utility (see page 420).
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AFUtil.exe Utility

AFUtil.exe Utility

The AFUtil.exe utility is used to scan a CA ARCserve D2D backup session to confirm the
integrity of the backed-up data. This utility should be placed in the "Bin" folder for the
CA ARCserve D2D installation prior to using it. When this utility is executed without any
parameters, by default it will determine the configured backup destination and scan the
oldest Full Backup session of all the machines that are protected by CA ARCserve D2D.
However, it is strongly recommended to scan all backup images to ensure that data
from these recovery points are restorable.

Usage
AFUtil [<-|/><switch> [parameters]]
Note: To ensure each and every image is scanned, use the /sid switch as described
in the second example. You will have to run the utility one time for every session.
Examples:
m  Run the following command to scan the oldest base session:
AFUtil
m  Run the following command to scan the 5th backup session:

AFUtil.exe /AFStor /dest <destination path> /un <username> /upwd <password> /sid
5

m  Run the following command to scan the oldest Full backup for all of the VMs
connected to the backup proxy system for the Host-Based VM Backup server:

AFUtil.exe /AFStor /vm

The following commands are supported by the AFUtili.exe utility:

Command Description

/? Displays a list of all supported commands.
/help Displays a list of all supported commands.
/AFStor Session related commands.
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The following switches are supported by the AFStor command:

Note: You can view a list of all supported switches by using the "AFUtil.exe /? AFStor"
command.

Switch Description

/dest <destination_path> Backup destination folder to scan.
By default, the utility will try to determine the backup path
from the configured CA ARCserve D2D settings. If the
settings are not configured or if you want to scan a
different path, this switch can be used.

Note: Path names with spaces in them should be enclosed
in double quotes.

/un <username> Use this user name to connect to the remote destination.

By default, the user name is retrieved from the CA
ARCserve D2D backup settings. If different credentials are
to be used to connect to the remote destination, this
switch can be used.

J/upwd <password> Use this password to connect to the remote destination.

By default the password is retrieved from the CA ARCserve
D2D backup settings. If different credentials are to be used
to connect to the remote destination, this switch can be
used.

/vhd <D2D file> Use this to scan a specific CA ARCserve D2D file. This switch
requires the full path and name of the CA ARCserve D2D file
to scan.

This switch cannot be combined with ‘/dest’ switch.

Note: Path names with spaces in them should be enclosed
in double quotes.

/pwd <password> Use the provided password for decrypting the sessions.

By default, the utility will attempt to read the password
from the CA ARCserve D2D files if the utility is run on the
machine where the backups were performed. If the utility is
not able to auto read the encryption password, then this
switch can be used to specify a password.

/offset <start offset> Start scanning at the given offset value. The offset value
must be specified in bytes. Valid range is from 0 to the size
of the disk.

If this parameter is not specified, the scan starts from offset
0.
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Switch

Description

/sid <session number>

Scan the specified session number.

If this switch is not specified, the utility will only scan the
oldest base session.

/size <size>

Size of data (in bytes) of the source to be scanned.

If this parameter is not specified, the utility will scan the
entire disk.

/vm [VM UUID]

Used to scan the backup proxy system for the Host-Based
Backup VM server based on the specified UUID for the VM.
If the UUID for the VM is not specified, then the oldest Full
backup of all the VMs protected by the CA ARCserve D2D
proxy are scanned one by one.

Return Value

If the AFUtil.exe utility runs successfully, the return value is 0. If any error is
encountered during the running of this utility, then the return value will not be 0.

The following table contains a listing of all possible error codes that can occur when
attempting to run this utility and a corresponding description.

Return Value/Code

Description

SCAN_RET_ENV_ERROR
0xE0000001

Attempted to run the utility on a machine where CA
ARCserve D2D was not installed.

Scan is aborted immediately when this error is
encountered and the error message is displayed.

SCAN_RET_ACT_JOB
0xE0000002

Attempted to run this utility, but there is an active
job running at the same time (such as a backup or
merge job).

Scan is aborted immediately when this error is
encountered and the error message is displayed.

SCAN_RET_NET_ERROR
0xE0000003

Failed to connect to the specified destination folder
because of an incorrect destination path, username,
or password.

Scan is aborted immediately when this error is
encountered and the error message is displayed.
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Return Value/Code

Description

SCAN_RET_ENV_ERROR
0XE0000001

Attempted to run the utility on a machine where CA
ARCserve D2D was not installed.

Scan is aborted immediately when this error is
encountered and the error message is displayed.

SCAN_RET_WEB_RUN
0xE0000004

Attempted to run this utility, but the CA ARCserve
D2D web service is still running. The CA ARCserve
D2D web service must be stopped before you can
run the utility.

Scan is aborted immediately when this error is
encountered and the error message is displayed.

SCAN_RET_DATA_BAD
0xE0000005

The utility has detected data corruption while
scanning the backup session.

Scan is NOT aborted immediately when this error is
encountered and continues until the scan of the
entire session is completed. The error message is
displayed and an entry is included in the activity log.
For more detailed debugging information about this
error, search for "<<!data corruption detected!>>"
in the debug log.

SCAN_RET_INVALID_UUID
0xE0000006

Attempted to run this utility, but the specified UUID
for the VM is invalid.

Scan is aborted immediately when this error is
encountered and the error message is displayed.

SCAN_RET_INVALID_DEST
0xE0000007

Attempted to run this utility, but failed to find a
valid destination folder for the scan.

Scan is aborted immediately when this error is
encountered.

SCAN_RET_INVALID_CMD
OXDFFFFFFF

Attempted to run this utility, but an invalid
parameter was input when running the tool and a
help message is displayed.

Other non-0 value

For more detailed information about this error,
check the AFULtil.log located in the Logs folder in the
CA ARCserve D2D installation path.

Scan is not aborted immediately when this value is
returned.The scan will continue until all disks are
scanned, regardless if successful or not.
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