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Contact Arcserve

The Arcserve Support team offers a rich set of resources for resolving your tech-

nical issues and provides easy access to important product information.

https://www.arcserve.com/support

With Arcserve Support:

You can get in direct touch with the same library of information that is shared
internally by our Arcserve Support experts. This site provides you with access to
our knowledge base (KB) documents. From here you easily search for and find
the product-related KB articles which contain field-tested solutions for many
top issues and common problems.

You can use our Live Chat link to instantly launch a real-time conversation
between you and the Arcserve Support team. With Live Chat, you can get imme-
diate answers to your concerns and questions, while still maintaining access to
the product.

You can participate in the Arcserve Global User Community to ask and answer
questions, share tips and tricks, discuss best practices and participate in con-
versations with your peers.

You can open a support ticket. By opening a support ticket online, you can
expect a callback from one of our experts in the product area you are inquiring
about.

You can access other helpful resources appropriate for your Arcserve product.

Providing Feedback About Product Documentation:

If you have comments or questions about Arcserve product documentation, please
contact us.


https://support.arcserve.com/s/
mailto:techpubs@arcserve.com?subject=Feedback on Arcserve Live Migration Documentation
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Chapter 1: Introduction

Arcserve Live Migration simplifies the process of migrating data, applications, and
workloads. It allows you to move virtually any type of data or workload to cloud, on-

premises, or remote locations, such as the edge, with support for virtual, cloud and
physical systems. An assured validation of the migrated workload completes the
process of enabling customers to continue operations without risks of losing data.

You can easily migrate:

From To
On-premises| Cloud
Cloud Cloud
Cloud On-premises
Physical Physical
Physical i
Virtual
Virtual Virtual

Live Migration provides the following:

® Unlimited use of the Arcserve Live Migration technology enhanced by Arc-

serve Continuity Suite.

® Every source that you plan to migrate requires 1 license.

® Seamless access to the entitled software for a period of 90-days.

® On expiry of the license, new scenarios cannot be started, but the existing

ones will continue.

® For each license, Live Migration provides free of cost technical assistance for

two incidents.

Note: Arcserve currently does not provide professional services to help you with
implementation, deployment, and any other migration services.
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Overview

Overview

Arcserve Live Migration automatically synchronizes files, databases, and applic-
ations on Windows and Linux systems with a second physical or virtual environment
located on-premises, at a remote location, or in the cloud. After synchronization,
changes are replicated in real time to ensure the source and target are in sync
prior to the migration.

Encryption enables secure data transfers between local systems and remote loc-
ations without the need for a VPN, and automated network redirection makes the
switchover process seamless with push-button cutover to ensure availability to the
new production environment.

SOURCE TARGET

AUTOMATED NETWORK
REDIRECTION AND CUTOVER

E

| | | OPTIMIZED \ _ |

FILES WINDOWS & LINUX RE PLICATIO N SERVERS, P-UBLIC CLOUD
DATABASES PHYSICAL OR VIRTUAL PHYSICAL OR VIRTUAL
APPLICATIONS

USER
TRANSPARENT
CUTOVER

LOCAL & REMOTE
USERS

Your typical migration process includes the following steps:

® Install Components on Master

" Configure Amazon EC2

® Provision VA on Amazon EC2

® Install Engine on Replica

® Create Full System Scenario for Amazon EC2

" Perform Assured Recovery Testing

= Perform Cut off/Switchover
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Terminologies

Terminologies

This document uses the following terminologies:

Virtual Appliance: This is a virtual machine that acts as the Rep-
lication/Migration proxy server (install the Arcserve Continuity Suite Engine
here and deploy on the hypervisor/cloud destination). If you are using a
Hyper-V virtual platform, the Virtual Platform Hostname/IP field is disabled
(appears dim).

Control Service: Control Service is a management component of Arcserve
Continuity Suite. It is a Windows based service that must be deployed first. It
hosts web-based information portal and rich Management Ul, which is used
for creating and monitoring migration scenarios.

Engine: Replication Engine is a background service that moves data from
source to destination during migration. Install the Engine on any source that
you plan to migrate. You may use the Remote Installer feature to mass
deploy Engines.

FSHA: Full System High Availability (FSHA) is a scenario type that allows rep-
lication and fail-over of full server. This scenario type is used for migrating
full systems.

Management Ul: A Ul that you use for creating and managing rep-
lication/migration scenarios. The Control Server hosts the Management Ul.
To start the Management Ul, log into the Management Portal.

Master (Source): A host/computer that you want to migrate. You can
migrate the whole system using the full system migration scenario or the
host containing the applications.

PowerShell: Arcserve offers PowerShell Command Line Interface as an
alternative if you do not want to manage the replication process using the
Manager graphic user interface.

Replica (Target): In case of full system migration, VA (replication proxy)
serves as a Replica. Upon completion, VA spins off new VM containing rep-
licated disks or data. For application-based scenarios, the VA hosts and runs
replicated application and data.

Scenario: A configuration unit describing migration job/task. You can create
and manage scenarios using rich management GUI or PowerShell CLI. Scen-
arios contain key information about replication/migration jobs to be per-
formed.
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Terminologies

® Switchover: The cutover to the newly migrated workload from where the
operations can begin.

® Synchronization: The process of making the set of files identical on the
Master and Replica servers. It is usually necessary to synchronize the Master
and Replica as the initial step of a replication/migration scenario.

® Virtual Platform Host: The machine that hosts the Appliance VM, which acts
as a Replica server. Based on the scenario type, it acts as a local hypervisor
or cloud platform (AWS or Azure).
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Requirements

Requirements

Before you migrate, make sure to meet the following requirements:

® Arcserve Live Migration supports both Windows and Linux operating systems
for Full System migration scenarios. If the source host is Windows, then the
Virtual Appliance (VA) must be Windows; if the source host is Linux, then the
VA must be Linux as well.

Note: Before deploying Arcserve Live Migration scenarios, see Limitations in
Release Notes.

® When migrating workloads to AWS, corresponding AWS cloud credentials
must be registered in Arcserve Continuity Suite Management Ul.
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Software Compatibility

Software Compatibility

For more information about compatibility, see Compatibility Matrix.

Note: Make sure that your source OS and application versions are explicitly listed
on the support matrix.
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Chapter 2: Perform Live Migration

The following flowchart provides the Live Migration process given in this document:

1. Install
Components on
Master

3. Provision VA on
Amazon EC2

2, Configure
Amazon EC2

5. Create Full
System Scenario
for Amazon EC2

6. Perform AR Test
(Optional)

4, Install Engine on
Replica

7. Perform Cut off/
Switchover
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Install Components on Master

Install Components on Master

This section describes how to install the Arcserve Continuity Suite Control Service
and Engine on Master.
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Install Components on Master

Installing Control Service

The Control Service component functions as the single-point-of-control that con-

tains the entire dataset of the existing scenarios. Control Service communicates
with the Engines and the Managers. It is responsible for the management of all
scenario-related-tasks, such as creation, configuration, monitoring, and running of

the scenarios.

To install Control Service, follow these steps:

1. Download RHA iso for Continuity Suite, and then open the folder.

2. From the mounted directory, double-click Setup.

» ThisPC » DVD Drive (E) ContinuitySuite

Mame

Bin
BMR
Destrib
Install
UNIX_Linux
1] autorun
@ main
d Setup
1] Setup

Date modified

4/20/2020 1:11 AM
4/20/2020 252 AM
4/20/2020 1:11 AM
4/20/2020 112 AM
47202020 2:39 AM
312/2018 2:43 AM
312/2018 2243 AM
3/12/2018 2:45 AM
312/2018 2:43 AM

Type Size

File folder
File folder
File felder
File folder
File folder
Setup Information 1KB
Ican 63 KB
Application 131KB
Configuration sett.. 1KB

3. On the Arcserve Continuity Suite installation wizard, click Install Com-

ponents.
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https://downloads.arcserve.com/arcserve_family_products/Continuity_Suite/18.2/RTM/ContinuitySuite.iso

Install Components on Master

Arcserve continuity Suite

Install Components )
Product Installation Browser

Documents
Support Information —e Install Components
Browse the CD L—e Read product Documents

—a Get In touch with Arcserve Senvices

—e Create Bare Metal Recovery Image

-

[Exit |
The wizard displays the components.

4. Click Install Control Service.

arcserve' continuity Suite

Install Components =—a Install Control Semnice

Documents —a Install Engine
Support Information

—a Install PowerShell Snap-in
Browse the CD

[Huin Menu ] [ Exit ]

5. On the Arcserve Continuity Suite Control Service - InstallShield Wizard, from
the drop-down list, select your preferred language, and then click OK.
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Install Components on Master

Arcserve Continuity Suite Control Service - InstallShield Wizard >

Select the language for the installation from the choices below.

English (United States) v

Corcel

After the initial process is complete, the Welcome page appears.
ﬁ Control Service - InstallShield Wizard o
Welcome to the InstallShield Wizard for
Arcserve Continuity Suite Control Service

The InstallShield{R) Wizard will install Arcserve Continuity Suite

. Control Service on your computer. To continue, dick Mext.
arcserve ’

Continuity

Suite

WARMING: This program is protected by copyright law and
international treaties.

Click Next.

On the License Agreement page, read the terms of the License Agreement,
select the | accept the terms of the License Agreement option, and then
click Next.
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Install Components on Master

ﬁ Control Service - InstallShield Wizard >

License Agreement

Please read the: followang keense agreement carefully. O rcse rve |

Arcserve (USA), LLC and/or icts affiliates or -
subasidiaries ("Arcserve®)

End User License Agreement (che "Agreement™) for the
Arcserve software product that is being installed as
well as the associated documenctacion and any S5DE, as
defined below, included within the product ("the
Product™) .

Carefully read the following terms and conditions

W
wmmn el e srmase ssmem sl mime Pesdismes mafass fmemend i e e

(®)1 acrept the terms of the License Agresment Print
()1 do NOT accept the terms of the License Agreement

< Back m;té | Cancel

8. On the Customer Information page, enter a user name, and then click Next.

InstallShield

ﬂ Control Service - InstallShield Wizard x
Customer Information -
Please enter your information. O rcs e rve

U=er Name:

Organization:

Installshield

9. On the Destination Folder page, retain the defaults, and then click Next. To
change the destination folder, click Change.
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Install Components on Master

ﬁ Control Service - InstallShield Wizard *

Destination Folder

Click Mext to install to this folder, or dick Change to install to a O rcs e r\,e

different folder.

Install Arcserve Continuity Suite Control Service to:
_,.-/ C:\Program Files (x86)\Arceerve \RHAManager), change...
Installshield
<ot cance

Note: The default installation directory is: C:\Program Files (x86)\Arc-
serve\RHA\Manager. All executables, DLLs and configuration files are located
within the INSTALLDIR.

10. For the upcoming screens, retain the defaults, and then click Next to con-
tinue.

Note: For more information about how to configure SSL Configuration, Ser-
vice Logon Information, and Control Service Role, see Install a Control Ser-

vice for a Standard Operation.

11. On the Ready to Install the Program page, click Install.

Chapter 2: Perform Live Migration 17


https://documentation.arcserve.com/Arcserve-Continuous-Availability/Available/ENU/Bookshelf_Files/HTML/INSTALL/default.htm#RMDM/18190.htm%3FTocPath%3DInstall%252C%2520Upgrade%2520and%2520Uninstall%2520Arcserve%2520Continuous%2520Availability|Install%2520the%2520Arcserve%2520Continuous%2520Availability%2520Control%2520Service|_____2
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Install Components on Master

ﬁ Control Service - InstallShield Wizard *

Ready to Install the Program

The wizard is ready to begin installation. O rcs e rve

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

Installshield

< Back - Inztall ] Cancel

Note: Click the Back button to return to the previous pages and change any
configuration as needed.

12. After installation is complete, click Finish to close the wizard.

ﬁ Control Service - InstallShield Wizard =

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed Arcserve

. Continuity Suite Contral Service, Click Finish to exit the wizard.
arcserve

Continuity

S

The Arcserve Continuity Suite Control Service is installed.

13. To open Control Service in a web portal, go to Start > Arcserve > Arcserve
Continuity Suite Overview.
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Install Components on Master

0‘-

ChAB M, .. % > -

Windows "Windows
Server Manager PaweerShell Powers

& W m

‘Wind crevs
Adenimstrativ... Task Manager Controd Paneld

')

0

Manager
Settings E E

Evaert Wiewser File Explorer

.
Tx

=
H4EEERN

WWin
‘Windows FowerShell
"oincl coevs

‘Windoras System

[
The web portal opens in a browser.

e 2 kel o 25308 ety point s i< 1 65 -6 Serh p-

{8 Login to decserve Continuity S | ) Loginto rcserve Confinuty S| & Login to Arcseve Cartinuit

Help

User Name:

arcserve Password:
Continuity Suite Domain:

Gapyighi (5] TER2020 Ararve [USAL LLEG. A1l righs eserves
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Install Components on Master

Installing Engine

Make sure that the Engine component, which is a service, is running before you
start any scenario. Install Engine on every server participating in any given scenario
such as the Master (source) and Replica (target) hosts. Each Engine supports both
Master and Replica functionality in addition to both Replication and High Avail-
ability scenarios. It may participate in multiple scenarios and serve in a different
role for each scenario. You can install Engines one by one locally on each host, or
concurrently through a remote installer on numerous hosts. You can also install it
during scenario creation if needed.

To Install Engine, follow these steps:

1. To extract installation package and start the engine installation, copy arc-
serverha.tar to your host, and then run the command as a root user.

Note: The script in the following example uses the command for installation
of RHEL 8 package.

tar xvf arcserverha.tar && tar zxf arcserverha-18.3-0.7024.rhel8.tgz && cd arc-
serverha && ./install.sh

The installation script for the Continuity Suite Engine is install.sh. When you
run this script without any option, it initiates the interactive installation pro-
cess. For silent or non-interactive installation, use install.sh -q or install.sh -y.
The following illustration lists additional customization options that you can
use with install.sh.

to install)

farce

MOTE: You must be an admin to install.

2. To provide your consent during interactive installation, do the following:
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Install Components on Master

. To continue with the installation and accept End User License Agree-

ment, type YES and press Enter.

If you already have the Continuity Suite Engine previously installed, a
prompt appears that needs your confirmation for product upgrade. To

upgrade, type YES and press Enter.

If you plan to use the given host as proxy and install Virtual Appliance
packages in Full System HA scenarios, type YES and press Enter.

. To confirm user group creation for Continuity Suite Engine, type YES
and press Enter.

Note: By default, only a root user can authenticate and manage
Continuity Suite Engine. Non-root users must be listed in the group to

be able to authenticate and manage Continuity Suite Engine.
Create “caarha" group?[YES]yes|

. Toreplicate Oracle and enable its support, type YES and press Enter.
The default option is NO.

. To select the language, type the number corresponding to the specified
language, and then press Enter.

. To allow firewall port to be opened for the engine, type YES and press
Enter.

The default port value is 25000.
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Install Components on Master

Note: If you plan to use a different port, type NO and later change the
engine port manually in the /opt/Arcserve/RHA/bin/ws_rep.cfg file,
and then open the corresponding firewall port.

If you want to enable latest product updates, type YES and press Enter.
The default option is NO.

3. Do the following NAT settings:

a.

On the Master server, run the following command in /op-
t/Arcserve/RHA/bin:

/natutl

To check if any machines are added, run the following command:
nat.list

To add the NAT settings, run the following command:
nat.addhost <VA IP address> 25000

To apply the NAT settings, run the following command:

nat.apply

To check whether the Master can communicate, run the following com-
mand:

telnet <VA IP address> 25000

Notes:

+ |f you decide to enable Oracle support, you must provide information

such as Oracle Owner, Oracle Home path, and Oracle Base path. The
Oracle Owner is primarily required as it allows the product to retrieve
the Home path and Base path information using the Oracle Owner user
environment. If the Home path and Base path information cannot be
found, then you must manually add them. On Solaris, if your Oracle
server is installed without the 32-bit Oracle client library, then you
must also provide the Oracle Instant Client path.

Although the Arcserve Continuity Suite package is installed, you are
prompted to reinstall it.

To allow non-root users to manage scenarios, you must create the
"caarha" group on your machine and make sure the group works with
the supplementary group.
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Install Components on Master

The Arcserve Continuity Suite Engine is installed.
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Configure Amazon EC2

Configure Amazon EC2

The Arcserve Replication and High Availability VA virtual machine resides in VPC
(default or customized), and the Master servers are replicated to that VPC.

Note: To set up VPC, subnets, IP gateway, and so on according to your DR network
requirements, see the Amazon online help.

Consider the following before deploying EC2-based Full System scenarios:

® Arcserve Replication and High Availability needs the Access Key ID and Secret
Access Key of Amazon EC2 account to work with EC2. You can get the
required information from your administrator.

® The Amazon EC2 user in Arcserve Replication and High Availability should
have required permissions. For more information, see the Arcserve KB
article.

" If you want Arcserve Replication and High Availability to start the DR VM
with a specific public IP address, pre-allocate such Elastic IPs in the Amazon
EC2 web portal. Later in the Network Mapping dialog of Continuity Suite Scen-
ario, you can select a public IP from the existing Elastic IP addresses for the
DR VM.
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Provision VA on Amazon EC2

Provision VA on Amazon EC2

The Continuity Suite Virtual Appliance (VA) is a VM running on the virtualization
platform or cloud where you want to replicate the Master servers. The VA acts as
Replica in a Continuity Suite Full System scenario. The Master server is replicated
to this virtualization platform or cloud. However, the Disaster Recovery VM of
Master server starts and runs on this virtualization platform or cloud for multiple
reasons, such as Assured Recovery testing, Switchover, and Start VM.

Follow these steps:

1. Log into Amazon Web Services as an IAM user.

2. Under Find Services, search for EC2, and then select EC2.

Find Services
You can enter names, kﬂ\.."p\."DI'CS 07 aCromyms.

Q EQ X

EC2

Yirtual Servers in the Cloud

EC2 Image Builder

Amanaged service to automate build, customize and deploy 05 images
AWS Compute Optimizer
Recommend optimal AWS Compute resources for your worklozds

3. On the top right corner of the EC2 dashboard, select the AWS region in which
you want to provision the EC2 server.

N. Virginia »

L\ techpubs @ shval01 +

US East (N. Virginia) us-east-ll\k’

d improve performance. We'll release ne

T L M  USEast(Ohio) us-east-2

US West (N. California) us-west-1

US West (Oregon) us-west-2
{ Africa (Cape Town) af-south-1

Asia Pacific (Hong Kong) ap-east-1
JS East (M. Virginia) Region: Asia Pacffic (Mumbai) ap-south-
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Provision VA on Amazon EC2

4. On the left panel, go to Instances, and then click Launch Instance.

D Haw ECZ Experience Launch Insance Actions ¥
Tall you think L

EC? Dashboard i . D\ Filler by lags and atlr
EVENts Hew
q Name

Tags

B0 SAIPRA
Reports

Vagdwi EC
Limits

LDV Vg .

¥ [NSTANCES 10601615,

Instance '\'r'F-EE 1060 1813
Launch Templates Boudtobs ...

5. On the Step 1: Choose an Amazon Machine Image (AMI) page,

of AMI, for CentOS 7, cli

1. Choose AW 2 Choose Instance Type 3 Conflure Instance:

ibutes or search by keyword

* Instance |0 + nstance Type =

HI0196ef555809008 12 arge

ap-smih-1a

LO0ATR4E91Adbd % 130 maodum apsuthla

FOTESa03dETaad0 13 2ulaige
HiteTobbdd5def5cd  rBalarge
HiZe14che 3826221 2 Jarge
B02cABer2idibBal 17 small
FO30ddad3badeted L2 medium

ck Select.

3. Add Tags

Step 1: Choose an Amazon Machine Image (AMI)

LinigeUrie, CantS7 8 | 64-bi (w36 Amazon Machine Image (AMI) | Updaled. 5120

Mirimal CantOS 7 image, on top of which Watrmin has bean added. Only ‘aanlos” usar s allowed lo lagin using ssh publi: key

ap-soulh-1a
ag-south-1a
apstuih-1a
apsouthda

fp-anulila

. Configure Securty Group

Availabilty Zone = Instance State -

& shoppad
& shoppad
@ slipped
@ munning
@ ruming
@ rumning
& slopped

Status Checks =

& 22checks .

& 2chacks

@ 27 checks

authantication. To usa Wabmin, run first'sudo wabmin-iif command, Uising a singla 8 GIB instanca weluma. Root partiion
and fllsystam exiends automatically,

Alarm Status
i %
Nong F]
Nonp %
\
Neng ]
Neoe g
\
] Fl
None %
Nong %

from the list

Cancel and Exit

Morg info
oo Cont0ST m
i Lemus

sk (0)] ConlS §-2000042-8038 Prostous vorsions | By PraComguars.oom -

Stariy frair S0 o Iroeh 30 00N (g o T7% savinge) lor <albwar * AW usigd foos

included

LiniscJrex, Coant)3 78 | 6408 (ufl] Amazon hkachin Image (AM) | Updated: 5120

Minima Cent03 T AM) using an & GIB vedume: Only centas’ usar s alouad to login using ssh public kay aubhenticatin. Roo
partiian and flesystem extends aulomatically, ENA enabled. CeniQST securty updates avalable at the release date are

Mora infy

The CentOS details page appears.

6. Scroll down to the bottom of the page,, and then click Continue.
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1i.xlarge b LVVAN) U.I04 BU.20HNr
i3.2xlarge $0.40 $0.708 $1.108/hr
i3.4xlarge $0.80 $1.4186 $2.216/hr
i3.Bxlarge $1.60 $2.832 $4.432/hr
i3.16xlarge $3.20 $5.664 $8.864/hr
iden.large $0.10 $0.257 $0.357/hr
i3en.xlarge $0.20 $0.514 $0.714/hr
i3en.2xlarge $0.40 $1.028 $1.428/hr
i3en.3xlarge $0.80 $1.542 $2.342/hr
i3en.Bxlarge $0.80 33.084 $3.884/hr
i3en.12xlarge §2.40 $6.168 $8.568/hr
i3en 24xlarge $3.20 $12.336  $15.536/hr
iden.metal $2.40 $12.336  $14.736/hr

EBS General Purpose (SSD) volumes
$0.114 per GB-month of provisioned storage

You will not be charged until you launch this instance.

=

7. Onthe Step 2: Choose an Instance Type page, select an instance type, and
then click Next: Configure Instance Details.

1 Chose Al 2.Choose lnstanceType 3 Confgurelnctance  d A Sloage  S.AMTeg 6 Confiure SecutyGrop 7 Review

Step 2: Choose an Instance Type

General puipase 00 1 05 EBS only ‘ Lo o Moderate Y&
Gieneral purpose 2 “"” 1 [ EBS only - Liow to Whoderat -]
Genera puipose 2 smal ! 2 Egs oy - Lo o Modstale e
Genesdl purpase 1 L] EBS only Low to Moderate g
J Llarge 2 § EBS only - Low o Moderale Yes
General purpose 12 08 1 1 EBS 00 . Wndersie ¥es
General puipase 13 2oange 3 1 E8S any . lioderate Yes
Gengral purpose 130400 1 03 EBS only ¥ Up' 5 Gigabi ¥
General puipase Bamen 2 1 EBS only 125 Upto 5 Gigabk ¥

Cancel  Previous  WREUSFUGEN | Next: Confgure Instance Details

8. On the Step 3: Configure Instance Details page, select Enable from the Auto-
assign Public IP field, and then click Next: Add Storage.
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1 Chonsa Ml 2 Chooselniance Type D.Configureinstance 4 Add Storge  SAdiTags 6 Configure SecurtyGroup 7 Riwiew

Step 3 Configure Instance Detais
CDnh]J.’E 1he instance fo sit your FEQHIFEMEHE You can launch VT'J'.IP|E nstances from the same AM| FEqUES\ 5pﬂ1 Instances 1o fake EU'EEI":EgE of the lower [incing, assign an access :nana;ement ole to the
instance, &nd more.

Nuriber of instances | .:ncnmlm".mos-:aung\'ircup1

Purchasingeption () [Request Spot natances
Network () v 100273 ) #) € creren v
Subnet (] Mo preference (defauf sutnet in any Avalabity Zon ¥ Create new subngt
Aute-assign Publie P () |Use subret seting ]
\Ise submet sating
. :
Placamert group (] Disable
Capacity Roservaion (] Open ' c Ceeale new Capachy Resenvion
Domain joindiiectory (i) | Mo directory G Create new dectry
v
Wik )

Gancel | Pravious M Neit: Add Storage

9. On the Step 4: Add Storage page, type the size of VA in the Size field, and
then click Next: Add Tags.

7. Review

1.Choose AWl 2. Choose Instance Type 3. Configuie nstance 4. Rdd Storage  S.AddTags  6.Cr

Step 4: Add Storage

Your instanca wil b [aunched with the folluwing slorage device settings. You can atlach additional EBS volumes and instance store volumes to your instance, or
edithe setings of the root volume. You can alsa atiach addidonal EBS volumes afer launching &n Instance, but notInstance stare volumes. Leam more abaut
stotage oplions n Amazon EC2

Volume Type Throughput Lot
| Device (i) Snapshot (i Size (GIB) (1) Velume Type (i 10PS (i [M%f ': Termination  Eneryption (i
i
] anape | "
Real [davisdal Odﬁtp}aabie%hcim 0 (General Purpase 550 (gp2) v 10003000 NA o Encryple v
Add New Volume

Fre tier eligible customers can gt up to 30 BB of EBS General Purpose (350) or Magnetic storage. Laam more about fres usage tier ellgibilly and
U8 resiriclions

[STITR T Roview and Launch N:kdd Tags

10. On the Step 5: Add Tags page, click Add Tag, enter the Key and Value, and
then click Next: Configure Security Group.
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T.ChoosAMI 2 Chodselnslanca Type 3. Confouie Indbince 4 AddSlorage S AddTags 6 Confjuie Setuily G 7. Reviw

Step 5: Add Tags
130 comsisls of & case-sensitive key-value pair. FOr EXAMDE, you coul dEfing A a0 with key = Hame and valug = VeDsener
Acopy of a tag can be agplied to wolumes, mstances or bolh.

Tags wil e applleﬂ o 2ll instances and volumes. Leam mare about

gin your Amazon EC2 respures

Key {128 characiers maximum Value ChAracters maamum Instances (| Volumes (|

ThIS FRSDUTCE CUently has N fags

Change the A t23 Dutiom or clekto 201 & Name 1)
Mk S your 1AM policy includes pertissions Lo creaté 1ags.

Add Tag Jpito 50 aq8 maimum

I TR Review and Launch Next: Configure Securtty Group

1.Chose AN 2 Chonselstance Ty 3.Comfguwinstencs 4 AddSforage  S.AddTags 6 Confgura Secunty Group 7. Rewlew

Step 5 Add Tags

A conssls of 8 case-densilie
Acapy ofa a7 can be applled fo v

i o example, you coul] deine 3 tag with key = Nare and value = Websener
mes, Instences or both
Tags will b appliec 1o:al instances and valumes. Leam raré aboul lagging your Amazsn EC2 resounces.

Key (128 characters maxmum) Vale (25

TACters madmum) Instances (| Volumes (|

[t LI _User_Guide ‘ ¥}

Add anather g

Cancel | Previous WEETETFICIRITAN | Next Configure Secunity Group

11. On the Step 6: Configure Security Group page, click Add Rule, enter the fol-
lowing values, and then click Review and Launch:

® Type: Custom TCP Rule
® Protocol: TCP
® Port Range: 25000

Source: 0.0.0.0/0

® Description: Engine
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1.ChooseAMI 2, Choose Instance Type 3, Configure Instance 4. AddSlorage ~ 5.AddTags 6. Configure Security Group 7. Review

Step 6: Configure Security Group

Assign a security group: @ Create a new security group

[ Select an existing securty group

Security group name: | Cent0S 7-CentS7-8-20200428-8GiB-AutogenByAWSMP-

Description: | This security group was generated by AWS Marketplace and is based on recomn

Type (i Protocol (| Port Range i Source || Description ||

531 7 TCP 2 Custom ~ v|{0.0.0.00 ‘SSH Q
Cugtom TCP f v TCP 25000 Custom ~ v|{0.0.0.00 ‘Engine Q
Add Rule

A Warning

Rules with source of 0,0.0.00 allow all [P addresses to access your instance. We recommend setting security group rules to allow access from known IP addresses only.

Cancel | Previous EEETVENMIETT
_«

12. On the Step 7: Review Instance Launch page, review the information, and
then click Launch.

1. Choose AW 2 Choos Instanee Type ~ 3.Ca

dhance 4 AddSage  GAdETags B Confgue Securty Giowp 7. Review

Step 7: Review Instance Launch I

Please review your ingtance launch defads, You can go back 1o edit changes for each section, (lick Launeh fo 355107 @ key parr to your inslance and complete the launch process

A Improve your instances' securty, Your securty group, Cent0S 7-Cent0S-7-8-20200428-8GiB-AutogenByAWSHP-, is apen o he world.
Your instances may be accessible from any | address. We recommand (hat you update your securly group iules bo allow aceass from known P addrisses oaly,
You can also open additional ports in your sacurity group to faciilal access ko tha application or senvica you'e running, &.g., HTTP (80 for wab servers. Edi security groups

A Yourinstance

T kauneh an instance tnal's elilble for the free usage lier, chack your AMI seleclion, Inslance type, confgurabon optians, or storage devices, Leam more abaul free usaga fiar
elighilty and usage reslriclions

Irafion is not eligible for the free usa

* AM| Details EditAMI

Cont0S7
Cent05e7186, BinimaledCaBRHVMR20200428 104347

L]

Roof Deiwca Type:ets - Vinualaation fpe: fem

| Cancel | Prévious E
b

13. On the Select an existing key pair or create a new key pair page, do one of
the following, and then click Launch Instances:
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" To create a new key pair, follow these steps:
1. From the drop-down list, select Create a new key pair.
2. Enter key pair name.
3. To save the key pair, click the Download Key Pair button.
4

Click Launch Instances.

Select an existing key pair or create a new key pair X

A key pair consists of a public key that AWS stores, and a private key file that you store, Together, they
allow you to connect to your instance securely. For Windows AhlIs, the private key file is required to
obtain the password used to log into your instance. For Linux AMIs, the private key file allows you to
securely SSH into your instance.

MNote: The selected key pair will be added to the set of kKeys authonzed for this Instance. Learm more

about removing existing key pairs from a public AMI . 03
[Create a new key pail  f— - v
Key pair name - ¢
o

Download Key Pair

Q You have to download the private key file (*.pem file) before you can continue. Store
itin a secure and accessible location. You will not be able to download the file again
after it's created.

[T Launch Instances

Note: To connect to your EC2 instance, we recommend that you
download the key pair. If you launch your instance without a key
pair, you cannot connect to your instance.

Important! Copy and save the private key file in a safe place as
you cannot download it later.

" To select an existing key pair, follow these steps:
1. From the drop-down list, select Choose an existing key pair.
2. From the Select a key pair drop-down list, select as needed.

3. Select the acknowledgment check box, and then click Launch
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Instances.

Select an existing key pair or create a new key pair

X

A Key pair consists of a public key that AWS stores, and a private key file that you store. Together, they
allow you to connect to your instance securely. For Windows AMIs, the private key file Is required to
obtain the password used 1o log into your instance. For Linux AMIs, the private key file allows you 1o

securely SSH into your instance

Note: The selected key pair will be added 1o the sel of keys authorized for this instance, Leamn more

about removing existing key pairs from a public AMI

[Choose an existing key pair ‘h @

Select a key pair
[AKP

v]

v|

(11 acknowledge that | have access to the selected private key file (AKP.pem), and that without

file, | won't be able to log into my instance.

©,

cancel |l

14. On the Launch Status page, scroll down to the bottom of the page, and then

click View Instances to return to the console.

Launch Status

¥ (etting started with your software

To ol slarted with CantQ3 7 To managa your software subscripbon

View Usage Instructions QOpen Your Software on AWS Marketplace

* Here arz some helpful resources to get you started

+ How o connect o your Linux. nstance + Amagon EC2: User Guide

o Leam aboul AWS Free Usage Tier « Amazon EC2 Discussion Forum

Whili your instances ane launching you can also

+ Craate status chack slams to be nofified when thess instances fai status chacks. (Addifional charges may apply)

+ Create and attach addtional EBS volumes (Addiional charges mey apply)

+ Manage securly groups

[ | View nstancas

The Instances page displays the status of your instance. When the instance is
launched, its initial state displays as pending. After the instance starts, the state

changes from pending to running.

Notes:
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® You can connect to your instance only after the Status Checks changes to 2/2.

" To connect to your instance, see How to connect to the Linux Instance using
PUTTY.
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How to Convert Your Private Key using PuTTYgen

This section provides information about how to convert your private key using
PuTTYgen.

Follow these steps:

1. Search for PuTTYgen in the search bar next to the start menu, and then click
PuTTYgen.

2. Onthe PUTTY Key Generator screen, click Load.

=
File Key He
Kexy
MNo key
Actions
Genarate a public/prvate key pair | Generate
Load an esasting povate key fila | Load

Save the ganarataed key Sawe put
Parametears

Type of key to genarate:
(. RSA IDSA TIECDSA (JED25519 ()88H-1 (RSA)

Number of bits in a generated key 2048
3. Onthe Load private key: window, to locate your .pem file, do the following:

a. From the drop-down list in the lower-right corner of the window, select
All Files (*. *), type the file name, and then clickOpen.
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§. Load private key:

4 8 = Local Disk (C) » Users » Snehitha.Gokulakonda » Downloads »

Organize = Newr folder
B jinuximage & °  Name Date modified
e *

o) Sne-DpcDemo-VA

< NewRelease # ¥ Free Supping Tool - 4.1.0.0

7025 i windows6.0-kba474419-v4-x64 09ch14,,
iso i windows6.0-kbad74419-x64_eTcafbdbal..
K-Session '§ snie-ec2-c7 7-mumbai
eediia ) sne-ac2-c77-mumbal
xB6_64-boot-uek
@ OneDiive £ 55109 GFpbd4pNFhydgfRIpTET_Form-1..
. £ 55109 ATwUVBgKI9TIYgrXOZZA_Form-1...
= This PC
& datal 8/14/2020 6:23 PM
3 3D Objects = rha license 81372020 3
i Desktop ¥enServer-7.6.0-install-cd
4 Documents Unconfirmed 946399 adownload
& Downloads & 10,60.16.212 1287230124 2_649084dc
» Music & 1060.16.212_1287230124 2 64907da6
. & 10.60.16.212_2445952207 2 c02532ab
= Pictures
& snewin2k19-va (1)
B Videos

& snewin2k19-va

e CentOS-7.8-xB6 64-DVD-2003

File name: |

X
v U P »
- m @
) Size -~
2KB
8773 KB
2K
2 KB
cumant 1 KB
) KB
File 432 KB
KB
1KB
46694 [y
v |J\II Files (%) "|
Cancel

b. On the Select private key file screen, select your private key file

(.pem), and then click Open.

ﬁﬁelc—ld private key file

4 & » This PC » Downloads »
Organize * MNew folder
< NewRelease  *  Name
7025
=~ Xmanager 6
=8 BABY BILLS
K-Session putty-64bit-0.73-installer
Linuz-data mRemoteNG-Portable-1.75.7012.16846
& ) SysinternalsSuite
Sl B Sne-DocDemo-VA
W This PC 3‘ she-ec?-c77-mumbai
3 Objects ® Cent77-8th
& sne-73-cent
m Desktop
B SNE-30-6-centos77
i Documents B SLES15-key
& Downloads B CIFS-12-F2
LW ¥ PR b (

File name: |Sne-DocDemo-VA

9/15/2020 5:23 PM

&/28/2020 11:42 PM
0 4:26 PM
PM
6, M Pull
4/16/2020 3:14 PM PulTY Privat
AFGRI2020017-47 PM PuTTY Privat ¥

v | PuTTY Private Key Files (*.ppk)

The PuTTYgen Notice dialog appears.
To close the PuTTYgen Notice dialog, click OK.

Cancel

~

On the PUTTY Key Generator window, under Parameters, for Type of key to

generate, select RSA, and then click Save private key.
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E® PuTTY Key Generator
File Key Conversions Help

Key
Public key for pasting into OpenSSH authonzed_kays fila
ssh-rsa
AAAABINZaC Iyc2EAAAADACQABAAABAGCOWKsQIEDG2OciRgn3Vi TVHh Dim2v D4 Xk
bubnZiQi2whRomwibbbH S 12Qg365Z2CZ9aZ Y10 Tn7TnK1 3ICqOaGDsi2OcasVnMEB
MzF &S Y X INWHKhROpSZ9B0hd k+Z 4ore6 TTWPU 1 LA
! +Z2Gpb5SQZFeYWID2BOvaoftrd+d DhhRm@a 7 SoyANg FodWgg FRIBWZXNINTZ2MA TIhET s

[ssh-rsa 2048 4§-fd:f:29:b5:3d fc-a1-66:5d:bi6: 14:d4:cO-8c 06

A

Kay fingarpnnt
ey commeant: mported-opanssh-keny

Key passphrase:

Confirm passphrase:

Actions
Genearale a public/prvalte key pair Ganerate
I Load an ecasting prvate key fila Load
Save the ganarated key Save public key I Save H{'\r':-ate keny I

Parameters

e o ay to genarate:
IDsa (CVECDSA (_JED25519 (18SH-1 (RSA)
2048

Number of bits in a generated key:

The PuTTYgen Warning dialog appears.
6. Click Yes to save the key without a passphrase.

PuTTYgen Warning

Are you sure you want to save this key
without a passphrase to protect it?

Yes Mo

7. Onthe Save private key as: window, navigate to the location you want to save
your PUTTY Private Key file (.ppk). For File name, type the same name for the
key that you used for the key pair, and then click Save.
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g Save private key as: X
4 & « local Disk (C) » Users » Snehitha.Gokulakonda » Downloads » v U Sssarch Downloads o
Organize ~ Mew folder s~ 7]
- NewRelease Ll Mame Jate m v!‘": )¢ ype Size
7025
B sne-ec2-c77-mumbai PuTTY Private Ke 2k
. B Cent77-8th M PuTTY Private 2 K
K-Session B sne-73-cent PuTTY Private Key 2 K
Linuz-data W SNE-30-6-centos? 7 ) 2:58 PM PUTTY Private Key
B SLEST5-key I PuTTY Private Key
M On=Ditve B sLEs-12-602 PUTTY Private Key
= This PC Xmanager & File
3 . mRemoteNG-Portable-1.75.7012.16846 File
3 3D Objects
BABY BILLS E e 4 .. File
m Desktop
putty-64bit-0.73-installer 0[23/2019 4:26 ... F
4 Documents SysinternalsSuite , 1 F
+ Downloads
J Music
= Pictures
W Videos
2 _ Local Disk [C)
File name: | Sne-DocDemo-VA v
Save as type: PuTTY Private Key Files (*.ppk) w

A Hide Folders Sav% Cancel

Close the PuTTY Key Generator window.

You can now connect to your instance using PuTTY’s SSH client.
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How to Connect to the Linux Instance using PuTTY

This section provides information about how to connect to the Linux instance using
PuUTTY.

Note: PuTTY does not support the private key file (.pem) created during the
instance launching process. Before connecting to your Linux instance using PuTTY,

you need to convert your private key file (.pem) into the PuTTY required format
(.ppk). To convert your private key into the PuTTY required format, see How to Con-
vert Your Private Key using PuTTYgen.

Follow these steps:

1.

Search for PUTTY in the search bar next to the start menu, and then click
PuTTY.

In the Category pane, select Session, and do the following:
® Host Name (or IP address) — Type the IP address or host name.
® Connection type — Select SSH as connection type.

® Port — Type the port value. The default port value is 22.

E® PuTTY Configuration >

Category

Basic options for your PuTTY sassion
Logging
— Terminal
Kayboard Host Nama (or IP addrass) Port
Bell Wad ’ 22
Faatures
Window
Appearance
Behasiour
Transiaton
Selection Saved Sassons
Colours
Connection
Data Dafaull Sathngs Load

Praoy
Teinet Save
Rilogin
[ussH
=~ Serial

Specify the destination you want to connect to

C_Dn-necﬁt:ln t}lpe B _ B
(_JRaw () Telnst (_)Rlogn (@ SSH () Senal

Load, save or delate a stored session

Drabatea

Close window on esat:
(I Aways () Newver (&) Only on clean exit

o Canco

In the Category pane, navigate to Connection -> SSH -> Auth, and then click
Browse.

38 Arcserve Live Migration Quick Start Guide for AWS (Linux)



Provision VA on Amazon EC2

&8 PuTTY Configuration >
Category.
Session -~ Options controling SSH authentication
Logging
— Terminal [ ] Bypass authentication entirely {SSH-2 only)
Keyboard [+] Display pre-authentication banner (SSH-2 only)
Bell
Faatures Authentication methods
m;(::lﬁarance Attempt authentication using Pageant
Bahaniour [] Attempt TIS or CryploCard auth (SSH-1)
Translation Altempt "keyboard-interactive™ auth (SSH-2)
Selection )
Colours Authentication parameters
[ ] Allow agent forwarding
= [ ] Aow attempted changes of usemame in SSH-2
Proxy

Private key file for authentication:

Tednet
= i |C:'-LF5ers'.Snehitha.Gokulamnda'.DcmnIDE | Browse. . I
— SSH

l?l Cancel

4, On the Select private key file window, select the private key file (.ppk) that
you previously generated, and then click Open.

ﬁﬁelen private key file b4
4 & » This PC » Downloads » v |0 | Search Downloads »
Organize * New folder = - M
=« NewRelease # ™  pame Date ’ Type &
7025
= Xmanager 6 File folder
=8 BABY BILLS File folder
K-Session putty-64bit-0.7 3-installer File folder
Linuz-data mRemoteNG-Portable-1.75.7012.16846 File folder
) SysinternalsSuite File folder
5 OneDii B Sne-DocDemo-VA PUTTY Privat
W This PC 3‘ she-ec?-c77-mumbai PuTTY Privalt
3D Objects ® Cent77-8th PuTTY Privat
1 sne-73-cent PulTY Privat
m Desktop
1 SMNE-30-6-centos?V PulTY Privat
i Documents B SLES15-key
4 Downloads T SIFS-12-FC2 247 PM
LW ¥ PR b ( )
File name: |Sne-DocDemo-VA v | PuTTY Private Key Files (*.ppk)

5. Onthe PUTTY Configuration window, click Open to connect to your instance.
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22 PuTTY Configuration >
Category.
Session -~ Options controling S5H authentication
Logging
— Terminal [[] Bypass authentication entirely {SSH-2 only)
Keyboard [+] Display pra-authantication banner (SSH-2 only)
Eell
Features Authentication methods
m;(;:;:arance Attempt authentication using Pageant
Bahaviour [] Attempt TIS or CryploCard auth (SSH-1)
Translation Altempt "keyboard-interactive™ auth (SSH-2)
Selection
Colours Authantication parameaters
= Conneclion [] Ascw agent torwardeng
pDrata [ ] Allows attempted changes of usemame in SSH-2
T;:L Prvate key file for authenbication:
Riogin |C_'.Usars'.Snehitha.GokulaHnnda'.Domloz Browse. .
— SSH
—Kex
EHAuth
xn
Tunnels
Bugs
Sanal N

o o

6. If you are connecting to the instance for the first time, PUTTY displays a secur-
ity alert message asking whether you trust the host you are connecting to.
Click Yes.

PuTTY Security Alert >

The server's host key is not cached in the registry. You
1. have no guarantee that the server is the computer you

thirk it is.

The server's rsa2 key fingerprint is:

ssh-rsa 2048 83:60:a1:38:61:12:05:2e:48:37:5e:3d:11:83fc2

If you trust this host, hit Yes to add the key to

PuTTY's cache and carry on connecting

If you want to carry on connecting just once, without

adding the key to the cache, hit Mo.

If you do not trust this host, hit Cancel to abandon the

connection.

'«"@sb | Mo Cancel
4]

A window opens and you are connected to your Linux instance.
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#cenlm[@.’up " - O *

7. Do the following:
a. To change the password for root user, run the following command:
sudo passwd

b. To open the sshd server system-wide configuration file, run the fol-
lowing command:

sudo vi etc/ssh/sshd_config
c. To permitroot login, type Yes. The default option is Yes.
d. To allow password authentication, type Yes. The default option is No.

Type Yes, and run the following command:
sudo systemctl restart sshd
8. Open a new PuUTTY session, do the following, and then click Open:
® Host Name (or IP address) — Type the IP address or host name.
® Connection type — Select SSH as connection type.

" Port — Type the port value. The default port value is 22.
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& PuTTYy (:-:_uﬁig-,nul,i:_;—n b

Category.

Basic options for your PuTTY session
Logaging

- Tarmminal
Keyboard Host Nama (or IP addrass) Port
Bell 22

Fealures = 7
Window ~onnection t}-pe.

Appearance (JRaw () Teinet (_)Riogin (@ SSH () Senal
Behasiour

lranslatan

Selechon Savad Sassons

Specify the destination you want to connect to

Load, save or delate a stored session

Colours

Connection
Data Dalaull Sattngs Load

Praxy
Talnet Save

Riagin
L SSH Deelats

= Serial

Close window on esat
() Abways Newver (&) Oniy on clean exil

9. Log into the VM as a root user.

10. To transfer files to your Linux instance, use WinSCP. For more information,
see Transferring Files to Linux Instance using WinSCP.
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Install Engine on Replica

Install Engine on Replica

To install Engine on Replica server, see Installing Engine.
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Create Full System Scenario for Amazon EC2

Arcserve Live Migration supports both Windows and Linux for Full System scenario.
If the source server is Windows, then the Virtual Appliance (VA) must be Windows.
If the source server is Linux, then the VA must be Linux as well.

Before you create a scenario, add Amazon EC2 Cloud Account in Continuity Suite
Manager.

To Add an Amazon EC2 Cloud Account in Continuity Suite Manager, follow
these steps:
1. On the Continuity Suite Manager, navigate to Cloud > Manage Cloud
Accounts.

@ Arcserve Continuity Suite Manager - @shval01-vm125:8088
Scenaric Edit Events View Tools Help

COE@ D pEE [!" Manage Cloud Accounts M.
DDD Scenario View B Snapshot View D Remote Installer Menitor ﬁ.i Host Maintenance Monitor

2. Onthe Manage Cloud Accounts screen, click Add.

{E) Manage Cloud Accounts X
b
Add
Update
Remove
Cloze

3. Onthe Add Cloud Account screen, enter the following details in the required
fields, and then click OK.

" Cloud Provider - Select Amazon EC2 as a Cloud Provider.

" Cloud Account - Enter the account name you had defined while cre-
ating the AWS account.

= Access Keys (access key ID and secret access key) - Access keys are
long-term credentials for an IAM user or the AWS account root user.
Access Key Id (for example, AKIAIOSFODNN7EXAMPLE) and Secret
Access Key (for example, wlalrXUt-
NFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY) are used to sign
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programmatic requests to the AWS CLI or AWS API, like a user name
and password are used to access your AWS Management Console.

Add Cloud Account 4
Cloud Provider: Amazon EC2 W

Cloud Account  abedefgh

Access Key ID: I

0K Cancel

To generate Access Keys, follow these steps:

a. On the top right corner, go to your Amazon account name, and
then select My Security Credentials.

v RESOUrGEGrEII.IPS v+ 0 techpubs 1+ Mumba v Support *

Launch Instance Actions ¥ |
o iobe
(1, Fiter by tags and atrbtes or sach oy keyvand AUt 1to 5o 35
Namé -« Instance|D « InstanceType - AvallabiityZone - Instance State - Status Checks - Alam§ + [P PbliclP - I
My Account
EO SAPRA.  -O0B1%efo556bdbke 2 [enge Bp-s0Uth-1a @ sopped Nang
i i i i My Organgzton
Vagdew EC..  FOOBTM4ED1AdbA11Gb  amedium apsoulh-a @ slopped N
LIDPYM_vag 11 2arge apsoui-a @ sfopped None
TR o . ' . Wy Biling Dashooard
EL1GI8G..  MeTobbddidcel  rhalange st @ nunning § Nchedks..  None By Do 1110251
U er.,  HOicfochelioi (e pawte  Gomm O Moeds, Nee | OOERONORE e
Bhudloddd, . DddadBadetedtl K2 madium st @ slopped Nang
Manorama T HOMo0300aRa0sEs 2 menn apsoui-1a Grmng B Mceds, Ne | SuichRoe W RN
shhedbs  HOATOBMBANTIA 2 medim st @ slopped Nang
Sign Qut
UDPWWL,  RO3Tac310Mencdle  12.5mal ipsnuin-a @ shopped Mone
S RHA..  HBc1%aTe 12 aige st @ unning § Wcheds.. Nore S oM. 15208100187
& ¥

b. On the My security credentials page, click the Create access key
button.
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—

AWS |AM credentials ~ AWS CodeCommit cradentials ~ Amazon MCS credentials

Password for console access

AS 30 AM ser, you need  password to access the AWS Management Consale. We recommend changing your password on a reqular Dasls. Your current
Diassword is 32 cays old. Learn more

Change password

Access keys for CLI, SDK, & AP access

Use access keys fo make programmatic calls to AWS from the AWS Cammand Ling Inferface (AWS CLI), Tools for Windows PowerShell, the AWS SDKS, or

dircct AWS AP calls, If you lose or forget your secrat key, you cannot retrieve it, Instead, create a new access key and make the old key inactive,
LEAM more

Create access key

Important! If you lose or forget your secret access key, you can-

not retrieve it later. Instead, create a new access key, and make
the old key inactive.

The Amazon EC2 account for Live Migration is now configured.
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Creating Full System Scenario for Amazon EC2

This section provides instructions on how to create full system scenario for Amazon

EC2.

Follow these steps:

1. Open the Arcserve Continuity Suite Manager, navigate to Scenario>New or
click the New Scenario button to launch the wizard.

2. On the Welcome to the New Scenario Wizard screen, select Create a New

Scenario, select a Scenario Group from the Assign a Scenario Group drop-
down list, and then click Next.

@ Scenario Creation Wizard

P Welcome
Product Type
Scenario Selup
Scenario Verification

Run Scenario

‘Welcome to the New Scenario Wizard

This wizard wil help you ereate a new scenanio, either from scratch or using a predefined template. R may also be used to create new
templates. When the scenario creation is finished, you will be able to run the scenario.

To exit the wizard and continue configuration manually from any step, click the Finish button

® Create a New Scenario

O Create a New Template

Assign a Scenario Group (select existing one or enter a new group
name)

Scenarios w

Back MNext Einish Cancel

3. Onthe Select Server and Product Type screen, select Full System, High Avail-
ability Scenario (HA), and then click Next.

Note: To perform Assured Recovery testing, select the Integrity Testing for
Assured Recover (AR) check box.
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® Scenario Creation Wizard |- |ofxT

Select Server and Product Type
¥ Welcome Select 3 licensed servertype. product type and a required task below. |f the desired option is not listed. please do one of the following:
P ProductTs ¥ you have an appropriate license key, exit the wizard by clicking Cancel and then cick Help, Register.
Lellies F you do not have an appropriate license key and you are interested in obtaining one, please contact your software provider.
Scenario Setup
Scenario Verification T
Run Scenario

Q Custom Application

% Arcserve Confinuity Suite Control Service
3 Microsoft HyperV/

3 Microsoft SharePoint Server
I=! Full System

Select Product Type
() Replication and Data Recovery Scenario (DR)
®) High Availability Scenario (HA)
tent Distribution Scer
[ Integrity Testing for Assured Recovery (AR)
Integration Options
® None

[ Bak [ He¢ [ Enish | Cancel |

4. On the Master and Replica Hosts screen, do the following, and then click

Next:
) Scenario Creation Wizard - [m] X
|
Master and Replica Hosts
¥ Welcome Erter tha hostriame of |P addemas for the Magier eurcs) host
¥ Product T [Erter the hostreme or [P address for Vidual Platform host which hosts wiiual machines. (Mot sppbcable for Hyper scenanos)
pe Erterthe hizgtrame or [P addmes for the Apglance host which i ene of vibual machings hosted by Wiual Patiem and wih Secserve
Sesnano Selup Cortruity Sule Ergre retaled
Scenano Verifcalion Master Setting
Fun Scenario Scenana Kame
FullSyslem-Ans
Mazer HostnamalIP Mazaer 05 Type
.| Port | 25000 |Linux -
Replica Sating

Server Type

Wartusl P st Hostname) P
Apgliance Hosmame'IiP

Port 25000

[ Verify Srcsanve Continuity Seits Engine on Hosts

Back Bt Einish Cancel

® Scenario Name - Enter a Scenario Name. The default value is the scen-
ario type, for example, Full System.

® Master Hostname/IP - Enter the IP address of a physical machine you
want to protect.

® Master OS Type - Select Linux as the Master OS Type.
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= Server Type - Select Amazon EC2 as the Replica server.

® Appliance Hostname/IP - Browse the Appliance Hostname/IP to select
the Replica server.

Note: Use the Verify Arcserve Continuity Suite Engine on Hosts to
verify the connectivity between Master and Replica. It verifies that the
engines are installed on the Master. To skip verification, clear the
check box.

On the Cloud Instance Selection dialog, from the Region drop-down list,
select the region. The list refreshes to display the relevant EC2
instances. From the list, select the EC2 instance you had created, and
then click OK.

Cloud Instance Selection X

Cloud Previder:  Apazen EC2

Cloud Account:  Techpubs ~| Region: AsiaPacific (Mumbai) v

D Mame allP Auzilzble Zone :

i-01e7bbbdd5dee 38 10.60.16.195_288591607.. 13.127.225.236, 100122 apsouth-12

i-0531604b033600250 CHupgradeJhansi 1323268208, 1723123 apsouth-Ta

i-Occb7Toid1 3ffR34F iHlochyThid 185044 13238060071 17230 apsouth-1b

i-0221 24cbe 3926221

i-069d66902b3364d5d LM_User Guide 132312088, 172N 3. apsouth-Ta

i-0a75a711s1b0aacda LM_User_Guide 1323448218, T722006... ap-south-1a

+034bb333aba0a515 Manorama _Test OL 76 1312635235 172319, apsouthe1a

0898 Tocdd 32062 SRINI_CentOS7 VA T2 35.0B2229.216 1720 2. apsouth-Ta

i-03e18zTce cbe Tee Srini_RHA_VA_W2K13 15.206.100.187. 17212, apsouth-1a

i-0b3147T22526cT1 38 SRINI_RHEL_?7.7 VA 1323316748, 172125, apsouth-1a

-085137420115b7b Vagdevi VSB Monitor D.. 35154618 1721127230 apsouteTa

i-0fE48ced leecdTon VSBIECZMA016 00 N.. 1323397105, 172.31.21... ap-southe1a ¥
Refresh 0K Cancel

5. On the Engine Verification screen, the User credentials screen appears. Enter
the User name and Password, and then click OK.
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(]
I Engine Verification
| ¥ Welcome The system automatically checks whether Arcserve Continuity Sute Engine is installed on the selected hosts
| ¥ Produc Type Ta instal an Engine on a host, select its check box and click Install
| % Scenario Setup
¥ Host -
N o ! E———
P Engine Verification e c‘User credentials
b 0 &11272 I
Scenario Properties User account for host -
Hests Properties TR |
Switchover Properties
Scenario Verification Password:
Run Scenario Do
For Windows Users: Enter the domain or
hostname in the domain or user field
0K Cancel
Total: |2 Selected: | 1 Success: 1 Emor: | 1 Install Refresh
Info: Show log
e
Back Next Einish Cancel

Wait for Engine verification to complete, and then click Next.

@ Scenar ion — [ b,
Engine Verification
“ Welcome The system automatically chacks whether Arcsarve Continuty Sute Engine is installad on the selacted hosts.
« Product Type Ta install an Engine on a host, select s check box and cick Instal.
" Scenario Setup
¥ Host r - - - - - -
B Engine Veriication Install On Hosts Server Status | CumentVersion | LogonAccount | Staried | 84-bit0S Fort
- Installed 18.2.0.5683 Logi
Vol
folume Setting Enor
Scenario Properties
: Ar inui il
Hosts P - cserve Continuity Suite Manager
Switchover Properties
e - - One or more of the selected hosts already have the correct
Scenario Verification 0 version of the Engine(18,2.0.5683) When an Engine is
Run Scenario re-installed, first the current version is uninstalled, and then a

newvarsion is installed. If you choose to re-install an existing
Engine, the scenarios that are running on the selected hosts
will stop, and after they restart, synchronization will have to
oecur. Are you sure youwant to proceed and re-install the
Engines?

o |

Total: |2 Sdmd :I | Success: | 1 Error: . | Refresh

Info: | Host 10.55.15.100 - Status: Installed (version 18.2,0.5633) | showleg

Back | Next Finish | Cancel

6. On the Volume Setting screen, select one or more volumes for the physical
machine you want to protect, and then click Next.
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@ Seenano Crestion Wizard

- 0 X
Volume Setting
¥ Welcome Please select one or more volumes for the physical machine you want protected. To see more detailed information, dlick on a volume. Al
the sub folders and files in the excluded folder will be excluded as wel
' Product Type

' Scenario Setup
' Host
v Englneh'etﬂi:abﬁ
P Volume Setting

Volumes to be protecied

Property Value

- |
’ i C| File System T_ NTFS
Scenario Properties # (/4 W\Volume{d014b737-0000-0000-0000- 100000000 ()iyer atter C/
Hosts Properties System Volu No
Bt Pro BootVelume  Yes
= - i Label
Scenario Verification Total Size 126 GB
Run Scenario Free Size 112GB
Cluster Size 4096
< >

[ Enable exclude directory and files

Volume Setting  Fles

Back #en | Einish Cancel

7. Onthe Scenario Properties screen, click Next.

@ Scenario Creation Wizard - m] x
Scenario Properties
¥ Welcome The scenario properties are configured here. You can also configure these properties after the completion of the wizard steps
v uct T The recommended default values are already listed. Before changing values, please refer to the Arcserve Continuity Sute
N Adminéstration Guide.
% Scenario Setup
" Host Property Value
" Engine Verification l‘-@](}eneml
¥ Volume Setting #@ Replication
P Scenario Properties ®&) Event Notification
Hosts Properties “@)Report Handling
Switchover Properties
S s0 Verificati
Run Scenario

8. On the High Availability Network Adapter Mapping dialog, enter the fol-
lowing details, and then click OK.

® Choose VPC -Select VPC from the drop-down list.

® Replica Network Adapter - Select the Replica network adapter from
the drop-down list.

® Security Group - Select default from the drop-down list.
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" IP Address - Select one of the following:
® Assign static private IP Address

" Enable public IP address

® |f you want to create a new public IP address, enable the
Create a new public IP address option.

® |f you want to connect to the virtual machine from outside
your network, enable the Use an existed public IP address
option.

<L High Lwailability Network Adapter BMapping (m]
Please sei network mapeings between masier adapier and replica adapier,
Choose VT | wpo-001 12chZ0817eed | SRINLVPC_T8ETES |

Master Neatwork Adapler

Replics Network Adaple
subret-(H7I3cFIEITEL T | SRIMI_SUBNET_18.2 | 1000002

irite{) <Emply azapier:
Mastsr Adaptsr Information Replica adapber seming mathod
S Eth Please selact the method o 5ot fhe taget adepler configurto

n
F you customized the rmouting table on S masber and used a diferent subnet, Shen werdfy the roube table of
B SRR W

DHCP Enabled

Yes
P Address
Subnet Masic IP Settings:  DNSAWINS EC2
G Moke: I the subnet is modified, the existing instance is terminsted and & rew Ns@nNoe is
= — launched
DS Server Security Group
B Y Security Group Srini_Secerity_Group o
IF Address

] Assign siaae prvaie 1P Address

Flasse make sure the private IF address is in the range of the subnet IF addresses andlis
an avnilable pddress. ¥ e wsiance is creabed, you canmct medily the privaie IP address

EAl Enable public IF Address
®) Create a new public IF address

O Use an sxsbed publs [P address

'Elr‘.__\lr Cancel

9. On the Master and Replica Properties screen, navigate to Virtual Machine

Virtual Machine Setting > EC2 Instance Type, select the instance type, and
then click Next.

\%
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¥ Product Tres
 Gcnearic Sebug
¥ Hos
¥ Bgre iacicabor,
o Nokgme Beme
W Gowra Progetes
I ol Prostes
L ]
Berrsor e oo
Hun Suenares

Msmiv s |G plien Propsrimsa

Tha M e sl Sephos propstos. s corfiguesd hers Tou cor i configu e prpsies sfer e compieon of e s degs
T e def ol enlom n thtady e B (Fargeg T cmen Sewte e e Supmer Dertrats e Adent e G

Maer Mopeses. Ve Papicn Froperses: ]
=i Hoet Connactan Eli Hoat Canmaction
[ R i Repcarion
Wspenl livenssd Modin
» BBt Mottt pases £ 8 ra) Pratiesms Beweg

[ T B ral Pt Thee Seraron B2 M

# ) Fmcornry
Bivciume
il Schadulnd Taaks
[1° TRy rer—
[1- Trveee.

<

For rypma o B soipncnd koo sl maschrsy. sty i Pap ok
‘ratance hpe

b K e corviec

B | E | B [ oe

10. On the Switchover Properties screen, accept the default values or modify the

values, and then click Next.

@ Scenario Creation Wizard

+ Welcome
+ Product Type
4 Scenario Setup
¥ Host
& Volume Seting
& Scenario Properies
 Hosts Properties
P Switchover Properties
Scenario Verification
Run Scenario

Switchover Properties
Switchaver properties wil be configured in this step. The recommended default values are listed below. Refer o the Administration Guide before modifying the curent
settings,

Property Value bl
=B switchover
ElSwih:hm Hostname @
@ Hosts
El Master Fully Qualified Name ray-appliance
a Replica Fully Qualified Name WIN-TFRR2GMGCN?

IB) Network Traffic Redirection

B B Redirect DNS On
=) DNS Servers IPs
[Honsp
[Hons P 10102
[Eons Click here to 2dd new IP.
[EONS TTL (sec) 60
[ Ackve Directory Inteqrated On
8 Master IPs in DNS "
< ?

During the switchover, the Master's A-recard will be updated. This redirection aption is applicable when the Master and the Replica are located on different IP
subnets or on the same one.

| pak | Net Fnsh || canedl |

11. On the Switchover Initiation screen, specify if the switchover start auto-

matically or manually, and then click Next.
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@ Scenario Creation Wizard - a X

Switchover Initiation

¥ Welcome The propesties below control automatic switchover,
+ Product Type
+ Scenario Setup

¥ Host

« Engine Verification

+ Volume Setting

+ Scenario Properties

Switchover Initiation

A switchover can be initialed automatically if the Master server is down or database failure delecled. It can also be
+ Hosts Properties manually initiated by the administrator. In both cases, a notification message is provided when a failure is detected.
P Switchover Properties
5 io Verificati
Run Scenario

O Switchover automatically

'%Smlchmr manually

Back Next Einish Cancel

12. On the Scenario Verification screen, click Next.

5‘-3! Seenario Creation Wizard 0 X
Scenario Verification
¥ Welcome The sysem autometizaly verfies fie scenang sefings io help ercare praper cpertion
P 1Type Fery e el b v bl corlirumg. Nl aleo lrongh recommendd (hal ol warmings shoubd be reselved. 1 continuing wih warming, eniuse et polsniel impact i fuly urdsrslood. Aler mating any
necessay changes, chok Rty repeat fhe sosra vedfcaton
+ Geenario Setup
¥ Hox WARKING: Can't ping the host fron
¥ Engne Verilalion WARKING: Can't ping the hoat | from
W Volume Salf
e Are you sure you want to run scenarle 'PullSystes-Aés'?
¥ Scanano Proparias
+ Hosts Properties
% Swilchover Properties
b Geenario Venfication
Run Seenania

Rety More Inig
I ————————
Bk 3 Binigh o]

If the Master and Replica servers fail to ping each other, do the following
ICMP settings:

a. On the Instances page, select your Linux instance, click Description,
and then click the link beside Security group.
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D M EC2 Experenos

ECZ Dashboard 1F

Liits MahadevS30S.00

ManhadovSagent-DO_NOT

VBBIECZM2016_DO_NOT

HinsiNabiy

= Instance ID

NOTD..  H05474bb221aB205

OO ToA a3

|- SNE-Dexcdemae\ADO-MNOT-... | ROMITe5600600a74

Spol Requosts

Zavings Plans
Resarved Instances
Dedicated Hosts

Capacity Reservations

Edit.

Create Security Group [ -T26 TR

1 Group D : s3-0561160413d(35500

B  Hame Group ID

o 5g-050 1166413038860

Security Group: sg-050116d413di38803

Description Inbnun: Outibound

Edit

B0 SaiPrasad_Jk1Gypary'

Siatus Checks | Moniloring | | Tage

QS 1 Dal4bdulol

stacce D DHATeS00088404T4

= Group Mame

ContD3 7-Cont0S-7-8-2020...

" Type: Custom ICMP Rule - IPv4

Protocol: All

® Port Range: N/A

Source: 0.0.0.0/0

Description: Ping

Instance Type - Availability Zone -
i P b
2 -1
2k i 1
large Ap-s b
Zamal Ap=aoulf1a

Usags Insbructions

VPCID

vpe-1036da70

Instance State -

@ sioppsd
@ siopped
& siopped
W siopped

@ rumning

b. On the Create Security Group page, select Inbound, and then click

1)

Cwmer

04411313385

c. On the Edit inbound rules page, do the following, and then click Save:
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Edit inbound rules

Type (i Protacol (| Port Range | Source (| Description |
|Custom TCPFv TCP 25000 Cusfom v 10,0000 Enging
[cwomicp ] [ ¥ NA Cusiom v/ 00000 Pirg
s v TP 2 Cusor_ 00000 S

Add Rule

Now, the Master server can communicate with Replica server.

13. On the Scenario Run screen, to start synchronization immediately and activ-
ate the scenario, click Run Now. To save and run the scenario later, click Fin-
ish.

@ Scehario Creation Wizard

. [m] X
Scenario Run
+ Welcome The scenaric has been configured and is ready to run, Press Run Now to start the scenanio. Initial data synchronization will start
+ Product Typs automatically after pressing the Run Now button. To run scenario [ater press the Finish button
+ Scenario Setup
v Host
+ Engine Verification Scenario 'FullSystem' is ready to run o
" Volume Setting
" Scenario Properties Product type High Availability Scenario (HA)
¥ Hosts Properties Server type I Full System
" Switchover Properties
v ‘0 Veri i Integrity Testing for Assured Recovery | Off
P Run Scenario Replication mode | Online
Master
Name
Spool size (MB) Unlimited
Spool path [INSTALLDIR}tmpispool
Replica
Name
Spool size (MB) Unlimited
Spool paih [INSTALLDIRWmp/spool v

Back [ RupNow Einish Cancel

The scenario verification runs automatically, and the Verification Results
screen appears.

14. On the Verification Results screen, click Run.
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| @ Verffication Results O X

! ‘FRRNING: Can't ping the host from

Are you sure you want to run scenario 'FullSystem'?

Advanced Cancel

15. On the Run screen, select Volume synchronization, and then click OK.

E_'ﬁ Run [{ X
Areserve Continuity Suite will start replication sher the synchronization process is completed

Synchronization method

O File synchronzation

Best suited for a large number of smallfiles
) Block synchronization

Best suited for large files

(®) Volume synchronization
Best suited for @ whole volume replication [’\\‘

) Offline Synchronization
Best suted for synchronizing a lange amount of data in an envionment with a low bandwidth netwark .

0K Cancsl

Note: For initial synchronization, we recommend that you select Volume syn-
chronization, as it usually provides better synchronization performance over
LAN or WAN.

The synchronization between Master and Replica servers starts. Wait for syn-
chronization to complete.
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Perform Assured Recovery Testing

Note: Perform the Assured Recovery test only if you have enabled the Integrity
Testing for Assured Recovery (AR) option on the Select Server and Product Type
screen.

You can fully automate the Assured Recovery tests and schedule these tests as
often as needed. On completion, an alert is sent to the appropriate personnel with
the test status. You can also trigger additional actions such as taking a VSS snapshot
of the data or running a backup. Alternatively, you can perform AR testing in a non-
scheduled mode, and initiate the tests automatically or manually.

To perform AR test automatically, follow these steps:
1. On the Arcserve Continuity Suite Manager, verify that the AR scenario is run-
ning.

2. On the Standard toolbar, click the Replica Integrity Testing button, or right-
click the Replica and select Replica Integrity Testing from the shortcut
menu.

The Replica Integrity Testing for Assured dialog opens.

Replica Integrity Testing for Assured
551—_]" Replica testing

[&] User defined script OFf
Elh Action on successful test

Create Shadow Copy (WSS) Off

User defined script Off

[ Manual testing

Selecting "Manual testing™ will stop application of new changes on
the replica. Duning testing replication will continue. but new changes
will spool on the replica. rather than be applisd.

Important! To stop the manual testing press "Replica Integrity
Testing™ button once again. If you do not. new changes will continue
to spool on the Replica uniil the space allocated to spool is
consumed. If that cccurs resynchronization will be required._

[] Start testing when all journals are applied

Are you sure you want to start Integrity Testing on host
54 81.119.88 %2

oK Cancel

3. To start automatic AR test using the existing configuration, click OK.

Notes:
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" To start the AR test manually, select the Manual testing checkbox, and
then click OK.

® To change the test configuration before running the test, click Cancel.
For more information, see Configure Assured Recovery Properties.

® Before the test begins to run, Arcserve Live Migration verifies that no
synchronization, AR test or replication suspension tasks are in progress
on any of the hosts that participate in the current scenario.

After the verification completes, the AR test begins.

Scenang Edit Eeents View Clowd Tools Help

BOEYEHBEL uEe S 0ne.

| 3 ot e B ropeie 5 igh Ay P | g, S|

Sty et s T Bt A
§ we B R RnE gt L1119 50 soendadlo iy g

iHe 5 [ 357560 Sving i T o WILSE2AGUSMU by WIS &

He Rl T 214 P Sypeheagionepet ceded TR TR0 15 Peposs

§ Sipdicant Il 1) 20 12020PH o b Alive checke

4 St B ) 7200 12018 PM Al moficdions g sypetronizabon paiod are replicaed

§ Spdicart B ) 72020 12015 PM Setrucizalion frished "

The steps of the test are displayed as messages in the Event pane.

After the test is finished, the Replica is automatically restored to the same
state it was when the replication was suspended. The changes that were accu-
mulated in the spool gets applied, and the replication resumes.
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Perform Assured Recovery Testing
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By default, after the AR test is performed, an Assured Recovery Report is gen-
erated.

Notes:

® |f the Assured Recovery Report is not generated, on the Replica Prop-
erties list, under the Reports group, check the value of the Generate
Assured Recovery Report property.

® To view the report, see View a Report.

All the tasks that were performed during the AR test are listed in the AR
Report, along with their activation time and status.
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Perform Cut off/Switchover

Perform Cut off/Switchover

Switchover (or failover) is the process of changing roles between the Master and
Replica, that is, making the Master server the standby server, and the Replica
server the active server.

Switchover can be triggered automatically by Arcserve Live Migration when it
detects that the Master is unavailable (failover). Alternatively, Arcserve Live Migra-
tion can simply alert you to the problem, and then you can manually initiate
switchover from the Manager.

To perform switchover, follow these steps:
1. Open the Manager and then select the required scenario from the Scenario
pane. Verify if it is running.

2. On the standard toolbar, click the Perform Switchover button, or select the
Perform Switchover option from the Tools menu.

A confirmation message appears.

E?/ The mapped network adapters of master wil be disabled and need to be enabled manually when the master is back.
Are you sure you wart to perform a Switchaver?

Do not watt unti all joumals are applied

Yes No

3. [Optional] Select the Do not wait until all journals are applied check box to
immediately perform switchover even before all journals are applied. If you
do not select this check box, the switchover process gets initiated only after
all journals are applied.

4. Click Yes on the confirmation message. This procedure initiates a switchover
from the Master server to the Replica server.

During switchover, the Event pane gives detailed information about the
switchover process.
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After the switchover is complete,

R

the scenario gets stopped.

Note: The only case in which the scenario may continue to run after

switchover is when automatic reverse replication is defined as Start auto-

matically.

When the switchover is completed, the Event pane displays the Switchover

completed message.
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Now, the original Master becomes the Replica, and the original Replica

becomes the Master.
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