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Contact Arcserve

The Arcserve Support team offers a rich set of resources for resolving your tech-
nical issues and provides easy access to important product information.

https://www.arcserve.com/support

With Arcserve Support:

You can get in direct touch with the same library of information that is shared
internally by our Arcserve Support experts. This site provides you with access to
our knowledge base (KB) documents. From here you easily search for and find
the product-related KB articles which contain field-tested solutions for many
top issues and common problems.

You can use our Live Chat link to instantly launch a real-time conversation
between you and the Arcserve Support team. With Live Chat, you can get imme-
diate answers to your concerns and questions, while still maintaining access to
the product.

You can participate in the Arcserve Global User Community to ask and answer
questions, share tips and tricks, discuss best practices and participate in con-
versations with your peers.

You can open a support ticket. By opening a support ticket online, you can
expect a callback from one of our experts in the product area you are inquiring
about.

You can access other helpful resources appropriate for your Arcserve product.
Providing Feedback About Product Documentation:

If you have comments or questions about Arcserve product documentation, please
contact us.


https://support.arcserve.com/s/
mailto:techpubs@arcserve.com?subject=Feedback on Arcserve Live Migration Documentation
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Chapter 1: Introduction

Arcserve Live Migration simplifies the process of migrating data, applications, and
workloads. It allows you to move virtually any type of data or workload to cloud, on-
premises, or remote locations, such as the edge, with support for virtual, cloud and
physical systems. An assured validation of the migrated workload completes the
process of enabling customers to continue operations without risks of losing data.

You can easily migrate:

From To
On-premises| Cloud
Cloud Cloud
Cloud On-premises
Physical Physical
Physical i
Virtual
Virtual Virtual

Live Migration provides the following:

Unlimited use of the Arcserve Live Migration technology enhanced by Arc-

serve Continuity Suite.

Every source that you plan to migrate requires 1 license.

Seamless access to the entitled software for a period of 90-days.

On expiry of the license, new scenarios cannot be started, but the existing

ones will continue.

For each license, Live Migration provides free of cost technical assistance for

two incidents.

Note: Arcserve currently does not provide professional services to help you with
implementation, deployment, and any other migration services.
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Overview

Overview

Arcserve Live Migration automatically synchronizes files, databases, and applic-
ations on Windows and Linux systems with a second physical or virtual environment
located on-premises, at a remote location, or in the cloud. After synchronization,
changes are replicated in real time to ensure the source and target are in sync
prior to the migration.

Encryption enables secure data transfers between local systems and remote loc-
ations without the need for a VPN, and automated network redirection makes the
switchover process seamless with push-button cutover to ensure availability to the
new production environment.

SOURCE TARGET

AUTOMATED NETWORK
REDIRECTION AND CUTOVER

E

| | | OPTIMIZED \ _ |

FILES WINDOWS & LINUX RE PLICATIO N SERVERS, P-UBLIC CLOUD
DATABASES PHYSICAL OR VIRTUAL PHYSICAL OR VIRTUAL
APPLICATIONS

USER
TRANSPARENT
CUTOVER

LOCAL & REMOTE
USERS

Your typical migration process includes the following steps:

Install Components on Master

Configure Amazon EC2

Provision VA on Amazon EC2

Install Engine on Replica

Create Full System Scenario for Amazon EC2

Perform Assured Recovery Testing

Perform Cut off/Switchover
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Terminologies

Terminologies

This document uses the following terminologies:

Virtual Appliance: This is a virtual machine that acts as the Rep-
lication/Migration proxy server (install the Arcserve Continuity Suite Engine
here and deploy on the hypervisor/cloud destination). If you are using a
Hyper-V virtual platform, the Virtual Platform Hostname/IP field is disabled
(appears dim).

Control Service: Control Service is a management component of Arcserve
Continuity Suite. It is a Windows based service that must be deployed first. It
hosts web-based information portal and rich Management Ul, which is used
for creating and monitoring migration scenarios.

Engine: Replication Engine is a background service that moves data from
source to destination during migration. Install the Engine on any source that
you plan to migrate. You may use the Remote Installer feature to mass
deploy Engines.

FSHA: Full System High Availability (FSHA) is a scenario type that allows rep-
lication and fail-over of full server. This scenario type is used for migrating
full systems.

Management Ul: A Ul that you use for creating and managing rep-
lication/migration scenarios. The Control Server hosts the Management Ul.
To start the Management Ul, log into the Management Portal.

Master (Source): A host/computer that you want to migrate. You can
migrate the whole system using the full system migration scenario or the
host containing the applications.

PowerShell: Arcserve offers PowerShell Command Line Interface as an
alternative if you do not want to manage the replication process using the
Manager graphic user interface.

Replica (Target): In case of full system migration, VA (replication proxy)
serves as a Replica. Upon completion, VA spins off new VM containing rep-
licated disks or data. For application-based scenarios, the VA hosts and runs
replicated application and data.

Scenario: A configuration unit describing migration job/task. You can create
and manage scenarios using rich management GUI or PowerShell CLI. Scen-
arios contain key information about replication/migration jobs to be per-
formed.
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Terminologies

Switchover: The cutover to the newly migrated workload from where the
operations can begin.

Synchronization: The process of making the set of files identical on the
Master and Replica servers. It is usually necessary to synchronize the Master
and Replica as the initial step of a replication/migration scenario.

Virtual Platform Host: The machine that hosts the Appliance VM, which acts
as a Replica server. Based on the scenario type, it acts as a local hypervisor
or cloud platform (AWS or Azure).
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Requirements

Requirements

Before you migrate, make sure to meet the following requirements:

Arcserve Live Migration supports both Windows and Linux operating systems
for Full System migration scenarios. If the source host is Windows, then the
Virtual Appliance (VA) must be Windows; if the source host is Linux, then the
VA must be Linux as well.

Note: Before deploying Arcserve Live Migration scenarios, see Limitations in
Release Notes.

When migrating workloads to AWS, corresponding AWS cloud credentials
must be registered in Arcserve Continuity Suite Management Ul.

Chapter 1: Introduction 9


https://documentation.arcserve.com/Arcserve-Live-Migration/Available/ENU/Bookshelf_Files/HTML/LMRELNOTESSP3a/default.htm#RHA/limitations.htm?TocPath=_____11

Software Compatibility

Software Compatibility

For more information about compatibility, see Compatibility Matrix.

Note: Make sure that your source OS and application versions are explicitly listed
on the support matrix.
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Chapter 2: Perform Live Migration

The following flowchart provides the Live Migration process given in this document:

1. Install

Components on
Master

3. Provision VA on
Amazon EC2

2, Configure
Amazon EC2

5. Create Full
System Scenario

for Amazon EC2

6. Perform AR Test
(Optional)

4, Install Engine on
Replica

7. Perform Cut off/
Switchover
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Install Components on Master

Install Components on Master

This section describes how to install the Arcserve Continuity Suite Control Service
and Engine on Master.
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Install Components on Master

Installing Control Service

The Control Service component functions as the single-point-of-control that con-

tains the entire dataset of the existing scenarios. Control Service communicates
with the Engines and the Managers. It is responsible for the management of all
scenario-related-tasks, such as creation, configuration, monitoring, and running of

the scenarios.

To install Control Service, follow these steps:

1. Download RHA iso for Continuity Suite, and then open the folder.

2. From the mounted directory, double-click Setup.

» ThisPC » DVD Drive (E) ContinuitySuite

Mame

Bin
BMR
Destrib
Install
UNIX_Linux
1] autorun
@ main
d Setup
1] Setup

Date modified

4/20/2020 1:11 AM
4/20/2020 252 AM
4/20/2020 1:11 AM
4/20/2020 112 AM
47202020 2:39 AM
312/2018 2:43 AM
312/2018 2243 AM
3/12/2018 2:45 AM
312/2018 2:43 AM

Type Size

File folder
File folder
File felder
File folder
File folder
Setup Information 1KB
Ican 63 KB
Application 131KB
Configuration sett.. 1KB

3. On the Arcserve Continuity Suite installation wizard, click Install Com-

ponents.
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https://downloads.arcserve.com/arcserve_family_products/Continuity_Suite/18.2/RTM/ContinuitySuite.iso

Install Components on Master

Arcserve continuity Suite

Install Components )
Product Installation Browser

Documents
Support Information —e Install Components
Browse the CD L—e Read product Documents

—a Get In touch with Arcserve Senvices

—e Create Bare Metal Recovery Image

-

[Exit |
The wizard displays the components.

4. Click Install Control Service.

arcserve' continuity Suite

Install Components =—a Install Control Semnice

Documents —a Install Engine
Support Information

—a Install PowerShell Snap-in
Browse the CD

[Huin Menu ] [ Exit ]

5. On the Arcserve Continuity Suite Control Service - InstallShield Wizard, from
the drop-down list, select your preferred language, and then click OK.
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Install Components on Master

Arcserve Continuity Suite Control Service - InstallShield Wizard >

Select the language for the installation from the choices below.

English (United States) v

Corcel

After the initial process is complete, the Welcome page appears.
ﬁ Control Service - InstallShield Wizard o
Welcome to the InstallShield Wizard for
Arcserve Continuity Suite Control Service

The InstallShield{R) Wizard will install Arcserve Continuity Suite

. Control Service on your computer. To continue, dick Mext.
arcserve ’

Continuity

Suite

WARMING: This program is protected by copyright law and
international treaties.

Click Next.

On the License Agreement page, read the terms of the License Agreement,
select the | accept the terms of the License Agreement option, and then
click Next.
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Install Components on Master

ﬁ Control Service - InstallShield Wizard >

License Agreement

Please read the: followang keense agreement carefully. O rcse rve |

Arcserve (USA), LLC and/or icts affiliates or -
subasidiaries ("Arcserve®)

End User License Agreement (che "Agreement™) for the
Arcserve software product that is being installed as
well as the associated documenctacion and any S5DE, as
defined below, included within the product ("the
Product™) .

Carefully read the following terms and conditions

W
wmmn el e srmase ssmem sl mime Pesdismes mafass fmemend i e e

(®)1 acrept the terms of the License Agresment Print
()1 do NOT accept the terms of the License Agreement

< Back m;té | Cancel

8. On the Customer Information page, enter a user name, and then click Next.

InstallShield

ﬂ Control Service - InstallShield Wizard x
Customer Information -
Please enter your information. O rcs e rve

U=er Name:

Organization:

Installshield

9. On the Destination Folder page, retain the defaults, and then click Next. To
change the destination folder, click Change.
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Install Components on Master

ﬁ Control Service - InstallShield Wizard *

Destination Folder

Click Mext to install to this folder, or dick Change to install to a O rcs e r\,e

different folder.

Install Arcserve Continuity Suite Control Service to:
_,.-/ C:\Program Files (x86)\Arceerve \RHAManager), change...
Installshield
<ot cance

Note: The default installation directory is: C:\Program Files (x86)\Arc-
serve\RHA\Manager. All executables, DLLs and configuration files are located
within the INSTALLDIR.

10. For the upcoming screens, retain the defaults, and then click Next to con-
tinue.

Note: For more information about how to configure SSL Configuration, Ser-
vice Logon Information, and Control Service Role, see Install a Control Ser-

vice for a Standard Operation.

11. On the Ready to Install the Program page, click Install.
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Install Components on Master

ﬁ Control Service - InstallShield Wizard *

Ready to Install the Program

The wizard is ready to begin installation. O rcs e rve

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

Installshield

< Back - Inztall ] Cancel

Note: Click the Back button to return to the previous pages and change any
configuration as needed.

12. After installation is complete, click Finish to close the wizard.

ﬁ Control Service - InstallShield Wizard =

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed Arcserve

. Continuity Suite Contral Service, Click Finish to exit the wizard.
arcserve

Continuity

S

The Arcserve Continuity Suite Control Service is installed.

13. To open Control Service in a web portal, go to Start > Arcserve > Arcserve
Continuity Suite Overview.
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Install Components on Master

0‘-

ChAB M, .. % > -

Windows "Windows
Server Manager PaweerShell Powers

& W m

‘Wind crevs
Adenimstrativ... Task Manager Controd Paneld

')

0

Manager
Settings E E

Evaert Wiewser File Explorer

.
Tx

=
H4EEERN

WWin
‘Windows FowerShell
"oincl coevs

‘Windoras System

[
The web portal opens in a browser.

e 2 kel o 25308 ety point s i< 1 65 -6 Serh p-

{8 Login to decserve Continuity S | ) Loginto rcserve Confinuty S| & Login to Arcseve Cartinuit

Help

User Name:

arcserve Password:
Continuity Suite Domain:

Gapyighi (5] TER2020 Ararve [USAL LLEG. A1l righs eserves
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Install Components on Master

Installing Engine

Make sure that the Engine component, which is a service, is running before you
start any scenario. Install Engine on every server participating in any given scenario
such as the Master (source) and Replica (target) hosts. Each Engine supports both
Master and Replica functionality in addition to both Replication and High Avail-
ability scenarios. It may participate in multiple scenarios and serve in a different
role for each scenario. You can install Engines one by one locally on each host, or
concurrently through a remote installer on numerous hosts. You can also install it
during scenario creation if needed.

To Install Engine, follow these steps:

1. Download RHA iso for Continuity Suite, and then open the folder.

2. Open the Continuity Suite mounted directory, and then double-click Setup.

» ThisPC » DVD Drive (E) ContinuitySuite

A

Name Date modified Type Size

Bin 4202020 L1 AM File folder

BMR 4202020 252 AM File folder

Destrib 42072020 111 AM - File folder

Install 4/20/202 File folder

UNIX_Linux 4202020 239 AM File folder
£/ autorun 312208245 M Setup Information 1KB
@ main 2203 245AM  lcon 63 KB
> Setup 3122013 245AM  Application 131KB
1] Setup 312208 245AM  Configuration sett. 1 KB

3. Onthe Arcserve Continuity Suite installation wizard, click Install Com-
ponents.
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https://downloads.arcserve.com/arcserve_family_products/Continuity_Suite/18.2/RTM/ContinuitySuite.iso

Install Components on Master

Arcserve continuity Suite

Install Components
Documents
Support Information

Browse the CD

Product Installation Browser
—a Install Components
—s Read product Documents
—a Get In touch with Arcserve Services

—e Create Bare Metal Recovery Image

-

[Exit |

The wizard displays the components.

4. Click Install Engine.

arcserve' continuity Suite

Install Components
Documents
Support Information

Browse the CD

=—a Install Control Semnice

—a Install Engine

—a Install PowerShell Snap-in

[Huin Menu ] [ Exit ]

5. On the Arcserve Continuity Suite Engine - InstallShield Wizard, from the drop-
down list, select your preferred language, and then click OK.
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Install Components on Master

Arcserve Continuity Suite Engine - InstallShield Wizard >

Select the language for the installation from the choices below.

English {United States) [

oK Cancel

After the initial process is complete, the Welcome page appears.

ﬁ Engine - InstallShield Wizard >

Welcome to the InstallShield Wizard for
Arcserve Continuity Suite Engine

The InstalShield(R) Wizard will install Arcserve Continuity Suite

G rcse rve Enagine on your computer. To continue, dick Mext.

Continuity

Suite

WARMIMG: This program is protected by copyright law and
international treaties.

- corce

6. Click Next.

7. Onthe License Agreement page, read the terms of the License Agreement,
select the | accept the terms of the License Agreement option, and then
click Next.
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Install Components on Master

ﬁ Engine - Installshield Wizard >

License Agreement

Flease read the following license agreement carefully. O rcs e r\!e

Arczserve (USA), LLC andfor itz affiliates or L]
subsidiaries ("Arcserve")
End User License Agreement (the "Agreement™) for the

Lrocserve software product that 1s being installed as
well as the associated documentation and any SDE, as
defined below, included within the product ("the
Product™) .

Carefully read the following terms and conditions

B = R L B S R e L B I e |

L

(@)1 accept the terms of the License Agreement
()1 do NOT accept the terms of the License Agreement

InstallShield

Note: If an Engine from the previous version exists on your server, the inform-
ation about the previous version page appears with an option to uninstall the
Engine.

8. On the Customer Information page, enter a user name, and then click Next.

ﬁ Engine - InstallShield Wizard =

Customer Information

Peaseenter your nformation. arcserve

User Name:

|Engine 1|

Organization:

Inztallshield

9. For the upcoming screens, retain the defaults, and then click Next to con-
tinue.

10. On the Ready to Install the Program page, click Install.
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Install Components on Master

ﬁ Engine - InstallShield Wizard *

Ready to Install the Program

The wizard is ready to begin installation. O rcs e rve

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

Installshield

< Back - Inztall ] Cancel

Note: Click the Back button to return to the previous pages and change any
configuration as needed.

11. After installation is complete, click Finish to close the wizard.

ﬁ Engine - InstallShield Wizard *

Installation Wizard Completed

The Installation Wizard has successfully installed Arcserve

. Continuity Suite Engine. Click Finish to exit the wizard.
arcserve

Continuity

S

The Arcserve Continuity Suite Engine is installed.
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Configure Amazon EC2

Configure Amazon EC2

The Arcserve Replication and High Availability VA virtual machine resides in VPC
(default or customized), and the Master servers are replicated to that VPC.

Note: To set up VPC, subnets, IP gateway, and so on according to your DR network
requirements, see the Amazon online help.

Consider the following before deploying EC2-based Full System scenarios:

Arcserve Replication and High Availability needs the Access Key ID and Secret
Access Key of Amazon EC2 account to work with EC2. You can get the
required information from your administrator.

The Amazon EC2 user in Arcserve Replication and High Availability should
have required permissions. For more information, see the Arcserve KB
article.

If you want Arcserve Replication and High Availability to start the DR VM

with a specific public IP address, pre-allocate such Elastic IPs in the Amazon
EC2 web portal. Later in the Network Mapping dialog of Continuity Suite Scen-
ario, you can select a public IP from the existing Elastic IP addresses for the
DR VM.
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Provision VA on Amazon EC2

Provision VA on Amazon EC2

The Continuity Suite Virtual Appliance (VA) is a VM running on the virtualization
platform or cloud where you want to replicate the Master servers. The VA acts as
Replica in a Continuity Suite Full System scenario. The Master server is replicated
to this virtualization platform or cloud. However, the Disaster Recovery VM of
Master server starts and runs on this virtualization platform or cloud for multiple
reasons, such as Assured Recovery testing, Switchover, and Start VM.

Follow these steps:

1. Log into Amazon Web Services as an IAM user.

2. Under Find Services, search for EC2, and then select EC2.

Find Services
You can enter names, kﬂ\.."p\."DI'CS 07 aCromyms.

Q EQ X

EC2

Yirtual Servers in the Cloud

EC2 Image Builder

Amanaged service to automate build, customize and deploy 05 images
AWS Compute Optimizer
Recommend optimal AWS Compute resources for your worklozds

3. On the top-right corner of the EC2 dashboard, select the AWS region in which
you want to provision the EC2 server.

N. Virginia »

L\ techpubs @ shval01 +

US East (N. Virginia) us-east-ll\k’

d improve performance. We'll release ne

T L M  USEast(Ohio) us-east-2

US West (N. California) us-west-1

US West (Oregon) us-west-2
{ Africa (Cape Town) af-south-1

Asia Pacific (Hong Kong) ap-east-1
JS East (M. Virginia) Region: Asia Pacffic (Mumbai) ap-south-

26 Arcserve Live Migration Quick Start Guide for AWS
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Provision VA on Amazon EC2

4. On the left panel, go to Instances, and then click Launch Instance.

Launch Instance  +

D Haw ECZ Experience Actions ¥
Till yau think
EC2 Dashboard e (Q Fiter by tags and alribules or search by keyword ]
EVENts Hew
q Name * Instance |0 « lnstance Type = Avalabily Zone = Instance State «  Status Chechs = Alam Status
:
ra;l.” BO_SAIPRA..  HODM196eMSSIbA00E (2 large ap-smih-1a @ stopped Nang %
e Vagdod FC. iODITM4ROTRGRANSE Gamedum  apsuda @ stopped Woe %
L UDPAM Vag...  #0109da303d6MMaad0 3. 2darge ap-soulh-1a & slopped Neng %
¥ INSTANCES WELIES..  HleTbbbdoSdefBedd  rhalame ap-suth-la @ munning G Dlchecks..  None %
M st o, 2eT2Metel2621 2l pswila Quwig @ s e
Ingtance Types 0601313, IR dibG] 1 sl apsoutha @ rurning O Wcheds . Nee
Launch Templates Bhudte3 .. O3ddad3badeted?! L2 madim ap-stulh-la & slogped Nong %

5. On the Step 1: Choose an Amazon Machine Image (AMI) page, from the list
of AMI, for Microsoft Windows Server 2016 Base, click Select.
1.Choosa AMI 2 Chonseinslance Type 3. Confgure Instance 4 Add Sfvage S AddTags 4 Confiowe Secumty Group 7, Review
Step 1: Choose an Amazon Machine Image (AMI) s nes
L e e s s -
Rl diicebype ot Virhaazalie ypa it ENAEnabled. Vi
g Virosoh Vindous S 218wt SOL S 200Gt an T 46a e m
o Mictozofl Windows 2019 Datacenter edition, Microsell S0L Server 2019 Entesprise. [English| bLbt (8]
Fosot dioicypa: e Vikalzalion typh e ENA Enalld i
B Wicrosoft Windows Server 1308 Core Base - ami752ed5di0btess
Windows  Microsof \Windows Server 1909 Semi-Annual Channel relaase [Englsh) .
m Ga-bit (486)
Rt dinict ypi: b Viraalizalion bypa b EHAEnabled: Yis
W Microseft Windows Servar 2018 Base - an-063c4cd2if6ed65e
Windows  Microsofl Windaws 2016 Detacater ediban. [Engish] 401156
Rt device ype; et Virlualization type; b ENA Enabled Vs
6. On the Step 2: Choose an Instance Type page, select an instance type, and

then click Next: Configure Instance Details.
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Provision VA on Amazon EC2

1Chouse Al L.Choose lnstanceType 3 Confgurenstanc 4 AddSlorge  G.A0Teg G Confiure SecutyGrowp 7. Review

Step 2: Choose an Instance Type

Gengsal puipose 12 nam 1 iH] EBS only : Lowto Moderate e
General purpose: g w“ 1 1 EBE only - Livw to hhoderat -]
Generalpupose Ll 1 2 EBS tnly . Lo o Mot e
el pupise f2medum 2 4 EGS ol Low o oderae s
d Genera pupose Qlarge 2 § EBS ooy - Lo o Moderale Yes
Genieral purpose: e q 1 EBS only . Moderate Y5
Genenal purpose {2 H b EBSonly . Moderate Yes
General purpose L3a.nang 2 05 EBS oy g Upto 5 Gigati e
Genesal puipose i 7 i EBS only Yes Uplo 5 Gt 0

Cancel  Previous  WRETEUGIETIN | Next: Configure Instance Details

7. On the Step 3: Configure Instance Details page, select Enable from the Auto-
assign Public IP field, and then click Next: Add Storage.

1 Choose AMl 2 Chooselntance Type J.Configurelnstance 4 AddStorege  SAITags 6 Corfgure Securty Growp 7 Revinw

Step 3: Configure Instance Details
Configure the instance fo sult your requirements, You can launch muliple instances from the same AW, request Spot instances 1o take advantage of the lower pricng, 2ssign an access menagement role fo the
instance, and more

Nuraber of instances (j .:-ncnmlaf-.moi-:aung\'ircup i
Purghasingoption (i)  LIRequest Spot instances
BN ) g 0504273 (] 4| C creenenvac
Subnet [ No preference (defat subnet in any Avakabiity Zon ¥ Create new subngt

Aute-aszign Public P [ Use subngt setfing L]

\se subnet seting

Placoment group (|
gop 1l Disable
Capacity Roservation ([ | Open : G create new Capaciy Reservaion
Demaln join directory (j Na direclory c Creale new directary
v
IR T

Cancel  Pravious M Neic: Add Storage

8. On the Step 4: Add Storage page, retain the defaults, and then click Next:
Add Tags.
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1, Redow

1 Chomse Ml 2 Chooselnsfanc Type 3 Configwre nstance 4. Add Slope B AsdTags 4 Configure

Step 4: Add Storage

Yourinstance wil b aunched wih ihe following storage dewice setings. You can afach additional EBS volumes and instance store volumes to your instznce, or
it e setings of he oot volume. You can ko aitach additiona EBS volumes aner Eunching an instance, oul not Instance: store volumes, L&3m mare bout
storage options in Amazon EC2.

Thecichoit Delete on
VoumeType (i) | Devie (i) | Snapshat ( Size(GB) (i) | Volume Tye (i 10FS i lMBﬁlH'p Teminaton  Encypten (
[}
I
foat st ol [0 | [(remPmeeSSOgn ] 0090 NA Mot Encrype

Add New Volume

Fre tier elghle customers can 0t up f 30 GBof EBS General Purpose (330) or Magnetc storage. Leam mare ahout free usage fler ey and
Usige festiclions

Cancel  Provious WGETCIEULIETILAN | Next: Add Tags

9. On the Step 5: Add Tags page, click Add Tag, Enter the Key and Value, and
then click Next: Configure Security Group.

1.Chooss AMl 2 Chosselnslanca Type 3 Confioure lnabsnce 4 AddSlorage S AddTage 6 Conbouie Securly Grop 7. Raview

Step b: Add Tags

T30 comsials of & case-sensitive key-value pair. For EXAMPDE, you coul CEing A g with hey = Wame and valus = Vebsener
Acopy of a tag can be agplied fo volumes, instances or both.

Tags wil be applied to 2 nstances and volumes, Leam mare about tagqing your Amazon EC2 rsoumes

Characiers madmumj Instances (| Volumes (|

Key {128 characiers maximum) Value

This respurce cumently has no &

a5

Chonse the Add 129 button or cick fo ad & Name tag
ke S your 1AM policy includes perissians Lo create 1495,

AddTag | (Upio &0 tags maximum)

I TR Review and Launch Next: Conhigure Secunty Group
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1.Choose Al 2 ChonselstinceTipe  3.Comfgwenstencs 4. AddSforage  DADOTags 6 Confgurs Secunty Grop 7. Rewew

Step 5 Add Tags

AT consists o7 3 case-sensilive
Acapy of a 120 £an be applied
Tags will bt apple to:al instances and volumes, Leam o

1 ey = e and value = Websenver.

i about lagging your Amazen EC2 resounces.
Key (128 characters maxmum) Value (25 chasscters mamum) nstances () Volumes (|

[Mare LM _User_Guide | %]

Add ancthertag  (Upto &0 taps maximum)

Cancel | Previous WEETRIGHEN W | Next: Configure Secunty Group

10. On the Step 6: Configure Security Group page, click Add Rule, enter the fol-
lowing values, and then click Review and Launch:

Port Range: 25000
Source: 0.0.0.0/0

1 Chooso Al 2 Chooselnslanco Type 3 Configurobstance 4 Add Slorage  BAddTags €, Configure Securily Group 7 Ruview

Step 6: Configure Security Group
Ariazen EC2 sacury groups
Rssign asecurity group: ® Create a new securty group

() Sefectan evisting secuty group

SBEUFItY group Rame; \ja'ncn-\‘rlzam-b!;

Description; “ancn-wizalc-ﬂt’éa'?d 020-06-25TEY 070189140570

e (i protul ( ot Range (i souree (§ Descrption (i

Top 1 Cuskm_¥[000.0 ey Sl adrinDesslp |
TP |éatae | Cuslot ¥ 00000 |t S adrinDesp | )
AddRule

b Waring

R with source of 0.0.0. 000 allows il P acesses to Acress your instance. We recommend sefing secury group rules o sl access from known IP addresses anly

T evevoiana |

11. On the Step 7: Review Instance Launch page, review the information, and
then click Launch.
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Step 7: Review Instance Launch

Pheas: iy your instance faunch detals. You can go biack to edit changes for each section, Click Launeh to assign 2 key pair fo your instance and camplete 1 Funch progess.

A [mprove your instances' security, Your securlty group, launch-wizarc-53, 15 apen 1o the world.
Your insfances may be accessibie fom any |P address, Wa recommend that you updue 3‘0LI!'SE&.IF.1§' froup ules to allow access from known 1P addressesanly
YOU N 250 0pen 00onal pas n your seeuy group o Fcilale aceess o e appicalion r senice you funning, & ., HTTR (80} forweh sevess, il saturly gieuds

A Yourinstance configuration s not eligible forthe free Usage tier
To lunch a0 nstance hats sl fo the e u3age Ter, check your AN selecton, nstance type, confiuration options, o sovage esices, Leam mare abeut e Lsige er el ang
Usdqe rslrichons.

* AMI Datals Elt AN
B Wicrosaft Windows Server 2016 Base - aml-063cdcd 33f5editee

IYT Microsoft Windaws 2018 Datacenter edtion. [Engish]
CUUCR Foool Doice Type-eka  Vinualzabion bipe: o
vow olan to wse this AW for an anclcation that bensfts from Micrasoft Licensa Mobdity, fil out tha Licenss Mobilte Form . Don't show me this auain

Cancel  Previous (ETLE]

12. On the Select an existing key pair or create a new key pair page, do one of
the following, and then click Launch Instances:

To create a new key pair, follow these steps:
1. From the drop-down list, select Create a new key pair.
2. Enter key pair name.
3. To save the key pair, click the Download Key Pair button.
4

Click Launch Instances.

Select an existing key pair or create a hew key pair

X

A key pair consists of 2 public key that AWS stores, and a private key file that you store. Together, they
allow you to connect to your instance securely. For Windows AhlIs, the private key file is required to
obtain the password used fo log info your instance. For Linux AMIs, the private key file allows you to

securely SSH into your instance.

Note; The selected key pair will be added to the set of keys authorized for this instance. Learn more

about removing existing key pairs from a public AMI . m

[Create a new key pail A — Y b

Key pair name —

—<—— Q) 4

Download Key Pair

Q You have to download the private key file (*.pem file) before you can continue. Store
it in a secure and accessible location. You will not be able to download the file again

after it's created.
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Note: To connect to your EC2 instance, we recommend you that
download the key pair. If you launch your instance without a key
pair, you cannot connect to your instance.

Important! Copy and save the private key file in a safe place as
you cannot download it later.

To select an existing key pair, follow these steps:
1. From the drop-down list, select Choose an existing key pair.
2. From the Select a key pair drop-down list, select as needed.

3. Select the acknowledgment check box, and then click Launch
Instances.

Select an existing key pair or create a new key pair X

A key pair consists of a public key that AWS slores, and a private key file that you store. Together, they
allow you to connect to your Instance securely. For Windows AMIs, the private key file Is required to
obtain the password used to log into your instance. For Linux AMIs, the private key file allows you to
securely SSH into your instance

Note: The selected key pair will be added 1o the sel of keys authorized for this instance, Learn more
about removing existing key pairs from a public AMI

[Choose an existing key pair MEmmm— @ v|
Select a key pair
[AKP €—— @_ v|

L1 acknowledge that | have access to the selected private key file (AKP pem), and that without
file, | won't be able to log into my instance,

® Cancel

13. On the Launch Status page, click the launch ID.
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Launch Status

@  ourinstances are now launching

The folg etance launches havebesn 1ia:ed_| View aunch g

0 Get notified of estimated charges
Crisate billing alens 1 et an eimal nolifcalion when estimated chares on your AWS bil euceed an amount you defing (for example, if you exceed e fee usage lier).

How to connect o your instances

Your instances are launching, and it may take a few minutes until they are Inthe running state, when they wil be ready for you th use. USAQE Nours on your new Instances wil start immediste
ACCTUE Nt you stop or terminate your nstances

Click View Instances Lo monilor your instances' stalus. Onoe your inslances are in Ihé: running SLale, you can connect 1o tht fom the Instances scrisen. Find oul how 1o connec Lo your i

14. To get the Windows password, right-click the instance, and then select Get
Windows Password.

Connect  Actions v
=N Lo

Q) search: Hlafe3itetbdaacte  Addfle %] 1ta 101

B  Name v Instance D + Instance Type + Availability Zone + Instance State + Status Checks » Alarm Status  Public DNS (IPvd)

B WUserG. Ha ap-south-la & 1unning G Ylchecks..  None Y kB2

Cannect

Get Windows Password
Creale Templale From Inslance
Launch More Like This
Instance Stale

Instance Setings

Image
Natworking
CloudWaich Manitoring

Notes:

You can get the password only after the Status Checks displays 2/2
checks.

To get the Windows password, see How to Get Windows Password.

15. On the left panel, go to Instances, right-click the instance you have launched,
and then click Connect.
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D NewEC2 Experience X m connect. | | Actione
Tell us what you think

EC? Dashboard e Q Filter by lags and attibutes or search by keyward
Events o
Name + Instance ID + |Instance Type ~ Availability Zone -
Tags
b jawad_teton...  H02h5d625d689R%6... 12 medium us-sast-1d
imits
B Acserveliv.. - us-east-1d
¥ Instances [UEEICEIEUSNNEIR]  Get Windo¥s Password us-east-1d
SISICHRTRNRTG  Create Template From Instance yeeast-1d
. Launch More Like This
Instance Types UDPVI_WI., AUnc ol EEE T ug-east-1d
Instance State
Launch Templates manarama_t., . ug-east-1d
Instance Settings
Spot Requests Image us-east-1d
Savings Plans RHA-182-R. Networking ug-east-1b
A et ClassicLink
seprved In 10es . )
A Instance: | i-02be85338a0 NI oo Manitoring Fublic DNS: ec2-5

Radiratad Hacte »

16. On the Connect to your instance page, click the Download Remote Desktop
File button, and then click Close.

0

Connect to your instance X

Connection method - @ 4 standalone RDP client (1)
O Session Manager (i)

You can connect to your Windows instance using a remote deskiop client of your choice, and by
downloading and running the RDP shortcut file below:

Download Remote Desktop File

When prompied, connect o your instance using the following details:
Public DNS  ¢2-13-234-48-219 ap-south-1.compute.amazonaws.com
Username  Administrator

Password | Get Password

If you've joined your instance to a directory, you can use your directory credentials to connect to your
I instance.

If you need any assistance connecting to your instance, please see our connection documentation.
H

l Close

17. Double-click the downloaded file.

The Remote Desktop Connection screen appears.

34 Arcserve Live Migration Quick Start Guide for AWS



Provision VA on Amazon EC2

%

iﬁ The publisher of this remote connection can't be identified. Do you want to connect
/S anyway?

This remate connection could ham your local or remote computer. Do not connect unless you know where
this connection came from or have used it before.

Publisher: Unknown publisher
Type: Remote Desktop Connection

! o
o 5t
\"_.f

Remate computer: ecZ-13-234-48-219 ap-south-1 compute amazonaws....

(] Dont ask me again for connections to this computer

{x ) Show Details Connect

18. Click Connect.

The Enter your credentials screen appears.

Windows Security X

Enter your credentials

These credentials will be used to connect to
ec2-13-127-240-217.ap-south-1.compute.amazonaws.com.

Administrator

D Remember me

Maore choices &

N :

&

OK Cancel

19. Paste the password you have copied to the clipboard, and then click OK.

The virtual machine is now created on AWS.

Chapter 2: Perform Live Migration 35



Provision VA on Amazon EC2

How to Get Windows Password

This section provides information about how to get the Windows password.
Follow these steps:

1. Navigate to the AWS console > Services.

2. Search for EC2 in the search bar, and then select EC2.

Services . Resource Groups v %

EC2

EC2
Virtual Servers in the Cloud @

EC2 Image Builder

& managed service to automate build, customiza and deploy 05 images
AWS Compute Optimizer
f

Recammend optimal AWS Compute resources for your workloads

3. Onthe Resources page, click Running instances.

Resources

You are using the following Amazon ECZ resources in the Asia Pacific (Mumbai Region:

Running insta ncei 13 ElasticIPs

(]

Dedicated Hosts 0 Snapshots 1%
Volumes 184 Load balancers 0
Key pairs 57 Security groups g
Placement groups 0

4. From the list of instances, select and right-click the instance, and then click
Get Windows Password.
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ET o 0GR - Connect | Actions ¥

Q Filter by tags and aftributes or search by keyward

Name +  Instance ID & Instance Type - Availability Zone - Instance State - Status Checks -

UDPVM_VS..  i0ad037ab7aelerl...  {2medium ap-south-1a J ctopped
B LA User G i0ar5a33lelndaacde Connact J running G 22 checks ...
SRINI_RHEL .. 0h3147722626cT13a Gt Wir d @ running G 22 checks ..
UDPVM_bac.. HOb6d2ac243e738322  [EREREAEIGE F"’"”"S’h"le @ stopped
R T Lounch More Lie This § stopped
AT "étance State O wming @ 2cheds .
Instance Settings
Reena_sour..  i-0d3fc0e2e8e9630d1 J stopped
Image
test-2016 -0ddeBcc2723008287 Networking J stopped
VSBZECZM...  i-0f6048ced eecdTee CloudWatch Monitoring @ running G 22checks ...

5. On the Retrieve Default Windows Administrator Password page, click Choose
File, select the downloaded .pem file, and then click Decrypt Password.

Retrieve Default Windows Administrator Password X

To access this instance remotely (e.g. Remote Desktop Connection), you will need your Windows Administrator
password. A default password was created when the instance was launched and Is available encrypted in the
system log

To decrypt your password, you will need your key pair for this instance. Browse to your key pair, or copy and
paste the contents of your private key file into the text area below, then click Decrypt Password.

The following Key Pair was associated with this instance when it was created.

Key Name [N

In order to retrieve your password you will need to specify the path of this Key Pair on your lacal machine:

Key Pair Path | Choose File | [ rem

Or you can copy and paste the contents of the Key Pair below

-—BEGIN RSA PRIVATE KEY-—-- b
MIEowIBAAKCAQEAgyKYISwhESTw\W4850qThi2aTYpOSdjINS1UTSzApWAegdTTY eZ SryonrEAZx
AW3eErfguzeYW3jj2tdwP 14jngUYREBJGOrewQATZ/9ay +turRUZPE+652uil6eJNFERDT wVLE
ZChlaulazeHJxPCrES/b)TTFTOEQi1/uPdNoPbe8EKIUwS +afhBpZ DSljtz2wi95K ESELXOnsXCZ
SN1SEhuxomK1LJY z0uKsB68sHjytZCaMJWY Fcje5TRFpAcmJBXHXnzz FuDOZGNKss/HREj XKL19 -
haXHxqltkdf9C0qJ6z EEb2Znkad OLs4PulisWidet 15LpLMIgPgFAQIDAQABAcI BAFpHMLE 1rdrX

Cancel RUETUGEESTG]

On the Retrieve Default Windows Administrator Password page, the Pass-
word Decryption Successful message appears.

6. Copy password to the clipboard, and then click Close.
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Retrieve Default Windows Administrator Password

& Password Decryption Successful
The password for instance i-069d66902b336dd5d (LM_User_Guide) was successfully decrypted.

A Password change recommended
We recommend that you change your default password. Note: If a default password is changed
it cannot be retrieved through this teol. It's important that you change your password to one that
you will remember,

You can connect remotely using this information:

Public DNS  ec2-13-233-112-168 ap-south-1.co Copy 1o clipboard
User name Administrator

Password _%

Close
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How to Change EC2 VM Password

This section provides information about how to change EC2 VM password.
Follow these steps:
1. Go to virtual machine, right-click the start menu, and then select Computer
Management.

2. Onthe Computer Management page, from the left pane, navigate to Local
Users and Groups > Users, right-click Administrator, and then click Set Pass-
word.

& Computer Management

File Action View Help

e @ XEE
& (;omputerManagement(Local Name Full Name Description
vt S)rst;mk'l'sot;jsd | Administrator ilt-in account for administering...
g Efrint‘-cfi:ﬂ;er &Defaultﬂcco... account managed by the s..
G Shared Folders P Guest Al Tacke . account for guest access t..
v @ Local Users and Groups
& = P Delete
| Users
" Groups Rename
|":'\-'.\\|
() F'erflnrmance e
:.I.: Device Manager
v 23 Storage Help

3. On the Set Password for Administrator screen, click Proceed.

Set Password for Administrator >

*You are logged in as "Administrator”. You have chosen to reset the password for your

I k local user account.
Resetting this password might cause imeversible loss of information. For securty reasons,
Windows protects certain information by malding it impossible to access f the password is
reset.

This data loss will occur the nest time you log off.

*fou should use this command only  you've forgotten the password and do not have a
password reset disk. i you know the cument password and want to change it, press
CTRL#=ALT+DELETE and click Change Password.

Far addtional information, click Help.

Coca | [ o

4. Enter the new password, confirm the new password, and then click OK.

Chapter 2: Perform Live Migration 39



Provision VA on Amazon EC2

Set Password for Administrator ? e
New passwond: |"""uu |
Corfim password: |"l'"'l"lii| |

1, you click OK, the following will oceur:

“Your local user account will immediately lose access to all of its
encrypted files, stored passwords, and personal security cerificates.

if you click Cancel, the password will not be changed and no data loss will
OCCUr.

Corcs

The Local Users and Groups screen appears, and displays the message “The
password has been set”.

Local Users and Growps b4

o The password has been set.

5. Click OK to close the Local Users and Groups screen.
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Install Engine on Replica

To install Engine on Replica server, see Installing Engine.
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Create Full System Scenario for Amazon EC2

Arcserve Live Migration supports both Windows and Linux for Full System scenario.
If the source server is Windows, then the Virtual Appliance (VA) must be Windows.

If the source server is Linux, then the VA must be Linux as well.

Before you create a scenario, add Amazon EC2 Cloud Account in Continuity Suite

Manager.

To Ad
steps:

1.

3.

d Amazon EC2 Cloud Account in Continuity Suite Manager, follow these

On the Continuity Suite Manager, navigate to Cloud > Manage Cloud
Accounts.

@ Arcserve Continuity Suite Manager - @shval01-vm125:8088
Scenaric Edit Events View Tools Help

COE@ D pEE [!" Manage Cloud Accounts M.
DDD Scenario View B Snapshot View D Remote Installer Menitor ﬁ.i Host Maintenance Monitor

On the Manage Cloud Accounts screen, click Add.

{E) Manage Cloud Accounts X
b
Add
Update
Remove
Cloze

On the Add Cloud Account screen, enter the following details in the required
fields, and then click OK.

Cloud Provider - Select Amazon EC2 as a Cloud Provider.

Cloud Account - Enter the account name you had defined while cre-
ating the AWS account.

Access Keys (access key ID and secret access key) - Access keys are
long-term credentials for an IAM user or the AWS account root user.
Access Key Id (for example, AKIAIOSFODNN7EXAMPLE) and Secret
Access Key (for example, wlalrXUt-
NFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY) are used to sign
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programmatic requests to the AWS CLI or AWS API, like a user name
and password are used to access your AWS Management Console.

Add Cloud Account 4
Cloud Provider: Amazon EC2 W

Cloud Account  abedefgh

Access Key ID: I

0K Cancel

To generate Access Keys, follow these steps:

a. On the top right corner, go to your Amazon account name, and
then select My Security Credentials.

v RESOUrGEGrEII.IPS v+ 0 techpubs 1+ Mumba v Support *

Launch Instance Actions ¥ |
o iobe
(1, Fiter by tags and atrbtes or sach oy keyvand AUt 1to 5o 35
Namé -« Instance|D « InstanceType - AvallabiityZone - Instance State - Status Checks - Alam§ + [P PbliclP - I
My Account
EO SAPRA.  -O0B1%efo556bdbke 2 [enge Bp-s0Uth-1a @ sopped Nang
i i i i My Organgzton
Vagdew EC..  FOOBTM4ED1AdbA11Gb  amedium apsoulh-a @ slopped N
LIDPYM_vag 11 2arge apsoui-a @ sfopped None
TR o . ' . Wy Biling Dashooard
EL1GI8G..  MeTobbddidcel  rhalange st @ nunning § Nchedks..  None By Do 1110251
U er.,  HOicfochelioi (e pawte  Gomm O Moeds, Nee | OOERONORE e
Bhudloddd, . DddadBadetedtl K2 madium st @ slopped Nang
Manorama T HOMo0300aRa0sEs 2 menn apsoui-1a Grmng B Mceds, Ne | SuichRoe W RN
shhedbs  HOATOBMBANTIA 2 medim st @ slopped Nang
Sign Qut
UDPWWL,  RO3Tac310Mencdle  12.5mal ipsnuin-a @ shopped Mone
S RHA..  HBc1%aTe 12 aige st @ unning § Wcheds.. Nore S oM. 15208100187
& ¥

b. On the My security credentials page, click the Create access key
button.
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—

AWS |AM credentials ~ AWS CodeCommit cradentials ~ Amazon MCS credentials

Password for console access

AS 30 AM ser, you need  password to access the AWS Management Consale. We recommend changing your password on a reqular Dasls. Your current
Diassword is 32 cays old. Learn more

Change password

Access keys for CLI, SDK, & AP access

Use access keys fo make programmatic calls to AWS from the AWS Cammand Ling Inferface (AWS CLI), Tools for Windows PowerShell, the AWS SDKS, or

dircct AWS AP calls, If you lose or forget your secrat key, you cannot retrieve it, Instead, create a new access key and make the old key inactive,
LEAM more

Create access key

Important! If you lose or forget your secret access key, you can-

not retrieve it later. Instead, create a new access key, and make
the old key inactive.

The Amazon EC2 account for Live Migration is now configured.
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Creating Full System Scenario for Amazon EC2

This section provides instructions on how to create full system scenario for Amazon

EC2.

Follow these steps:

1. Open the Arcserve Continuity Suite Manager, navigate to Scenario>New or
click the New Scenario button to launch the wizard.

2. On the Welcome to the New Scenario Wizard screen, select Create a New

Scenario, select a Scenario Group from the Assign a Scenario Group drop-
down list, and then click Next.

@ Scenario Creation Wizard

P Welcome
Product Type
Scenario Selup
Scenario Verification

Run Scenario

‘Welcome to the New Scenario Wizard

This wizard wil help you ereate a new scenanio, either from scratch or using a predefined template. R may also be used to create new
templates. When the scenario creation is finished, you will be able to run the scenario.

To exit the wizard and continue configuration manually from any step, click the Finish button

® Create a New Scenario

O Create a New Template

Assign a Scenario Group (select existing one or enter a new group
name)

Scenarios w

Back MNext Einish Cancel

3. Onthe Select Server and Product Type screen, select Full System, High Avail-
ability Scenario (HA), and then click Next.

Note: To perform Assured Recovery testing, select the Integrity Testing for
Assured Recover (AR) check box.
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@ Scenario Creation Wizard \;lﬂ-
Select Server and Product Type
¥ Welcome Select 3 licensed servertype. product type and a required task below. |f the desired option is not listed. please do one of the following:
P ProductTs ¥ you have an appropriate license key, exit the wizard by clicking Cancel and then cick Help, Register.
Lellies F you do not have an appropriate license key and you are interested in obtaining one, please contact your software provider.
Scenario Setup
il L= Select Server Type
Run Scenario ) File Server

Q Custom Application
iR Microsoft Exchange Server

Select Product Type
() Replication and Data Recovery Scenario (DR)
®) High Availability Scenario (HA)

L n T
[ Integrity Testing for Assured Recovery (AR)
Integration Options

%) Nene

[ Bak [ He¢ [ Enish | Cancel |
4. On the Master and Replica Hosts screen, do the following, and then click
Next:
@ Scenario Creation Wizard - m] 'Y
Master and Replica Hosts
¥ Welcome Enter the hostname or IP address for the Master (source) host.
¥ Product T Enter the hostname or IP address for Viual Platform host which hosts vitual machines. (Not applicable for Hyper- scenanos)
ype Enfer the hostname or IP address for the Appliance host which is one of vitual machines hosted by Virtual Platform and with Arcserve
Scenario Setup Continuity Suite Engine instaled
Scenario Verification Master Seiting
Run Scenario Scenario Name
FullSystem
Master Hostname/IP Master OS Type
| ] . Port | 25000| |Windows - |
Replica Setting
Server Type
Amazon EC2 ]
Virtual Platform Hostname/IP
Port | 4 H O TCP

Appliance HosinamelP

Pmﬂ

Assessment Mode
(A Verify Arcaerve Continuity Suite Engine on Hosts

Back | Next Finish Cancel

Scenario Name - Enter a Scenario Name. The default value is the scen-
ario type, for example, Full System.

Master Hostname/IP - Enter the IP address of a physical machine you
want to protect.

Master OS Type - Select Windows as the Master OS Type.
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Server Type - Select Amazon EC2 as the Replica server.

Appliance Hostname/IP - Browse the Appliance Hostname/IP to select
the Replica server.

Note: Use the Verify Arcserve Continuity Suite Engine on Hosts to
verify the connectivity between Master and Replica. It verifies that the
engines are installed on the Master. To skip verification, clear the
check box.

On the Cloud Instance Selection dialog, from the Region drop-down list,
select the region. The list refreshes to display the relevant EC2
instances. From the list, select the EC2 instance you had created, and
then click OK.

Cloud Instance Selection X

Cloud Previder:  Apazen EC2

Cloud Account:  Techpubs ~| Region: AsiaPacific (Mumbai) v

D Mame allP Auzilzble Zone :

i-01e7bbbdd5dee 38 10.60.16.195_288591607.. 13.127.225.236, 100122 apsouth-12

i-0531604b033600250 CHupgradeJhansi 1323268208, 1723123 apsouth-Ta

i-Occb7Toid1 3ffR34F iHlochyThid 185044 13238060071 17230 apsouth-1b

i-0221 24cbe 3926221

i-069d66902b3364d5d LM_User Guide 132312088, 172N 3. apsouth-Ta

i-0a75a711s1b0aacda LM_User_Guide 1323448218, T722006... ap-south-1a

+034bb333aba0a515 Manorama _Test OL 76 1312635235 172319, apsouthe1a

0898 Tocdd 32062 SRINI_CentOS7 VA T2 35.0B2229.216 1720 2. apsouth-Ta

i-03e18zTce cbe Tee Srini_RHA_VA_W2K13 15.206.100.187. 17212, apsouth-1a

i-0b3147T22526cT1 38 SRINI_RHEL_?7.7 VA 1323316748, 172125, apsouth-1a

-085137420115b7b Vagdevi VSB Monitor D.. 35154618 1721127230 apsouteTa

i-0fE48ced leecdTon VSBIECZMA016 00 N.. 1323397105, 172.31.21... ap-southe1a ¥
Refresh 0K Cancel

5. On the Engine Verification screen, the User credentials screen appears. Enter
the User name and Password, and then click OK.
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(]
! ¥ Welcome
| ¥ Product Type
i % Scenario Setup
¥ Host
b Engine Verification
Volume Setting
Scenario Properties
Hosts Properties
Switchover Properties
Run Scenario

Engine Verification

The system automatically checks whether Arcserve Continuity Suite Engine is installed on the selected hosts
Ta instal an Engine on a host, select its check box and click Install

Install

User credentials T X- Logon Account | Started
Local System
U &niza User account for host * 78 W 2R
User name: |
Password:
Domain:

For Windows Users: Enter the domain or
hostname in the domain or user field

64-bit0S | Port
25000

0K Cancel
Total: | 2 Selected: | 1 Success: 1 Emor: | 1 Install Refresh
Info: Show log
D
Back Next Einish Cancel

Note: Use the password that you had copied to the clipboard while creating

an AWS account. To retrieve a forgotten password, see How to get Windows
Password.

Wait for Engine verification to complete, and then click Next.

Note: If an error occurs, click Install. A confirmation message appears asking
if the Engine can be upgraded on one or both servers; click Yes, and then

click Next.
@.‘ enano Creation Wiza

¥ Welcome

" Product Type

4 Scenario Setup
& Host
P Engine Verificaticn
Volume Setting
Scenario Properties
Hosts Properties
Switchover Properties

Scenario Vernfication

Run Scenario

Engine Yerification

The system automatically checks whether Arcoerve Continulty Sute Engne is installed on the selecied hosts.
Ta install an Engine on a host, select ts check box and dick Instal.

Logon Account
Local System No

Current Version
18.20.5683

Install On Hests | Server Status

Installed
Error No

Arcserve Continuity Suite Manager

One or more of the selected hosts already have the correct
version of the Engine(18,2.0.5683) When an Engine is
re-insialiad, first the current varsion is uninsialled, andihena
new version is installed. If you choose to re-install an existing
Engine, the scenarios that are running on the selected hosts
will stop, and after they restart, synchronization will have ta
OCeur. Ae you sure you want to proceed and re-install the

Sened | E45i10S | Pon

No

Engines?
“
Total: |2 Selected: 1 Success: |1 Errer: Refresh
Info: | Host 10.55.15.100 - Status; Installed (version 18.2,0.5683) Show log
Back Next Einish | Cancel
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6. On the Volume Setting screen, select one or more volumes for the physical

machine you want to protect, and then click Next.

@ Scenario Creation Wizard

¥ Welcome
¥ Product Type
" Scenario Setup
' Host
« Engine Verifi
] \’elumeSem:agME?
Scenario Properties
Hosts Properties
Switchover Properties
s o Vericati
Run Scenario

Volume Setting

Please select one or more volumes for the physical machine you want protected. To see more detailed information, dick on a volume. Al

the sub folders and files in the excluded folder will be exciuded as wel

Volumes to be protecied

Property
Ty

Value

File System T
Driver Letter
System Volu
Boot Volume
Label

Total Size
Free Size
Cluster Size

4[4 W\Wolume{d014b737-0000-0000-0000- 100000000

<

NTFS
o
No
Yes

126GB
112GB
4096

[ Enable exclude directory and files

Volume Setting

fiack

[ jee ]

Fles

Einish

Cancel

7. On the Scenario

Properties screen, click Next.

@ Scenario Creation Wizard

¥ Welcome

¥ Product Type

% Scenario Setup
& Host

Scenario Properties

The scenario properties am configured here. You can also configurs these properties after the complation of the wizard steps
values, please refer to the Arcserve Continuity Sute

The recommended default values are already listed. Before changing
Administration Guide.

" Engine Verification

% Volume Setting

P Scenario Properties

Hosts Properties

Switchover Properties
S io Verificati
Run S .

Property
"'@ General
|"@ Replication
"'@ Event Notification
“@)Report Handling

Value

8. On the High Availability Network Adapter Mapping dialog, enter the fol-
lowing details, and then click OK.
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Choose VPC -Select VPC from the drop-down list.

Replica Network Adapter - Select the Replica network adapter from
the drop-down list.

Security Group - Select default from the drop-down list.
IP Address - Select one of the following:

Assign static private IP Address

Enable public IP address

If you want to create a new public IP address, enable the
Create a new public IP address option.

If you want to connect to the virtual machine from outside

your network, enable the Use an existed public IP address
option.

L High Availability Network Adapter Mapping

Flease set network mappings between masier adapter and replica adapter

Choose VPC | vpe-00d251a8330d2e837 | NAKIVD vpe

Master Network Adapter Replica Network Adapter
[ EthernetMicrosoft Hyper-V Network Adapter subnet-JacBibdScdiedi=de | NAKVD subnet | 10.0.0.016 (subn

Master Adapter information Replica adapter sething method
m Ethernet Micrasoft Hyper-V Network Plaass salact tha methad 1o st the target adapter canfiguration
Agapter F you customized the routing table on the master and used a diferent subned. then verfy the route table of

the switchaver VM

IP Address
Subnet Mask IF Settings DNSBWINS EC2Z
- Mote: If the subnet iz modified, the existing instance is termunsted and 3 new instance iz
Cetowmrs sunched
D“§ Server Security Group
Security Group default w
IP Address

[ Assign stabe privale IP Address

Please make sure the private |P address is in the range of the subnet IP sddresses and is
an available address. i the instance is created. you cannot modify the private IP address
EA Enable public IP Address

@) Create a new public IP addrese

) Use an existed public IF address

oK Cancal

9. Onthe Master and Replica Properties screen, navigate to Virtual Machine

Virtual Machine Setting > EC2 Instance Type, select the instance type, and
then click Next.

\%
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Master and Replica Properties

¥ Welcome Tha Master and Replca properties are configured heve You can also configuna these proparties after the completion of the wizard steps
fault values are aleady vaues, please refer 1o the Arcsene Contruty Suts inigtration

+ Product Type defaut val lease rel Cantruty Sute Adni Guide.
% Scenario Setup

¥ Hest Master Propetties Value Replica Propetties Value -~

ok |

¥ Fucme Veribno 8 Hoet Connection #8) Host Connection

# Volume Selfing 8 Replication B Replication

& Scenaric Propartes #) Spool .V'rtual Machine

P Hosts Properies @ Event Notification Virtus! Platform Sefling

Switchower Properties B Reports B virtual Patiorm Type Amazon ECZ =
Scanario Veriicalion B virtual Piatiom £C2.EMAZONAWS com
Run Scenario Elren 443

-;;]SSL Cannection i}

10.
values, and then click Next.

5@ spool
e@ Cloud
taﬁmry
£BVolume

=) Virtual Machine Setting
B EC2 Instance Type
E'Vim\ Machine Name
[E €8s Volume Type
(1283 volume Encryption

[&] High availabillty Network Adapter Mapping

1 large

"Bl Scheduled Tasks
7] Event Notification

BN enacs
<

L] »

For types of EC2 instences for virlual machines, refer to this link:
hitp:/aws amazon.comiec2instance-types/

EZER] == == (S

On the Switchover Properties screen, accept the default values or modify the

@ Scenario Creation Wizard - u] X
Switchover Properties
¥ Welcome Switchaver properties wil be configured in this step. The recommended default values are listed below. Refer o the Administration Guide before modifying the curent
+ Product Type g,
4 Scenario Setup
ke Property Value ~
B =B switchover
o Scenaro Propedes 5] switchover Hostname ® 1229237
o Hods Propetes 2@ Hosts
b Switchover Properties El Master Fully Qualified Name ray-appliance
Scenario Verification @ Replica Fully Qualified Name WIN-TFRR2GMGCN?
A =B Network Traffic Redirection

=8 DNS Servers IPs
[Hons e
[Hons P
[ons P
[EONS TTL (sec)
[ Ackve Directory Inteqrated
2R Master IPs in DNS
<

16863129,

10102

Click here to add new P
60

On

During the switchover, the Master's A-recard will be updated. This redirection aption is applicable when the Master and the Replica are located on different IP

subnets or on the same one.

Finish 1

Cancel

11. On the Switchover Initiation screen, specify if the switchover start auto-
matically or manually, and then click Next.
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12.

@ Scenario Creation Wizard

+ Welcome
+ Product Type
+ Scenario Setup
' Host
« Engine Verification
+ Volume Setting
+ Scenario Properties
' Hosts Properties
P Switchover Properties
Run Scenario

Switchover Initiation
The properties below control automatic switchover,

Switchover Initiation

A switchover can be initialed automatically if the Master server is down or database failure delecled. It can also be
manually initiated by the administrator. In both cases, a notification message is provided when a failure is detected.

O Switchover automatically

'%Smh:hover manually

Back Next Einish

Cancel

On the Scenario Verification screen, click Next.

@ Scenanio Creation Wizard

¥ Welcome
' Product Type
' Scenario Setup
¥ Host
¥ Engine Verification
« Volume Sefting
' Scenario Properties
& Hosts Properties
' Switchover Properties
P Scenario Verification
Run Scenario

The system sutomatically verfies the scenario settings to help ensure proper operation,
Any emors must be resolved before continuing. | is also strongly recommended that all wamings should be resolved . F continuing wih

waiming, ensure their palential impact s fuly After making any changes, chek Retry to repeat the: scenand
verfication

|NARNING: Can't ping the host from

WARNING: Can't ping the host from

lAre you sure you want to run scenario 'FullSystem'?

| Tl

B [ e | puk Goncel

If the Master and Replica servers fail to ping each other, do the firewall and

NAT settings.

To do the firewall settings on both the Master server and the EC2 VM,
follow these steps:
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a. Navigate to Control Panel > System & Security > Windows Fire-
wall > Allow an app or feature through Windows Firewall.

fWindows Firewall

& v ﬁ) Control Panel 3 System and Security » Windows Firewal

Help protect your PC with Windows Firewall

(ontrol Panel Home

Windows Firewall can help prevent hackers or malicious software from gaining access to your PC through the

Allow an app or feature Intemet or a netwark,

through Windows Firewal
8 Change notfication settings I 0 Private networks Not connected
8 Tum Windows Firzwall on or

of I 0 Guest or public networks Connected

@ Restore defaults

Netwarks in public places such as airports or coffee shops
@ Advanced settings

b. On the Allow apps to communicate through Windows Firewall
page, select File and Printer Sharing check box, enable Private
and Public options, and then click OK.

Allowr apps to communicate through Windows Firewall
To add, change, or remove allowed apps and ports, click Change settings.

What are the risks of allowing an app te communicate? s Change settings

Allowed apps and feabures

Mame Private  Public *
B Cortana

DiagTrack

DIAL pratocal server

[ Distributed Transaction Coordinater
Email and accounts

File and Printer Sharing

IR ORRE
E0CEA

K

[ File and Printer Sharing owver SMEDirect - -

1551 Service 0 ]

[ Key Management Service O O

rDRS =) ]

O Metlogon Service O |

O Metwork Discowverny O O o
Details... Remove

Allows ancther app...

(o].4 Cancel

To do the NAT settings on the Master server, do the following:
a. Open the natutilgui from the engine installation directory.

Note: The default installation directory is: C:\Program Files\Arc-
serve\RHA\Engine
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b. On the NAT Configuration dialog, do the following, and then click
Add:

Host IP: Type the EC2 VM IP address.

Port: Enter the port value as 25000.

¥ MAT Configuration >

Note: The default port number of the Contral Service is 24000 and the Engine is 25000.

Hast IP: | S Part:
MAT Host IP | Port | Status [ Remove
25000 Verified
Remove Al

Refresh ]

HTTF proxy setting

I Use HTTP proxy server

HI TP server:

Port:

|
|
Liser name: |
|

Pagsword:

iy |

OK Cancel | Apply |

c. Click Apply, and then click OK.

Now, the Master server can communicate with Replica server.
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13. On the Scenario Run screen, to start synchronization immediately and activ-
ate the scenario, click Run Now. To save and run the scenario later, click Fin-

ish.

@ Scehario Creation Wizard

¥ Welcome

+ Product Type

+ Scenario Setup
v Host
+" Engine Verification
" Volume Setting
" Scenario Properties
" Hosts Properties

Scenario Run

The scenario has been configured and is ready to run. Press Fun Now to start the scenano. Initial data synchronization will start
automatically after pressing the Run Now button. To run scenario [ater press the Finish button

Scenario 'FullSystem' is ready to run i

Product type | High Availability Scenario (HA)

Server type | Full System
" Switchover Properties [
v ‘o Veri i Integrity Testing for Assured Recovery | Off
P Run Scenario Replication mode | Online
Master
Name
Spool size (MB) Unlimited
Spool path [INSTALLDIR}tmpispool
Replica
Name
Spool size (MB) Unlimited
Spool paih [INSTALLDIRWmp/spool

v

Back ;-_'Euv. Now Einish Cancel

The scenario verification runs automatically, and the Verification Results
screen appears.

14. On the Verification Results screen, click Run.
|

| @ Verification Results O X
! FHRNING: Can't ping the host from
| [NARNING: Can't ping the host from s

Are you sure you want to run scenario ‘FullSystem®?

Cancel

e

15. On the Run screen, select Volume synchronization, and then click OK.
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Cﬂ' Run 7 5
Arcserve Continuity Suite will start replication after the synchronization process is completed.

Synchronization method
(O File synchronization
Best suted for a large number of small files

(O Block synchronization
Best suied for large files

(@) Volume synchronization
Best suited for @ whole volume replication ['}

) Offline Synchronization
Best suited for synchronizing a lange amount of data in an envimnment with & kow bandwidth netwark: .

OK Cancel

Note: For initial synchronization, we recommend that you select Volume syn-
chronization, as it usually provides better synchronization performance over
LAN or WAN.

The synchronization between Master and Replica servers starts. Wait for syn-
chronization to complete.

| Seewrio Et Goens View Coud Tooh Hep
L e LU T O

[k eenwioven| i Sapset Vi Remle e onter % Host Mneance Mo,

L | e Sebn  Safle feesiOn e g
EERRAE | am e (= -] s
Lincitchel .| 00Byes - - | amsma 54763 KB

| 0 Rt Dircries ) Proerien § High Al Prpeie [, Soinia
s 0 Senre” Sty ] T | e | )
SROMA B [Splen 5022020 ) S0 B39 M Supand s Aiva chacks . o
SROMOT M j!ﬂlﬂl M2 mwmmw Rosum s v chacks
RO i j L] LA w SN The rephca evimement i adyfor s,
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Perform Assured Recovery Testing

Note: Perform the Assured Recovery test only if you have enabled the Integrity
Testing for Assured Recovery (AR) option on the Select Server and Product Type
screen.

You can fully automate the Assured Recovery tests and schedule these tests as
often as needed. On completion, an alert is sent to the appropriate personnel with
the test status. You can also trigger additional actions such as taking a VSS snapshot
of the data or running a backup. Alternatively, you can perform AR testing in a non-
scheduled mode, and initiate the tests automatically or manually.

To perform AR test automatically, follow these steps:
1. On the Arcserve Continuity Suite Manager, verify that the AR scenario is run-
ning.

2. On the Standard toolbar, click the Replica Integrity Testing button, or right-
click the Replica and select Replica Integrity Testing from the shortcut
menu.

The Replica Integrity Testing for Assured dialog opens.

Replica Integrity Testing for Assured
551—_]" Replica testing

[&] User defined script OFf
Elh Action on successful test

Create Shadow Copy (WSS) Off

User defined script Off

[ Manual testing

Selecting "Manual testing™ will stop application of new changes on
the replica. Duning testing replication will continue. but new changes
will spool on the replica. rather than be applisd.

Important! To stop the manual testing press "Replica Integrity
Testing™ button once again. If you do not. new changes will continue
to spool on the Replica uniil the space allocated to spool is
consumed. If that cccurs resynchronization will be required._

[] Start testing when all journals are applied

Are you sure you want to start Integrity Testing on host
54 81.119.88 %2

oK Cancel

3. To start the automatic AR test using the existing configuration, click OK.

Notes:
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To start the AR test manually, select the Manual testing checkbox, and
then click OK.

To change the test configuration before running the test, click Cancel.
For more information, see Configure Assured Recovery Properties.

Before the test begins to run, Arcserve Live Migration verifies that no
synchronization, AR test or replication suspension tasks are in progress
on any of the hosts that participate in the current scenario.

After the verification completes, the AR test begins.

Scenang Edit Eeents View Clowd Tools Help

BOEYEHBEL uEe S 0ne.

| 3 ot e B ropeie 5 igh Ay P | g, S|

Sty et s T Bt A
§ we B R RnE gt L1119 50 soendadlo iy g

iHe 5 [ 357560 Sving i T o WILSE2AGUSMU by WIS &

He Rl T 214 P Sypeheagionepet ceded TR TR0 15 Peposs

§ Sipdicant Il 1) 20 12020PH o b Alive checke

4 St B ) 7200 12018 PM Al moficdions g sypetronizabon paiod are replicaed

§ Spdicart B ) 72020 12015 PM Setrucizalion frished "

The steps of the test are displayed as messages in the Event pane.

After the test is finished, the Replica is automatically restored to the same
state it was when the replication was suspended. The changes that were accu-
mulated in the spool gets applied, and the replication resumes.
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Perform Assured Recovery Testing

T T

Situtonsitnl),| 1008 . W06 0000

[ oz et} Prepeties ﬁuuwmmlﬂ!mm

R - [T | Toe et
i o i e gcatonte i 053 TS wad gy ing
1 St " {1 a0 35811 P Folyaem iy Tealing o el 369 754 1181 ihed
Qe s i) T 5611 P e Flydom g on i 383233115 s
i e Rl 1 T e Pt A vy gt coed T EEED 19581 P

By default, after the AR test is performed, an Assured Recovery Report is gen-
erated.

Notes:

If the Assured Recovery Report is not generated, on the Replica Prop-
erties list, under the Reports group, check the value of the Generate
Assured Recovery Report property.

To view the report, see View a Report.

All the tasks that were performed during the AR test are listed in the AR
Report, along with their activation time and status.
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Perform Cut off/Switchover

Switchover (or failover) is the process of changing roles between the Master and
Replica, that is, making the Master server the standby server, and the Replica
server the active server.

Switchover can be triggered automatically by Arcserve Live Migration when it
detects that the Master is unavailable (failover). Alternatively, Arcserve Live Migra-
tion can simply alert you to the problem, and then you can manually initiate
switchover from the Manager.

To perform switchover, follow these steps:
1. Open the Manager and then select the required scenario from the Scenario
pane. Verify if it is running.

2. On the standard toolbar, click the Perform Switchover button, or select the
Perform Switchover option from the Tools menu.

A confirmation message appears.

E?/ The mapped network adapters of master wil be disabled and need to be enabled manually when the master is back.
Are you sure you wart to perform a Switchaver?

Do not watt unti all joumals are applied

Yes No

3. [Optional] Select the Do not wait until all journals are applied check box to
immediately perform switchover even before all journals are applied. If you
do not select this check box, the switchover process gets initiated only after
all journals are applied.

4. Click Yes on the confirmation message. This procedure initiates a switchover
from the Master server to the Replica server.

During switchover, the Event pane gives detailed information about the
switchover process.
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- i Scenarion
p— e Produ Sener ™
6 Fultys Cent Giing WA RllSeem  Owne | AE
& ! Full Sy RHS-ECZ Running HARR Full System ~~ Online
: Hests Thanged Sant Dat SariFiwi  Recwred Dati | AewvidFln | el
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After the switchover is complete,

R

the scenario gets stopped.

Note: The only case in which the scenario may continue to run after

switchover is when automatic reverse replication is defined as Start auto-

matically.

When the switchover is completed, the Event pane displays the Switchover

completed message.

i High bty ot
- FScenarios Propety Vol
T TR T | svico
B EEFulgye-Canif | Eling HaR Full Swlem  Online ot
el e RHB 02 Connecling...  HAAR Full Splem  Onlie @ Netwr Trafic Rediecion
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Now, the original Master becomes the Replica, and the original Replica

becomes the Master.
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