Quick Start Guide for Azure (Linux)

Arcserve® Live Migration

arcserve



Legal Notices

This Documentation, which includes embedded help systems and electronically distributed
materials, (hereinafter referred to as the “Documentation”) is for your informational pur-
poses only and is subject to change or withdrawal by Arcserve at any time.

This Documentation may not be copied, transferred, reproduced, disclosed, modified, or
duplicated, in whole or in part, without the prior written consent of Arcserve. This Docu-
mentation is confidential and proprietary information of Arcserve and may not be disclosed
by you or used for any purpose other than as may be permitted in (i) a separate agreement
between you and Arcserve governing your use of the Arcserve software to which the Docu-
mentation relates; or (ii) a separate confidentiality agreement between you and Arcserve.

Notwithstanding the foregoing, if you are a licensed user of the software product(s)
addressed in the Documentation, you may print or otherwise make available a reasonable
number of copies of the Documentation for internal use by you and your employees in con-
nection with that software, provided that all Arcserve copyright notices and legends are
affixed to each reproduced copy.

The right to print or otherwise make available copies of the Documentation is limited to the
period during which the applicable license for such software remains in full force and effect.
Should the license terminate for any reason, it is your responsibility to certify in writing to
Arcserve that all copies and partial copies of the Documentation have been returned to Arc-
serve or destroyed.

TO THE EXTENT PERMITTED BY APPLICABLE LAW, ARCSERVE PROVIDES THIS
DOCUMENTATION “AS IS” WITHOUT WARRANTY OF ANY KIND, INCLUDING WITHOUT
LIMITATION, ANY IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE, OR NONINFRINGEMENT. IN NO EVENT WILL ARCSERVE BE LIABLE TO
YOU OR ANY THIRD PARTY FOR ANY LOSS OR DAMAGE, DIRECT OR INDIRECT, FROM THE
USE OF THIS DOCUMENTATION, INCLUDING WITHOUT LIMITATION, LOST PROFITS, LOST
INVESTMENT, BUSINESS INTERRUPTION, GOODWILL, OR LOST DATA, EVEN IF ARCSERVE IS
EXPRESSLY ADVISED IN ADVANCE OF THE POSSIBILITY OF SUCH LOSS OR DAMAGE.

The use of any software product referenced in the Documentation is governed by the applic-
able license agreement and such license agreement is not modified in any way by the terms
of this notice.

The manufacturer of this Documentation is Arcserve.

Provided with “Restricted Rights.” Use, duplication or disclosure by the United States
Government is subject to the restrictions set forth in FAR Sections 12.212, 52.227-14, and
52.227-19(c)(1) - (2) and DFARS Section 252.227-7014(b)(3), as applicable, or their successors.

© 2020 Arcserve, including its affiliates and subsidiaries. All rights reserved. Any third-party
trademarks or copyrights are the property of their respective owners.



Contact Arcserve

The Arcserve Support team offers a rich set of resources for resolving your tech-

nical issues and provides easy access to important product information.

https://www.arcserve.com/support

With Arcserve Support:

You can get in direct touch with the same library of information that is shared
internally by our Arcserve Support experts. This site provides you with access to
our knowledge base (KB) documents. From here you easily search for and find
the product-related KB articles which contain field-tested solutions for many
top issues and common problems.

You can use our Live Chat link to instantly launch a real-time conversation
between you and the Arcserve Support team. With Live Chat, you can get imme-
diate answers to your concerns and questions, while still maintaining access to
the product.

You can participate in the Arcserve Global User Community to ask and answer
questions, share tips and tricks, discuss best practices, and participate in con-
versations with your peers.

You can open a support ticket. By opening a support ticket online, you can
expect a callback from one of our experts in the product area you are inquiring
about.

You can access other helpful resources appropriate for your Arcserve product.

Providing Feedback About Product Documentation:

If you have comments or questions about Arcserve product documentation, please
contact us.


https://support.arcserve.com/s/
mailto:techpubs@arcserve.com?subject=Feedback on Arcserve Live Migration Documentation
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Chapter 1: Introduction

Arcserve Live Migration simplifies the process of migrating data, applications, and
workloads. It allows you to move virtually any type of data or workload to cloud, on-

premises, or remote locations, such as the edge, with support for virtual, cloud and
physical systems. An assured validation of the migrated workload completes the
process of enabling customers to continue operations without risks of losing data.

You can easily migrate:

From To
On-premises| Cloud
Cloud Cloud
Cloud On-premises
Physical Physical
Physical i
Virtual
Virtual Virtual

Live Migration provides the following:

® Unlimited use of the Arcserve Live Migration technology enhanced by Arc-

serve Continuity Suite.

® Every source that you plan to migrate requires 1 license.

® Seamless access to the entitled software for a period of 90-days.

® On expiry of the license, new scenarios cannot be started, but the existing

ones will continue.

® For each license, Live Migration provides free of cost technical assistance for

two incidents.

Note: Arcserve currently does not provide professional services to help you with
implementation, deployment, and any other migration services.
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Overview

Overview

Arcserve Live Migration automatically synchronizes files, databases, and applic-
ations on Windows and Linux systems with a second physical or virtual environment
located on-premises, at a remote location, or in the cloud. After synchronization,
changes are replicated in real time to ensure the source and target are in sync
prior to the migration.

Encryption enables secure data transfers between local systems and remote loc-
ations without the need for a VPN, and automated network redirection makes the
switchover process seamless with push-button cutover to ensure availability to the
new production environment.

SOURCE TARGET

AUTOMATED NETWORK
REDIRECTION AND CUTOVER

E

| | | OPTIMIZED \ _ |

FILES WINDOWS & LINUX RE PLICATIO N SERVERS, P-UBLIC CLOUD
DATABASES PHYSICAL OR VIRTUAL PHYSICAL OR VIRTUAL
APPLICATIONS

USER
TRANSPARENT
CUTOVER

LOCAL & REMOTE
USERS

Your typical migration process includes the following steps:

® Install Components on Master

® Configure Microsoft Azure

" Provision VA on Microsoft Azure

® Install Engine on Replica

" Create Full System Scenario for Microsoft Azure

" Perform Assured Recovery Testing

= Perform Cut off/Switchover
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Terminologies

Terminologies

This document uses the following terminologies:

Virtual Appliance: This is a virtual machine that acts as the Rep-
lication/Migration proxy server (install the Arcserve Continuity Suite Engine
here and deploy on the hypervisor/cloud destination). If you are using a
Hyper-V virtual platform, the Virtual Platform Hostname/IP field is disabled
(appears dim).

Control Service: Control Service is a management component of Arcserve
Continuity Suite. It is a Windows based service that must be deployed first. It
hosts web-based information portal and rich Management Ul, which is used
for creating and monitoring migration scenarios.

Engine: Replication Engine is a background service that moves data from
source to destination during migration. Install the Engine on any source that
you plan to migrate. You may use the Remote Installer feature to mass
deploy Engines.

FSHA: Full System High Availability (FSHA) is a scenario type that allows rep-
lication and fail-over of full server. This scenario type is used for migrating
full systems.

Management Ul: A Ul that you use for creating and managing rep-
lication/migration scenarios. The Control Server hosts the Management Ul.
To start the Management Ul, log into the Management Portal.

Master (Source): A host/computer that you want to migrate. You can
migrate the whole system using the full system migration scenario or the
host containing the applications.

PowerShell: Arcserve offers PowerShell Command Line Interface as an
alternative if you do not want to manage the replication process using the
Manager graphic user interface.

Replica (Target): In case of full system migration, VA (replication proxy)
serves as a Replica. Upon completion, VA spins off new VM containing rep-
licated disks or data. For application-based scenarios, the VA hosts and runs
replicated application and data.

Scenario: A configuration unit describing migration job/task. You can create
and manage scenarios using rich management GUI or PowerShell CLI. Scen-
arios contain key information about replication/migration jobs to be per-
formed.
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Terminologies

® Switchover: The cutover to the newly migrated workload from where the
operations can begin.

® Synchronization: The process of making the set of files identical on the
Master and Replica servers. It is usually necessary to synchronize the Master
and Replica as the initial step of a replication/migration scenario.

® Virtual Platform Host: The machine that hosts the Appliance VM, which acts
as a Replica server. Based on the scenario type, it acts as a local hypervisor
or cloud platform (AWS or Azure).
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Requirements

Requirements

Before you migrate, make sure to meet the following requirements:

® Arcserve Live Migration supports both Windows and Linux operating systems
for Full System migration scenarios. If the source host is Windows, then the
Virtual Appliance (VA) must be Windows; if the source host is Linux, then the
VA must be Linux as well.

Note: Before deploying Arcserve Live Migration scenarios, see Limitations in
Release Notes.

® When migrating workloads to Azure, corresponding Azure cloud credentials
must be registered in Arcserve Continuity Suite Management Ul.
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Software Compatibility

Software Compatibility

For more information about compatibility, see Compatibility Matrix.

Note: Make sure that your source OS and application versions are explicitly listed
on the support matrix.
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Chapter 2: Perform Live Migration

The following flowchart provides the Live Migration process given in this document:

1 Install
Components on
Master

6. Perform AR Test
(Optional)

7. Perform Cut off/
Switchover

Microsoft Azure

System Scenario

3. Provision VA on
Microsoft Azure

2. Configure

5. Create Full

4. Install Engine on
Replica

for Azure

Chapter 2: Perform Live Migration 11



Install Components on Master

Install Components on Master

This section describes how to install the Arcserve Continuity Suite Control Service
and Engine on Master.
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Install Components on Master

Installing Control Service

The Control Service component functions as the single-point-of-control that con-
tains the entire dataset of the existing scenarios. Control Service communicates
with the Engines and the Managers. It is responsible for the management of all
scenario-related-tasks such as creation, configuration, monitoring, and running of
the scenarios.

Follow these steps:

1. Download RHA iso for Continuity Suite, and then open the folder.

2. From the mounted directory, double-click Setup.

» ThisPC » DVD Drive (E) ContinuitySuite

s

Name Date modified Type Size

Bin File folder

EMR File folder

Destrib File felder

Install File folder

UNIX_Linux File folder
1] autorun Setup Information 1KB
@ main 22N 245AM  lcon 63 KB
d Setup I22N8245AM  Application 131KB
1] Setup 3122013 245AM  Configuration sett... 1KB

3. On the Arcserve Continuity Suite installation wizard, click Install Com-
ponents.
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https://downloads.arcserve.com/arcserve_family_products/Continuity_Suite/18.2/RTM/ContinuitySuite.iso

Install Components on Master

Arcserve continuity Suite

Install Components )
Product Installation Browser

Documents
Support Information —e Install Components
Browse the CD L—e Read product Documents

—a Get In touch with Arcserve Senvices

—e Create Bare Metal Recovery Image

-

[Exit |
The wizard displays the components.

4. Click Install Control Service.

arcserve' continuity Suite

Install Components =—a Install Control Semnice

Documents —a Install Engine
Support Information

—a Install PowerShell Snap-in
Browse the CD

[Huin Menu ] [ Exit ]

5. On the Arcserve Continuity Suite Control Service - InstallShield Wizard, from
the drop-down list, select your preferred language, and then click OK.
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Install Components on Master

Arcserve Continuity Suite Control Service - InstallShield Wizard >

Select the language for the installation from the choices below.

English (United States) v

Corcel

After the initial process is complete, the Welcome page appears.
ﬁ Control Service - InstallShield Wizard o
Welcome to the InstallShield Wizard for
Arcserve Continuity Suite Control Service

The InstallShield{R) Wizard will install Arcserve Continuity Suite

. Control Service on your computer. To continue, dick Mext.
arcserve ’

Continuity

Suite

WARMING: This program is protected by copyright law and
international treaties.

Click Next.

On the License Agreement page, read the terms of the License Agreement,
select the | accept the terms of the License Agreement option, and then
click Next.
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Install Components on Master

ﬁ Control Service - InstallShield Wizard >

License Agreement

Please read the: followang keense agreement carefully. O rcse rve |

Arcserve (USA), LLC and/or icts affiliates or -
subasidiaries ("Arcserve®)

End User License Agreement (che "Agreement™) for the
Arcserve software product that is being installed as
well as the associated documenctacion and any S5DE, as
defined below, included within the product ("the
Product™) .

Carefully read the following terms and conditions

W
wmmn el e srmase ssmem sl mime Pesdismes mafass fmemend i e e

(®)1 acrept the terms of the License Agresment Print
()1 do NOT accept the terms of the License Agreement

< Back m;té | Cancel

8. On the Customer Information page, enter a user name, and then click Next.

InstallShield

ﬂ Control Service - InstallShield Wizard x
Customer Information -
Please enter your information. O rcs e rve

U=er Name:

Organization:

Installshield

9. On the Destination Folder page, retain the defaults, and then click Next. To
change the destination folder, click Change.
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Install Components on Master

ﬁ Control Service - InstallShield Wizard *

Destination Folder

Click Mext to install to this folder, or dick Change to install to a O rcs e r\,e

different folder.

Install Arcserve Continuity Suite Control Service to:
_,.-/ C:\Program Files (x86)\Arceerve \RHAManager), change...
Installshield
<ot cance

Note: The default installation directory is: C:\Program Files (x86)\Arc-
serve\RHA\Manager. All executables, DLLs and configuration files are located
within the INSTALLDIR.

10. For the upcoming screens, retain the defaults, and then click Next to con-
tinue.

Note: For more information about how to configure SSL Configuration, Ser-
vice Logon Information, and Control Service Role, see Install a Control Ser-

vice for a Standard Operation.

11. On the Ready to Install the Program page, click Install.
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Install Components on Master

ﬁ Control Service - InstallShield Wizard *

Ready to Install the Program

The wizard is ready to begin installation. O rcs e rve

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

Installshield

< Back - Inztall ] Cancel

Note: Click the Back button to return to the previous pages and change any
configuration as needed.

12. After installation is complete, click Finish to close the wizard.

ﬁ Control Service - InstallShield Wizard =

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed Arcserve

. Continuity Suite Contral Service, Click Finish to exit the wizard.
arcserve

Continuity

S

The Arcserve Continuity Suite Control Service is installed.

13. To open Control Service in a web portal, go to Start > Arcserve > Arcserve
Continuity Suite Overview.
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Install Components on Master

0‘-

ChAB M, .. % > -

Windows "Windows
Server Manager PaweerShell Powers

& W m

‘Wind crevs
Adenimstrativ... Task Manager Controd Paneld

')

0

Manager
Settings E E

Evaert Wiewser File Explorer

.
Tx

=
H4EEERN

WWin
‘Windows FowerShell
"oincl coevs

‘Windoras System

[
The web portal opens in a browser.

e 2 kel o 25308 ety point s i< 1 65 -6 Serh p-

{8 Login to decserve Continuity S | ) Loginto rcserve Confinuty S| & Login to Arcseve Cartinuit

Help

User Name:

arcserve Password:
Continuity Suite Domain:

Gapyighi (5] TER2020 Ararve [USAL LLEG. A1l righs eserves
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Install Components on Master

Installing Engine

Make sure that the Engine component, which is a service, is running before you
start any scenario. Install Engine on every server participating in any given scenario
such as the Master (source) and Replica (target) hosts. Each Engine supports both
Master and Replica functionality in addition to both Replication and High Avail-
ability scenarios. It may participate in multiple scenarios and serve in a different
role for each scenario. You can install Engines one by one locally on each host, or
concurrently through a remote installer on numerous hosts. You can also install it
during scenario creation if needed.

Follow these steps:

1. To extract installation package and start the engine installation, copy arc-
serverha.tar to your host, and then run the command as a root user.

Note: The script in the following example uses the command for installation
of RHEL 8 package.

tar xvf arcserverha.tar && tar zxf arcserverha-18.3-0.7024.rhel8.tgz && cd arc-
serverha && ./install.sh

The installation script for the Continuity Suite Engine is install.sh. When you
run this script without any option, it initiates the interactive installation pro-
cess. For silent or non-interactive installation, use install.sh -q or install.sh -y.
The following illustration lists additional customization options that you can
use with install.sh.

to install)

farce

MOTE: You must be an admin to install.

2. To provide your consent during interactive installation, do the following:
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Install Components on Master

. To continue with the installation and accept End User License Agree-

ment, type YES and press Enter.

If you already have the Continuity Suite Engine previously installed, a
prompt appears that needs your confirmation for product upgrade. To

upgrade, type YES and press Enter.

If you plan to use the given host as proxy and install Virtual Appliance
packages in Full System HA scenarios, type YES and press Enter.

. To confirm user group creation for Continuity Suite Engine, type YES
and press Enter.

Note: By default, only a root user can authenticate and manage
Continuity Suite Engine. Non-root users must be listed in the group to

be able to authenticate and manage Continuity Suite Engine.
Create “caarha" group?[YES]yes|

. Toreplicate Oracle and enable its support, type YES and press Enter.
The default option is NO.

. To select the language, type the number corresponding to the specified
language, and then press Enter.

. To allow firewall port to be opened for the engine, type YES and press
Enter.

The default port value is 25000.
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Install Components on Master

Note: If you plan to use a different port, type NO and later change the
engine port manually in the /opt/Arcserve/RHA/bin/ws_rep.cfg file,
and then open the corresponding firewall port.

If you want to enable latest product updates, type YES and press Enter.
The default option is NO.

3. Do the following NAT settings:

a.

On the Master server, run the following command in /op-
t/Arcserve/RHA/bin:

/natutl

To check if any machines are added, run the following command:
nat.list

To add the NAT settings, run the following command:
nat.addhost <VA IP address> 25000

To apply the NAT settings, run the following command:

nat.apply

To check whether the Master can communicate, run the following com-
mand:

telnet <VA IP address> 25000

Notes:

+ |f you decide to enable Oracle support, you must provide information

such as Oracle Owner, Oracle Home path, and Oracle Base path. The
Oracle Owner is primarily required as it allows the product to retrieve
the Home path and Base path information using the Oracle Owner user
environment. If the Home path and Base path information cannot be
found, then you must manually add them. On Solaris, if your Oracle
server is installed without the 32-bit Oracle client library, then you
must also provide the Oracle Instant Client path.

Although the Arcserve Continuity Suite package is installed, you are
prompted to reinstall it.

To allow non-root users to manage scenarios, you must create the
"caarha" group on your machine and make sure the group works with
the supplementary group.
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Install Components on Master

The Arcserve Continuity Suite Engine is installed.
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Configure Microsoft Azure

Configure Microsoft Azure

Arcserve Replication and High Availability needs some of the Azure properties for
the Full System scenario to work with Azure. Before adding an account in the
Continuity Suite manager, you need to configure Microsoft Azure, which includes
generating the following account information:

" E-mail Address

® Subscription ID

Tenant ID (Directory ID)
® Application ID
® Client Key

First, prepare the Azure cloud account, and then add the account in Continuity
Suite Manager.

To configure an Azure Cloud account, follow these steps:

1. Perform the following steps to register an Azure Active Directory application:

a. Log into the Azure portal.
b. From the left pane, select Azure Active Directory, and then click App
registrations.

Home

Create a resource o Arcserve | Overview

Home Azure Active Directory

.....

Dashboard
All services

FAVORITES &by Roles and administrators

SQL databases & Administrative units (Preview)

¥ Azure Cosmos DB #f Enterprise applications

Virtual machines N Devices

Load balancers &% App registrations

Storage accounts iy Identity Governance
<'# Wirtual networks

» Azure Active Directory a Licenses

Azure AD Connect

0 Monitor

w

c. Onthe Arcserve- App registrations page, click New registration.
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https://portal.azure.com/

Configure Microsoft Azure

Hertie 0 Arsaros - Apg regictrations

HE Arcserve - App registrations &N
waich (4] & endpoints /2 Troubloshoating 2 Appregisrations fLegacy) | 7 Gat feodback?

O Cueniew ) viccoms 1o the e and mpravee g registatcns {now eneraly vl See whats ne and eam mere an i changee -+

o Geting strted All applications  Cowned applications

d. On the Register an application page, do the following, and then click
Register:

" Name - Enter a name for the application.

® Supported account types - Select a supported account type, which
determines who can use the application.

® Redirect URI (optional) - Select Web or Public client (mobile &
desktop) for the type of application you are creating, and then
enter the redirect URI for your application.

Register an application I},

* Name

The user-facing display name for thiz application (thiz can be changed later).

Supported account types

Who can use thiz application or access this APIT

'@) Accounts in this organizational directory only [Arcserve only - Single tenant)
O Accounts in any organizational directony (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

Help me choose...

Redirect URI {optional)

We'll return the authentication responsze to this URI after successfully authenticating the user. Providing thiz now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Web v | | e.g. http=s/fmyapp.com/auth

By procesding, you agree to the Microsoft Platform Policies

e. On the search bar, type subscriptions, and then from the list, click Sub-
scriptions.

Chapter 2: Perform Live Migration 25



Configure Microsoft Azure

P subscriptiony XI
Services Marketplace
| Subscriptions : SharpCloud Subscriptions
¢, Event Grid Subscriptions  officeatwork | Premium Support Subscription
Resource graups Y OficeTechHub Azure Subscription Management
- Q Manage subscriptions in the Billing/Account Center Y MedStack Contral Annual Subscription
| Resources Documentation

f. On the Subscriptions pages, select the subscription for your application.

Subscriptions # ook X

Status ()
W || 3 selected W
Subscription name ty Subscription 10 ty Myrole ty Cument cost Status !
o Athing Qs B hetie

Note: If the subscription list does not display the required subscription,
select global subscriptions filter. Make sure the subscription you want
is selected for the portal.

g. From Subscriptions, go to Access control (IAM) > Check access, and
the click Add from the Add a role assignment box.
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Configure Microsoft Azure

Home » Subscriptions

LY I.m...:

Access control (JAM)

Subscription

1 Saarch [Cirke) « Fa v Dovinload role asgignments (preview) == ns ) fef () ot eadback?

O Owenien -
Role assignments  Denyassignments  Classic administrators — Roles
i Aditylog

”R Access control (1AM) Check s

b Reviewy the levelof accass a user group, senvice principal or 0 Addanke assignment
managed identiy has to this respurce. Leam morac? r
y Digmoze and salie problems (rant access fo resources 2t this scope by
find () sssianing & ol to a user, group, senvice
igning & rol to 3 user, group, senvic
0 seary Agure AD user, gioup, o senice prindipal W ‘ prindpelofmanaged ideniy
Events

Saarch by name or email address

m Lesm more [
Cost Management

On the Add role assignment page, do the following, and then click
Save:

" Role - Select the role you want to assign to the application.
® Assign access to - Leave it as default.

® Select - By default, the Azure AD applications do not display in
the available options. To find your application, search for the
name, and then select it.

Add role assignment >

Role

| Contributor G Ry |

Assign access to ()

| Azure AD user, group, or service principal S |

select &

i Mo users, groups, or service principals found.

Selected members:

. Remowve

| seve | EECEETENN
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Configure Microsoft Azure

The Azure Active Directory application is registered, and a role has been
assigned to it successfully.

Now, you can perform the next steps using the registered application to get
the required IDs and Key.

2. To get the Subscription ID1, follow these steps:
a. From the left navigation pane of Azure portal, click Subscriptions.

The list of your subscriptions is displayed along with the subscription ID.

Home > Subscriptions
Subscriptions Docure
Arcsenve
T Add
Shawing subscriptions in Arcserve, Don't see awi;s:l:!)tiu:w?i‘-‘.z tch directories
My role () Status ()
Bselected V|| 3 selected

Showing 1 of 1subscriptions - @ Show only subscriptions selected inthe global subscriptions fter O

4 Search to filter items..

Subscriptionname . Subscription ID P Myrole . Current cost Status

Qumer 92818 O Active

b. Copy the subscription ID, which is used while adding the account in
Continuity Suite Manager.

3. To get the Tenant ID2 and Application ID3, follow these steps:

a. Navigate to Azure Active Directory > App registrations > Owned
applications, and then select your application.

1The Subscription ID refers to a GUID (Globally Unique Identifier) that uniquely iden-
tifies your subscription to use Azure services.

2Tenant ID refers to the ID of the Azure Active Directory where you created the
application registration. Tenant ID is called Directory ID inside Azure Active Dir-
ectory Properties.

3An Application ID refers to a GUID that uniquely identifies the app's registration in
the Azure Active Directory tenant. Sometimes, it is also referred as Client ID.
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Create a fesource i Arcserve - App registrations
9 Azure Active Directory
; Home
|,. Search (Ctrl+/)
I Dashboard
0 Overview

# Getting started

i # Diagnose and solve problems
®! Virtual machines

& Load balancers Manage

8 Storage accounts & Users
#)

&7 Virtual networks b Groups

& Azure Active Directory

& Roles and administrators

e Monitor

"r".’ Advicar i Enterprise applications

(] Security Center B Devices

& Help + support 1 App registrations

+ New registration 2] Endpoints & Traublesh

o Welcome to the new and improved App registrations

changed.

All applications || Qwned applications

J Start typing a name or Application 1D to filter thest

Display name

b. Copy the Tenant ID and Application ID, which are used while adding the

account in the Continuity Suite Manager.

TLT Delete @ Endpoints

0 Got a second? We would love your feedback on Microsoft identity platform {previously Azure AD for developer). —

Display name
Iy
Application (client) 1D

Viittii L 404 U L

Directory (tenant) 10

o 0 Rl el e U i1

Object 1D

f 1 aiil dadtil Rt T Al )

4. To get the Client secret?, follow these steps:

Supported account types
My organization only

Redirect URIs
Add a Rediract URI

Application 1D URI
Add an Application 1D URI

Managed application in local directary

a. Onthe App registrations page, select the application, navigate to Cer-
tificates & secrets on the left pane, and then click New client secret to

add a client secret.

1Client secret is referred as an authentication key in Azure.
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Home » Arcserve | App registrations

Wi | Certificates & secrets #

2 Search (Ctrl+/) [

# Overview
& Quickstart

' Integration assistant (preview)

Manage

& Branding

D Authentication

1! Token configuration
4P| permissions
& Expose an AFI

B Owners

Certificates

Certificates can be used s secrets to prove the application's idenfity when requesting a token. Also can be refarrad fo as public keys.

T Upload certificate

Thumbprint Start date Expires

No certificates have been added for this application.

Client secrets

A secret string that the application uses to prove ts identity when requesting a token, Also can be referred to as application passwrd,

F New cent secret

Description Expires Value

No client secrets have been created for this application.

b. On the Add a client secret page, enter the description, select the expiry
interval, and then click Add.

Add a client secret

Description
Expires

O In 1year

(i:' In 2 years

O Never

m | Cancel |

The client secret value is displayed.
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wo - Certificates & secrets

0 Sagreh [Chel+)
B Overview
{} Chuickstart

Manage

= Branding

L]

Authentication
Certificates By seeret

|1 Token eonfiguration (preview)

[

AE| perensions

@ Eipose an AP

F Owners

& Poles and administratars {Pr...

i Manifest

Support + Troubleshaating

0 Capy the new ciers secret value, You wan's be able to retrieve it afer you perform anatner operatian ar leave this bace.

Credentials enable applications bo identify themsslves to the authentication senice when recening lokens at & web addressable loce
higher level of assurance, we recomeend using a certificate (instead of a client secret] & a credential,

Certificates

Certificates can be used a5 secrats to prove the application's identity when requesting a token. Also can be refered to as public keyt
Upload certificate

Mo certificates hawe been added for this application.

Thurrbprint Start Date Expires

Client secrats

A secret siring that the application uses to prove its idenhity when requesting a token. Also can be refemed to 2 application passwo

Mew client secret
Description Expires Value
[ e e [ |

Important! Copy and save this value as you cannot retrieve it later.

The Azure account for Live Migration is now configured.
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Provision VA on Microsoft Azure

The Continuity Suite Virtual Appliance (VA) is a VM running on the virtualization
platform or cloud where you want to replicate the Master servers. The VA acts as
Replica in a Continuity Suite Full System scenario. The Master server is replicated
to this virtualization platform or cloud. However, the Disaster Recovery VM of
Master server starts and runs on this virtualization platform or cloud for multiple
reasons, such as Assured Recovery testing, Switchover, and Start VM.

Follow these steps:

1. Log into the Azure Portal.

2. Search for virtual machines in the search bar, and then select Virtual
machines.

= Microsoft Azure  PARTEREWIIE

Services Sezdl Marketplace Seed
Azure s
K vityal machines N | f]l Managed Azure Viriual Machings
‘_Ij’J Virtual machines (classic) U f]l KogSistem Azure Virtual Machings Management D
B 5oL chi  red ize L
el SQL virtuzl machines [ Red Hat Enterprise Linux 7 8
resoul Ry virtual machine scalesets B cat Synergy (virtual maching)

Ad i ot .
Virtual networks Documentation Seed

S CloudSimple Virtual Machines

Recent
& Recovery Senvices vaults

Dav4 and Ddsvd-series - Azure Virtual Machines | Microsoft.
Name 8 Free senvices o |

Server-side encryption of Azure Managed Disks - Azure CL ..
[
n Virtual clusters N . ; Y p i
(] tecpt B WM sizes in Azure - Azure Windows Virtual Machings .. B
= st ) Virtual wans |
= Lok Resource Groups i
- Resources |
= archiv No resulfs were found. §i

No results were found.
Searching all subscriptions. Change
3. Onthe Virtual machines page, click Add, and then click Virtual machine.

Home »

Virtual machines # X

(SErve

o N A . . § - y
k_u' Resenations v 3= Htcons () Refresh 2 Iy preview Assign't ‘ ‘ tele = W

T Virtual machine

T Startwith a preset configuretion ce brawser! Thi experienceis faster and has impraved sorting and fiering capabites Please note that the new experience will ot shanw cassc virtuzl
MBCTINeS 3N 00es ot nciuae suppor for some columns such as maintenance status

The Create a virtual machine page appears.
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Create a virtual machine

Basics  Disks  Networking  Management Adv@ced Tags  Review + create

Create 2 virtual machine that runs Linux or Windows, Select an image from Azure marketplace or use your own customized
image. Complete the Basics tab then Review + create to provision a virtual machine with default parameters o review each tab
for full customization, Learn more &

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage 2l

YO FEsguIrces,
Subscription * (1) Archiving W
Resource group * (1) {New) Resource group W

Create new

4. On the Basics tab, under Project details, do the following:
® Subscription - Select the correct subscription.

® Resource group - Select the existed resource group from the drop-
down list or click Create new to create a new resource group. Enter a
name for the resource group, and then click OK.
Project details

Selact the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage &l

your resources,
Subscription * (1) Archiving W
Resource group * (1) {Naw) Resource group W

Create new

Instance details A resource group is a container that holds related

Virtual machine name * () resources for an Azure solution.

Region* () Name *

Availability options (0

Review + create Jic Cancel

JUL

5. Under Instance details, do the following, and retain defaults for the remain-
ing fields:
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® Virtual machine name - Enter a name for the virtual machine.
® Region - Select the required region.
" |Image - Select the required image.

Instance details

Virtual machine name * (7) ‘ TestVM /‘
Region* (0 (Asia Pacific) Southeast Asia v ‘
Availability options () No infrastructura redundancy required v ‘

Image * () ‘ Ubuntu Server 13.04 175 - Gen1 v ‘

Browse all public and private images

» 2
Azure Spot instance () O es (8) No
Size* (1) ‘ Standard_02s.v3 - 2 vepus, 8 GIB memary (§91.25/month) Y
Select size

6. Under Administrator account, select the Authentication type as Password,
and then provide a user name and password.

Note: The password must be at least 12 characters long and meet the
defined complexity requirements.

Administrator account

Authentication type () () ssHpublickey (8) Password

Username * (1) Azureuser /‘
Password * () /‘
Confirm password * (0 /

7. Under Inbound port rules, do the following:
® Public inbound ports - Select Allow selected ports.

® Select inbound ports - From the drop-down list, select all the inbound
ports so that all the ports get enabled when you use this option.
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Inbound port rules h

Select which virtuzl maching network parts are accessible from the public internet, You can specify more limited or granular
network access on the Networking tab,

Public inbound ports * O None (8) Allow selected port

Select inbound ports * ‘ HTTP (30), HTTRS (443], 55H (22) W

This will allow all IP addresses to access your virtual machine. This is only
recommended for testing, Use the Advanced contrals in the Networking tab
to create rules to limit inbound traffic to known IP addresses.

8. Retain defaults for the remaining fields, and then click Next: Disks.

9. On the Disks tab, we recommend using the default settings, however you
may make changes as needed, and then click Next: Networking.

Basics  Disks  MNetworking  Management  Advanced  Tags  Review + create

Azure VMs have one operating system disk and a temporary disk for short-term storage, You can attach additional data disks.
The size of the VM determines the type of storage you can use and the number of data disks allowed. Learn more

Disk options

05 disk type * (0 | premium SsD v

Encryption type * | (Default) Encryption at-rest with a platform-managed key W |
(i

Data disks %

You can add and configure additional data disks for your virtual machine or attach existing disks. This VM also comes with a
temporary disk.
LUN Name Size (GIB) Disk type Haost caching

Create and attach anew disk  Attach an existing disk
| < Previous | ‘ Next : Networking > |

10. On the Networking tab, we recommend using the default settings, however

you may make changes as needed, and then click Next: Management.
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Basicc  Disks  Networking  Management  Advanced  Tags  Review + create

Define network connectivity for your virtual machine by configuring network interface card (NIC) settings. You can control
ports, inbound and outbound connectivity with security group rules, or place behind an existing load balancing solution.
Leamn mare [}

Network interface

When creating a virtual maching, a network interface will be created for you.

Virtual network * (0 | {new) techpubs-vnet v |

Create new

Subnet * (@ | {new) default (10.0.2.0/24) W |

PublicIP (@) | {new) TestVM-ip v |
Create new

NIC network security group (0 O None (@) sasic () Advanced

Public inbound ports * () O None @ Allow selected ports

| < Previous || Next : Management » |

11. On the Management tab, we recommend using the default settings, however
you may make changes as needed, and then lick Next: Advanced.

Basice  Disks  Networking  Management  Advanced  Tags  Review + create
Configure monitering and management options for your VM.

Azure Security Center

Azyre Security Center provides unified security management and advanced threat protection across hybrid cloud workloads.
Learn more

9 vour subscription is protectad by Azure Security Center basic plan.

Monitoring

Boot diagnostics (© @ On O off

08 guest diagnostics () Oon @ of

Diagnostics storage account * (D) ‘ {new) techpubsdiag552 v

Create new

| < Previous ‘H Next: Advanced > |

12. On the Advanced tab, click Next: Tags.
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Basics  Disks  Networking  Management  Advanced  Tags  Review + create

Add additional configuration, agents, scripts or applications via virtual machine extensions or cloud-init.

Extensions

Extensions provide post-deployment configuration and automation.
Extensions (1) Select an extension to install

Custom data

Pass a script, configuration file, or other data into the virtual machine while it is being provisionad. The data will be saved on
the VM in a known location. Learn more about custom data for YMs &

Custom data

| <previous  |[Next:Tags> |

13. On the Tags tab, click Next: Review + create.

Basics  Disks  Networking  Management  Advanced Tags  Review + create

Note that if you create tags and then change resource settings on other tabs, your tags will be automatically updated.

Name (O Value 3 Resource

| : | || 12 selected v

Review + create | < Previous | | Mext : Review + create = |

On the Review + create page, the Validation passed message appears.

14. On the Review + create tab, click Create.
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o Validation passed

Basics  Disks  Networking  Management  Advanced Tags  Review + create

PRODUCT DETAILS
Standard D2s v3 Subscription credits apply &
by Microsoft 0.2170 USD/hr

f T W MICY .- . -
Terms of use | Privacy policy Pricing for other VM sizes

TERMS

By clicking "Create”, | {3) agree to the legal terms and privacy statement(s) associated with the Marketplace offering(s) listed
above; (b) authorize Microsoft to bill my current payment method for the fees associated with the offering(s), with the same
billing frequency as my Azure subscription; and () agree that Microsoft may share my contact, usage and transactional
information with the provider(s) of the offering(s) for support, billing and other transactional activities. Microsoft does not
provide rights for third-party offerings. See the Azure Marketplace Terms for additional details.

Create < Previous Download a template for automation

Wait until the deployment process is complete.

15. Navigate to Home tab on the top-right corner, and then click Virtual
machines.

Microsoft Azure

P Search resources, services, and docs (G+/)

Azure services

| | —

+ (@] = @

Createa Virtual Storage Resource  Subscriptions
| resource ¢ | machines accounts groups

N

16. On the Virtual machines page, select the virtual machine.
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nome

Virtual machines

Arcserve
T .
 Add (Y Reservations

Subscriptions: Archiving

e

. AN
Edit columns  \_) Refresh

Assign tags start C' Restart
© Assigntags [> ; O

‘ Filter by name..

‘ ‘ All resource groups W | ‘ All types W ‘
1 of 4 items selected
D Name ., Type T4 Status Resource group T,
D B ganesh3govm Virtual machine Running Ganesh_arch
D K % Virtual machine Running techpubs
D B yssureshvm Virtual machine Running Ganesh_arch
D B ushauavm Virtual machine Running Ganesh_arch

The overview page for your virtual machine opens.

board.

17. On the overview page, select the public IP address and copy it to the clip-

Operating system
Size

Public IP address

. Linux (ubuntu 1

: Standard D2s v3

18. To connect to the virtual machine, do the following:

a. Search for PUTTY in the search bar next to the start menu, and then

click PuTTY.

b. Inthe Category pane, select Session, and do the following:

® Host Name (or IP address) — Type the IP address or host name.

® Connection type — Select SSH as connection type.

® Port — Type the port value. The default port value is 22.
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E® PuTTY Configuration

Category.
Logging
— Tearminal
Keayboard
Bell
Fealures
Window
Appearance
Behasiour
Translaton
Selection
Colours
— Connection
Crata
Prosy
Tednet
Riagin
[ssH
“Seral

About

Basic options for your PuTTY sassion
Specify the destination you want to connect to

Host Name (or IP addrass) Port

Wi - izz
Connaction type:
(_JRaw () Tenet (_)Rlogn (@ SSH () Senal

Load, save or delata a stored session

Saved Sassons

Dafault Sattings Load
Save
Drabate

Close window on exat:

() Aways () Newer (@) Only on clean exit

Cancel

c. If you are connecting to the instance for the first time, PuTTY displays a
security alert message asking whether you trust the host you are con-

necting to. Click Yes.

PuTTY Security Alert

ot

The server's host key is not cached in the registry. You
1. have no guarantee that the server is the computer you

think it is.

The server's rsa2 key fingerprint is:

ssh-rsa 2048 83:60:a1:38:61:12:05:ae:48:37:5e:3d: 118302
If you trust this host, hit Yes to add the key to

PuTTY's cache and carry on connecting

If you want to carry on connecting just once, without
adding the key to the cache, hit Mo.

If you do not trust this host, hit Cancel to abandon the

connection.

Yes | Mo
T

Cancel

A window opens and you are connected to your Linux instance.
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‘§' thatest(@ TechV;~ 0 %
.

d. Log into your Linux VM account using the user name and password,
and do the following:

1. To change the password for root user, run the following com-
mand:

sudo passwd

2. To open the sshd server system-wide configuration file, run the
following command:

sudo vi etc/ssh/sshd_config
3. To permit root login, type Yes. The default option is Yes.

4. To allow password authentication, type Yes. The default option is

No.

We recommend that you type Yes, and run the following com-
mand:

sudo systemctl restart sshd
e. Open a new PUTTY session, do the following, and then click Open:
® Host Name (or IP address) — Type the IP address or host name.
® Connection type — Select SSH as connection type.

" Port — Type the port value. The default port value is 22.
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_&ﬁ PuTTYy (:-:_uﬁig;nul,i:_;—n b
Category.
Basic options for your PUTTY sassion

Logging Specify the destination at to connect t

Torminai pecify the destination you want to connect to
Keyboard Host Nama (or IP addrass) Port
Bell 22
Fealures

Window C_"_"" nection t}-pe. - — =
Appearance (_JRaw (_)Telnet (_)Riogn (®)SSH () Senal
Bixhanao

= = Load, save or delete a stored session

Iranslatan
Salechon Saved Sassons
Colours

Connection
Data Dalaull Sattngs Load
Proxy
Teinet Save
Riagin

L SSH Deelats
Senal

Close window on exat
() Abways Newver (&) Oniy on clean exil
Aboul cancel
f. Log into the VM as a root user.
& L PuTTY - 0O x
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Install Engine on Replica

To install Engine on Replica server, see Installing Engine.
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Create Full System Scenario for Microsoft Azure

Arcserve Live Migration supports both Windows and Linux for Full System scenario.
If the source server is Windows, then the Virtual Appliance (VA) must be Windows.
If the source server is Linux, then the VA must be Linux as well.

Before you create a scenario, add Azure Cloud Account in Continuity Suite Man-
ager. For more information see, Configure Azure Cloud.

To add an Azure Cloud Account in Continuity Suite Manager, follow these
steps:

1. On the Continuity Suite Manager, navigate to Cloud > Manage Cloud
Accounts.

@ Arcserve Continuity Suite Manager - @shval01-vm125:8088
Scenaric Edit Events View Tools Help

COE@ D pEE ['" Manage Cloud Accounts M.
DDD Scenario View B Snapshot View D Remote Installer Menitor ﬁ.i Host Maintenance Monitor

2. Onthe Manage Cloud Accounts screen, click Add.

il'?i Manage Cloud Accounts -
L.S Add
Update
Remaove
Clese

3. Onthe Add Cloud Account screen, enter the following details in the required
fields, and then click OK:

® Cloud Account - Provide the cloud account, which is a user name you
have defined.

® Subscription ID - Provide the Subscription ID.
® Tenant ID - Provide the Tenant ID.
® Application ID - Provide the Application ID.

® Client Key - Provide the Client Key.
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Note: For more information about how to configure the Azure account
details, see Configure Microsoft Azure.

Add Cloud Account
Cloud Provider: = Microsoft Azure
Cloud Account
Subscription 1D:
Tenant ID:
Application ID:

Client Key:

oK Cancel

The Azure account for Live Migration is now added.
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Creating Full System Scenario for Microsoft Azure

This section provides instructions on how to create full system scenario for
Microsoft Azure. Before you begin, make sure to register and create an account in
Azure.

Follow these steps:

1. Open the Arcserve Continuity Suite Manager, navigate to Scenario>New or
click the New Scenario button to launch the wizard.

2. On the Welcome to the New Scenario Wizard screen, select Create a New
Scenario, select a Scenario Group from the list, and then click Next.

@ Scenario Creation Wizard - [u] b'e

‘Welcome to the New Scenario Wizard

is wizard wi you ereate & new scenario, efther from scratch or usng a predefined temelate. R may also be used to create new
P Welcome Thi rd wil help hes f ich defined template. lzo be used
\ " wil I
Product T templates. When the scenario creation is finished, you will be able to run the scenario.
Scenario Selup Tor exit the wizard and cortinue configuration manually from any step, click the Finish button

Scenario Verification
Run Scenario

® Create a New Scenario

O Create a New Template

Assign a Scenario Group (select existing one or enter a new group
name)

Scenarios w

Back MNext Einish Cancel

3. Onthe Select Server and Product Type screen, select Full System, High Avail-
ability Scenario (HA), and then click Next.

Note: To perform Assured Recovery testing, select the Integrity Testing for
Assured Recovery (AR) check box.
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Scenario Creation Wizard \;lﬂ-

Select Server and Product Type

¥ Welcome Select 3 licensed servertype. product type and a required task below. |f the desired option is not listed. please do one of the following:
P ProductTs ¥ you have an appropriate license key, exit the wizard by clicking Cancel and then cick Help, Register.
Lellies F you do not have an appropriate license key and you zre interested in obtaining one, please contact your software provider.

Scenario Setup
anolt s Select Server Type
Run Scenario ) File Server

Q Custom Application
iR Microsoft Exchange Server

% Arcserve Confinuity Suite Control Service
=3 Microsft Hyper-V

13 Microsoft SharePoint Server

I=! Full System

Select Product Type
() Replication and Data Recovery Scenario (DR)
®) High Availability Scenario (HA)
t ution T L
[ Integrity Testing for Assured Recovery (AR)
Integration Options
® None

[ Bak [ He¢ [ Enish | Cancel |

On the Master and Replica Hosts screen, do the following, and then click
Next:

8 Seenanio Creation Wizard

- n] W
Master and Replica Hosts
¥ Welcome Erter the hotname or [P address for the Master (source) host
v vt T Erter the hostname o [P addmss for Vitual Platform hoat which hosts vitusl machines. (Not spplcabls for Hyper ' scenanios)
Product Type Erter the hostrame or [P address for the Applance host which i one of vitual machines hosted by Vitual Platforn and weh Arcserve
Soonario Solup Contruty Suts Engne nataled
Seenano Yenhcabion Masier Semng
Run Seenario Scenanc Name
AzureF ullsystem
Master Hostrame1P Master 05 Type
| Pot | 25000 | Linux v
Replica Settng
Server Type
Microsoh Azure W
Virtual Plathsrm HostramalP
Port O e
Apphance HostnamelF
| E] Pot 25000
[ Verify Arcserve Contiruity Suite Engine on Hosts
fack [ H= | Enish Gancel

" Scenario Name - Enter a scenario name. The default name is based on
the scenario type, for example, Full System.

® Master Hostname/IP - Enter the IP address of a physical machine you
want to protect.

® Master OS Type - Select Linux as the Master OS Type.
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® Server Type - Select Microsoft Azure as the Replica server.

® Appliance Hostname/IP and Port - Browse the Appliance Host-
name/IP to select the Replica server.

Note: Select the Verify Arcserve Continuity Suite Engine on Hosts
check box to verify the connectivity between Master and Replica. It
verifies that the engines are installed on the Master. To skip veri-
fication, clear the check box.

On the Cloud Instance Selection dialog, from the Location drop-down
list, select the location. The list refreshes to display the relevant Azure
instances. From the list, select the Azure instance you had created, and
then click OK.

Cloud Instance Selection X |

Cloud Provider:  Microsoft Ao

Cloud Account: | Arcserve v | location: southeastasia v

Resource ID Name IP Resource Group

Isubscriptions/11711232-9_ piilly r RHA

Isubscriptions/ 117112329 Tz ] SomaRHA

Only the managed virtual machines will be listed here Refresh 0K Cancel

5. Onthe Engine Verification screen, the User credentials dialog appears. Enter
the user name and password, and then click OK.
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O s

¥ Welcome

¥ Product Type

% Scenario Setup
¥ Host
P Engine Verification
Volume Setting
Scenario Properties
Hosts Properties
Switchover Properties

Run Scenario

Engine Verification

Eehz:e;m User credentials X paled on the selected hosts.
User account for host ™
Install User name: p— Logon Account ~ Started  B4-bitOS | Port
O & 10601 No No
O & 521631  Pessword: — No Ne
[ Domain:
User account for host %
User name: B
Password: |
Domain
For Windows Users: Enter the domain or
hostname in the domain or user field
Total: | 2 Ervor: | 2 Install Refresh
Infa: Show log

Back

Next: Finish Cancel

Wait for Engine verification to complete, and then click Next.

@ Scenario Creation Wizard

¥ Welcome

% Product Type

% Scenario Setup
" Host
P Engine Verification
Volume Setting
Scenario Properties
Hosts Properties
Switchover Properties

Run Scenario

- a X

Engine Verification

The system automatically checks whether Arcserve Continuity Sute Engine is instaled on the selected hosts,

To instal an Engine on a host, select its check box and click Install.

Install On Hosts

Installed

Server Status

Installed

Current Version

18.3.0.7025
18.3.0.7025

Logon Account  Started = 64-bitOS  Port

Total: | 2 Selected: | 2 Success: |2 Error: | 0 Install Refresh
Info: | Host: - Status: Installed (version 18.3.0.7025) Show log
O
Back Next Einish Gancel

6. On the Volume Setting screen, select one or more volumes for the physical
machine you want to protect, and then click Next.
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@ Seenano Crestion Wizard

Volume Setting
¥ Welcome Please selact one or more volumes for the physical machine you want protected. To see more detailed information. dlick on a volume. Al
¥ Product Type the sub folders and files in the excluded folder will be excluded as wel

+ Scenario Setup
¥ Host

Volumes to be protecied
¥ Engine Vetﬂi:abn

£ I— Eropery ) Velus
§ — A
P Volume Setting v C ] File System T_ NTFS I

Scenario Properties + (14 WA\Volume(d014b737-0000-0000-0000-100000000 1y or Loter  C/

Hosts P = System Volu. No

o = BootVelume  Yes

h:l_ M g p"_"“ Label
Scenario Verification Total Size 126GB
Run S - Free Size 112GB
Cluster Size 4096
P, >

[4 Enable exclude directory and files Volume Settng  Fles

Back #en | Einish Cancel

7. Onthe Scenario Properties screen, click Next.

@ Scenario Creation Wizard

- [m] x
Scenario Properties
¥ Welcome The scenario properties are configured here. You can also configure these properties after the completion of the wizard steps.
« Product T The recommended default values are aiready listed. Before changing these values, please refer to the Arcserve Continutty Suite
me Administration Guide.
% Scenario Setup
" Host Property Value
4 Engine Verification ,ﬂ Canacal
& Volume Setting # @) Replication
P Scenaric Properies @8 Event Notification
Hosts Properties #@) Report Handling
Switchover Properties
Run Scenario
e
Back Next Einish Cancel

8. On the High Availability Network Adapter Mapping dialog, enter the fol-
lowing details, and then click OK:

® Choose virtual network - Select virtual network from the drop-down
list.

" Replica Network Adapter - Select the Replica network adapter from
the drop-down list.
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® Security Group - Select the required security group from the drop-
down list.

® |P Address - Select one of the following:

® Assign static private IP Address
" Enable public IP address

® |f you want to create a new public IP address, enable the
Create a new public IP address option.

" |f you want to connect to the virtual machine from outside
your network, enable the Use an existed public IP address

L High Availability Network Adapter Mapping - m] ®
Please set network mappings between master adapter and replica adapter.
Choose virtual network | FSHAW in-rsgl-vnet (FSHAWIn-rsgl) ~
Master Metwork Adapter Replica Network Adapter
'Y ethl default| 10.0.3.024 ~
Master Adapter Information Replica adapter setting method
m ethl Please select the method to set the taret adapter corfiguration.
¥ you customized the routing table on the master and used a diferent subnet, then verfy the route table of
the switchover VM
DHCP Enabled
Yes
IP Address
Subnet Mask IP Settings DNS&WINS Microsoft Azure
Gateways
DNS Server Security Group
- Security Group FSHAWINVAL-nsg ~

IP Address
[ Assign static private IP Address

Plezse make sure the private |F address is in the range of the subnet IP addresses and is
an available address

Enable public IP Address
® Create a new public IP address
(O Use an existed public IP address

el

On the Master and Replica Properties screen, navigate to Virtual Machine ->
Virtual Machine Setting, select Assured Recovery Network, and then click

Next.

Note: The Assured Recovery Network option displays only If you have
enabled the Integrity Testing for Assured Recovery (AR) option on the
Select Server and Product Type screen.
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@ Scenario Creation Wizard = [m] X

Master and Replica Properties

¥ Welcome The Master and Replica properties are configured here, You can also configure these properties after the completion of the wizard steps.
+ Product Type The recommended default values are already listed. Before changing these values, please refer to the Arcserve Continutty Suite

Administration Guide
+ Scenario Setup
¥ Host

Master Properties Value Replica Properties Value A

¥ Engine Verification [ @ Host Connection 2 Virtual Platform Type Microsoft Azure

¥ Volume Sefting ® @ Replication Virtual Platform p om

' Scenario Properties #8) spool Erort 443

P Hosts Properties 18] Event Notification é| SSL Connection 1

Switchaver Properties [#'2] Reporis @) Virtual Machine Setting
Scenario Verification B‘hrlual Machine Name L34
—— & VM Size Standard_DS2_v2

:iﬂesourt.e Group RHA
i] Storage Account Type Premium 38D

ii High Availability Network ... Network mapping...
Lﬂ Spool
@i cloud
@ Recovery v
3 >

Configure mapping between the physical networks on master
and replica for AR

D
Back Einish Cancel

10. On the Assured Recovery Network Adapter Mapping dialog, enter the fol-
lowing details, and then click OK:

® Choose virtual network - Select virtual network from the drop-down
list.

® Replica Network Adapter - Select the Replica network adapter from
the drop-down list.

® Security Group - Select the required security group from the drop-
down list.

® |P Address - Select one of the following:
® Assign static private IP Address
® Enable public IP address

" |f you want to create a new public IP address, enable the
Create a new public IP address option.

® |f you want to connect to the virtual machine from outside
your network, enable the Use an existed public IP address
option.
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L Assured Recovery Network Adapter Mapping - O b4

Please set network mappings between master adapter and replica adapter.

Choose virtual network | FSHAW in-rsgl-vnet (FSHAWIin-rsgl) ~
Master Network Adapter Replica Network Adapter
[§ ethD default | 10.0.3.024 ~
Master Adapter Information Replica adapter setting method
m ethl Please select the method to set the target adapter configuration.
¥ you customized the routing table on the master and used a diferent subnet. then venfy the route table of
the switchowver VM.
DHCP Enabled
Yoz
IP Address
"
Subnet Mask IP Settings DNS&WINS Microsoft Azure
Gateways
Loes Security Group
wles Security Group FSHAWInVAl-nsg el
IP Address

[ Assign static private IP Address

Please make sure the private IP address is in the range of the subnet IP addresses and is
an available address,

Enable public IP Address
(® Create a new public IP address
O Use an existed public IP address

Cancel

11. On the Switchover Properties screen, accept the default values or modify the
values, and then click Next.

@ Scenario Creation Wizard - o X
Switchover Properties
¥ Welcome Switchover properties wil be configured in this step. Tha recommended default valuss ane listed balow. Refer 1o the Admirstration Guide
¥ Product Type before madifying the cument settings.
% Scenario Setup
¥ Host Property Value
¥ Engine Varification B @Smrchwel
& Volume Setting @ Hosts
& Scenaric Properties (i @Nelﬂm‘k Traffic Redirection
% Hosts Properties I*@Ig&lwe
P Switchover Properties i @DB Management
Scenario Verification |'Z®Achon upon Success
Run Scenario

L ——————— —
Back Einish Gancel
12. On the Switchover Initiation screen, specify if you want the switchover to
start automatically (Switchover automatically) or manually (Switchover manu-
ally), and then click Next.
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@ Scenario Creation Wizard - [n] x

Switchover Initiation

¥ Welcome The properies below control automatic switchover,
% Product Type
% Scenario Setup
¥ Host
Switchover |nitiation
4 Engine Verification

& Volume Setting

% Scenario Properties i E y
] A switchover can be inibialed automatically if the Master server is down or database failure detected. It can also be
" Hosts Properties manually initiated by the administrator. In both cases, a notification message is provided when a failure is detected
P Switchover Properties
Run Scenario

() Swilchover automatically

(® Swilchover man ually

I
Back Next Finish Cancel

13. On the Scenario Verification screen, click Next.

@ Scenario Creation Wizard - [m] x

Scenario Verification

¥ Welcome The system automatically verifies the scenario settings to help ensure proper operation,
 Product T Any emors must be resolved before continuing. R is also strongly recommended that all wamings should be resolved. F continuing with
we waming, ensure their potential impact is fully understood. After making any necessary changes. click Retry to repeat the scenarnio

+ Scenario Setup verfication
¥ Host WABNING: Can't ping the | from !
+ Engine Verification
« Volume Setting Are you sure you want to run scenario 'AzureFullsystem'?
% Scenario Properies
¥ Hosts Properties

+ Switchover Properties
I Scenario Verification
Run Scenario

Retry More Infa...
O ———
Back Next, Finish Cancel

14. On the Scenario Run screen, to start synchronization immediately and activ-
ate the scenario, click Run Now. To save and run the scenario later, click Fin-
ish.
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@ Scenario Creation Wizard

Scenario Run

¥ Welcome The scenario has been configured and is ready to run. Press Fun Now to sta the scenario. Iitial dsta synchronization wil start
+ Produdt Type automatically after pressing the Run Now button. To run scenario later press the Finish button
" Scenario Setup

¥ Host Product type High Availability Scenario (HA)

W IEEE e Server type Full Systam

" Volume Setting

¥ 5 Properti Integrity Testing for Assured Recovery on

" Hosts Properties Replication mode Onling

V¥ Swichon P
+ Scenario Verification e
b Run Scenario Name i

Spool size (MB) Unlimited
{ | Spool path INSTALLDIR\mp/spool

Replica
Name e

Spool size (MB) Unlimited

Spool path [INSTALLDIR\Amplspool

Master Root Directories
]

Replica Root Directories
I

I

Einish |

Ei(mwf |

Cancel

The synchronization between Master and Replica servers starts. Wait for syn-

chronization to complete.

B aureF ullsyslem Running HAAR Full Syatem Onling
W | Cwged | el SewPl | ReesdOm | Rewedfles | hyed |
B T ™ T I
A | | |
itew group
12 ouDieceris [ Preies 5 gh iy P [l Smsies
Messie 0 Senmcd Sty ot Seenate T it
SHOM2 M| Sefert  ESLIGNGI) 1l 81172000 62016 M Sumend b Aive checks
SRIBII M [Spbent  ESIGNEN 1l 91200620 16 Resume I Al checks
Lo TN B i Vs AN The ek e ey e,
L W fu RO EE T Matrg s
tncagony/ 1111 314 ech o 50 MEDUERBA e Pl vt Mo Compde
L] B BUEmBY  yvaeTa g ik 25HIEMEAES DR e
R0 I BEEmBY i g g lca e
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Perform Assured Recovery Testing

Note: Perform the Assured Recovery test only if you have enabled the Integrity
Testing for Assured Recovery (AR) option on the Select Server and Product Type
screen.

You can fully automate the Assured Recovery tests and schedule these tests as
often as needed. On completion, an alert is sent to the appropriate personnel with
the test status. You can also trigger additional actions such as taking a VSS snapshot
of the data or running a backup. Alternatively, you can perform AR testing in a non-
scheduled mode, and initiate the tests automatically or manually.

Follow these steps:
1. On the Arcserve Continuity Suite Manager, verify that the AR scenario is run-
ning.

2. On the Standard toolbar, click the Replica Integrity Testing button, or right-
click the Replica and select Replica Integrity Testing from the shortcut
menu.

The Replica Integrity Testing for Assured dialog opens.

Replica Integrity Testing for Assured
551—_]" Replica testing

[&] User defined script OFf
Elh Action on successful test

Create Shadow Copy (WSS) Off

User defined script Off

[ Manual testing

Selecting "Manual testing™ will stop application of new changes on
the replica. Duning testing replication will continue. but new changes
will spool on the replica. rather than be applisd.

Important! To stop the manual testing press "Replica Integrity
Testing™ button once again. If you do not. new changes will continue
to spool on the Replica uniil the space allocated to spool is
consumed. If that cccurs resynchronization will be required._

[] Start testing when all journals are applied

Are you sure you want to start Integrity Testing on host
54 81.119.88 %2

oK Cancel

3. To start automatic AR test using the existing configuration, click OK.

Notes:
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" To start the AR test manually, select the Manual testing checkbox, and
then click OK.

® To change the test configuration before running the test, click Cancel.
For more information, see Configure Assured Recovery Properties.

® Before the test begins to run, Arcserve Live Migration verifies that no
synchronization, AR test or replication suspension tasks are in progress
on any of the hosts that participate in the current scenario.

After the verification completes, the AR test begins.

12473 :
| ames  amE omess

& | 4:M85'

0 RockDvcies ) ot 5 Hih ity s [ Ssoies

emgpe ) Seqned ey S Tt vt
RO3E? &® fm EERETE SR Danowrtng dek
It/ 020 o0 M g o Mot o
A3 B f CEAEE b vames o i Relee ELIGL 11611 e gyt
RIS B f EEAGHGE oy v g Wlagty Tt From S 514 cmby e e o it
L] W fh REhorhdsen 1 svamzoam Posing Spchoiion ot celed & VA0 064 o et
SROMDT W | Spfen  ERACIE {3 U170 42T A Resume s Alve checks
SO0 M6 Silican Bi216ITI6191 1) 9172000 644:22 M Al modilcations ting synetrizaton piid e plicaed

The steps of the test are displayed as messages in the Event pane.

After the test is finished, the Replica is automatically restored to the same
state it was when the replication was suspended. The changes that were accu-
mulated in the spool gets applied, and the replication resumes.
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Perform Assured Recovery Testing

hped |

A WREE - | - | M6 1T 0006
Mo group

|22 Roct Divecries ) Fropei 5 Figh ity Fropeis @ Saatcs

Megeage 0 Soqance” vty HeaSirat Tae Bl

SROD401 bl i Sarificant HELIELE 91 1 YA 123 AN Rasuma Is Alive checks

SROD401 i) j&pﬂm EEARIEAL] 1 AN AT AN Resume |s Alve checks

SRO0I04 m ] Syt HE1E3116.191 AN T AN Replication to eplea 52. 163,116,191 resumed

ERDD0SE 0 @ bmor HEL63116.191 @Mm JAEE ) Recaived command Fasuma while nol suspénded

SROD10E n iw 216116191 {E&IIMII}MM Starting replication resume [From SomaC5-| M shated com by user thatest com\Adminidrator
SROD104 m i&pﬂm HEELTIE 191 1 AN AT AN Replication to rephea 52163 116 191 resumed

By default, after the AR test is performed, an Assured Recovery Report is gen-
erated.

Notes:

® |f the Assured Recovery Report is not generated, on the Replica Prop-
erties list, under the Reports group, check the value of the Generate
Assured Recovery Report property.

® To view the report, see View a Report.

All the tasks that were performed during the AR test are listed in the AR
Report, along with their activation time and status.
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Perform Cut off/Switchover

Switchover (or failover) is the process of changing roles between the Master and
Replica, that is, making the Master server the standby server, and the Replica
server the active server.

Switchover can be triggered automatically by Arcserve Live Migration when it
detects that the Master is unavailable (failover). Alternatively, Arcserve Live Migra-
tion can simply alert you to the problem, and then you can manually initiate
switchover from the Manager.

Follow these steps:
1. Open the Manager and then select the required scenario from the Scenario
pane. Verify if it is running.

2. On the standard toolbar, click the Perform Switchover button, or select the
Perform Switchover option from the Tools menu.

A confirmation message appears.

E?/ The mapped network adapters of master wil be disabled and need to be enabled manually when the master is back.
Are you sure you wart to perform a Switchaver?

Do not watt unti all joumals are applied

Yes No

3. [Optional] Select the Do not wait until all journals are applied check box to
immediately perform switchover even before all journals are applied. If you
do not select this check box, the switchover process gets initiated only after
all journals are applied.

4. Click Yes on the confirmation message. This procedure initiates a switchover
from the Master server to the Replica server.

During switchover, the Event pane gives detailed information about the
switchover process.
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After the switchover is complete, the scenario gets stopped.

Note: The only case in which the scenario may continue to run after

switchover is when automatic reverse replication is defined as Start auto-

matically.

When the switchover is completed, the Event pane displays the Switchover
completed message.
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Now, the original Master becomes the Replica, and the original Replica
becomes the Master.
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