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OFIAITEE LT ATODFAI(E. RHAO A O—)L H—EXNE B LFET . O
b A=)V H—ERIE P FVAEETEHTRTORADRHA IV VU EEE S
TWET . YRAFEELTUA. FIEZ O F HNTVVIR A UHE#i T 5
NAT( Network Address Translation) T/ 2%Z{# A 3 5L —HDRvk 7—4
Nevk 7vTESnNTWVBIE & . F0OH & . Ok O—)L H—ER[EFNLDH—/\E
BAE TEFHEA. RHA OV O—)L H—ERNENLDH—/\EE IE TEDKSITT
BIZI&. Arcserve RHANAT A—T 1 T1ZERALET . NIV I RALUA DY
FO—IL H—ERBEUVH—/\D IP PRLABIUR— D M FIR M 52 412K
Y. NAT 2—T 4 )T4ZEELET -

T OE [, RHA Ik O—)L H—EZRHINAT T/ ZDE # 12HSH Y —/ &8
E3 5 HAERLTOET.

NAT T/ ADORMIChERANDZ TV E ERE

Df‘ S E— TR ST
=g
TIPE l

JARLET NAT 2 —T UrDEE S LUET
IO B-ER Ty LT URD Pl HRERE
i ] o [ v ey

NAT 2—F1UF1
—-ﬂ
I

MAT 70872

h

MAT 2 =7 B {ER LS F o ERL

NAT —TAUT4ZE R I HI2UE. LT DRRIVERIT IR ENHYFT .

NAT A—T A4 )T1 DK E
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NAT T/3A 2% §5HR OEH

NAT 1—T 1T DX E
TRA H—/N\ETNAT A—T1)T4ZH/ELEFT . Aok O—)L B—EREL TR
DIP FRLREFEE LT, TARATORRN oV O—)L Y—EREEHKE LET .
UTOFIEIZHREWVET .

1. AR H—/\LE T. \CAArcserve RHA\Engine ZAILZIF8 &L FT .

2. natutlgui.exe Z7MIVEIELTEITL. NAT & E MR DEREET

3. RHAOFAB—)L H—ERZFAVAF—ILLTI=H—/\D IP PRLRER—F TS
#AHLFET,
4. EmMIEI)IILT.LITVAIODS D IP PTRLARER—FBEBSEZAALE
ERR
5. DK]EDIVITBENAT A—T 1T« Far bk O—)L H—ERELTJH~AD
R EESRLET . [Connectable ( EE#E AT RE) I ELVDRT—RRIT. BT
Al gE THHELERLET .
Ok SAUMIDA—TA)T1E=E AT 55 S L. natutl.exe ZFERALE
7.
F: LTUANNAT TNARZFERALTWAE & (&, TRATIHELTUALE T,
BILFIEZFEALTNAT A—FT14)T1Z2E ELET.
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BE
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D) )—=ZAM5. ITIOR TOLTVr—2av B KU T TV r—a0 14 TRASE
JTADREFITSENTEET . [EC2 NDIN L RTL T—2 LTVT—232/
INA FARLSEF1] ELVIBEBE (L. Arcserve RHA 5 Microsoft Hyper-V. Citrix

Xen. Ef=I& VMware ESX Hypervisor TE 1T H M VM (% 9% Windows ¥ XT L
EERDLTVT—230BEIUNA PRASE)TAZM REIZT DR FEDIIL VAT
L FVA BAT IR TT o EC2 ANDTIL D RTL T—E LT )r—232/1 1 7
RNASEYFBEEIZKY . HR—h 3 R DR B IR EL T Amazon EC2 AME NS
nFEY.

EQ2 LTAZEFER LTI VAT LHA F=ELTVr—2a30 OF)AEER T3
[ZIX. Amazon Web Services ( AWS) D7 HIUk DL E TY .

BEHEBRELEE. LIVS—230F T TT7T)r—230 i FRASE ) T4%
BRI DI L TOFIEFEEITL. T2 DM EE 2 A L TS,
" AWS FH OV BXUVEEIE1E R F Arcserve RHA & 8% LET S

" LFUFAE R D4 —K D Arcserve RHA PS5 IR ~ADL T 4r—k | AT 30
ZERALET

- §TTIZETINTNDEQ AVRAVREERLFET

- VAR AR ERITIARIIS LTVAVM RIZFEH T
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VERTELTEDEADHYET .
HTTP TOXL 5B E T54I12&. HTTP FOXL DB E] & v—ILn—RE %Y
oL HTTP 7AXS B FIE 8 ( H—/\ R—b . I—HRIIBERLGE) EA S
LET. TOXFREERIETH=HDTA VITAN BNF—/NSEESIET.
RIMNTET T5E TOFDERTEILAWS THOUN R EIAET.
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Amazon EC2 D& 5E

Amazon EC2 DER 5E

Arcserve Replication/High Availability VA {& 28 <> & VPC ( T 74Uk E£=1EHR
RL) ITFEEL . TRE —/\FZED VPC LT r—h ENnFET .
E:DRAVNT—IDEH (TR STVPC. HITRU . IPF—hIzAGEFRTET
BIZIE. Amazon DAUZAY NIVTES BB L TS,

EC2 R—RDIIL VAT LV FIAERE THE1I1Z. LT & B L TSN,

" Arcserve Replication/High Availability TlE. EC2 &E # 3 571=8IZ Amazon
EC2 PAIUEDT7IEA F—ID &E—ILYk POER F—HDWETY . b
ERERIE. EEEICRFITHIENTEET .

Arcserve Replication/High Availability @ Amazon EC2 A—H(ZI&. A DT
DEREFRI AN ETY ., FFMITDLTIE. Arcserve KB DEEEFS B LT
fz&0N,

" Arcserve Replication/High Availability T4 5 D/ XTUv7 1P PRLAZERL
TDRVM T2 BN 2 E H'$H515 & (X, Amazon EC2 Web R—ARILTZD
&K57F Elastic IP #F BT IZEI Y E TTEZEL. B T /A TRAZE T &
FIVADRIS T—0 7IELT DFA TR Ry I X T DRVM DEL 77 D
Elastic IP 7R LRMS/NT1 )9 1P ZE R TEFET

9508 PhoorDEE

eI AVITIE. LT DOREYILE ENET .
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DoOR Fhoor DER|ZA7OYT RYIRATEQ AVAZIVRAES BLTE R
FABITIE AWS RBEEEHRAERALTHLLITOR FHOURZEMLTHWME
NHYET .

FLWWISOF 7hoUk B MY BICE LT OFIRITHEWNET .

1. RHAYHR—U 4T, DIIR]IFELT. PFOK ZFHhOoUrDER %
)99 FT .

2. PSR THUULDERB]F4TRT RVIRT, BM]EIIVILE
ER
Dok 7HAOU DB M FATRT RYIAMNKR RENFET .
3. UTOREHREIEELT. OKIEVIVILET.
959K a5
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DS5IR FHOULEIRELET . SNILAWS THOUREE T 518
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(FFSav) H59F —EXRADEHE ICTOXL 2 B
AWS Web H—E R H—/\EDBEE (2 Web TAXL ZFE H IHH0EH
EHEELET. COFVI RVIREF UL TH T ZH/ TS
BEIE. COTOFINE EFTHTHAELEERLET
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D38 THIUH R OE

UBTERE LT=0TF 7HAO U DRI EHREEFH T HIENTEFT . L2

(X, Amazon BV —)LEFERAL TR X— D EMET7IER F—DHZE

Eéhtiﬁ‘é‘( FLORTHHE B St LRI DRTIEESN (T D) - AWS ThDOV
FRAEEREFH TEH TOLELHYFET .

9508 THhOUNBEERBZEEH IHICT. LT OFIRIHEVET .

1. RHARR— v T, PIIRIZBEHLT. DIIF PH P OER %
2 )OLET .

PSR 7hoUs DE B FA4T7RT RyIANR RShET .
2. BHIBHIIVE THIURERIRLT. EFHIEVIVILET.
3. LLGEREE|ZA LT OKIZEVIVILET
D2K FHIVNEBMNEFESNFET .
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950K PhoUtDEE

9578 7Hok ORI R

A LG SI20TIR FhIOUREHIBR T HIENTEET .
950K PhoobZEIBRTBICIE. LT OF IRICHEWVLET .
1. RHARHR—I 4T, PIIRIIBELT. DIIK PHoobDER] %
2V9ILET .
Dok 7HAOU DE B FA4T7RT RYIANKR REINFET .
2. HIBRTBUZVUE PHOUREZEIRLT. BIR]IZV)VILET.
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AWS EC2 TORHA RBT7IS5AT7VADE B

RHA R BB 7TSA4 72U RA(VA) [&. RRA H—/\DLT)r—h 5 L1 Bk 8 TS5k
TA—LF TV IR TE T INB VM TT . VA [E. 1 FRASEYTA IIL S
ATL O FIVATIELTUAEL THERE L ET . ¥ RE H—/\[E. CORAE L TS5uk
TA—LF=IOTIR LT Ir—k EnET . 1=fZL. YR H—/\DT4HRAR )
HN) UM (X BB OB R (72 27—k JAN)DTARE . RAYFA—/1\— VM D
e E) IZkY. CORBE AL TS Tr—LF-IFISIR TREB S LIUVEITS
nxd.
LI F OFIBIZPEWVET .

1. IAM 1—HEL T Amazon Web Services [IZTAD A2 LET .

2. findServices (—ERXDRFE) | TEQ #R K L. ECQ]ZERLET.

Find Services
You can enter names, kl'_‘"v"-‘f'DI'CS 07 acromymes.

| Q EC2 X |
EC2

EC2 Image Builder

AWS Compute Optimizer

3. EQ2 & aR—K A LB T. EQ2 Y—/\ET7AEY 3= 459 3% AWS |)—
DavEERLET .

Resources EC2Z lount attributes

Vou are using the following Amazon EC2 resources in {RETERINTCIFCRTTSm borted platforms [2
X lpc
Instances (running) DRG] US West (Oregon)
\ult vPC [4
Dedicated Hosts i} i 09310637 5efded
Asia Pacific (Mumbai)
ings.
Instances
encryption

Load balancers a

4 e . |Serial Console
Security groups FFROES  Asia Pacific (Singapore)
Bl eeadit Firatian

4, ERID/NRILT. [nstances (A RBUR) 1123 8L T. [aunch
instances ( AV ARAVADCEY) %0 )vILET .
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WD) Mew EC2 Experience 3 Instances ik [« Instance state Actions Launch instances. -
Toll s what-you sk
1dl s * by arttribute ar tag (Cose-sensitio)

Select an instance B X

5. Nameandtags (& HI&ERYD) | T AVREIVADEGHIZADLET . 25
#E T BIZIE. Add additional tags ( #5&:80) |20 )L ET .

Launch an instance i

Amazon EC2 allows you to create virtual machines, or instances, that run on the AWS Cloud. Quickly get started by
following the simple steps below.

Name and tags info

Name

e.g. My Web Server Add additional tags

6. RApplication and OS Images ( Amazon Machine Image) ( 7F)4r—avé
0S A A—( Amazon ¥ 41 A—2) ) ] T Browse more AMis ( ZDfth
DAMIZE ) [ %0')sIL T, AMI DRk HS Microsoft Windows
Server 2016 Base] @ $elect (:BIR) %0 )voLFET .

Q, Search for an AMI by entering a search term e.g. “Windaws v
Quickstart AMIs (47) | My AMIs (10)  AWS Marketplace AMIs (7618) = Community AMIs (S00)
Commenly used AMIs Created by me AWS & trusted third-party AMIs published by anyone
oy Ubuntu Server 20,04 LTS (HVM),EBS General Purpose (SSD) Volume Type, @ 6d-bit (xB6)
pport available fram Canonical ) )
- s E4-bit (Arm)

(http/ v ubuntu.com/doud/services).

Platform: ubunty  Root device typesebs  Virtualization: v ENA enabled: Yes

B Microsoft Microsoft Windows Server 2022 Base

ami-0c2b0d3Mb02824d92 (54-bit (x86)) m
Windows

Microsoft Windows 2022 Datacenter edition. [English]

Free tier eligible Platform: windows  Root device typezebs  Virtuslization:bum  ENA enabled: ves 'O B4-bit (xB6)
Werified provider

Ubuntu Server 18.04 LTS (HVM), S50 Volume Type

vhnnka® et AYE T A AR AT TN €8 ik ABEW £ 2mi MAEEARTAAAIETRET (€4 ——

7. Instance type (A RBAU A BZALT) 1D [nstance type ( AV REVR B4
NIROYTEG YRR IS B EBITGE L TAVREIVRA BALTEEIRLE
ElE
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8.

v Instance type info

Instance type

t2.large
Family:t2 2vCPU 8 GiB Memory
On-Demand Windows pricing: 0.1208 USD per Hour -

On-Demand RHEL pricing: 0.1528 USD per Hour
On-Demand SUSE pricing: 0.1928 USD per Hour
On-Demand Linux pricing: 0.0928 USD per Hour

Key pair (login) (F— RXF7( B9 4>)) ] T. €reate new key pair ( BTL
WH— RT7DERL) 1 Z20)vILET .

v Key pair (login) info
You can use 3 key pair to securely connect to your instance, Ensure that you have access to the selected key pair before you launch the
nstance.

Key pair name - required

Select % v (& | create new key pair

For Windows instances, you use a key pair to decrypt the administrator password. You then use the decrypted password to connect to your

instance

Create key pair (F— RT7DERK) 1 FA4705 RYIAT. F—RT7D4%4
BIZA AL T. Create key pair (F— R7DERL) | %0 )L FET .

Create key pair X

Key pairs allow you to connect to your instance securely.

Enter the name of the key pair below. When prompted, store the private key in a secure
and accessible location on your computer. You will need it later to connect to your
instance. Learn more [/}

Key pair name

Enter key pair name

The name can include upto 255 ASCIl characters. It can't include leading or trailing spaces.

Private key file format

O .pem
For use with OpenSSH

O .ppk
Far use with PuTTY

Cancel Create key pair

FLOF— AT O—REShFET.
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I EQAVARIVRITEHE T BIZE. F—R7EAIUO—RTBIEEEHE
HOLET . F— RTFHELTAUVRIVRERENTHE AV RIV AR it T=
A,

EE: MEBRIFMIVEIR TYIOUO—RTELELVEH, IE—L TR ER
15 A ISR 7 L T2

10. Network settings ( Yk 7—28% %) 1 & Configure Storage ( AL —2
DELE) 1I2DWTIE T4 DF% E DFEFEICLET .

11.  $fummary (H<)) 1 T A A LB ZREEELT. [aunch instance (1
DAREIADER) | &7 )ILFET

¥ Summary

Number of instances Info

1

Software Image (AMI)

Microsoft Windows Server 2022 ...read more
ami-0c2b0d3fb02824d92

Virtual server type (instance type)

t2.large

Firewall (security group)

New security group &

Storage (volumes)

1 volume(s) - 30 GiB

Cancel Launch instance

ECQ2AVARAVANE B ISR LET.
12. B DRAT—EFAR—UT.EE IDEYIVILET .

EC2 » Instances » Launch an instance

13. Windows /SRT—R£E B BI2(d. 1V REVRER FJvIL T,
$ecurity (2¥a)T4) ] > Get Windows password ( Windows /3 XJ)—
FOE&E) I LET . SF# IOV TIE. TWindows /S T—F DHL 5
ik 1ES R LTIZEL.
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How to Get Windows Password.htm
How to Get Windows Password.htm
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Instances (1/1) it &) Connect Instance state w Actions w n

Q, Find i frace_cangitive) 1 &

Instance si - filters

et Launch instance from template
Nar Migrate a server Instance state ¥ Instance type ¥ Status check Alarm status
Doc Connect £027f @ Running @&, t2large @ 2/2 checks passed  Noalarms =+

Stop Instance

Reboot instance

Instance: ocRHA) & X
Terminate instance

Details Instance settings * Storage Status checks Monitering Tags
Networking 3

¥ Instan = = p
Security » | Change sacurity groups
Instamee |0 - Private IPv4 addresses
Wi ]
i-0dbgt 'Mage and templates Get Wikdows passwor address [2

Monitor and troubleshoot  »  Modify 1AM role

14. ROPZFIAHLTECQ2 AV ARV RIZAT AT BIZIE. LT EITULVET.

a. LRID/ARJLT. [nstances (I RFVR) I EL. B LI-A1
ARV REHR D)9 T. Connect (¥E$E) 120 )voLET .

@) New EC2 Experience % Instances (1/4) info c | Connect | | Instance state ¥

Tell s what you think

Q. Find iretancs hu attrihote ar tan fenco_consitive)
Launch instances
EC2 Dashboard

B Ma Launch instance from template Instance state v Instance type
EC2 Glabal View le pigrate a server 376992 O stopped  QQ, t2large
Events D 4e927f @ Running @&, t2.large
e Do stop instance 'd9e2d0 @Rumning @& t2large
Hmits | _ lcd565 @Rumning @@ tZmicro
¥ Instances ! Reboat instance =
Instance
Instance Types Terminate instance
Details Storage Status checks Meonitoring Te

b. Connect to instance ( AV RAVAADIERE) ] R— D RDP client
(RDP 954 F7>k) 127 T. Pownload remote desktop file ( 'JE—h
TRIMYT ZPANDF 2 B—R) | R2% D)L T, Cancel
(Fvt)V) 120 )0LFT
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Connect to instance info

Connect to your instance i- (L ) using any of these options
Session Manager RDP client EC2 serial console

Instance 1D

(I

Connection Type

© Connect using RDP client
Download a file to use with your RDP client and retrieve
your password,
Working

with SSM Agent [

You can connect to your Windows instance using a remote desktop client of your choice, and by downloading and
running the RDP shortcut file below:

B Download remote desktop file

When prompted, connect to your instance using the following details:

Public DNS User name
.amazonaws.com Administrator

Password Get password

(@ If you've joined your instance to a directory, you can use your directory credentials to connect to your
instance.

c. AooO—KRULIzI7MIVESTTIVI)VILET .
DE—F TRIM TG B E IR RINET.
d. E&HIZI)ILES.
ERBEHREA DLW SV BE@EIARRINET .
e. P)WITHR—KRIZOE—L1z/SRT—FZA AL T. OKIZEIIWILE
ER
AWS R B TN AV RAVR) 2R A( U LELT=

IO MDAAS—IL

¥ Azure TR 975 FSHA ZIE B [ZE T 5I21E. YRABLUL T VA RRMZT
VoUB&UaYO—IL H—ER QAU R—R UM EH T A AR —)LL TIZELY. O
b O—)L H—ERZAV AL —ILT S5 ik DFE M 2DV TIL. TArcserve RHA T
FO—)L H—EZADA VAL —)L1%S B LTSN,

FAERIE T ARTIC. T—ERATHAIUD Y avik—R Uk AR TSN TS
CEERER LTSS, IV VIR, OF VA 5 F5TRE(V—R) BLTUAH
(8—Huk) KRR EEDTRTOY—NAVRF—LLET . HIVTUIE, LT
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Nr—2arEBEUINA TFRASEYTADfl 2 F)H I 2T, RRAELTADM
B O REE Y R—R LET . £ EH DO FIAITEA 5 §H5IE0. OF)ATE
[CERGARENER -3 ENTEET . IO UIE. O—HILTE RAMZ1 DD
AR =ILTBIEE . VB A VRN—SFFERLTE B OHRANZE B IZ1Y
AR—=ILFTBIELTEFT . B EITIG LT, O FIADE I/ RAR—ILT S
&L TEET

IO EAVAN—=IVTBICIE. LT OFIEIZHEVLET
1. TP EADAR—ILT B Windows 7RAK [ZRHA ISO F7A JLESI O—
FLEY.
2. 1SO Z7AIVERZTIVI)9ILTISO A A—DER IV LET .
3. YURENTZI1SO ITFBEIL | setup.exe ZEITLET .

4. Arcserve RHA 1Ak —JL )4H—K T. [nstall Components ( AiR—H
VEDAVARN—IV 1E0)ILFET

A HP—R 2oV R—R b DR REINFET
5. ([nstall Engine ( TV MDAV A=W 1&9')0ILET .

6. Arcserve RHA Engine - InstallShield Wizard ( Arcserve RHA TP -
InstallShield 4H—K) 1 T, KAYIH O YR HSERAITEHEEEER
LT. OK]ZVIVILFET .

Arcserve RHA Engine - InstallShield Wizard >

o AR TERTLEEEROTMSIERLT Rl
e

B+ v

Fetl

MY TOERNTET T5HE. BISE]IR—VUARTEINET .
7. BANZEV)IILET .
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# IVUY - InstaliShield D11 -F X

Arcserve RHA T AMInstalshield et —Ea 50 F

InstallShield(R) A H— 1., Z{EROT S 1—54 Arcserve
RHA T:r2ivs 18.3 %4 A b= LET, NiEs 'AU=48 LT,

Arcserve et

B COFOUSLE. FHEELRIUEMRRECLoTixEE
ETidd.

< F5(8) Frutll
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Windows /S\AJ—K O {7 %
ZDtH 3Tl Windows /NAT—K DEVG AL CDWNVTERBALES .
LI F OFIE IZPEWVET .

1. AWS VY —ILOBR R /IN—TEQ EZHRFLT. EQ]EVJIvILET.

A Resource Groups -~ *

EC2

EC2
wirtual Servers in the Cloud @

ECZ Image Builder

A managed service to automate build, customize and deploy OF images

AWS Compute Optimizer

Recammend optimal AWS Compute resources for your workloads

2. Resources (1)Y—RX) ] R—IT. [nstances ( running) (A RARAA( R
7)) 1200w oLFT .

@ Mew EC2 Experience
Tell us what you think X

Resources EC2 Global view [A [ Cc H o] |

EC2Z Dashboard
You are using the following Amazon EC2 resources in the US East (N. Virginia) Region:
EC2 Global View

Events Instances (running) 1 Auto Scaling Groups 0

Tags

Dedicated Hosts 0 Elastic IPs 0
Limits %

Instances 3 Key pairs 8

¥ Instances

Instances Load balancers 0 Placement groups 0
Instance Types .

Security groups 20 Snapshots 6
Launch Templates
Spot Requests Volumes 4

3. AVRBAVADIVAS TAUVRAVAREHR 7))L T, $ecurity (t2F%al)
T4) ] > Get Windows password ( Windows /\XJ—F DER &) | (5% &)
LFY.

Instances (1/1) o c Connect Instance state ¥ Actions w “
1 @

Q, Find instanca hu #a e b (racecansitive)

Launch ing
Instance si g - fillters
et Launch instance from template
Nar Migrate a server Instance state @ Instance type ¥ Status check Alarm status
Doc Connect £927F @ FRunning &S t2.large @ 2/2 checks passed  Noalarms =+

Stop instance E

Reboot instance

Instance: ocRHA) & X

Terminate instance

Details Instance settings * Storage Status checks Monitering Tags

Networking 3

¥ Instan;
Security » | Change sacurity groups
Instance |0 Private |Pvd addresses
T Wi ]
i-0dbgt 'Mage and templates Get Wikdows password address [2

Monitor and troubleshoot  »  Modify 1AM role
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¥ NRT—F (X, $tatus Checks ( RT—ERRX Fv)) 15112 2/2 DF vy
MNRRINRIZOHAIEFE TEET

4. et Windows password ( Windows /XATT—K DEL1§) | R—U T ULTF
FITWET,
a. Dpload private key file ( # % & 77/ ILOT7YIO—F) 1% )v5L
EXIE

b. T B (.pem) FT7AILHME SN TWDIGATIZBEIL . .pem T741
W BIRL T, Open (BS) 1200 ILFET .

c. Decrypt password (/\RT7—FDEE L) 120 )L %ET .
Get Windows password info

Use your private key to retrieve and decrypt the initial Windows administrator password for this instance

Instance ID
i-0db9b8d957c4e927f (DocRHA)
Key pair associated with this instance

DocRHA

Private key

Either upload your private key file or copy and paste its contents into the field below

] Upload private key file

@ DocRHA.pem
1.674KB

Private key contents - optional
————— BEGIN RSA PRIVATE KEY-----
MIIEowIBAAKCAQEAKPBBC3 YUzAbsom7thsc7bY4b8JiUaQuBBtA9leQ6TsBa/7zv
TOwxK75U/wvbQMoREch9xE4rKTpYiEit6ONSmDdKvCay4cRI5UQeB89g+Xnil/za8
rm0YGyuDLLuelyqlmSUwGNBfr2dSLypd Gv/SyBjZ4uBrBI3Méryg+8QAZFHMW/IU
RmK/buJAifwv8XxFBpRMZdYKFYLMbv2xpaBoxFtUrsakayf4EbwX|jUjKu4701Z9
TLvXVIBF/+93Wz0gmOyzJLukTmefzLhstcCAJEbceQiGZfkmNNdGvztqWSw7pdm7
TUhXe5JcfiluP2PGec3 0iWtSsErTWZQ9cGmeFQIDAQABA0IBADKVO4sQLMVyIGOe
cMKz4vCRIuxUIXD5h3VwPBEruEzYek +eSTSVOXHgP8QdHddWSfuudpyLDbDweHRG

e TN

INAT—KHNEBIZEEBILENEE, TIHILEDINAT—RELE B T5L5
[TROONFET . TIHI DISRT—REZEEB I 55 E1E. TEC2 Vv /38R
I—REZEEIT5HE 1S B LTSN,

5. INRATJ—KZ&4H)yTR—KIzal—LT. OK]ZI)vILET .
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Get Windows password X

Connect to your Windows instance using Remote Desktop with this information.

Instance ID
) i- (DocRHA)
Private IP address
User name
Administrator
Password

$2Lm3.!=mi&wzEODmMuTo0g.=6cGijyPs

Password change recommended

We recommend that you change your default password. Note: If a default
password is changed, it cannot be retrieved using this tool. It is important
that you change your password to one that you will remember.

ot [
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LI F DOFIE IR LET.

1. REIUIZBHL. RI—F]AZ2—FEV)VILT. BUEL—42D
ERZERLET.

2. PEUE—ADBEBIR—CSOERIORIUNS,. A—hIL1—HET
W=7 > B—H]IZBEIL. Administrator] 28 2')vIL T, [RRT—
FORRSE 150 )vILET .
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Jr{R  EBfE) FRMV ALTH)
= | @ XE | HE

& IVEa-5-0FE (O-0) £ T F—1a L]
v it E‘\R?L\:‘—JL“ _ Administrator A YDEER (Flk..
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& 5‘%%7#]19— &,.Guest $RTOIAIK) Ea-5—/BAf v @5 2 PO 4...
v B -7 P WDAGLHilityAccc idows Defender Application G...
ElE(D)
1 Il- ZBDEE(M)
“? f(i ;; ; sy FO/74(R)
v B ERE AT (H)
Ik VA A reser T (P77

3.  Administrator D/NAT—F DL E | BEIE T. §{IT1%0)0ILET.

Adrministrator Q/{A7-FOEE by
i "Administrator” & LTOYAYLTNET . Z00-7)L 1-1F- PRV RO/AD-FEUy b 22 RE
k LELE

CMIAT-FEUE YN BTL ICENETL CERMERDE RN RE T IES A BYET. £ UT10%
. Windows QEEE(CEY. JAT-FUEy FEn S &ICHEORBNOTIE AT AISE T 3L
kb, zDERERELRT.

COT-FERE. REIDSATEHCIRELEY.

KAT-FEEh T IAT7-F Uy b TAZBMESEHZ 0 IV FEERL TN BED/AT
;FE?&]:-EL‘-E\ EETHEEI0E. Crl + Alt + Del F-FHLTHE VAT-FOEE] 2IUILTL
el

SRWTE. [NV EFUYILTEL.

St AT (H)

4. FLLWAARD—RZA AL HILLVSRD—RZFERLT. OK]ZD D
LFEI
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Administrator D/{A7-FOEE [} X

HLLWEAT-FN): 000000000

KKAT-FOES 2 H(0): 0000000000

A [OK EIUSITIE ROZELTONET:

BEO0-NILOI-TF- FH FRESIC. EStahidrf )b, w#ashil
A0-FELUEAPFITRIASANDPIEAET N TENET.

[Fe el By IT L. AD-FREEShEEA. T-FDEREEEYEHA.

0K vl

=L A—HETI—TEE IR TSN, [NRT—F IR EINFEL
F1EWS A= R RENET .

5. OK]ZEY)YILT. B—AHLaA—HET I —TEEEZFHLET.

F LWL D RT L 1N PRASE T4 F)ADE
1772

Do avIZlE LT OREYINE TNFET .

TR & 4 DFE R
FSHA L FAZFE T 9 BRI, LLTF&IT TSN,
" VAAMURBURIZRHA IO UH AV AR —)LLT=# . EC2 D7PAT94—ILT
LIV —avF =3B BAR—k ADT7IERZE M ICLET.
¥ TIAIETIE. RHA TP U IdR—bk 25000 #E A LET .
" AWS TR—AR LT, Z1E BLUIEE IL—IUZELTHR—F 24000 B LU 25000
EMICLET.
" TRA Y=L TYH H—\HE WNTBE TEBLSIZTBITIE. LT 1T
LWET,
* 7R—bk 24000. 7R—F 25000, HELUVIYRE H—/\ELTUH H—/\B D
BERIIOFAT7IA—ILiR—rEZFNEFNEEET.
* YREH—/INTNATEREZXHERLET . NATEREDERDEMIZD
LTI, TNAT 5% 78 DFE A 1 &5 BR L TKIEELY,
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3 : AR—bk 24000 (F. #59R[ZavkO—)L H—EX( BB H—/\) BAfU R
F—ILENTWBE & IZOAHE TT . avbO— )L H—EZRLRAVTLIR
DIZE . R—bk 24000 ETARA H—/INTOHONATERFE IILHEHYEHA.

NAT &% 5E 048 R
ZOtHLarTlE. A2 B—/N\TOHONAT R E OB R ITOWLWTEHBALES .
LT OFIEICHLET.

1. IVOUDAVAR—IL T4 IR DG, natutlgui #FAEET -

X TIAILEDAAR—IL T4 IR I C:\Program
Files\Arcserve\RHA\Engine T9Y .

2. NAT Configuration ( NAT MER5E ) 124705 RYIXT. L FEETL
T. Add (:EM0) 1Z20)09LFT

Host IP (7RAK IP) : AWSEC2VM D IP PRLRZA ALZET .
Port (7R—k) : R—F{E &L T 24000 %A ALET .

&) NAT Configuration e

Note: The default port number of the Control Service is 24000 and the Engine is 25000.

Host IP: ‘ S Port:
| NAT Host TP | Port | Status Remove

24000 Verified

25000 Verified Remove All
Refresh

HTTP proxy setting
[~ Use HTTP proxy server
HTTP server:

Port:

User name: |

Password:
0K | Cancel ‘ Apply ‘

3. Ppply (EA)1ZE2)0ILT. OKIZED)VILET .
natutl D& EZETL=0. IO —ERFZBEELET .
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Bl Administrator: Command Prompt

Microsoft Windows [Version 16.8.17763.4618]
(c) 2018 Microsoft Corporation. All rights reserved.

C:\Users\DocAdministrator>ping NN

Pinging I ith 32 bytes of data:
time=1ms

/ from IN: bytes=32 time=1ms

/ from INEN: bytes=32 time=1ms

y from HEEEEEEEEEEN: bytes=32 time<lms

Ping statistics for IR
¢ Sent = 4, Received = 4, Lost [
Approximate round trip times in milli-seconds:
Minimum = @ms, Maximum = 1ms, Average = @ms

C:\Users\DocAdministrator>

TRE H—/\FLTVH H—/\ERE TEFT
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OFUAE R IR T I ELEEQ AVRIVREL YA H—NELTE A
TEB. T3 L TN)V5r—3 F =TIV O RT LA FRASE ) T4 OF)A %
ERLTEFT. COFIE TR SNBZ I TF—KRIZEST. DFIAER I EL

FIELEBE M ITRINET . fFZL. TONTAET PR EFERETIHRET
HIELTEFT

FLWT—2 LIVr—23 F =IO S RTLEC2 1N PRAFZEY T4 A
ZER I BICE LT OFIRIZAEVET .

1. RHARR—UNERE. DA > BRI E T, FRIFUA]
AT )SIL TR EZREELET .

2. BRI FIVA U —FRALSTEF|EE T, LTFEITVET.
a. FIHRIOFTIADEREEIRLET
b. PFIATIN—TOEIYETIROYTEHY YRS, F A 5 I—

O, -
T#ERLET,
c. RANED)VILET,
@ vHIAIERIT-F - D X
oA - FAdICE
b IICE O - FEERIT Y. BEING, SEIEEFHOTT L — MHERLIED AN E SIS, T I A
®on{s P FOPERICBERTE RS, Y HIAOVERNE T LS. PR LA TUARSITTEES,
yIviatskrsd Bt KRR T L. BRSNS FHTREAEETRIRAE, [ TR A LT,
yHuaRE
SHutmET

[OF i:Mealt (04357
O BT 71— HDFERS

—FOENSTEAF N -FRER T DM, TR L -

Fi@® RN ®TE RG]

3. B—\BLUHBFITOERIBEET. DILVARTL]. M TRL5
EVT1 L FUA(HA) |EEIRLT. RAIZVIVILET .

&
" LIV BEUT AR UNNIEEFTTRE S LIV— 3
UBEUT—E Yh/N) FYA(DR) | AT a3 #=EIRLET
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" Microsoft Hyper-V [, 959K R—ZADT—42 LTJr—23 TIER #
HYiR—k SN TOFEHA

" FoaT7—R YN TRNEEREFTTREE L. Par—k Uy
(AR) DB S MTRN | Fouy RvIREAVIZLET .

@ yHUAERIf-K - [u] X

H-RBSTREI F0ER

W dcE LAF T ST A~ 517, SIS 7, BEUSE AT EERLT S o AT BA DY LA AR TENGL 8 A
e i T aEsTLET
o BT A & MBBHEML. DAl EMsaL T — KR T U [T - (BRI EMsLTHE .
yIUAOEsTes RS A S, RS TRIRE L. EHIRE NS CERI SR, v
EREELL e i)
YHADET 3 77106 H=4%

E Microzoft Exchange Server

1@ Oracle Databa:

{3 Microsoft SOL Server

b soft IS S

3 froserve RHA Ty b0 =L H—E2

3 Microsoft Hyper-v

ﬁg z0ft SharePoint Server

=15, 2274

) AL TN -Va

B R FOER(F)
O L2 =SB dUF =2 UAr 2107 (DR)
® A PAASEIT LU (HA)

PuaP-F A (AR BERLERSETAN
HEATLLAD
[OF-

EE (B AN HTE FEl©

4. RAABIUVLTVARAMNBE T, LTETOT. BAIZVUVILE
ER

" VFUXR - LFUABEANLES . TIHIMERYFUA 2T (1=E
ZIE PILLATL]) TY,

" YRR HRANR/IP-RETEIMEIUDIP FRLREAALET.

" YRR 0S DIELF - YR 0S DIEFELL T Windows ZEIRLFET .

" H—/)\DFEHF - LT)H H—/ LT Amazon EC2 ZEIRLET .

" FPISATUORKRANR /WP - TISATUORKRANG /IPES B LTLT)
HhH—\E=EIRLET.

" {RAFLE D Arcserve RHA TS VFEREE | Fvo RO REFIZL
T RRAELTUOH DEBERIELFT . T UHTRAITAV RN —
ILENTWNAIEDRIESNFET .
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&0 HIATERS T - F

w &I

o EmAlt
FIvdotetrs?
ITUADRSE
STUFO=ET

RARBLTLIH KA

AR (=2 FAMDRA NS P PELAEAILES.,
REET L AR S BIRE T e o —L FAMDRA bEFE P PELAEATILET Hyper-W 2 HUA D EALE.

TRAEI T b7 — AL TR A RS, RHA T A b= LENTOBIRIET Y 0 1 JTHEP IS T2 A MOmRAREET

P PELAEAIILES.
RABEEE-

=10l x|

SR
| FullSystem 1

TARHABAP

| J #=F [ 25000

—LFUhERE

=1 A{F

{RAB ISy bt =L FARAF

| £C2aMAaZONaWs.COm

LAt [T s

FPISATUR AP
I J A=bk | 26000 [ JubO-)l #-EA DNS SRES (R

I~ PEAsvh 21
¥ AR LD Arcserve RHA T %1851

EsE) |

gamy |

# 7 (E)

|_#ertn© |

PDo9IK ARV AEIR | FATAYT RyOAD fhig | KOyT 50 YRk h
B, EC2 959K AV RAVREE R LT A8 IRLET . URRAE I &
T-BEETIEQAVRIVADRR REINFET . URARDS. ERLLT-EC2 1

REAVAEZEIRLT. OK|ZED)VILET .

| -
Cloud Instance Selection

Cloud Provider:  Amazon EC2

Cloud Account:  [oc_EC2 ~ Region: | S East(N. Virginiz)

D Hame IP Available Zone
| i-0dbSb8d957cde52Ti DocRHA 21723125 us-east-1d

i-0ad41561800d%2d0 DocRHA2 172311 us-east-1d

Refresh

FooUiiI|E@EIC. p—YRAERIEEI IR TINES. 21—

B ENRT—FZEABLT. OKIZDIVILFET

Cancel
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(=]
Engine Verification
+ Welcome
Eens;:i::‘a;‘.;: Usér exedentials. % ktaled on the selected hosts
+ Product Type
¥ Scenario Setup User account for host”
+ Host N—
b gl oy Install §  yser name: = Logon Account ~ Started  84-bit OS Port
10.60.15 Mo No
Ll [0 Ss521631 Passworc: s No No
Scenario Properties %
Hosts Properties Domair:
Switchover Properties
‘Scenario Verification
5 User account for host
Run Scenario
User name:
Password: |
Domain:

For Windows Users: Enter the domain or
hostname in the domain or user field

o [ s

Error: | 2 install Refresh
¢
Info: Show log
Back Next Einish Cancel

I AWS THOUR DE BB (29 )y TR—KR I2ZaE—L =/ SAT—F#FEHL T
{IZEL. ENTLEA/NRT—RZE 1§ 3515 & (. [Windows /\AT—F
DEVE A& 125 B LTLEEL.

IVCUDRBRIEENTE T IHFETHELT. AIZIIVILET.

6. RU2—LERTE]EET. RETIMEILOR)2—L%EF1 DL EFE
RLT. RAN]ZDIVILET .

@ Scenario Creation Wiard

Volume Setting

¥ Welcome Plaase select ore o mone volumes for the physical machine you wart protected. To see more detaled rfomation. click on a volume. Al
the sub folders and fles in the excluded folder will be excluded as wel

¥ Product Type

+ Scenario Setup

¥ Host
Volumes to be protecied
« Engine v«mulﬁ

P Volume Setting Propesty Value

18- (o] File System T_ NTFS

Scenario Properties 4 A4 W\Volume{d014b737-0000-0000-0000- 100000000 [\ ur Latter C

Hosts Properties System Vol No

it Pro Boot Volume  Yes

- - - Label
Scenarno Verfication Total Size 126 GB
Run Scenario Free Size 112GB
Cluster Size 4096
< »

4] Enable exclude directory and files

Back [ Nea | Einish Gancel

7. PFIAOTONTAEE T TIAMEEZZOFEER T4 B EIC
WCTHLIMEZRELT. RAIZVIVILFET
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X UFVADTONTAIZEST, DFUAL AR DT EHEShEST . ChonTO
INTAE TR EERA TSR ETHELTEET . FMIZOLTIE.
[ F)ADTINT1DER TE 155 BB LTS,

@ Scenario Creation Wizard - u] X

Scenario Properties

+ Welcome The scenario properties are configured here. You can also corfigure these properties after the completion of the wizard step:
v/ Erodsesiis The recommeny d;deddmh values are already listed. Before changing these values, pleas « refer to the Arcserve Crrmr;'jn
% Scenario Setup )

+ Host

" Engine Verification £ @Gcnnml

+ Volume Setting 7l Replication

P Scenaric Propetties 2@ Event Notification

Property Value

Hosts Properties i @I Report Handling
Switchover Properties

Scenario Verification

Run Scenario

8. I FRAZEYTA I T—) THITRTIEL T FAT7RT RYIAT,
LTOFEMEAALT. OKIZVIYILET .

" R Rk D—0FBIRL TS - FOYTE I YRR DR 8 vk
T—0EERLET .

" LA Rk T—=H FHETE - FOVT AL YR oL TH vk T—
DT7FTERRLET .

" EC2- LI FEITLET.
Y XA )TaTIN—T - RavTEOY YRS B EXa)Ta S
IW—TEERLET.
* PFRLR-LLTFTOWITIAIERIRLET.
" B TIAMR—F IPPRLRDEIYY T
" 0o 1P PRLRADE 1t
" HLLUNTUW 1P PRLRAZER T 55 & 1. Bl
LT 1P PRLAROIERR | AT avEB s IZLE
ER
" RUk D=5 hoiR BT UITEK T RIS S .
BRTFEO/INNT)vo 1P PRLADER AT avExE
TIZLET .
F: EHOLTIN R D— TETEIARHBE S . [T TETED
IVELT ) FATOT RVIADR RENET .
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<L High Availability Netwerk Adapter Mapping - ] X

Please set network mappings between master adapter and replica adapter.

Choose VPC | vpc-09310637fBefleds | vpc-09310637f5efdedd |

Master Network Adapter Replica Network Adapter
Y Ethernet 2:AWS PV Network Device 50 subnet-093§4201050503¢c3a | subnet-093i4201050509¢3a | 172. |
Master Adapter Information Replica adapter setting method
Hﬁ Ethernet 2:AWS PV Network Device Please select the method to set the target adapter configuration.
#0 If you customized the routing table on the master and used a different subnet, then vesify the route table of

the switchover VM.

DHCFP Enabled

Yz

IP Address

Subnet Mask IP Seiings  DNS&WINS EC2

e e Note: If the subnet is modified, the ecasting instance is terminated and a new instance is
Gateways launched

DNS Server Security Group

Security Group launch-wizard-16 e
IP Address

O Assign static private IP Address

Please make sure the private IP address is in the range of the subnet IP addresses and is
2n available address. If the instance is created. you cannot modify the private IP address

Enable public IP Address

® Create a new public IP address
O Use an existed public IP address

0K Cancel

RRAELTVADTONT, ] BIEHAFHEET

9. NRALLTVHDTO/NTA]EET. RETIV] > REIVURE] >
EC2AVARBAVARBALTITBBEL . [V ARIVR AATHEIRLT. A
#=0)ILETS
b= 3
* TOHISTEMITZOTWNS P HIADEIREFIZOSIR JY)—RED
=279 TRNTAEBR T RTOHYSIR LTYAH T/ T 1355k AHL
YERTY.
* SAR(SSD) ARUa—L., TAED 3= 5 &N T=10PS ( SSD) 7R a—Ls. H
KAR)1—L%F EBS Ra—LDIEFHLEL TEIR THIENTEET

* BELEEQ AVREADIEFE (% L TEBS AR a—LDIE St 2H
MIZTEFT . FR—F SN TR EC2 AV REVA BATDEEMIZDULNT
(X
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.-
html %5 BB L TIZE0Y

* Toa7—k YIS LTRok T—0 oEL T MBIV S TH TS
DBEIHYES . TOTHEWE, 7oa7—k Jh\JFEBKLET.

FE: AN T—OTIEVTEERTAEE . RETIUIOT O Physical
Network Mappings ( #1 I8 Rk 0—0 <uELD) | AT a3 2B EL. Poa
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10. WA ZED)ILFET
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11. RAYFA—/N— T/ T B E T, TIHIWMEZTOFEEE A T5H5H.

EZEELT. RAN]ZIIVILETS.

Y RAVFA—N—TANT1ERBL RAVFA—/IN— KRR EEASL

EXE

KRk TNT1ZBRHAL. RRAKRRNTE2EHEL]E LTVATE S
Bt ]x=AHDLET.

Rk D—0 K SO090 YEAL O3\ TiT42EB L. PNS UEA
LAOR]. DNSH—/NIP]BELU PNS H—/\ATRR IP] IR EDYEA LY
A AT EEELET.

ZE: DNSUBALON AT 3w A D11 ETHE. PNSAHRDLTYY
HHY—NEDRBEILUIPIATLaVITHEFIEE TEEFT. DNSUS
ALOR ] TNTADIE N A2 THBIHEE . DNS R DOL T A H—iN
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@ Scenaric Creation Wizard

- (m] =
Swilchover Properties
+ Welcome St properies wil figured inthia stap. The uss are sted balow. Raferto the Administration Guide before modifying the cumert
« Product Type e
+ Scenario Selup
bz Property Value ~
e =R switchover
Vi Scopk PReotes [El switchover Hostname 2 34220237,
" Hosts Properies @ Hosts
B Swichover Propertes [E] Master Fully Gualified Name: rayappliance
Scenario Venfication [El Repiiea Fully Qualfied Name WIN-TFRR2GMGCNT
Run Scenario =R Network Traffic Redirection
EE)DNS Servers IPs
Hlons e 168.63.129.
é DNS IP 10102
Eons P Click here 1o add new IP.
[EONS TTL sec) &0
li]&urae Directory Integrated an

=@ Master IPs in DNS

< >
During the switchover, the Master's A-record will be updated. This redirection opticn is applicable when the Master and the Replica are located on difierert IP
subnets or an the same one.

Eack Pext Finizh | Caneal

RAVFA—IN—E)N—RA LT)r— 3 DR A | B E AR RSNFET .

12. FEBRAYFA—/IN=]ATa % RIRLT. ANIZI)VILFET. B
ARAVFA—IN—THE SN TOEFA. FMIZOWLTIE. TDIL AT LA
Azure )N FRASE)T4 S F VAR RAYFA—/I\—DET 1S B LT
=0y,

R@ Scenario Creation Wizard

Switchover Initiation

¥ Welcome The propesties below control sutomatic switchover.

% Product Type
¥ Seenario Setup
% Host
a - Switchover Initiation
 Engine Vesification
% Volume Setting
% Scenario Propert:
T Aswikchover can be initiated jcally if the Master server is down or database failure detectsd. It can also be
+ Hosts Properties manually initiated by the administrator. In both cases, a notification message is provided when a failure is detected,

P Switchover Properties
Run Scenario

) Switchover automatically

® Switchover manually

Back Next Finish Cancel

CHIADREENTE T $HFTHLET .

13. IS—OB&EARFRENIISE (&, 8 HHHCTLOERRLET. 1
MTELD. RA] EUILETS .

PFHIART]IEEI IR RSNET .

14. AMZRBLTOFIAZAMNICT GG BICRT]I 2. &ToFY
FTERTTRBEE BT EIILET. HMIOLTIE. TEC2 T—4
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15.
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PHIAETIEE T 3CICRHZRAB LT T IAETIT4T129 515
Eld. BICEFTIZIIILET . DT IAZREFELTE TEITT 515
BlE. BRTI1Z0UvOLFET. HFMIZDOLTIE. T2)L AT L Azure 7\ A
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@ Scenario Creation Wizard -

Scenario Run

The scenario has been corfigured and is ready te run. Press Run Now to start the scenario. Initial data synchronization will start
automatically after pressing the Run Now button. To run scenanio later preas the Finish button.

+ Welcome
 Product Type
% Scenanio Setup

+ Host Product type High Availability Scenario (HA)
. I3 ~
e Server type Full System
W Volume Setting
 Scenario Propert Integrity Testing for Assured Recovery on
“ Hosts Properties Replication mode Onling
« Switchover Properties i
¥ Scenario Verification Master
P Run Scenario | Name
\ Spool size (MB) Unlimited
| Spool path [INSTALLDIR\mpispocl
Replica
Name
Spool size (MB) Unlimited
Spool path [INSTALLDIRmMp/spool
Master Root Directories Replica Root Directories
i !

 Back ~ Lancel

T )
YRR H—\eLTUH H—/\E ORI A B ShET . BN TE T §HFT

() oot Directorion ) Fropertion B High vsilebdity Propartien |ig, Savstcs

Tiva
1) A/2023 5:36:24 AM

Seqerce Host/Scenari

] 4 Sonficant ] Suspensd s Mive checks

& 3 Soicant - 1] /972003 5:36:24 AM Fiesume Is Aive checks

&  wio = (B 202001 53620 AM The reska envionmert s readfor use.

&2 4 e - (EEL T =LY ebishizng dk vl D3 TEIS M 2080 Te.

5 4§ wo - 18 232023 53600 AM Mearting disk vol-J5 TS5 20646 T

L 4 vi = [8) 32023 53607 M Coveing ok EC 5

< »

REAAT T $5& LTVr—ay TOEAARBSNET .
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" LTS —k EN=% AR R a2—LIZDUVT. Arcserve RHA 7547V R
BLCHAXDEBS RYa—LEER L THEHELES.

" LTV —hk ENER RS R a—LlE. ¥ Arcserve RHA 7 TS5A T A
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Microsoft Azure D&% 5E

Microsoft Azure D% 5E

Arcserve Replication/High Availability T2V AT L U F A E Azure ZE S
B1=0IZIE. Azure THOURE R ERHA 7T )r—a & R B RAD E TY,
RHA ¥R—I X TTF AUk Z31B 9 5. Microsoft Entra ID TRHA Z& §xL
T TIVr—230 D EU9FATUS F—FEWMBTILEIHYET . BEDE
A—=LTRLR, HTRYYTL 3> D, TFHo DEHME TOLELHYES .

F9. Azure 959K FHOURZEE L THD. RHA IR—U X TTHIUNZEB
LET.

Azure I5IF FHIUNERTE THICIE. LU OFIRISHELET

1. L F OF B IZHE T Microsoft Entra ID 75— 302 & 8 LET .
a. Azure portal IZAJ A LET .

b. Z Al DXL Microsoft EntraID] > BHE] > PIIDEEFR %
BIRLES,

Home >

= Create a resource

(i Arcserve | Overview

ﬁ Horne
[ Dashboard % « -+ Add v £83 Manage tenants @ What's new
= All services 7% Diagnose and solve problems -

@ Toimprove your experience, we're experimenting

% FAVORITES think.

K3 virtual machines I &k Users Overview Monitoring Properties Recor
= Storage accounts &2 Groups
4> Virtual networks g5 External Identities 42 Search your tenant
& Microsoft Entra ID &, Roles and administrators Basic information
) Monitor & Administrative units
& Advisor A Delegated admin Name Arcserve
~ partners
0 Microsoft Defender for Tenant ID
Cloud #i Enterprise applications
- Primary domain
(‘_ Cost Management + [T Devices
Billing
85 App registrations License
3 Help + support ~
R (&) Identity Governance Users 3508
BR]IR—UT BR1EVIILES
C. V7°U0)_E_ &K [ V—C\ U‘y l./ o
Home >
= | App registrations =
[T
Azure Active Directory

A @ Endpoints /P Troubleshooting C;‘ Refresh

@ starting June 30th, 2020 we will no longer add any new features to Azure A
& Administrative units Azure AD Graph. We will continue to provide technical support and security
updates. Applications will need to be upgraded to Microsoft Authenticatior

B2 External ldentities

&, Roles and administrators

b Delegated admin partners

146 Arcserve RHA & & H4(4K


https://portal.azure.com/

Microsoft Azure D&% 5E

d. FPIVr—>2a3oD&F R IR—DT.UTEETLT. BRIZEI)Y
ILFETS
BRI -7IIVr—av D& 1A LT,

" IR, EINTWNBTHIUEDIEEE] - HR—FESh TS TH
Uk DREFEEEIRLET . ChizkY. 7IVr—av%F B
TEH1—YHRFVET

" DFALYUL URI(EBEAETEE) ] - YERL T B 7T )r—aviE
$8ELT Web] F=(F STV HSATFU [RAT4T (T
JWETRIM YN 18R L. 7TV —230D)FA(L Ik URI %
ABLFET,

Register an application %

* Mame

The user-facing display name for this application (this can be changed later).

Supported account types
Wha can use thiz application or sccess thiz APIT

‘o PR - . .
'\!) Accounts in this organizational directory only [Arcserve only - Single tenant)

O Accounts in any organizational directory (Any Azure AD d ¢ - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

Help me choose..

Redirect URI (optional)

We'll return the authentication responze to this URI after successfully authenticating the uzer. Providing this now is optional and it can be
changed later, but 2 valus iz required for most authentication scenarios.

Web W | | e.g. http=:/fmyapp.com /auth

By proceseding, you agree to the Microsoft Platform Policies

e. MBEN—ITHIRYYT av1EA L. —E D BITRIVTL T
V=)L ET

£ subscriptions| Xl
Services Marketplace
I Subscriptions - SharpCloud Subscriptions
| :, Event Grid Subscriptions Y officeatwork | Premium Support Subscription
Resource groups 3 OfficeTechHub Azure Subscription Management
1 Q Manage subscriptions in the Billing/Account Center 3 Medstack Cantral Annual Subscription
i Resources Documentation

f. HIRDITL V] R—=D T FIIVr—2av DY ITRY) T3 %%
RLET.
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Home >

Subscriptions =

Arcserve

-+ Add Manage Policies = View Requests < View eligible subscriptions
O Search for any fie... Subscriptions == global filter My role == all Status == all T Add filter

Subscription name T Subscription ID T, My role T

Owner

T HIRVITL v D—E I ERYIRI)TavNRREINT
WEWME S (. Fa—/3L 20V ZFE R L TEESWL. B OYT
ADV)T v R—2 IV ISER SN TS EZHE R L TS,

g. HIRY)TLaoMR—C T, PHEAH#E(1AM) IR EIL. B
mizs)voLT. B—ILOBEYYE TOEM]EZRIRLET.

Home » Subscriptions > RHA

pR RHA | Access control (IAM) - X
S ption 2
1 Search a t add| L Download role assignments () Refresh 4 A Got feedback?

_ ats  Roles  Denyassignments  Classic administrators
E Activitylog 1 Add co-administrator

3 Access control (IAM) Add custom role
urce,
¢ Tags
View my access

@ Security Check access
Review the level of access a user, group, service principal, or managed identity has to this resource. Learn more o

h. E—ILOEIYY TOEIM]R—C T, L F£ToTC Ea—LEIYY
Tl&2)ILET

1. A= ERTT. 7I)r—2au(B YUY TAHR B ZERL
T BANZEDIVILET

Horme > Subscriptions > RHA | Access control (IAM) >

/2 Diagnase and solve problems

Events

Add role assignment

. -
Role  Members Conditions  Assignment type (Preview) Review + assign
A role definition is a collection of permissions. You can use the built-in roles or you can create your own custom roles, Learm more o

Job functionroles  Privileged administrator roles

Grant access to Azure resources based on job function, such as the ability to create virtual machines.

£ contributor Type  All Category : All
MName T Description T4 Type TL Category T.. Details
Advisor Recommendati..  View assessment recommendations, accepted review recomm . BuiltinRole Mone View
Advisor Reviews Contri...  View reviews for a workload and triage recommendations link...  BuiltinRole Mone View
AgFood Platform Senso..,  Provides contribute access to manage sensor related entities i..  BuiltinRole MNone View
AgFood Platform Servic... Provides contribute access to AgFood Platform Service BuiltinRole Al + Machine Learming  View
ARl Mananamant Canne Fan manzaa candra and Hha ARIe Rusilsln@nala Intamratinn

Mext

2. PUN]BTT.LUTEIT-T. RAIED)VILET
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a. PURODER]IEVIVILET
PUNOBRZA470T RVIADR RENFET .
b. BELIFIVr—avat@R/N\—TRRL. 7IV7r—
JavEERLT. BRIEIIVILET.
c. (#72av) BRI B EITSSCTHRAZAALE
ER

Home > Subscriptions > RHA | Access control (IAM

Select members

Add role assignment -

Mame Object ID = e
N selected E
Description
rrevows ] [ ex ] E

3. BIULTOEE(ILEL) 14T T. ULTEIT-oT. &
AN EI)VILET .
a. YL TORBELTUTOWVWTNAAEERLES.
"R XTI ERRLIG S . R EIEEH
FBEHIZ1 DU LTI ZERIBIEFY
IJDET . EFLOELLERORE.IBES
NERBEIZEKDIREDERLGE) ZE2TI5
ENHYET .
" THOT4T: COATL A ERIRL-E S BEE
FRITBHOIZTTIaEETITAILEIHYE
Ao
b. EIYHTHR]TIE. L TOWTHAEERRLET.
"HA: IOFTUIEEIRTDHE —HFE IR
B\D7IT4Ib FIEREFHF AT ShET .
" BB E: COAT v mEIRTHE —HIFdE
E LB IICOXRENDTITAIIL F-ILERZE
ralshEd. BRMARISIU BTHRKZ%
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4.

BRELT. —YIMRENET7 T4 £=3E B
TEBHESITLET .

Home > Subscriptions » RHA | Access control (IAM) >

Add role assignment

Role Members  Conditions  Assignment type (Preview)  Review + assign

Use eligible assignments to provide just-in-time access to role. Learn more about Microsoft Entra Privileged Identity
Management (PIM). Learn more o

Selected role Application Group Contributor

Assignment type (Preview) O Eligible (Recommended)
Member must activate to use this role for a limited period of time.
:‘j' Active

Member can use this role at any time

Assignment duration (0 Q Permanent
Assignment has no end date or time
@,‘ Time bound
Assignment has an end date and time.

Start date and time * 11/19/2024 B || 11:50 AM

End date and time * © 05/18/2025 i || 11:50 AM

- Configure PIM policy

o) [ ]

PEa—LBIYS TIZTT R ELIERE®EZALT. L
Ea—&BIYS TIZOIvILET .

Role  Members  Review + assign

Role Contributor

Scope Jsubscriptions/

Members MName Object ID
Description No description

Microsoft Entra ID 7T )r—2 a0 W& kST, BEIAEEIZEIYH TS

nFELT -,

NT.EBRINETIIr—2a%FRALTRODFIEEZEFTLTLE
B ID BLUVF—ZFE TEET .
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2. YIRYFL 32 1D YITRD)T a3 1D &l Azure Y—ERFF R T5%
=D HYIT R T a%— E (28 5l 5 GUID ( Globally Unique
Identifier) DCEFIELET . ZEB I 5I2E. HITRI)T av | R—D
[ZHEILT. YIRVTav D #aE—LET

Home >

Subscriptions -

Arcserve

+ Add Manage Policies (= View Requests <@ View eligible subscriptions

| 2 Search for any fie... Subscriptions == global filter My role == all Status == all +? Add filter
Subscription name T Subscription ID g My role ™
RHA | * - | Owner

3. Tk IDTFUbk D ElE. 7IVr— 3% §% Z4E B L 1= Microsoft
EntralD DID DIEFEIELFET . EF7TV—>av D 7T )r—av D &
[E. Microsoft Entra ID TN IZEWTTZ IV r—av D& k& —E 1T
Al 9% GUID DEEFELFET . Y547k ID EFIFNEEELHYFET .
ZEF I BICIE LT OFIEICHRELET .

a. Microsoft EntraID] > PFUDEERK] > FrELTWNSF7F)r—a
VIIHBELT. 7IIVr—a a2 ERLET .

Horme

§i#, Arcserve | App registrations  # X

+ Mew registration (B Encpaints ¥ Troublesheot () Refresh L Downlosd [ Preview features | 57 Got feedback?
P Liagnese an o propiems
“ Manage

ey Authentication Library (ADAL) and Azue Active Directory Graph. We will
ture updates. Agplicatizns will need to be upgraded to Micrasoft

ay name or application (client) 1D to fiter these 1., i Add fifters

Application (client} 1D Created on Ty Certificates & secrets
21572022 0 Expired
5/2/2024 O Eqpired
1721/2024 @ Current
5/23/2002 0 Expired

B} Application proxy

b. RHA XR—U N TTHIOUNF BN T AEEIERTHTH0IDET
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Microsoft Azure D&% 5E

J)r—3av D EaE—LET.

- Essentials
Display name Client credentials
Add a certificate or secret
Application (client) ID Redirect URIs
Add a Redirect URI
Object ID Application ID URI
0a4a916b-ff66-4656-b36e-f31c4b737e4f Add an Application ID URI
Directory (tenant) ID Managed application in local directory

TechPubs

Supported account types
My organization only

4 DATI —=9Lybk 95ATUk =90 Yk £, Azure TIFEZREEF—&
I (EnEd . #EEBTBI2E. L TOFIEIZHELET .
a. FPIIDEFI|R—D T, 7IIr—2a0%8R0 . EAIORAUD
EH]I<HD EHBE—ILIN]IBEL. HFLLWISATUR
=LYk %0 )0ILTOSATUh —OL b B MLET .

Home Arcserve | App registrations >

Wi | Certificates & secrets  »

P Search (Ctri+))

Certificates
B overview . Certificates can be used as secrets to prove the application’s identity when requesting at
kb Quickstart | T Upload certificate
* Integration assistant (preview) Thumbprint Start date
Manage Mo certificates have been added for this application.
B Branding

D Authentication

~ Client secrets
Certificates & secrets

- A secret string that the application uses to prove its |der‘1ity when requesting a token. Als
It Token configuration

. | “+ New client secret |‘
= AP| permissions

Description Expires

@ Expose an API

b. DIAT7UE =Lk DEMINR—TGRBAZA AL, B
MZERLT. BIM]ZE2)9ILFET.
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Dashboard > Arcserve | App registrations > Test Add a client secret X
Test | Certificates & secrets =

Description Test

Expires ]

m
& Cuickstart
' Integration assistant 365 days {12 mondhe)
Manage 545 dlays (18 months)

© Application regieraioncs o

0 days (24 monti)
Custom
Centif

tes(0)  Client secrets (0)  Federated cradent

o5 & secrots

A secret string that the app

Cancel

8. Roles and sdministrators

D4AT7 o D=L UMEAR RENETS .

m - R
B Overview client secret) as a credential.

# Quickstart

# Integration assistant
@ Application registration centificates, secrets and faderated credentials can be found in the tabs below.
Manage

= Branding & properties Certificates (0) Client secrets (1)  Federated credentials (0)
3 Authentication . e . .
A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as appli
Certificates & secrets password.
m
il Token cenfiguration 1 New client secret

2 APl -
APl permissions Description Expires Value O Secret 1D

@ Expose an API
client key 2/20/2024 AT T

EE: COEFEHIIRE TELVOH. AE—LTRELET.
Azure THOUE DIEHE TR E ShFELT=.

[
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Microsoft Azure TO RHA RE 7 ISAT7UADER

N TRASEYTAR B T TSATUA(VA) 1. YRS H—/\DLT)r—k 5 Hi
BRI TSYk TA—LFETISIE TETINS VM TT . VA (L. /1 TRAS
EVT4 DIV RTL I FIATIILTIAEL THERELFET . YRE H—/\[E. 2D
R AL TSk TA—LFE=IFOSIRIZLT)r—hshET . =1L YRZ —/\
DTAHFRZ YA\ VM (. EHOE B (72 27—F UhN\N)DTAR . RAUF
A—/\—. VM DR FN L E) IZXY. ZDIR B L TS Uk TA—LFE=FI5IK THE
BHIUVEITINET.

LT OFIRICHEWVNET.

1. Azure portal IR A LET .
2. REBEN—TMHRETIUIZHEERL. RBEIDU]IEERLET.

Services S=z2|  Marketplace

Azure s

| K3 virtual machines B9 Managed Azure Virtual Machines

I
L1 irtual machin: <J 5 KogSistem Azure Virtual Machines Manage
S Ima 9 Red Hat Enterprise Linux 7
irtual machine scale sets B9 exzct Synergy (virtual maching)
s o N
Virugl networks Documentation
S CloudSimple Virtual Machines
Recent
& Recovery Services vaults
Name B8 Free services
() techpt “ Virtual clusters
— oo O virtual Wans

3. [REIIUIR—TT. ER)EY)9ILT. Azure RE T2 %E
RLFET.

Dashboard

Virtual machines = -

2 Switch to classic G} Reservations ~ 123 Manage view '\_') Refresh + Export to CSV

Azure virtual machine
n . ) Type equals all Resource group equals all
Azure virtual machine with preset
configuration _
ke il Subscription . Resource group TL Loci
Japa
Bl Azure Arc virtual machine i

Azure VMware Solution virtual machine
xr VikAwuar rt "

BRIV DER]IN—BNRTSINET .
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Dashboarc

Create a virtual machine x

4, ER1FTD POCzorDFEM] T LTEITVLET.
" HIRH)Tay - IELWWY T RT3V EIRLET
") =ROIN—T - FOyTEOL YRR DS FED))—R TI—T%
BRI, FIRERIZ9 )L THLWY—R T IL—T%1E
BLEFT. VW—RTIL—TD&RETEAALT. OKIZII)WILET.

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
your resources,

Subscription* @ RHA ~
Resource group * © (New) Resource group ~
Create new

Instance details A resource group is a container that holds related

. . resources for an Azure solution.
Virtual machine name * ()

Region* @ Name * -
Availability options (0 “
Security type () oV

5. WoRIVAMFM] T, L TH#THT. BYIXTIAHILL DFEFIZLET .
" RETUE -RETUDEETIEANLET.
"=y - BELRY—UaumBIRLET.

" A AMRATYAY - HUTSRMIVFIRAR BB EHYEREA|FT
AVEERLET

S AA—D BB A—DEEIRLET .
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Instance details

Virtual machine name * (@ ‘ RHAVM v |
Region* O ‘ (Asia Pacific) Southeast Asia ~ l
Availability options O No infrastructure redundancy required ~ |
Security type © Standard ~ |
Image * O ‘ EJ Windows Server 2016 Datacenter - x64 Gen?2 ~ |

See all images | Configure VM generation

WM architecture ()
(® xs4

@ Arméd s not supported with the selected image.

Run with Azure Spot discount () J
Size* O Standard_D2s_v3 - 2 vepus, 8 GiB memory ($158.41/month) S
See all sizes

6. BEEHFETHAVN]T,. A—HZENRT—FEADLFET.

/R EFRXFUET. EESNTVOEMSOELZH =T
DLENHYFET .

Administrator account

Username * (O AZURETEST v]
Password * (0 I — \/‘
Confirm password * O cessansenane v ‘

7. BIEFR—FOREI]T. LTFEITVLET.
" NT)IZER— - BRU=R—FEFT TR EZBIRLET.
" RER-IEEIR - ZOATLa EFE AT HEEITTRTOR—A
AMITEBESIT. KOYTEYY YRR DS TARTDZER—FEEIR
LEY.

Inbound port rules

Select which virtual machine network ports are accessible from the public internet. You can specify more limited or granular
network access on the Networking tab.

Public inbound ports * (O O None
(®) Allow selected ports
Select inbound ports * HTTP (80), HTTPS (443), SSH (22), RDP (3389) N
M Hrre 80y

HTTPS (443)

SSH (22)
RDP (3389)
Licensing
Save up to 49% with a license you already own using Azure Hybrid Benefit. Learn more

Would you like to use an existing [
Windows Server license? * (O

8. BUIETIHIE DFEFICLT. A TARI1ED)ILET .
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9.

10.

11.

12.

13.

14.

SN

15.

16

TARD) BT T TIAHIN DR EFZZDEEFERALT. TR RykD—
D& )ILFET

IR TD—D13TT. TIHIIV DR EEZFDFEFEFRALT. R H
B1%E0)vILET .

BE]FTT. TIHILDEREZXTZDEFEFERALT. R BER1ZY
JyoLET

BEfR 4T T. TIAIL DERTEEXZTDFEFERALT. A FE#1%0
JyoLET

HM]2TT. TIAHIDEREEZZFTDTEERLT. A 2T%H
oL ET

BO12TT. TIHIDEREEFDEFFALT. RA: LE2—HE
B 1%E7)yIL%ET .

TRREFICAE DI L EL 1LV AV E—D DR TRESNET .
LE2—¢ER]#TT. ERR]1ZED)VILET

O Validation passed

Basics Disks Networking Management Advanced Tags Review + create

PRODUCT DETAILS

Standard D2s v3 Subscription credits apply @
by Microsoft 0.2170 USD/hr

Terms of use | Privacy policy

Pricing for other VM sizes

TERMS

By clicking "Create”, | (a) agree to the legal terms and privacy statement(s) associated with the Marketplace offering(s) listed
above; (b) authorize Microsoft to bill my current payment method for the fees associated with the offering(s), with the same
billing frequency as my Azure subscription; and (c) agree that Microsoft may share my contact, usage and transactional

information with the provider(s) of the offering(s) for support, billing and other transactional activities. Microsoft does not
provide rights for third-party offerings. See the Azure Marketplace Terms for additional details

m |m| Download a template for automation
BB TOEANTE T $HFTHLET .

. BEMNET LD, DY—RIZBEI]ZD)0ILFET.
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@ CreateVm-MicrosoftWindowsServer.WindowsServer-201-20230215124735 | Overview #
@ Your deployment is complete

< Deployment detsils

~ Next steps

Give feedback Froe Microsolt tusorah

Witk with an expert

REI VD BEIR-DHIHEFET.

17. BEIR—DT. /NI 1P FRLREEIRL. )T R—K(ZaE—L
EX I

& Comnect ~ [> stat ' Restart D Stop :ﬁi Capture [i] Delete O Refresh [ Open
- Essentials
Resource group (mova) Operating system
DOC Windows (Windows Server 2016 Datacent:
Status Size
Running Standard D2s v3 (2 vcpus, 8 GiB memary)
Location Public IP address

Southeast Asia

Subscription (move) Virtual network/subnet
RHA Doc-vnet/default

18. RE<IUITHER T BHICIE. LTFEITVES.

a. EfHR2ES)0IL T, KOyFEry YRk hs RDP1 AT av %
BIRLET

Home
a =
Virtual machine
‘f’ Search (Ctrl+/) ‘ € & Cc-r'rectl ' Restart D Stop :: Capture f Delete ":_:' Refresh
B overview ‘ RDP

hutdown underutilized virtual machines =

E Activity log SSH

ubs
fa Access control (1AM) Bastion
b

ng

T

b. EH]RX—CT. RDP IPLIILOAHYO—K | E0)0ILET .
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N | Connect

Virtual machine

s

[ search ctri+p | «

To improve security, enable just-in-time access on this VM. =

B Overview

RDP  5SH BASTION

Access control (IAM) i
i, Access control (1AM) Connect with RDP

® Tags To connect to your virtual machine via RDP, select an IP address, opticnally change the port number, and download the
RDP file,
2 Diagnose and solve problems
IP address *
Settings ‘ Public IP address (32.2 ) ~ |
£ Networking Port number *
& Connect ‘ 2389 |

® Disks Download RDP File

c. XooO—KLIE=714ILED)0ILET .

e.

VE—F TRIMYTEB ]| A—DUHARTENET .

B> Remote Desktop Connection >

ﬁ The publisher of this remote connection can't be identified. Do you want to connect
J amyway?

This remate connection could ham your local or remote computer. Do not connect unless you know where
this connection came from or have used it befare.

L Publisher: Unknown publisher

L "
o At
Lt

Type: Remote Desktop Connection

Remate computer:

[] Dant ask me again for connections to this computer

(x| Show Details Connect

E&1ZV)ILET.
ERBEHRZA DLWV EEIRTSNAES.
BEETHIU IV TR ELIEA—YR ENRT—REA T

LT. OK]ZVUYILFET .
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Windows 27+ x

RYRI-IERBHRON S

RIERTILHOERBEREADLTRHEL,

JCAT-F

[] ERiEHReRRETS

oK Fruvll
M T. Microsoft Azure TIR BB I UhMERLSNFET .

245 R—bk JIL—IL. EFR—F JL—)L. icmp FOk O
JLOE fn

Dt av T, Azure VM DR FR—k JL—IL. EER—F JL—IL. iIcMP T
Ok 2JLDE M IZDULVTERBALFT .

5248 R—bk JL—/LDiE hn

ZER— L—NEBMTBIZE. LT OFIBICHLET.

1. Azure portal IR A LET .
2. REBEN—TMHMREIIUIZHERL. RBIDU]IEHERLET.

3. fERLI=RETL A FD)WLT. BE] > RyhT7—0] > Bi{E
AR—rORAZEMTR]IFELET.

Home > Virtual machines > DocWM
' i Yo =
& T | Networking =
Virtual machine
& search L w A7 Feedback

Wirtual network/subnet: DocVM-vnet/default MIC Pubdic IP: MIC Private IP: ¥ &4
Accelerated networking: Enabled

of Inbound port rules  Outbound port rules  Application security groups  Load balancing
@ Metwork security group DacyMnsg319 (attached 1o network interface: documBd) T e
solve problems Impacts 0 subnets, 1 network interfaces

Priority Name Port Protocol Source
Settings
_ 300 i rpe 3389 TCP Any
& Networking

320 ik S5H 2 TCP Ay
& Connec

340 HTTRS 443 e Ay
B Windows Ad it

BEEXITHRAIOEM ] FA470T RYIANEHEFT .
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4. PRFER—FEE] 71—I/LR 121240000 EA AL BYIETIA4ILE DFEE
[CLT. Em]EI)vILFET.
F: FIEFZEYIR LT, R—k%#1250001 1L TE ML TLEESLY,
& Add inbound security rule X

Destination ©

Any e
Service (0
Custom s

Destination port ranges * @

[ 24000

Protocol

(@) Any

) Tcp

Yy

(O uop

) 1omp

Action
(@) Allow

\/ﬂ‘ Deny

Priority * @

m ‘W }E{_J Give feedba¢
ZAER—F I—ILBEEITEMINET .

ZEER—F JL—ILDE M
=EER—F IL—IIEBMTBIZE. LT OFIFIZHELET .

1. Azure portal IR A LET .

2. REBEN—TMHMREIIUIZHERL. RBIDU]IEHERLET.

3. fERLT=RETL A FD)LT. BE] > RyhT7—7] > EfE
AR—rORAZEMTR]IFELET.

Home > Virtual machines > DocVM

@ ¢ | Networking  # - *
Virtual maching
42 Search ,’? Feedback
B Overview Virtual netwark/subnet: DocyM-vet/default NIC Public 17 MIC Private 1P
Accelerated networking: Enabled
W Activity log
fio, Access control (1AM Inbound port rules Outbound port rules  Application security groups  Load balancing
@ Tags @ Network security group Dedihnsg919 (attached to netwerk interface: docymsa)
& Diagnose and solve preblems AL C Lok iterfaces
Add outbound port rule

Settings

Priority Mame Port Pratacol Saurce
E Metworking

55000 AllownetOutBound Any Ay WirtualNetwork
& Conmect

65001 AllowdnternetOutBound  Any Any Any

& Windows Admin Center
65500 DenyAllQutBound Any Any Any

8 Disks
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EEtEFa)T(RUDEM ] F170T Ry AR EET .

4. PREAR—FEE] I—ILRIZM24000]EA AL B YIETIHILE DFE
[CLT. EM]ZIIILETS.

I FIEFZEYRL T, R—b%25000] (L TE ML TSN

& Add outbound security rule X

Source ©

Any ~

Source port ranges * (O

Destination

Any s
Service ()

Custom v

Destination port ranges * (@
24000
Protocol
(®) Any
() 1cp
—
(O uop

™
[

@R

Bl o £ Give feedback
FEER—F L—ILHEEISEMINET.
IcMP ZOk JLD;E S
IcMP FARLEB T BIZIE. LT OFIRICHEVET

1. Azure portal IR A LET .
2. REBEN—TMHMREIIUIZHERL. RBIDUIEHERLET.

3. fERLI=RETL A FD)WLT. BE] > RyhT7—0] > Bi{E
AR—rORAZEMTR]IFELET.

Home > Virtual machines > DocWM

@® ¢ | Networking  # - P
P
Virtual machine
Search £ W s ,‘f Feedback
B Overview : Virtual network/subnet: DeeVM-vnet/default  NIC Public 1P: NIC Private |P: Wil
Accelerated networking: Enabled

E Activity log
o Access contrel (LAM) Inbound port rules  Cutbound port rules Application security groups oad balancing
@ Tags @ Metwork security group DacyMnsg319 (attached 1o network interface: documBd) e T e
& Diagnoss and sobe problems Impacts 0 subnets, 1 network interfaces

Priority Name Port Protocol Source
Settings
_ i 300 i RDP 3389 TCP Any
& Networking

320 ik S5H 2 TCP Ay
& Connect

340 HTTRS 443 Tce Ay

B Windows Admin Center
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BEEXIT(RADEM ] FA470T RUIANEHEET .

4. PAkaL]T. [EMP]EZEIRL. BYETIAILL OFFHICLT. BM]
E7)ILET .

& Add inbound security rule X

Destination

Any N |

Service O

Custom v |

=Y

Destination port ranges * (O

Protocol
O Any
(O 1cp

Action

.- Allow

O Deny

Priority * @

m Cancel &7 Give feedbach

X EER—F IL—IILTICMP TOMILEEMTBIZE. LEEDFIEZE
2R LTREELN,

ICMP Z7OR JLAZE BLUEE IL—IUIE B ISEMNSINET .

IO0MDAARN—IL

X Azure [ZxF 975 FSHA Z#1E & 2R T 9 8I21F. RREABLULTUH KRR ZT
VovEIUaVFO—)L H—EX QAVR—R UL EL T AR —ILL TLZELY, O
b O—)L H—ERZEAVA—ILT S5 ik DFEM 2D TIL. TArcserve RHA T
FO—)L Y—EZADAV AL —)L1ES B LTIESUY.

OFVAERIB T AR, Y—ERATHAIUV Y aAVR—R UM HBEITEINTLND
EEFRER LTS, IV UL DFVAE 5 F5TRA(V—X) BLTUA
(=Y ) IRAR R EDT RTOH—/NZAVAR—ILLET . KTV LT
Nr—2a0 B EUINA FRASEYTADfl 2 FI)H I 2T, RRAELTIADM
B O REE Y R—R LET . £ EH DO FTIAITEA 5 §H5IE0. OF)ATE
[CRGARENER -3 IENTEET . IO UL O—HILTE RAMZ1 DD
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AR —ILTBIEL . VB /RN —ZZFFERALTZ #H ORI R B IZ1Y>
Ah—ILFTBIELTEFT . M EITSLT, OFVADER B AV ARN—ILT S
&L TEFT.

IO AV AN—IVTBIZIE. LT OFIEIHELET .
1. IO U%EAVAR—)LT B Windows 7RAR [ RHA ISO Z74 JLEA T 0—
FLET
2. 1SO F7AIWERTIVI)YILTISO A A—DETIURLET .
3. YOURENTFZISO IZFEEIL | setup.exe ZEITLET S

4. Arcserve RHA /2R —JL 94 —K T. [nstall Components ( A 7Rh—F
I DAVAN—IY [EDIVILFET .

YK IZaVR—R kDR REINFET .
5. [nstall Engine ( TP VDAL ARR—IV) 1 Z 0 )L FET .

6. Prcserve RHA Engine - InstallShield Wizard ( Arcserve RHA TP -
InstallShield D44 —FK) ] T. KAYTAOL YRR hMSEHT55 R IR
LT. OKIZVJvILFET .

Arcserve RHA Engine - InstallShield Wizard >

A2 A - TERF L SR T RO MSE R LT FE .

B+ ~

Foutzl

DY TOLRBE T $oE EITZ]R—UhRRENFT.
7. RANEVIVILET.
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https://downloads.arcserve.com/arcserve_family_products/ArcserveRHA/18.0_SP3_a/GA/Arcserve_RHA18.iso

Microsoft Azure T RHA R 7517 AR B

# IVUY - InstaliShield D11 -F X

Arcserve RHA T AMInstalshield et —Ea 50 F

InstallShield(R) A H— 1., Z{EROT S 1—54 Arcserve
RHA T:r2ivs 18.3 %4 A b= LET, NiEs 'AU=48 LT,

Arcserve et

B COFOUSLE. FHEELRIUEMRRECLoTixEE
ETidd.

< F5(8) Frutll

8. HERHFHEIZNIN—VUT.ERAHFAERNDXEZSA. ERKFHE
ZHOFHEICRABLET AT avEBRL. RAIEIIVILET.

#F I35 - InstaliShield 21~ F X

EdiERE .
AR B R IR GRS O rCS e r\fe

ARCSERVE (USA) LLC
T F - {EHFEER
Arcserve (USA), LLC %2 Aedlc F ofEEH I s T4 (LF
larcserve] ) W, A w2 b Eh 3 Arcserve JF b 27
I, Mg N2 A b, BEO0ERIIESETRAUTICES
ThAHsDK (MFRL TELF IFRER] ) EFRT L F 2~ {#
FFJ?—'F? 28 (LT T3] ) o ToEfIcESE, 4+
%ﬁ‘k?ﬁ%n”n%?«ftazfﬁ%biﬂ‘oEﬁltu}' =R

LRI LR NP T . = A M L Lo Sl v a1 e o ALy o La

@ S AFEREHIEIE TS0
O S AFERZAHIRE LG D)

Installshield
< Bo(B) RN > A7)l

S LBION—230 DI oY —NTIEE T 55 A 1. LLETD/A—
AT DONTDERAR—ETI D VET A AN —ILT B1=bDA T 3>

AR TSINFT .

9. B—H¥RBRIR—CT. I—HREAALT. RAIEIIVILET.
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Microsoft Azure TD RHA R 75147 ADRE

#F IV - InstallShield 41K *

arcserve

TEEHREA LTS,
1-HEu)

Fig(o):
|

InstallShield

< F5(B) St

10. PHRRL IR TIYT|R—DT. AN ZEI)VILET

12 I3 - InstaliShield 247 F

AARL TPy Orcser\fe

A2 A LIV F BT OIS LI ERIRL TS,

x

TFEUAHIEE A TR HOLT, D LA LR EREE LTSN

#EReMERER
--------- [=Rd|Arcserve RHA T 27/,
S- Arcserve RHA Tor3it H—1
Ao CTREREIT T N TS —

DA AR ILLTEE

COEEEE, B B3 D
138MB HLPBETS,

A A R=MAE:
C:¥Program Files¥Arcserve¥RHA¥Engine FE(C)...

InstallShield

PILFH) AR —A(E) < F5(8) oAl

11. P—ERXOTANER]R—D T, TIHISDFFRIZLT. A ZS Y
IJLTHRITLET.
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Microsoft Azure T RHA R 7517 AR B

#F I9Y - InstaliShield 41— X

Y—E2 05A T
=) PO, 1B AT FHEELT arcserve

&
Arcserve RHA T30 H—EAL 0—hIl YAT L PHI REEEEDT —He L Tos4 T e
Ho H—EANODSA RO Il AT L AL FRERTSN, 1 e AT - FRIEELTY
fEEL 3= T M < B <0 —Es OREIE B BN G .

® 0—Hlb AT L THI ML) A—EE
OLOTH ) AobES: o
1
| ZBR)...
PR
|
InstallShield
< F3(B) e Szl

12. PRISLEAVAR—ILTBE /M TEELEIR—UT. A=)
#9)OLET

15 IV¥Y - InstallShield 17— F

FOHSLET LA EREE R T EFLE O rC s e r\f e

Ot - B A A LR T DR RITT E R L.

pet

T A b= BT, 1 2 b= ERE LTS

AU A b —IWDERER SR LENEE IDIRS L. TRSIRI v AL TS . T Am)L %D
Uebdae., Dot —FEET LED,

InstallShield

< R&(B) A2 AL )l

ke
At
Rt
Rt

FMEIHLT BBIR2EI)VILTRIOR—U(IZR Y,
B LTSN,
13. AVAR—ILASE T LT=6. BT 1Z9ILToH—R#FLET
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950K PhoUtDEE

#F IV - InstallShield 9rif-F *

InstallShield M4 —FESET LELE

InstalShield fH—FIL., Arcserve RHA Toi RIESICA
: A= LELE, TRET 1B ALT, g — eSS T L TR
arcserve 0, ~ ’ !

< E5(B) )]

Arcserve RHA T UMA VR —)LEnFELT=.

9708 PhoorDEE

DI IAVITIE. LT DREYIRE FNET .
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D58 THIoU+DER

FLLISOR Phovk OB

Arcserve Replication/High Availability (&, 2L ¥ AT L 54T Windows &
Linux D 5 & HYHR—k LTWVET . Y—R H—/\h Windows DI & (X, [RE T
TS5A4T7UR(VA) & Windows 2T 2 B AHYET . V—R H—/hi Linux D5
Bl1E. VAL Linux [TT D ELAHYET .

FI)AEVE R T HRTIC. RHA TR—2 4T Azure 7598 7H oV #E ML TS
f2&Uy. M IZDLVTIE. TAzure V57K MER TE 125 BB L TSN,

RHA ¥R—I 4T Azure V59K 7hovhZ BT BIZE. LLF OF B 126 WE
ER

1. RHAYHR—U 4T, DRI ELT. PFOF ZHhoUrDER %
2099 FT .

2. DSOF 7HOULOERE|EET. BM]ESIVILET.

@ 759F FaovtnER X

EH

HillEs:

Rl

3. DIUF PHOURDEM]EE T b ELET(—ILNICLL T OFHZEA
ALT. OKIZED)VILFET

" DTOR THOUS - UK THIUN EELI-A—HR)EANLE
EE

" YIRHYT I ID-YTRYYT 3 DEAALET.

" FFUbID-TFFUR IDEAALET.

" FI)r—avD-7II)r—av DEAALET.

Y OSATUN —-HLWWISATUR =Ly DE R IR TEL
ExAALZET.
X Azure THOUN DFFMZER T 9575 & DFFMIZDOLVTIE.
[ Microsoft Azure D% & 1%5 BB L TZELY.
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950K PhoUtDEE

O3k Fhov MDEM X
AIE F0SAH Microsoft Azure "
D30 FA
HAAD I 1D
TrbID:
PR =g I

D3Pk %

(o] 4(s)] AT

Replication/High Availability @ Azure 7h™ b AMB SN FET .
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D58 THIoU+DER

D38 THIUH R OE

LIRTERTE LT=05F 7hOoob DR IEHREFBFHTHENTEET . 1zE2

(X, Azure EEB O —ILEFERALT7IEX F—ID & —ILwk 7OEX F—N
EBEINIGE( %ﬁ LULRTHAE B S LLRT DARTIEEE 3 1242D) « Microsoft
Azure THOUR BLIESHREFH TEHITILELHYES .

958 ThoUrBRERBEEFH IS LT OFIRISHEVFT
1. RHARR—% T, PIUR]IRBELT. US5IF ZFh b OB R
VoL ET .
DS9KF 7hoot OE B 54700 ROVRDR RENFT .
2. BHIBDIIOF THIOULEEIRLT. EMIEIIVILET .
3. HLLBELIR|RZEAALT DK ZE'IVILET
D38 THIOUNEBARHFSNFES
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9578 7Hok ORI R

A LGRS0 5F PAOURZEIBR T HIEMNTEET
959K THOUREHIBRTBICE. LT OF IBIZHLET .
1. RHATR—o% T, DRI ELT. P5IF PHOULDER %
)L ET
Dok Phovk DB B FA470T RyIRADBR RENFT .
2. BIBR9 259738 7HoUbEREIRLT. BIRRIZDJVILET.
959K FHOUR R MSE R ENET .

LUV D RT LN TRAZEYT4 S FI)ADAE
54

CDEILIVITE LT OREVINE ENET .

TR & DFE R
FSHA O FH)AZE 1T T HRIIZ. KL T &7 oTLIESLY.

" Azure VM D 1§ BEUE ER—F JL—ILTHR—F 24000 £ KU 25000 %
BRICLET . EFEMISOWTIE TZEAR—F JL—JL. FIEFR—F JL—)L.
ICMP 7Ok JJLMIE D 1ZS B L TIEELY,

" Azure VM DZE BLUZEER—F JL—ILTICMP AR ILEEMLET .
MO TIE Ticvp Ok a)LdE 0 1ES B L TEELY.

" YRE H—/NELTVH( Azure VM) H—/ DB LM TE E TEALSITT SIS
(. L TF&TULVET.

* IRB H—/\ELT A H—/\( Azure VM) D] 5 T Windows 777
A —ILEE EEZHE B LET . Windows 7717 94—ILE% & D LD
FEMIZOLTIE. TWindows 7747 JA—ILER EDIE L 1ZS BB LT
= AN

* IRZY—/INTNATREXHERLET . NATERTE DR DEMIZD
LNTIE. TNAT 5% 78 D& R 1 &5 BR L TS=aLY,

Windows 2747 A—ILE LT NAT 5% & D Bl

YRR H—/\eLTUH H—/IN\TE WM ping MR T B & X T7AT794—ILE
NAT D& E Z1TULVET . E5IZ. ICMP YU TRk T Azure LFYAIZ ping N TEB &L
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#ICMP

LV D RT LN FRASE)T4 L FIADIE L

ST Azure Z7A T IA—IVER E T DL ELHYET
OtV L TFTOREYINE ENET .

Windows 71 74— IL&% & OfE Rk

ZDtULarTlE. RREAELUL TA( Azure VM) H—/\T®D Windows T7A47
A —ILER & W B ITDWLWTERBALE T
LT OFIRICHVET,

PobA—L 3R] > PRTLEEFAYTA] > Windows T7(T
J4—IL] > Windows 274 74+—IVESN LI=7FI)E IS REZEF T ]
[TRELET.

@ Windows Defender 774 794 -]l
« v o s TURO-IL ISR > YAFAEEFIUFC > Windows Defender F74 Pl

. T T — L =E
TRl fC I Aemfs Windows Defender J717J77—JLIC&® PC FEE

Windows Defender 774 704~ JMzkoT, o i-RREEE0H3YIPITTICLI U5~ 2o bEEEFy M-V ERE
Windows Defender 7 794~ | LEFJUAEMIETE3L3ITBYRT.
VESLEF TV EsE el
© sxsrozs B Q 75+ zob7-om) e EH
) Windows Defender 774 77— N -
LoEsiarEhi . @ FRELFITYT 2y b T-P) BN LVETA
§ ETEET
G =azE
FyhI-I0bSINY 210

PZJIZ Windows 74 7 74—/UiE B D 15 755 ] 8] R—T T,
DrANES I BORE | Fovy ROIREAUITL. PSIR—h]EB&
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O IS A ToavE/HITLT. 0K &V ILET .

T 72 Windows Defender 771 74— 2HMBE%*HFAIT5
FRENETIUELUM-FEEN. FE. R8I 30, [EEOFE] E7UyILES.

THCEEEHTT aRRIE0RE HEEnE

N

HFEISNET U SUBE (A

&8 TR JTYsy A
M FL-5-

M 3yho-rEE O
LIA-YyA 0T ES O O

M 77 )l #-/(- VE-FER

TrA Lk TVDS-0HEF

M A=ILE TR
OUE-k 480+ EZ5- O O
OUE-k 4Ry rOOTEER O |
OVE-+4-E38E O O
OUE-F »eu b5y O Oa
UE-+FAIb9T
OUE-F TA9 b (WebSocket) 0O | v
Z8(L)... Al (M)

BlOFFIOEFEI(R)...

OK Foatll

NAT &% 5E 048 R
D53 TlE. YRR H—/NTONAT HTF ¥R ICDOWVTEHBALET .
LT OFIRIZHELET .

1. IVOUDAVARN—IL T4 UM, natutlgui ZBEET .

F: TIHIEDAURAS—)L T4 )L C:\Program
Files\Arcserve\RHA\Engine T9 .

2.  NAT Configuration ( NAT D& E) 124709 RO XT. L FH#EFTL
T. Add (iE0) 1Z20)99LFT

Host IP (7RAK IP) : Azure VM D IP PRLRAZA A LET .
Port (7R—k) : IR—F{E &L T 24000 %A ALET .
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LV D RT LN FRASE)T4 L FIADIE L

) NAT Configuration X

Note: The default port number of the Control Service is 24000 and the Engine is 25000,

Host IP: . pot: [ | |

'NAT Host IP [Port [ Status [ | Remove |
24000 Verified

24000 Verified Remove All
Refresh

HTTP proxy setting
"~ Use HTTP proxy server
HTTP server:

[

Port: | :
User name: |
|

Password:

oK Cancel | Apply |

3. Ppply(EA)]Z#0)vILT. OKIZEDIVILET
natutl DR EZETL=0. IOV —ERZBEELET .

BN Administrator: Command Prompt
Microsoft Windows [Version 18.8.17763.4018]
(c) 2018 Microsoft Corporation. All rights reserved.

C:\Users\DocAdministrator>ping NN

Pinging NN ith 32 bytes of data:

Reply from NN : bytes=32 time=1ms TTL=123
Reply from I byte time=1ms TTL=123
Reply from HNNNN: bytes=32 time=1ms TTL=123
Reply from NENGEESGEENN: byte 2 time<ims TTL=123

Ping statistics for IR
Packets: Sent = 4, Received = 4, Lost

Approximate round trip times in milli-
Minimum = ems, Maximum = 1ms,

C:\Users\DocAdministrator>

TARE H—N\FLTVHh H—/\&@EE TEFET.
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Microsoft Azure D LLNT—42 LTYr— 3 %=1
IV O RT L 1N L TRASEV)T1 S FI)ADVE B
OFV)AE R 94 —F T, 3 E L= Azure {1V AR REL T H H— EL THE
ATES. T2 LTV5r—230F = ETIL O RT LA TRASE T4 F A
FERTEET . COFIE TR INDA MM T—RIZEST. OFIAERITL E
BFIEBIAERBEMITRENET. =L, TanTolE9H—KZ2FERETIEETE
FHELTEFET .

ZDtH 3 TlE. Microsoft Azure DIIL AT L FIAZER THEEIZD
WTERBALET . BRIE I BRTIC. Azure TFA VR EE FBRIUER LTSS
LY.

LLF DF IR IZHELNFET
1. Arcserve RHA YR-—U vz E. LFHUA] > FIR]IBE T
BOFHIVAI R ED )L T —RERBLET .
2. FIRIVFVA MR AIITEIBEE T U TFETVET.
a. FBIFIADER]IZERLETS.
b. PFIATIN—FDEYLTIFOYTEIY YRR o, FA T

.
IW—TEERLET.
c. BRANED)VILET,
@ yFUAERIAT-F - O X
DT DT FAICE
b IICE O - FEERIT Y. BEING, SEIEEFHOTT L — MHERLIED AN E SIS, T I A
P Tl OPERCERTES S, Y HUFMPRERIE T LS, PRBLES TUA ST T EE S,
yIviatskrsd Bt KRR T L. BRSNS FHTREAEETRIRAE, [ TR A LT,
sHutorsE
SHIAOER

[OF i:Mealt (04357
O BT 71— HDFERS

DHUA H-FOENSTCEREY L - RERT DI, SR LOSL -
JBEAI)
LA -

Fi@® RN ®TE RG]

3. H—N\BLURBAITOREIRIBEET. DILVATL]. I T7RA
SEYT1 UFYA(HA) |EBIRLT. RAIZS)VILET .
b
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LV D RT LN FRASE)T4 L FIADIE L

"LV 3B IUT A VANIERT TG EIE. LI—
2aVBLUT—F V) U FJA(DR) 1 AT 3w EIRLET

* Microsoft Hyper-V [, 959K R—ZADT—42 LT)5r—230TIEH
£ Y R—b SN TOFEEA

* Ta7—R YN\ TR EEFTTRIEE X PaF7—k Uhny
(AR) DESETAM | Fvo RO REAVICLET S

@ sutrRyrf-F - o X
H-RELURSI T OER

W dcE LT, SARASNET 1 A1 7, BEA 7, BEULBRAATEERLTS W AR TU A BRSNS A
e i T aESTLeY

- TGRSR 5 ABBIBSE. Al EMDUTI A — KRR T L. [T - [SRIEM DL TR,

YPVADE T SRS LA &0, TSRS B, SR E R TE R SR, v
AL =) B FOHER(S)

JTUAOE 2 77k 4%

i Microsoft Exchanee Server
1@ Oracle Database

ﬂ Microsoft SQL Server

¥ Microsa
9 Prosers
3 Mic
3 Mic
SIETH
L0 hasn 72U -

e RHA JH0—)b H-E2
Hyper-\/
SharePoint Server

B R FOER(F)
O L2 =SB dUF =2 UAr 2107 (DR)
® A PAASEIT LU (HA)

PuaP-F A (AR BERLERSETAN
HEATLLAD
[OF-

EE (B AN HTE FEl©

4. RAABIUVLTVARAMNBE T, LTETOT. BAIZVUVILE
ER

" UFFR - FIARBEADLET . TIAINEIESFIA AT
(F=&ZX DILORTL]) TY.

" YRR FRARNG/IP- RETEYMEILODIP FTRLRZA HNLET .

" YRR 0S DFELF - YRR 0S DIEFELL T Windows ZEIRLFET .

" H—/)\DIEH - LTUH Y—/\EL T Microsoft Azure Z3Z R LFET .

" PISATUORKBRANE /1P BEXUVR—b - FTSATURKRANL /1P %
SHBLTLIVAH—N\ZEIRLET.

" {RAFLE D Arcserve RHA TS VFEREE | Fvo RO REFIZL
T YRAELTUOE DEBERIELFET . T UHIRAITIUR
F—ILENTWBIEMNREESNTET . R ZFRFTYTTHICIE. 2D
Fvd RV REAIITLET .
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@ Scenario Creation Wizard

Master and Replica Hosts
+ Welcome Ertter the hostname or IP address forthe Master (source) host,
¥ ProduchTi Ertter the hostrame or IP address for Virtual Piatform host which hosts vitual machines. (Not applicable for Hyper-V scenanos)
ype Enter the hastname or IP address for the Appliance hest which is one of vitual machines hosted by Virual Platform and with Arcserve
Scenario Setup Continuity Suite Engine installed
Scenario Verification Master Setting
Run Scenario Scenario Name
AzureFullsystem

Master Hostname/IP
| . | Port | 25000

Master 05 Type
Windows ~

Replica Setting
Server Type

Microsoft Azure ~
Virtual Platform Hostname/IP

Pert QO TeP
Apgpliance HostnameP

] . Port | 25000

[ Verify Arcserve RHA Engine on Hosts

Back Next Finish Cancel

Do ARV RE R FATRT RvIRD T kayTaor YRk
M5, Azure 9508 FHAOUREER LTS EEIRLET . URNAEF
SNT. BET B Azure IV RAVABNR RESNET . YUAR S ERLLT=
Azure 1 RARAVAEEIRLT. DK ZED)VILET .

Cloud Instance Selection

Cloud Provider:  Mcmsoft Azure

Cloud Account:  DocRHA ~ | Location: | southeastasia

Resource ID Name IP

|
Resource Group |
/subscriptions/11711a32-8_ RHAVM Doc |
I/subscriptions/11711a32-9_ RHADocTest ] RHADocTest
Only the managed virtual machines will be listed here Refresh 0K Cancel

5. EUUUREIIE@EIC. B—YRARR|EEAIARTINES . 21—
Y& ENRT—RFEASBLT. OK]EVIVILFET .
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Engine Verification
+ Welcome The system autor] ktalled on the selected hosts
U dential X
i To instal an Engy User credentials
% Scenario Setup e oot for hest |
+ Host
(S ettt ity s InealallﬁI User name: p— Logon Account Swared = 64-bit0S Fort
106015 Ne Ho
Velume Setting [ &s21631 Pessword: R Ne No
Scenario Properties % |
Hests Properties Domain:
Switchover Properties
7 User account for host
Run Scenario
| User name: -
Password: -
Domain:
For Windows Users: Enter the domain or
| hosiname in the domain or user field
e ] ot | o —
Info: Show log
Back Mext FEinish Cancel
S = =] 4
= — S 3
IVOUDRREENTE T THETH DT, BAIZIIVILFET .
@ Scenario Creation Wizard - ] x
Engine Verification
« Welcome The system automatically checks whether Arcserve Continuity Sute Engine is instaled on the selected hosts.
+ Produd Type To install an Engine on a hast, select its check box and click Install.

% Scenario Setup
« Host

Install On Hosts Server Status Current Version Logon Account Started 84-bit 05

P Engine Verification

Volume Setting

Scenario Properties

Hosts Properties

Switchover Properties
Run S v,

Installed 18.3.0.7025
Installed 18.3.0.7025

Tetal: |2 Selected: | 2 Success: |2 Ermor: | 0 Install Refresh
Infor | Host: - Status: Installed (version 18.3.0.7025) Show log
Back Mext Einigh Cancel

Wa— LR E|EE T RETIYMEILVOR)2—LEF 1 DL L
BIRLT. RAIZVIVILET.
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® Scenario Creation Wizard

Volume Setting

+ Welcome Please sslact one or mone volumnes for the physical machine you want protected. To see more detailed information, click on a volume. Al
the sub folders and files in the excluded folder will be exciuded as wel
¥ Product Type

+ Scenario Setup

¥ Host
Volumes to be protecied
« Engine V«\ﬁulﬁ -
I Propesty Value

P Volume Setting =ryC/ File System T_ NTFS

Bcenario Properties + s WVolume{d014b737-0000-0000-0000- 100000000 [\ er Letter C

Hosts Properies System Volu. No

Switchover Properes EoolVole e

£ - S Label

Scenario Verification Total Size 126 GE
Run Scenario

Free Sze 12GB
Cluster Size 4036

[ Enable exclude directory and files

Back [ Nest | Finish Cancel

7. PFIAOTONTAIEET. BANEDIVILET.

@ Scenario Creation Wizard - [m] X
Scenario Properties
+ Welcome The scenario properties ane configured here. You can also corfigure these properties after the completion of the wizard steps.
¥ ProductTi The recommended defaul values are already listed. Before changing these values, please refer to the Arcserve Conttinulty Suite
po Adminestration Guide:
% Scenario Setup
V¥ Host Property Value
4 Engine Verification e @Geneml
+ Volume Setting @& Replication
P Scenario Properties =) Event Notification
Hosts Properties e @ Report Handling
Switchover Properties
Scenario Verification
Run Scenario
Back Fexr Finish Cancel

8. I TARAZEYTA Rvk D=9 TETR TIEL T FATAT RIIR
T.UT0F#FEMZEANLT. OKIZIIVILFET.

" R Rk D—0ZBIRLU TS - FOyTE 0 YRR ho{R 18 Ry
bO—0EERLET .

" LTUA Rk D—H PATR - KOyTEY YRR DSLTH Rk
J—) TETREERLET.

" Microsoft Azure - LL T Z{TULVET .
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* vXa)TAIN—T - FavTEOY YRR Mo BT«
GI—TE&ERLFET.
* PFRLR-LLTFTOWITIAIERIRLET.
" B TSAR— IP FRLRDE|YH T
" NJYyo 1P PRLADE 1t
" HLLWUNTUW IP PRLARAZER T & 1. B
LU/ 1P PRLARDERR | AT avzB IS
LFEI.

" Uk D=5 hoR BT UITEK T 55 S .
BHEO/INT ) 1P PRLADER | AT a3 %8
MIZLET.

=L High Availability Network Adapter Mapping — O x

Please set network mappings between master adapler and replica adapter

Choose virtual network | FSHAWin-rsgl-vnet (FSHAWIin-rsgl) ~
Master Network Adapter Replica Network Sdapter
Y ethl default | 10.0.3.024 v
Master Adapter Information Replica adapter setting method
m ethl Pleass select the method to set the tamget adapter configuration.
¥ you customized the routing table on the master and used a different subnet, then venfy the route table of
the switchover VM
DHCP Enabled
Was
IF Address
Subrnet Mask IP Settings DNSAWINS Microsoft Azure
Gateways
DNS Server Security Group
et Security Group FSHAWInVAL-nsg ~
IP Address

a Assign static private IP Address

Flezse make sure the private P address is in the range of the subnet IP addresses and is
an available address,

Enable public IP Address

® Create a new public IP address
(0 Use an existed public IP address

Cars

9. RRALLTVADTO/NTAIBEET. RETIV] > REIIUE
EIBEL. Poa7—F V) Rok D=9 EBIRLT. RAIES
DOLET .

F: PYa7—K Uhn) Ruk D=1 AT aiE. BB EUHE 44
JOZRREE T Pa7—k Y/ AR) DB S ETAN AT a0 %
BRL-E B ICOARTINET.
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5‘;‘? Scenario Creation Wizard - [m} x

Master and Replica Properties

+ Welcome The Master and Replica properties are corfigured here, You can also configure these properties after the completion of the wizard steps.
+ Product Type The recommended default values are already listed. Before changing these values. please refer to the Arcsenve Continuity Suite

Admirstration Guide.
+ Scenario Setup

¥ Host Master Properties Value Replica Properties Value

« Engine Verification D& Host Connection = T 1ol Aaiine

¥ Velume Setting 7@ Replication Virtual Platform orta

“" Scenario Properties 3@ spool 2l Port 443

P Hosts Properties @) Event Notification 5 nnectior

Switthover Eripeiias 1@ Reports @) virtual Machine Setting
Sconmic Voslicaton [E] Virtual Machine Name L34
R e ElvM Size Standard_DS2_v2

& Resource Group RHA

18] Storage Account Type Premium SSD
& High Availability Network ... Netwark mapping...
R spool
@icloud
&) Recovery
< >

Configure mapping between the physical networks on master
and replica for AR

Back Next I Finish Cancel
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" LA Rk =5 PETR - KOvTEH YRR L TUA Rk
J—9 FETREEIRLET .

" Microsoft Azure - LL T Z{TULV\ET .

* EXa)Tq =T - FayIEOr YRR Do B Xal)T4
TIWN—TEERLET.
* IP7RLR-UTFTOWTNOEEIRLET .
" B TSAR—k P PRLADEIYY T
" NTJU)v 1P FTRLRADAE $1E
"HLLUSDUI IPFRLRAZERTRBE X B

LLwTUw2 1P PRUARDIERL | AT av&F 312
LFEd.
" Rk D=5 R AT UITEK T 515 S (.
BRFEO/INT) 1P PRLRAOER | AT avExE
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11.

12.

2L Assured Recovery Metwork Adapter Mapping

- O x
Please set network mappings between master adapter and replica adapter.
Choose virtual network | FSHAW in-rsgl-vnet (FSHAWin-rsgl) ~
Master Network Adapter Replica Network Adapter
default | 10.0.3.0724 w

[Y ethl

Master Adapter Information

-

Replica adapler seiting method

Please select the method to set the target adapter configuration.
i you customized the routing table on the master and used a diferent subnet, then venfy the route table of
the switchover VM.

IP Settings DNSAWINS Microsoft Azure

Security Group

Security Group FSHAWInVAL-nsg ~

IP Address

a Assign static private IP Address

Please make sure the private |P address is in the range of the subnet IP addresses and is
an available address.

Enable public IP Address
(@) Create a new public IP address
(O Use an existed public IP address

Cancel

RAYVFA—IN—T/TA] B & T. TIAHINEZZFOFEEAR TS
MNEEZEELT. RAIZVVWILET.

@ Scenario Creation Wizard

¥ Welcome
¥ Product Type
& Scenario Setup
+ Host
+ Engine Verification
¥ Volume Setting
' Scenario Properties
+ Hosts Properties
P Switchover Properties
Run Seenario

Switchover Properties
Switchover proparties wil be configured in this step. The recommended default values ane listed below. Referto the Adminstration Gude
before modifying the cument settings

Property Value
) Switchover

L @ Hosts

=) Netwark Traffic Redirection

L @ Iz Alive:

@@ 0B Management

& Action upon Success

Back Einish Cancel

RAYFA—/\—OBI A | E B T AAvFA— —EE B IBIE TS

( BRIRVTFA——]) D\ FEITHIBE IS FEIRMVTFH—

N=])DERELT. RANZV)VILET .
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@ Scenario Creation Wizard - [m] »

Swilchover Initiation
" Welcome The propesties below control sutomatic switchover.
¥ Product Type
¥ Scenario Setup
" Host
% Engine Verification
¥ Volume Setting
% Scenario Properties
% Hosts Properties
P Switchover Properties

Switchover Initation

A switchover can be intiated automnatically if the Master server is down or database failure detected. It can also be
manually initiated by the administrator. In both cases, a notification message is provided when a failure is detected

Scenario Verification
Run Scenario
) Switchover automatically
® Switchover manually
Back Next Finish Cancel
E > \Y
13. PFUADRKREE]EE T, RAN]ZVIVILET.
@D Scenaiio Creation Wizard - ] W
Scenario Verification
| ¥ Welcome The system automaticall verfies the scenario settings to help ensure proper cperation
| « Product Type Aety emors must be resclvad befors continuing. i is also stmngly recommended that al wamings shauld be resolvd_ i confinuing with waming

ensure ther potential impact is fully understood. After making any necessary changes, click Retry 1o repeat the scenario vedfication
+ Scenario Setup
% Host

Scenario created and verified successfully.
% Engine Verification

+ \Volume Setiing

" Scenario Properties

% Hosts Properties

% Swilchover Properties
P Scenario Verification
Run Scenario

Back Bum Einish Cancel

T YRR Y—/\ELTYH H—/\TE LM ping BN LT 515 & [F.
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@ Scenario Creation Wizard - a *

Scenario Run

¥ Welcome The scenario has been corfigured and is ready to run, Press Run Now to start the scenario. Initial data synchronization will start
o+ Product Ty automatically after pressing the Run Now button. To run scenario later press the: Finish button

% Scenario Setup

& Host Product type High Availability Scenario (HA)
: ~
¥ Erones e Server type Full Systam
" Volume Sefting
v S i Propart 7I||M}I'ii! Testing !orAssured necweilyi E
4 Hosts Properties Replication mode Online
« Switchover Properties
“ Scenario Verification Master
P Run Scenario aras "
Spool size (MB) Unlimited
Spool path INSTALLDIR\mp/spool
Replica
Name
Spool size (MB) Unlimited
Spool path [INSTALLDIRAmp/spool
Master Root Directories Replica Root Directories
i !

gack | Ryn Now

RRZ Y—NELTUA H— B DR AL SNET . BHALTE T 756F
ISCEESE

Finish
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502 Arcserve RHA & & H4AKF



#l 4: CS H%/37Jy2 WAN EIZH%

Bl a: cs H3T)vH WAN L [ZHB

ZOOF &, ¢S RRR ATy 1P PR L R( 155.35.76.123) Z3F D/3T'1 )y WAN
EIZHBENDIEZEFRWNT. 6l 3IFELLLTLVES . LT Tl ®2ybkT0—2 ok
TYFZDONWTERBALET .

IARZE R—k THT—T A TDE I T7AT 94— T7AT 94—l 1)
DEAEZHBTSARX—Fk LAN vk T—9(LAN 1) R IZHYFET .

LAN 1 N DFRAN (& I7A47 94—V 1 ZB L T/NT 9D WAN TP OEARTE
F9 . LT OR—k I4T—T4201. T7AT7 94— IL 1L IR L TR ESNE
ElR

_ R"R—bk 25000 [FTRE 1 12047 —KR&h%xd.
— R—bk 25001 [FRARE 2 12O+ 7—KR&EhET.
avk O—)L H—EX(E/\T1)99 WAN EIZHYFET .

TISATURIE IR—k T T—T AT DNENEITFAToA—IU T7AT
rA—IL 2) D& A ZHBTS5AA—k LAN Fvb T—5( LAN 2) R IZHYE
ER

NSO B DTSAR—k LAN vk T—4(%, 73T1)v5 WAN %@ U THE#E
SnFEY.

LT O IE. ZORvs7—0 vk 7yTE R LTLET.

cs kAR
IP; 155.35.76.123

(C 7%57>% WANIDMZ. 155.35.xx__ ()

YAh1 YAk 2

FFATIF—IL1-FR—k 2+T—
TAuTHH

% 1P:192.168.0.111

544 1P:155.35.76.203

H—F 25000 IZRAZ 1LIZ747—F
A—F 25001 IFTRHE 2 12747 —F

FFATIA—) 2 - K—F 2+ T—T«
wHEL

PRIER IP: 9.181.101.127

#1488 IP: 155.35,79.139

( FSA~A—F LAN 2:9.181.101 x ()

(751~ FLANT:1921680x )

ESX FEf=IE vCenter H—1
9.181.101.240
H—F 443

P
) 0 |
) P ) |
|
! ¢
'] o I
|
|
At ST b FISATLR
102.168.0.112 192.168.0.113

9.181.101.199
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1 4: CS H%37)»2 WAN EI(ZHD

OV O—)L H—ERIIYRAZIIE G TEFTH, 7ISAT7URIIE K TEFEEA
Lf=h>oT. 7ISAT72URLE TNAT A—T1)T1Z2HELT. avkO—)L Y—E
ARERRADE DEHEEILLET . M OFIEIL. Il 3 ERILTT .
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Bl 5: RRA. TISAT7UR. BEU CS [TR—b I+ T—F 12T SN =717 9+— LDk A8 1ZHD

Bl 5: RRB, FTSAT72U R, BEKU CS [THR—k 74
D—T AT EINT=TPAToA—ILOE ARl [ZH D

SOl DAYk T—7 ok PYTTIE. B H DHA R T RRS HHR—k T47—F ¢
DIDE MG TTATIA—ILDE ARZHYES .

LLTF TlE, RvkD—9 £uk 7y I2D0VCERBELET
" RRAE TFATIA—IL (T7ATI94—IL 1) D& A ZH S LAN Rvk T—5
(LAN 1) RIZHYET .

" Rk DA DTG E TFAT oA=L LIS L TE M T,

" arvkO—)LY—EX(CS) BEULTUAIX. T7A4T7 94— IU T7AT94—)L2)
D& Al 128 B LAN vk T—H( LAN 2) RIZHYET .

" Rk DAT—TA T E TFAT oA=L 2 ITH L TE M T,
" ZASDME A D LAN Rk T—1%. ATy WAN ZFE B L TER S E

ElR
LLTF OB &, SOFRvs T—0 ok 7yTERLTVET .
( w5 WAN/DMZ: 155.35.x.x O
HAk1 HAk 2 ITAT A= 2-—b T4 T—F 1
FFAFT 9= 1-—k T+ T —Fr THY
AL PIER 1P: 9.181.101.127
PR 1P;192.168.0.111 SH-&0 1P: 155.35.79.139
44%h 1P:155.35.76.203 R—Fk 24000 [£ CS RARIZTH+T—F
AR—k 25000 (FF FSAFURIZT+T—F
( FSAA—} LAN 2:9.181.101 x ()
( P ! R SN 0 ESX FfzI& vCenter Hh—s%

9.181.101.240
R—k 443

avkA—)L
H—E2
9.181.101.100

XA%21 TAR2 FFSATUZR
192.168.0.112 192.168.0.113 9.181.101.199

o
S

R—b TAD—T42J1EME B DIF7AToA—IUR LTE 5=, IRAETT
SATUAB LV AV O—)L H—ERIZFVEATEFT . RHIC. avkO0—)L
H—ERBIPLTIAERRRZTHOCATEEFT . COEITYITIE. LLTD 2
DDEETUOFIVAEER TEET S

" NAT A—FqUT1EE R T5: TRAL FHIET7TSAT7UoRLE DVTIANT
NAT A—TA)T4%FE AL THAS FUAZEER LES . B 1 £330 2%
B AL

F19E: 3FXFLARYST—5 vk 7YyFH O RHA NAT 1—F« )71 D& E 505



il 5: RRA. TISATU R BEXU CS [FTR—b FAT—T AT ENFT7ATo+—IL D% A8 IZH B

" NAT A—FTAUTAZFE R LW TR—k DT —To T DM &L (2, T74
Tor—IL1 BEUVT7ATI4—IL2 DS ER IP PRLRAZFERHLT. HA ST
AEERLET.
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F20E: HERILOARML

JTLAELVEY 3y 4100193y, F¥=ERHA KR E(avkO—)L Y—ERE
KU DY) B DR A2 DO RE %R <=8, r16.5 Service Pack 7 Tl&. RHA [Z,
MHEZRMEZEDEL.IAZELNERZRF(BSIEOE EITHVWDDHLY) 3
B=60DY—ILHE A ShFELT-=.
TIAISTIE. HERIEFENTT. AEEE . VB EHEAOD—HIL
Y—\E TR SNES . Y517 DFEHEAO—HIL H—/3 L DR SRE R
FZICEELGWME S . EHIMET SNET.
certutl.exe YV—JUFAU bk O—)L H—ERB LUV IO VDAV AR —IL THIVFIZH
Y, arkO—)L Y—ERBLUVIVS U ETRSRAMEBRERNT7ERELETT.
DOY—ILEFE R TREE .. —HIZIZLL T OF S AHYFET .

" B OEIRIOSSLIIBAE DRIEEA ML FEXES L TEHLIITEER

E TEET.

" O—hLY—N\THERSNS SSLEEAE BLUIFIE S L F-EE S L F
HIERERTE CEFT .

" O—HILOEFEEFAHIBAERN7ICH LI EZE N TEET .

" O—HILDIEBEFAEAERNTHOIIAEZIRYE T IENTEET.

" AEFAE DX IR FIB I FEITAEI R TEET

" JE—b B—/3~D THE SSL ¥t 27 3L TEAHAREME 2T AN TEFET

RO SIEX—THERSIEEAIAERANTOIATERESIEL. O—
FILVEE B Z Rk 7O A DA [ZOE—TERWOESICTEET

Notes:

" HEROHREADEH (. oV - —ERFETIO O OY—E

ADBE R E I TOHBERELFET -

"SI ERNTERIBIAICIE. HAAHDEEETHIOUNEERALT.
certutl.exe Y—ILFETLET .

" SSLEEBAZ BRI EFF AT A2 avk—IL H—ERBLVITRTHOIUY
212 r16.5 RHA Service Pack 7 A4 B TY . Ok B—)L H—ERD/\—23
M Service Pack 7 Ty IOV DIN—23au B FREVIELME S . LLRTD
/N\—232 0 RHA TIE SSL EE B & MY R—k SN TULVEL . 2 F)AD
EITHIARBLES.

eI AVITIE. LT DOREYIDE ENET .

FARTOF BRI RERATND—ERTELVIEEDETEDRT ... 509
SSLEERREREEDE ML FT-IFXENIL 511
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SSLEFRRZE CRR B BB DER T & )b . 512

O—hILESARERRE RN PISH T AEEBAEDEM /WYEL 513
CRLEBNVARDURL MERTE /Ut 514
M E IR T DB 515
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FRTOF AT REGIATUF O— B R TBLUERE D% E DR T

TRTCOFIAATRELZIATIRD—ERTBIUVRE
DER TE DT 7~
HEZREODENEDE—FHELT. IRTOFIAAIRELOAT IR ET—E R
L.BBEDEREEZRTIHDIDLEIHYET .
LT OFIRIZHELET .

1. avvk FaVIJhEER LT, avbA—)L $—ER(CS) FFT O 00

AR —IL TALOR I EBILET .
2. certutl.exe #E1TLFET

3. TRTDAVNEF—ERFTTAHIZE. aAIUKF /LT certutl I ZFEAL
F9.

YAS—

master.local (udpapp3)

cs.local (udpappé)

GUI

replica.local (udpappt)
YAS— LIUA

4, ATUR D)V ERR T IHICIE. gZEFERALET

5. RAFTIRAFASNTWSIIAE L Z B . SSLAIBAE DIREE( A
AMEIN DY - BEUA—AIL SRR EBE R FISEMSh =3 RT
ODEAEFES L. IHERNTDREDEREER KT HICE.
certutl.display Z{E AL E 9,

$ openssl req -x509 -newkey rsa:4896 -keyout cs_pkey.pem -out cs_cert.pem -days 365
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FRTOF AT GEIATUF D—EBERTRELVRE DR E DR T

6. AVYUR ANVTHER T T BICIE. INGA—F -h FI/ELF-aTUREFE AL
EX I

7. JE—b Y—/\TSSL #E R &M 3L TEANEIIET AN T BIZ(E.
certutl.testsslconn Z{E AL EY .

§ openssl req
bit RSA private key
et

ab t [ called a Distinguished Name or a DN.
quit fiel t ) n leave some blank
e fields there will be a default value
If you enter ".°, the field will be left bla

(2 letter code) [AU]
vince Name (full name) [Some-State]:MA
me (eg, city) []

Email Addres:
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SSLAIBAE R DE b F-1XES b

SSL i BA & 1% 5 DF $h 1k F= (T B 1k

Pefn DMEILRT D SSLEEEAE DR EEE A S F=IXES L 975121
certutl.enablesslconnverify Z{#E AL EJ .

TI4IUk : disabled

{8 FH 5 i% : certutl.enablesslconnverify True/False
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SSL &I BA & LhE & @ OF% E LUk

SSL FE BA & &F8 7 8 DR & &)tk
SSLEFBAZE LM B RER T EZ TN T IR ELRHYET.
LT OFIEIZHEWVET.

1. A=A Y—/N\THERASNS SSLAIBAE BV B 28R E 9521,
certutl.setcertpkey Z{E A LET .

EEBIEFIBEILFAMEREIR—ITI5E . F—(IFHEZE
BREEL . B RFEIESEMBRONNRTV—ZHERALT MERED
SEBAEIC—HLTWANEILERERELET . 1. O—AIL H—/N\TERHA I
HSSLEEBAEZE B IUME BB ZER T 9 5ICIEL. certutl.setcertpkey ZfE AL
F9. B BT I EFAMBRESR—I55E . T—I(IEE
BAEFRIEL. MEBERF-IFESIEMERONNRT—REEZELT. f
BRMNIHEZEIT-HLTOANEINIZHEZELET.

fE /3% : certutl.setcertpkey <SSL 5 BH & J74 JL> <RSA T Z 82 T71 JL>
&5 1L & AW B D/INRT—F]

2. certutl.setcertpkey TER E SMNT=SSLEIBAE LM Z R EV)T7TBHIZ(F.
certutl.resetcertpkey Z{FE AL 9.
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O—hJL b SR EBAE RN TISH I HEBAE DEM / BRYHL

A—AJL b SR EE B & R+ 7Ixt 975 EE B & DB
hn/ERYAL
;—jm FSAMEEBAE AR TS LCREBA E ZE M FITEYE TENTER
LT OFIRICHEVET .
1. A=A SRMEBHEXN7ISH LWOGEBAEZEB M52,
certutl.addtrustcert Z{E FALE 9.

2. B—AL b SRMEEBE RN THOSEEBRE I YIE TICIE.
certutl.revoketrustcert FE7=I& certutl.revoketrustcertbyfingerprint Z{% F

Li‘d_o
ERAL:
certutl.addtrustcert <SSL 5f BA Z 7741 JL>

total 24
drwXrWxrux
d PWXPWXrWX

root root
root root
= PUXPWXPWX root root
= PUXPWXPWX root root
= PWXPWXPWX root root
-ruxrwxrwx 1 root root
- % 1 root root

e

(%]
-ruxruxrwx 1 root root

1

1

1

certutl.revoketrustcert <SSL if B Z 771 JL>

certutl.revoketrustcertbyfingerprint <3t Bl & SHA1 4> H—T1ob>

C:¥Program Files (x86)¥Arcserve¥RHA¥Manager¥certutl.exe \;li-

m | >
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CRL %.%1JRF ® URL D% E / Yvb

CRL &YX D URL DX 5E / Ytzvk

CRLEFNURL D URL 5] E F=[F)vh T EAHYFET .
LT OFIRICHEVET .
1. CRLE%HAL D URL #5% 5 9 5IZIE. certutl.setURLforCRLrevocationlist
aRVEEERALEY
{8 FH /A% : Certutl.setURLforCRLrevocationlist <URL of CRL revocation list>

2. CRLE AR D URL Z')tvk 3 3BI1Z1F.
certutl.resetURLforCRLrevocationlist AR ZE A LET .
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18 E 52 5 D&% & Off

18 B B fE D&% & Ol

DoAY T IV S F)ATlE. Arcserve Replication/High Availability & 71)
FIZES ML TWASRATHE (GEBHER—X) BiAEANILISAEEHRAL
FI . 12EZ R T—EHHKRRAS A WMSRAR BIZLTUSr—bSNBL U TIVE D74
W=D FIAEE ZFES . COFITIE. avbA—)L H—EX, TRZ IUD
. BEULTUA IO UEE L. JFIAIZS LTS T RTO Arcserve
Replication/High Availability % |l TR E ZIENE HEShTWET.

YAS—

master.local (udpapp5)

BEuI BEY—E2
cs.local (udpapp6)
@ 551 Le
[}
@ GuUI

@ 581

I| ‘
‘!

replica.local ([udpapp6)

XAS— LIUA

2 DORAS THEIZEE §5I21F. & BT O 3L DF=0IZ& RANDE Z

HSSLEEBAZEAFE AL, JE—F E7DIEBAEZE A TRA DIEFEF AEEBAE X+

FISEMENTEY. HEREAT aNE KA TEMIESNATLRREMN
HYFET .

ZOFNZZE. S (avkA—ILH—ER) . YRA. BXUPLTVHD 3 D2DEE| /
ARDBYFET . HEIIEFE TSI 3 DDREITARTTUT AL ETT,
1. CS\ RRA. BLULTUHADE AL SSLEIBAEFE K LET .

2. EEEBGHAOSSLEIAEFXER I AL HinTHKEIZHRELE
ERp

3. FRAMRE]) T.HERMKEZAN AR . INTOEBFAHRI
FORBEREE. REIDEEFAHLEAEAT7ISEMLET .

Notes:

" BMAIAEEER. T B DO CA (FEAKE) #ERALTGIRES
A AT AICIE. (B R DE ST NTORE A E 2% B OfF %8 7% A&LBA
SANTISEMLET . EOMDEAE /CAICK-TER SNIELAZZE
BREETBICIE. ZREIOF SRS ARTHCADAFEIAE /ELMAEL
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18 B 52 & D&% & Pl

FoTLORENDHYFT .

PEM J7MILTCHEBDIIBAEEZ(R—FTBICE. SIBAEF 1 DFEFE D
120 PEM I7AIVEE R L. FNHD PEM 770 I)VE 1 DF DAiRk—hLE
ERR

CDHAR DT RTOH (L. UNIX/Linux 7RAF THH %) T9 . Unix/Linux T
[&. /opt/ARCserve/bin/certutl 1—7 4 )T74Z{E R LT. RHAI O VA D
SSLEREZFRELET . REFIEL-DOHF OF B LR #% T . Linux TIY
DUEBREENTAIZIE. av R Tservice ws_rep restart 12 {E FHLET .

ZOFE. LT OEYITEHRBASNTVETD .
" BCERIIAZEDER
" SSLEIBAZEZFE ATALSIREZRTETS
" 3 DDZEENR D SSL R DTAE
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o
S
gg
Al
g

#E

BCEAMAEDER

BT BECBRMAEZFEFALES. BRMEHAEZEEFERBLV/FE
MBI AKEZFERLTC. EHEDEHFERTHIIELETEET
BEeBAMBAEEAE KT HICE. LT ORY)—2 39k DESIZ OpensSSL 1—
TA)T14Z2ERALET . ZOFHI TlX. Windows F @ bash HY5 OpenSSLEE1TL T
LVET . OpenSSL Z{# B 9 5(Z(%. a< K Tsudo apt-get install openssl1ZF {1 L
E 2

EHIE. CS . YRA. BEULTVAA OMZ B EARIBAEZER T5H5IET
T ERTAIUE HAT7MIILDB AT ZEE 5V E3EEITLET.

CSF—/SEBAERTDER :

14096 -keyout cs_pkey.pem -out c¢s_cert.pem -

rporated

t is called a Disting d Name or a DN.
t you ¢ e some blank
a default value

left b

% openssl req -x589 -new
ivate key

ou are about t e enter information that will be incorporated
into your certif
called a Distinguished Name or a DN.
an leave some blank
For some fiel
If you enter

ince Name (full name) [Some-State]:Ma
Nlame (eg, city) []:bos
tion Name (eg, company) [Internet Widgits Pty Ltd]:dev
tional Unit Na (eg, ction) []:arc
ommon Mame (e.g. FQDN or YOUR name) []:master.local
] .com

LIUA F—/SEBRERTDE K
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Sg
EIJ'I
S
ﬂl‘!ll
&t
3

#E

yout replica_pkey.pem -out repli

You are about to be asked to enter information that will be incorporated
rtificate reque
are about to enter is what is called a Distinguished
are quite a few fields but you can me blank
fields th ill be a default value,
nter *.°, the field will be left blank.

y Name (2 letter code) [AU
p i Name (full nam -State]:ma

[Internat L Pty Ltd]:
ction) []

Name (e.g. s

Address [1:

R R ENFREBAE ORTH 3 DERSNELT=.

d rwX WX root
drwxrwxrux 8 root
= PWXPWXPWX root

= PUXPWXPWX root
= PWXPWXPWX root
= PWXPWXPWX root
- PHXPWXPWX root
- PWXPWXPWX root

0

BbwWw W w®

REOFIEX. IL—ILEB D SSLEHDOTANEITHLDOTY.
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18 E 52 5 D&% & Off

3 DR EID SSL SEA=E DR E

OB DR DFNE (X TRTHOEREI B OE B Shi=SSLEEBRZE OfFE FH D%
E . B—HILD SRS AR TADETAFRIEBAZE DE M .. BXUR G I BHHRRM
L TCOHEBREIEEDEMETT. REIZFREITHICE. LTI IESRLT
Q- AN

" aokO— )L H—EXDETE

" RRRA IV DETE

"LIVAIVOUDERTE
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avkA—)L —ERDE E

AUk AL Y—ER KRR LT, TALIRE CSAVRR—IL TALIRIICEE
L. certutil.exe Z#CEIL F T -

LUTFOav rZzA AL BEDSSLEEZRTLET .

certutil.display

LLT DAY )—2ayk (& CZORXS T SSL AR K IS8R B SN TLVEAo=CEE
RLTWET.

C:¥Program Files (x86)¥Arcserve¥RHA¥Manager¥certutl.exe \;‘i-

m | >

Certific = in trust rtificate store:

LURL of CRL r

B EBRAIAZEAERTAHICE LT ORY)—2i 39k DESIZ OpensSSL 1—
TA)T4%ERALET . ZOFHI TlX. Windows F M bash HYM5 OpenSSLEEITL T
LVET . OpenSSL &AM A —JL9 B(ZIE. a7 R sudo apt-get install openss| 1%
¥ITLFET.

LUTOFIREIZHEVET. :

1. CSOEMHEHADSSLIIBAEZERELET.

FEOATRIE LURBTERL-MEZEREAFIIBAELN. TRXTOEE
BEHERIZCSICEOTHEAINALSIICEELET (£ RSN AE L
(. avUROFERTHIIZCS [ZaAE—EhET) .
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o
S
g%ll
Al
g

#E

2. YREABEIULTVA(ET) DABREEBAE . CS DO—HILDIE $8 F AL
BHEXN7IZEMLES.

6 > certutl.a

certificate to local certificate store

Fingerprin
1 mb

3. TRTDZIEEHBADSSLEIBAZDRIIZEMIELET.

s A AREBEAO—HILDEFEFE AL E AN TITE N SNT=RRE
MODE 5t DAE A] 5K 51=80. COFTLavzEm it 540
ErHYET.

12 > certu
e validate the peer's rtificates for all S5L connections or not

Lc

date the o es for all 55 onnec [= Fully.

ed certificate s

5. CS ETHREZTETIBIIE. UTOFIEEERTLET.
a. NglZEA 73LTcertutil.exe ZEALET .

b. 3Kl scstop CAARCserveRHAManager] & & U sc start
CAARCserveRHAManager |2 AL T. vk A—)L Y—EXZB R H
LFET,
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YRR IVOVDRTE
YRR KRR E T I RTOFREFIEIELCS L TETLEZLDEL TLET A LU
TORIVEBYFET .
" RREALE DI DAVRS =)L TALIR DS certutil ZEEEILET -
FIAI)Uk ¢ C:\Program Files\CA\ARCserve RHA\Engine\certutl.exe

" EE/LI)Vr—a EGRAOSSLA B E DR EICETASFIRICHINT.
certutil.exe T master_cert.pem &K master_pkey.pem Z7/ILEFERHLE
9,

" S HBEIULTVADA I ESR. YRADEBEFHIIAERNT7IZEM
LFT.

LT DRD—2avb (& YRR IO L QX TFvEk & TO0XERLTL
EXE

C:¥Program Files¥Arcserve¥RHA¥Engine¥certutl.exe \;‘i-

m | >

UTOFIRIZHELET. :
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#E

o
S
g%ll
Al
g

1. LT ORI)—=02avb DEIINFZHEZTERITLET S

B
Aty

LFET

connection

Fingerprint
Number: cb:

URL of CRL revocation 1

3. LA LETEREERTIAIZE. UL TOFIEEZETLET.
a. Ngl& A 73LTcertutil.exe ZEALET .

b. A<kl scstop CAARCserveRHAEngine 15 XU sc start
CAARCserveRHAEngine 1z FAL T. YRZ IOV EBREHLET .

$20E: HERA ORI 523



18 B 52 & D&% & Pl

LFVHh TN TE
LTUARAS E T IRTHERE FIRIECS £ TRITLIZLDEM TOET A
UT DR NEEYET.
" LTUA KRR LIV DAV AR —IL TAL IR DS certutil ZREEI L
*9.
FIA)Uk © C:\Program Files\CA\ARCserve RHA\Engine\certutl.exe
" EE/LT)T— I ERADOSSLIEREDR EICETAFIEICHINT.
certutil.exe T replica_cert.pem &K U replica_pkey.pem 774 )LE{E AL F
ERR

" S BLULTVADAREHEL. LTVHDEBEZF A A EXLTICE
mLEy.

LT QRY)—aubd. LTVA IOV E DX vTFvik € TOwR%ERLT
LWVET.

C:¥Program Files¥Arcserve¥RHA¥Engine¥certutl.exe \;‘i-

m | >

commard help

LTOFIBIZFENET . :
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#E

o
S
g%ll
Al
g

1. LT ORI)—=02avb DEIINFZHEZTERITLET S

rtutl.addtru
L certifi

2. LIVADETE DT DRY—22avk DESITR RINTNSIELHE
mLES.

3. TRAL TR EZZETIHICIE. L TOFIEEZETLES
a. Ngl& A 73LTcertutil.exe ZEALET .

b. A<kl scstop CAARCserveRHAEngine 15 XU sc start
CAARCserveRHAEngine |Z#fE AL T. RRZ IO VB EHLET .
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% EIR o SSL # &% DT R

certutil.exe Z{3 F§ L T. Arcserve Replication/High Availability > 71)A12& L T
WD RTOE EFE O B EFEIE U IR E SNDEIDEHERLET .

CST. U TEETLET.

C:¥Program Files (x86)¥Arcserve¥RHA¥Manager¥certutl.exe

B4R (2. LTUADDRREAE XU CS [Z. BXUTREMNS CS BXULTJAIZHE &
HERTANEE T ITBHIENTEET (I certutil.testSSLeconn ] AWK ZE FH)
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FSITNDa—FarTDEVE

%21 : Arcserve RHA ST IV a—T42%5

LT OEooavTlk BETHAREMEAHEITI— Ayt—U D— B IZDLVT,
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