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Contact Arcserve

The Arcserve Support team offers a rich set of resources for resolving your tech-
nical issues and provides easy access to important product information.

Contact Arcserve

With Arcserve Support:

" You can get in direct touch with the same library of information that is shared
internally by our Arcserve Support experts. This site provides you with access to
our knowledge-base (KB) documents. From here you easily search for and find
the product-related KB articles which contain field-tested solutions for many
top issues and common problems.

You can use our Live Chat link to instantly launch a real-time conversation
between you and the Arcserve Support team. With Live Chat, you can get imme-
diate answers to your concerns and questions, while still maintaining access to
the product.

You can participate in the Arcserve Global User Community to ask and answer
qguestions, share tips and tricks, discuss best practices and participate in con-
versations with your peers.

You can open a support ticket. By opening a support ticket online, you can
expect a callback from one of our experts in the product area you are inquiring
about.

You can access other helpful resources appropriate for your Arcserve product.


https://www.arcserve.com/support
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Chapter 1: Introduction

Arcserve Cyber Resilient Storage complements your existing UDP 10.x installation
to keep your data safe from cyberattacks and helps maintain cybersecurity com-
pliance alignment. With Arcserve Cyber Resilient Storage, you can take immutable
snapshots of an entire data store on the on-premises storage endpoint for
enhanced protection against ransomware and other threats.

Arcserve Cyber Resilient Storage leverages immutable snapshots to protect your
data, keeping it unchangeable and recoverable, and provides:
" A secure low footprint storage destination for UDP

" Data integrity through immutable snapshots that are protected against unau-
thorized modifications

" The option to use either a hardware Raid or the CRS SW RAID for storage
integrity

The Arcserve Cyber Resilient Storage Server is managed through a Command Line
Interface (CLI) also referred to as the shell or CRS shell. For more information, see
the Command Reference Guide.

Note: This document contains the following acronyms:

CRS: Arcserve Cyber Resilient Storage

CRS Server: Arcserve Cyber Resilient Storage Server

CRS Data Store: Arcserve Cyber Resilient Data Store

CRS Shell: Arcserve Cyber Resilient Storage Server shell
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https://documentation.arcserve.com/Arcserve-UDP/Available/10.0/ENU/Bookshelf_Files/HTML/CRG/default.htm

Chapter 2: Overview

This guide provides a comprehensive walkthrough for the installation and setup of
the Arcserve Cyber Resilient Storage Server, also referred to as CRS Server. It is
intended to help you install, configure, and get started with the Arcserve Cyber Resi-
lient Storage Server and covers the following:

" Hardware and network prerequisites
Types of installation

Initial configuration

Storage management

Network and storage setup

Alert management

User management

Upgrade types and procedures

How to engage with Support

Issues and troubleshooting

Chapter 2: Overview 2



Chapter 3: How to Install Arcserve Cyber Resilient Stor-
age Server

This section explains how to install and configure Arcserve Cyber Resilient Storage.

Important! If you do not intend to configure a local NTS (Network Time Security)
time server, please ensure that the system has access to the external internet.
External connectivity is required for Arcserve Cyber Resilient Storage to reach pub-
lic NTS time servers and maintain accurate system clock synchronization.

Specifically, this section contains the following topics:
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Pre-Installation Checklist

This section describes the requirements to install and set up the Arcserve Cyber
Resilient Storage Server and contains the following topics:




Pre-Installation Checklist

Hardware Requirements

This section provides information about the recommended hardware specifications
for installing and managing the Arcserve Cyber Resilient Storage Server. It includes
considerations for CPU, memory, storage media, and network interfaces.

When considering a setup for the Arcserve Cyber Resilient Storage Server note the

following:

" Data storage should be redundant so that a drive failure does not cause data
loss. To provide data storage redundancy, use a hardware RAID or CRS
RAID to create a software RAID from 3 or more disks.

Note: for a comparison between hardware RAID and software RAID, see Soft-
ware RAID vs Hardware RAID.

The current version of Arcserve Cyber Resilient Storage Server supports hard-
ware components certified by the RedHat version 9 64-bit (x86_64) (see link).

To provide redundancy for the OS in case of drive failure, consider using a
hardware RAID.

Note: Hardware RAID can be managed at the user's end.
The Arcserve Cyber Resilient Storage Server may be deployed on:
" A platform using an IPMI or similar system that manages how the storage
drives are utilized.
" A non-managed storage platform with multiple drives available as individual
storage drives.
When using an IPMI or similar system, the administrator may rely on the hardware
RAID solution as desired.

Note: There should be a minimum of one resultant RAID for the OS and one for the
data storage. The resulting RAID will be represented to the OS as a single drive that
Arcserve Cyber Resilient Storage Server will use to store data stores on.
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Minimum Hardware Requirements
This section provides information about the minimum recommended hardware spe-
cifications for installing and managing the Arcserve Cyber Resilient Storage Server.

Arcserve Cyber Resilient Storage requires two disks or volumes that can be detec-
ted by the Operating System with the following specifications:

" One drive/volume with at least 25GB storage for the installation

® One drive/volume for data stores
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Hardware RAID Deployment Recommendations

This section presents the recommended hardware RAID configurations, resulting
storage capacities, and suggested CPU and memory requirements for Arcserve
Cyber Resilient Storage.

Note:If your environment includes hardware RAID adapters, Arcserve recommends
using hardware RAID instead of CRS RAID.

EZrW Disk RAID5 Volume Usable Capacity [Physical |Suggested [RAM
. in TB with 5 RAW Disks (without [CPUs  |CPU Cores [in GB
Size 3.2% buffer) (Min) |(Min)  |(Min)
(in TB)
4 3.87 1 1 8
8 7.74 1 1 12
16 15.49 1 2 16
24 23.23 1 3 22
32 30.98 1 4 32
40 38.72 1 4 36
48 46.46 1 5 48
56 54.21 1 6 48
64 61.95 1 7 64
72 69.70 1 7 64
80 77.44 1 8 64
88 85.18 1 10 72
96 92.928 1 10 74
104 100.672 1 12 86
112 108.416 1 12 98
120 116.16 1 14 104
128 123.90 1 14 128
144 139.39 1 16 144
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CRS RAID Deployment Recommendations

Arcserve Cyber Resilient Storage Server uses the CRS RAID configuration over other
traditional RAID arrays because CRS RAID provides better data integrity, eliminates
the RAID 5 write hole and offers more flexibility in storage management.

The following table describes the requirements for environments using a CRS RAID
configuration.

Important! Each RAID configuration below is created by combining the usable capa-
city, RAW disk capacity, and number of disks. The same configuration can be cre-
ated by using different combinations.

Usable
Storage .
Capacity [Total RAW disk Suggested (3.2% Minimum
in TB RAW Capacity N?' of |Suggested RAM (in  |Buffer No- ?f
. . . Disks* [CPU Cores . Physical
(without |Capacity |per disk* GB) (in GB) CPUS
3.2% buf-
fer)
1.936 3 1 3 1 0.064 |1
3.872 6 2 3 1 0.128 |1
7.744 12 4 3 1 12 0.256 |1
11.616 18 6 3 2 13 0.384 |1
15.488 24 8 3 2 16 0.512 |1
19.36 30 10 3 2 19 0.64 1
23.232 36 12 3 3 22 0.768 |1
30.976 48 16 3 4 32 1.024 |1
34.848 54 18 3 4 32 1.152 |1
38.72 60 20 3 4 36 1.28 1
46.464 72 24 3 5 48 1536 |1
54.208 84 28 3 6 48 1.792 |1
61.952 96 32 3 7 64 2.048 |1
69.696 108 36 3 7 64 2304 |1
77.44 100 20 5 8 64 2.56 1
92.928 120 24 5 10 74 3.072 |1
108.416 140 28 5 12 98 3.584 |1
123.904 160 32 5 13 98 4.096 |1
139.392 180 36 5 14 109 4,608 |1
162.624 196 28 7 17 126 5.376 |1
Notes:

" Before adding a disk, make sure that it does not contain any filesystems from
prior use. Arcserve recommends that you use new disks or disks that have
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been wiped clean.

" Make sure that a default usable capacity of at least ~3.2% (min 128 MB, max
128 GB) is available for the pool reserved space. This is a portion of a storage
pool's capacity that the filesystem sets aside for its own critical operations.
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Network Requirements

The following are the network requirements for the Arcserve Cyber Resilient Stor-
age Server to communicate with UDP and RPS:

" At least one supported network interface card (NIC). For most installations,
this is an Ethernet interface that can be configured for DHCP (automatic IP
assignment) or manually with a static IP address, netmask, gateway, and
DNS. See Supported Network Cards for more information.

For a standard installation, just make sure your network cable is plugged into
the network card and is active.

If the Arcserve Cyber Resilient Storage Server is deployed in a segmented net-
work for security purposes, open extra ports to enable communication and
data transfer. These ports allow communication between the segmented net-
works of both UDP and the Arcserve Cyber Resilient Storage Server.

The following ports must be open:

* Port Number 22 — outbound for Arcserve Support to login through the

Support Tunnel
Port Number 443 — outbound for checking for and installing updates

* Port Numbers 5000-5099 — for inbound data traffic

Port Number 4460 — to establish a secure connection with the NTS
server

Port Number 123 — to synchronize and update time on the Arcserve
Cyber Resilient Storage Server

Note: Support for network bonding will be available in an upcoming release.

Important! Some environments may have multiple network interfaces configured
on the same subnet for reasons of performance, failover, or reliability. As this
requires network features that are currently not supported, Arcserve strongly
advises against installing Arcserve Cyber Resilient Storage in such environments.
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Supported Network Cards

Arcserve Cyber Resilient Storage supports a broad range of network interface cards

(NICs) to accommodate diverse performance, security, and deployment require-
ments. This section outlines the compatible NICs and their specifications.

Standard Ethernet Cards

" RedHat: Supported network card. See RedHat Catalog for more information.

" Intel Ethernet NICs: Most server-grade Intel NICs—including 1GbE, 10GbE,

25GbE, 40GbE, and 100GbE models (e.g., X520, X550, X710, E810)—are sup-
ported natively via kernel drivers.

Broadcom: NetXtreme series NICs (e.g., BCM5720, BCM57414) are sup-
ported, offering speeds from 1GbE to 100GbE. RDMA features are included.

Mellanox (NVIDIA): ConnectX series Infiniband and Ethernet adapters are
supported using MLNX_OFED drivers. The latest MLNX_OFED releases are
compatible with CentOS Stream 9.

SFP and SFP+ Module Support

SFP Modules (1Gbps): CentOS Stream 9 supports standard SFP modules for
up to 1Gbps, including single-mode and multi-mode optics from major
vendors.

SFP+ Modules (10Gbps): Widely supported with Intel, Mellanox, and Broad-
com NICs. Common modules such as 10GBASE-SR (850nm, short range) and
10GBASE-LR (1310nm, long range) are compatible, provided the NIC and its
driver (e.g., ixgbe for Intel X520/X540/X550) recognize the module.

Third-Party SFP+ Modules: Some NIC vendors, particularly Intel, may restrict
support for third-party SFP+ modules via firmware. These restrictions can be
bypassed for testing using kernel parameters (e.g., ixgbe.allow_unsup-
ported_sfp=1). For production environments, use vendor-approved optics for
full support.

SFP28 Module Support

SFP28 Modules (25Gbps): Supported when paired with compatible NICs such
as Mellanox ConnectX-4/5/6, Intel E810, or Broadcom 25Gb adapters. Native
support is available in Linux kernel version 5.14 and later (included in CentOS
Stream 9).
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Download ISO File

Download ISO File

You can download the Arcserve Cyber Resilient Storage Server ISO file in any one of
the following ways:

" In Cloud Console, click Try it from the Actions menu on the Recovery Point
Servers page. The Arcserve Cyber Resilient Storage Trial page opens. Enter
your name, company details, email address, and click Submit. The Arcserve
sales team will contact you.

Open the Support page. From Products, click Arcserve CRS, and then click Arc-
serve Cyber Resilient Storage Download Link.

In the UDP console, on the Recovery Point Servers page, right click a Recov-

ery Point Server and from the menu, click Try It next to Add Arcserve Cyber
Resilient Data Store. The Arcserve Cyber Resilient Storage Trial page opens.

Enter your name, company details, email address, and click Submit. The Arc-
serve sales team will contact you.

Status  Plan Cou

Update
Remaove
Add Data Store
Import Data Store
Try IT_I
Try Itl

Add AWS/Azure/Google Cloud Data Store
Import AWS/Azure/Google Cloud Data Store
RPS Jumpstart

Install/Upgrade Recovery Point Server

Ad-hoc Replication
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Create Bootable Media

Create Bootable Media

You can create a bootable media from the Arcserve Cyber Resilient Storage Server
ISO file using any of the commonly available tools.

Note: If you are creating a bootable USB drive and the tool gives you the option to
choose between DD mode and ISO mode, we recommend selecting DD mode. This
mode creates an exact copy of the ISO file, preserving its original structure. In con-
trast, ISO mode may introduce a bootloader that could cause compatibility issues in
certain environments.

Follow these steps:

1. Download the Arcserve Cyber Resilient Storage Server ISO file.

2. Select the desired tool to create the bootable media.

3. Insert the desired bootable media, that is, USB drive, DVD, or Blu-ray.
Important! This action will erase all data from the removable media.

4. Follow the instructions in the tool to select the ISO file and media, then cre-
ate the bootable media.

To boot from the bootable media, restart your computer and select the media from
the boot menu.

13 Arcserve Cyber Resilient Storage Installation and Setup Guide
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Install Arcserve Cyber Resilient Storage Server

This section explains how to install the Arcserve Cyber Resilient Storage Server and
complete the initial configuration.

Follow these steps:

1. Boot the ISO file from the bootable media.
2. Select Arcserve Cyber Resilient Storage Server.

The installer displays a list of disks available for installing the operating sys-
tem with a disk preselected. By default, the first initialized disk is selected.

3. To choose a different disk, select the desired disk and press Enter to confirm
the selection.

The installer completes the OS installation and shuts down.

4. Turn on the Arcserve Cyber Resilient Storage Server and log in using the fol-
lowing default credentials to complete the initial configuration:

u
Username: arcserve

[
Password: arcserve

Once logged in the CRS, the Initial Configuration process will begin to continue the
installation process. Once complete, the initial log in user, ‘arcserve’ will be
removed in favor of the new user that is created during this process.

See Complete Initial Configuration for more information.

Complete Initial Configuration ... 15

Troubleshooting OpPtioNs ... 18
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Complete Initial Configuration

This section guides you through the initial setup of the Arcserve Cyber Resilient

Storage Server after the installation. The following steps are required to complete

the initial configuration:

a.

b.

Create a super admin account

Select a time zone

(Optional) Modify the host name
(Optional) Modify the network profile
(Optional) Set up the storage pool
(Optional) Set up a time server

Note: If the initial configuration is interrupted at any point, you can resume
from where you left off by logging in to the shell as user 'arcserve'.

Follow these steps:

1.
2.

3.

4.

Restart the Arcserve Cyber Resilient Storage Server.

To log in to the Arcserve Cyber Resilient Storage Server for the first time after
the installation, at the login prompt, type arcserve as both the user name and
password and then press Enter.

Note: These credentials will be deleted after you complete the initial con-
figuration. On your next log in, use the super admin credentials you will cre-
ate in the next step.

To create and log in as the super-admin account, type a user name and pass-
word, and confirm the password when prompted, then press Enter.

Notes:

" The password must contain at least 8 characters and include an upper
case letter, a lower case letter, and a number.

" The password reset option is not available for this account. Contact Arc-
serve Support for assistance.

To set the time zone for the Arcserve Cyber Resilient Storage system, use the
Arrow keys to navigate through the available time zones, then press Enter to
select the required time zone.

Note: If the desired time zone is not available in the list, select UTC.
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5. To modify the hostname, type Yes at the prompt and type the new host-
name. To continue without modifying the hostname, type in No.

Note: Specify a hostname between 1 and 64 characters using letters, num-
bers and hyphens. Avoid starting or ending with a hyphen.

6. To modify the network, type in Yes when prompted, then select the network
profile to modify and select Auto as the network method. To continue
without modifying the network profile, type No.

Select Auto if DHCP is available and it is your preferred network configuration
method.

If the network segment where you want to deploy Arcserve Cyber Resilient
Storage does not support DHCP, select manual. Make sure you have the fol-
lowing information ready:

" IP address to be used (use only CIDR notation)
" Default Gateway

7. Do one of the following:

" To set up the initial storage pool, type Yes at the prompt and do the fol-
lowing:

a. Type a name for the initial storage pool.

b. Select the RAID/disk configuration. To select a disk for the soft-
ware CRS RAID, use the arrow key to highlight and press the
space bar. Repeat for each disk you want to add.

Note: To create a new CRS RAID volume, select at least three
disks or a single hardware RAID disk. Supported

RAID configurations are a one-disk hardware RAID configuration
or a three-disk software CRS RAID configuration.

To continue without creating a storage pool, type No. You can create
the pools later from the shell. For more information, see Create Stor-

age Pool.

" To import pre-existing, inactive storage pools during the recovery of an
installation process, see Import Pre-Existing Storage Pools.

8. To configure the time server for the system to use, do one of the following:

" Type Yes and press Enter. Then, at the prompt, type one or more
NTP time server FQDNs, separated by commas.

16



Install Arcserve Cyber Resilient Storage Server

Note: Local NTP servers are used mainly in isolated or air-gapped net-
works (dark sites) that do not have access to public internet time
sources, to maintain synchronized, secure, and reliable time.

" Type No to let the system automatically configure the default Network
Time Protocol (NTP) time server.

The initial setup is now complete.
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Troubleshooting Options

To troubleshoot the installation when the installer is running, follow these steps:

" Press Ctrl+B+1 — Go to the main installation window.

" Press Ctrl+B+2 — Go to the shell.

Press Ctrl+B+3 — Go to the logs.

Press Ctrl+B+4 — Go to the storage logs.

Press Ctrl+B+5 — Go to the program logs.

Note: Use the Alt+Tab key combination to switch between the windows.

18



Chapter 5: Configure Storage

Configuring additional storage on the Arcserve Cyber Resilient Storage Server
enables you to maintain immutability guarantees, avoid service disruption, and
achieve seamless integration with existing data structures and access policies.

This process includes critical steps and best practices designed to:

" Maintain system compatibility
" Preserve data integrity

* Minimize performance impact

By following these guidelines, you can effectively scale your storage infrastructure
while maintaining operational reliability and security.

The following image shows the typical process workflow for configuring storage
with UDP.

Create Storage Create Create Data

Pool filesystem Access Token

NamMiNg CONVENTIONS .. o e 20
Create Storage Pool ... o 21
Create filesyStemIS .. 23
Create Data Access TOKeN ... ... 24
Add Disk to POOI ... 25
Replace Disk in Pool ... . 26
Manage SPare DisKS ... ... 27

How to Use Spare Disks ... ... ... 28
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Naming Conventions

Follow these rules when naming an Arcserve Cyber Resilient Storage component,
including datasets and pools:
* Component names must only contain alphanumeric characters.
* Component names can contain the following special characters:
* Underscore ()
* Hyphen (-)
* Colon (:)
* Period (.)
" Pool names must begin with a letter and with the following restrictions:

* Can only contain alphanumeric characters as well as underscore (_),

dash (-), and period (.)
The beginning sequence c[0-9] is not allowed
The name 1og is reserved

Names beginning withmirror, raid, or spare are not allowed
because these are reserved

* Pool names must not contain a percent sign (%)
" Dataset names must not:

* begin with an alphanumeric character

* contain a percent sign (%)

* Empty components are not allowed.
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Create Storage Pool

This section describes how to add a disk to a pool to create additional storage.
Note: For a software RAID configuration, a minimum of three disks is required.

Follow these steps:

1. Loginto the Arcserve Cyber Resilient Storage Server.
2. At the command prompt, type the following command and press Enter:
disk list

A list of existing disks is displayed. This will show you which disks are avail-
able to add to the pool.

3. Type the following command and press Enter:

pool create [-h] -p POOL -d DISKS [DISKS ...] [-P {single,double,triple}] [-F | --
force | --no-force]

where
-p, --pool
Name of the pool.
-d, --disks
Name of disk(s) to add to the pool.

Note: You can add multiple disks by separating the disk names with a
space.

-P, --parity
Parity for the pool.
Possible choices: single, double, triple.
-F, --force, --no-force
Ignores warnings, and forces the pool creation, possibly overwriting exist-
ing disk data.
Default: False

Notes: When adding a disk, you may come across the following errors:

" "Disk has existing data."

" "Disk is in use and contains an unknown filesystem."

"Disks of different sizes are specified. Usage for all disks in the pool will
be limited to the size of the smallest disk."
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This happens when you are using a disk that was previously used and
the data stored in the disk was not erased. Make sure that the disks lis-
ted are the ones you want to use for this pool before proceeding.

To delete existing data, use the following command:

pool create --force
The storage pool is created on the specified disk(s).

For more pool-related commands, see pool in the Command Reference

Guide
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Create filesystems

Create filesystems

This section describes how to create a filesystem.

Follow these steps:

1. Login to the Arcserve Cyber Resilient Storage Server.
2. At the command prompt, type the following command and press Enter:
filesystem list

A list of existing filesystems is displayed.

3. Next, type the following command and press Enter:

filesystem create [-h] -p POOL -f FILESYSTEM [-m | --mount | --no-mount]

where
-p, --pool
Name of the pool.
-f, --filesystem
Name of the filesystem.
-m, --mount, --no-mount
Mounts the filesystem after creation.
Default: True
The filesystem is created.

4. To verify if the filesystem is created, type the following command and press
Enter:

filesystem list

Note: The port number associated with the filesystem is used when adding or
importing an Arcserve Cyber Resilient Data Store in UDP and Cloud Console.

For more filesystem-related commands, see filesystem in the Command
Reference Guide.
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Create Data Access Token

This section provides information on how to create a data access token. The data
access token is used when setting up an Arcserve Cyber Resilient Storage account in
UDP and Cloud Console.

For more information, see:

* Add a Cyber Resilient Storage Account in the UDP Solutions Guide

® Add an Arcserve Cyber Resilient Storage Account in the Cloud Console User
Guide

Follow these steps:

1. Login to the Arcserve Cyber Resilient Storage Server.
2. Type the following command press Enter:
key create [-h] -i ID [-c [COMMENT]]
where
-i, —-id
Identifier for the access key
-c, --comment
Optional comment

The new key is created and the ID and Secret Access Key are displayed. Copy

the key and keep it safe.

For more key-related commands, see key in the Command Reference Guide.
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Add Disk to Pool

This section provides the steps required to add a disk to a pool to create additional
storage.

Follow these steps:

1. Login to the Arcserve Cyber Resilient Storage Server.
2. To add a disk, type the following command and press Enter:
pool add-disk [-h] [-p POOL] [-t [DISK_TYPE]] -d DISK
where
-p, --pool
Name of the pool.
-t, --disk-type
The type of disk to add to the pool. Available types are data and spare.
If no type is specified, the disk will be added as a data type disk.
-d, --disk
Name of the disk(s) to add to the pool.

The disk is added to the pool. Wait for some time for the resilvering process
to complete and check if the pool is ready for use by using the following com-
mand:

disk status

To check if the new disk is added to the pool, use the following command:
disk list

Note: When a new disk is added to a storage pool, it is not immediately ready
for use. The system must perform a process called "resilvering", which
involves copying and verifying the data across the new or replaced disk to
ensure redundancy and consistency within the pool. This process can take
some time depending on the size of the data and the speed of the hardware.
The storage pool will only be fully operational and considered safe to use
when the resilvering process has completed successfully.

For more pool-related commands, see pool in the Command Reference
Guide.
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Replace Disk in Pool

This section provides the steps to replace a disk in a storage pool. A storage disk in
a RAID array is typically replaced when it fails or is predicted to fail soon.

Important! When replacing a disk in a pool, it is important to note that the RAID
array contains disks of the same size. So even if you replace a smaller disk with one
that has greater storage capacity, the new disk's capacity will be limited to the size
of the smallest disk in the array.

Follow these steps:

1. Login to the Arcserve Cyber Resilient Storage Server.
2. To replace a disk, type the following command and press Enter:
pool replace-disk [-h] -p POOL -d DISK -n NEW_DISK
where
-p, --pool
Name of the pool containing the disk to replace.
-d, --disk
Name of the old disk to replace.
-n, --new-disk
Name of the new disk that will replace the old disk.
To check if the new disk is added to the pool, use the following command:
pool list

Note: When an existing disk is replaced in a storage pool, it is not imme-
diately ready for use. The system must perform a process called "resilvering",
which involves copying and verifying the data across the new or replaced disk
to establish redundancy and consistency within the pool. This process can
take some time depending on the size of the data and the speed of the hard-
ware. The storage pool will only be fully operational and considered safe to
use when the resilvering process has completed successfully.

For more pool-related commands, see pool in the Command Reference
Guide.
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Manage Spare Disks

In modern data storage systems, reliability and availability are essential for main-
taining data integrity and minimizing downtime. One effective way to improve fault
tolerance is by using spare disks in storage pools.

The Arcserve CRS RAID supports the use of spare disks, also known as hot spares.
Spare disks are standby drives that automatically activate when an active disk fails.
This setup is especially important in environments where continuous data access
and uptime are critical.

> pool status -v

NAME STATE  CAPACITY USED FREE STATUS

pool ONLINE 0% 20.1M 1.5T Healthy
DISK NAME STATE READ ERRORS WRITE ERRORS CRC ERRORS
sdb ONLINE ] e ]

sdc ONLINE
sdd ONLINE
sde SPARE
sdf SPARE

Adding spare disks to a storage pool is a proactive way to improve reliability, fault
tolerance, and recovery speed. Benefits include:

" Automatic Failure Recovery: When a disk fails, a spare disk automatically
replaces it. The system rebuilds data onto the spare disk, reducing downtime
and the risk of data loss.

Improved Redundancy: Spare disks serve as backups for hardware failures.
This is especially important in RAID or CRS configurations, where redundancy
is vital.

Minimized Risk During Rebuilds: Rebuilding data onto a spare disk is faster
and safer than waiting for manual replacement. It shortens the time the pool
remains in a degraded state.
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How to Use Spare Disks

You can add a spare disk to a storage pool the same way you add a regular disk.
However, unlike active disks, a spare disk remains idle until a disk failure occurs.
Two types of disks can be added to a pool:

Data: This disk is added as part of the RAID configuration and actively stores
user data and parity (if applicable). It participates in day-to-day read/write
operations.

Spare: This is an unused disk added to the RAID array that does not store
data during normal operation and acts as a standby. It is always online but
not used, and remains idle until an active disk fails. In the event of a disk fail-
ure, it is automatically brought online to replace the failed disk. The system
rebuilds the lost data onto the spare disk using redundancy methods such as
parity or mirroring.

> pool status -v

NAME STATE CAPACITY USED FREE STATUS

pool ONLINE 0% 20.1M 1.5T Healthy
DISK NAME STATE REA S i CRC ERRORS
<db ONLINE Disk is online 0

sdc ONLINE 8
sdd ONLINE Spare disk
sde SPARE

sdf SPARE =

For example, in a RAID 5 configuration with four data disks and one spare disk, the
data disks store user data. If one disk fails, the spare disk automatically turns online
and rebuilds the lost data.

Notes:

" The size of the spare disk must be equal to or larger than the size of the
largest disk in the pool.

" Up to 15 spare disks can be added to a pool.

To add a spare disk, type spare for the disk type parameter [-t [DISK_TYPE]] in the
following command:

pool add-disk [-h] [-p POOL] [-t [DISK_TYPE]] -d DISK

For more information on the parameters, see add-disk in the Command Reference

Guide.
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After a spare disk has taken over a failed disk, use the pool status command to see
the status of the disks in the pool. The pool status should show that the spare disk
is online and the status of the failed disk is 'FAULTED".

> pool status -v

NAME STATE CAPACITY USED FREE STATUS

pool DEGRADED 0% 20.0M '
DISK NAME STATE REA Disk is failed ERRORS CRC ERRORS
sdb ONLINE e e

sdc ONLINE g
sdd FAULTED Spare disk is online
sde ONLINE i

sdf SPARE =

Once a spare disk becomes active, you can manage the pool in one of the following
two ways:

" Replace the failed disk: Add a new disk to the pool. This option requires resil-
vering, which may take time and resources. Once resilvering is complete, the
spare disk is released back to the pool.

Continue with the spare disk: The spare is already online and resilvered, so
no additional effort is needed. Remove the failed disk from the pool using the
following command:

pool remove-disk

This will return the pool to an online state. Then consider adding a new disk
to the pool as a spare to support future failures.
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Chapter 6: Network Management

The Network Management section provides guidance on configuring, maintaining,
and optimizing the network settings required for Arcserve Cyber Resilient Storage
to operate reliably and securely within your infrastructure.

This section contains the following topics:
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Support for Jumbo Frames

Arcserve Cyber Resilient Storage supports jumbo frames to boost data transfer effi-
ciency and performance across high-speed networks. By enabling Ethernet frames
larger than the standard 1,500 bytes (typically up to 9,000 bytes), the system
reduces protocol overhead and minimizes the number of packets sent during large
data transfers. This helps lower CPU usage, ease network congestion, and increase
throughput for key operations like replication, backup, and recovery.

Jumbo frame support also enhances cyber resilience by enabling faster syn-
chronization and reducing latency during data validation and integrity checks. The
Arcserve Cyber Resilient Storage infrastructure works seamlessly with network
devices configured for jumbo frames, helping prevent fragmentation and packet
loss. These optimizations improve overall performance and reinforce the system’s
ability to maintain data availability, integrity, and rapid recovery in the face of
cyber threats or disruptions.

To enable jumbo frames, specify the maximum transmission unit value for the [--
mtu MTU] parameter in the following command:

network profile modify [-h] -p PROFILE [-d DEVICE] [--ipv4 IPV4] [--ipv6 IPV6] [-a
ADDRESS] [-g GATEWAY]

[--dns [DNS ...]] [--mtu MTU] [--autoconnect | --no-autoconnect]
[-r AUTOCONNECT_PRIORITY]

For jumbo frames to work seamlessly, note the following:

" All devices in the data path (NICs, switches, routers) must support jumbo
frames.

" Mixed environments where some devices support jumbo frames and others
do not require careful MTU configuration.

* The minimum and maximum supported values for IPv4 and IPv6 are depend-
ent on what the network interface can support.

" Jumbo frames benefit large data transfers but do not improve performance
for small transactions or latency-sensitive applications.

For detailed information on the command syntax and parameters, see modify in
the Command Reference Guide.
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Network Profile Management

Network profiles in Arcserve Cyber Resilient Storage are predefined sets of network
and security settings that control how it connects to and behaves on a network.
They are used to simplify deployment, enforce consistency, and strengthen security
across the environment. Administrators define and assign these profiles to Arcserve
Cyber Resilient Storage during deployment and ongoing operations, ensuring that
connectivity, access control, and integration with backup or management systems
are all handled in a standardized, auditable way.

Arcserve Cyber Resilient Storage provides several network profile management
commands that let you define, select, and enforce predefined network con-
figurations without changing the underlying system state. Because the storage is
immutable, these commands typically load, activate, or switch between read-only
network profiles at runtime instead of modifying files on disk. This approach
ensures consistent, tamper-resistant network behavior across reboots while still
allowing controlled connectivity changes.

These commands are valuable because they operate outside the data immutability
boundary; they manage access and communication, not the stored data itself. This
design allows administrators to maintain, monitor, and secure the system without
compromising the integrity of immutable storage.

To manage network profiles, use the following command:

network profile [-h] {create,list,delete} ...

Arcserve Cyber Resilient Storage provides the following network profile man-
agement commands:
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Create Network Profile

The network profile create command creates a new network configuration profile
without immediately affecting active networking.

Use the following command to create a network profile:

network profile create [-h] -p PROFILE -d DEVICE [--ipv4 IPV4] [--ipv6 IPV6] [-a
ADDRESS] [-g GATEWAY]

[--dns [DNS ...]] [--mtu MTU] [--autoconnect] [-r AUTOCONNECT_
PRIORITY]

This command:

" Does not modify live network settings.
" Writes profile metadata to a protected config store.

u . « . .
May require elevated privileges or an admin role.

Scenario

Create an IPv4 Profile called foo on the device bar, set to automatically get its IPv4
configuration from the network and to become active immediately.

::> network profile create -p foo -d bar --ipv4 auto --autoconnect true

Result

A new profile called ‘foo’ created against the device ‘bar’ and activated imme-
diately after creation. This configures a connection on the device ‘bar’, getting its
IPv4 configuration details from DHCP in the network.

Scenario

Create an IPv4 Profile called foo_2 on the device bar specifying its address inform-
ation manually and to become active immediately.

::>network profile create -p foo_2 -d bar --ipv4 manual -a 192.168.0.100/24 -g
192.168.0.1 --dns 1.1.1.1 --autoconnect true

Result

A new profile called foo_2 created against the device bar. This configures a con-
nection on the device bar to use 192.168.0.100 as the address with a netmask of
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255.255.255.0 and route through the gateway 192.168.0.1. It will use DNS 1.1.1.1
for all FQDN queries and become active immediately. Since ‘autoconnect’ is set to
‘true’ and the priority has not been specified, it will replace the profile ‘foo’ on
device ‘bar’, and become the active profile.

For detailed information on the command syntax and parameters, see create in the
Command Reference Guide.
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List Network Profile

The network profile list command displays existing network profiles.

Use the following command to list network profiles:

network profile list [-h] [-d DEVICE] [-v | --verbose | --no-verbose]

Scenario

Display all profiles configured in the Arcserve Cyber Resilient Storage device.

network profile list

Result

1 > network profile list

2 PROFILE NAME DEVICE ACTIVE ADDRESSES GATEWAY DNS
3 ensl9z? ensl92 True {22 18 J32 18.
4 Jlo 1o True /8 - -

5 ens224 = False = = =
Scenario
Display only profiles set against a specific device.

network profile list -d ens192

Result

1 > network profile list -d ens192

2 PROFILE NAME DEVICE ACTIVE ADDRESSES GATEWAY DNS
3 ensl9? ensl92 True /22 /32
Scenario

Display all details of profiles set against a specific device.

network profile list -d ens192 -v

Result
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1 > network profile list -d ensl192 -v
2
53 PROFILE NAME ensl192
4 DEVICE ensl92
5 ACTIVE True
6 TYPE 882-3-ethernet
7 MAC ADDRESS BB:58:56:A8:61:A4
8 AUTOCONNECT True
9 AUTOCONNECT PRIORITY -
18 METHOD autao
11 IPV4 ADDRESSES /22
12 1IPV4 DNS (32
13 IPV4 GATEWAY (352
14 IPV6 ADDRESSES fE 464
15 1IPVé6 DNS -
16 IPV6 GATEWAY =

For detailed information on the command syntax and parameters, see list in the
Command Reference Guide .
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Modify Network Profile

The network profile modify command modifies a network connection.

Use the following command to modify a network profile:

network profile modify [-h] -p PROFILE -d DEVICE [--ipv4 IPV4] [--ipv6 IPV6] [-a
ADDRESS] [-g GATEWAY] [--dns [DNS ...]] [--mtu MTU] [--autoconnect | --no-auto-
connect] [-p AUTOCONNECT_PRIORITY]

[--set-active]

Scenario

Modify an IPv4 Profile called foo_2 on the device bar, set to automatically get its
IPv4 configuration from the network and to set become active immediately.

::> network profile modify -d foo_2 --ipv4 auto --set-active

Result

The result will change the profile called foo 2 created against the device bar to
switch from the manual configuration and retrieve the IPv4 network configuration
from the network via DHCP. If foo_2 was not active on the device bar previously, it
will now become the active profile.

Scenario

Modify the profile called foo on the device bar to now specify its IPv6 configuration.

::>network profile modify -d foo --ipv6 manual -a 2001:db8::2/64 -g
"2001:db8::1" --dns "2001:4860:4860::8888"

Result

Updates the profile foo created against the device bar to have configuration for the
IPv6 network family manually applied. For IPv6, it will use 2001:db8::2 for the
address with an address range from 2001:0db8:0000:0000:0000:0000:0000:0000 to
2001:0db8:0000:0000:ffff ffff.ffff.ffff and route through the gateway at 2001:d-
b8::1. It will use DNS 2001:4860:4860::8888 for all FQDN queries. As the --set-active
parameter is not specified, it will not become active on device bar, leaving con-
figuration foo_2 as the active configuration there.
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For detailed information on the command syntax and parameters, see modify in
the Command Reference Guide.
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Delete Network Profile

The network profile delete command deletes an existing network connection pro-
file.

Use the following command to delete a network profile:

network profile delete [-h] profile_name

For detailed information on the command syntax and parameters, see delete in the
Command Reference Guide .
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Switch Between Network Profiles

Arcserve Cyber Resilient Storage lets users operate seamlessly across different
environments without changing approved configurations. Administrators can
define and lock down preset network profiles—such as a corporate LAN profile, a
remote-work profile, or a VPN-enforced public network profile. Users can switch
between these profiles as needed, but they cannot modify the underlying settings.
This approach ensures consistent security policies, prevents configuration drift, and
maintains compliance while still offering controlled flexibility.

You can activate or deactivate configured network profiles as needed using the
commands below.

When a network profile is activated, the previously active network profile, if any, is
deactivated. To activate an inactive network profile, use the following command:

network profile up [-h] -p PROFILE

To deactivate an active network profile, use the following command:

network profile down [-h] -p PROFILE

Important! When multiple network profiles are configured to autoconnect (that is,
their autoconnect setting is set to True), the device selects the profile based on the
following rules:

" Profiles with a lower autoconnect priority value are chosen first because a
lower value indicates a higher priority.

* If multiple profiles share the same priority, the device connects to the profile
that was most recently activated.

For detailed information on the command syntax and parameters, see up and down
in the Command Reference Guide.
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Chapter 7: Alert Management

The Alert Management section describes how Arcserve Cyber Resilient Storage
monitors system events and notifies administrators of important conditions that
may require attention. Timely and accurate alerts are essential for maintaining the
health, security, and performance of the device, especially in environments where
data integrity and compliance are critical. This section covers the types of alerts the
system generates and provides guidance on interpreting and responding to them
appropriately.

Specifically, this section covers the following topics:
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Storage Alerts

This section provides an overview of storage alerts.

Setting up storage alerts is critical to maintaining optimal performance on your Arc-
serve Cyber Resilient Storage Server. Alerts enable proactive monitoring of capacity
usage, helping you prevent unexpected storage exhaustion that could disrupt ser-
vices.

By tracking data growth, access rates, and error logs, alerts can detect abnormal
patterns that may signal potential threats—such as ransomware activity or system
faults. Because Arcserve Cyber Resilient Storage enforces write-once-read-many
(WORM) policies to prevent data alteration or deletion, alerts also help apply these
policies correctly without compromising accessibility.

In addition, alerts support effective capacity planning by providing real-time
insights into usage trends. This allows for timely decisions around scaling or archiv-
ing. Ultimately, alerts serve as an early warning system that protects data integrity,
ensures consistent performance, and supports regulatory compliance.

Alerts can be triggered for the following issues:

storage-degraded: This indicates that Arcserve Cyber Resilient Storage is no

longer functioning in its optimal state but is still operational. It usually means
one or more components (e.g. disks) have failed or are not functioning prop-
erly, causing redundancy to be compromised or performance to be reduced.

storage-error: This indicates that a critical failure or unrecoverable error has
taken in the Arcserve Cyber Resilient Storage system that has likely affected
data availability or integrity.

storage-state-changed: This indicates a change in the status or configuration
of the storage system, which may or may not be problematic on its own.

system-clock: This indicates an issue or discrepancy with the system clock or
time synchronization, which can affect storage systems and distributed envir-
onments.

disks-smart-status: This indicates that one or more disks in the Arcserve
Cyber Resilient Storage system have reported issues through their onboard
S.M.A.R.T. monitoring. These warnings indicate potential disk failures. To
avoid any risk to your data, investigate and address these issues as soon as
possible.
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SMART Disk Alerts

Arcserve Cyber Resilient Storage uses SMART (Self-Monitoring, Analysis, and Report-
ing Technology) disk telemetry to give administrators continuous insight into the
health and reliability of the system’s physical storage media. Because Arcserve
Cyber Resilient Storage is an immutable storage platform, it relies on long-term disk
stability to ensure that data remains durable, verifiable, and unchanged.

> disk list

NAME USE VENDOR MODEL

Y 0s N: VMware Virtual disk
sdb Available n VMware Virtual disk
sdc Available . VMware Virtual disk
sdd Available . VMware Virtual disk
sde Available . VMware Virtual disk
sdf Available : VMware Virtual disk
sdg Available . VMware Virtual disk
sdh Available . VMware Virtual disk
sdi Available . VMware Virtual disk
sri CRS . NECVMWar VMware Virtual SATA CDRW Drive

exit to quit session

Depending on the disk type and storage technology, SMART monitors a range of
critical attributes, including:

Read/write error rates
Reallocated or unstable sectors
I/0 reliability indicators
Mechanical wear (for HDDs)
Flash endurance (for SSDs)

Temperature or power irregularities

The following table provides a comparison of the commonly monitored
SMART attributes across different disk types:

SMART Attribute S(ATA) NVME SCSI
READ_ERROR_RATE Yes -- -
REALLOC_SECTOR_COUNT Yes -- -
TEMPERATURE Yes Yes Yes
POWER_ON_HOURS Yes Yes Yes
POWER_CYCLES Yes Yes --
UNSAFE_SHUTDOWNS Yes - -
SEEK_ERROR_RATE - - -
COMMAND_TIMEOUT_COUNT - - -
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CRC_ERROR_COUNT -- - --
MEDIA_ERRORS -- Yes Yes
AVAILABLE_SPARE -- Yes --

When these attributes exceed defined thresholds or exhibit unusual trends, Arc-
serve Cyber Resilient Storage generates alerts. These alerts help administrators
identify early signs of hardware degradation, detect disks at risk of failure, and
schedule proactive maintenance before availability or durability are impacted.
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Configure Email for Alerts

This section provides information on how to configure email addresses to receive

alerts.

Follow these steps::

1. Login to the Arcserve Cyber Resilient Storage Server.
2. At the command prompt, type the following command and press Enter.

email configure [-h] -H HOST [-P PORT] [-u USERNAME] [-n SENDER _
ADDRESS] [-s] [-f] [(x SUBJECT_PREFIX]

where
-H, --host
SMTP server hostname
-P, --port

SMTP server port (default: 25, 465, or 587 based on —ssl or —
starttls)

-u, --username
SMTP server username
-n, --sender-address
Sender email address (default: username)
-s, --ssl
Encrypt the initial connection
Default: False
-t, --starttls
Upgrade the connection with STARTTLS (ignored if —ssl is set)
Default: False
-x, --subject-prefix
Prefix to add to the subject line of emails

When prompted, type the SMTP server password, then press Enter.
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Arcserve Cyber Resilient Storage Server version

Type help for a list of available commands.

> email configure -H smtp.office365.com -P 587 -u / @arcserve.com -t
Enter SMIP server passwo
Success

>

The specified email address is configured to receive email alerts.

To test if the your email configuration works, use the following com-
mand to send a test email to the recipient:

email test [-h] -r RECIPIENT_ADDRESS
where
-r, --recipient_address
Recipient's email address

For more email-related commands, see Email in the Command Refer-
ence Guide.
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Configure Alerts

Configure Alerts

This section provides information on how to configure email addresses to receive
alerts.

Follow these steps::

1. At the command prompt, type the following command and press Enter.
alert create [-h] -t TYPE -r RECIPIENTS [RECIPIENTS ...]
where
-t, --type

The type for which to create the alert. For more information, see
Storage Alerts and SMART Disk Alerts.

-r, --recipients
List of recipients for the alert.

Arcserve Cyber Resilient Storage Server version

Type help for a list of available commands.

@a rcserve.com

The specified alert type is created and the recipient is notified by email
every time it is triggered.

For more alert commands, see Alert in the Command Reference Guide.
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Chapter 8: User Management

Arcserve Cyber Resilient Storage Server has two user roles for managing your
server environment. These roles are:

u . .
admin: Has full access to operational and management tasks, such as con-

figuring settings and managing data protection features. However, admin
users cannot create or manage user accounts.

super admin: Has full system privileges, including all admin capabilities. In
addition, super admins can create, modify, and delete user accounts.

This section contains the following topics:

Create US Bl o 49
Update User . 51
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Create User

This section provides information on how to create and assign permissions to a new
user.

Follow these steps:

1. Login to the Arcserve Cyber Resilient Storage Server.
2. At the command prompt, type the following command:
user list
A list of existing users is displayed.
3. Next, type the following command press Enter:
user create [-h] -u USERNAME [-r {admin,super_admin}]
where
-u, --username
Username for the new account.
-r, --role
Role for the new account. Possible choices: admin, super_admin.
Default: 'admin’

For more information on user roles and their functions, see User Man-
agement.

4. When prompted, type a password for the new user and press Enter.
Arcserve Cyber Resilient Storage Server version

Type help for a list of available commands.

ROLE

super_admin
super_admin
~ create -u -r super_admin
ary password for the new account:

The new user is created.
Note: Use the following command to delete a user:

user delete [-h] -u USERNAME
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For more user-related commands, see user in the Command Reference
Guide.
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Update User

Update User

This section provides information on how to update a user.

Follow these steps:

1.
2.

Log in to the Arcserve Cyber Resilient Storage Server.
At the command prompt, type the following command:
user list
A list of existing users is displayed.
Type the following command press Enter:
user update [-h] -u USERNAME [-r {admin,super_admin}]
where
-u, --username

Username of the account to modify.
-r, --role

New role for the new account. Possible choices: admin, super_admin

The user is updated.

ROLE

super_admin

~ update -u castle2 -r admin

ROLE
admin

For more user-related commands, see user in the Command Reference
Guide.
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Chapter 9: Upgrade Arcserve Cyber Resilient Storage

This section explains how to upgrade to the latest version of Arcserve Cyber Resi-
lient Storage from an older version. Updates are performed through controlled and
well-defined mechanisms that align with its security architecture and deployment
model.

" In internet-connected deployments, Arcserve Cyber Resilient Storage can
securely download update packages directly from approved sources, allowing
timely application of software and content updates while maintaining integ-
rity verification and auditability.

In a dark site deployment, where network connectivity is not available or per-
mitted, updates are installed offline using removable media such as CD-
ROMs or USB drives. This method enables updates to be introduced into an
air-gapped environment in a secure, deliberate, and verifiable manner.

This section provides an overview of the Arcserve Cyber Resilient Storage update
process and describes both update scenarios.

Note: Make sure that all plans and policies are paused or stopped before you go
ahead with the update.
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Download and Install Updates

This section explains how to download and install updates to upgrade to the latest
version of the Arcserve Cyber Resilient Storage Server from an older version.

Follow these steps:

1. Login to the Arcserve Cyber Resilient Storage Server.

2. At the command prompt, type the following command and press Enter.
update config show

The download channel and tag are displayed.

Arcserve Cyber Resilient Storage Server version 1.8.42

Type help for a list of available commands.

> update config show
CHANNEL TAG
https://downloads.arcserve.com/arcserve_family products/crs latest

3. Type the following command and press Enter:
update check
The latest available update is listed.

> update check
Jpdates available: version ©.9. is available for installation.

4. Next, type the following command and press Enter:
update install
A message displays that the system will reboot after the update.

5. When prompted if you want to proceed, press y, then press Enter:

> update install

The system will automatically reboot after updating.

Do you want to proceed? [y/n]: v

Rebooting node in 1 seconds

Broadcast message from root@ (Fri 20825-06 16:3

The system will reboot now!

Success
Connection to closed by remote host.
Connection to closed.

80% @
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The upgrade completes and the system reboots. Arcserve recommends that
you perform the system reboot during a maintenance window.
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Offline Update using Removable Media

When Arcserve Cyber Resilient Storage is deployed as a dark site, or when policies
require updates to be delivered through non-networked methods, offline updates
using removable media provides a secure and auditable way to transfer approved
system or application updates into the system. This process reduces exposure to
external threats and ensures updates are introduced in a controlled, verifiable man-
ner. Even in internet-connected environments, offline update procedures may still
be required for sensitive components, regulated deployments, or continuity oper-
ations. Administrators can install the offline updates using removable media, such
as CD-ROMs or USB drives, to ensure that the required updates are applied as
needed while maintaining immutability and security assurances.

The following command installs the Arcserve Cyber Resilient Storage updates from
a removable media:

update install --offline

Important!
Before you begin the offline update:
* Make sure a CD-ROM or USB drive containing the update package is con-

nected to the system. Confirm that the removable media is properly seated
and recognized by the system before starting the update.

® Make sure that only one removable media device (such as a USB drive or
other external media) containing the correct update package is connected to
the system. Connecting multiple removable media devices may cause the
update to fail or result in the wrong update package being selected.

[ | . .
Disconnect all other removable media.

To install an offline update:

Follow these steps:

1. Atthe command prompt, type the following command and press Enter:
update check --offline

firceerve Cyber Resilient Storage Server version 1.6.1386

Type help for a list of available commands.

> update check --offline
Update available: version 1.6.1398
>
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This command checks if an update is available on the removable media and
lists the available update and its version number. If no update is available,
the following message is displayed:

"No updates found."
Now, type the following command and press Enter:

update install --offline

fArcserve Cyber Resilient Storage Server versionm 1.6.1386

Type help for a list of available commands.

> update check --offline
Update available: version 1.6.1398

> update install --offline

The system may automatically reboot after updating. Please pause all plans using this storage ser
Local (offline) install: Updates will be applied from an attached CDROM or USB device.

Do you want to proceed? [y-nl:y

Updates have started...

Working. ..

A confirmation message appears.
Type y to continue.

The update process starts and a progress bar appears. After the updates are
installed, the system restarts.

Enter your credentials to sign in to the updated version of Arcserve Cyber
Resilient Storage.
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Chapter 10: Dark Site Deployment

Arcserve Cyber Resilient Storage offers dark site deployment to support customers
operating in security-sensitive environments. Dark Site Support enables Arcserve
Cyber Resilient Storage to operate in a fully air-gapped environment, with no con-
nectivity to the internet or external networks. This capability is critical for organ-
izations with strict data-handling policies such as government, defense, critical
infrastructure, or regulated enterprises.

In a dark-site deployment, Arcserve Cyber Resilient Storage functions as a self-con-
tained system but continues to enforce data immutability, retention policies, and
auditability without reliance on external services. Dark Site Support is therefore
designed to remove dependencies on online update mechanisms and network-
based time synchronization while maintaining predictable and verifiable system
behavior.

When deployed in a dark site, the following capabilities enable secure and com-
pliant offline operation:

" Offline Software Updates: Arcserve Cyber Resilient Storage supports manual
software and configuration updates using removable media such as CD-
ROM or USB media, eliminating the need for internet connectivity (com-
patible with CentOS 9 and OpenZFS).

Compliance-relevant characteristics include:

* Update packages are prepared, reviewed, and approved outside the

dark site before import.
Updates are validated locally to ensure integrity and authenticity.
Only authorized users can perform the offline update process.

The CLI provides a command to export full diagnostics/support bundles
to USB media, including logs, configurations, and relevant system
metadata.

* No outbound or inbound network connectivity is required at any stage.

This update model supports change control, separation of duties, and audit
traceability commonly required by regulatory frameworks.

For more information, see Offline Updates Using Removable Media.

Local System Time Servers (No NTS Dependency): Administrators can con-
figure Arcserve Cyber Resilient Storageto use a local NTS server for time syn-
chronization during installation and ongoing operations, instead of relying on
publicly available internet-based time servers. If the local NTS server is
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unreachable or fails validation, the installation process provides clear error
messaging and allows the administrator to reconfigure or retry.

Compliance-relevant characteristics include:

* Retention periods, immutability enforcement, and audit logs are all
based on local system time.

* Time configuration is performed through controlled administrative pro-
cedures.

* Time synchronization continues to function using the local NTS server
without any internet connectivity required.

* Removal of external time dependencies reduces attack surface and pre-
vents unauthorized time manipulation via network sources.

This approach supports consistent policy enforcement in environments
where external time sources are unavailable or disallowed.

Note: When deploying a private NTS time source, ensure that the certificate

provided by the NTS server is signed by a certificate authority (CA) trusted by
CentOS—that is, a recognized public CA. In addition, the CN (common name)
in the certificate must match the server’s hostname.

You can find the list of IDP sources supported by CentOS 9 here.

For more information, see step 8 in Complete Initial Configuration.

Write Support Bundle Offline to USB: Arcserve Cyber Resilient Storage sup-
ports diagnostics in a way that upholds strict security and immutability
requirements by allowing users to generate support bundles offline to a USB
drive. This ensures that no data leaves the environment through network
channels, prevents exposure of sensitive logs, and maintains the system’s
immutable state.

Compliance-relevant characteristics include:

* Ensures no outbound connections are required, maintaining the strict
network isolation that defines dark-site environments.

Sensitive configuration or log data never leaves the secure boundary
except through an approved, controlled medium (USB drive).

Generates diagnostics without modifying the system state or violating
immutability guarantees, ensuring compliance with security and oper-
ational policies.

* Allows organizations to use established physical media procedures to

safely move logs out of isolated environments.
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* Ensures troubleshooting workflows do not rely on cloud connectivity,
remote endpoints, or internet-based support utilities.

* Enables troubleshooting without ever connecting the environment to a
network.

For more information, see Write Support Bundle to USB Drive.
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Chapter 11: Work with Support

This section provides information on how to work with Arcserve Support to
troubleshoot your system. Collaborating with our support team to quickly identify
and resolve problems will help you get your system back up and running and min-
imize downtime.

Specifically, this section contains the following topics:

Generate SUPPOrt BUNdle .. .. 61
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Generate Support Bundle

When troubleshooting issues, support personnel may request a support bundle. A
support bundle contains diagnostic data that helps identify and resolve problems
efficiently. Arcserve Cyber Resilient Storage provides two methods for generating
this bundle, depending on the deployment environment and connectivity options.

" Create and upload the bundle directly: In environments where Arcserve
Cyber Resilient Storage is connected to external networks through an inter-
net connection, you can run a command that generates the support bundle
and automatically uploads it to a secure location that is accessible to support
personnel.

Write the bundle to a USB drive: For dark-site deployments where external
connectivity is not permitted, Arcserve Cyber Resilient Storage allows you to
generate the support bundle locally and save it to a USB drive. You can then
transfer the bundle securely to support personnel for offline analysis.
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Upload Support Bundie

This section provides information on how to create and upload a support bundle.

By generating a support bundle, you can securely share logs, configuration details,
and other diagnostic information that helps the Arcserve Support team pinpoint
issues and provide a quick resolution.

Follow these steps:

1. Login to the Arcserve Cyber Resilient Storage Server.

2. At the command prompt, type the following command and press Enter:
support upload-bundle [-h] [-t TAG]
where
-t, -tag

An optional tag to easily identify the support bundle. This tag must be a
single string.

Note: By default, the bundle name is prefixed by the tag, followed by the
machine name and the time at which the support bundle was generated.
Use the tag to make the bundle easily identifiable.

> support -h
usage: support [-h] {enable,upload-bundle} ...

Support management commands.
positional arguments:

{enable,upload-bundle}
Support sub-commands

enable Enable remote access to this server for Arcserve support
upload-bundle Upload a support bundle for diagnosis.

show this help message and exit
> support upload-bundle -t
Uploaded support bundle 0702202 _ 2025 @7 92 14 @82 83 UTC rrs.zip

&

The support bundle is created and uploaded to a relay server from where Arc-
serve Support can access and read through the bunde to diagnose the issue
(s) and provide a solution.
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Enable Remote Access for Support

When Arcserve Cyber Resilient Storage is connected to external networks through
an internet connection, support personnel can remotely access the support bundle
that is uploaded to a secure location.

This section provides information on how to enable remote access for Arcserve Sup-
port.

Follow these steps:

1. Login to the Arcserve Cyber Resilient Storage Server.
2. At the command prompt, type the following command and press Enter:
support enable [-h] [-r RELAY] [-p PORT]
where
-r, --relay
Overrides the relay server address (optional).
Default: "
-p, --port
Overrides the relay server port (optional).

Default: 0

Type help for a list of available commands.

> support enable

Enabling remote access. Press Ctrl+(C to disable.
Waiting for support agent connection...

Connect to port: 45159

Using secret: film-cause-decay-batch

A random port number and a password are generated. The support user
must enter the port number and secret key at their end to connect to your
Arcserve Cyber Resilient Storage Server via the support tunnel. The port num-
ber-password combination can be used only once.
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In this example, the port number is 45159 and the password is film-cause-
decay-batch.

When a support user is connected, the following message is displayed on
your shell:

"Remote support access has started. Use Ctrl+C at any time to stop it."

Note: After support access is disabled, use the following command to make
sure that the appliance is locked and access to external users is restricted:

support enable [-h] [-r RELAY] [-p PORT]
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Write Support Bundle to USB Drive

When deployed in a dark-site environment, Arcserve Cyber Resilient Storage oper-
ates without any external network connectivity to meet security and compliance
requirements. Because outbound communication is completely restricted, users
cannot send diagnostic data or system logs to support teams using the standard
methods.

To address this limitation, Arcserve Cyber Resilient Storage provides the ability to
write support bundles directly to a USB drive. This allows users to extract the
required system logs and diagnostic information from the dark-site environment.
Support personnel can then access the data offline to troubleshoot issues, perform
analysis, and help restore system functionality without compromising the integrity
of the dark-site deployment.

This section describes how to write the support bundles to a USB drive.

Important! Before you begin the process of writing a support bundle to a
USB drive, make sure it is connected and available to the Arcserve Cyber Resilient
Storage system.

Follow these steps:

1. Login to the Arcserve Cyber Resilient Storage Server.
2. At the command prompt, type the following command and press Enter:
support upload-bundle --offline [-h] [-t TAG]
where
-0, --offline
Saves the support bundle to a USB drive.
-t, --tag

An optional tag to easily identify the support bundle. This tag must be a
single string.

Note: By default, the bundle name is prefixed with the tag when
provided, followed by the machine name and domain names, and the
date and time at which the support bundle was generated.
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localhost

Thu Feb 13 18:

s Cyber Res ent Stc srver version 1.6.15684

Type help for a list of available commands.

w data on the drive will be permanently lost. D

The following warning message is displayed:

The USB drive will be formatted to save the support bundle, and ALL existing
data on the drive will be permanently lost. Do you want to proceed?

Type y to continue. A progress bar is displayed.
Note: Typing n will exit the command.

After the support bundle is successfully copied, the CLI displays a message
that the file is saved.
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Chapter 12: Recover Installation Environment

This section provides information on how to perform a recovery of the Arcserve
Cyber Resilient Storage Server installation environment. A recovery is typically per-
formed when there is a system crash or corruption of OS environment, or failed
updates or installations.

Important! Please be advised that attempting to recover the installation envir-
onment entirely on your own without guidance from our support team may result
in system instability, data loss, or further complications. To ensure the integrity and
proper functioning of your Arcserve Cyber Resilient Storage system, do not pro-
ceed with steps 4 and 5 on your own.

The following steps are required to complete the process:

1. Reinstall the operating system. For more information, see Install Arcserve

Cyber Resilient Storage.

2. Complete the initial configuration. For more information, see Complete Initial
Configuration.

3. Import pre-existing storage pools. For more information, see Import Pre-Exist-

ing Storage Pools.

4. Mount filesystem
5. Restore configuration files

Important! For assistance on steps 4 and 5, contact Arcserve Support.

Import Pre-Existing Storage Pools ... ... ... 68
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Import Pre-Existing Storage Pools

Import Pre-Existing Storage Pools

This section provides information about the steps required to import pre-existing,
inactive storage pools from a previous installation. Importing pre-existing pools is a
critical step in the recovery process, allowing users the access to existing storage
and data.

For more information about the recovery process, see Recover Installation Envir-

onment.

Follow these steps:

1. When prompted to import inactive pools, type Yes and press Enter.
A list of inactive pools displays.

2. Use the arrow keys to navigate and press the spacebar to select the required
pools.

The selected pools are imported.

3. To verify that the pools have been imported, type the following command
and press Enter:

pool list
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Chapter 13: Migrate Data Stores from OneXafe

This section describes the essential steps and considerations for migrating data
from OneXafe to Arcserve Cyber Resilient Storage. The migration process involves
replicating data stores from OneXafe storage to Arcserve Cyber Resilient Storage.

Data migration from OneXafe is initiated through the UDP Console. If the OneXafe
system (source) and Arcserve Cyber Resilient Storage (destination) are located in
different networks, make sure that both the systems are connected to the internet
and accessible from the UDP Console. Internet connectivity is not required if both
the systems are within the same network, but they must be accessible from the
UDP Console.

To preserve data integrity, security, accuracy, and system continuity, it is essential
to perform the migration with careful planning and verification. A well-executed
migration helps prevent data loss, corruption, and downtime.

Some of the things to keep in mind before and after the migration are:
® Understand the size, structure, and performance of your current data.
Identify dependencies and any constraints that could affect the migration.

Perform verification checks after the migration to confirm that all files are
present, accessible, and functioning as expected. Typically, these checks
could be record count/file count check, checksum/hash verification, data
sampling/spot checks or any of the commonly used verification checks.

Schedule migrations to avoid disrupting business operations.

For large transfers, consider migrating during off-peak hours to reduce net-
work impact.

For detailed information on the migration process, see How to Replicate Data

Between Data Stores Managed from a UDP Console.
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Chapter 14: Common Errors and Issues

This chapter provides information about the most common errors and issues
encountered when deploying or managing the Arcserve Cyber Resilient Storage
Server. Specifically, it covers the following topics:

Unable to Access Root Shell .. .. . 71
Unable to Add Disks to Pool Created with One Disk ............................................... 72
Device Name Changes on RebOOt ... ... 73
Difference in Data Store Sizes ... 74
Different Notations in Shelland UDP Console .....................................o.... 75
Incorrect filesystem Free SPAce ... 76
IP Address Format Expectation Unclear ... 77
No validation message displayed even if an incorrect key is entered ......................... 78
Unable to Reset Password for Admin/Superuser Account ......................ccccii. 79
Pool Creation Fails in 2-Disk SetUD ... 80
Can a user customize the RAID level? .. ... 81
Rebuild Arcserve Cyber Resilient Storage ... ... 82
Rebuild UDP .. 83
Unable to Boot ISO with Secure Boot Enabled ... 84
Why am | unable to import ad hoc snapshots? . ..., 85
Can the user check the storage allocation (used space and free space) report on

U P 86
As long as the logs command is running, the terminal does not timeout .................. 87
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Unable to Access Root Shell

Unable to Access Root Shell

Symptom

Unable to access the root shell from the admin or superuser account. Both these
accounts have limited commands with which users can manage and troubleshoot
the system.

Solution

You can only use commands available in the Arcserve Cyber Resilient Storage
Server shell. Contact Arcserve Support for assistance with commands outside the

scope of the shell.
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Unable to Add Disks to Pool Created with One Disk

Unable to Add Disks to Pool Created with One Disk

Symptom

After deleting the default pool, created a new pool and added one disk. While try-
ing to add another disk, users get the following error:

"Adding disk failed. Error: Unable to add disks to pools created with one disk."
Solution

Arcserve Cyber Resilient Storage Server does not support adding disks to single disk
(initial) pools.

Chapter 14: Common Errors and Issues 72



Device Name Changes on Reboot

Device Name Changes on Reboot

Symptom
Device name, especially the OS drive partition name changes every time on reboot.
Solution

Device numbers are dynamically assigned during the boot process and the order in
which devices are discovered can vary. Arcserve Cyber Resilient Storage Server
relies on Device GUID.
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Difference in Data Store Sizes

Difference in Data Store Sizes

Symptom

The same data store shows different sizes in UDP Console and Arcserve Cyber Resi-
lient Storage Server.

Solution

For Arcserve Cyber Resilient Storage Server v1.0, all storage reporting is only from
the shell.
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Different Notations in Shell and UDP Console

Different Notations in Shell and UDP Console

Symptom
Why does the Access Key use different notations in the UDP console and shell?
Solution

The Access Key is referred to as ID in the Arcserve Cyber Resilient Storage Server
shell while in the UDP console, it is referred to as Access Key.
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Incorrect filesystem Free Space

Incorrect filesystem Free Space

Symptom
When a disk of higher capacity is added to a RAID array, the free space command

does not take the higher disk space into account and shows incorrect information.

Solution

If the new disk is of lower capacity than the already existing disks, the system will
throw an error. If the disk capacity is higher than that of the other disks in the pooal,
it will only use the size of the already existing disks. This is the expected behavior of
a RAID array.
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IP Address Format Expectation Unclear

IP Address Format Expectation Unclear

Symptom

Users are unable to continue because IP address format expectation is not clear;
they would not know that masking is required.

Solution

The IP address must be entered in CIDR format so that it is masked.
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No validation message displayed even if an incorrect key is entered

No validation message displayed even if an incorrect
key is entered

Symptom

When adding an Arcserve Cyber Resilient Storage account to UDP, there is no val-
idation message displayed even if an incorrect key is entered. The system accepts
and saves the configuration regardless of the key's validity.

Solution

This is a known limitation with Arcserve Cyber Resilient Storage v1.0.
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Unable to Reset Password for Admin/Superuser Account

Unable to Reset Password for Admin/Superuser
Account

Symptom

When a user forgets their login password, they are unable to reset the password
for their admin/superuser account.

Solution

Users cannot reset the password on their own. Contact Arcserve Support todo a
repair install.
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https://www.arcserve.com/support

Pool Creation Fails in 2-Disk Setup

Pool Creation Fails in 2-Disk Setup

Symptom
Pool creation fails in a 2-disk setup with 'Mirror Redundancy Not Supported' error.

Solution

This is expected behavior for Arcserve Cyber Resilient Storage Server v1.0.
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Can a user customize the RAID level?

Can a user customize the RAID level?

Symptom

Does Arcserve Cyber Resilient Storage Server allow users to decide which RAID to
use (RAIDZ1/2/3) when creating a pool?

Solution

Only RAIDZ1 is available for Arcserve Cyber Resilient Storage Server v1.0 if you are
configuring a pool with more than three disks.
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Rebuild Arcserve Cyber Resilient Storage

Rebuild Arcserve Cyber Resilient Storage

In case the installation becomes non-operative or you are unable to boot because
of a hardware failure of the OS disk or any other Operating System issue, if the data
store disk is separate, you can always do a repair installation to rebuild the Arc-
serve Cyber Resilient Storage box.

See Recovering Installation Environment for more information.
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Rebuild UDP

Rebuild UDP

If your UDP RPS server crashes but the Arcserve Cyber Resilient Storage Server is
intact, you can recreate the data store with the import data store option. Follow
the steps below to rebuild UDP:

" Reinstall UDP

" Create a new access key ID/secret key combination

" On the UDP server, create a new authentication profile

" Use the new authentication profile to import the data store by pointing to
the existing pool, filesystem, and port

See the UDP Solutions Guide for more information.
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https://documentation.arcserve.com/Arcserve-UDP/Available/10.0/ENU/Bookshelf_Files/HTML/SolG/default.htm

Unable to Boot ISO with Secure Boot Enabled

Unable to Boot ISO with Secure Boot Enabled

Symptom
If Secure boot is enabled, the ISO does not boot. It goes into PXE boot mode.
Solution

Secure boot is not supported for Arcserve Cyber Resilient Storage v1.0.
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Why am | unable to import ad hoc snapshots?

Why am | unable to import ad hoc snapshots?

Symptom

Why am | unable to import the ad hoc snapshot that | created and why do | see no
record of it in the logs?

Solution

You can only import a snapshot as a read-only data store in Arcserve Cyber Resi-
lient Storage Server v1.0. Regular snapshot (read-write) import only works from the
Show Snapshots list window in UDP and Cloud Console.
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Can the user check the storage allocation (used space and free space) report on UDP?

Can the user check the storage allocation (used space
and free space) report on UDP?

Symptom
As a user, can | check the storage allocation report on UDP?
Solution

All storage reporting is only from the Arcserve Cyber Resilient Storage Server shell.
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As long as the logs command is running, the terminal does not time out

As long as the logs command is running, the terminal
does not time out

Symptom
As long as the logs command is running, the terminal does not time out.
Solution

This is expected behavior for Arcserve Cyber Resilient Storage Server v1.0.
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Chapter 15: Appendix

This section contains the following topics:

CommMaNd ReTEIENCE .. 89
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Command Reference

Command Reference

The Arcserve Cyber Resilient Storage documentation also includes a Command
Reference Guide that contains the list of the available shell commands, along with
the syntax and description. For more information, see the Command Reference
Guide.
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https://documentation.arcserve.com/Arcserve-UDP/Available/10.0/ENU/Bookshelf_Files/HTML/CRG/default.htm
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