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Ses detal lustrstion snd dhart below for front pansl Infomiation
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NIC2 Activity LED —— 30 é%, %ﬂ— MIC1 Activity LED
Power Failure LED — 30 ﬁj}i t' BB Informational LED

This LED alerts the operator of several states, as noted in the chart below.

Continuously on 2nd red An averhigat condtlon has cocurmed.(May be due to
; Ccable congestian.}

Blinking red (1Hz) Fan fallure, check for Inoperative fan
Blinking red {025 Hz) Power fallure, chack for 2 non-operational powear supply

Solid Blue Local D has been activated. Usa this functlon to locate
; the server In 3 rack mount environment.

Elinking Blue Remota LID IS on. Use this function to 1dentify the sarver
i from a remota location.
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:FORWARD ACCEPT [0:0]
:OUTPUT ACCEPT [0:0]
-A INPUT -p tcp -m tcp --dport 22 -j ACCEPT
-A INPUT -p tcp -m tcp --dport 67 -j ACCEPT
-A INPUT -p tcp -m tcp --dport 69 -j ACCEPT
-A INPUT -p tcp -m tcp --dport 8014 -j ACCEPT
-A INPUT -p tcp -m tcp --dport 8016 -j ACCEPT
-A INPUT -p tcp -m tcp --dport 8017 -j ACCEPT
-A INPUT -p tcp -m tcp --dport 8021 -j ACCEPT
-A INPUT -p tcp -m tcp --dport 8035 -j ACCEPT
-A INPUT -p tcp -m tcp --dport 8036 -j ACCEPT
-A INPUT -p tcp -m tcp --dport 50000 -j ACCEPT
-A INPUT -p tcp -m tcp --dport 50001 -j ACCEPT
-A INPUT -p tcp -m tcp --dport 50002 -j ACCEPT
-A INPUT -p tcp -m tcp --dport 50003 -j ACCEPT
-A INPUT -p tcp -m tcp --dport 50004 -j ACCEPT
-A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT
-A INPUT -p icmp -j ACCEPT
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-A INPUT -i lo -j ACCEPT
-A INPUT -m state --state NEW -m tcp -p tcp --dport 22 -j ACCEPT
-A INPUT -j REJECT --reject-with icmp-host-prohibited
-A FORWARD -j REJECT --reject-with icmp-host-prohibited
COMMIT

3. f# 17 iptables ¥& % .
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/etc/init.d/iptables restart
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#SLEHE DL 0 Linux #4317 iR 2%

7E Arcserve 3% 5 41, AT DUHC B Z A 0 B Linux 00 f7] IR 2% .
FREUT BB

1. 7€ Arcserve UDP £ G 1, #% — 1 [BIR] R Il £ .

2. W NAEERTEN A .

3. P R E A AL — T [T 5 B,

(7 3% 67 Bh & Arcserve UDP 2 &1 ¥ 5% J7 4 P& B B Bk .
4, ¢ [Hri e RS T d a0E B, B [ 4 Linux 67 R
5. IRALETENER RS, AR — T FEABE

Add Nodes to Arcserve UDP Console

Add nodes by | Add Linux Node

Node Name VM Name Hyperviser

MNode NamelP Address Linux-BackupSvr
SSH Key Authentication

User Name root

Password

Non-roat Credential

Add Description

Help m Cancel

6. % — F ]
) Linux BT B & BERE R BB E B .
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resources

Nodes: All Nodes
4 Nodes
All Nodes

Nodes withcut a Plan Status  Node Name VM Name Plan ge['efi @ node to view the related
etails

Actions - Add Nodes Filter ¥ No filter apphied - e 1} Configuration Wizard

Plan Groups linux-backupsvr
Linux Backup Server Groups
Linux Nodes

[ Plans

All Flans

1 Destinations

Recovery Point Servers
Arcserve Backup Servers
Shared Folders

Cloud Accounts

Remote Consoles

Arcserve Clowd

la Infrastructure

Storage Arrays

Instant Virtual Machines
Sites

SLA Proflies

"
LS

7. WEE (FrAFHE] A H L fE DU RE X % FE R A Linux 5T .
[RIR] = 5115 8 B

Page 1  of1 Displaying 1 - 1 0f 1

1

resources

Add a Plan Agent-Based Linux Backup Plan ] Pause this plan Save Cancel Help

Task1: Backup: Agent-Based Task Type Backup. Agent-Based Linux
Linne

Source

Linux Backup Server appliance - m

Node Name WM Haine Plan Site

Filler volumes for backup Excluge

FilesNolders 10 be excluded

8. ¢ B FHi\iE B h, BRI [ Arcserve UDP H 1% HY 2 (R 7% [ AT
20,

110 Arcserve &4 E F F 85



L&) DL B Linux #8417 R 3%

E—
resources

Add a Plan Agent-Based Linux Backup Plan Pause this plan Cancel Help

Backup: Agent-Based Linux

Task1: Backup: Agent-Based Task Type
Line

Source

Linux Backup Server  appliance - m
Site
Filter volumes for backup Exclide
Files/Moldars o ba excluded
(38 B 2 R 8 11 67 BN 1 8 55 U7 B B B R
9. TR H Y I Linux 8 B0 4% — T [HEE ]
Select Nodes to Protect
Available Nodes Selected Nodes
Groups Al Nodes (Defaull Groups) -
#| MNode Name VM Name Pian Site Hode Name VM Name Pian Site
] inux-Dackupsvr Local Site
»
>
<
«
Page 1 of 1 = Displaying 1-1 of 1

(BRI RE e
10. B ¥ TR H 0 M A2 A6 FH el kg 8 P i 0L 1) R A [ . AT b
B, 33 IR B A G P ) R AR A B RS
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resources

Recovery Point Server appkance .

Data Store applance_data_ston =

Paszword Pratection

0

Session Password

Confirm Session Password

Save

Add a Plan Agent-Based Linu Backup Plan Pause this plan
Task1: Backup: Agent-Based TaskType Backup Agent-Based Linwe v
Linux
Destination
Destnation Type Local disk or shared folder ® Arcserve UDP Recovery Point Server

Cancel Help

11, $RALEHEPT R MM B e R, % R

resources

Plans: All Plans
« Nodes Add a Plan
All Nodes
Nodes withoul a Plan
vCenter/ESX Groups
Hyper-V Groups
Limux Nodes
Linux Backup Server Groups
Plan Groups
4 Plans
All Plans
4 Destinations
Recovery Poini Sarvers

Actions .

Pilan Name

Agent-Based Linux

dackup Plan 1 0 1

Arcserve Backup Servers

Status

@ Deployment. Successhul (1)

%3 Configuration Wizard

Select a plan to view the related
details
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112 Arcserve i fE F F 858




W% 5 UL B A BEER M Hyper-V #1447 Linux BI iy VM

A E A A BEER M Hyper-V 34T Linux B Ff vm

&) UL AE F Arcserve 5% 5, #% i€ A9 % DL 7E A 1% 5% 5 Hyper-V _E 14T Linux
Bl vM TAE .

R T PR

1. B BX [Hyper-V & ¥ &1,

2. J3 LTI AN A B 2

3. AT T 4 4T 4 BL PowerShell, LAt %5 i Fi] DOS iy 4 51 75 45 8% 1
HH T B (1) R A B 2 Bk EE BT AR E R A R v AT Y
C:\Program Files\Arcserve\Unified Data
Protection\Engine\BIN\Appliance>powershell .\Rebuild-VMSwitch.ps1
P aE © 75 AT FE P A, Linux fif £0 7] AR #% Linux-BackupSvr & 2 37 5
1% .

4. F5 B AT £ A B Hyper-V [ Linux BIEF VM T 1E, &5 188 B4 pr 8 7
BTN T A B 2 H .

TAAE, 18] DL Rl D 4T 28 AR B 5% 5 Hyper-V 11 Linux BJ s vM T AE .
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f# F| ConsoleMigration.exe #i# Arcserve UDP £ &

{# Bl ConsoleMigration.exe #2# Arcserve UDP £ %

=)

1E Arcserve &% i I, & 7] LL{# B ConsoleMigration.exe, # Arcserve UDP
Ecaew -2 - E IR *fl 1% ¢ Arcserve UDP v6.5 58T 2 Bl 4, &8 7] LLAE AT

& WA Arcserve UDP 4% &5 2 i #2 48 Arcserve UDP 4% &5 (R AN J& it ik
{ﬁ)o

%} BackupDB FlI RecoverDB i il ConsoleMigration.exe. "~ %) &5 %= #f BX 35 T 57t
B ConsoleMigration.exe 1§ F J5 =X, :

FESTREBERF, FIKE T I ZEIIT

1. 7E# Arcserve UDP £ & L, 04T & K} & 1 5 17 - Arcserve UDP

DB_Migration & #} 3 % 37 5% 1) .
2. fE¥T Arcserve UDP £ 5 & k., ¥ DB _Migration & ¥l 5 #5 8 & K %] %
7%

<UDP_Home> \Management\BIN\Appliance\

3. W5 Arcserve UDP £ #%5 & /& Arcserve s fi, RIGE S 0 64 5,
A6 B B BUED R &L, SRR T R R RS B AR 52 R RR e I B .

Pt 5 : W1 2 Arcserve UDP 1% & AN & Arcserve 5% Hi » &n Bk 18 18 i 25
B

4. TE3#7 Arcserve UDP 45 & &, #1447 F 21 & 1 Fr ik 20 BR DL 1R )R
Arcserve UDP F 1% & & Kl i . & Kl 18 i £2 177 5 BORE , 5 45 5 10
Arcserve UDP - 4% & S ¥ 61 BY . Wi SRAT [ 67 BE A0 M yLBE 57, Rl rp
i HH A 1) B0 2L & 50 8% 7E C:\Program Files\Arcserve\Unified Data
Protection\Management\BIN\Appliance\logs % £ T ]
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{# F| ConsoleMigration.exe B ## Arcserve UDP £#& &

DisconnectedNodesinfo-<mm-dd-yyyy>.txt f& & . & 7] PLAE 1 1) Arcserve
UDP =% &5 F 8l 55 B C Hp By s 4% (1) & &f .

FtaE : 7E Arcserve UDP £ &1, W R F Bk 1T A uh & CLAN AT A
vl G IEAE , 55K B NewRegistrationText.txt 1 2 FIT 18 1) 25 B8 71 IR 5T 1
kA
& C AL BT 5€ O Arcserve mx fif 1% 5 7% 8 2 BT Arcserve UDP 115 5 .
A DA e TOH, 30047 B 0E i sQL & k) G5 $Z 2 Arcserve UDP F 4% &
I EEaBiE., EER %, &% %1 Arcserve UDP 15 & 5% T
R ER AR [E] 1) 3% b SQL & Rk i I B2
S 5E : ¢ Arcserve UDP v6.5 B i 4 if2 , ConsoleMigration.exe iy % H1 5| i T -
force EEIH, DIH 1L 18 3] 1 #1) 1 0KE, o ik 18 R M 0 '8 Rl R R 52 i
HEFEES:

1 MR EEEANEEE G ZHPT EEGBE, HREEE G0
H sQL Server Enterprise Edition, 1] H 5 32 % & i B SQL Server Express
Edition. 7E L1 WL T, 2R ¥& UDP £ 8 & F 75 1 & /N & K} K /N 4
4000 MB.,

2. M RE A AE A B B SQL Server B R E B F i &, B iE £
B85 iR SQL Server & KL JE 1) E 45 & . Bl 4, $¢ 4 A sQL Server 2016
I E# &, i 2 ff ] sqQlL Server 2014 1) £ % & .
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BETESE LM Linux B0 RSB B E CentOS 7.4

AEFRSCZHER Linux 5 40 A IR ZF B 2 Cent0S 7.4

HE! Linux £ T H X GE7E Arcserve UDP v6.5 5 38T 4 BY% 55 387 i A o fifi
.

Linux 7 & T H. (Linux_migration.ps1) /& Arcserve UDP v6.5 5 T 4 It 5] i 1)
FrUife, TRESIEE I CentOS B HH Arcserve 5X f TH 5 %2 #E 1 Linux g
U3 {7 AR 2%, 9 W14 CentOS 6.6 #% 8 % Cent0S 7.4.

BT PR
1. & P B 18 5% B A Arcserve ik fff -

2. # Arcserve 5% fii P B B fit Arcserve UDP Al Linux #f 1 17 iR 2% T+ & &
Arcserve UDP v6.5 538 4 B B 8T W A o b A1, i Linux #4017 ik 2% |
) Linux A R A2 2 T+ 45 2 B Arcserve UDP 3= 4% & Rl AS 28 0L 1) hi A

3. f AL (I kA MD5 % 0A51C1020CBSEA569BIDCEAF7BF226E0) |
# Linux-BackupSvr.zip, 0 5 F& ¢ i R 4 21 A% BE G A5 B o 4 o, A 2R
TS 52 M B A 2 W SE A X, R BRI B R T o

F a Local Disk (X:)

4 Linux-BackupSvr
Snapshots
Virtual Hard Disks
Virtual Machines

4. Bl B PowerShell 7 4 1], SR 1% # A\ T Z d 26 H 8% 2K 1858 0 &
£ Linux_migration.ps1 1% % H) & Kl 3 .

cd C:\Program Files\Arcserve\Unified Data Protection\Engine\bin\Appliance\
5. BT N Al dm & R AT 2
Linux_migration.ps1 —path X:\Linux-BackupSvr

B 5 : X:\Linux-BackupSvr & ¢ Linux-BackupSvr.zip it B 45 Fi 28 Wy (1 H A2
A% T T B A

Y R ER TR .

PR 7 D 5E iR, B Linux Oy R ik as S RAPA | YR, HE
Linux ff§ £ 17 Al #% [ 44 7% € 12 240 &% Linux-BackupSvr-CentOS<version

number>-<hhmm>, i ) Linux f§ 43 17 ik 2% (CentOS 7.4) & 5€ B IE A,
H & [Hyper-v & # 8] 1 1) 44 7 & B D012 20 A Linux-BackupSvr.

6. 1% Arcserve UDP T % & B #T Linux ff 1) fd] Ak 2% -
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W FE S W Linux 0 A RSB ZE CentOS 7.4

#F Linux fi5 15 17 Ik 28 B2 8 & CentOS 7.4 Z. 1%, T A Linux i 15 17 Ik &5
&% 2 (B0, Linux 5 4 51 31 . Linux 87 B & Linux L 1) &0 & i oh
2 14 2| Arcserve 7% fif £ 18 & 0 5€ AL & -
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1E Arcserve % 2 FI AT B i

fE Arcserve 51 Z [H AT H

AR EE A WA R T R, R I Arcserve iR AT 2 5
— [ 4= #r 1Y Arcserve 5% i o

Bl 4, ¥ Arcserve i% ffi 8200 % 18 & Arcserve 7% ff§ 8400. Jo & T -
" GF i E R AT DL 42 B 5% 8200 1 ER A 8400,
- EE"]%&%@E%E%E‘]%@% S, DIRE R A& LA 4
" £ Arcserve X ffi 8200M, Tiff i& AR AT AEFIAE 3 .
mEA R EEEBERNFEEE N, 552 5 a8
ConsoleMigration.exe £ 4 Arcserve UDP L& £ /&,
AT AR 5B R 2 ek i, A WM IR 7 &, W N PR
" fEIRTTE 1
" fEIR TS 2
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fE Arcserve %8 2 AT &

BRFTR1
HHEIE JE (BMR) il Ik 77 %
B A 1 Arcserve 7% fii ¥ 53 — 1 4= 1 I Arcserve 5% i 44T BMR, &
AT 5B
1. TE 49 I Arcserve 5% fi 8400 I % 37 — i & Bl i 77 &, I #% Arcserve
5 8200 i 1y 2 I & Bl i A7 1 -
M aE - & W DLARS R B A

Arcserve UDP 18 Ji7 Bl fi] iR 4% 1 & K (7% 17 I8 A2 76 G 1 1 X: Y: [ 3R A&
1Y o 15 8 #% 7 15 RIS & i 17

2. M 2 1%, 1 AE Lk 20 B HUAS 0 48 IR B 3 5% i 8400 ¥4 1T BMR,
W 5 B 3% B8 B 2 20 megasas.inf.

o
a

Specify Drivers

*Y'ou can integrate additional drivers into the EMR 150 image, so that they can be loaded when the BMR
process is launched.

| I anufacturer | Wersioh | Platform | Path |

Intel 12/08/2016.1214.7.0 =64 C:wWINDOW SAINFoemd 3inf

Intel 07/30/2013,9.4.210... =64 C:AWINDOWSHINF aem3.inf

MS_HDC, INTEL_HDC... 08/21/2008,10.014... =64 C:AWINDOW SSINFsmshde. inf

LSl 03/06/2015,6.707.0.. =64 C:AWINDOWSHINFoem.inf

INTEL 02/19/2016,10.1.2.80 =64 C:ANWINDOW S INFoermdBinf

AMD Section, ACER.S...  0B/21/2008,10.014.. =64 C:NWINDOW SAINFusbport.inf

INTEL 07/30/2013,9.4.210... =64 C:AWINDOWSHINF aemd 7.inf

GEMDEY_SvS, ACC_...  06/21/2006,10.014... =64 C:AWINDOW SAIMF machine. inf

Generic 10/08/2017.10.014... =64 C:AwWINDOW S INF usbshci.inf

< >
I Include Local Drivers I¢ Add Driver | Delete Driver |
Back | Create | Cancel | Help |

3. f£ BMR Z 1%, MR 2 0§27 7 MUEh R 5 8400,
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G rcse r\ e Appliance Configuration

€) Click Launch Wizard to continue configuring your appliance with the Arcserve UDP Plan Configuration Wizard.

Launch Wizard

Hostname/ appliance

Domain %

Microsoft Windows

UDP Console URL

You must restart your computer to apply these
Date and Time changes

Before restarting, save any open files and close all programs.

Network Connections

Connection Name IP Ad|

g%gts(:l:;:elted :&g;:ﬁ:i?:;ﬂcp Broadcom NetXtreme Gigabit Ethernet
gﬁ;sczz:eited :Stg;:l?:z?:;:cp Broadcom NetXtreme Gigabit Ethernet #2
g-ﬂgtscz‘;:e?ﬂ ed :Strc:ﬁlgliscsi'?; EﬂCP Broadcom NetXtreme Gigabit Ethernet #3
g‘%z[%ﬂ?‘:e‘; ed :l?tgﬁ\:liscsi?: E:CP Broadcom NetXtreme Gigabit Ethernet #4
:gcgonnected lﬂigﬁzﬁfza DHCP Broadcom NetXtreme Gigabit Ethernet #5

4. WA, TR M 8400 LAY K SC R AR .
LL PowerShell 14T T %1l fiy &

C:\Program Files\Arcserve\Unified Data
Protection\Engine\BIN\Appliance\Rebuild-VMSwitch.ps1
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@ ProgramFiles » Arcserve » Unified Data Protection » Engine » BIN » Appliance » v C
Name ste modified
setmat.psl.log
matlog
L mat2 bst
dhcpdone.flag
resetdheppsllog
linuxdone flag
vmstarted.flag
sdapteriamelhanged.flag
languagett
mitstorage.ps 1.log
setosflag
configuration_change.status
configuration_changeflag
ARCDiskChic k-Finish.tag
&y Rebuild-VMSwitch.ps!

Open
iy resetdhcp.psl
Run with PowerShell
®_° Applisncelnformation.en
Edit
& configuration_change.ps
& argrun.bat 0““ with
& initctorage.ps | Restere previout versions
» | ARCDiskCheck.cxe Send to b
iy setnatps! Cut
Copy

5. IRAE, sHMCHR R A 45 BR K 5% 6 8200 | 1 & k| 4 L 3 3% 8400, I
& R RE N 35X 8400:

a. TEa 2% FfH H T Fdr 2, 15 1k Arcserve 5% ff 8200 ¥ T &
UDP Jilk 7% :

C:\Program Files\Arcserve\Unified Data Protection\Management\BIN>

cmdutil.exe /stopall
b FBIAGRABE X Y 11 FT A ¥ RHGE Arcserve 2% fif 8200 11 5
8400,
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icrozoft Windows
(c) 2812 Microsoft

Progran Files\Arce
swe sotopall

to kill process

Administrator: C:\Windows\System32\cmd.exe

LUe
Corporation. A1l

ion 6.3.968081
rights reserved.
roeslUnified Data Protection\MHanagementxBIN>emdut

explorer.exe

explorer.exe

Betart to kill pro

D2DVUDgc . exe

ervice 'Arcserve Service’ ...

topped.

UDP Agent

* firc UDP RPS Store Service

Data ¥ s

pping service 'Arcserve UDP RPS Port ZSharing Service’...

suice Stopped.

*Arcserve UDP Identity Sewvice’ ...

stopping service “Arcserve UDP Hanagement Service’ ...

service Stopped.

topping service "R UDP Hanagement Port Sharing Service’ ...

ing service ‘Arcserve UDP Agent Explorer Extension Service’..

"Arcserve UDP Update Serw

Agent monitow. ..
gent monitor stopped.

stopping Arcsevve UDP a

iveserve UDP

Pro GDDbEerver .exe

killed.
GCDDEerver .exe

AStartup.exe

!:.‘Z]'.I]ﬂl'f?'l'. exe

Start Windows Explorer.

c. {E=%fi 8400 |, B AT A ) UDP AR 7%, SR 1% ME N 1L X fi§ 8200

it 48 B E R
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resources

Import a Data Store

Recovery Point Server

Data Store Folder

Encryption Password

appliance

X\Arcserve\data_store\common

Browse

Cancel

Help

ZH 6:4FH Arcserve 321 123




1E Arcserve % 2 FI AT B i

BRTT R 2
88 Arcserve 7% fff il TR 7 &
BE! MEBRARAEFEEIES Arcserve UDP 3 & M Arcserve UDP RPS,
R AT 45 P SR AR IR 5 R .
SR A
= 1 Arcserve #% fii 8200 I, fiff & K AT AT AT LAE .

» 5 2 ¥ Arcserve UDP £ 4% & 4 Arcserve ik ffii 8200 £% i %= 8400,

PR : a0 75 40 4] # Arcserve UDP T 4% & 1 5% f§ 8200 % i# 5= 8400 1)
HAEE, E2 8 Wl H ConsoleMigration.exe 1% 8 Arcserve UDP

rTEE.
EIRBLT B ER:

1. 1E w2 5 A B R %1 iy &, 15 1E Arcserve 5% fi§ 8200 KT &
Arcserve UDP IR 7% :

C:\Program Files\Arcserve\Unified Data Protection\Management\BIN>
cmdutil.exe /stopall
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icrosoft Windows [Uersion 6.3.9608]

(e) 2013 Microsoft Corporation. All wights

;:\Pvn(-dn Filee Arcoerveln ified Data Protection\Hanagement»BINJ>emdut

» satopall
to kill process explorer.exe

explorer.

EEtart to kill proc D2DVUDgc . exe

ervice 'Arcserve

topped.

UDP Agent

= UDP RPS Data

Arcserve UDP RPS Port Sharing

opping servi

ruice Stopp 1:

*Arcserve

UDP Hanagement
"Arcserve
‘Arcserve

*Arcserve UDP Update Service’.

rue UDP agent mon

sync_utl_d.exe

AFD2DMonitor.

H 1)
DbServer.exe

CDDEerver

AStartup.exe

pr explorer.exe

killed.

Ariver. ..
stopped.

tin
er

Stopping mou
ounting d

Start Windows Explorer.

2. FEK LA XA Y B BT A OB
8400

Administrator: C:\Windows\System32\cmd.exe

recerved.

Service’ ...

Service’ ...
UDP Identity Service’
Servic
UDP Hanagement Port Sharing Service’ ...
UDP Agent Explorer Extension Serwvice’ ..

|= |2

Arcserve % fi 8200 & %4 3]

3. 7t 8400 % 1 b, BUEI P Arcserve UDP IR 7%, SR 1% [ A1 8200 5%

g i 42 5 10 R A I
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1E Arcserve % 2 FI AT B i

resources

Import a Data Store

Recovery Point Server

Data Store Folder

Encryption Password

appliance

X\Arcserve\data_store\common

Browse

Cancel

Help

ME&E © Arcserve UDP AU 5 1 A~ & 3& 12 218 () ax #

B E I LA Arcserve 5% i £4 15 22 ) — il 4 71 1Y Arcserve 5%
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B TSE 2% Linux f5 43 7] IR 28 (¥ iy \ A R

B TR %3 Linux #4317 R % 1 B A\ 3R U

T8 AT DUSE B TR S 22 45 Linux i 1) IR 25 00 2 2

IR T BB
1. L E & 75 5 N\ Arcserve #% i
2. & —F [BRZEI

3. #— N [BREMFES]

ZH 6:4FH Arcserve 321 127
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=

Pa.'bCl\.:]l’l’bl.'M Motilatiors

0 *

Blua oot

=

Prinifsry

-1.1-\_“
e

Date & Tims Dwtails

4. %K [+] DLISEEOHT 0 O\ AR

Al Fattings

IJP‘
i/
Dwnilinag

Accounts

Dasplays

dh

Siand

e8

Privacy

‘Wiacom Table

o

Linkrgial
ALcass
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Region & Languange

Ersglish (United States)

Urited States (English)

Input Seurces

Emglish {US)

5. EBUEE S BB B
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BB TR R 4R Linux £ 437 IR 3% B i\ 2 U8

Add an Imput Source

Camercan Multllingual [Deonak)
Camercan Multlingual (geerty)
English {Australisn)
English (Cameracn)

English {Cansda)

English (Colemalk)

English {Dwvorak sttemastiv.. emationsl no dead keys)

English (Dworalk)

6. ¥ — T Bl
o N\ 2R R R A
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B 7: 3 b B 1wk e ] i A%

& a7 DL iy $5 4% Arcserve 3% .

Z NIRRT
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5 FH IPMI

% F 1PMI

Z NIRRT
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& F IPMI

W] 8 E IPMI RS

FE 5% T IPMI %5 R 2 [, 1K 7R 2L A7 HL BIOS BT & 1T, LAELAS 1P Atk .
AERBUCL T B BR
1. BENIE R HL
[ 11 35 1 Pl R BR R
2. 1 Delete § .
BIOS X /& & I i Rl & 7

Pk 2 ZEE, GE(EH 5 M8, 30 4% Enter 88 . 27 TR [A] Jg A0 (1) &
I , &f 1% Escape # .

3. fF 3 % BlOS & 1 I 7 i E IpMI) & 5| FE i .
MY Bk - 1 7 2%, B B A7 3k 2R U5 & 5% 5E % DHCP.

Update IPHI LAN Configuration

4. GE iR WP AL RS A AR A . AR T I AR IR A A AR AT ) A i b, 4
7 RE A 48 B0 BT 2% 0 A 2 IPMI AT .

5. 50 N5 & P ArhE.
6. EEIIAE BT 8 Fd NuE & P A7k

£ 1538 16 \PMIE 5 3 0 AR ) 3 o ) i 4% 2 4%, BE B & B IPMIE B
I .

B 7: R B R A R IRE% 133



fEH IPMI

Please Login

Username |

Password |

VARG AR KA PN R I
TH 7% {5 : ADMIN

8. TE [ M5 AR AL, i N0 % 0l .
TH 3% {& : ARCADMIN

HE (IPMI = E ) FE AR
N

System Server Health Configuration Remote Control Virtual Media Maintenance Miscellaneous Help
=% system & Summary
= FRU Reading Finmwara Revision © 03.27 IF addness @ 0100057025011
Finmmware Build Time : 01182016 EMC MAC address ;. 02590 TeBc b0
= Hardware Information BIOS Version - 2.0 System LAN1 MAC address | 00:25:90:1c.70:48
BIOS Buid Timea : 12172015 System LANZ2 MAC address @ 0025 90k 7045

Regfizh Varsion @ 1.0.0

Remate Console Previaw

Refresh Preview image

Fower Conbrol wia IPRI

Host is currently on

Poweer On Power Daowr Reset

TR S 4% — T~ REE]EIH.
[BC & ] 2 1 BE B BA R .
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10.
11.
12.

System Server Health Configuration Remote Contrael Virtual Media Maintenance Miscellaneous Help

© configuration - % Configuration

S Alerts Use these pages 1o configure various settings, such as alerts, users, or network eic.

@ Date and Time
 Alerts © Add, ecd of remave died destinations

» Date and Time : Configure Date and Time Sefttings

= LDAP - Check the box below to ensble LDAP suthentication and enter the requined information to access the LDAP server. Press the Save bution 1o save your changes.

« Actve Directory © Configure ssttings 1o authenticale and access the Active Directory server

« RADIUS - Configure seffings fo authenticale and access the RADIUS server

= Mouse mode - Configura the mouss made for remale cansole

= Mebwork - See the MAC address or change nehvork selings, including dynantic and static IF assigneent

Dynamic ONS ; Configure dynamic updale properties for Dynamic DNS

SMTP - Configure the SMTP emal server

= S5L Cerification : The dates fos the defaull certificate and privale key are shown below. To ugload a new SSL cerificale. use the Browse buticn o navigate 1o ihe certificate and press: the Upload bution
= Users = Add edit or remove users

S ap
& Active Directory

& RADIUS

& Mouse Mode

& Network = Port - Configure the part number of the sendces
« 1P Access Control - Add, add of remove IP actess ruies
= SHMP : Configure SHMP setling
© Dynamic DNS . Fan Mode - Configurs the fan mode
= WWeb Session | Configune the web sessson valss
o smrp + Toggle SUM Licensed Checking : Togghe on/all SUM kcense checking

@ SSL Certification
2 Users

& Port

% — T BCE] R EMA R (EHE]#EIH,
A% HY 4 - (ADMN) ¢ [f 1] 28] 3% B2 AP e
T BB ERE].

(12 SO AE FH 5] 2 1 B B SO .

I EEEEEERRRREEEE———
System Server Health Configuration Remote Control Virtual Media  Maintenance Miscellangeous Help

13.
14.

15.
16.

& Configuration

= Modify User

= Alerns

Ender the new information for the user below and press Modify. Press Canced 10 retumn o the user s

= Date and Time

LDAP

< User Name:

= Active Directory Change Password |«
Password:

=y RADIUS
Confirm Password:

= Mouse Mode Hetwork Privileges: -

& Network Modify | Cancel

= Dynamic DNS
= SMTP
& 551 Certification

= Users

g NS B A H # 44 78 (ADMIN).
B (BEEERS] N,

L B 2% 085 A 46T

% —F B, AR A

B 7R B A R RE% 135



5 FH IPMI

& B IPMI % 1 {5 53 5F Y I .

el &% 1pmi 2 48

Supermicro IPMI 2 F 2 2 AT 17 Bh 18 4K B8 41 4% 19 75 5K 2R F+ &% 1PmI.
FRETHER:
1L B IPML B % (ME#) RO EE, Ak — T BHREHN.
() B 50 %) &5 1 BE B S 3R
2. #H— T~ mAEFHFEX]
(48 H IR ] P BE A T BE D IR
3. #%— T [HESE].
[BIOS 1 IPMI T 5] & [ B& B H i
4. 7 — T B ipMI B R 42 5T WM 3 E R zip BE 2R .
e R A b ah T, HoerBEED I (g B E .
5. 1 N .zip A 5 R AR R .
6. % — T [#)#8 L&) Eimm b BITE], ARA% 1L AR R AR B R R P

bin % % .
7. #%— T [EEEH#].
VMR E G L.
8. #%— '~ [BA& T &K
) HETF A58 B, WK IPMI EE T B B .
& T DAAE (40 2 35 bk A A AR R OA .
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f# F Integrated Dell Remote Access Controller (iDRAC)

¥ F Integrated Dell Remote Access Controller
(DRAC)

A AL R A
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B % ) B B Integrated Dell Remote Access
Controller (iDRAC)

Arcserve 7% ff§ 9012-9504DR & %1 2} 5% %2 4& f5 Integrated Dell Remote Access
Controller 9 (iDRAC9). iDRACY 1] 5% fr] il #% & P & o3& Arcserve #% fi [ %% #4
A 4% o iDRAC 7% & B B 42 ik B fA) M 2% F8) RE (1) 257, R AR M AT 1 I
fr) ke 28 &0 3, 6 H YD B BR A AR IR 48 19 75 SR

B ZEE N IDRAC LLEE 2 R&GUIRRE . B H R E Al K BUEN BBt F 2 & .
SHERBULL T 2B BR
& N iDRAC:
1. RCED I 25 30 18 55 £ https.//<iDRAC-IP-address> .
iDRAC & A\ H 1 Fii B 87 .
2. BN T HIE
¥ i & 42 78 : root
2 15 : ARCADMIN
3. #%— T [BEAl

BERGRBREHERAEM:
AT LB 1% iDRAC R &N RE B BT B R B A
" RHifE ik
i G A ) S G &
T # AR RE
i I 4 &
e
" AR S A% bl A AR R B
BE EEEES:
1. & N https://<iDRAC-IP-address>
2. BISERERWRIN B — 1~ MBI EBREES].
[ 5k 7% 6] | 1 FE B8R .

DR 458 2 4% 6 b A 4% | & 8RO 3 S 2R A0 R T o A T DA 9 A O i AR
i, 0 H A B AR B ROBRAT R 3R

138 Arcserve i fE FH F8E



f# F Integrated Dell Remote Access Controller (iDRAC)

ZF 3R Integrated Dell Remote Access Controller

(iDRAC) i IP fir hik

Arcserve i ff§ 9012-9504DR % 1) B4 5% 7H % $1 % iDRAC AC & % i /] DHCP.

#r B A7 I iDRAC, & ifE & 18 K £ K 49 it 48 453 i 152 31 iDRACO B FH 4 it J

B 0 Arcserve #% 5 9012-9504DR £ 1) AU %% ‘8¢ 4% i #i F1 iDRAC9 BL
A9 % E IR A RE AN B AN, 55 2 B 9012-9048 1) B B 1M A « 9072DR-9504DR
(1) B THD B

B A5 78 A X iDRAC9 2 9012-9048 ) 1% THI AR

4

e — ——
1' N III.IIIIl.II.III -
L LLLLLLLLLLLLL R

o -
T

iDRAC9 dedicated network port

on rear panel of Arcserve Appliance 9012-9048 series models

B A5 1% B 1 iDRAC9 2. 9072DR-9504DR ] 1% TH AKX

i
l|l

I. vv+4

iDRAC9 dedicated network port on
rear panel of Arcserve Appliance 9072DR-9504DR series models

& n] DLAGE 3 g 4% 21 iDRAC [ 1P f7 31k
ARBUL T BB

B 7: 1R B R A A IRE% 139
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1. BUE) Arcserve i% ffi FF 5C T iDRAC IP,

2. ) VB 2L N VB 2 https://<iDRAC-IP-address> .

&« C A Notsecure | bitpe//10.57.25 frestgui/starthtmiFlogin T 8

Integrated Remote Access Controller 9
iDRAC-5Q6MHQ2 | | Enterprise

Type the User Name and Password and click Log In.

Password:

W Security Notice: By accessing this computer, you confirm that such access complies with your organization's security policy.

Online Help | Support | About

iDRAC & A\ H i Fig Bl £ 7 o
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FC B iDRAC ff) DHCP BREF /8 IP fir hit

14 7] DL % %€ iDRAC ) DHCP 48 % 15 =X, .
R TP
1. 7EBCE) Arcserve X i FRr 14 T~ FR2IEE N [REL X E o

nitializing Firmware Interfaces...

2. M RFHHCEIAER]) E ML — T [iDRACEK E]-

System Setup

System Setup
System Setup Main Menu

System BIOS

IDRAC Settings

Deavice Settings

o IDRAC Settings allows you to configure iIDRAC,

3. { [iDRAC #ZE] W IE Jv, #% — F [A9B&].
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469 6 5% € | AR Az B8 B SR .

System Setup

IDRAC Settings

DRAC Settings
IDRAC Settings Version - 3 00,00,32 =
IDRAC Firmware Version =« 331 21,21 (Build 30)

System Summary

System Event Log

Alerts

Front Panel Security
Media and USE Port Settings
Lifecycle Controller

Power Configuration

Use this page to configure the network properties, common iIDRAC settings, IPv4 and IPvE
properties, IPMI settings, and VLAN settings.

Service Tag : SCK

4. ST¥ B NICRR 1L [BCA L, #F % INICIEBIR B, DT
FH B 4 8% A 1 .
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System Setup

iDRAC Settings
IDRAC Settings + Network
NETWORK SETTINGS -
EETNE e (@) 52 ) @ [Enabled
R G e T e el | s L= r S Tl '
®
Auto Negotiation O Off @ On
to Dedicated N ® bled [®
o ) O 10 Mt © 100 Mby @
Active NIC Interface - Dadicated
plex Mode O Half Duple @ Full Duple
COMMON SETTINGS
Register DRAC on DMWS - : . @ Disabled O Enabled

m Select Enabled to enable NIC, When NIC is enabled, it activates the remaining controls in
this group. When a NIC is disabled, all communication to and ... {Press <F 1> for more help)

# % DHCP R, 78 [IPV4 &€ ] &1 % [BUA 1Pva] Al [BUA DHCP]
A (R IE

stem Setup

iDRAC Settings
IDRAC Settings « Network
Auto Canlg Domain Nal’l’le @Dlsalﬂed C Eﬁab|9d -

IPV4 SETTINGS
Enable IPv4 - - - s - (O Disabled @® Enabled
Enable DHCP «wvreeeveiiness - —— O Disabled @ Enabled
Use DHCP to obtain DNS server addresses - @ Disabled © Enabled
preferred DNS Server B — DOOO
Alterna[e DNS Server TSR — DOOD

IPV6 SETTINGS

Select Enabled to enable MIC. When NIC is enabled, it activates the remaining controls in
this group. When a NIC is disabled, all communication to and ... (Press <F1= for more help)
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PR RE « 40 S A8 B ¢ %) iDRAC B 49 I RRE BFRE P, S5O (KA
IPva) 2% 2 [BRF ], T 4% (B DHCP] 2% 4 2 F 1. AR 95 49 B it B sk
B E P AL L [ A A U R

System Setup

iDRAC Settings

IDRAC Settings « Network

Static DNS DOMBiN NEME - e

IPV4 SETTINGS
Enable [Pv4 - . . s - (O Disabled @ Enabled
Enable DHCP e s @@ O Enabled
Use DHCP to obtain DNS server addresses - @ Disabled ¢ Enabled
Preferred DNS Server S —— DOOO
Anerna[e DNS Server TS —— D.0.0.D

IPVE SETTINGS

o Select Enabled to enable NIC. When NIC is enabled, it activates the remaining controls in
“ this group. When a NIC is disabled, all communication to and ... (Press <Fi= for more help)

Service Tag:5aL... ...

6. WKFFi%— F REI]. [SER], A& —F BH]I B 7 LW
]

A e A A B R R AE
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iIDRAC Settings

DRAC Settings

IDRAC Settings Version

IDRAC Firmware Version
System Summary
Systemn Event Log
MNetwork

Alerts

Front Panel Security

Media and USB Port Settings

Lifecycle Controller

Power Configuration

3.00.00.32
3.1.21.21(Build 30)

Warning
' Saving Changes

Settings have changed. Do you
want to save the changas?

Yes No

7. 1 [BRTh] BEE U7 WAk — T HERE].

iDRAC Settings

IDRAC Settings

iIDRAC Settir‘lgs BT ] | I ————

IDRAC FirmwWare Varsion « ------um=mmmmmeawmmm e

System Summary

System Event Log

Alerts

Front Panel Security

Media and USB Port Settings

Power Configuration

3.00.00.32
3.21.21.21(Build 30)

Success

v I Saving Changes

The settings were saved
successfully.

% £ 52 % iDRAC DHCP [ it & .
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8. 1% — T [SEM], K IL— T (B LA AREE 10K 5 1 b %

System Setup

System Setup
System Setup Main Menu

System BIOS
IDRAC Settings
Device Settings Wamhg
Confirm Exit

Are you sure you want to exit?

v

iDRAC 1) DHCP 49 % 1% zC B & i & .
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BHBREREITESE 148
@mwmw%ﬂ&%¢ﬁ%%&@ﬁ§mAnmwmm$m§

________________________________________________________________________________________________ 150
%’E 9012-9504DR R 5 &% f € F B BB IHE A Arcserve UDP ) i 153
%%m%ﬁ%%&%&&ﬁiﬁ ................................................. 156
B BRI R 159
FATBRBER BMR) AR E BB 161
BATHRBER BMR) Y H R E &R 176
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3 HY R BOE 1T 8

HHBERETHE

A T RE W U B R A B R AR R, T S S R B R O AT A B

Error

@ Execute post_factoryreset.ps1 failed[Error Code 1001). Please review and save the logs for further

investigation. Contact Arcserve Support in case you need further help.

Troubleshoot | v Shut Down

AR TR ML L, S AT R A D B

1.

fEsh R AR P 4% — T [BEEEHERR] 10 T U I
o 8Os R 51 R IH
LR N

CMD (i & &7 7 70 ) 3 5 J7 P8 7T G 8 AT — SR L AR AR 36 . 4
hn, B AR L WAFAE S BRI R R L M BR AR =, LA
S VAS 1 R T A

A5 H RS
f A HGE IR TH R R G AE [ F A ha il H o & nl Blbm & H
b, AR % — T (B 5 9 8 A R A HREBL R iE — 2
1 1

5B R Y e R
1M 338 TH W AR S e [ LA TR IR T R HH R R

At ]
(R W =7 St ] 3 55 7 S 4k DR IR o R A 0 AT R B R A VR U7 2 B A
Bl . A BR DL TR . g BR A B — BUAE S — 2

G R P RO SRR UV AN IR VES F R N R S
(3N S ] 5 A7 H RS

BN RIA P 3 —F R
T R 2 B R QRS B A A A
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@ Factory Reset Help O S
Categony:
Bl Help ~ |Cause: Program cannot find "post_factoryreset.ps1”,
E- Error
Error code 1001 Debug:
: Error code 1002 Check if "post_factoryreset.ps1” exist at the path “x\windows\system32\appliance". if
:x: zg:: :ﬁi existing, check the content, othenwise please collect the logs and contact Arcserve Support.
- Eror code 1005
-~ Emor code 1007 Steps:
i—Emor code 1008 1. Open Command Prompt (¢md) from “Troubleshoot™--> "Command Prompt”,
i~ Error code 1010 2. Type "cd x\windows\system32\appliance\" and press Enter.
-~ Emror code 1011 3. Type “dir" and press Enter,
-~ Error code 1012 All the files and folders in the folder are displayed. Check if the file
et 1 [ s .
- Error code 1016 4. Also refer to ["Tip™-->"How to save the logs?"] for information on how to collect and
- Error code 1018 save the logs for further analysis.
Error code 1019
|~ Error code 1020
|~ Error code 1022
~ Error code 1023
- Error code 1031
-~ Error code 1032
- Error code 1033 e
£ >

WA B S ) 96 7

3. 81 TE 2 g ARG R B 2 g S AN ) (BB RR, A% KRR U A

o Factory Reset Help (]S u
Category:
~Error code 1019 A |Steps: ~
i~ Error code 1020 1. Open Command Prompt (¢cmd) from “Troubleshoot”--> "Command Prompt".
- Error code 1022 2. Type "diskpart™ and press Enter.
Error code 1023 Version of diskpart is displayed.
::: Eg:: :g:; 3. Type .D ISSPART) “lhist disk” and press Enr.er.. o .
.- Error code 1033 The disk list appears as shown below. The bigger size disk is usually our system disk.
i~ Ermor code 1034
- Error code 1035 Disk ##= Status  Size Free Dyn Gpt
i~ Error code 1036 Disk 0 Online 447G 0B
i Error code 1037 Disk 1 Online 3725G 0B
i~ Error code 1038
[l Here, the Disk 1 is the data disk, the Disk 0 is the SSD disk.
i~ Error code 1051
i~ Error code 1052 i .
- Error code 1053 4. Type "select disk<disk number got above>"and press Enter.
I~ Error code 1054 It will respond with "Disk <disk number got above> is now the selected disk.”
2 Tip 5. Type DISKPART> "list partition” and press Enter.
The disk layout list will show as shown below:
| How to get the conte
| How to save the logsi Partition #22  Type Size Offset
R R Partition 1 Recovery 300M8 1024KB
< > Partition 2 System 99MB 301MB v

32 HCIT i PR A R, AR AR TR B R S B R RS B R O, DA TR U N AR .
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7E 7000-8000 % 5 5% & H fF F BI BB IE & A Arcserve UDP H i E &R

FE 7000-8000 2 51 5 o 1€ A B H B THE A
Arcserve UDP H} ik 5%
165 0T LA Arcserve i 1 1 DR 6 20 B 7 £ i UDP BT 7% o £ FF) UDP th i
g, AT PLHE Arcserve w1 18 4y 4208 HoAR BC B 1R R
P RE « 45 tH AT DLFE SR AT UDP Y i E AR R N (R BB R R IETE
HEREULL T B BR:

1. 4% F11 DA BA BB 1% T e

arcserve

ASSUred recovery

AB» to display BIOS POST <DEL> to run Setup.
11> to invok i) boot from PXE/LAN.

XE--0Onboard AHCI Device Detection...
nvoking Boot Menu

2. HEHY [UDP ! W fH EE 5% ] B BEIE IH .
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Please select boot device:

UEFI: Built-in EFI Shell
Windows Boot Manager
UDF Factory Reset

Enter Setup

T and 1 to move selection
ENTER to select boot device
ESC to boot using defaults

58 7> AL R A T R B RO

O rcse r\,e ] Appliance

ry, reports and log entries will

Reverting to Arcserve UDP Version 7.0.4399.

Preserve existing backup data.

Cancel

B RE -

- RVHE RN (REFEANEHERBE. AgERES
TER RGP C\ ML o X\ B AR (5 A0 Y:\ B A [ o 1) 35 R) £R
FF IR -

R I R B 0 i b R R TE A B, F 7 T 4
IBEE RS C\ X\ Y\ & H R T A B R
1. % —F [E&&].
fifE 2 S 55 7 PR B B B
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Confirm Factory Reset

'\ Are you sure you want to perform a factory reset on your Arcserve UDP Appliance? Selecting
# ) Reset will result in returning all settings to their factory defaults.

All of your backup data will be deleted during the reset and will not be recoverable. If you do not
want to delete your backup data, click Cancel and select "Preserve existing backup data”.

AT LAd% —F (AU ] 2 EOB BUE) Arcserve R i B G .
2. TE 58 BCH WM a8, o] LT FAlEIfE 2 — ¢
¢ %N [EFTHUEY] AR T B A .
o $Z— N [BBE] AR B PA A Al

Factory Reset Is Complete

@ Your Arcserve Appliance has been returned to its factory defaults.

Click Restart to restart the appliance and launch the Cenfiguration Wizard or click Shut Down to
shut down the appliance.
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FE 9012-9504DR £ 5| &% 48 0 3 F BAB& IR TE& F Arcserve UDP R E K

FE 9012-9504DR R 515k g 18 F F AR IR & A
Arcserve UDP H} ik B 5%

& 1T LLFE Arcserve ¥ 9012-9504DR % 41 ) BH 14 Th & 3= & A UDP Hi i &
2% o 8 F UDP W ik EE 3%, 8 0] DL Arcserve B i 9012-9504DR £ %) [H] 18 %
43 HoAR T B IR RE

B R - 85 B AT DAAE $04T UDP HY i 35 Rk By 388 B [0 B 40 A R SR IH .
HRRUT IR
1. 8B 1R F11 DL G BB B T e

2. NG MR IH (B 4S RAID 5 H 2% 1. uDP HY R E 3% ).
Boot Manager
Boot Menu

Select UEFI Boot Option

ntegrated RAID Controller 1 UDP Factory Reset

LIEF] Boot Opticn Maintenance

u Dewvice Path; . (Press <Fi= for more help)

o] 7> (L e ) T B B S

4 8: B ERB1H Arcserve i%f# 153



7E 9012-9504DR # )| 3% f& 5 FH B i B THE H Arcserve UDP Hi iR E 7%

O rCS e r\,e Appliance

Reverting to Arcserve UDP Version 7.0.4399.

Preserve existing backup data.

B RE -

- RTHE, EIR (RERAKE G BRI A g EE R
TER RGP C\ MR 5 o X\ L AR [ A0 Y:\ B AR [ o 1) 35 R
DR 35 IR o

R I R B 0 i b R R TE A B, B 4
IREE RS T C\ X\ Y\ & H R T B R
3. % — T [ER¥].
fifE 2 S 55 7 PR B B B

Confirm Factory Reset

" Are you sure you want to perform a factory reset on your Arcserve Appliance? Selecting Reset will
e result in returning all settings to their factory defaults.

All of your backup data will be preserved during the reset.

Cancel

AT LAA% — 1 BV ] 2 =B BUE) Arcserve B i B UG .
4. 1E 58 A% WOE B R AR, BT LT T EiE 2 — ¢
o %N [EF BB AR T B .
o T [BBR] A B R A .
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Factory Reset Is Complete

0 Your Arcserve Appliance has been returned to its factory defaults.

Click Restart to restart the appliance and launch the Configuration Wizard or click Shut Down to
shut down the appliance
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FREBEWERSE N BEER
i [H Mg B %], B80T LLEE Arcserve 5% 5 [ 18 A 4 5 HOAR TC B R RE .
& ] PAAE Arcserve UDP F 42 & & H H M H 7% -
HPREL DL TP BR:
1. /¢ Arcserve UDP = & 4% — F BB R EE L1 [HEMEERF].

arcserve: unified data protection

#gFir ZEE Iff #HE HsE | SoEE
*
ERERSE e 2
Arcserve Backup EHiEIZ{EEE = Arcserve UDP == FRiTHESSSSF SR TEEEHERDE - HEEE  THEEE - #5a0TES A EIRE - 55 1a) Arcserve UDP B8E 818 SIS BRI RaEE -
SRM 2= EIiffy Arcserve UDP BRA: 6.0.3792 E57 1 2E/E 280
mEE=RE

EEf) Arcserve UDP BRA: 6.0.3702 =57 1 2S5 F 280
O g=mmnfEeamEs -

EFEEEETERS

ExEkE

BREERT i
SEEHE

EREEE

HEER

M5 THER & CR ®E AT A e 1 1 8 KL .

P 5 -

Arcserve UDP $2 it (R EBR B WE M BRI EHU BB HREHAMNE

B AT I

« MBEEN RERERNHEODEREIH, e E® C\ HEE. X\ #
i i AN Y\ 2 0 P R & RE AR R IR

« WRREN MRERENECER SIE, Bl & =2 C\ X\ A Y\
Al i R 1 ) BT A B R .

2. % —F BATHBEERR].
Fiig B[ &5 7~ itk 58 3 55 5 R
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Confirm Factory Reset

Are you sure you want to perform a factory reset on your Arcserve Appliance? Selecting
Reset will result in returning all settings to their factory defaults.

All the backed up data will be preserved during the reset.

[oro ] cancor |

PR DRERRY BES TBRR, H—F [BEER] AR BCE) ) RE R
A i A A O DA B, i L Y O B R AT, R P

O rcse r\’e Appliance

Factory Rese ing all of the setti

nce to their facto
deleted. The UDP software |

sources, job history, repaorts, ar
jinally installed o

Reverting to Arcserve UDP Version 7.0.4404.

Existing backup data is being preserved,

Reinstalling Arcserve UDP: 50% Complete

56 JHH R AR B R PRy B B AR RS T R

. DEHERR R T R, AT R B L flE G TH
+ N (BT BB A E B s

o $%— N (BB A B P RO
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ArcServe apance

e Appliance to their factory defaults. All resources, job history, report
ion originally installed on the appliance.

Reverting to Arcserve UDP Version 7.0.4404.

Existing backup data is being preserved.

Factory Reset Is Complete

@ Your Arcserve Appliance has been returned to its factory defaults,

Click Restart to restart the appliance and launch the Configuration Wizard or click Shut Down to
shut down the appliance,

Shut Down

158 Arcserve i L F



7 Ik 30 38 SRR AR A

% R b 5E BB AR AR

i F Arcserve &% ff§ IRf » Q01 S A — ] A A58 8 bl P, EC G 1 Ao AE A = ST BJ) 2
F, MR A g iE R & kL, T H R iy o] A48 1 W WA . Rk, & 7Bk
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TR — ROV R 2 R B, S5 A s B RO ) B AR B, LG e TE R —
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B, DAEE R0 38 A R AR A R — ] Rk R B

EE | g P AR BN, R PRDOE B 2 4 AP, R A 2 A
EHURKRE, RAEHBRB
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e, DA ] A A8 Rl A B AT E R e AP A AR 3E . T8 SR H B A B R 3R T
Tl R A ) 2 SR T
EHE B 7 (SRR BB ) Sb, A B AR i & R e e AR
A ) 1A R A

4. T B RE  HU & M B HE I R R B L 10 /) 0 22 KT (0 BE AR AR, DUAR B 9
TR G v SR R R R TR SRl
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RS

6. 1 Arcserve > 4% B3 1B & 57~ , DLIR 18 Wi F5 10 hd 1 B

AT BB R (BMR) 1 A 47 9 & K}

1E Arcserve &% fi b, & 0] L{# A Arcserve UDP [ 1 & 14 2k s 47 #R #% 18
5

EIRILLT B
1. 7E i i 0 AT & 37 Arcserve UDP G 1 £ FJE R 2 =0, W6 A 18 F R
x64 “F & 1 7] B #% BMR 1SO 1% 51 USB & & A .

Wni & A S 150 AR I AS B BE B AR 3. A B A B BE B AR
» #i 1E [ﬁi’%%@ﬁﬁ‘lgﬁﬁﬁﬁil 1567 rp s (RS A B B
ﬁﬁ] B IH o U A0 A AL B B B PE RO RE AT A, G 2 B A
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http://documentation.arcserve.com/Arcserve-UDP/available/7.0/CHT/Bookshelf_Files/HTML/UDPWUG/default.htm#Agent_for_Windows_User_Guide/udpw_sc10_how_2_create_a_boot_kit.htm

PATHRBE IR (BMR) T AR B B A

Specify Drivers

'ou can integrate additional drivers into the BMR 150 image. so that they can be loaded when the BMR
process iz launched.

| anufacturer | Yersion | Platfarm | Path |

Intel 12/08/2016.1214.7.0 =64 CAWINDOWSAINFoemd 3inf
Intel 07/30/2013,.9.4.210... =64 C:AWINDOWSHINF aem3.inf
MS_HDC, INTEL_HDC... 08/21/2008,10.014... =64 C:AwINDOW SAINFsmshde. inf
LSl 03/06/2015,6.707.0... =64 C:AWINDOWSHINF aemE.inf
IMTEL 03/19/2016,10.1.2.80 =64 CAWINDOW SN INFhoemdSinf
AMD. Section, ACER.S...  06/21/2006,10.0.14.. =64 C:AWINDOW SAINFusbport.inf
INTEL 07/30/2013,3.4.210... =64 CAWINDOWSHINF oemd 7.inf
GEMDEY_SvS5, ACC_..  06/21/2006,10.014... =64 CAWINDOW SAIMF machine. inf
Generic 10/08/2017.10.014... =64 C:AWINDOW SAINF usbshci. inf

< >

I Include Local Drivers I¢ Add Driver | Delete Driver |

Back | Create | Cancel | Help |

2. {#i F§ BMR I1SO Mt % 5% USB [ & T 4 Arcserve =% 5 BH 1% .
Arcserve PR B 18 IR 2 5 72 QB A H B .
3. INATFRES , R [F—F].

ArcsSer /e bare metal recovery

(eyboard Layout:
us

b

4. #EHL [4& Arcserve Unified Data Protection fi fr I JR | 12 18, SR 1% 4%
[F—2#].
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arcser /e bare metal recovery

Bare Metal Recovery(BMR)
- Select the type of backup for BMR

Select type of restore source:

@ Restore from a Arcserve Unified Data Protection backup

Use this option to perform a restore from either a badkup destination folder or a data store.

() Recover from a virtual machine

Use this option to perform a virtual-to-physical (V2P) restore from a virtual machine created by Virtual Standby or

Instant VM
Source is on a YMware machine
Source 1s ona |_','|.'=EI'- v machine

[ B AR JR R ] A B B B
5. #— T DIBE], MR (HE 18 TR B A IR A5 8 52 .
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Bare Metal Recovery(BHR)
- Select a Recovery Point

The top pane deplays all backed up madhines and
ther badap destinations. If you dick on &
maching, you can then see the assodated
recovery ponts on the botiom pane. Selecta
recovery pont to continue.

Note: By default, only the backed up machines
that are detected from local volumes are listed
here. After a new removable disk is attached or

detached, you can chck Refresh” the kst.

You can also dick Browse” to add any up
machines from the remote shared folder or the
data store,

1f you fal to browse the remote shared Ffolder, it
may be because the NIC driver is not installed or
the [P address i incorrect, IF necessary, you can
perform the folowing:

Qlick here to launch the load driver wiility

Click here to launch the network configuration
uitlty

Inl-.-.-HF(] 15-50 Dlt-ﬂ.‘u! Hﬂwofktmcm
- P Address: 10,10.255.255
- Status: Connected
Intel{Rt) 1350 Gigabit Metwork Connection 22
«IP Address: 0.0.0.0
- Status: Desconnected i

The following backed up machines are detected:

The folowing recovery ponts are detected for the spedfied machine, Select a recovery pont &

Backed up Information
Host Hame:

Operatng System:

DS Suffi:

Source:

[ bowe v

Browse from network/Tocal path

| EBrowse from Recovery Point Server

=
A Abilities |
s

(328 B 6 5] 45 7 B H B .
N [4R 5L RG ] AR 4 T B A AR ] [ A S [ RS [ g ) B

[t A 6 5 1o

% — T EAR].

AR SRR, T (HERE ]
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]

Enter the Recovery Point Server credentials and dick "Connect” to connect to the server and retrieve
the data store and node list.
Hht Name: | appliance7501 v Port: 8014
User Name: | administrator Protocol: (O HTTP (@) HTTPS
Password: seseeRRReS Connect

Data stores and nodes protected on this server:

EI--EH appliance7501_data_store Property Description
applianca7205
El - Node appliance7205
DNS Suffix arcserve.com
Node ID 0951fd5c-3dd2-4968 bet4-5eaef...

[BR R IR (BMR) - 3 X AR JR BN 4 55 U7 B FE R i B2
9. MEINEIE I B8 R B, AR [T —#].
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Bare Metal Recovery(BHR) %
- Sefect a Recovery Point The badeed up machines are detected:

The top pane deplays al baded up madhines and . . Backed up Information
their badup destnatons. If you dick on 8 |8 applionce 7205 | :
machine, you can then see the assodated Host Name:
recovery points on the bottom pane. Sehecta

recovery point to contnue,

| apphance 7205

| I—

Operating System: Windows Server 2016 X564 |
Naote: By default, only the backed up machines L
that are detected from local vokumes are ksted
here. After a new removable disk is attached or - =
detached, you can chck Refresh” the mathine ist. DG A BT T [
You can aiso didk "Browse” by add any backed up
machines from the remote shared folder or the i
data store. oe: Recovery Point Server |

1f you fial to browse the remate shared folder, it

may be because the NIC driver is not installed or -
the IP address is incorrect. If necessary, you can Browse v|
perfiorm the folowing:

Click here ta launch the load driver utiity

Click hare tolaunch the netwark configuration

i
- The following recovery paints are detected for the spedfied machine. Select a recovery point and continue:
[ B s/z/08 1 [ar status: -
E 10:00: 15 PM i
4141 AM
Ba T
# 8 S/27/2018 -Wm ':fresem
¥ fed 5/26/2018
=it S125/2018 Backup Destination {Detected from current system):
= Recovery Point Server: appliance 7501
e = Recovery Pont Server data store: applance 7501_data_store
13514 - Hode ID: 095 1dSc-3dd2-4963 bet-5eae feeb073d
Backup Description:
6 Network Adapter(s) Detected - -
Intel(R) 1350 Ginahit Mstwark Connection Boot Firmware:
= IP Address: 10.10 255,255 = UEFI
= Status: Connected
Backed vp Volumes (Used Sizre/Total Sire/Minimum Sire Reqguired): ¥
Intel(R) 1350 Gigabit Network Connecbon 2 < >
- IP Address: 0.0.0.0
- Status: Disconnected i
&~ Urilities Bock | [I Newt ; Abert

10. (EH]) RS m M N AR BE BOS S, SR8 4% — 1 [(HERE].

"Enter Session Password

| ok

Current passweord length: 1 characters
Maximumn password length: 23 characters

[#BRHE/R IR (BMR) - BB E R AR B 55 7 S REED B .
11, I EREER], KRB [T —F]
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%re Metal Recovery(BMR)
Choose a Recovery Mode

Which recovery mode do you wan

O Express Mode

& to use?

The express mode will recover the system automatically with minimal user interaction by using the

machine default settings.

® Advanced Mode

The advanced mode will assist youin customizing the restore process. Using this mode you wil be
able to:

Select where to restore data on basic volumes or dynamic disks.
Insert device driver before reboot.

(#8718 R (BMR) - 55 BB RE 280 1 5555 J7 M0 BE R B

12. & ] H B9 B K GUID i il 4 31 & kBl R (GPT) WLk % — N R A
B, R BEEE.

.Bare Metal l!enmr\r[m-llt) - ;
- Adjfust Disk Partitions

You can adjust the desk/volume configuration
on this screen. You can also select data to
restore from the original source diskfvolume to
the current destnation disk fvolume.

After selecting & disifvolume, you can then
right=chick the mouse button, and display the
cofresponding operation opbons.

Hate: IF Shere i no mowse attached in your
enmironment, you can sehect & deslvolume
with TAB and Arrow keys, then press the Meny
key to display the menu.

Thee diskfvolume changes you make wil not
take get into effect untl you select "Commit”
From the Operabons menu or dick Text” to
commit al changes.

Current Destination Disk/Volume Layouts:

v /
i
Wﬂ#ﬂ vstem Portiti.. C\ (15572 G8) 1\ Volumelddd 1... (18394 96 GB)
= Digk (M Commit
47134 (447,13 GB) |
B Map Disk From.
= Disk 21 —
44713 i (447.12GB)

Convert to Basic

Cenvert to Dynamic

Online Disk

Original Source
Disk Properties
= Disk 0 (MBR) o o o o
G
= Disk 1{GPT) o

51065 11557368 g veuneieal. gl %1 72164638

13, TEPLMEAR 2 AR, AR — A mE AR b — NI RA B, R T R

CINB
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Bare Metal Recovery(BMR)

You can adjust the disk frolume configuration
on this screen. You can aleo select data to
regtore from the onginal source dekfvolume to
the current destnation disk/velume,

After selecting a disk/volume, you can then
right-click the mouse button, and display the
cormespending operation options.

Hate: If there is no mouse attached in your
environment, you can select a

with TAB and Arrow keys, then press the Menu
ey to display the menu.

Tt clishefvolume changes you make wil not
take get into effect untl you select "Commit”
from the Operations menu or dick Text” to
commit all changes.

Current Destnation Disk/Nokume Layouts | Gperations —w
ey
= Reset
- Digk 1M
o 10 comt m
L D,
— DIS?("(MB Map Dk From.
4713 GE Clean Disk (447.13 G&)
Convert to MBR
Convert to Dynomic
Orignal Source D SO Dt
—— Disk Properties
= sk () (MBsy N o o
11.79G8 ¥:\ (11179 GE) 1
= Disk 1 (GPT) VA
e Jivoum.g

(4R 22 T B 8 BE ) 491 7 B B 3R

14. #%—F [#A]-

Submit Disk Changes )
Summary of Operations: |
Operation Details
¥ Delete volume Volume Path[\1? Wolume {73 1009 15-1396-9e5d-8dfo-1fa027930037]
i Delete volume Volume Path[\? Wolume {821d05a8-Jecd-436f-2437-ccD4fb 3e4708}]
) Delete Volume Volume Path[C:1]
ijﬂehb: Yolume Volume Path[F:1]
i JDelete volume Volume Path[D:\] ,
i ¥ Clean Disk Clean Disk [0] [

15. fil B i B 9€ A%, H— T (HERE ]
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Submit Disk Changes
Summary of Operations:

Operation Detals

L JDelete Volume Volume Path[\\*\olume{791b0915-1396-4e8d-8dfb-1f2027920031}]

{4 Delets Volume Volume Path[\\*\Wolume 82 1d05a8-3ecd -4 36f-a49 T-co04fb3e 4708}
{_JDelete Volume Volume Path(C:1]

|4 Delete Volume Volume Path[F:Y]

{_4 Delete Volume Volume Path(D: ]

¥ Clean Disk Clean Disk [0]

s @

16. fit (BRHE1RJR (BMR) - SHBEBERE 20 1] W56 07 8 4% — F [E—2F].
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17.

Bare Metal Recovery(BHMR)
- Adjust Disk Partitions

You can adjust the diskfrolume configuration
on this screen. You can also select data to
restore from the engnal sourde diskfvolums t
the current destination dck fvolume.,

After selecting a diskvolume, you can then
right-chick; the mouse button, and dsplay the
cofmesponding operation opbions.

Hote: If there is no mouse attached in your
environment, you can stlect  disiolume
with TAB and Arrow keys, then press the Menu
deﬁ:hrhm

changes you make wil not
M@lnbeﬁeﬂmﬂmﬂﬂtm(
from the Dperations menu or dick Mext” to
commit ol changes.

"

Current Dastination Dick Volume Layouts

Vb)) —ww

- Disk 1 (MER)

| wrizGe {447.13G8)

= Disk 2M8R) m
.13G8)

4471368

Original Source Disk/Volume Lavouts

Vo o o o o o o o o o o
YA\ (111.79GB) i

= Disk 0 (MER)
179G

= Dizk 1 (GPT)
7451.00G8

o

BRI e i 1 0547368 X2 g

[#RHE 78 K (BMR) - BB R ) B 55 7 Wk

s B H B

I RERK] REEZ [F—F]

Bare Metal Recovery(BHR)
- Choose a Recovery Mode

\Which recovery mode do you want to uss?

® Express Mode

The express mode wil recover the system automaticaly with minimal user interaction by using the
maching default settings.

) Advanced Mode
The advanced mode will assist you in customizing the restore process. Using this mode vou will be
able to:

Select where to restore data on basic volumes or dynamic disks,
Insert device driver before reboat.

Mote: After didang Next, the BMR Wizard will create new partitions on the destination
machine to match the existing partitons on the source machine. This may destroy any
#xisting partitions on the destination machine and create new ones,

3 P]

[BMR] ¥ 55 J7 i i

g R H 352

170 Arcserve & F 85



YT HMEE R (BMR) T A48 B &k

18. #%— T [&].

'BMR =a

o The next step may result in complete loss of data on the machine. Do

you want to continue?
L =

(B JR A% 8 18 ) B ah 7 MR BB B H B .
19. #%—F [BH]-

Summeary of Restore Settings ==

Sunh‘:ry of Disk Restore Settings:
Source Disk Destination Disk

Summary of Volume Restore Settings:
Source Volume Destination Volume
u \WiVolume{791b0915-1396-4e8d-8dfb-1fa02793003f\ (300 MB)  \\?\Volume{c06aa5e0-adb9-4849-8b15-20...
UEFI System Partition (99 ME) 1\?Wolume{e3db4483-19ad-4550-8=0e-05...
UC:\ (155.73 GB) \\?\WVelume{257b3c2a-9cf1-44a0-a8b3-225...
&0 \\?\Volume {4dd 1123f-0464-4cd6-9df0-1ab9b95c890 13\ (76.29 GB) \\?\Volume{98fb5326-630f-4842-82fa-48b...
< >

Confirm your restore settings and dick OK to continue, If you want to adjust restore settings manually, dick Cancel.

[ o | [ concel |

(R HE1R )R (BMR) - 54 B Tk B 40 1 ] 5f & U7 BB B o 3L
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20. EATLLES, SRAWER (HETWER W E/MEERE] R EH+
AT FH A AT DY R A B A R, e B (SRR R YR AR /R B L B )
25| 8 b AT 1 5K GPT AR AH 75, SR1B 3% [F —H 1.

BB = o b A LR B KD SR T BT B AR AR b, DLBUR B
B 9 2

Bare Metal Recovery(BHR) -

- Adjust Disk Partitions Current Desbnabion DeskVolume Layouts Cperations W |
Wou can adjust the disk/volume configuration
on this screen. You can also select data to = Digk 0(GPT)
restore from the orignal source disifvolume to I 18637 50 G8
the cusment destination diskvolume, :
After selacting a diskfvolume, you can then = Disk 1 (MBR) |
right-click the mouse button, and desplay the ‘“? ?365 Destination Volume: V|7 Volume 03331 745-9734- 4066- bd 25- 6930874 S826b]
corresponding operation opbons. I= il Tis v
Note: If there is no mouse attached in your - Digk 2 (MER) . " i P

i Dhate on the volume will be resfored [rom origingl velume |\ A Volume{ 79160915 1396-4e8d-

mmm: ::”mLTm, H‘l:ﬂ press the Manu | co il | Gdfb- Mel2PR3003A1. 4
key to display the menu,
The diskvolume changes you make wil not

take get into effect untl you select "Commit™
from the Operations menu or dick Text” to

commit all changes. Orignal Source Disk Nolume Layouts

= Disk 0 (MBR) Wmﬂm/]ﬂmmmﬂm
e

= Disk 1(GPT) ”/2‘

B Unaliocated B Primary

[ R % 2 1 2] 55 5 M RE HD B
21. ¥ —F [FEE].
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o e =

Summar% Disk Restore Settings:

Source Disk Destination Disk

Summary of Volume Restore Settings:

Source Volume Destination Yolume

u \WWolume {79 1b09 15-1396-4e8d-8dfb-1fa02793003f}\ (300 MB) WiVolume{03331745-9734-4066-bd25-69...
ij EFI System Partition (99 MB) \\W?\olume {(b9994f56-8c58-4bbf-bd7a-85a. ..
ﬁj C:\ (155.73GB) \\?Wolume{496das05-7066-442c-8ea23...

U VW\Wolume{4dd 1123f-0464-4cdb6-9df0-1ab9b55c890 1} (76.29 GB)  \\?\Volume{59eaea46-103c-45e3-b0ed-55...

< > |

Confirm your restore settings and dick OK to continue. If you want to adjust restore settings manually, dick Cancel.

[ o< ]| conce

(BRHEE R (BMR) - BN RIZ R P B4 55 7 R FE D i 3R .

22 HERERN ABREEFHFHRE B BRSRBREKRE ) #IH, W
S5 i 38 JRURE 5 B
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gt Sumenaryof Restore Setongs

This page deplays & surmary of the disk fvolums Restore Item Status Progress Throughput
restore settings that you heve made. () Restore source volume '\ okume {79 1b0915- 1396 -4e8d-3dfb-13027930037)\ ... Completed 100.0% 367,44 MBMinute
Hote: After the BMR prooess is complete and \L#/Restore source volume EFT System Partition’ iy current destination disk 0

server has been rebooted, you may not want to Les 50 ol 1 t dest ek 0
perform badap jobs. from this server. If you are 3 5
Xist testing the B furcloniality, we recommend W Restore source volume '\|2Vokume (40d1123f-0454-2cd6-5d10- 1abSbascB0 13\ ...
that you select the Do not start Agent service

automatcaly after reboot” option.

When you select this option, you can manuslly

start the Apent service (and the Recovery Point

Server service, if instaled) after reboot if you

want to perform badwp jobs.

Enable Windows F8 boot option helps user
perform further recovery or troubleshooting after
EMR. For example, press F8 and boot into Actve
Directory Service Restore mode to perform Active
Directory suthoritative restore.

1 ek

Completed 100.0% 957,90 M2 Minute

Mot Started

A automatcally rebaat your system after recovery.

[CJbo not start Agent service automaticaly after reboot.

I Boat the system to Advanced Boot Cptions (F8) Meru on the next boot for Windows 8 [ Windows Server 2012 and later 05.
Elapsed Time: 00:00: 24
Estmated Time Remaining: 01:30:50

[0.8%] [S76ME 7663 1MB] Restoring basic source volume 'C: Y to current destination disk 0

F

- uiites vot | |t

[(BRBEE R (BMR) - 3 A\ R B BE B2 2] % 55 J7 SR FE RD 3 3R .
23. UL raid £ 41 4% JT if 00 EEED AR 50, AR 1 (F—2H ).

174 Arcserve & F 85



YT HMEE R (BMR) T A48 B &k

HMetal Recovery(BMR]
E’EWMEM ) Provide drivers for following devices:
AN incompatblty problem has been detected and e T
BMR s unable to find suitable driver for some I spplance 7205 Property Description
davice [z). The operatng system of the hott beng S LS1 Adapter, 5A52 2008 Falcon Verider L51 Logie | Symbios Logic
recoversd may be different than the operating ANVAGD MegaR AID SAS Adapter F
system that was created on the BMR 150 image. Manfactures AvagaTech
Please select an appropriate driver for the Class SCSlAdapter
mj&zmuwhwbvddw ‘Add Driver Description  AVAGO MegaRAID SAS Adapter
D Eton. Hardware ID PCIWEN_100080EV_00SDASUESY. .
Avalable Driver(s):
[ Driver Property Desaription
|| magasas?.inf Verson 03/02/2015, 6.706.06.00
(] megasas2.inf{1) Manufacturer  LST, DELL
T | SCSIAdapter
Service MEGasas
INF Path C:UWINDOWS \System32\driver Store FileRepository megasas. inf_a
| < >
Insert Driver
a  Unites e Abort

B BN M B [EE G B M) PR BE R, H Arcserve sk fl & H #) 5 B b K .

Click ReEoot to automatically reboot your system at this time. If you want to collect all
BMR logTiles you can use the Activity log utility.
Click here to launch the Activity Log utility.

Your system will reboot in 11 second(s).

‘ Reboot Cancel
(8 Boot volume was restored to current destination disk 0. Please boot
' I your system from this disk.
BMR # 7 5 i 2 56 B 1
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AT HRER R (BMR) 32 H AR B BB

1E Arcserve 5X fif |, 57T LLf# FJ Arcserve UDP B #& & 14 A $H 1T #R #& 18
J7 .

HPREL DL TP BR:
. TERX M P AT L Arcserve UDP [ 1# 2 (4 E F #2 =, W0 & A 1@ R
x64 “F- & I 7T B #% BMR 1SO 5212 5 USB [ & Hi .

B RE - 5 75 250015 150 F2 AR 1 A bR B Bl R 3o 2 205 A K e B R
X, wFE CRILARMEAR R 1 B M B AR ] 45 7 3%l [@@ﬂi&@ﬁb
R EIA . 07 7 g LB BB R R A AN, S 2 R AN

Specify Drivers

‘Y'ou can integrate additional drivers inta the BMR 150 image., 2o that they can be loaded when the BMR
process iz launched.

| anufacturer | Yersion | Platfarm | Path |

Intel 12/08/2016.1214.7.0 =64 CAWINDOWSAINFoemd 3inf
Intel 07/30/2013,.9.4.210... =64 C:AWINDOWSHINF aem3.inf
MS_HDC, INTEL_HDC... 08/21/2008,10.014... =64 C:AwINDOW SAINFsmshde. inf
LSl 03/06/2015,6.707.0... =64 C:AWINDOWSHINF aemE.inf
INTEL 08/19/2016,10.1.2.80 =64 C:AWINDOW SN INFhoemdS.inf
AMD. Section, ACER.S...  06/21/2006,10.0.14.. =64 C:AWINDOW SAINFusbport.inf
INTEL 07/30/2013,3.4.210... =64 CAWINDOWSHINF oemd 7.inf
GEMDEY_SvS5, ACC_..  06/21/2006,10.014... =64 CAWINDOW SAIMF machine. inf
Generic 10/08/2017.10.014... =64 C:AWINDOW SAINF usbshci. inf

< >

I Include Local Drivers I¢ Add Driver | Delete Driver |

Back | Create | Cancel | Help |

2. f¥i FH BMR 1SO M 1% 8%, USB F& £ HE ¥ Arcserve 2% i B #% .
Arcserve JR 1R JR 2 5 FE A BEED B .
IS, AR [F—2F].
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ArcsSer/e® bare metal recovery

lish

Keyboard Layout:
us

g

4. JEIY [f£ Arcserve Unified Data Protection #4738 JR | 8 JH , SR 1% %
[F—#1.

ArcsSer /e bare metal recovery

Bare Metal Recovery(BMR)
- Select the type of backup for BMR

Select type of restore source:

(® Restore from a Arcserve Unified Data Protection backup

Ise this option to perform a restore from either a backup destination folder or a data store.

() Recover from a virtual machine

Use this option to perform a virtual-to-physical (V2P) restore from a virtual machine created by Virtual Standby or

Instant VM
Source is on a VMware machine
Source is on a Hyper-v machine

[ B AR JR R ) A0 BB D B
5. 4% — N [(BITE], SRR (PR E R B A IR AR ).
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Bare Metal Recovery(BMR)

- Select a Recovery Point The: following backed up machines are detected:
The top pane daplays all badked up madhines and Backed up Information
ther badap destinatons. If you dick on a Host Name:

maching, you can then see the acsodated
recovery points on the botiom pane. Selecta
recovery point to continue.

Hote: By default, only the backed up machines
that are detected from local volumes are listed

Operabng System:

here. After a new removable disk is attached or i
detached, you can dick Refresh” the kst. DG
You can also didk "Browse” o add any up

machines from the remate shared folder or the Sourcs:
data store. "

1f you fal to browse the remote shared folder, it

may be bacaiss the NIC driver i not installad or —_—
the [P address i incorrect. IF nacegaary, you can . Browse

perform the following:

Qlick here to launch the load driver utility Browse from network/Tocol path
Click here to launch the netwark configuration
utiity I Browse from Recovery Point Server |

The following recovery points ane detected for the spedfied machine, Select a recovery point &

6 Network Adapter(s) Detected ~
Intsi(R) 1350 Ggahit Network Connaction

-TF Address: 10.10.255.255

-Status: Connected

Intel(R) 1350 Gigabit Network Connection 22
- [P Address: 0.0.0.0

w

- Status: Cisconnected

(338 B 67 A5 45 & B ED B .

6. B N\ [18 JEURN fa] i #% £ BE 44 RE DL [ o8 A4 RE )L [ RS [ R B
(38 &M 1 %€ 1

7. ¥%—F [EAR].
8. WA ITE, W — 1 [HEE].
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3 P R E
Enter the Recovery Point Server credentials and dick "Connect” to connect to the server and retrieve
the data store and node list.
Hh Name: | appliance7501 v Port: 8014
User Name: | administrator Protocol: O HTTP (@) HTTPS
Password: Tl Connect
Data stores and nodes protected on this server:
EI--Eﬂ appliance7501_data_store Property Description
L. E] appliance7205
Node appliance7205
DNS Suffix arcserve,com
Node ID 0951fd5c-3dd2-49653-be64-5eaef...

[BR B8 IR (BMR) - 38 X 18 JR BN ¥4 55 U7 B FE R i B2
9. MM EE F AR R, RZ 1 [T —H].
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Bare Metal Recovery{BMR) .ﬁ
- Select a Recovery Point The badoed up machines are detected:

The top pane dsplays al hacked up machines and . . Backed up Information
their backup destrations. [F you dek on a Im .
machine, you can then ses the assonated Host Name:
recovery ponts on the bottom pane. Seecta

recovery point to continue,

[ apphance 7205

| —

Operating System: Windows Server 2016 X564 |
Mote: By default, only the backed up machines |
that are detected from local vokumes are listed
here. After a new removable disk is attached or . =
detached, you £an chek Refresh” the machne kst. Lok i [
You can also didk "Browse” to add any badked up
machines from the remote shared fulder or the e
data stare. ce: Recovery Punt Sarver |

If you fad to browse the remote shared folder, it

may be because the NIC driver is not instaled or -
the [P address is incorrect, If necessary, you can Browse '|

perform the following:
Click et surschy s load driver utilty
Chick here to launch the netvork configuration
-
- The following recovery points are detected for the spedfied machine. Select a recovery point and continue:
[ & [ sizsj201s | |ar status: B
E 10:00: 15 PM :
L4141 AM
Ba T
3 sf27/2018 -Wmm ’lfm
i S126/2018
- 5/25/2018 Backup Destimation (Detected from current systenm):
= Recovery Point Server: appliance 7501
ey = Recovery Point Server data store: appliance 7501_data_store:
1:39:14AM - Hode ID: 095 1fd 5c-30d2-4963-bet4- Sesefesb0 7d
Backup Description:
& Network Adapter(s) Detected A -
Intel(R) [350 Ginahit Netwark Connection Boot Firmmware:
= IF Address: 10.10.255.255 = UEFT
- Status: Connected
Backed up Volumes (Used Size/Total Sire/Minimum Size Required): ¥
Intel(R) 1350 Gigabit Netwark Connection 22 < »
- IP Address: 0.0.0.0

- Status: Desconnected

10. (EH]) fE SR M N T AR FE BOE i, SRR 4% — 1 [BEE].

Current password length: 1 characters
Maximum password length: 23 characters

R 1E JE (BMR) - BB E R R ] B 55 7 BEBE AP H B
11, EIN EREER], RBI% [F—PI
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Bﬁre Hetal Recovery(BMR)
Choose a Recovery Mode

Which recovery mode do you want to use?

© Express Mode

The express mode will recover the system automatically with minimal user interaction by using the:
machine default settings.

® Advanced Mode

The advanced mode wil a55ist you in customizing the restons process. Using this made you wil be
able to:

Select where o restore data on basic volumes or dynamic disks.
Insert device driver before reboot.

12. 7 [BR#87R R (BMR) - SABERERE 2 B B 5% 780 L, #% [F—H1.

You can adjust the diskjvolume configuration en

mmm. You can also select data to restore = Digk 0 (GPT)
the original source disk fvolume to the aarent A Vedume{7916... CA (13572 GB, AVl 4dd1... (18383.77 G
! 186163268 me| ) humef )

<]
After selecting a disk fvolume, you can then right= .
dick the mouse button, and deplay the [ DEk] MY F (223,57 GB) |
cofresponding oparaton options. 22357 GE

Nata: If thers is no mouse attached in your
environment; you can select a disk/volume with
TAB and Arrow keys, then press the Menu key to
display the menu.

Thee diskfvohume changes you make will not take
getinto effect until you select "Commit” from the
Operations menu or dick Mext” to commit al
changes.

Original Source Disk/Volume Layouts [%

b Disk O[MBR) W o e

= Disk 1(GPT) o

166163268 [\AVolume(7915... Rl System Partiti-g gl CA(15573G8) o\ AVolumel4dd 1..q pl X (1838377 GB)

e

13. 7F BB FRREME Hm L, T HE]
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..S'unmrar}r of Restore Settings

Summa%f Disk Restore Settings:

Source Disk.

Destination Disk

summary of Volume Restore Settings:

Source Volume

{c:\ (155.73GR)

{0 12 Wolume {79 1b0915-1396-4e8d-8dfb-...
i P Wolume{4dd 1123F-0464-4cd6-9dfo-1...
{_JEFI System Partition (39 ME)

Destination Volume

C:\ (155.73 GB)

\\?\Wolume{791b0915-1396-4e8d-8dfb-1fa. ..

G:\ (75.29 GB)

WWolume{821d05a5-3ecd-436f-a497-cc0. ..

On Disk

Disk 0
Disk 0
Disk 0
Disk 0

Confirm your restore settings and dick OK to continue. If you want to adjust restore settings manually, didk Cancel.

14. 7F (MR B R (BMR) - REBNR R B56 7 L, ERREIE (A
EEEFHHASE SRS RERRN R #IE, S5 0% 8 758 6l

L 4 EH B B
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Bare Metal Recovery(BMR)
- Start Restore Process

This page displays & summary of the disk fvolume
restore settings that you have made.

Nn'be:Il"buﬂ'uMnrocm-s comphete and
server has been rebooted, you may not want to
pesform badap jobs from ths server, If you are
just testing the BMR functionality, we recommend
that you select the "Do not start Agent sanice
automatcally after raboat”™ apbon.

‘Whan you sslact this aption, you can manually
start the Agent service (Bnd the Recovery Pont
Server senice, if instaled) after reboot if you
warit to perform badkap jobs.

Enable Windows F& boot aption helps user
perform further recovery or troubleshooting after
BMR, For example, press F3 and boot into Active
Directory Service Festore mode to perform Active
Directory authoritative restore.,

Summary of Restore Settings

Restone [tem Status

- Throughput

I PRestore source volume | WVolume (791509 15-1396-328¢-8dfb- 1fa027930037 ...
IRestore source volume |17 Volume ($dd 1123f-0464-4005-9¢ - 1abSbS5cBI0 1Y ...
Uﬂ.mnre scurce volume EFI System Partition” to aurrent destination disk 0

Mot Started
Mot Started

[ automatically reboot your system after recovery.
[l nat start Agent service sutomaticaly after reboct.
[ClEont the systam ta Advanced Boot Options (FS) Menu on the next beot for Windows 3 [ Windows Server 2012 and later 05,

00:00:33

DD:52:55

Elapsed Time:
Estimated Time Remaning:
[1.8%] [1632MB/90738M8] Restoring basic source volume 'C:Y to curment destination disk 0

BMR 2 7 mll i 2 € B T o
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1E Arcserve 4% 9012-9504 DR 2 88 i ff FHBE R B4

FE Arcserve 5%/ 9012-9504 DR R fE FHIE A E
1%

Arcserve 1 76 & 14 0] G LF Arcserve 5X fif 9012-9504DR 7Y 9 o 1 78 & B}
KE .
FEERE LT P RR:

1. AT T 4 20 B DLAE 25 B0 HG A 4 # A 4 N\ HDD:

a. T Arcserve UDP F % & I 75 \f i 5 5% 5 17] Bk 2% b R AT 45477
TAE . i B A AL TAE IEAE 04T, 55 B 15 3 JE 1 51 #1

b. {7 [¥) B B 4 1% 4\ HDD.

2. AT T %20 BE DL 1 iDRAC i & Raid-6:
a. NI DRACUHEIE R [MME]. (AN E] X [EiEU A E].

b. £ [EBEMBERE S BIE N, 7845 M1 3wt e (8] F h
7 LI R RAID].

PRGBS BD B, BN R ) E LR

RACO516: 7 EF HE 1} i 1 15 #3 5i¢ RAID FH 25 75 & 78 55 (F o] 1F 3%
R A #0719 RAID [# 5

A T B IR AT ] 1F 36 Z 45 Bl & /9 RAID [# 21, $h 1% 1% — F [I#
E]o

c. #%—F [HEE]
[ #% ik RAID] R & & B R 7E (B Eh1E] T .
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E— Integrated Remote Access Controller 9 | Enterprise

State Hotspare Status  Capacity Media Type Action Pending Actions

Unassioned

¥ Wirtual Disk Configuration

¥ Enchosure Configuration

d. % — T T F1 H b — i 3% 5 DL 56 B A B a1 -
SLEPEH
S B R o 4% B RAID 1) AF
TE R U H T B M IE
FE T % E B Bel B B RS B HR B RAID Bl 1F .

75 HF 5E Iy [ Iy
£ H1F 52 IRy [H] IRy BB #8545 i RAID B 15 .
BENAHE

§ 32 P AT M6 B 00 4% 7 RAID B A
e. VHISEZE (MR (LIEATFI].

o8 T T R AR B RAID B RAT (1 TR 75 B P B B O o o B R Rk
RAID T 1F 5 iy, IR FE & 5% T A [B 58 &K (100%)].

3. BT T B D R DL ST BT
a. BB xR MCE) (RN E] X UE BT E].
b. £ EBMBREE | ERK T, #%— 1 BIXBEHREE]
c. L [RAID-6] 1F 4 [EC B ].
d. 76 DEEUEBBEE] I BK T, 32 B % s RAID 1Y R T
e. M— N HUEREEZE]
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Create Virtual Disk

14,55

Add to Pending Operations

fo BISEE (ME]M (R E].
g. 1% — N N A H A — 5 338 TH DL 5E R HE B AR S

SRER

S RVHCED S ST e L A AT 3
FE T K E i b A e

£ N R EE T B B PRy Rl S ST AR R R R 3K
T HE %2 B ] B

FE HF € IRy ] Ry B S8 ST $it B A5 A 36 .
BEREHE

Fi B2 FIT A6 WA AR 0 S ST R R B A 3K .
h. 1% & (M. [T

S ST AR BRI L AT B AR TR BB B R o R G ST A R
A 5E bR, IR RE & 8 5 Ay (B 58 AR (100%)] -

L BER EEEEN BT
jo %W T R P B IR HT R e 1 R
(4] 46 A T B | 480 Bl BB o
k. I [GPT (GUID Tl 7 B R A% )  IH, K844 — T [FEE].
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| (REREEH) A b, 3% LR BERLRR OB R AN A
= J5 0 R AR 5%
= 558 NTFS %18 & R 41
= b Ak T R

¥
File Actson View Halp
| hm e = D
& Computer Management (Local | Vielumne | Lo |JIEI File m:-ml Shabis | Capa | Actions
W System Tocks - Simple  Basic Healthy (Recovery Pastition) 3000 e
) Taok Schochuler - Simple  Basic Healthy (EF) Systern Partiticn) M
[l Event Viewer - Simple Basic Healthy (Recovery Pastition) 6.3 Mede Acticns
s Shared Folders - () Simple Batic NTFS Healttey (Boot, Page File, Crach Dump, Primary Partition) 1557
& Local Urers and Groups == UDPDats OC) Simple Basic NTFS Healthey (Primary Partition) 14671
) Parformancs = UDPHash (V) Simole Basic  NIFS matbe (Primuas: Partitian) . 1787
:.. Dewvce Manager Iratiakize Dok ®

v [ Siorage
H Wincow Server Backug
== Dick Management shm.‘.““.. S
Ty Servaces and Applicationt | ke 0

Yo must intiskre & disk bofors Legical Dk Manaiger con sccesa i

Lisa Ereb sy Pt iyl Far i lactad daks

| ) MBR (Master Boot Racond] —_—
i r a

0 Disk 0 (@ GFT [GUID Pastson Table) _

Unerecren
14003.00 GB Mote:: The GPT partiion: style i ot recogrized by all previous versiens of

Mok Inikislzed | O™
Cncd | |
- Dk 4 —_— I

Basic iy UDPFData ()
14902532 GB BOME| ¥9M || 15573 GB NTFS Th29 GB 1467045 GB NTFS
Oriine Health | | Heal  Healthy Boed Pag  Healthy Recover | Healiby (Pimary Pactition)

= sk § |

Basic UDPHah (Y

1TETET 68 VTET.87 GB NTFS

Online Healthyy (Frienary Partition) N
P » | I Unaliocated [l Prmary parttion

4. AT R 55 BR UL T8 B R} AT I

—h

- VB BE AR G A LR AR, I8 ST — B kAR .

7€ Arcserve & f§ S 1M, HCE) Arcserve &% i Fi % .
[Arcserve 7% ffi BC B ] H 1H BE R A BL

f—F By ubp E#EH].

Arcserve UDP % &5 & N H [fl F& B 817K .

DVE LR & 70 8 N UDP £ 6 .

ISEE [BYR] (B R [E R R R R AR
LRGSR T (BRI R — T F LR
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arcserve

unified data protection

dashboard resources jobs reports log settings high availability
Dastinations: Recowery Point Senwer
4 Medes Actions - Add a Recowery Poimt Senver
AN Modes
hdeadies. athoul @ Flsn Hamie Snatwd Py il
Plam Groups
a -
Lot Backup S G oups '
4 Plams appiales]l data anen -
B P
a Dastinaticns
Risotreiry Pl Sifwals
Arcserve Backup S =

Shaned Folders 5
Cloud Accounts
Hemole Conioles

4 Infraginechars
Shorage Arays
IresLani Virkeal Masfaras
=
LA Paglileg

1E Ay 2 51 %)
Protection\Engine\BIN, %X 1% 3147 T %1l fix

administrabor =

appliatest?5 > appliat....

£ Cond

Saoned Duils O D Stahss

Running

Bk

Evie |
Dk Bnason

Oata

Chricbnaion

[0
Dhirvbnanon |

Hash
[y

Memon;

Alacaten

* Settings
Compression
Yoot
Enonyplion
Agoethin

Badiop
Cresbnarbaon

Slandard

AES- 24

RN
data_slose

L=-

e \Program F/Ies\Arcserve\Un/f/ed Data

as_gddmgr.exe —DataPath Add <& I fi# i? % 4 %> -NewDataPath <

2 K RS>

% G ) T S s ) R AR aﬁ%*
%W%T%Iﬁ E R B & Rl B A K
T B R KA L R B R A R AR A

A B A A R B A B A AR}
as_gddmgr.exe —DataPath Display < & ¥} fi# 17 i 5 % >

/J\
y IO

r-u!'.lﬂful-'-‘qtlu ":" -'1-‘1t=1.

iration information.

panded data path For the data
wanded data pathi(z}> now:

Uzed

fdd n;lpl:l.%t
1ly load
1ly added ne

data store has 1 e

I he

Uolume capacity space

evdata_storesdatas
1 GB

"rinary data path
Expanded data pathl:
i H
iB6B8 GB
g to add data path Y::data.

sProgram Files“ArcservesUnified Data Protection“Engin

i T 3# L B R ORL B A R G A R A

[
AEE 0 A AR . AR

T EER

B A] BLshAT T 4w 2

as_gddrgr.exe
store.
Free

18383 GB

223 GB

GB

18686

e~BIM>

h. 7£ UDP £ &9, BIE 2 (BIR]. [BEE] M RIEE A RE].
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i DLW R AL T (BRREAAE] R1B%— T [BE.
j. 7t UDP F ¥ & Tk 18 1& DL AT B 15 1 51 #1 .
Arcserve iX fif N & B & & O D)% 72 -
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B W AR B R M N B R

I
W7RE |HE
H B &| 5, ssD (ATH | >
B2 g \e gjﬁg S0 eq fimig | MF =
GB
GB
. 8100 %5 A 4 37
% 8 TB N 4
7t
. 8100-8TB I 7%
ZEBiE B N 2 0
TH G & ) SSD
240 GB.
. 8100 FH 1% M
T F8 2 F0 3. 5%
LSI SAS 9200 -
SE HBA 5N B 3 78
/MegaRAID SAS
Qlogic Dual 9380-8e 7 B 1
I 2 1 HBA — & F] FH $ #E
Quad-Port 1G R AE [
8 NIC P2 4 R A 2
8 TB ‘
8100 4.6 |(geo | 120 | .0l 2+ 3 |pual i 45 4 %;?gﬁ;;,(ﬁ\u
FG ) 10G SPF+ i 22

Dual Port 10G
Copper

NESEL S
(MegaRAID
SAS 9380-8e)

. i B e 2

. 8100 - % 7¢ 22 &

. 7E 2R B Y

UL ST

— fIE % 4, o H
IR 0 2 A A 3,

A REAE H Y

I

Z T A SAS
pUIES -

Fff RAID-6.

PSU.

%, IR O
7045 g )b BT R
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FE I 3T 3 OB
BRI

. T 2B SSD

IRy, 5 MK IR ¢
7e e m ) BT R
EN B H
1) Hh 7 o5 A
f) SSD) F8 71 o

8200

V12

(6x2 TB
il 1% )
5%

16 (
6x4 TB
HE R )

220

8TB
- NA

16 TB
- 280

<3

LSI SAS 9200 -
8E HBA

Qlogic Dual
1 72 18 HBA

Quad-Port 1G
NIC

Dual i #% 1%
10G SPF+

Dual Port 10G
Copper

NESEL S
(MegaRAID
SAS 9380-8e)

. 8200 #i ! 7 % 8

TB 2 16 TB [N ¥
W HPuwm—
A e R —
I 45 78 42 .

. 8200-16 TB I %

R B BT PN 2 A
THSEBC B 1Y) SSD
480 GB.

. 8200 F % M

T AE 2 A 3. 7R
CANESE T
/MegaRAID SAS
9380-8e & E A
— & T A R

. 0 SR A

1 1 4 1 AR

N IR, R
RS

— fIE % 4, o H
IR 0 2 A A 3,

A REAE H Y By

T

. i B e 2

2 [H & {6 F SAS
2

- e 2R B Y

RAID-6,

. 7E 2R B Y

PSU.
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IR TR

. T 2L K SSD

®, eI R
7048 7 )b BT R
EH) B ER
BERR) .

IRf, G AR ¢
7o 8 B ) BT R
N B HEEH
1) Hh A% B8 2
i) SSD) 8 7 o

8300

16.
20.
24
28.
32.
36. 40

(6x2 TB
T 1% )

Bk

16 (
6x4 TB
H )

40 (
12x4
TB H
)

480

8TB
- NA

16 TB
- 560

40 TB
-790

2.

LSI SAS 9200 -
8E HBA

Qlogic Dual
T 42 I8 HBA

Quad-Port 1G
NIC

" |bual Tz 15

10G SPF+

Dual Port 10G
Copper

NESE S
(MegaRAID
SAS 9380-8e)

. 8300 #i ! 7 F% 8

. 8300-16TB/40 TB

. 8300 f i E M

0 B IE (1 %

. fg B T 2

- 78 2R B Y

TB 5 16 TB/40 TB
N8 R 7S . HL P
B — A B

gk TE .

% 78 2R BE B N
RN TH S0 R
ft] SSD 1.9 TB»

A 2.5 Al 6.
B RNESE i
/MegaRAID SAS
9380-8e A
— {IE AT 4 A

15 T S A AT O
= WA (i L SR
ey €
— fE A, M H
I B A2 H A 2,
7 e A Y Y B
7T -

2 [H & {8 F SAS
%
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RAID-6 (6x4 TB f
) o

. 7E 2R B Y

PSU.

UL SR

%, IR O
7045 7 )b BT R
E /3 OB
BEER)

. T 2B SSD

IRy, 5 MK IR ¢
7e e m ) BT R
EN B H
1) Hh 7 o5 A
ff) SSD) F8 71 o
(R & 5 5%
8300, A 7% & 1#
B 40 TB 2% M5 18
A, /R
B N 2 TB SSD
A R
R, AN 2
7R 8 R
4G KL, 55 A
WrRfeEm).

8400

32.
40.
48.
56.
64 .
72. 80

(6x2 TB
T 15 )

Bk

16 (
6x4 TB
TG )

40 (
12x4
TB Hi%

1)

1200

8TB
- NA

16 TB
- NA

40 TB
- NA

2. 5.

LSI SAS 9200 -
8E HBA

Qlogic Dual
1 7 3 HBA

Quad-Port 1G
NIC

Dual i 4% 1
10G SPF+

Dual Port 10G
Copper

DESEE
(MegaRAID

. 8400 - /i B HH

. 8400 #i ! 37 % 8

TB BY 16 TB/40 TB
WNE 7. H 7
o — K A fig

B — 4% 70 4.

pres

ShH SSD.

. 8400 f i E

i f# 2. 5 F1 6.
BEARNESE i
/MegaRAID SAS
9380-8e T H A
— {E AT 4 A
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SAS 9380-8e)

4. 40 2R iE ph A i

1 1 1 1 AR 2

N IR, R
R A D

— fIE % 4, o H
IR 0 2 A 2,

A REAE H N By

P IT

. i B e 2

2 [H & {6 F SAS
7

- 78 2R B Y

RAID-6,

. 78 2R B Y

PSU.

B

%, IR O
7045 7 )b BT R
E /3 3 BB
BEER -
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BEREHAE

WEGZNA T Y-
BERE: a0 R S B AR AT IH H 4R

55 1 4% Arcserve 1% o
" R T A

B R« 40 7 20 b A T AR B H BCR  R  E E A R

" MegaRAID SAS 9380-8e RAID % il ¥
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SR B 1 8 7 R e A R AR

" SAS 4 4
PB4 SAS 4B 4R, A JH 5 B M 1 7o 28 RN 5% 5 1R) IR 2% AP 1Y MegaRaid

A ok

HENEERan e
ARE-740-1899.00 CABLE,
SUPERMICRO, 1M, EXT SFF 3844 SA5 TO

EXT SFF 8844 SAS
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= SSD (3 £ 1)

P BE « 1% 51 3B 5% i 8300, & 75 ZEBL 40TB s fl 4 7ol 2, 00 HAA —
I A B 0 ) 2TB SSD.

199 Arcserve i L



SR B 1 8 7 R e A R AR

30 AT 515 B3 A5 48R 6 S 0 % 2 AR A AR AR A%

HIREBCAT B ER:
1. Y g 10 T8 28, A0 K e RO S 3l s AR AR 4

2. i CacheVault Power Module02 (CVPMO02) 3# % % MegaRAID Controller
9380-8e .

2
-
-
-
-
=
=
He
|-

3. Y%A Arcserve UDP &t &1 3t H i & #% #f fal e &% L A AE fo] TAE
EAE AT .

4. o) PA R AR R ) R R, Al A e YR R A Y T AR
B B = D7) W v MG B e U O M S A, B R AR A R R A R

5. F% B ik 05 AR] AR 2% R RE 10 B T .
6. 4T T %5 BE UL MegaRAID Controller 9380-8e #fi N 2% &% fi 17l IR £
() 7] FH PCl-e 4 #t »

B 9 BATREARRRT 200



R IR RE R E R AR

a. KB4 [ PCl-e 4l 1 .

b. # B % M ¥ 0 Bl 25 PCle 4 18 75 10 = 1 L 42 T AR .

c. WM, 55 IR B IE (H FE AL IR AR 5T .

d. ¥t 7 MegaRAID Controller 9380-8e &2 PCle 4 1 .

e. i ¥ 5 {EL B ] MR RAID 4% ] sl 1E B 1y 7€ £ 21 4 48 b

7. # MegaRAID Controller 9380-8e T 42 [&] 52 %] & % F JiC JE .
8. T 5%t 1) Ml # JEC R & T o

9. {i B SAS 48 47 % 5% 1 17] IR %% " 1Y) MegaRAID Controller 9380-8e B 7% i
& 78 22 1 1Y) MegaRAID Controller i# 43 7E — i .
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10. F N\ SSD ({# 8 H A 5% #§ 8300 + 40 TB % 72 4¢).

FR B« T B 2 2 B 5% A 8300 ) 40 TB RX 5 4 78 42, 55 1% 2 TB SSD
(B M 1 70 28— R ) i O\ 2 5% M 8300 1% THI AR [ 45 SATA 4 1 .
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11, JH B2k 8 78 SR 0 TR R AR, 10 B R e B T 2R I R
12, H 7 38 4 A ] e A% A R R AR, I B RIS A AR Ak 2 1R U

13. B N 5% 1) AR 2%, 3f B B MegaRAID Storage Manager, %818 DL & ¥ &
B8N
E |

MegaRAID Storage Manager 15.05.01.00 - Host View [ x|

- AvaGo

This page displays all the servers that were discovered. Choose a server and dick on Login o start managing that server,
You will be prompted for entening host cradentials whils loggng in.

Use Configure Host to configure the hosts that you want to view.

[JuselDAPLogn @ 3 Enter User Name & Password -
i AVaGO | e
= 10.:
Remote sarers:
Use: your Operating System’s logn usermame ,@
Host and password to login the MEM server
appliance 5400 User Name: administrator !
Password: pasesssss ol
Login Mode: Full Access w
_Ln_g:—| |__.__

14. AT T %1 25 5% DL ¢ MegaRAID Storage Manager & 7% raid 5 #1] 25
a. WIE 2 [ERE) = I EE, H A g o R ]S

b. i H{ Controller 9380-8e, if: fift 5& Flf A 18 4% % % il 45 9380-8e HJ
WA 2 b AR Honr LAE A

B RE : 2 SR AL T RERR R B AR, BE N A S, 6 A
(4 $i Hh H AL R ]
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| Dashboard| Physical | Logical |

r@ udpu2verify
SR Acontrollerd: AVAGO MegaRAID SAS d3an8=Rus Loy
:Eﬂ SC326P (16), Connector: Pg Dizable Alarm
%3 Slot: 0, 545, 1.819TE,
-3 Slot: 1, 5A5, 1.819 7B,
-3 Slot: 2, 5A5, 1.819TB, Start Patrol Read
-3 Slot: 3, SAS, 1.819TB,
-3 Slot: 4, SAS, 1.819TB,

Silence Alarm

Set Patrol Read Properties

%3 Slot: 5, SAS, 1,819 TB, Disable 5500 Guard
- Sl L, 50 (BATA), 4 Scan Foreign Configuation
2 () BBU: b
=@ Contraller 1: AVAGO MegaRAID Save Configuration
i=+-{[[} Backplane Clear Configuration

i@ Slot: 0, SAS, 3.6397TE,
432 Slot: 1, SAS, 3.639TE,
i@ Slot: 2, SAS, 3.6397TE, Schedule Consistency Check

Set Consistency Check Properties

Set Adjustable Task Rates

Preserved Cache

Manage Power Save Settings

Update Controller Firmware

Manage MegaRAID Advanced Software Options
Manage Link Speed

Save TTY Log

BN ASEMRERE N BB E] EH, AR %
—F HEE]

2 Foreign Cenfiguration

(@\ 7 Foreign drives were detected. You must impart or dear these
drives before they can be used.

o

Choose an option:

(®) Import: Import logical configuration from all foreign drives.

() Clear: Remove logical configuration from all foreign drives.

o

[oc ][ ]

% — T [R] LU G E AT .
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Foreign Config - Import -

This operation cannot be reversed after it is started.

e
b " Are you sure you want to import the configuration?

| Yes | | Mo |

I

e. #%—F [HEE].

MegaRAID Storage Manager - 15.05.01.00 -

l:o:l Foreign Configuration was imported successfully!

WA WA AR EREARC B4

15. B 2 @R ROl A, B iEH P E R DB E RAID-6 1 T 4
T T o S A 48 70 29 ) At R4, — {8 SSD 7% 4% RAID-0 i H %1 7E LSI
MegaRAID SAS 9380-8e J&& T «

w A A IR 2% 8100 + 8 TB 1 %o 42
w5 A IR 2% 8200 + 16 TB ¥ 75 48
w B fR I 2% 8300 + 16 TB % 78 ¢
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16.

Dashboard I Physical | Logical

Contro erd: L5T MegaRAID 545 9380-8e(Bus 2,Dev 0,Domain 0)
Drive Group: 0, RAID &
—“&'i virtual Drive(s):

: - | @ Virtual Drive; 0, 7.275 TB, Optimal

—“u Crives

+-i# Endlosure : SA53x28 (8), Slot: 0, SAS, 1.819 TR, Online, {512 B)
: -ig® Endosure : SAS3x28 (8), Slot: 1, SAS, 1.819 TB, Online, {512 B)
l-;.i Enclosure : SA53x28 (8), Slot: 2, 5AS, 1,819 TB, Online, {512 B)
i Endosure : SA53x28 (8), Slot: 3, SAS, 1.819 T8, Online, {512 B)
: -lg® Endlosure : SAS3x28 (8), Slot: 4, SAS, 1.819 TB, Online, {512 8)
l-;i Endosure : SA53x28 (8), Slot: 5, SAS, 1,819 TB, Online, {512 B)
—a‘ Drive Group: 1, RAID 0

—“t._['i virtual Drive(s);

Virtual Drive: 1, 237.969 GB, Optimal

- Enclosure : SAS3x23 (8), Slot: 8, 55D (SATA), 238.475 GB, Online, {512 B)

i'—i--% Controller 1: LSI MegaRAID 9361-4i(Bus 3,Dev 0,Domain 0}
—E‘ Drive Group: 0, RAID 5
—“@i Virtual Drive{s):
. ‘[ virtual Drive: 0, 7.276 T8, Optimal
—“u Drives
t.-i# Badkplane, Slot: 0, SAS, 3.639 TB, Online, {512 B)
I-‘..'.d Backplane, Slot: 1, SAS, 3.639 TB, Online, {512 B)
l-;i Backplane, Slot: 2, SAS, 3.639 TB, Online, (512 B)
@ Controller?: 5459200-8e(Bus 1,Dev 0)

BH RS (76 S 2 B, VB0 5E & (WLRRE B A BT T 51D BR .

a. K 4 78 SR A S O R L R R 34K A& NTRS A% U, 3 H AR IR

T e B AR 9% o )t v

b. #% SSD % Ak A5 NTFS #% 3K, ¢ H. $5 Uk 14 A% 1% A€ 5% . 4 4,
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“W:,

&
File Action View Help

s

Computer Management

& Computer Management (Local
4 [} System Tools
b t:E_) Task Scheduler
3 @ Event Viewer
b @l Shared Folders
[ _\h-_' Local Users and Groups
p (%) Performance
3 Device Manager
4 3 Storage
p U Windows Server Backug
= Disk Management
4 Services and Applications

(=N {8)]
[="N{'H]
o (X:)
o (Y3)

<

I La)routl Type | File System ‘ Status

i Mew Volume (W:)  Simple

| Capa ~
Simple Basic Healthy (Recovery Partition) 300 Ny
Simple Basic Healthy (EF| Systern Partition) 99 M
Simple Basic Healthy (Recovery Partition) 76.29
Simple Basic NTFS Healthy (Boot, Page File, Crash Dump, Primary Partition) 1357~
Simple Basic NTFS Healthy (Primary Partition) 7448,
Simple Basic NTFS Healthy (Primary Partition) 7218,
Simple Basic NTFS Healthy (Primary Partition) 2235
Basic NTFS Healthy (Primary Partition) 2378
m >

J

el 2 &
aDisk 1

Basic v:)

7449.88 GB 7449.87 GB NTFS

Online Healthy (Primary Partition)

i Disk 2 1

Basic New Volume (W:)

23784 GB 237.84 GB NTFS

Online Healthy (Primary Partition)

CaDisk 3 ! ! ! 1 |

Basic (s (5] (X3}

345;9-33 GB ‘300 MB | |99 ME || 155.73 GB NTFS 76.29 GB | 7218.46 GB NTFS
nline

Healthy.E Healtt || Healthy (Boot, Page || Healthy (Recovery || Healthy (Primary Partition)

1 3R R 9 7 S Bl T 3 2 A A A A AR S
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1 {a &2 Arcserve UDP & Bl 77 i &

A A EE
" PR R A R R T I & Arcserve UDP & R A7 &
= A VR H Y2 i % 8T 1) SSD
= % Arcserve UDP 1% & b # ¥ Kl {3 77 15 [ BE Bl 45 B

" fit Arcserve UDP T ¥% & 4 4 It A7 it &
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AR 7R 4R B & R BE R 2 Arcserve UDP & Bl
fo 77 B
HERELLL T B BR:
1. 5% M 15 78 48 B G 5 b g a2 B R AR, 4N “vi\data” .
2. fFIE &R , WA R 1 A A R B R TBOE R B B R R A
5.
as_gddmgr.exe —DataPath Add <& ¥} fi# 17 I % 7> -NewDataPath <3 &
KR >
as_gddmgr.exe —DataPath Display < & ¥ i 17 % % #>
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R FEEE B R B = H Ry SsD

B RE: A A2 BT B4 78 SR8 TR ) SSD IRy, 4 7R D BR

= X5 1A iR %% 8100 + 8 TB 4 78 42 ;

= R A AR 2% 8200 + 16 TB % 78 4 ;
m 2% fAl IR 2% 8300 + 16 TB % 78 22 ;
= A5 fR) AR %% 8300 + 40 TB % 76 22 ;

IR T B

1. {EHr ) SSD b % 37 7 % & kL 3, 5] il W:\Arcserve\data_store\hash.

2. iEE CAF I E R GEAFE . B R A, 55 1E Arcserve UDP £ 5 & H
15 11 & Bl A7 1L .
3. ¢ Arcserve UDP £ & B E R 1718, W 5EE H ik %

W:\Arcserve\data_store\hash.
4. i A7 B & BT I AT BB 2
5. & Arcserve UDP £ % & W BUE) & | fif 17 [ .
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f& Arcserve UDP X SR BB R REFE N BEHEA
B

e B R A A BN B IR R A
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€ Arcserve UDP X S EFTF 518

1€ Arcserve UDP E &, BE T A YI1F 5T E
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R A B e B R R, 215
WA B B NIC MR e 221
W DHCP A R B 223
MMEFE L LZEN Linnx 0 ARBFERE PAraE 224
MAE DNSABRB LR ERERE U PEAR 226
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FRE AP 48 Bt T B S A )

% 170 A8 % T B e A SRR

A i b R A B TC B T R N Linux M 4 i) IR @8 (Hyper-V A BE & b i) R 5
% M : Linux-BackupSvr) 7£ NAT 15 1% ¥4 1T, I H 32 fit '~ 21 {2 26

" AT AR N Linux 1) 351 44 R

» ffFH E AR E R AF P LU Linux 5 40 fA) ik 2% 455 H

® Linux ff 3 fa] ik 25 7T DLJE 4% 321 2 F 48 B8 b i AT £ 1 28 .

" N FH A b AR AT B B BRI ER A 1R R A8 )RR R O 4R G AR 2
Linux f§ 43 fa] Tk 2% -

AR B E R

" {F [Hyper-V & B &1 v, 15 R 9 &6 1§ it 52 # 8% — Linux-BkpSvr-Switch
Zya] F, Hof% At Linux-BackupSvr 1§ F .

EF Hyper-V €5
BEF BEW  wRNV)  SHSEH)

= 7E

55 Hyper-V 25 e
g3 APPLIANCETS00 s

NCE7600 AR REE

W T S ERTHRERE
A RN TRE
B o Linux-BkpSvr-Switch EHO:
1EFIER |Linux-Eikp5'u'r—5witd'|
& BHMEEDEE e
0 mAC AR IR
00-15-50-34-2E-00 #] 00-15-50-3..,
JEEEEER

TRR R AR 2 M
) FhERAERE(E):

Intel(R) Ethernet Server Adapte

® MERRERE®D
O FLAEREP)

w TE Y e \ AR B AR B A B\ A B G AR v, 18 ] L& B T Hyper-V & %t
KA B AT R 12 Ay 44 2 TLinuxBkpSvr ] o 8 O T8 25 5 1 28 #2811
IPv4 it B 7% 1192.168.10.11, 11 K A 7~
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w LinuxBlkpSwr rasEs
HEREThaE | ==

==

F|ER S0

= Hyper-% Wirtual Ethernet Adapter #2

EREIE(C)

li

BEESERTFIIEER O

.'E'-Qc.s T HEREEE

Hyper-W Sl A ERI=TRas

PAdicrosoft Metwork Adapter 2= T SESESAEE
Link-Layer Topology Discowery Mapper 'O Dirriver
Link-Layer Topology Discowvery Responder
tEEEEEREESEIREIRESE 6 hE (TCP/IPVvE)
HEEEPE IS ENISEAESE 4 R (TCP/IPw)

Bk kbl

AROREOON

Z=EEE (M)

=L FIE=(R)

S SIETAIR e/ R EEEEE AR CI'CP,—"[P) EESFFEErN=EE
HEIEIESRIRAE « S EREIE T ErIESReE] -

= =)

S ET L E
1P E3EE -

O EENERFE IP O EkcO)

e S AR Filpy IP sk (s):
IP {Tr #E(D):
FEEEESU:
FHEREE=E (D)

=R DS S8EE20P):

=1 DS S EESE A

[l sm=p=t=Es2 =0

THRR G IR , B O FE X Ak 28 L Iid & DHCP fa] Ak 2% - DHCP fa] AR 2% {5

e 7E Hyper-V i #t /< LA H .
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B DHCP
B=EE =HER) BEN) REH
| [ = 8

‘@ DHCP DHCP RS AR
4 7 appliance7600 3 appliance7600
by [Pwd .

by IPV6

[Puwd IPvi

ZH DHCP AREXENRERFESS - 0REEEETL  EREREAERE
Pl -

SEFEREESEC:
192168101  LinuxBkpSur

" FHEREM N, ALt EE A H e —fF 192.168.10.2, DLE £r N 2 11
Linux ff 17 15 Ik %% 7] BLHCAS 1P 192.168.10.2
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R A 48 B i BB S A R

B=F RN

BRN  EEH)
e« znE k= B
% DHCP E# IP I3k FEIP I Rt
4 § appliance7600 $0192.168.10.2 192.168.10.2 SiEREE
a4 G IPvd
Lo EEEEE
4 [g F15 [192.168.10.0] nat
[ G=E
Co (Ui EA
b E FEE
L EEEE
& =8l
& =&l
b ¥ EREE
b G PvE
" MO XM LR E T NAT,
o LinuxBhkpSwr i g e Hyper-\ Virtual Ethernet Ada.. EHEEHEETE
U zx#n ARCSERVE.COM Intel(R) Ethernet Server Adapt.. HEZEBESER
B zZx#EE2 ARCSERVE.COM Intel(R) Ethernet Server Adapt. .  EEHFEEER
U zxEEs ARCSERVE.COM Intel(R) Ethernet Server Adapt.. EEEEEEH
0 zxEn6 ARCSERVE.COM Intel(R) Ethernet Server Adapt.. EEEEESE
B ZkEET CHlkERS Intel(R) 1350 Gigabit Network .
3 ZxEEs CHlsEEs Intel(R) 1350 Gigabit Network ...
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FRE AP 48 Bt T B S A )

ssWindowsssystendZ2>netsh routing ip nat dump

routing ip nat
ninstall

T ZAHEES BY NAT FR7E

add interface name="7 7 ZFIE" mode=FULL

friE ZREEES 6 BY NAT 3x7E

add interface name="7 7 i 6" mode=FULL

friE ZREEES 2 BY NAT 3x7E

add interface name="7 7 i 2" mode=FULL

friE LREEES 5 BY NAT 5x7E

add interface name="7 7 i 5" mode=FULL

portproxy show all
AFEEFE] ipua:
FEREE bk FEREE
8018 192.168.10.2 8014

8A19 192.168.18.2 22
8835 192.168.18.2 8835
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R A 48 b i B S A )

" Linux ffii {7 fa] il %% & 1 DHCP fal filk #% BL 453 1P £ 1k 192.168.10.2. B 43 IP
2 1%, 1% i 48 2 H (C:\Program Files\Arcserve\Unified Data
Protection\Engine\BIN\Appliance\resetdhcp.ps1) € B Linux 1 17 i@ 51 DL 5%
B Linux () 5 &8 Hb 1% 5% € , 8 H Bl 5 Windows OS ) 5 & Hb & 5% 7€
—

[rootPLinux-BackupSur network-scripts1# cat ifcfg-ethd

DEUICE=ethA

TYPE=Ethernet

ONBOOT=yes

NM_CONTROLLED=yes=

BOOTPROTO=dhcp

DEFROUTE=ye=

NAME="eth@"

[rootlLinux-Backup3ur network-scripts1t ifconfig

ethhd Link encap:Ethernet HuWaddr B8:15:5D:8n:84:88
ineth addr: feBB::215:54ff :feBa:488.-64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:15HB Metric:1
Rx packet=s:481943 error=z:8 dropped:B8 overrunz:H frame:Hd

Tx packets:188859 errorsz:8 dropped:Bd overrunsz:B carrier:d

collisions:A txxgueuelen:1B88A8
RX bytes:36784482 (35.8 MiB) Tx bytes:Z21795976 (Z2B8.7 MiB)

Link encap:Local Loopback

inet addr:127.8.8.1 Mask:255.8.8.8

inete addr: ::1-128 Scope:Host

UP LOOPBACK RUNNING MIU:65536 Metric:1

RX packets:B errors:8 dropped:H overruns:B frame:H#
TX packets:B errors:B dropped:B overruns:H carrier:8
collisions:A txqueuelen:d

RX bytes:8 (B.B b) TxX bytes:B (B.A b)
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WA E NIC /NMAFEFF

wmAECE NIC /MR P

Arcserve X fl§ BL & N # 4 KA R IE B2 18 . 75 B g sea e iR, & B
B LKA NIC /NA o NIC /N8 7T 588 % {1 49 2% 0 THD R &1 3 08 B 5t 4R B R
A B RS T AH Rl — I /N AH DL A8 B T R R IRy A R OE AR I BE
HEIEA A NC/NHE, WAA LRI & S B H SR . 5E 2 B
14 11 4 % AT 4% i 75 B2 Microsoft Windows it B S04, DLEC B NIC /D4l .
B B A s 2 1%, s B E N 5D BE .
1. {% Windows T, BUE Arcserve 5% ffi ¥4 & .

P RE : 0 5 {8 DHCP B #F & 1P A7 1k, R #&8 0] DLAE (49 % i 4% 25 1 p
B B NIC /N ) 1P A2 1k o &5 W 8 A A0 IP ALk S4B YR 46 NIC /&, I
HL ] ALE S ) 48 s A .

el ant

Lt S IP fir fif- R

Ethernet0 10.57.32.34
© T =% DHCP =87 vmxnet3 Ethernet Adapter

2. AT T4 -

C:\\Program Files\Arcserve\Unified Data
Protection\Engine\BIN\Appliance\resetnic.bat

e B 5 B A6 1 BT AR

Select Administrator: C:\Windows\System32\cmd.exe = [= [

2n2"C:sProgram FilessArcservesUnified Data ProtectionsEnginesBINNAppliancesrese
nic.bat"

sonf iguration process started...

onf iguration process finished.

:\Program Files“ArcservesUnified Data Protection:Engine:\BIN:\Appliance>_
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WA E NIC MAEF

o BE O

TN E 2 ™A M, 551E [Hyper-V & P B 1 & N\ Linux f 43 17 Al
, AE AT ping, 1818 P9 5049 B b 4r 2 =R 1P A Bk . o SRR B
i B I E AR AR Y .
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4nfa7 4% F DHCP fa] ik 2%

a0 far 45 B DHCP fA] AR 2%

W YRR, 1E e i I & Bt B DHCP fa] Ak #% - DHCP fd] flx #5 X 7] /£ Hyper-V &
A % A T R - LinuxBkpSvr b 38 {5, DU LR T8 5 22 25 1 Linux #5 17 7] IR 28
A CLEAS 1Pl BE RN M AT, A S 24 E RN .

FHEEF oHer A R ES, B EBETH S E -

1. B BURE % C:\Program Files\Arcserve\Unified Data
Protection\Engine\BIN\Appliance\Configuration\Appliance.properties.
2. k¥ 15 2 DHCP_ENABLE=false . Appliance.properties & B8 7/~ 11 K -
DHCP_ENABLE=false
AdapterName=LinuxBkpSvr
Appliance_IPAddress=192.168.10.1
Linux_IPAddress=192.168.10.2
3. i AFHE .

4. B3 # % C:\Program Files\Arcserve\Unified Data
Protection\Engine\BIN\Appliance\dhcpdone.flag .

5. 1% DOS 18 % 1T $4 4T :\Program Files\Arcserve\Unified Data
Protection\Engine\BIN\Appliance\resetdhcp.ps1, VL 15 H} DHCP 1] Ak 2% Al
5, N AT

C:\Program Files\Arcserve\Unified Data
Protection\Engine\BIN\Appliance>powershell .\resetdhcp.ps1
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WA 7E FE e 5 1K Linux #5407 IR 28 R R B IP Az bk

W[ FEFH B Z RN Linux 0 A IRZS FECE 1P AL
it

THER G IL T, TR % #E1 Linux f§ £0 fd] iRk 2%, & 1 F 1P 192.168.10.2 B 5%
i ] AR &% 26 4T 8 AR o a0 7 BE R TH O 2 B Y Linux #1017 AR 28, A2 o ] B
B ] AR A EAT AR, G52 TH A HE A Linux 5 40 fA] AR 2% 49 B 0 &

N
I o
FHERBERARER Linux 43 7 IR 28 1P Az ik, 5538108 T 5120 BR -
1. B BURE % C:\Program Files\Arcserve\Unified Data
Protection\Engine\BIN\Appliance\Configuration\Appliance.properties .

2. $ T Appliance_IPAddress Al Linux_IPAddress i 1P 37 hik o 5] 41, 5
Appliance_IPAddress 7% 44 192.168.100.1, W #¥ Linux_IPAddress 7% 4
192.168.100.2.

M R
+ Appliance_IPAddress ) IP 37 hik 4% & 5% 45 44 % 41 11 LinuxBkpSvr
(Hyper-V i #5848 2% /i 10 R ), FH 2 B T 5 22 25 1) Linux f 13 17] iR
s AT AR
+ [ Linux_IPAddress [ IP £z 1l & 5% £ T8 56 %2 4& 1) Linux fi 03 £ ik
%

+ 5 fift 4% [ Appliance_IPAddress] #l1 I Linux_IPAddress | ff H #H [7] T 44
B )P AL Ak

AN Z1%, ET R NEE R T P
DHCP_ENABLE=true
AdapterName=LinuxBkpSvr
Appliance_IPAddress=192.168.100.1
Linux_IPAddress=192.168.100.2

3. AR R

4. fi B& K& % C:\Program Files\Arcserve\Unified Data
Protection\Engine\BIN\Appliance\dhcpdone.flag .

5. $44T C:\Program Files\Arcserve\Unified Data
Protection\Engine\BIN\Appliance\resetdhcp.ps1, VA T 5% 48 % /1 TH
LinuxBkpSvr A1 78 4 2 2 1) Linux {5 4 1a] Al &8 14 1P 457 3k .

Py 5 -
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W E TS R4 Linux £ 407 B 28 F R B 1P Atk

TEFE 7 W) 5 185 50 1 Linux_IPAddress, HI TH 4G %2 2% 1 Linux ff§ 17 1]
P 5 4 & B BA % 2 B BCED .

6. a2 IR F LT AT T AL
C:\Program Files\Arcserve\Unified Data
Protection\Engine\BIN\Appliance>powershell .\resetdhcp.ps1
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o4 #E DNS 7 Hi 2% L BF 15 3R iE B 98 AP 45 AR

40 fAT £ DN 7] Ak #% | B F 18 BR e & % IR DA 45
=§ 4

Microsoft DNS 1d] il 2% > & 18 BR IC B & Ui, 18 A& FH 2R 1 fii f] Ik 28 2 Fi] & 3
) — F 44T o I Ty BE & ZE U B myserver.mydomain.com H) X 58 By, B
DNS LA i WP iz hk o P o (BRAENTFE ) — e — M P2k, T
— X DNS Yt 2 It 44 #8 1 & 5 s, 1P A7 Bk 75 BE A IE 7 it & 5 0 2 1 IR i
BEIWENHET 7N (AT — g A s —(E Ak, & 2 878 H o i &
1% —E A hk). AR AL SR G IR B B I, A 2L ol & % R
TH M IERXL .

FE (R v, R AT UK BT A7 1Pva A7 1k 1 50 S5 8 189 380 49 42k 44 78 JIR 7% (DNS)
fill e 2%, DLHUAS 46 B o T 2 ] A 88 AT 16T

n 75 A B T A AR AR g 2 ) SR RE A AR, R 2B RFC 1794) .
T fr] S 48 3 42 R AR RS R IR 4% B AR A e oz ik BT 38 AT 8%

S T ST (A0 S e 3 €Tk SO | N (o 1 = o N (ol S [ | v
W, ] DL#HE B A B E 1P A7 Bk EE ST AT A0 8%, % DNS {a] IR #8 (1 8 4h 1P Ar
hk B 50 8%

-

s B {18 ] i #5% () DNS 2 B 44 7 /2 <myserver>, 1 DNS #4418 4 i 2
<mydomain.com>. It fi] IR &% B A N 51 AR 5 IR B 1P Az ik

" |PAddressl

" |PAddress2

5 BT 1 DNS fa] Ak 2% A0 38 28 1P A7 Ak, #E 7E <mydomain.com> [& $5 2 37 W
il A" FC 8k, WH Fras

" Myserver A <IPAddress1>

" Myserver A <IPAddress2>
Fr EE M AT AR N IR E AT AR [F P AL kb, 55 P S N AT FC 8%, P
BB A7 Bk R R ME— B9 & NG, W R s

" Altnamel A <IPAddress1>

= Althame2 A <IPAddress2>

% R 3E {0 77 ¥, T AR I AE B Altnamel X & 3By, {F — R & UG
IPAddress1, 1fi 7E ¥} Altname2 {2 i% #¥ 5 I, — 18 & I 15 IPAddress2.
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AT B AR LA A B R B

0 A HE B A b e 2 AR % IR AR

§ F ApplianceNetworkStatusCheck.ps1 . B. LA UKL ££ Arcserve 5% 5 17 Ak 25 FX)

H H R #8495 Kk 5B A BB AR, 0 H A AR XML RS SR IRk . RS AL

AR % A1 THT R 4B A HR A | Hyper-V HE 5 2 4 4% . DHCP (8) & A i e i
Al 77 7€ )« DNS (48 45 44 #8 28 %)+ RRAS (i H1 A 3% I A7 Bk 75 ) K Al ik &% E
Hoh = EHEE 0 AR &

ApplianceNetworkStatusCheck.ps1 T. E. i# F J2 Arcserve &% ffi fdl Ak #% UDP 7.0

JRCBE G 1.
A B I TR AR A R A ] A A A AR IR RE Rk T, S BT DL 2D BR
1. LT 8 54 B N\ Arcserve 5% 5 17 IR 2% .
2. Bl BCAr 2 32 7R 5 oo W g N\ B R AR A B
C:\Program Files\Arcserve\Unified Data Protection\Engine\BIN\Appliance
3. $M1T ApplianceNetworkStatusCheck.ps1 LA & 4= 5 45

#Powershell .\ ApplianceNetworkStatusCheck.ps1

VB B 5 BE R B R, 6 H R R R i ] R A 0 R AR IR TR
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— B R LY

—B R TR B

fis A L B A A TG R DA R R M e 1 9
R B

Ay EMIABER fe (R FH B ), 3 AM 2 ) Electromagnetic Conformity
Registration 1 18 JH 5% 4§ 53 Mt A g Hax e (A), TAEX e - 5B A
B R EAEE T 2 .

AS (B ELSSAIIITH)

0L EAZ)CRBNT I ZA BT E = AR
SOIESFASADIbIHIFAANAUNAA S =R S S
ocraUU

BB - b 2 4 TH 7 1 0t (2008 FH 7 e W . W TR AR AN B A, B B AK
Arcserve . % (48 4k % https://www.arcserve.com/support), 5% 3
0079885215375 (74 ¥# ).

" im A E RS, WHEE ST ERAWEER. WA E R
8, F R ﬁﬁﬁ@%ﬁ*ﬁn Sz B g 3t DL A8 ik 18 4% Arcserve ST 4%
H 0+ https://www.arcserve.com/support.
= M AR B T e I B R T AL B B ERR S W WH K R
() 1 35, T HL 8 R R G, A HERR ) o 8 e AR AARE L TR T A
AR 1 5 ) 1 3 .

IR T EOR E O B AL A D (8 45 2 TE R A R N T o AR B Y R,
i = e 8 9 e (6 R (R A R B o o -
18] 43 3 4 42

m A 1 BE FH RS B2 BR 1 R AL .

- RAHEMEENQSCEA T IR R 4 RE A7 B A5 IR
il A B B, BAR R PR IR R BT 45 it 5 o HL

- FECEE I ] T OH B8 RN B8 R, Bl A 2 4 7 Ak B AT
mH 2 h A& &u%m%%%u#%
= R DL R B BRI e E R T b, B A g A
N0y BR B T
" R AR, A BEF ERMAMR, FlwEN A EHEme
Wz, 18 1T AE o Bl R RS B, B N A A0 B B P

" BRE S BT B e B, A TS e 2 AR O ) & R O
B, SR e A BB RE B AR (PCB) BRAT 7E B YR A 15 I % i, W RE &G
J L B Sl R A 2 A

g
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— B ZETHP

R AF AR B 2 AR, BE AR REGE OOR T A AR R I 2 A%, B P AR
A A P ] E BB &k, R B E B E T .
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BH R ETHPIEHE

BEIREHEE

AR G X (N NI o - ok RV -9 TR A SIS WA D WA E 73 & (/WA =

BRIt -

 AH L R R B B AL E, DA b5 TR B S v B R
o B Bl B3GR VR A R 1 7 L o 0 SR SRR TR R AN, B n] DR T AR B
ax i 1)

= fE R R TRy, BE AN EEHLE T AR

" ERBR A R B AR ST (1] 0 ] Al A E AR L RO ISR A, DA K
DVD Yt fi 4 A R AR B ) Rp , JE 5% — R A B W, (H S 2 T AN SR
TERE AR, RIAS 55 ik o 7E B B IRE L 5 S B B R B AR S R AT U
SRAZ P DE R M TP I BT AT R O A A T R AR

" TERER R B LR, ML ERZ A 5 8 AR R B R N

= PO TR R T R R B 0 B o S AR AT e S R e
mi, MERER . MAHEE T HREFR AL, RAAELETH—
R SR 5 7 oo B AR, IR A 5wt & R B M.

" GH R R AR PR R AR R R R T AE AR e BB RERE . 5
PR il st & TR 7 A A B AR I B

R R O AR A R R A 0 JH B R M A B, T H 0 ZH AN R

w ] IR A R AR At - B - i B MR b Rt 8 S, TTRE & R R
YW G B, R 208 & 08 H Ao A I o o B f b =R v, 06 ZE A )
—F R, B IER TR R SRR FE R RS R e R
JiE P AT FH 38 1) 7R .

" DVD-ROM 75 4} : B - b fa] IR 2% T GEWC A5 DVD 't i A% o 73 8 4 B 4%
T R 10 T 56 RN B o G B R O B R A 20 4T B AR Ek DU AT i
ew o RS E
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FCC & #i 1%

FCC & #tE

I 3% A & FCC HLRIER 15 0% o 5 1E 2 2 B T A IR Il e 2

= R AEEEAENTE, mH

bR AL ZH R AR TR R T4, B R RS S B B BRI T

1

MY RE: AR 45 FCC RS 15, LAk fg Cam I G0, 0 SRR AT & A S
REE MR 1 . 05 L IR 00 B RT B R SR O S B R et , DU R AE R K IR
355 v 45 VR SR IR L BT T B LR A A N R A AR
AR AE R, B, WA RREBISE F ML REMNEN, TN RARE
WAE A FWTHE A ETE BRI TREERAHTH, &
AU, A BHE BHERTE.
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¥ B E (ESD) FE R

i B E (ESD) TRPif5

AF 7 IR (ESD) A& H i 18 H A7 AN [R] 7 far (14 470 15 A0 Jh 3% Jl o g A R .
e A IR L ZE B, T 0E & 4R B 1 oo R AN B R AR . % ESD B
B E () a0 A7) A 2 32 BEAR . 2 BEAR L PCle A TR L WA AR AR L BE PE AT
FCIE AR ) 7 LT B B PR o AR AT R AT, EE AL R 2 TE B 5 i 1 B
R R A O 4 il T A R R A 22 B, LAOR S I Rk 4 3kt % ESD:

= SRR R A T T AR A S AR B B . B 20 5 et 2R B IR AF TR
BB TIEABRREENRERE.

o A O R T, JURE S 7R G AR
o {7 49 ST R (ESD) TR KR T A

= SR P A o AR N ED R AR (PCB) JAE - B I BT EF R A R AE T, H B
BB MR

= I 59 T 24 48 o R AR T 0

= T TG fF B PCB B 65 0K MR, DR 2 D A 05 L 0 T
B AR T e R A

= SR NI A . A TG T L I A
2

= U SR R G A R

= T PRI A 0D A T AR 3 35 A I S A

= K T REF M, G R AR R R L AT A IR AL B A L S KR
144 B ] ke 2% 5 B AR 2 ]t R 47 B SRR A
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B 12: £ Arcserve 5% L BUE) Sophos

A E IR AL A B A £E Arcserve 3% # I B Eh Sophos [ F .

Eg' S E R A AT IR TH S %2 48 T Sophos Intercept X [ Arcserve
M EE R P, R e i B — B R A 2 R s 1 B . 5B K
T E T, RGBT . R E A%, Arcserve ux%?fi?gflﬁ
ﬁ%z Sophos Intercept X. 7% #& T #{ 0 T #l) % 2¢ Sophos Intercept X. W1 7
e HEFE A B & I, 55 2 B 7E Arcserve 5% L T §)) % 2% Sophos

Intercept X Advanced for Server,

. FEE W2 2R H Sophos Y TECIM A HY 178 7 B A 2 1%, 47 Z R e W
B, A% T R RME RG] WA

MEE: R EHEE T Z2MEE SRS, && 2 3 E 2k B Sophos 1]
AH S e S DI s 1 1 B, RIS o R e .
WREOKARE MRS, W HAHE 4 A F fbR 5 FRcE) —
fifl Arcserve 7% fii Sophos, RIJ #& A & 75 Bl & 7 iR 7 A0 B B 1 = 6 4
Hb bk AU 3 e S TG A 1 B . S e B — 3 3k 5 Arcserve
W& T B/ AE, Hoh A5 Zip /% A1 BCED Sophos 1 F8 71 .

Welcome to Sophos Central W -

do-nat-rephigcentral waphos. com

SOPHOS

d&v SOPHOS ¢ 2013 - 2019 Sophos Limited. &0 rights reserved

2. A W AE 7T BLAE Arcserve #% fi b B E) Sophos.

Pt BE < 5 B R E) BE £ Arcserve 3% ff§ Sophos, & i i B EHAE T 7k 1]
s Mgk 2080 5 B .

« J7¥E 1:ff F 3 H Arcserve 1) & T B 4 7 Arcserve 3% i I BUE)
Sophos.

+ J5¥E 2. 1§ i Customer Boot.psl $& 2§ £ Arcserve ix ff§ - F{ &) Sophos
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Fik 18 BT B Arcserve 3% 1% EHUED Sophos

HE 1: B FEMHAE Arcserve 5 _ERUE)
Sophos
Arcserve i% it R T B AR % Zip B 3R 25 45 18, A B E)) Sophos. fif B 4l R 2
% kL3 “Arcserve_Appliance_Sophos_Activation_YYYY-MM-DD-HH-MM-SS” £, &
WLCE X

* Config.xml: it & % % .

" Registration.txt: & 5 f# % .

" Arcserve_Appliance_Sophos_Activation.ps1: Powershell 5 4 1§, FH 3 |
#)) Sophos.

B8 UL 22 BR 2K BUE) Sophos:
1. LRGEH A & 73 & N\ Arcserve &% i -
2. K zip £ R W B Arcserve 7% i, SRR W TR EOR AR 5 A R A 3 5
8.
3. BARUAT @ mF o, REBEMANC T HRAGRE RN E.
4. 14T Arcserve_Appliance_Sophos_Activation.psi.

#powershell .\ Arcserve_Appliance_Sophos_Activation.psl

5. A A A IR # 1) Arcserve 5% i, an {87 A & 1) - B0 4R Hh bk AT
% & N\ Sophos Central H [, S8 1% %15 & [ B > A /lkR48 ]
PR B« 185 00 25 A8 FH B2 0 zip 1% %6 10 7R T B0 4R Hb bk A IR 1 7 1 B0 A4
HhE 2R BN .

SOPHOS Servers

Admiln

Overview
B Dashboard

A Alerts

-
e Theeat A

E Logs & Report
_.’,1 People

’:':I Devices

Sophos ig Bl 7F 7% i - B -

235 Arcserve i E FHFEfBEE



Fk 2: AL B Arcserve 34 b BB Sophos

Fik 2: IS NETE Arcserve 5% s L BUED
Sophos

A BB A A B ] {8 B Customer_Boot.ps1 i 4 1 7& Arcserve 7% 5 I B &)
Sophos ] & & .

EIRBLT B ER:

1. # %5 N Sophos Central H [, & f#f H £ 1 & - 86 44 b 1k A1 %5 58 2
% https://cloud.sophos.com.

P 5 < a0 SR A& £ fE B [F] Arcserve 5% f§ Sophos 2% )7 I 7 AH B 55k 1)
B Mk, G SR AR B E 7 B hk, DU L AR
5 3 B E) Sophos.

2. W R (RREMEE]) AW, £ [fF RS RE] R T % B
RAAT] A .

SOPHOS Server Protection - Protect Devices

Admdn

'E!' Server Protection

Malware pratection and leckdown
Install the agent cnto each physical, virtual or cloud server that you want to protect

X Download Windows Server Installer
X Download Linus Server installer

To migrate Linuy servers already running Sophos &nti-Yirus to this Sophos Central

accownt, run this command line on them

show command lime
‘opasophos - av/engine registerhCS ._,.-""'f MCS token
E-r':-‘-'nl':':.""ll!]‘l'.i'l b 11 &4adbe R0 TR0 35T BabbA0E THSHG50E 35 ek |E|:-‘-'3":!r'. dr=imegs

pmar-ei-west-1-9847 upe o e sochos. comd sophos/managementsp

management servar

T,
@ Sophos for \ jronments @
Protect Windows virtual machines with off-board malware scanning, provided by a
central Sophos Security YM

3. ¥ %l mcstoken A1 & T fa] IR 7% & = .
4. DLE B 5 5 B N Arcserve iX fiif R i o

5. B R ar 2 1R 5 7 on, AR dm N\ & kAR AL E “C:\Program
Files\Arcserve\Appliance\Sophos\Customer_Boot”

#cd “C:\Program Files\Arcserve\Appliance\Sophos\Customer_Boot”
6. 14T Customer_Boot.psl
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fE Arcserve 2 - F 8% 4 Sophos Intercept X Advanced for Server

#powershell .\Customer_Boot.ps1

7. W R AT R~ N MCS FE BLFN A PR fa] AR 28 18, SR 18 &5 8 2 ¥
1T 58 B

8. By 2 R 1 Arcserve 7% i, &5 & A Sophos Central H [, R 1%
BIE R EE > ARSI

SOPHOS Servers

Admilm

Overview
B Dashboard

A Alerts

- =
e Theeat Analysis Certer 3

E Logs & Reports

_.,,L People
"::I Devices

Sophos iig B} 75 &% fi§ b Bl Eh .
1E Arcserve X fi§ L F 8% 2 Sophos Intercept X
Advanced for Server

Arcserve % ffi B Sophos Intercept X Advanced for Server [ 3 & 0] B LA R I

2y
Ag ¢

T 7 & RLFI 2R 48 1 1 LA BE S 300 2R KBS R G ik Xip 22

" AEG T DLgE E A RO w AR R A I ) B B T

" RN TR R A A

" B R EIR R B

= CyptoGuard [ % & K 88 . WipeGuard 3 #7 PA S H Aih 72 X DLFH 1E &% K
A [ 1) o B R

MyaE: 20 2R Arcserve s 5 72 20194 10 H 15 HZ2 B B &, I & 78 4¢ %0 4
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N
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S

7.

8.

1E Arcserve L ul B, @ — IR P .

# BB SR Sophos Intercept X Advanced H % 2t Bl A4S, &5 {8 1% & F B4
% Arcserve Y % , Hu ik % : SophosActRequest@Arcserve.com, W 2 ft At
A AH B A A A . e U B B Bl E AR B R B AR .

W R 1B B 5 T 5544 1D 248, Arcserve & jig ¥ 1% () 35 5K I 7€ Sophos
Central b & 37—l MR 5, W Bk — & & 7 B A LA 7 W] & o7 %
E‘%O

11 B 5 18 AE Sophos Central | ¥ 38 MR 5 & 57 %5 1, 35 4K fE 75 + B0
W) FE N AT .

DA EHERAAARAREHEEBMWMAEHE T2 EAN
Arcserve &% ff o

PRt E - 5L A % &M% &, 5f 2018 F Active Directory Domain Il A\ #%
#

A& B 3% 5 5 N Sophos Central, 8 1% #8 B 2D 8% 3 Al 4.
B R DS b 22 2 R oK) S5 O 3, AR A% 358 B (£ IR 2% Bl o o

Product Setup

76 A AR 2% 17+ & B b, 4% — T [F# Windows Server Z# 2 K],
SR 1% ¥ SophosSetup.exe % %6 F£ 2 i 17 1E 5K M5 L 1 & kA& b,

SO

A E R B R 3, 5 B RCE R A, SR 1% 1% T SophosSetup.exe.
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fE Arcserve 2 - F 8% 4 Sophos Intercept X Advanced for Server

B RE - 0 RIS R A AR A BT AL, A RR GBI DU R % R AR
BB 22 3 R 3

9. & —F [R¥E].

EDPHGS Server Protection Installer

ou are about to Install the following products.

Inestallation vall take about 10 minutes, Once staed it cannod be cancalod

L5y Server Protection

10. 5 BT HD E K OB R M, SE L T [SEAR]. A A AR EORT B X
i b IOV A% X (AL B B T BBl 3 B A E

SOPHOS

9 Installation successful

11. # B A A5 B 7% IR %8 , 55 [ HX [Sophos Intercept X] /) [ -
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12.

SOPHOS Status vents - X

o Your computer is protected

AT

Malware and PUAS & Web Theeats (0) Malicious Behawvior
0 0 0
(iF) Conirolled Bems (&) Mabicious Traffic (&) Explods
0 0
AZ N HE & 1 Arcserve R i O 52 21 B R BREE MO EE L SRR SUAS

Web 81 # LA Jz % 15 722 U2

# B A7 Bl Sophos Central, &% — T [BE BB AN, H o] i K831
Sophos Intercept X Advanced Server A M 5% 7€ % 7 B 5 Al &5 45

P 5 -
o G ZH RE A A8 PR A8 K . 4 RE %2 4% Sophos Intercept X
Advanced J AT fi] #H B B 5 1 . Sophos Intercept X Advanced & £
i A, Hi A BlEAR R 2 FE 18
o WRESAT OB E LA ER M, 16 1E 18 Arcserve ¥ Sophos
&5, 55 5 BT A Arcserve 5% fhi fd FH AH [F IR = .

o 1 RAE T I O L AR AT T B B (1) 4 B B2 1 Sophos i B ) HEH
7 Sophos it ', &% % Sophos Central | A~ [A] F R B 12 L A [&] 1
B

o 107 5 3 A AT R BRL T 2B R Sophos 2 K 2k B, 5 M 1E AR A b Ek
B R ER A A PR AR B8 AR AN R 48 AT B AE
+ 15 321§ 21| Sophos Intercept X Advanced for Server 5 ¥, i i 5 &
T2 20 5 28 0 T MR AS T &), 1R 2B B R AT A 2 BAE
) AfE 7 .
WFEE— S, 55518 E S (+1.844.765.7043) 5L 4% |- Bl Arcserve
T S A 4%, B3 4% B HB K Arcserve 3B 2> N A o
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F+£% Arcserve R 9000 & 3 (¥ BIOS &7

EH 12: & Arcserve 55 9000 R 5] 1) &) B&

Z NIRRT

Fr &% Arcserve B2 9000 KA K BIOS®I#8 ...
FH&% Arcserve 5% fif 9000 &%) i) iDRAC &) 88 ..

F- &k Arcserve 5% 9000 £ % ¥ BIOS ) &2

A 2 G L WY 0 AT RAT R BT

A5 BIOS &) 88 i A

i FH R 5 U7 12— 2R K A5 BIOS #) #8 fix A
" 75 1: ¢ iDRAC Web /) [f # #5 BIOS #7) £ fi A=
= J7 ¥ 2: 1 BIOS Arcserve % ffii 9000 £ %1 ks ¥ BIOS #) B& f A

J5¥E 1: 4 iDRAC Web A TH #2157 BIOS ¥ #& hik 4=

AR T PR
1. ¥ % iDRAC Web /1 [ .
2. HEEGN, AN T I E
= fEFE B M root
= 2 H% : ARCADMIN

=] Integrabed Remote Access Controlier 3 | Enferpnss

P Dashboard H system B Stoage B Configuration = Masvienanoe e [DAAC Setiin

Dashboard

1 = m m

B Health information i System Information

SYSTEM 1S HEALTHY

System Health Storage Health

B Haaliry  Detsiis B Healthy Dl
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F+&% Arcserve #fE 9000 £ 311 BIOS 7 #&

iDRAC f& R M H I & S & &t & A, L &5 19 BIOS ¥ #8 ik
PN

7715 2: 4 BIOS Arcserve X 9000 2 71| k% #31 BIOS
Z R AR A

IR T B

1. B RHENRS, 5515 Faa g N e R
2. & E AR BlOS A, 7531 5E £ (R 4] > [iDRACTR E] Bl [R#

BIOS].

IDRAC Seitings

DRALC Settings « System Summary

SERVER INFORMATION
oystem hddel
BAOKS Ve S0n B,
DRAC Ffmreiane Verseon 32173, 72 (Buld 1)
DAL Licensa Enterprise
Pl Version 2,000

CURRENT DRAC NETWORK SETTHGS
DRAC MAC Address Dilegdeta:TADTED
KB Sedec pon Mode Dadcated

Current Pvd Satings
Fv4 Enablad Yes

DHCP Enabled a5
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F+&% Arcserve & 9000 £ 5 1) BIOS &7 #&

A H & B R B

IDRAC Settings
DRAC Settngs - System Summary
SERVER MNFORMATION
System Model
EI5 Wersion 149
IDRAC Firremerasri Virgon 3212021 (Bhaild 30
IDRAC Licensa Entanpiss
Fill Viersion L0
CURRENT DRAC NETWORK SETTNGS
DRAC MAC Addriss HASIFECS 20
MG Selaction Wode Cehcaled

Current IPvd Sattings
Pv4 Enabilod Yas

DHCP Enablad

T & BlOS ) T &4

& 0] PLAE Dell 4835 N & 45 %€ Arcserve 7% ffi 9000 R %1l 7 5% 1) # ¥ BIOS #)
Bl F, BRI 4% Arcserve LB N B

F &% BIOS

FEIRBLAT B ER:
1. ¥ THELI B 4 3 B Arcserve 3% fif 9000 F 5] 1) A 1 1 A v
2. B THACE A, AR IR SR R 58 T A
3. 4 ESERE B, G O RE R A
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FH#% Arcserve 34 9000 % 3 f¥] BIOS &4

9 Dt e 1L.J1-B'CH> Apphcation: BIOS
The BIOS imsge fils it successfully losded. Do not shat down, cold reboot, power oycle. oF tuen off the

system, 4l h- BIOS update is complete atherwise the system will be corrupted or damaged. Blos update
takes seweral minutes and it may be unresponsive during that time. Note: i OMSA is installed on the syster
the OMSA dats marsger terace ops f # i1 already running

The system should be restarted for the update 1o take offiecy

Would you like to reboot your system now?

I

Elapesd b (efils

B RE - 55 i € 72 BA 45 T ACRE e 22 Wi B BT A R R

B 7% 5 8T 1 BIOS
i R F) Hop—fE i

" [ AL E )rﬁ:a? i 55 5 B Y BIOS
= 7% iDRAC Web /)" [fl Bk BIOS &3 &% 5 ¥ 1] BIOS

{5 F % %% 50 9% A% Bt w5 52 BT B BIOS

AR UT D&

1. & N iDRAC, ZR1% %I &= 48] > [SupportAssist] > [BH 15 UL & 1.
. K B RO B AE N0 B 5 5E BT AR 7 B B 9 A AT AT 8GR
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DOAROEIY LRA0E  LEROOGZ That st for roed from 1S, 3237 sabeg UM by logpecd off,

F0US-08-3F 151035 SROVDES Tht Sipper LA Sareh 10 Lozl oparation i i cinsfully complistn

ol s i o s ] SEVOCEE Ve SupportAasiet Save to ILocal operation i startsl

A0 151000 SRV Tha SumpportAaaha job ID_SP0525374064 b completed

FOLP0E-T9 150N SRVES Thals Sumpen LA He Cesllins bon fxpuir B B st S Pully Scrmplipiinl

20170829 151020 SEVIRG T Supportiasisn Colention TSR0 P0EIPOZL01E_SCTMHOL 5o s sucossfully orestsd
0 1Rl SRVOOT Tre SupportAesist Syrtem informat ion collection operstion b sucoesshully completed
U0 151013 LOGDO Tiras currnd Lifecy i Log bs sucoessfully created for th view o esport openation.

WAR0E- 151007 LOGHE Thae complete Loy Log was succesifelly oreated for an gt operation,

F0L9-08-79 150847 SRV Tita Suspper AR Shyeitinem frafarvrut o ot Cofabd WERSA H SEAMiL

20090879 150947 SEVOO] Tiva: Susppeortfas et Codlasction o ation b started ky iDRAC CGLIL

Tree Deebnag Loge are esachucied froe the SupportAssis oollection because the Colection 2ata is being fitered for persoraily Kientiflable
Information,

F0LF-08-79 150347 SOV L0

HLORS 1EORAT ShviaT Thhai Storag Losgs are: iachucked! rom B SupportAdilet collection Bicaune th Collect on dita i being fitensd for penionally kennifiable

Infprmaton,
T e i ilateidl S b LA - "
¢ i o . T
V0839 150825 RACHLFS Lbiar react wisn IP JOLST, 1L 37 recpuniri el 1ot/ conifigur st change 19 Supportfdahit uilng GUI
F0US-08-3F LEaDES3 SELFR0] DEM goltvamns s
SOLH0R-3Y 150853 CEEI00E € oot complesed.
N0 15084 PRI Wirslon chirpe detectid for BI0S Sreaane, Previous ventiond 161 1, Current ventloncl 2 11

#& iDRAC Web 4\ T B¢ BIOS 5§ 58 5 371 1 BIOS

% )\ iDRAC [f] Web 4\ 1 B 1 N\ & %% BIOS, UL 5 & B 37 ¥ BIOS ¥ B4 i A< .

F &% Arcserve 5% ffd 9000 R %1 i) iDRAC &) #&

A B R AL 0 AT AT R ST

B ¥ iDRAC #] B AR A&

R 51 J5 vk 2 — AR K A5 iDRAC #1) i i A -
= J7 3% 1: 7¢ iDRAC Web ) [f # 47 iDRAC ¥ fi i A<
" 7 2: 1% BIOS Arcserve X ffi 9000 & %1 ¥ #5 iDRAC ¥ #& fij A

4% iDRAC Web /) TH B3 #5 iDRAC &) #& hx &<
HRIU T BB

1. ¥ % iDRAC Web £ i -

2. HEE N, FHm A T E:
= i FJ & 4 M : root
= ZX 7% : ARCADMIN
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F- 4% Arcserve #%f& 9000 R 5 ¥ iDRAC & 42

W Dashbosed [ System -~ B Stcange B Conliguration = sinbenance O DAL Betlings

Dashboard

¥ Health information i System Information
. - Peirvwid STalE
SYWSTEM 15 HEALTHY
e
Voot APPLLLNCES 1 44
Syatem Heal Stoeage Heallh B
Dpevating System Windows Sereer 20718

Healthy  Detadsp Healthy Detadse
Cperating Sysbem

100
Yersson
Savai Thy EO6PH0Y
Bes Vi naon 145

ORAL Pl
— 21

CELAC MAC Address o BIQMchad

T

iDRAC i R & H/r K& &, H 5 iDRAC &) 8 it A .

—H Integraled Remote Acoess Controdier § | Entenprise

# Dashboard M System~ B Scrage B Configuration - = Maintenance B iDRAC Settings

Dashboard

A Health Information B System Information
P Siabe .

SYSTEM IS HEALTHY

R e MophanCEH)
Sysbern Heakh Slorage Health
e " Sl
B Heahky Detadss HealiFey Detadss paraLing Syaem
erat Hem — .
wersan =~
Sarvoe T BETH
BICS v &
AL Famere -
G -
L -3 488 Ta

J5¥E 2: 4 BIOS Arcserve 5% i 9000 R %) k45
iDRAC & #8 hix A

HRIUT PR
1 ABRCE) R, G 1% FL1 8 O\ 2R A

2. 5 EM IDRAC TR A, B E £ [RHL S > [iDRACERSE| 5L [R&
BIOS].
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F+&% Arcserve &% 9000 &3 ] iDRAC & ¢&

EBROE Vi sion a1
DRAC Frmreiane Verseon AN 2B Ty
DHAC License Enterprise
Pl Version 2,000

CURRENT DRAC NETWORK SETTINGS
DRAC MAC Addréss DileQ&a:TADTED
MIC Sebisiaon Mods Dceatid

Current Fwad ".:-.":':l"l‘_:'E-
v Enablad Yas

DHCP Enabled Yas

M T BN # R AROA

>

IDRAC Settings
DRAL Settings + System Summary

SERVER MNFORMATION

System Maodsal

ES Wersion 149
IDRAC Firrrnaian Virsaon 32120 [Bhald 20
IDRAC Licenss Enlarpass
Pl Version 200

CURRENT DRAC NETWORK SETTRNGS
DRAC MAC Address Sz S 0BT S 2
MNIC Sedechon Mode Dedicated

Current Pvd Saltings
Pvd Enabiled Vs

DHCP Enaiblisd

T & iDRAC ) E#H E /4

Y5 AT LAAE Dell 435 T 85 4% 5 Arcserve 5% 9000 % %1 Y 5% (#) ¢ 5 iDRAC

s, B E 4K Arcserve IR o

F &% iDRAC
HERUUTH R
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F- 4% Arcserve #%f& 9000 R 5 ¥ iDRAC & 42

1. ¥ FF A 0B ¥ B 3] Arcserve 52 i 9000 2 F1| 1 A Rk g Tt o
2. BT E AL, WK B3R R 5 T
Pt =E - 55 T o AE B UG THACRE e 22 w0 A BA BT A RE R

Supccess
-ﬂ Device: iDRAC, Application: iDRAC
Update Successiul,

The update completed successiully.

Hirwing vahdaion

Elspad frne:  Benll 3t

3. fEFHAEFE A, iDRAC I it 3 & o h T AR 8 0 88 . BN
iDRAC, I 5 3 B Eh i it £ 15 & . FH &7 58 1

=g indegrated Remole Aocess Coriroler 9 | Drferprase

¥ System Information

B 7% % 3T i BIOS

il FH R B L A ol g ik

= {ifi F & %0 5 Bk A% B 55 5 B ) iDRAC
= /i iDRAC Web ) 1fi] BE BIOS & 55 ¥ 3 I iDRAC

i FH 2R %1 5C 9% A B ¥ 52 T i) iDRAC
WRIUT 5B
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F+&% Arcserve &% 9000 &3 ] iDRAC & ¢&

1. B N\ iDRAC, %R 1% %] % %= [# 7] > [SupportAssist] > [BA 1 W £ ]
2. 1 B A SR AE N0 BE 5% SE R AR B B 9 A AT AT 85 AR

1 VAT i

.....................

4 iDRAC Web 4\ T 5% BIOS B 5% 58 37 i iDRAC

% )\ iDRAC ff] Web 4\ 1 B B N\ £ &% BIOS, VA5 & 387 1Y BIOS #1) # i A .
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B 13: SRRt HEAR

AEAE T L

Linux 0 R RBEER XIS ETES 251
NE—HREREEETEED Arcserve i ... 252
Linux f§ 47 fa] iR 2% v BAN B P AR S B @A 253
Linux i Al iR 23 M E QB DNS BHE 254
B LB TR R B 255
BT R B R A T AR ] 256
TRRPEE LV UMAMRE RN RYS TR Arcerve UDP
B EMRBIESBEERRRIT VSBITIE 259
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Linux & 6 7 i 2% SR VEBE 2 35 6 AT AR

Linux 5 47 7 IR 23 BV 1 6 AT E AR

Bk
B G Arcserve UDP - 4% & 1H 47 Tk 1) Linux i 1) 15] AR &8 K5 , 38 4% 2¢ B, 10
HEERAL AR .
R TTR
& Linux i 00 f7] IR 28 M6V 08 & 8 & AT AR IRy, 18 0] DA S 1 A 0 4T BE B
HE A, DL R R .
$FE AR R I AT SR B R
. BUED [Hyper-v & H 81, B4R 2 Linux 5 0 7] AR 2% 52 A 2%, SR8 B N .
. AT T A A
service network restart
. oy ME R AR IR A Linux f5 43 fA] AR 2% 190 1P A7 1k /2 192.168.10.2., #7 ELHifE 72,
AT T A i 4
ifconfig

WP AL HE Ay 192.168.10.2, 5 & B & Arcserve UDP FE 45 &, IF BT &
1F B B3 AR ) Linux £ 17] AR 25 6 B .

. WS P A7 HEAS 2 192.168.10.2, FE I /E & DHCP Microsoft & B £ 48 &
(MMC) M 47 5 % FF i) — 8T P 3R 7R o

% DHCP Microsoft & ¥ E & & (MMC) 1 1T 5¢ 8 HE R

BHE | G5 E DHCP il IR #% Ik 15 1 72 5 g 1 16 & AT

e A IR %S EE B ). [ E 1. [DHCP] B & DHCP MMC.

. JEBH Linux fA] IR S BTG L ipva, S8, M HEE H T HEEL B A
192.168.10.0 1) &0 [ .

- JEBH AL B AH ), S0 M) A AT FG Al A7 £ B A R B
. B Linux i 03 {7l iR 2%, 384T T B A 4
service network restart

. B 2 Arcserve UDP £ &, W B & 1E E SX 47 19 Linux 5 £0 1] Ak 2%
CIEE
Linux fii 13 Al IR 28 IR AE T ¢ E 38 & AT IEH AR .
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PR —MHREREEEHEE D Arcserve R fE

1.

7B —E A RS EAE T B M8 10 Arcserve B8
%
R T A GRS B, 7RI H SR B B DT 8

[ %) 67 By 2 # #8 © Appliance_B. Appliance_A. [A It , ‘& 1A F 7 171
BEFE (a7 IR, H AJ BE 18 Bk R T B 1 4% R . 15 ] 3 47 7 AL 5 1 IR A
A g A2 21 A [F] /B9 87 B 4 B (40 DNS 4 F% 5L IP 7 hF) #7 1% 67 B, 5L 2
1 R A 67 B 47 2 77— ] 6T B AR G E LA .

KB 1: 5% BEIE RPSF I EGRMHE AUDP XA .

Bt o R ER M B, AT LAY A UDP K 2 L B R, 0 3% B [ B A i
A 1% — 18 Arcserve UDP T 1% & & FE K] Arcserve UDP 18 J& B fa] AR 2% 1] ¥4
17 1 1

BRI R
it UDP 4% & [ RPS & #% 45 1L 3% 5 B 7 B b 1) & RL 3 A7 1

BTN B, SRR M B 61 &Y 1D £7 /A [HKEY_LOCAL_
MACHINE\SOFTWARE\CA\ARCserve Unified Data Protection\Engine] | f{] & $%
1;72‘% El% o

e B 5 B BT BY B 3 B @) Arcserve UDP AU B A2 2 49 B8 IR 7% -
e R M B BT BY = ¥ BX @) Arcserve UDP RPS & %} fif 47 % AR 7% »

fit UDP E4Z G, B 2 [HIEL]. (Fr BRG] s A%, SRR S Ht fly B &
B

e 18 ) Bh A R 2% T A%, SRR TE Brak fig B B &Y .

W R A G R R E IS BE N E R M5 B RPS, J5 v 44 3% it IR 08 1 4 H AR %
Zh 2. FEBREEEREREAFREIWITMHE AuDP EEE,
B, FETE @A AUDP E i G b R4 B R X B 1 TR AR
# B,

BN B, SRAZ MM B & 25 1D 47 A [HKEY_LOCAL_
MACHINE\SOFTWARE\Arcserve Unified Data Protection\Engine] | f] & $5 %
El% o

D6 R B EE T B Eh Arcserve UDP X 7 2 20 IR 7% »

ft UDP EFE G, B2 (W AL]. (AT 812G ) & A%, SRR ae i B ST
BT 2

o
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Linux £ 47 it 2% 4 30k B2 48 B o 1) 4 7 87 B 38 AR

Linux #4311 AR 2% A8 ¥ S48 B vp 10 4 17 67 35 38 AR

Ak
Linux 75 55 17 B 2% 16 5 249 B4 o 160 4 7T 0 B30 37
RV R

an 5 Windows {7] il #% M6 325 B 4R 1 o ) AT AT 6 25 8 E1, R Linux fif 47
] Hie i th f 25 B A o] 65 5 JE AR

FRETHER:

B RS R A AT DAARE R M Windows f7] Ik 7% A7 HXCE B .

B 2R A AL E DL R A %/ T’ R LinuxBkpSvr s 5 A7 7E, W1 R BT R
P25 o) 1T AR > A % I A PR A R > AN K AR

. R LinuxBkpSvr #7548 R, 1% 2= 8 21 A7 B B RE AR A R
adapterNameChanged.flag /& 15 17 7£ :

C:\Program Files\Arcserve\Unified Data Protection\Engine\BIN\Appliance

W R A7 AE, 55 M % adapterNameChanged.flag £ % .
CBIE R R A AL E, N6 RCED B i A i v A B A

fill e a3 8 BB > T H > it 1 2 3% S A7 B

. B el T AT H 49 8% /v TH A LinuxBkpSvr 2 75 O 8T 88 & NAT, 01 F s .

an 5 Fr A7 A B A 1A LinuxBkpSvr 41 Y, 55 B A 2 S AT AN Y R A
A 5 A THT B AN [ R A iR I A o O 1B B A RT AR R Linux ffi O AR R 4
fry 38 SRR R

B BT A A8 B A T M LinuxBkpSvr 25 Y, BE &S IEAT T — D BE .
. &N AL E M B dhcpdone.flag 1 % :
C:\Program Files\Arcserve\Unified Data Protection\Engine\BIN\Appliance

. H v 4 %) ¥ N\ C:\Program Files\Arcserve\Unified Data
Protection\Engine\BIN\Appliance & #} # W H 11T resetdhcp.psl, Wl T fff
TN o

C:\Program Files\Arcserve\Unified Data
Protection\Engine\BIN\A ppliance>powershell .\resetdhcp.ps1

JIR D) AT 5 B 2 A8 Linux fli 47 ] i 2 1) 308 31 R BE BRI A ik
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Linux 1 47 it 25 4% 1< EX /8 44 % DNS 1§

Linux £ 43 7] Bk 2% & VL B 75 48 B% DNS B 15

B BF BB IP AL hE B Ay ik e AR IR 28 R, Linux 5 4 15] ARk 8 € M v 7R BT
JC Bl 49 4% AR 7 2 1%, 18 5 M EXAS 48 % DNS A . I2 # [ & & 7E Linux
P ] AR #% B2 UDP £ % & 2 [H] i Al AR & . SRR, 18 e [A] A 98 Al AR

R, 1 M A Linux 5 40 17 IR 28 8 7 Linux 681 B .

Bk

Linux f# 13 17 IRk 28 0 R BE, &5 7 UDP 45 & b 4 3 B i 47 AR BB . B 37
BB M VL B Th BT Linux 5 03 47 IR 28, 10 H. 8 6 2 S B R A5 A & s
Fydk 0. 13 S A 25 18K 5% R8P A Bk 5% 2% 5 5 AA) AR 2%, 10 5 2 Linux i 43
fa] i 75 #7518 & b HU /S 49 1% DNS B .

BB R

B AR R E B E , 1B RT DLE 2 T Linux 8% 28 1Y file/etc/resolv.conf,
DL HT 1% 1E T 1Y) DNS B i .
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AR e B TR R IR

Bk

BB — R B BCER B FE UR PR, M S 1 J5E EOU AR I Mb [, TR R B I AR 2
(UTC 08:00) A 1 ¥ Ry ] (3 B A i 25 K)o

R TTR

%)% % [Arcserve Backup BX R &, % — 1 [MmER], KRB [HYPNR
] DA% o8 B I
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PN R A DL R P R K RPS T./ERE Arcserve UDP 3 & B R 5%

PR E 1 & DAE 3 2R iy B H B RPS TAER:
Arcserve UDP 1% & BH 7 85 nin

1E Arcserve UDP #X f§ 6.5 hix B 1 1 v, i SR 18 9 18 [#5 57 3] i o 52 5 #1

RPS] LA, W7 [IEuy F 8 &

IR EDASSE AN NCTE

5l E B 1 2B A4 AR /e

V& 7418 J5 B 7] IR 28 (RPS), HIl & 7 Arcserve UDP = 5 & B/ T #1) 58 25 &1L

i o

P 5 - I B RE AE L TERR BCAS Arcserve UDP v6.5 B 3T 3 B 5 3BT it A 1)

Arcserve i fl§ I A IE .
%%%‘R ;§\ H g:%z

resources

Modify a Plan

Task1: Backup: Agent-Based @ TaskType

Windows

TaskZ: Replicate to a remotely-
managed RPS

Add a Task
Usamama

Product Installation Fassword

Port

Priolocol
Enable Proxy

9B R

Source

Remale Console

Agent-Based Windows Backup Flan

Replicate to a remotely-managed RFS

Destination

administrator

8015
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PN R A DL R B IR K RPS T./ERE Arcserve UDP 3 & B R 5%

1. G N 2 SR g A, M BR S B R f P GUID:

HKEY LOCAL_MACHINE\SOFTWARE\Arcserve\Unified Data
Protection\Management\Console\GUID

2. 7E PowerShell H 1§ F T %1l oy &, 1) k& & #l & A ) GUID:

$database ="arcserveUDP'

$server ="localhost\arcserve_app'

$sqlconn = New-Object System.Data.SqlClient.SglConnection
$sqglconn.ConnectionString = "Data Source=$server;Initial
Catalog=$database;Integrated Security=SSPI;"
$sqglconn.Open()

$sglcmd = New-Object System.Data.SqlClient.SqlCommand
$sglcmd.Connection = $sglconn

$sglemd.CommandText = "delete from as_edge_configuration where
ParamKey='ConsoleUuid™

$sglcmd.ExecuteNonQuery()

$sqlconn.Close()

3. A B R B L, EEBT CED UDP AE PE IR %
4. FEABEHE S B0 UDP T 4% & AT H 41 2P BR
a. B [HI RG] fe AL (O A B A
b. % — Nilr WA, RRIL T EH.
c. %N [HERE], EH A A
5. fE [18 5 B e 2% ] b A BTG RPS AL, 4% — NI MA
S, SRR A — N [(EH] EH P A RPS B AL

R IR B O S (MR B T TR RPS).
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A R AR R BB R PAT VSB T4

SRR H A B4 1R & R #2433k AT vsB TAE

TE Arcserve &% ffi v6.5 it 1 b, a0 A& AT vSB LAE, WA H 5 — sk
i1 R B A 2, HI vSB LA & 2¢ B, 1 H. & 75 3% 350 8% HR T 7)) 8 R
AUE

Mgk L[ B AF H A FE R I A Arcserve UDP v6.5 5 3 3 85 58 357 i A 1)
Arcserve X fi§ I 218 1E .

SE AR AR ¢ V% AR A R e IR AR (IP], B2 IR = 4090,

SlEdaiiy eisenpeca U CE

dashboard resources jobs reports log settings high availability
Severity Al = Node Name 10, 10,255 755 ® Job D 3 # JobType Virual Standby -
Refresh  HReset Export  Delete
Time All = Generated From  wsh2 * Message ™
Severity Time SiteMame Mode Name Generated From Job ID Job Type Message
o THRZ01T 3:04:20 AM Local Se  10.10.255.355 vebi2 3 Virtual Sta . The Virtual Standby job failed
0 THRZ01T 3:04:20 AM Local Sie 10 10. 755 .55 web2 3 Wirtual Sta Synchronize source machine adapter infonmatkon to Vinual Standby su
0 THEZ01T 3:04:20 AM Lacal Sie 10,10, 765 755 wvab2 3 Wirtual Sta The Virtual Standby job copeed data iotaling 0 Byles, the elapsed time
(=] THERZ01T 3.04:20 AM Laocal Site wsb2 3 Wirlual Sta Failed 1o convert session SO000000001 to the host for VM [UDPYM_V
An unexpecied error has occurred when attempding fo convert session
o TNBZ017 3:04:20 AM Local Sne  10-10.255.255 vahi2 3 Virtual Sta be pin
néw Backup 10 star the Vinual Standby job, I the problem persists, oo
(] THR2017 3:04:20 AM Lacal Sie 10.10. 255255 wab2 3 Winual Sta Failed 1o connect o remabe senver [10.57.21.10], pon = 4090
(=] THEROIT 3.:02.40 AM Local Sile 10, 10, 755 755, veb2 3 Wirlual Sta Failed 1o connect 1o remabe senver [10.57.21.10], par = 4080
o THREZOIT 3:01:28 AM Local S#e 10.10.255.755 [ 3 Wirlual Sta Try VDDK advanced rangport mode (SAN or HolAdd)
0 THAZ01T 3:01:12 AM Local Sie 10, 10,255 255, wib2 3 Wirlual Sta Upload meta data to VM [UDPYVM_WIN-9ZKBNUSJ439)
0 THRZ017 30112 AM Local Sfle  10,10,.255.755 vibZ 3 Wirtual Sta Begin bo conver! $es5i0n S0000000001
0 THME2017 3:01:12 AM Local Sile wsb2 3 Wirtual Sta WVirtual Standby job will convert sessicn SO0M00000
10.10. 255,355
i ] THER01T7 3:01:04 AM Local Sfle  10.10.285.255 wsb2 3 Wirtual 5ta . WM was created. VM name is [UDPVM_WIN-S2KENUSM35]
o THARO1T 10048 AM Local Sie  10-10.255.255 vsb2 3 Virtusl Sta. The source machine is [10.57.27.33), the backup destination is [ \Arc
9T 1deT42d347]] on Recovery Point Server [vsb2], and the data store
0 THBR01T 30048 AM Local Site  10.10.255.255 vsb2 3 Wirtual Sta_..  The monitor server is [10.57.21.10) and is used as a proxy for data tra
o THAZOIT 30048 AM  Local Site  10-10.255.255 vsb2 3 Wirtual Sta . Start a Virlual Standby job with destination fype Viware ESX Server,
0 THR2017 3:00:48 AM Local Sne  10.10.255.755 wsb2 3 Virtual Sta . Virual Standby job started

i {1 5 R 1) 9 AR DR DR A BE A 48 5% AT Arcserve UDP RPS &% ff 75 i HL A AH
[7 ) GUID.

B EEE vSB LA, BE K IR R 21 25 BRE AT
1. 1E w4 5 b A B R %1 v 4, 15 11 Arcserve UDP RPS 5% i L./ FT
UDP iz % :

C:\Program Files\Arcserve\Unified Data Protection\Management\BIN>
cmdutil.exe /stopall

2. MR A Bk A, MR AS Bk P ) GUID:

HKEY LOCAL_MACHINE\SOFTWARE\Arcserve\Unified Data
Protection\Engine\GUID
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J A58 PR LAt B 1 A% B R R AT VSB TR

3. fEm A% HfH H T %) dr 4, BUE) Arcserve UDP RPS 5% fi§ b 11 flr &
UDP ik 7 :

C:\Program Files\Arcserve\Unified Data Protection\Management\BIN>
cmdutil.exe /startall

4. PEARBE R MR upbP EiE G, KN 512D BRAT
a. I [FT &) e AL 1 DAl #)
b. #%— MR A, MR T RLEPERE].
c. & — T (HEE], & & P Al #l

BULE 3Pk M Bt 15 am AR
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B 14: ERRERBEE

KA T £
MR BRERBEE 262
1% F§ PowerShell Cmdlet Z. Windows Defender FI B £ B B 1EZ ... 265
HHEAERER Linux A RBERER /WA 265
i Sophos 2L fRAHE, BANH M ERBGRMREMEE 266
BHEEEIMBRERERN R AERENREEE 275
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A % AL R 1 B AR T BRI

A BB R ERBEE

= n SRR R A TR BT O AR 2 (8 4 B ) T, S B OE B A B R
O AR 2 A [F] 0 7 4 2%

» A EBETPRA Linux BB 5B R, A E S VM Linux-
BackupSvr. DHCP 1d] Il %8 I 3% A1 [3% 5] ") RRAS.

W FE A A, 55 2 B Wl T 45 H DHCP 7] JIR #8 o

" MR REEAER) BB AR L HAEME W AR LR, W
%ﬁ%flzﬁl%ﬁﬁ@ﬁ?ﬁ 5 A O AH R AR g, R [RR MR B (AR
PHFE ) 6 By 2 ] e kAR IEAR D .
Bk
R R AREEFE ) B R AR AR AR HAEMFE A AR B, A]
Ae & 95 A4 R A Ok

+ {F [Arcserve UDP iﬁ?fﬁ]i I ET B E R REFE A
2R, B #HOR T A SRR AR

==

0 SZEH "ENETE" 3% "10.57.52.60" - (BEEEF Arcserve UDP EEREEE
appliance7600: "HTTP B8 5= java.net.ConnectException: Connection timed out: connect”™ -
EREEEESE - BRABHAEE (http/https) B AEER  DECERENZBLHEEES - 0F
S6EE  #2H (BEEAR) SHEEEE )

BE

o [ACRERE ACHT BN B Mg 0 TAE R IG R pros

FEHTRATIE - TEEET Arcsenve
£;EE3E appliance7600: "HTTP

£ java.nei ConneciException:
Conneciion timed out: connect” - SEFEEAE
BB =7 - |RAFARE (hitp/Mitps) 3
ABERE  WECEHEEGEE FEEET

%] 2017116 £ 01:48:32  HiEs 10.57.52.60 10.57.52.60 15 &

Ei - MESNER  BEE (ERSE
T PREEHE-

o GF (e ] (AR SCHET B, 3% B s (AUB R S HT 2] 2
COEAR, W PR
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A8 B 4L B 1) B AR T B AR I

sWindowsssystemd2>ping 18.57.52 .68

Ping 18.57.52.68 «{HH 32 fi
HFEE 18.57.52.68:

EF8E 18.57.52.6@: = . TTL=128
HFEE 18.57.52.608: =32 HEEKims TTL=128
HFEE 198.57.52.68: {yTEH=32 IFERKins TTL=128

o T8 MREERE BT AL M (B L2 A, H [R5 ok Eag,
s s

tsindowsssystemd2>ping appliance?688

iance?688 [1B8.57.52.471 «{FH 32 {umsHRYE -

RRTTR
A B R (R ] B (AQBEORE S BG D R T AR B, BB WUAT T AP
By —

o MR ERE P RA P Linux 8 25, 76 [REM] L4E 1k
DHCP fa] Ak #% Ak 75 Bl RRAS AR 75, W itk 52 5 & /2 75 & vk .

U7 REAN S I, 55 22 B 4] 45 B DHCP 1] IR 2% .
o 70 XM A AREEFE AT BN b, BEIEE o DR
£ XM L EEIER D ER -
1. 1% DOS #iv 2 2 78 $04T ipconfig /all AR EX 15 [3& #5] T H
) 1Pva 7 B
2. 1 DOS fir & 32 7~ $UAT Route Print 3 BU1R 1Pva % HH R #%,
EO8E [BR M) E P AT R Y Ipva A bk 5 E S B, R T
T

255.255.255.
255 _255 _255_255
255 255 255 255

=M 14 ERBREEBIEE 263



A % AL R 1 B AR T BRI

REBEXGR EBREFER DR -

1. f& DOS iy & ¥, W iR E P 1S [Eﬁ(ﬁ]*”*fl
IPv4, 7% MCHLFE CET AL AR TE [R5 L, EaliZ — 1
5 [R5 AT H B pva A7k, W TR

s Windowsssystem3d2 >ping 18.57.52 .35

Ping 18.57.52.35 ({5EH 32 T EHRYE > -
EFfEE 18.57.52.35: {i =32 HF[EJ<ims TTL=128

=FEE 18.57.52.35: {y = TTL=128
[EfEE 18.57.52.35: {y TTL=128
EHFEE 18.57.52.35: {VoT&EH=32 H#F'ﬁ{imv TTL=128

2. B HkE & C:\Windows\System32\drivers\etc\hosts VA 3 1 F
JATC 3B the IPv4_got_above Appliance_hostname 1 &C #% , i
fifi A7 1 22 .
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13 F§ PowerShell Cmdlet Z Windows Defender i) & &% EE:

# B PowerShell Cmdlet Z. Windows Defender ] &
HEEBIEE

& mT LA H R 31 i 4 BXU43 Defender Cmdlet:
® PS C:\> (Get-MpPreference).ExclusionPath
HY 18 Defender HJ HE b5 4% 1% o

= PS C:\> (Get-MpPreference).ExclusionProcess

HY 15 Defender I HEB& 2 % .
® PS C:\> Add-MpPreference —ExclusionPath “full_path_of the_folder or file”

5 R A BUAR S HE B B R BRI B

® PS C:\> Add-MpPreference —ExclusionProcess “full_path_of executable_
programs”

HEBr B2 e B R R 2 .
® PS C:\> Remove-MpPreference —ExclusionPath “full_path_of the_folder”
PEHEBRTE B B R E R AR

RF TR 5B 2 2R B Linux #5407 Al 2% BC B 21 1 350 48 %

FEIREUL T B8R

1. {5 F DHCP fil AR %% . 1 75 7% 40 & 71, 75 2 B fo {4 ) DHCP fi] [ 2

2. £ A= RRAS, 55 B RC [B% B Je i s AR L), R — T (EHKBH
KRS
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Hi Sophos 42 it fRi# ks, BUA M B B B 1 B R 1R VA

H Routing and Remote Access - O hd

File Action View Help
=@ Hm

H Routing and Remote Access | Ty yo—

'“_-j:l Server Status

v [ APPLIT T = _ ) " :mote Access
= N Configure and Enable Routing and Remote Access
i s Disable Routing and R e secure remote access to
~ E_”" Enable DirectAccess... ~figure the following:
.ﬁ =
E All Tasks y fivate networks.
— EwWay.
__-5 Delete
, =P
2 Refresh
Properties
Help server, on the Action menu,

chck Add Server.

3. A B Linux 5 07 17] AR 2% 49 B 5% 08 A AN SR AR I, B PR IR DL R U R
1 -

a. G B Hyper-VE L & ,

b. % 37 T A Ah R AR K 2 8

c. ¥ Linux ff 10 fa] AR #8 VM 48 2% A T R 5% 0, 55 08 25 40 FH B i oL
[ A1 305 i ok 408 % A8 R 2%

d. & Linux f 17 17 AR 2% 10 48 8 5% 5, B4R & B AT DL i 4b
HBHE 5k 49 B A2 #2819 1P AL Bk A DNS.

e. 1€ UDP E 4% & A BRI 4G Linux f§ £ fa] A 4% .

f. AR BLN AN, 1 OOR Linux i 4 17] I 4% 37 55 2 uDP 112 6 -
" & 42 F& : Linux-BackupSvr
= IR 8014

B Sophos &4t R BF, BUAR H B 5 1R ) B £
{E¥R
&) Sophos Il 7E Arcserve &% ff§ b $RAT 12 , MK TH 5 18 M6 L A0 FH T3 e o 1§

e A% A HRE DB R B A% . 5 R, o R & B R, Setlmage.exe ¥
ITE RN
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Hl Sophos 12 it i ke, BUA th i B 3 B AR 1) B R R VA

we Technical Support for assistance.

& Sophos 1E 7E Arcserve % fli b 04T IRf, $AAT Setimage.exe iy & 2k HU AR HY
i B MR T, AR S R LR .

& fr s, WIS SR o8 . 7 H 8 5L 4 5 C:\Program Files\Arcserve\Unified
Data Protection\Management\BIN\Appliance\mount = 77 7L .

Image

HEHFRE, FRUUT SR

1. 7 B &3 R Ak, 55 B B Windows 1§ £ 4445, SR8 £ £ C:\Program
Files\Arcserve\Unified Data Protection\Management\BIN\Appliance\mount.
EERR B — TR A, REIE— T NE]>[Let] R
> [P

EW 14 EHBREEBIEE 267



Hi Sophos 42 it fRi# ks, BUA M B B B 1 B R 1R VA

mount Properties X
Previous Versions Customize MNF5 Sharing

Object name:  C:\Program Files‘\Arcserve\Unified Data Protection

Group or user names:
82 CREATOR OWNER
SR SYSTEM
SR Administrators (I Administrators)
SR Users phiiieii | |sers)

To change permissions, click Bdit. Edt

Pemissions for CREATOR
OWNER Allow Deny

Full control Cov
Modiy

Read & execite

List folder contents

Read

Wiite W

For special permissions or advanced settings, annu d
click Advanced, Ak

OK Cancel Apply
2. MFHHHEAMALE B RBARRNOEAE, ik — T BE]
A

T (i I 5 4 M ) BT o 5 T A9 R A 9 F R 0 )
it 3 A S0 R T R B B 0 T YR B R T 51 I
1 1 5

o BURT 7 4% B B B A RE
o R UR P 1 B AT AR R REBR TR H BT B Y R RE R I H
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Hl Sophos 12 it i ke, BUA th i B 3 B AR 1) B R R VA

Name: CAProgram Files\Arcserve\Unified Data Protection\Managernent\ BIN\Appliance\maunt
Owmer; Trustedinstaller E
Permissions Auditing Effective Access
For additional inferm=-- chondeloanlink.a, L e e i st smlent dlensmsesand elick Edit (if available).
Select User or Group x
Permission entries:
Type [T | f"d"d thes ciject fype lhes to
8¢ Anow  systy |UeerGrowp. or Bullin secuslly princioel | | Obpect Types folder, sublolders and files
BL Allow  Admi From this location |folder, subfolders and files
BL Allow  Users| |iiiebeink Locations folder, subfolders and files
B Allow  Users| - ' folder and subfolders
B8 Allow Users| Snierthe oblect name to select fsmamples) fedders enty
B8 ANow CRex TR Miririiratir] Check Names | foiders and files only
ad | [ [ R Cance

Enable inheritance

EA Replace all child chject permission entries with inhentable permission entnes from this object

oK I Cancel

EH AR, ﬁﬁA%%iJZ{éﬂjé TR LA 5, G E AT
CHELAREAGEHRA

3. n AR B AR, S A A 2 S s T T AT R A1 A

C:\>DISM /unmount-image /mountdir:"C:\Program Files\Arcserve\Unified Data
Protection\Management\BIN\Appliance\mount" /discard

& Sophos IETE Arcserve 5% L ¥ 1T e, & E AT Setimage.exe iy & 3K BX
RERERBE, FRMCAT SR

1. DVE B B & 4 B N Arcserve &% fii R &1 . i F 18 10 &+ FO4F H fk A0
2% T 17 HU Sophos Central Admin B [f] https://cloud.sophos.com/manage/.
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https://cloud.sophos.com/manage/

Hi Sophos 42 it fRi# ks, BUA M B B B 1 B R 1R VA

SOPHOS Welcome to SOphos Central

2. BT [ > (48], R 4% — T A0 Arcserve & i 1 1 4
2P

SOPHOS Servers

D — 0B @ B Wiedows Servw 2006 Stireird  Sap 2%, 2009 130 AN

3. fE [(ERIIMEER [RABa]WAL, #%— 1 RRFAE
B
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Hl Sophos 12 it i ke, BUA th i B 3 B AR 1) B R R VA

) fusmaiy i oo S Erarug @) Extiiatea B amusaniond B roLcHi
:’LI — Wt Bl
. o mm
Gt 8, S 6 3T P el Errap o il L o el el
Gt B, 20009 6 26 P Update puccesdod
e
Ot B, 20009 B 26 P Mrw narver protected! app¥ld

] Dt B, ML B HPH Eival b probechon Snabled

m ak Ot B MM E IS PE gl Avehesl it Blorkded by W eraipast frewel

Last Sophos Central Actwby 1S sty age
Last Agend Lipidans o hir ag  Upiiste Serieiaid o Lipuians Maw
B e 100 ES P Hripae Hotes i

grrare ce e ¥

Wopk ety pLLEE_F. ]

1932 168101
Pla A el RS e T 3 slTL
e s e Syt Wit Saprver HI1 Snarwiad
Lok doam Sahn o Mol imkalled
Groap Ma proap Changs pros
T arvputr P e Tucs e wakie Tamper Proges

4. 5 EEURENG, FOEBUZ BT M. 50 [T AR AL b SR B S .
Tamper Protection On - Disable Tamper Protection

Hide details M

Tamper Protection Password Details

CURRENT PASSWORD

Generate New Password

5. #%— T FH R pi&].
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Hi Sophos 42 it fRi# ks, BUA M B B B 1 B R 1R VA

Tamper Protection On { Disable Tamper Protection

Hide details

Generate New Password

TR B R B

Tamper Protectic on sbie Tamper Probecton

6. FUH) Sophos it &, SR% % — F [BEBEZEA].

SOPHOS Status

o Your computer is protected

@ Malware and PUAS @ Web Threals @ Malicious Behavior

0 0 0

O Controlled ltems @ Malicious Traffic @ Exploits

0 0 0

7. TECBR 4, BN C R0 N BB BB o
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Hl Sophos 12 it i ke, BUA th i B 3 B AR 1) B R R VA

i-‘iiii‘iil-i‘l

Pl o i
-~afce

8. 1t [T R IIMEE L, #H 'R Sophos Central 58 #g 3£ 4 /g DL
AT MO HERR ) AZ D7 3, A ] (B REKEE R A (BRI RHE
H (HIPS)] 3£ TH .

SOPHOS vents Settings

| v Owvemide Sophos Central Policy for up to 4 hours to troubleshoot I

Deep learning Runtime Protection

@) Enable deep leaming | @ Ransomware Detection

Safe EI'I:IWSiI'lg
Real Time Scanning
@) Files
@) Internet

@ Exploit Mitigation

@ Natwork Threat Protection

@ Malicious Behavior Detaction (HIPS)

Controls on Users

- e
¢ Cartrols
Computer Controls

Peripheral Control
@ windows Firewall

Application Control
Web Control
Drata Loss Pravention

Tamper Protection
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Hi Sophos 42 it fRi# ks, BUA M B B B 1 B R 1R VA

9. # B i E R 1%, 58 AT Setimage.exe. T K Bh ¥ AT

Setimage.exe.

# E1E Setimage.exe R AT % 1R Sophos FITHRR R E, MR T &
B%.

1. # ZLEUH Sophos Central Admin ¥ B C By # , &5 4% — T~ (B R BeBh
&
Tamper Protectian

2. W& [k [ Sophos Central SRH&IE 4 /MR DUEAT SR HERR ] -2 U7
B

SOPHOS vents Sattings

Override Sophos Central Palicy for up to 4 hours to troubleshoot

3. # B & Sophos 7% iE KRB, 5 2 2% 4 8, SR1B 0 R ooy o
B &\ Sophos iy & .

(LT R LT i-‘-l
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S RGO [ S i) ok B A KR A I P R AR AR 0

L 1E Sophos 7% & T 18 Ji 4 THER 3% € -

0
U

Enable deep leaming Ransomware Detection
Safe Browsing
e coe o Exploit Mitigation
Files
Metwork Threat Protection
Intermat

Malicious Behavior Detection (HIPS)

Cantrale an cares
et b LA 2 B
-

uilel LONMNIrors

9]

Peripheral Coniral

Windows Firewall
Application Control
Web Control

Data Loss Prevention

Tamper Protection

Be AR I 2 S B AR R B B AR AR IR
fili I fir 2 %1 T B as_gddmgr.exe, =% & A %5 f A% 5 B 189 50 22 5 R} % 4% DA
Ji& B BLAT I Bk A Rl A7 B Il A R
FEBRVEMBEENMBREERHSM#EER, BRWUTEE:

1. B N Arcserve UDP X & & N, A% @ L AE & I E R
B A ) ) B BE A B R A I . W TR REAN G I, BE 2 B Y & R
ﬁuuo

2. 1FIEERMGEAF IR . T AEADE A, BE 2 BT AL & R AT .

3. B Ay &R Fon, RIBE N T ¥ dr & LLE R &R A I B Al i
AR R E

as_gddmgr.exe -DataPath Display <%& ¥} i 17 I 4 #% >
T %1 %6 51 & Bl A7 & AE X:\volume b3 — il 3= 2£ {éﬂ%{“‘ :

4. 5 ELJRE DA Bk B ARG A B A A R RN R A A 4
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http://documentation.arcserve.com/Arcserve-UDP/Available/7.0/CHT/Bookshelf_Files/HTML/SolG/default.htm#UDPSolnGuide/udp_add_ds.htm%3FTocPath%3DAdding%2520and%2520Managing%2520Destinations|How%2520to%2520Add%2520a%2520Destination|Add%2520a%2520Destination%2520Using%2520RPS|Add%2520a%2520Data%2520Store|_____0
http://documentation.arcserve.com/Arcserve-UDP/Available/7.0/CHT/Bookshelf_Files/HTML/SolG/default.htm#UDPSolnGuide/udp_add_ds.htm%3FTocPath%3DAdding%2520and%2520Managing%2520Destinations|How%2520to%2520Add%2520a%2520Destination|Add%2520a%2520Destination%2520Using%2520RPS|Add%2520a%2520Data%2520Store|_____0
http://documentation.arcserve.com/Arcserve-UDP/Available/7.0/CHT/Bookshelf_Files/HTML/SolG/default.htm#UDPSolnGuide/udp_stop_ds.htm%3FTocPath%3DAdding%2520and%2520Managing%2520Destinations|How%2520to%2520Manage%2520a%2520Data%2520Store|_____4

5 R I 2 L) B B AR OB A IR I R AR AR A

as_gddmgr.exe -DataPath Add <& k| fi 17 [& 4 7% > -NewDataPath < & ¥} &
B8 >

B R« B e T2 A BT A B ) B A AN AE A R A B AR 1
™ Z i EORH AT 5 7E X:\volume | JiE B I B R R R

5. M EEKEDE 4,

6. & [8] Arcserve UDP 4% & 11 FH & /v 1, 0 i B & B} Gl 47 1% . 0 75 5%
A& A, B 2 B BOE) & OB G AE R

Arcserve'  NFED DATA PROTECTION

Destinations: Reoovery Poinl Sarver appllancetest > appliancetest_dsta_store
e - S & Recivary Maint Seever o]
AR Wiosdas
el waL i P Ed AR Prlia [ Cmad wil Dl bl it Rrabers
Lirnzx Maciup Servr Gooupr
[ ] Stmpped
a Flans
Al s
O data e E Settiegs
Csbinationy ;
Reonsny Foanl Sasrprs . Comgratin Typs Lot
AAdted B Séivi : RS T AES- 384
Shared Foloen Do Do AT data_shd el
Caapd Aooounts Bepwis R wry P L
Aerrale Corsobind RF eatar CoonO il Adiivd Modird m
Focipren Cioad
Dedupdication
(Lt i m ]
Thorage Adiid L") . . vt Fis Pay :_l\.l ..r'-u(h"f.r‘- data_shaied
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http://documentation.arcserve.com/Arcserve-UDP/Available/7.0/CHT/Bookshelf_Files/HTML/SolG/default.htm#UDPSolnGuide/udp_start_ds.htm%3FTocPath%3DAdding%2520and%2520Managing%2520Destinations|How%2520to%2520Manage%2520a%2520Data%2520Store|_____3

ZEH 15 E8

A by TR R BT B el EL At e g e e KR OO T R i B R
R E A Al AR ARl il

A AL R A
PUTTY

= 1588 277



PUTTY

PuTTY
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