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Legal Notice
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Contact Arcserve Support

The Arcserve Support team offers a rich set of resources for resolving your tech-

nical issues and provides easy access to important product information.

Contact Support

With Arcserve Support:

You can get in direct touch with the same library of information that is shared
internally by our Arcserve Support experts. This site provides you with access to
our knowledge-base (KB) documents. From here you easily search for and find
the product-related KB articles which contain field-tested solutions for many
top issues and common problems.

You can use our Live Chat link to instantly launch a real-time conversation
between you and the Arcserve Support team. With Live Chat, you can get imme-
diate answers to your concerns and questions, while still maintaining access to
the product.

You can participate in the Arcserve Global User Community to ask and answer
qguestions, share tips and tricks, discuss best practices and participate in con-
versations with your peers.

You can open a support ticket. By opening a support ticket online, you can
expect a callback from one of our experts in the product area you are inquiring
about.

You can access other helpful resources appropriate for your Arcserve product.


http://www.arcserve.com/support

Arcserve Appliance Return Policy

A valid RMA (Return Material Authorization) number is required to return a product
to Arcserve. Contact the Arcserve Technical Support department to obtain an RMA
number. Refer to arcserve.com/support to contact customer care. Support team

can inform where to send the RMA data.

Returns are subject to a re-stocking fee of 10%. Exceptions are: 1) If an order was
fulfilled incorrectly, Arcserve will accept RMA and provide full credit; 2) If a defect-
ive item is returned within 30 days, Arcserve will accept RMA and provide full
credit; and 3) If there are hardware technical issues that are unresolved by support
after a reasonable period of time to resolve, Arcserve will accept RMA and provide
a hardware swap for a unit of equivalent value.

Information needed for the RMA request:
* Product serial number (located on the back of the appliance)
= Arcserve Order Number
= Partner contact name
= Partner phone number
= Partner Email address
= Customer contact name (if available)
* Phone number (if available)
* Email address (if available)
= Description of problem and any troubleshooting already performed.
= Shipping service requested and shipping address.

The RMA number must be clearly marked on the outside of the packaging. All
RMAs must be shipped using adequate packaging. All RMAs should be shipped
using a reputable carrier that offers package tracking and insurance. Any shipping
damage or lost RMAs is the responsibility of customer.


http://www.arcserve.com/us/support.aspx
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Chapter 1: About Arcserve Appliance Documentation

Arcserve Appliance User Guide helps you understand how to use Arcserve Appli-
ance. To understand about Arcserve Appliance, view Introduction. Rest of the sec-
tions help you install and use Arcserve Appliance.

This section contains the following topics:

LanNgUABE SUPPOI o

Product DOCUMENTatioN .. .. 3

Chapter 1: About Arcserve Appliance Documentation 1



Language Support

Language Support

Documentation is available in English as well as multiple local languages.

A translated product (sometimes referred to as a localized product) includes local

language support for the user interface of the product, online help and other doc-
umentation, as well as local language default settings for date, time, currency, and
number formats.

This release is available in the following languages:
* English
* Chinese (Simplified)
* Chinese (Traditional)
* French
* German
* [talian
= Japanese
* Korean
* Portuguese (Brazil)

* Spanish
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Product Documentation

Product Documentation

For all Arcserve UDP related documentation, click this link for the Arcserve Docu-
mentation.

The Arcserve UDP Knowledge Center consists of the following documentation:

= Arcserve UDP Solutions Guide

Provides detailed information on how to use the Arcserve UDP solution in a
centrally-managed Console environment. This guide includes such information
as how to install and configure the solution, how to protect and restore your
data, how to get reports, and how to manage Arcserve High Availability. Pro-
cedures are centered around use of the Console and includes how to use the
various protection Plans.

= Arcserve UDP Release Notes

Provides high-level description of the major features, system requirements,
known issues, documentation issues, and limitations of Arcserve Unified Data
Protection.

* Arcserve UDP Agent for Windows User Guide

Provides detailed information on how to use Arcserve UDP Agent in a Windows
operating system. This guide includes such information as how to install and
configure the agent and how to protect and restore your Windows nodes.

* Arcserve UDP Agent for Linux User Guide

Provides detailed information on how to use Arcserve UDP Agent in a Linux
operating system. This guide includes such information as how to install and
configure the agent and how to protect and restore your Linux nodes.

Chapter 1: About Arcserve Appliance Documentation 3
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Chapter 2: Introducing the Arcserve Appliance

This section contains the following topics:

Introduction

Safety Precautions

What is Included in the Box

What is Not Included in the Box

Available Models
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Infroduction

Introduction

Arcserve Appliance is the first complete and most cost-effective data protection
appliance, featuring Assured Recovery™. Each Arcserve Appliance is a self-con-
tained, "set and forget" backup and recovery solution. Architected with cloud-nat-
ive capabilities, its unmatched ease of deployment and usability combine with a
broad set of features such as global source-based deduplication, multi-site rep-
lication, tape support, and automated data recovery capabilities. The Arcserve
Appliance delivers unmatched operational agility and efficiency, and truly simplifies
disaster recovery activities.

Arcserve Appliance is fully integrated with the industry-leading Arcserve Unified
Data Protection software pre-installed in state-of-the art hardware. The appliance
provides a complete and integrated data protection solution for all users to not
only meet your current demands, but also the ever-changing backup, archive, and
disaster recovery (DR) requirements of the future.

The following software are pre-installed in the Arcserve Appliance:
* Arcserve UDP
* Arcserve Unified Data Protection Agent for Linux
* Arcserve Backup

Arcserve Appliance is defined with Hardware Warranty. Please visit arc-
serve.com/arcserve-appliance-warranty for detailed information about this war-

ranty.
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Arcserve Unified Data Protection

The Arcserve UDP software is a comprehensive solution to protect complex IT envir-
onments. The solution protects your data residing in various types of nodes such as
Windows, Linux, and virtual machines on VMware ESX Servers or Microsoft Hyper-V
Servers. You can back up data to either a local machine or a recovery point Server.
A recovery point Server is a central Server where backups from multiple sources are
stored.

For more information about supported operating systems, see Compatibility
Matrix.

Arcserve UDP provides the following capabilities:

* Back up the data to deduplication/non-deduplication data stores on recovery
point Servers

* Back up recovery points to tape, using integration with Arcserve Backup (which
is also included within the appliance)

* Create virtual standby machines from backup data

* Replicate backup data to recovery point Servers and remote recovery point
Servers

* Restore backup data and performs Bare Metal Recovery (BMR)
* Copy selected data backup files to a secondary backup location

» Configure and manage Arcserve Full System High Availability (HA) for critical
Servers in your environment

Arcserve UDP replicates backup data that is saved as recovery points from one
Server to another recovery point Server. You can also create virtual machines from
the backup data that can act as standby machines when the source node fails. The
standby virtual machine is created by converting recovery points to VMware ESX or
Microsoft Hyper-V virtual machine format.

The Arcserve UDP solution provides integration with Arcserve High Availability.
After you create scenarios in Arcserve High Availability, you can then manage and
monitor your scenarios and perform operations like adding or deleting destination
machines.

For more information, see Arcserve UDP Solution Guide.
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Arcserve Unified Data Protection Agent for Linux

Arcserve Unified Data Protection Agent for Linux is a disk-based backup product
that is designed for Linux operating systems. It provides a fast, simple, and reliable
way to protect and recover critical business information. Arcserve Unified Data Pro-
tection Agent for Linux tracks changes on a node at the block level and then backs
up only those changed blocks in an incremental process. As a result, it lets you per-
form frequent backups, reducing the size of each incremental backup (and the
backup window) and providing a more up-to-date backup. Arcserve Unified Data
Protection Agent for Linux also provides the capability to restore files or folders and
perform a bare metal recovery (BMR) from a single backup. You can store the
backup information either on a Network File System (NFS) share or in the Common
Internet File System (CIFS) share, in the backup source node.

The latest version of Arcserve Unified Data Protection Agent for Linux is pre-
installed in a virtual machine within the appliance. This virtual machine becomes
the Linux Backup Server. Arcserve Unified Data Protection Agent for Linux is
installed at the default installation path in the Arcserve Appliance.

When you open the Console, the Linux Backup Server is already added to the Con-
sole. The native host name of the Linux Backup Server is Linux-BackupSvr. However,
on the Console, the Linux Backup Server adopts the host name of the Appliance
with port 8018 configuration. The Linux Backup Server works behind NAT through
port direction. The Linux Backup Server uses port 8018 to communicate and trans-
fer data in the Arcserve Appliance.

Note: For more information about creating backup plans and restoring Linux
machines, see Arcserve UDP Agent for Linux User Guide.

The Linux Backup Server uses the following default login information:
= Username —root
* Password — Arcserve

Note: We recommend to change the default password.
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Arcserve Backup

Arcserve Backup is a high-performance data protection solution that addresses the
needs of businesses with heterogeneous environments. It provides flexible backup
and restore performance, easy administration, broad device compatibility, and reli-
ability. It helps you to maximize your data storage abilities that lets you customize
your data protection strategies based on your storage requirements. In addition,
the flexible user interface allows advanced configurations and provides a cost-
effective way for users at all levels of technical expertise to deploy and maintain an
extensive range of agents and options.

Arcserve Backup delivers comprehensive data protection for distributed envir-
onments and provides virus-free backup and restore operations. An extensive set
of options and agents extends data protection throughout the enterprise and deliv-
ers enhanced functionality, including online hot backup and restore of application
and data files, advanced device and media management, and disaster recovery.

Arcserve Appliance includes integration with Arcserve Backup for performing a
backup to tape. Arcserve Backup is installed at "C:\Program Files (x86)\Arcserve" on
your computer after you run InstallASBU.bat. The components installed in the Arc-
serve Appliance lets you back up the destination of Arcserve UDP to a tape. For
more information about supported operating systems, see Compatibility Matrix.

You can download the full installation package of Arcserve Backup from Arcserve
website to install other components. For details, refer to Arcserve Backup doc-
umentation.

Arcserve Backup Server uses the following default login information:
* Username -- caroot

= Password -- Arcserve

Chapter 2: Introducing the Arcserve Appliance ¢
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Arcserve Continuous Availability

Arcserve Continuous Availability is a solution based on asynchronous real-time rep-
lication and automated application switchover and switchback to provide cost-
effective business continuity for virtual environments on Windows Servers. For
more information about supported operating systems, see Compatibility Matrix.

Arcserve Continuous Availability lets you replicate data to a local or remote Server,
helping you to recover that data if you face a Server crash or site disaster. You may
switch your users to the replica Server manually or automatically if you have
licensed High Availability.

Note: Arcserve Continuous Availability is not pre-installed in the Appliance. For
more information about how to install and configure Arcserve Continuous Avail-
ability, see Installation Guide.
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Safety Precautions

Safety Precautions

For your safety, please read and follow all instructions before attempting to
unpack, connect, install, power on, or operate an Arcserve Appliance. Failure to
adhere to the safety precautions can result in personal injury, equipment damage,
or malfunction.

For more information about the safety precautions, see the Safety Precautions
Appendix.
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What is Included in the Box

What is Included in the Box

The section describes what is included in the box of following Appliance series:
= 8000 Series
= 9000 Series

= X Series
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What is Included in the Box

What is Included in the Box of Appliance 8000 Series

The following items are included in the box:
* Arcserve Appliance (serial number label is located on rear side of appliance)

* Power cable: 1

Network Cables: 1 red, 1 blue (3-feet long each)

* IPMI port cable: 1 (7-feet long)

* Rail/Rack Mounting Kit that contains the following:
» 2 quick-install outer rails
* 2 inner rail extensions
* 3 rail adapters (standard rail mounting only)
» Other associated hardware as required

* Arcserve faceplate

* Microsoft Client Access License

Note: Inspect the box that the appliance was shipped in and ensure that no items
are missing from the box and that there are no visible signs of damage. If any items
are missing or damaged, retain all packaging materials and contact Arcserve Sup-

port.

Chapter 2: Introducing the Arcserve Appliance 13


https://www.arcserve.com/support
https://www.arcserve.com/support

What is Included in the Box

What is Included in the Box of Appliance 9000 Series

Arcserve Appliance 9000 series contains two boxes: One for 9012, 9024, 9048 and
other for 9072DR-9504DR. Below list provides included items in both the boxes.

The following items are included in the 9012, 9024, 9048 Accessory box:
* BEZEL,1U Box, CUS 14G BEZEL ASSEMBLY, LCD, AR, (380-7406)
* QUICK START GUIDE, ARCSERVE, READ ME FIRST SHEET ARCSERVE APPLIANCE
* HARDWARE INSTALLATION GUIDE ARCSERVE DELL R440
* CABLE, FLEXBOOT,CAT6,NETWORK,3FT,RED
« CABLE, FLEXBOOT,CAT6,NETWORK,3FT,BLUE
* CABLE, FLEXBOOT,CAT6,NETWORK,7FT,BLACK
» Dell Safety, Environment, Regulatory book
= US Power cords (2x)a

Note: Inspect the box that the appliance was shipped in and ensure that no items
are missing from the box and that there are no visible signs of damage. If any items
are missing or damaged, retain all packaging materials and contact Arcserve Sup-

port.
The following items are included in the 9072DR-9504DR Accessory box with a Rack

Rail kit:
= BEZEL, 2U Box, CUS 14G BEZEL ASSEMBLY, LCD, AR, (380-7405)

= QUICK START GUIDE, ARCSERVE, READ ME FIRST SHEET ARCSERVE
APPLIANCE

= HARDWARE INSTALLATION GUIDE ARCSERVE DELL R740

= CABLE, FLEXBOOT,CAT6,NETWORK,3FT,RED

= CABLE, FLEXBOOT,CAT6,NETWORK,3FT,BLUE

= CABLE, FLEXBOOT,CAT6,NETWORK,7FT,BLACK

= CABLE ASSMBLY, MINI-SAS, EXTERNAL, SFF-8088 TO SFF-8644, 1M
= Dell Safety, Environment, Regulatory book

= US Power cords (2x)

What is Included in the Box of Appliance X Series

Arcserve Appliance X series contains the following items:
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What is Included in the Box

= Appliance X Series Compute Node:

*

»*

MICROSOFT
WIN SVR EMB STD 2019 16-CORE

Compute Node Accessory box:

*

»*

Windows 4-Core Expansion Licenses (gty 10)
HARDWARE SETUP GUIDE, ARCSERVE R740

QUICK START GUIDE, ARCSERVE, READ ME FIRST SHEET UDP
APPLIANCE

ASSEMBLY, ARCSERVE SOPHOS 2U BEZEL WITH 2 COLOR BUBBLE
BADGE

Dell Safety Documentation
Power Cords (qty 2) US or Country Specific, if ordered
Rack Mount Slide Rail Kit
Cable Management Arm
Optional components, if ordered:
= SFPs
= SAS cable
* DAC cable

Note: The following will be attached to the front of the Array: Arcserve
ME4084 painted bezel and bubble badge assembly.

= Appliance X series Storage Node

The 5U storage system box includes the following:

»*

-

Documentation

5U storage appliance enclosure

Two power cables

Separately packaged disk drives (5U enclosure only)

Fibre Channel or iSCSI SFP+ transceivers or cables (one per host port)
Host cables (1 per controller module host port)

Expansion cables (1 per expansion module)

Optional enclosure bezel set with key (1 per 5U enclosure)

Appropriate rackmount kit for 5U storage system enclosure
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What is Included in the Box

ME4084 Accessory boxes:
+ HARDWARE SETUP GUIDE, ARCSERVE ME4084
+ Rack Mount Slide Rail Set
+ C19to C20, PDU Style, 2.5M Power Cord (qty 2)
+ Serial Cable
+ 12Gb HD-Mini to HD-Mini SAS Cable, 2M (qty 4)
+ Storage Array Regulatory Info doc
+ Setting Up Your Storage Array doc
+ Safety and Environmental Info doc
+ Bezel Removal Wrench
+ Unused drive number labels

Note: The Hard Drives are in a separate box under the Array.

Note: Inspect the box that the appliance was shipped in and ensure that no items
are missing from the box and that there are no visible signs of damage. If any items
are missing or damaged, retain all packaging materials and contact Arcserve Sup-

port.
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What is Not Included in the Box

What is Not Included in the Box

The following items are not included in the box and may be needed for installation
and configuration of the appliance:

= Monitor
» Keyboard

» External Storage Device (if needed)
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Available Models

Available Models

The Arcserve Appliance 7000 series, 8000 series and 9000 series are available in a
variety of different models designed to meet your specific needs:

* Models 7100 - 7300v

* Models 7400 - 7600v

* Models 8100 - 8400

* Models 9012 - 9504 DR

= Model X Series
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Available Models

Models 7100-7300v

Arcserve Appliance Models 7100 - 7300v

Arcserve Appliance 7000 Series Specifications

Appliance
7100 7200 7200V 7300 7300V

Model

Backup Storage Capacity
Raw Storage capa-

. 3TB 6TB 6TB 9TB 9TB
city*
Usable backup

. 2.87TB 5.8TB 5.8TB 8.8TB 8.8TB
capacity**
Protected (source
. Upto8TB [(Uptol1l7TB Uptol7TB |Upto26TB [Upto26TB

data) capacity***

Standard Features

Unified management console, global deduplication, block level infinite incremental
backups, compression, encryption, WAN optimized replication, advanced virtualization
support, agentless backup, remote virtual standby, tape support, application consistent
backups, granular restore, unified reporting and dashboard.

On-Appliance Vir-

N/A
tual Standby /

N/A Up to 3 VMs [N/A Up to 3 VMs

Warranty and Technical Specifications

Full System Depot
Warranty

3 Years

Physical Dimen-
sions

(HxWxDin
Inches)

1.7" x17.2" x 25.6" (1U - 19" Rack Mount rails provided)

Remote man-
agement and net-
. 1xIPMI & 2 x 1 GbE (RJ45)
work interface
ports

Hard Disk type
and RAID con-

figuration

4 x1TBSAS
(RAID 5)

4 x 2 TBSAS
(RAID 5)

4 x2TBSAS
(RAID 5)

4 x3 TB SAS
(RAID 5)

4 x3 TB SAS
(RAID 5)

External Tape
Backup Con-
nectivity (SAS,
SATA, FC)

1 x PASS

16 GB 16 GB

Total system RAM

32GB

32GB

48 GB

SSD drive

120 GB SSD

120 GB SSD

120 GB SSD

240 GB SSD

240 GB SSD
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Available Models

(For dedu-
plication hash
tables)

Maximum weight
(Ibs)

41 Ibs

Power Supplies

(Single or redund-
ant)

1 x 600W

Power con-
sumption

(Watts @ idle/-
load/startup)

93/116/143

122/164/143

125/167/145

125/167/145

129/188/152

AC voltage & fre-
guency range

100 - 240v

Ampere rating

7.5 Amp Max

VMs.

schedule, and more.

*1 TB = 1,000,000,000,000 bytes.

** On "V" models, space available for backup is reduced by the size of virtual standby

***Estimated capacity assuming a typical 3:1 deduplication and compression ratio.
Actual backup capacity may vary significantly, based upon data type, backup type,
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Available Models

Models 7400-7600v

Arcserve Appliance Models 7400 - 7600v

Arcserve Appliance 7000 Series Specifications

Appliance Model |7400 7400V 7500 7500V (7600 7600V
Backup Storage Capacity
Raw Storage capa-
city* 16 TB 16 TB 20TB 20TB 30TB 30TB
Usable backup
. 15.8TB 15.8TB 19.8TB 19.8TB 29.8TB 29.8TB
capacity**
Protected (source |[Up to 46 Upto58 |Upto58 |Upto90 ([Upto90
. Upto 46 TB
data) capacity*** |TB B B TB TB

Standard Features

Unified management console, global deduplication, block level infinite incremental backups,
compression, encryption, WAN optimized replication, advanced virtualization support,
agentless backup, remote virtual standby, tape support, application consistent backups,
granular restore, unified reporting and dashboard.

Warranty

On-Appliance Vir- Upto9 Upto 12
PP N/A Upto6VMs |N/A P N/A P
tual Standby VMs VMs
Warranty and Technical Specifications
Full System Depot
Y P 3 Years

Physical Dimen-
sions

(HxWxDin
Inches)

3.5"x17.2" x 25.6" (2U - 19" Rack Mount rails provided)

Remote man-
agement and net-
work interface
ports

1 xIPMI & 2 x 1 GbE (RJ45) and 4 x 1GbE (RJ45). Optional 2 x 10Gb

10x2TB 10 x 2 TB SAS 12x2TB (12x2TB |12x3TB |12x3TB
i X
Hard Disk type and |, ¢ SAS SAS SAS SAS
RAID configuration (RAID 6)
(RAID 6) (RAID6) |(RAID6) |(RAID6) |(RAID 6)
External Tape
Backup Con-
.. 1 x PASS
nectivity (SAS,
SATA, FC)
Total system RAM |64 GB 96 GB 64 GB 96 GB 128 GB 192 GB
. 240 GB 480 GB 480 GB 480 GB 480 GB
SSD drive 240 GB SSD
SSD SSD SSD SSD SSD
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(For deduplication
hash tables)

Maximum weight

(Ibs) 52 lbs
Power Supplies
(Single or redund- 2 x 920w
ant)
Power con-
sumption 208/257/ |208/257/ 208/257/ |208/257/ |240/296/ |240/296/
(Watts @ idle/- 358 358 358 358 369 369
load/startup)
AC voltage & fre-
100 - 240v
guency range
Ampere rating 11 Amp Max

more.

*1 TB =1,000,000,000,000 bytes.

** 0On "V" models, space available for backup is reduced by the size of virtual standby VMs.

***Estimated capacity assuming a typical 3:1 deduplication and compression ratio. Actual
backup capacity may vary significantly, based upon data type, backup type, schedule, and
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Available Models

Models 8100-8400

Arcserve Appliance Models 8100 - 8400

Arcserve Appliance 8000 Series Specifications
Appliance
UDP 8100 | UDP 8200 UDP 8300 UDP 8400
Model
Source
12TB-18TB | 24TB-36TB 48TB-128TB 96TB-240TB
Backup*
System RAM 32GB 32GB 64GB 128GB
Max RAM** 64GB/96GB/160GB |96GB/128GB/192GB|160GB/192GB/256GB
SSD drive 120GB SSD | 200GB SSD 480GB SSD 1.2TB SSD
E5-2609 V4,|E5-2620 V4,
E5-2640 V4, 10- |E5-2650 V4, 12-CORE,
Processor 8-CORE, [8-CORE, 2.1
CORE, 2.4GHZ 2.2GHZ
1.7GHzZ GHZ
RAID Card 9361-4i 9361-8i
RAID Con- . .
] ] RAID-5 with BBU RAID-6 with BBU
figuration
Drive Bays 4 12
6x 4TB SAS 12G 6x 8TB SAS 12G
7x 4TB SAS 12G 7x 8TB SAS 12G
3X2TBSAS| 3x4TBSAS | g, 4TBSAS 12G| 8x 8TB SAS 12G
12G 12G
Drives 9x 4TB SAS 12G 9x 8TB SAS 12G
4x 2TB SAS| 4x 4TB SAS
12G 12G 10x 4TB SAS 12G| 10x 8TB SAS 12G
11x 4TB SAS 12G| 11x 8TB SAS 12G
12x 4TB SAS 12G| 12x 8TB SAS 12G
DIMMs / Max 4x 16GB DDR4- |4x 32GB DDR4-2400/
4x 8GB DDR4-2400/ 8
DIMMs 2400/ 8 8
Cards LSI SAS9200-8E
Power Sup- | 2x hot swap redundant |Two x 920W hot swap redundant high-effi-
plies 500W AC Platinum |ciency AC power supply, Platinum Level

*Estimated capacity assuming a typical 3:1 deduplication & compression ratio.
Actual backup capacity may vary significantly, based upon data type, backup type,
backup schedule, etc.

**Arcserve Appliance has additional RAM in order to host Virtual Standby / Instant
VM recovery on the appliances. VM memory allocation should be sized based on
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Available Models

guest OS workload. Arcserve also provides the option to add additional RAM to the
standard appliance configuration based on customer needs.

Models 9012 - 9504DR

Arcserve Appliance Models 9012 - 9504DR

Arcserve Appliance 9000 Series Specifications
Appliance |901|902(904( 9072-| 9096-| 9144-| 9192-| 9240-| 9288-| 9360- 9504DR
Model 21 4| 8 DR DR DR DR DR DR DR
Usable 4 |8 |16 120
24TB|32TB|48TB |64 TB|80TB|96 TB 168 TB
capacity TB|TB | TB TB
Source 12 (24 |48 144 | 192 | 240 | 288 | 360
72TB|96 TB 504 TB
Backup TB|TB | TB TB TB TB TB TB
System | 6x8GB (48 12x32
Y 12 x 16 GB (192 GB) GB (384
RAM GB)
GB)
768 GB
Max RAM | 176 GB / 10 576 GB / 24 DIMMS / 24
/ DIMMS DIMMS
DIMMS
SSD drive | 480GB SSD 2x1.9TBSSD (RAID1)
Intel Xeon Sil-
ver 4108, 8- .
Processor Intel Xeon Silver 4114, 10-CORE, 2.2 GHz
CORE, 1.8
GHz
N f
umber o 1 5
Processors
PERC H730P
Low Profile,
RAID Card | adaptor, 2 PERC H730P, MiniCard, 2 GB NV Cache
GB NV Cache
RAID -
AID Con- | p s RAID-6
figuration
Drive Bays 4 16
E?tpans'on NA 11 110 8 | 6| 4| 6 | 4| Na
RAID 2 NA 6
3x|3x|3x
. 5x8 | 6x8 | 8x8[10x8|12x8| 10x | 12x [16x12
Drives 2 |14 |8
B B B TB TB [(12TB|12TB B
TB [ TB | TB
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Availab

le Models

Broad-
com
5720 QP
1Gb SAS
On-Board
12Gbps
Broadcom
Base PCle 5720 Dual Broadcom 5720 QP 1Gb Network Daughter Card| HBA
Cards SAS 12Gbps HBA External Controller External
Port 1Gb
Dual
LOM
Port
10G
Base-T
Copper
SAS 12Gbps
HBA External
Controller
Dual-
Broadcom Port
5719 Quad-
Qu Dual-Port 10G Copper 10G
PCle Cards | Port 1G NIC SFP+
Fact Dual-Port 10G SFP+
( ac. ory Dual-Port uak-ror Dual-
Option) ua
10G Copper Dual-Port FC 16G HBA Port FC
Dual-Port 16G
10G SFP+ HBA
Dual-Port FC
16G HBA
Dual, Hot-
Plug, Redund-
Power Sup-
lies ant Power | Dual, Hot-Plug, Redundant Power Supply (1+1), 750 W
P Supply (1+1),
550 W
iDRAC 1
Enterprise
Model X Series
Arcserve Appliance Model X Series
Arcserve Appliance X Series Specifications
Appliance Model X1000DR| X1500DR | X2000DR| X2500DR| X3000DR
Effective Capacity (TB)! 1,056 1,584 2,112 2,640 3,168
Maximum Effective Capa-
. . . . 3,168
city with Expansion Kits
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Available Models

(TB)?

schedule, and so on.

Note: Effective capacity takes global source deduplication into account and is
approximately 3x the usable capacity of the HDDs and does not include SSDs. The
actual backup capacity may vary based on factors such as data types, backup type,

Disk Imaging and Disaster
Recovery Software

Arcserve UDP Premium Edition included

Tape Integration Software

Arcserve Backup included

Cybersecurity Software

Sophos Intercept X Advanced for Server included

Continuous Availability with
Automated Failover

Arcserve Continuous Availability optional

Optional Cloud Backup and
Disaster Recovery Add-on

Arcserve UDP Cloud Hybrid Secured by Sophos

Compute Node

Dual Intel Xeon Gold 6258R 2.7G, 28C/56T, 10.4GT/s,

CPU

38.5M Cache, Turbo, HT (205W)
Default RAM 1,024 GB (16 x 64) DDR4-3200 RDIMM
Max RAM 2,048 GB
DIMM Slots 24
NVMe SSD 2 x 1.6TB (RAID-1) and 6 x 4TB (RAID-5)
Drive Bays 24x 2.5” Enterprise NVMe SSD

SAS 12Gbps HBA External

16Gb Fibre Channel HBA

2x Included

Controller
Intel X550 Quad Port 10G

Included
Base-T Adapter
Broadcom 57414 Dual Port Ootional
25Gb SFP28 Adapter P
Intel X710 Dual Port 10G Optional
SFP+ FC Adapter P

Logic 2692 Dual Port

Qloei ! Optional

Remote Hardware Man-
agement

iDRAC Enterprise Included

Power Supplies

Dual, Hot-plug, Redundant Power Supply (1+1),
1100W

Heat Dissipation

4100 BTU/hr

Weight

75lbs (34kg)

Form Factor

2U

In-rack Dimensions
(excludes bezel, front
panel, and power supply

26.7" x17.1” x3.4” (67.9 cm x 43.4 cm x 8.7cm)
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Available Models

handles)

Outer Dimensions (includes
bezel, front panel, and
power supply handles)

29.6” x 19.0” x 3.4” (75.1 cm x 48.2 cm x 8.7cm)

Packaging Dimensions

38” x 26" x 12” (97cm x 66cm x 30cm)

Storage Node

afli)TDB SAS 12G Hot-Plug )8 42 c6 20 84
Minimum Usable Capacity 352 528 704 880 1056
Linear Expansion Capabilit

with Optti))naI Kits i ' v v v v

RAID Level RAID-ADAPT

RAID Controller Dual 8-port SAS 12Gb Controller
Hot-spare space on HDDs Up to 64 TB

Power Supplies Dual, Redundant (1+1), 2200W

Heat Dissipation 7507 BTU

Weight From 141lbs (64kg) to 298Ibs (135kg)
Form Factor 5U

Outer Dimensions (includes
bezel, front panel, and
power supply handles)

38.31” x 19.01” x 8.75” (97.47cm x 48.30cm X
22.23cm)
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Controls and Indicators

Controls and Indicators

The Arcserve Appliance contains several controls and indicators (LEDs) on the front
and rear panels and on each drive carrier. These controls and indicators provide the
capability to control various functions and a quick-view reference of the status of
the appliance and components:

= Front Panel 7100-7300v

* Front Panel 7400-7600v

= Front Panel 8100-8200

= Front Panel 8300-8400

* Front Panel 9012-9048

= Front Panel 9072DR-9504DR

= Rear Panel 7100-7300v

= Rear Panel 7400-7600v

= Rear Panel 8100-8200

* Rear Panel 8300-8400

= Rear Panel 9012-9048

= Rear Panel 9072DR-9504DR
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Controls and Indicators

Front Panel 7100-7300v

The front panel of the Arcserve Appliance contains control panel buttons, control
panel LEDs, and drive carrier LEDs. The following table describes these items.

e

Number [Control / Indicator |[Description
Used to turn on and off power from the power supply
to the appliance components. When turning off the
power, the main power is turned off but standby

1 Power button . . .
power is still supplied. Therefore, to ensure power is
completely removed from the appliance, unplug the
power supply cable before performing maintenance.

2 Reset button Used to reboot the appliance.
Solid Green: Indicates that the power is being supplied
to the power supply of the appliance.

3 Power LED
This LED should normally be on when the appliance is
operating.

. o Blinking Amber: Indicates activity on at least one of the

4 Device Activity LED .
hard drives.

s Network Interface Card(Blinking Amber: Indicates network activity on Network

(NIC1) LED 1 (ETHO Port).
" Network Interface Card|Blinking Amber: Indicates network activity on Network
(NIC2) LED 2 (ETH1 Port).

[+]
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Controls and Indicators

Continuously on and Red: An overheat condition has
occurred. (This can be caused due to cable congestion.)

*Blinking Red - Fast (1 second): Fan Failure. Check for
an inoperative fan.

*Blinking Red - Slow (4 seconds): Power Failure. Check

Latch

7 Information LED . .
for an inoperative power supply.
Solid Blue: Local UID has been activated. Use this func-
tion to locate the Server in a rack environment.
Blinking Blue: Remote UID has been activated. Use this
function to locate the Server from a remote location.
Used to turn on or off the Universal Information LED
8 Unit Identifier (UID) (blue) on both the front and rear appliance panels.
button When the blue LED is on, the appliance can be easily
located in a rack (from either the front or the back).
Blinking Green: Indicates activity on the correspondin
9 Hard Drive (HDD) LED | & Y ponding
drive.
*Solid Red: Indicates failure of the corresponding hard
drive.
With the Arcserve Appliance, if one hard drive fails, the
rest of the drives will kick in immediately to ensure no
10 Hard Drive (HDD) LED |data is lost and the appliance continues to work nor-
mally. Therefore, to guard against any problems asso-
ciated with multiple hard drive failures, it is important
to replace a hard drive as soon as possible to minimize
potential loss of data.
11 Hard Drive (HDD) Latch|Used to unlock and remove the hard drive.
Solid State Drive (SSD
12 (SSD) *Solid Red: Indicates drive failure.
LED
13 Solid State Drive (SSD) |Solid Green: Indicates drive activity.
LED Blinking Green: Indicates the drive is being accessed.
Solid State Drive (SSD
14 (SSD) Used to unlock and remove the SSD drive.

*Any Solid or Blinking Red light indicates some kind of failure. To quickly resolve this issue,

contact Arcserve Support.
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Controls and Indicators

Front Panel 7400-7600v

The front panel of the Arcserve Appliance contains control panel buttons, control panel

LEDs, and drive carrier LEDs. The following table describes these items.

Number |Control/Indicator |Description
Used to turn on and off power from the power supply to
the appliance components. When turning off the power,
the main power is turned off but standby power is still sup-

1 Power button ] )
plied. Therefore, to ensure power is completely removed
from the appliance, unplug the power supply cable before
performing maintenance.

2 Reset button Used to reboot the appliance.
Solid Green: Indicates that the power is being supplied to
the power supply of the appliance.

3 Power LED
This LED should normally be on when the appliance is oper-
ating.

. o Blinking Amber: Indicates activity on at least one of the

4 Device Activity LED .
hard drives.

s Network Interface  [Blinking Amber: Indicates network activity on Network 1

Card (NIC1) LED (ETHO Port).
6 Network Interface  [Blinking Amber: Indicates network activity on Network 2
Card (NIC2) LED (ETH1 Port).
7 Information LED Continuously on and Red: An overheat condition has
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Controls and Indicators

occurred. (This can be caused due to cable congestion.)

*Blinking Red - Fast (1 second): Fan Failure. Check for an
inoperative fan.

*Blinking Red - Slow (4 seconds): Power Failure. Check for
an inoperative power supply.

Solid Blue: Local UID has been activated. Use this function
to locate the Server in a rack environment.

Blinking Blue: Remote UID has been activated. Use this
function to locate the Server from a remote location.

Power Fail

Indicates a power supply module has failed.

Hard Drive (HDD) LED

Blinking Green: Indicates activity on the corresponding
drive.

10

Hard Drive (HDD) LED

*Solid Red: Indicates failure of the corresponding hard
drive.

With the Arcserve Appliance, if one hard drive fails, the rest
of the drives will kick in immediately to ensure no data is
lost and the appliance continues to work normally. There-
fore, to guard against any problems associated with mul-
tiple hard drive failures, it is important to replace a hard
drive as soon as possible to minimize potential loss of data.

11

Hard Drive (HDD)
Latch

Used to unlock and remove the hard drive.

*Any Solid or Blinking Red light indicates some kind of failure. To quickly resolve this issue,

contact Arcserve Support.
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Controls and Indicators

Front Panel 8100-8200

The front panel of the Arcserve Appliance 8100-8200 contains control panel but-
tons, control panel LEDs, and drive carrier LEDs. The following table describes these

items:

arcserver

HDD Latch

Unit ID Button

Multi-function LED J NIC2 LED HDD LED Reset Button

A
© © NICTLED  Power LED

Blue LED Red LED
System identification  System alert
indicator indicator

Control/Indicator

Description

I/O Power button

Used to turn on and off power from the power supply to the appli-
ance components. When turning off the power, the main power is
turned off but standby power is still supplied. Therefore, to ensure
that power is completely removed from the appliance, unplug the
power supply cable before performing maintenance.

Reset button

Used to reboot the appliance.

Solid Green: Indicates that the power is being supplied to the power

Power LED supply of the appliance.
This LED should normally be on when the appliance is operating.
HDD LED Blinking Amber: Indicates activity on at least one of the hard drives.

Network Interface
Card (NIC1) LED

Blinking Amber: Indicates network activity on Network 1 (ETHO Port).

Network Interface
Card (NIC2) LED

Blinking Amber: Indicates network activity on Network 2 (ETH1 Port).

Information LED

Continuously on and Red: An overheat condition has occurred.

Note: A cable congestion may cause this situation.
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*Blinking Red - Fast (1 second): Fan Failure. Check for an inoperative
fan.

*Blinking Red - Slow (4 seconds): Power Failure. Check for an inop-
erative power supply.

Solid Blue: Local UID is activated. Use this function to locate the
Server in a rack environment.

Blinking Blue: Remote UID is activated. Use this function to locate the
Server from a remote location.

Unit Identifier (UID)
button

Used to turn on or off the Universal Information LED (blue) on both
the front and rear appliance panels.

When the blue LED is on, the appliance can be easily located in a rack
(from either the front or the back).

Hard Drive (HDD) LED

Blinking Green: Indicates activity on the corresponding drive.

Hard Drive (HDD) LED

*Solid Red: Indicates failure of the corresponding hard drive.

With the Arcserve Appliance, if one hard drive fails, the rest of the
drives will kick in immediately to ensure no data is lost and the appli-
ance continues to work normally. Therefore, to guard against any
problems associated with multiple hard drive failures, it is important
to replace a hard drive as soon as possible to minimize potential loss
of data.

Hard Drive (HDD)
Latch

Used to unlock and remove the hard drive.

Solid State Drive

*Solid Red: Indicates drive failure.

(SSD) LED
Solid State Drive Solid Green: Indicates drive activity.
(SSD) LED Blinking Green: Indicates the drive is being accessed.

Solid State Drive
(SSD) Latch

Used to unlock and remove the SSD drive.

*Any Solid or Blinking Red light indicates some kind of failure. To quickly resolve this issue,

contact Arcserve Support.
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Controls and Indicators

Front Panel 8300-8400

The front panel of the Arcserve Appliance 8300-8400 contains control panel but-
tons, control panel LEDs, and drive carrier LEDs. The following table describes these
items:

‘*vefr g

i

=

-

'_.

See detall lustration snd dhart below for front pansl Information

Power Button —@ HDD Latch

Reset Button —— 4

RESET
Power LED — 300 :“@': D BB HDD Activity LED

NIC2 Activity LED —— 30 % %.n— MIC1 Activity LED
Power Failure LED — 30 (L:E. t' BB Informational LED

This LED alerts the operator of several states, as noted in the chart below.

Continuously on 2nd red An averhigat condtlon has cocurmed.(May be due to
i cable congestion.)

Blinking red [1Hz) Fan fallure, chieck for Inoperative fan
Blinking red {225 Hz) Power fallure, chieck for 2 non-operational power supply

Solid Blue Local D has baen activatad. Usa this functlon to locate
: the server In 3 rack mount envronment.

Elinking Blue Remaota LID Is on. Use this function to 1dantify the sarver
i from a remote location.

Control/Indicator |Description

Used to turn on and off power from the power supply to the appli-
ance components. When turning off the power, the main power is
Power button turned off but standby power is still supplied. Therefore, to ensure
power is completely removed from the appliance, unplug the power
supply cable before performing maintenance.

Reset button Used to reboot the appliance.

Solid Green: Indicates that the power is being supplied to the power
Power LED supply of the appliance.
This LED should normally be on when the appliance is operating.
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Network Interface
Card (NIC1) LED

Blinking Amber: Indicates network activity on Network 1 (ETHO Port).

Network Interface
Card (NIC2) LED

Blinking Amber: Indicates network activity on Network 2 (ETH1 Port).

Information LED

Continuously on and Red: An overheat condition has occurred. (This
can be caused due to cable congestion.)

*Blinking Red - Fast (1 second): Fan Failure. Check for an inoperative
fan.

*Blinking Red - Slow (4 seconds): Power Failure. Check for an inop-
erative power supply.

Solid Blue: Local UID has been activated. Use this function to locate
the Server in a rack environment.

Blinking Blue: Remote UID has been activated. Use this function to
locate the Server from a remote location.

Power Failure LED

Indicates a power supply module has failed.

Hard Drive (HDD) LED

Blinking Green: Indicates activity on the corresponding drive.

Hard Drive (HDD) LED

*Solid Red: Indicates failure of the corresponding hard drive.

With the Arcserve Appliance, if one hard drive fails, the rest of the
drives will kick in immediately to ensure no data is lost and the appli-
ance continues to work normally. Therefore, to guard against any
problems associated with multiple hard drive failures, it is important
to replace a hard drive as soon as possible to minimize potential loss
of data.

Hard Drive (HDD)
Latch

Used to unlock and remove the hard drive.

*Any Solid or Blinking Red light indicates some kind of failure. To quickly resolve this issue,

contact Arcserve Support.

Front Panel 9012-9048

The front panel of the Arcserve Appliance contains control panel buttons, control
panel LEDs, and drive carrier LEDs. The following table describes these items:

Number |Control / Indicator Icon Description
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Left control panel

NA

Contains the system health and system ID,
status LED, and the iDRAC Quick Sync 2
(wireless) indicator.

NOTE: The iDRAC Quick Sync 2 indicator is
available only on certain configurations.

o Status LED: Enables you to identify
any failed hardware components.
There are up to five status LEDs and
an overall system health LED
(Chassis health and system ID) bar.
For more information, see link.

o Quick Sync 2 (wireless): Indicates a
Quick Sync enabled system. The
Quick Sync feature is optional. This
feature allows management of the
system by using mobile devices.
This feature aggregates hardware
or firmware inventory and various
system level diagnostic and error
information that can be used in
troubleshooting the system. For
more information, see link.

Drive slots

NA

Enable you to install drives that are sup-
ported on your system. For more inform-
ation about drives, see link.

Optical drive (optional)

NA

One optional slim SATA DVD-ROM drive or
DVD+/-RW drive.

VGA port

Il

Enables you to connect a display device to
the system. For more information, see
link.

USB port (optional)

The USB port is USB 2.0 compliant.

Right control panel

NA

Contains the power button, USB port,
iDRAC Direct micro port, and the iDRAC
Direct status LED.

Information Tag

NA

The Information Tag is a slide-out label
panel that contains system information
such as Service Tag, NIC, MAC address,
and so on. If you have opted for the

secure default access to iDRAC, the Informs
ation tag also contains the iDRAC secure

default password.
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Controls and Indicators

Front Panel 9072DR - 9504DR

The front panel of the Arcserve Appliance contains control panel buttons, control

panel LEDs, and drive carrier LEDs. The following table describes these items:

2

Number Control / Indicator

Icon

Description

1 Left control panel

NA

Contains system health and system
ID, status LED or optional iDRAC
Quick Sync 2 (wireless).

2 Drive slots

NA

Enable you to install drives that are
supported on your system. For more
information, see link.

3 Right control panel

NA

Contains the power button, VGA
port, iDRAC Direct micro USB port
and two USB 2.0 ports.

4 Information tag

NA

The Information Tag is a slide-out
label panel that contains system
information such as Service Tag,
NIC, MAC address, and so on. If you
have opted for the secure default
access to iDRAC, the Information tag
also contains the iDRAC secure
default password.

Front Panel X Series

For more information about the Front Panel, see Appliance Installation of X Series -

Compute Node and Appliance Installation of X Series - Storage Node.
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Controls and Indicators

Rear Panel 7100-7300v

The rear panel contains the power supplies, cable connections, and ports for the

appliance.

3
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Name of Con- Lo

Number . Description

trol/Indicator
Provides high-efficiency power supply to the appliance.
Note: The main power switch is used to apply or remove
power from the power supply to the appliance. Turning off

1 Power Supply the appliance power with this button removes the main

power but standby power is still supplied. Therefore, to
ensure power is completely removed from the appliance,
unplug the power supply cable before performing main-
tenance.
The IPMI (Intelligent Platform Management Interface) port
is used to monitor the physical health of Servers, such as
temperature, voltage, fans, power supplies, and the appli-
ance.

IPMI Port (Remote
2 Note: The default user name/password for IPMI access is
Management)
ADMIN/ARCADMIN (case-sensitive). We recommend that
you change the password as soon as possible. For details
about how to change the IPMI password, see How to
Change the IPMI Password.

External Storage Used to connect an external storage device (hard drive,

3 Device Port tape drive, etc.) to the appliance. These portable external
(SAS port for tape storage devices can be used to store backed-up data for
drive) easy transporting from one location to another.

4 Serial Number Label |A unique serial number that is assigned to the appliance.

. Communication port that is used to connect a serial device,

5 COM1 Serial Port . .

such as a mouse to the appliance (if needed).
USB 2.0 (black) Used to connect USB 2.0 type devices to the appliance.
USB 3.0 (blue) Used to connect USB 3.0 type devices to the appliance.
Network Data I/O Used to transfer network data to and from the appliance.
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Port 1

((ETHO for Network 1)

Network Data I/O
Port 2

Used to transfer network data to and from the appliance.
(ETH1 for Network 2)

10

VGA Connector

Used to connect a monitor to the appliance (if needed).

40 Arcserve Appliance User Guide




Controls and Indicators

Rear Panel 7400-7600v

The rear panel contains the power supplies, cable connections, and ports for the

appliance.

Number

Name of Con-
trol/Indicator

Description

Dual Power Supply

Provides high-efficiency power supply to the appliance.

Note: The main power switch is used to apply or remove
power from the power supply to the appliance. The bene-
fit of having a dual power supply is if one fails then the
other is available for use.

Turning off the appliance power with this button removes
the main power but standby power is still supplied. There-
fore, to ensure power is completely removed from the
appliance, unplug the power supply cable before per-
forming maintenance.

IPMI Port (Remote
Management)

The IPMI (Intelligent Platform Management Interface) port
is used to monitor the physical health of Servers, such as
temperature, voltage, fans, power supplies, and the appli-
ance.

Note: The default user name/password for IPMI access is
ADMIN/ARCADMIN (case-sensitive). We recommend that
you change the password as soon as possible. For details
about how to change the IPMI password, see How to
Change the IPMI Password.

External Storage
Device Port

(SAS port for tape
drive)

Used to connect an external storage device (hard drive,
tape drive, etc.) to the appliance. These portable external
storage devices can be used to store backed-up data for
easy transporting from one location to another.

Serial Number Label

A unique serial number that is assigned to the appliance.

COM1 Serial Port

Communication port that is used to connect a serial

Chapter 2: Intfroducing the Arcserve Appliance 41


../../../../../Content/appliance_ug_ipmi_password.htm
../../../../../Content/appliance_ug_ipmi_password.htm

Controls and Indicators

device, such as a mouse to the appliance (if needed).

USB 2.0 (black)

Used to connect USB 2.0 type devices to the appliance.

USB 3.0 (blue)

Used to connect USB 3.0 type devices to the appliance.

Network Data I/O

Used to transfer network data to and from the appliance.

LSI SAS 9212 - 4i4e

8
Port 1 ((ETHO for Network 1)
9 Network Data I/O Used to transfer network data to and from the appliance.
Port 2 (ETH1 for Network 2)
10 VGA Connector Used to connect a monitor to the appliance (if needed).
External Storage Used to Fonnect an extern.al storage device (Tape Auto-
Device Port loader/Library) to the appliance. These portable external
storage devices can be used to store backed-up data for
11 (Tap Auto- . .
easy transporting from one location to another.
loader/Library)

Note: This port is present in the operating system as LSI
Adapter SAS2 2008 Falcon.
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Rear Panel 8100-8200

The rear panel contains the power supplies, cable connections, and ports for the

appliance.
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Number|Name of Control/Indicator

1 Power Supply Module #1

2 AC Power Inlet #1

3 Power Supply #2

4 AC Power Inlet #2

5 COM Port

6 IPMI Port (Remote Management)
7 Low Profile PCI Expansion Slot
8 PCI Expansion Slot

9 Power Good LED #1

10 Power Supply Lock #1

11 Power Good LED #2

12 Power Supply Lock #2

13 USB 2.0 Port 1 (Black)

14 USB 2.0 Port 2 (Black)

15 USB 3.0 Port 3 (Blue)

16 USB 3.0 Port 4 (Blue)

17 Network Data I/O Port 1 (ETHO for Network 1)
18 Network Data I/O Port 2 (ETH1 for Network 2)
19 VGA Port

20 External Storage Device Port
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| |(SAS port for tape drive option)
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Rear Panel 8300-8400

The rear panel contains the power supplies, cable connections, and ports for the

appliance.

[ 15
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Number|Name of Control/Indicator

1 Power Supply Module #1 Lock

2 Power Supply Module #1 Power Good LED
3 Power Supply Module #1 AC Receptacle
4 Power Supply Module #1 Fan

5 Rear SSDs (optional)

6 IPMI Port (Remote Management)

7 External SAS HBA Ports

8 Half-length PCI Expansion Slots

9 Internal RAID Controller

10 Full-length PCI Expansion Slots

11 Power Supply Module #2 Lock

12 Power Supply Module #2 Power Good LED
13 Power Supply Module #2 AC Receptacle
14 Power Supply Module #2 Fan

15 COM Port

16 USB Port 1 (generation 2)

17 USB Port 2 (generation 2)

18 USB Port 3 (generation 3)

19 USB Port 4 (generation 3)

20 ETHO (Network 1)

AL D
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21 ETH1 (Network 2)
22 VGA Port (Monitor)
23 UID LED

Rear Panel 9012-9048

The rear panel of the Arcserve Appliance contains the power supplies, cable con-
nections, and ports for the appliance. The following table describes these items:

thin HEIG D se—

ssm . =m i=g
sesssass © 23 [ Wi 2

7
Number [Control / Indicator [lcon |Description
Use the serial port to connect a serial device to
1 Serial port lolol P . . .
the system. For more information, see link.
Use the iDRACY dedicated network port to
5 iDRAC9 dedicated net- securely access the embedded iDRAC on a sep-
work port arate management network. For more inform-
ation, see link.
Use the Ethernet ports to connect Local Area
3 Ethernet ports (2) ﬁ Networks (LANSs) to the system. For more
information, see link.
) . Use the card slots to connect full-height PCle
4 Full height riser slot ] ) .
expansion cards on full height riser.
c Power supply unit For more information about the PSU con-
(PSU) figurations, see link.
6 Power supply unit For more information about the PSU con-
(PSU) figurations, see link.
7 LOM ri s (2) ﬁ For more information about the PSU con-
riser ports
P figurations, see link.
Use the USB 3.0 port to connect USB devices to
8 USB 3.0 port (2) 88 |the system. These ports are 4-pin, USB 3.0-
compliant.
Use the VGA port to connect a display to the
9 VGA port Il port! _ play
system. For more information, see link.
The Cable Management Arm (CMA) power port
10 CMA power port
enables you to connect to the CMA.
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11

System identification
button

Press the system ID button:

o To locate a particular system within a
rack.

e To turn the system ID on or off.

To reset iDRAC, press and hold the button for
15 seconds.

Notes:

e To reset iDRAC using system ID, ensure
that the system ID button is enabled in
the iDRAC setup.

o If the system stops responding during
POST, press and hold the system ID but-
ton (for more than five seconds) to
enter the BIOS progress mode.
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Rear Panel 9072DR-9504DR

The rear panel of the Arcserve Appliance contains the power supplies, cable con-
nections, and ports for the appliance. The following table describes these items:

1 2 3 4 5
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Number |Control / Indicator Icon |Description
The PCle expansion card slot (riser 1) con-
1 Full-height PCle expan- NA nects up to three full-height PCle expansion
sion card slot (3) cards to the system. For more information,
see link.
The PCle expansion card slot (riser 2) con-
5 Half-height PCle NA nects one half-height PCle expansion cards
expansion card slot to the system. For more information, see
link.
The rear handle can be removed to enable
3 Rear handle NA any external cabling of PCle cards that are
installed in the PCle expansion card slot 6.
The PCle expansion card slot (riser 2) con-
4 Full-height PCle expan- NA nects up to two full-height PCle expansion
sion card slot (2) cards to the system. For more information,
see link.
The PCle expansion card slot (riser 3) con-
c Full-height PCle expan- NA nects up to two full-height PCle expansion
sion card slot (2) cards to the system. For more information,
see link.
6 Power supply unit (2) NA For more information, see link.
The NIC ports that are integrated on the net-
. NIC ports ﬁ work da.ughter card (NI?C) provif:ie network
connectivity. For more information about
the supported configurations, see link.
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USB port (2)

The USB ports are 9-pin and 3.0-compliant.
These ports enable you to connect USB
devices to the system.

VGA port

Il

Enables you to connect a display device to
the system. For more information, see link.

10

Serial port

Lelle]

Enables you to connect a serial device to the
system. For more information, see link.

11

iDRAC9 dedicated
port

Enables you to remotely access iDRAC. For
more information, see link.

12

System identification
button

The System Identification (ID) button is avail-
able on the front and back of the systems.
Press the button to identify a systemin a
rack by turning on the system ID button. You
can also use the system ID button to reset
iDRAC and to access BIOS using the step
through mode.

Rear Panel X Series

For more information about the Rear Panel, see Appliance Installation of X Series -
Compute Node and Appliance Installation of X Series - Storage Node.
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Ports Used by the Appliance

Ports Used by the Appliance

The following topics provide information about ports that are used by Arcserve
UDP, Arcserve Backup, and the Appliance for Linux Support:

* Arcserve UDP

= Arcserve Backup

= Appliance for Linux Support
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Ports Used by the Appliance

Arcserve UDP

This section contains the following topics:

* Components installed on Microsoft Windows

* Components installed on Linux

* Production node protected by UDP Linux remotely
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Components installed on Microsoft Windows

The following ports are required for backup and other jobs when you have a LAN envir-

onment:

Port

Typ-
e

Port
#

Ini-
tiated
by

Listening Process

Description

1433 |TCP

Remote
Java

sqlsrvr.exe

Specifies the
default com-
munication
port between
the Arcserve
UDP console
and Microsoft
SQL Server
databases
when they
reside on dif-
ferent com-
puters.

Note: You can
modify the
default com-
munication
port when
installing SQL
Server.

4090 [TCP

Arcserve
uUbDP
Agent

HATransServer.exe

Transfers data
for Virtual
Standby tasks
in the proxy
mode.

5000-
5060

TCP

Arcserve
UbDP
Server

GDDServer.exe

Reserved for
Arcserve UDP
RPS Global
Deduplication
Data Store Ser
vice (GDD).
One Arcserve
UDP GDD data
store will use
3 free ports
that start
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from 5000. It
is needed
when the data
store with
GDD is
enabled for
backup or the
restore task is
used.

Com-
munication
that lets the
Arcserve UDP

Arcserve L ) Console and
CA.ARCserve.CommunicationFoundation.
6052 [TCP |Backup . . the Arcserve
WindowsService.exe
GDB Backup Global
Dashboard
Primary
Server syn-

chronize data.

Com-
munication
that lets the
Arcserve UDP
Arcserve|CA.ARCserve.Com- Console and
6054 [TCP L . . .
Backup |municationFoundation.WindowsService.exe the Arcserve
Backup
Primary
Server syn-
chronize data.

To shut down
Tomcat that is
8006 used by the
Arcserve UDP
console.

Specifies the
default
HTTP/HTTPS

com-
Arcserve

8014 |TCP |UDP ConiTomcat7.exe
sole

munication

port between
remote man-
agement con-
soles and the
Arcserve UDP
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Server.

Specifies the
default
HTTP/HTTPS
com-
munication
port between
remote man-
agement con-
soles and the
Arcserve UDP
Agent.

Note: You can
modify the
default com-
munication
port when
you install the
Arcserve UDP
components.

8014

TCP

Arcserve
uDP
Server

httpd.exe

Specifies the
default
HTTP/HTTPS
com-
munication
port between
the Arcserve
UDP Server
and Arcserve
UDP consoles.

*Specifies the
default shared
port and the
only port you
must open
when you use
the Arcserve
UDP Server as
the replication
destination.
Do not open
ports 5000-
5060 which
are used by
data stores
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that have
global dedu-
plication
enabled.

Note: You can
modify the
default com-
munication
port when
you install the
Arcserve UDP
components.

Specifies the
default
HTTP/HTTPS
com-
munication
port between
remote man-
agement con-
soles and the
Arcserve UDP
Server.

Specifies the
default
HTTP/HTTPS
com-

Arcserve
8015 |TCP |UDP ConiTomcat7.exe

munication
sole

port between
remote man-
agement con-
soles and the
Arcserve UDP
Agent.

Note: You can
modify the
default com-
munication
port when
you install the
Arcserve UDP
components.

Arcserve
8016 |TCP |UDP Tomcat7.exe
Server

Reserved for
Arcserve UDP
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Server Web
Services to
communicate
with the Arc-
serve UDP RPS
Port Sharing
Service on the
same Server.

Note: The
port cannot
be customized
and can be
ignored for
the firewall
setting.

1800-

CA.ARCserve.CommunicationFoundation.

WindowsService.exe

To shutdown
Tomcat that is
used by the
Arcserve UDP
Server or
Agent.
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Components installed on Linux

The following ports are required for backup and other jobs when you have a LAN envir-

onment:
Port Initiated | . . L.
4 Port Type b Listening Process Description
Y
Arcserve UDP Linux third
party dependency. Spe-
cifies the default for SSH
SSH ser- service, however, you
22 TCP ) .
vice can change this port.

This port is required for
both incoming and out-
going communications.
Used for the PXE boot

Server. Only required if

the user wants to use the
PXE boot feature. This
Arcserve . .
67 uDP bootpd port is required for
UDP Linux . .
incoming com-
munications.

Note: The port number
cannot be customized.

Used for the PXE boot
Server. Only required if

the user wants to use the
PXE boot feature. This
69 uDP Arcserve tffpd port is required for
UDP Linux . .
incoming com-
munications.

Note: The port number
cannot be customized.

Specifies the default
HTTP/HTTPS com-
munication ports
between the remote con-
Arcserve
8014 |TCP i Java soles and the Arcserve
UDP Linux . .
UDP agent for Linux. This
port is required for both
incoming and outgoing
communications.

Arcserve Used by Tomcat, can be
18005 |TCP . Java . i
UDP Linux ignored for firewall set-
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| | | | tings.
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Node protected by UDP Linux remotely

The following port is required for backup and other jobs when you have a LAN environment:

Port |Port |Initiated [Listening L
Description
# Type |by Process
Arcserve UDP Linux 3rd party dependency. Specifies
22 SSH ser- the default for the SSH service, however, you can
vice change this port. This port is required for both incom-
ing and outgoing communications.

*Port sharing is supported for replication jobs. All data on different ports can be forwarded
to port 8014 (default port for the Arcserve UDP Server, which can be modified during install-
ation). When a replication job runs between two recovery point Servers across WAN, only

port 8014 needs to be opened.

Similarly, for remote replications, the Remote administrator needs to open or forward port
8014 (for data replication) and port 8015 (default port for the Arcserve UDP console, which
can be modified during installation) for local recovery point Servers to obtain the assigned

replication plan.
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Arcserve Backup

The following ports are required for backup and other jobs when you have a LAN envir-

onment:
Port |Port .. . . ..
Initiated by Listening Process Description
# Type
Microsoft Port
135 |TCP
Mapper
445 |TCP MSRPC over the Named Pipes
. Arcserve
CASUniver- . .
6050 [TCP/UDP Univagent.exe Universal
salAgent
Agent
Arcserve Com- CA.ARCserve.Com- Arcserve Com-
6502 |TCP munication Found-|municationFoundation. munication
ation WindowsService.exe Foundation
. Arcserve Tape
6502 |TCP CASTapeEngine |Tapeng.exe .
Engine
. i Arcserve Job
6503 [TCP CASJobEngine Jobengine.exe i
Engine
. Arcserve Data-
6504 |TCP CASDBENgine DBEng.exe .
base Engine
. Arcserve
7854 |TCP CASportmapper |Catirpc.exe
PortMapper
. Arcserve Dis-
41523(|TCP CASDiscovery casdscsvc.exe .
covery Service
. Arcserve Dis-
41524|UDP CASDiscovery casdscsvc.exe .
covery Service
9000- rcp For other Arcserve MS RPC services that
9500 use dynamic ports
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Appliance for Linux Support

The following ports are required for backup and other jobs when you have a LAN envir-

onment:
Port |Initiated|Listening L.
Port # Description
Type| by Process
NAT port redirection, redirects 8017 on appliance
8017 | TCP to the Linux backup server in order to backup
other Linux node to Amazon S3.
8018 | TCP NAT port redirection, redirects 8018 on appliance
to the Linux Backup Server Agent port 8014.
NAT port redirection, redirects 8019 on appliance
8019 | TCP i
to the Linux Backup Server SSH port 22.
NAT port redirection, redirects 8021 on appliance
8021 | TCP to Linux backup server to backup other Linux node
using 8021 port.
8036 | TCp NAT port redirection, redirects 8036 on appliance
to the Linux Backup Server port 8036.
NAT port redirection, redirects 50000 on appliance
50000| TCP to Linux backup server in order to backup other
Linux node to cloud using 50000 port.
NAT port redirection, redirects 50001 on appliance
50001| TCP to Linux backup server in order to backup other
Linux node to cloud using 50001 port.
NAT port redirection, redirects 50002 on appliance
50002| TCP to Linux backup server in order to backup other
Linux node to cloud using 50002 port.
NAT port redirection, redirects 50003 on appliance
50003| TCP to Linux backup server in order to backup other
Linux node to cloud using 50003 port.
NAT port redirection, redirects 50004 on appliance
50004| TCP to Linux backup server in order to backup other
Linux node to cloud using 50004 port.
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How to Add Ports to CentOS 6.6 x64 Firewall

If you upgrade the Arcserve Appliance pre-installed Linux Backup Server to v6.5
Update 2, then after the upgrade you need to manually add some ports to Linux
that has CentOS 6.6 x64 firewall.

Follow these steps:

1. Navigate to the following path:
vi /etc/sysconfig/iptables

2. Inthe iptables file, manually add the following lines that are mentioned in
bold if not present already:

# Firewall configuration written by system-config-firewall
# Manual customization of this file is not recommended.
*filter

:INPUT ACCEPT [0:0]

:FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [0:0]

-A INPUT -p tcp -m tcp --dport 22 -j ACCEPT

-A INPUT -p tcp -m tcp --dport 67 -j ACCEPT

-A INPUT -p tcp -m tcp --dport 69 -j ACCEPT

-A INPUT -p tcp -m tcp --dport 8014 -j ACCEPT

-A INPUT -p tcp -m tcp --dport 8016 -j ACCEPT

-A INPUT -p tcp -m tcp --dport 8017 -j ACCEPT

-A INPUT -p tcp -m tcp --dport 8021 -j ACCEPT

-A INPUT -p tcp -m tcp --dport 8035 -j ACCEPT

-A INPUT -p tcp -m tcp --dport 8036 -j ACCEPT

-A INPUT -p tcp -m tcp --dport 50000 -j ACCEPT

-A INPUT -p tcp -m tcp --dport 50001 -j ACCEPT

-A INPUT -p tcp -m tcp --dport 50002 -j ACCEPT

-A INPUT -p tcp -m tcp --dport 50003 -j ACCEPT

-A INPUT -p tcp -m tcp --dport 50004 -j ACCEPT

-A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT
-A INPUT -p icmp -j ACCEPT
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-A INPUT -i lo -j ACCEPT
-A INPUT -m state --state NEW -m tcp -p tcp --dport 22 -j ACCEPT
-A INPUT -j REJECT --reject-with icmp-host-prohibited
-A FORWARD -j REJECT --reject-with icmp-host-prohibited
COMMIT

3. Save the iptables file.

4. Restart the iptables service using the following command:

/etc/init.d/iptables restart

You have added the ports to CentOS 6.6 x64 firewall successfully.
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Chapter 3: Installing the Arcserve Appliance

This section contains the following topics:

How to Install Arcserve Backup 18.0

How to Install 8100-8200 Series Appliance

How to Install 8300-8400 Series Appliance

How to Install 9012-9048 Series Appliance

How to Install 9072-9504DR Series Appliance

How to Install X Series Appliance
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How to Install Arcserve Backup 18.0
Arcserve Backup 18.0 is not pre-installed on the appliance. You can install Arcserve
Backup 18.0 using a script called “InstallASBU.bat” located on your desktop.

Follow these steps:

1. From your desktop, locate and launch InstallASBU.bat.

Note: If you are launching the .bat file from a non-English Windows system,
the following screen appears. Select the language to install Arcserve Backup

18.0, otherwise go to step 2.

2. Enter the Administrator password and start the installation of Arcserve
Backup 18.0.

¢ing Arcserve Backup installation environment

r Password for Administrator:

: of the Arcserve Backup server...

installed successfully.

After installation completes, the Arcserve Backup icon is added to your desktop.
You can now log into Arcserve Backup with the following credentials:
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* User Name = caroot

* Password = Arcserve
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How to Install 8100-8200 Series Appliance

The appliance is intended for installation in restricted areas only. Only qualified per-
sonnel should perform Initial setup and maintenance.

For the complete installation process, see Appliance Installation of 8100-8200.

Chapter 3: Installing the Arcserve Appliance 67


http://documentation.arcserve.com/Arcserve-UDP/available/7.0/ENU/Bookshelf_Files/PDF/app_hw_ig_8100_8200.pdf

How to Install 8300-8400 Series Appliance

How to Install 8300-8400 Series Appliance

The appliance is intended for installation in restricted areas only. Only qualified per-
sonnel should perform Initial setup and maintenance.

For the complete installation process, see Appliance Installation of 8300-8400.

How to Install 9012-9048 Series Appliance

The appliance is intended for installation in restricted areas only. Only qualified per-
sonnel should perform Initial setup and maintenance.

For the complete installation process, see Appliance Installation of 9012-9048.

How to Install 9072-9504DR Series Appliance

The appliance is intended for installation in restricted areas only. Only qualified per-
sonnel should perform Initial setup and maintenance.

For the complete installation process, see Appliance Installation of 9072-9504DR.

How to Install X Series Appliance

The appliance is intended for installation in restricted areas only. Only qualified per-
sonnel should perform Initial setup and maintenance.

For the complete installation process, see Appliance Installation of X Series - Com-

pute Node and Appliance Installation of X Series - Storage Node.
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Chapter 4: Upgrading Arcserve UDP on the Appliance

This section contains the following topics:

How to Apply a License After Upgrading Arcserve Software ...................................... 70
Upgrade Sequence on Arcserve Appliance ... . 71
Upgrade Sequence for UDP Console, RPS, and Agent ... 77
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How to Apply a License After Upgrading Arcserve Soft-
ware

After upgrading Arcserve UDP to 7.0 or upgrading Arcserve Backup to 18.0, the ori-
ginal license key on the Arcserve Appliance will not work. To obtain the new license
keys for Arcserve Unified Data Protection 7.0 and Arcserve Backup 18.0, contact
your account representative.

For more details about adding a license key for Arcserve UDP, see Arcserve Product

Licensing Online Help.
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Upgrade Sequence on Arcserve Appliance

Upgrade Sequence on Arcserve Appliance

The upgrade from Arcserve Appliance v5.0 to Arcserve UDP 7.0 could involve one of
the following sequences:

» Upgrade Arcserve UDP

+ Upgrade the Arcserve Appliance Used as Arcserve Console and RPS

+ Upgrade the Arcserve Appliance Used as Arcserve UDP RPS

+« Upgrade Steps When Two or More Arcserve Appliances Are Used in the

Environment

» Upgrade the Arcserve UDP Linux Agent on the Arcserve Appliance

* Upgrade the Arcserve Backup on the Arcserve Appliance

» Upgrade Sequence for UDP Console, RPS, and Agent
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Upgrade Sequence on Arcserve Appliance

Upgrade the Arcserve Appliance Used as Arcserve
UDP Console and RPS

Upgrade this Arcserve Appliance, then follow up the upgrade sequence described

to upgrade the environment.
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Upgrade the Arcserve Appliance Used as Arcserve
UDP RPS

Upgrade the complete productive environment. For details, refer to the upgrade
sequence.

Chapter 4: Upgrading Arcserve UDP on the Appliance 73


../../../../../Content/udp_upgrade_seq.htm
../../../../../Content/udp_upgrade_seq.htm

Upgrade Sequence on Arcserve Appliance

Upgrade Steps When Two or More Arcserve Appliance
Are Used in the Environment

* Upgrade the whole product environment. For details, refer to upgrade
sequence.

* If you see warning as displayed below when you add an Appliance as RPS from
Arcserve UDP Console after upgrade, refer to the Backing Up Arcserve Appli-
ance from Another Appliance Reports Duplicated Nodes topic in the
Troubleshooting section.

Warmning
'E This Arcserve UDP Recovery Point Server already exists,
[
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Upgrade Sequence on Arcserve Appliance

Upgrade the Arcserve UDP Linux Agent on the Arc-
serve Appliance

Follow these steps:

1. Upgrade the Arcserve UDP Console that manages the Linux Backup Server envir-
onment.

2. Upgrade the Linux Backup Server on the Arcserve Appliance.

For more information, see Arcserve Unified Data Protection Agent for Linux Online
Help.
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Upgrade the Arcserve Backup on the Arcserve Appli-
ance

Refer to the Arcserve Backup Implementation Guide to complete upgrade on the

Arcserve Appliance.
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Upgrade Sequence for UDP Console, RPS, and Agent

Upgrade Sequence for UDP Console, RPS, and Agent

Based on the Backward Compatibility Support Policy, plan your upgrade in the fol-

lowing sequence to ensure the upgrade works smoothly:

1.
2
3
4.
5
6

7.

Upgrade Arcserve UDP Console.

. Upgrade Arcserve UDP RPS (DR site).
. Upgrade Arcserve UDP RPS (Data Center).

Upgrade Arcserve UDP Agentless Proxy, some Agents in Data Center.

. Upgrade Arcserve UDP RPS (Remote site).

. Upgrade Arcserve UDP Agentless Proxy and some Agents at the remote site.

Note: Repeat Step 5 and 6 for each remote location.

Upgrade Arcserve UDP Virtual Standby Monitor.

Note: According to the replication backward support policy, always upgrade the tar-
get RPS before the source RPS.
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Chapter 5: Configuring the Arcserve Appliance

This section contains the following topics:

How to Configure Network Settings for Arcserve Appliance ...................................... 79
How to Set Up the Arcserve Appliance ... ... . . 83
Configure Arcserve Appliance as Gateway ... . 92
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How to Configure Network Settings for Arcserve Appli-
ance

To manage the Arcserve Appliance, the first step is to have the appliance in your
network. For that, you need to assign a hostname to the appliance and then con-
figure network ports.

Follow these steps:

1. After you power on the appliance, the Settings screen for the Microsoft
License terms opens. Read and accept the terms.

The UDP End User License Agreement dialog opens.
2. Read and accept the license agreement and click Next.

Welcome to the Arcserve Appliance Configuration Tool screen appears.
3. Enter the following details:

Hostname

Enter a host name for the appliance. Assigning a name helps identify the
appliance on your network.

Add this Arcserve Appliance to a domain

Select the check-box to make your appliance a member of a domain in your
network. Specify the values in Domain, Username, and Password fields that
are displayed when the option is selected.
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Welcome to the Arcserve® Appliance Configuration Tool

This tool will allow you to connect your Arcserve Apphiance to the LAN so that further configuration
can be performed on the web-based console Ul

Assign a hostname to the Appliance. This will be used to identify the Appliance on your local
network. Optionally, you may add the Appliance to a Domain

4% A new hostname will require a reboot to take effect. You may configure the other settings
on the configuration screen before rebooting the Appliance

Hostname appliance| x

Add this Arcserve Appliance to a domain

Note: To apply a new hostname, you need to restart the appliance. You can

choose to reboot the appliance now or after you configure the network set-

tings. After you reboot the appliance, you can access the appliance from any
other machine using the URL - https://<hostname>:8015.

4. Click Save.

The following dialog opens. By default, Arcserve UDP discovers all network con-
nections in a network. If some connections are not assigned, then manually edit
and specify the connection details.
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Arcserve Appliance - x

C] rcse r\fe Appliance Configuration

Your Arcserve Appliance must be rebooted for the Hostname and Domain settings to take effect

Hostname/ appliance
Domain (not assigned)

UDP Console URL https:/lappliance:8015

Date and Time 1/24/2019 11:53:51 PM

Network Connections

Connection Name IP Address Description

%i;tscz‘;:e&eﬂ :L?IE;;::L?; g:cp Broadcom NetXtreme Gigabit Ethernet
g‘?i;fc%ﬁ:eited z;‘;;:::zf; ;ﬂcp Broadcom Netxtreme Gigabit Ethernet #2
el oo, el Broadcom NetXireme Gigabit Ethernet #3
g‘i;ﬁ;ﬂ:efzt o :Lﬁg;:"s:i?:gﬂ Ccp Broadcom NetXtreme Gigabit Ethernet #4
gcgannectea lﬂ]:E::éS:a DHCP Broadcom NetXtreme Gigabit Ethernet #5

5. To edit a network connection, click Edit from the Network Connections box.

The Network Connection dialog opens.

NIC1
Status @ Connected
Description Broadcom NetXtreme Gigabit Ethernet #5
Connection V] Use DHCP to obtain IP address automatically.
IP Address
Subnet Mask

Default Gateway

[V] Obtain DNS server address automatically.
Preferred DNS Server

Alternate DNS Server
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6. Modify the IP address, subnet mask, and default gateway values as required
and click Save.

Note: Optionally, you can also modify the hostname, domain, date, and time.

Important! Check if any script such as acrun.bat is running in command prompt.
Before proceeding with the reboot, make sure to wait for this script to be com-
pleted.

7. To apply the changes, click Reboot Appliance to restart the appliance.

The appliance restarts with a new hostname. After restarting, the Login screen
opens.

8. Enter the user name and password and click Enter.
The Arcserve Appliance Configuration screen appears.

9. When the appliance configuration screen reopens, click Launch Wizard.

Arcserve Applance - X

G rCSE r\fe Appliance Configuration

€) Click Launch Wizard to continue configuring your appliance with the Arcserve UDP Plan Configuration Wizard

Hostname/ appliance
Domain (not assigned)

UDP Console URL https://appliance:8015

DEICELLR T 112512019 12:04:48 AM

Network Connections

Connection Name IP Address Description

%ﬂllsczg:e:: ted :&g‘:ﬂ;?ﬁ:;:cp Broadcom Netxtreme Gigabit Ethernet
%ﬂ;lsczzgei ted :&g‘:ﬂ;?iﬁ:;ﬂcp Broadcom NetxXireme Gigabit Ethernet #2
%ﬂlﬁcﬁﬁ:e:t ed 2312:']:“’:?': E:CP Broadcom NetXtreme Gigabit Ethernet #4
lgcg snnecied Aﬂtﬁi]gﬁc:‘: 2 DHCP Broadcom Netxireme Gigabit Ethemet #5
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How to Set Up the Arcserve Appliance

After the appliance restarts with the new hostname, the Unified Data Protection
wizard opens. The wizard lets you create a basic plan to schedule backups. The plan
lets you define the nodes that you want to protect and schedule when to run
backups. The backup destination is the appliance Server.

Note: If Appliance is configured in Domain, complete the Appliance wizard con-
figuration using the Administrator login as a domain user cannot configure the
appliance wizard.

All the steps on the Arcserve Appliance Configuration wizard are optional, you can
skip by clicking Cancel and directly open the UDP console and create plans.

Follow these steps:
1. Log into the Arcserve UDP console.

The Unified Data Protection wizard first opens and the Arcserve Appliance Man-
agement dialog appears. You can manage the UDP console either as a stand-
alone instance or you can remotely manage from another UDP console. The
remote console management function is useful when you are managing mul-
tiple UDP consoles.

Arcserve’ Appliance Configuration

Al Appliance Management

The Arcserve appliance can function either as a stand-alone instance of Arcserve UDP or is managed by another
Arcserve UDP Console. Select from the following options

O This appliance will function as a stand-alone instance of Arcserve UDP

® This appliance will function as an instance of Arcserve UDP Recovery Point Server managed by another
Arcserve UDP Console

2. Select whether you want to manage the appliance locally (default) or from

another UDP console. If the appliance is managed from another UDP console,
then specify the UDP console URL, username, and password.

3. Click Next.

The Data Stores dialog opens. A data store is a physical storage area on the
appliance and is used as the destination for your backups.

83 Arcserve Appliance User Guide



How to Set Up the Arcserve Appliance

By default, Arcserve UDP creates a data store called <hostname>_data_store.
This data store is deduplication and encryption enabled. For more information
about deduplication and encryption, see Data Deduplication in Arcserve UDP

Solutions Guide.

Note: As the data store is encrypted, you must specify an encryption password.

Aarcserwve® Appliance Configuration

Data S 2S5

Your data store configuration is shown below. More data stores can be added from the Arcserve UDP Console.

appliance_data_store
Compression Standard
Deduplication Enabled

Encryption Enabled

i —

Confirm Password

4. Enter and confirm the encryption password for this data store.

5. Click Next.

The Email and Alert dialog opens. You can define the email Server that is used
to send alerts and the recipients who would get the alerts. You can select
options to get alerts based upon successful jobs, failed jobs, or both.
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ArCServe Appiiance Configuration

Email and Alert
Configure email notification settings and the types of alert nofifications that you want fo receive.

Enable email notifications.

Service

Email Server

Port

B Email service requires authentication.

Subject Arczerve Unified Data Protection Alert
From

Recipients

Options B Use 5L

B Send STARTTLS
Use HTML format

B Connect using a proxy server

Send a Test Email

v

Send Alerts For Successful Jobs

6. Specify the following email and alert details:

Service

Specifies the email services such as Google Mail, Yahoo Mail, Live Mail,
or Other.

Email Server
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Specifies the email Server address. For example, for Google Server
email, specify smtp.gmail.com.

Port
Species the email Server port number.
Requires Authentication

Specifies whether the email Server requires authentication. If yes, spe-
cify the account name and password for authentication.

Subject
Specifies the subject of the email that is sent to the recipients.
From

Specifies the email ID of the sender. The recipients will receive the mail
from this sender.

Recipients

Specifies the recipients who will receive the alerts. You can use semi-

n.n

colons ";" to separate multiple recipients.
Options

Specifies the encryption method to use for the communication channel.
Connect using a proxy Server

Specifies the proxy Server user name and port number if you are con-
necting to the mail Server through a proxy Server. Also, specify a user-
name and password if the proxy Server requires authentication.

Send a Test Email

Sends a test mail to the recipients. You can verify the details by sending
a test mail.

7. Click Next.
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8. The Replication to Remote RPS dialog opens.

O rcse r\fe ) Appliance Configuration
Replication to Remote RPS
Configure the settings below if you want to replicate to a remotely-managed Recowvery Point Server destination.

'O This appliance will replicate to a remotely-managed RPS.
Arcserve UDP Console
URL

Usermame
Password

B Connect using a proxy server.

® This appliance will not replicate to a remotely-managed RPS.

9. Specify the following details if you want the appliance to replicate to a
remotely-managed recovery point Server (RPS). For more information on a
remotely-managed RPS, see Arcserve UDP Solutions Guide.

Arcserve UDP Console URL
Specifies the URL of the remote Arcserve UDP console.
Username and Password

Specifies the username and password to connect to the remote con-
sole.

Connect using a proxy Server

Specifies the proxy Server details if the remote console is behind a
proxy Server.

10. If you do not want the appliance to replicate to a remotely-managed RPS,
select the This appliance will not replicate to a remotely-managed RPS
option.

11. Click Next.

The Create a Plan dialog opens. You can create a basic plan where you specify
the nodes that you want to protect and the backup schedule.
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O rcser\,e Appliance Configuration

eate a Plan ﬂa’-‘«tn:-ut Creating a Plan

MNext, you will need to create a protection plan for your data. In the protection plan, you will add nodes and configure a
backup schedule. More than one protection plan can be created

Skip Plan Creation

Plan Name Protection Flan 1

Confirm Password
® Refain the Session Password. You will need it to restore the data.

How do you want to add nodes to the plan?

HostnameIP Address (for Windows machines only)

Note: If you do not want to create basic plans using the wizard, perform the fol-
lowing steps:

a. Click Skip Plan Creation.
The Next Steps dialog opens.
b. Click Finish to open the UDP console and create plans.
12. Specify the following details to create a plan:
Plan Name

Specifies the name of the plan. If you do not specify a Plan Name, the
default name "Protection Plan <n>" is assigned.

Session Password

Specifies a session password. The session password is important and
required when you restore data.

How do you want to add nodes to the plan?

Specifies the method to add nodes to the plan. Select one of the fol-
lowing methods:

+ Hostname/IP Address

Refers to the method to manually add the nodes using host name or
IP address of the node. You can add as many nodes as you want.
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+ Discovering Nodes from Active Directory

Refers to the method to add nodes that are in an active directory.
You can first discover the nodes using the active directory details
and then add the nodes.

+ Importing from a vCenter/ESX Server

Refers to the method to import virtual machine nodes from ESX or
vCenter Servers. This option lists all the virtual machines that are dis-
covered on the provided host name or IP address.

+ Importing from a Hyper-V Server

Refers to the method to import the virtual machine nodes from
Microsoft Hyper-V Servers.

After you select a method, specify the details on each dialog.
13. After the nodes are added to your plan, click Next.

The Backup Schedule dialog opens.

Arcserve’ Appliance Configuration

Enter ria for the plan backup schedule.

Run Incremental Backup daily at _ : m

o Schedule Summary (Based upon your selections)

On Friday at 9:00 PM, the latest version of the Arcserve UDP Agent will be installed on any source node that
does not have the latest version already installed.
Agent installation will not occur on nodes imported from Hyper-v or vCenter/ESX.

On Friday at 10:00 PM, the first Full Backup will be performed.
On every day after the installation/upgrade is completed, at 10:00 PM an Incremental Backup will be performed.

Cancel Plan Creation

14. Enter the following schedule:

* Arcserve UDP agent install or upgrade schedule: The latest version of
the Arcserve UDP agent is installed on source nodes that do not have
the agent installed. Any previous agent installations is upgraded to the
latest version.
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* Incremental backup schedule: A full backup is performed for the first
time, and then incremental backups are performed.

Note: If the time of backup is scheduled before the time of install/up-
grade, then the backup is automatically scheduled for the next day. For
example, if you schedule the agent installation for Friday at 9:00 PM
and backup schedule for 8:00 PM, then the backup is performed on
Saturday at 8:00 PM.

* Cancel Plan Creation: To cancel the plan that you just created, click
Cancel Plan Creation.

15. Click Next.

The Plan Confirmation dialog opens.

arcserve Appliance Configuration
Plan Confirmation
This is a confirmation of the plan that you created. You can edit plans or create a new plan.

Plan Name Protection Plan 1

Modes Protected 1

Destination app7600

Install/Upgrade Friday, 9:00 PM

Backup Schedule Daily Incremental, 10:00 PM

Edit Nodes Edit Schedule . Delete Plan

16. From the dialog, review the details of your plan. If necessary, you can edit the
nodes or the schedule by clicking Edit Nodes or Edit Schedule, or you can add
or delete a plan.

Edit Nodes
Modifies the source nodes you want to protect.
Edit Schedule
Modifies the backup schedule.
17. After verifying the plans, click Next.
The Next Steps dialog opens.

You have successfully completed the configuration and you are now ready to
work in the Arcserve UDP Console. You can add more nodes to protect,
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customize plans with features such as virtual standby, and add more des-
tinations by including Recovery Point Servers and Data Stores.

Orcse r\fe Appliance Configuration

L=k
ion is complete and you are ready to open the Arcsemrnve Unified Data Protection. With the Arcserve Unified

Configur:
Data Protection you Can:

Add more nodes to protect

E Customize plans with features such as Virtual Standby.

Add more destinations by including Recovery Point Servers and Data Stores._

Click Finish to open Arcserve Unified Data Protection_

_Prevucus Finish

Step 9 of 9

18. Click Finish to exit the wizard and open the Arcserve UDP Console.

Note: To log into the UDP console using domain credentials, see Assigning Admin

Privileges and Roles to a Domain User.
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Configure Arcserve Appliance as Gateway

Configure Arcserve Appliance as Gateway

You can configure Arcserve Appliance as Gateway.

Follow these steps:
1. Uninstall Arcserve UDP Console from the Arcserve Appliance.
2. From the Arcserve UDP Console, click the resources tab.

3. From the left pane of the Arcserve UDP Console, navigate to Infrastructures,
and click Sites.

4. Click Add a Site.

5. Follow the instructions provided in the Add a Site wizard to install Arcserve
UDP Remote Management Gateway on the Arcserve Appliance.

Note: After installing Arcserve UDP Remote Management Gateway on the Arc-
serve Appliance, clicking Launch Wizard on the Arcserve Appliance wizard does
not launch the Arcserve UDP Console. To access the Arcserve UDP Console,
provide the URL of Arcserve UDP Console directly.
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Using Arcserve Appliance, you can create backup plans for Windows, Linux, and vir-
tual machines. You can also write data to a tape device and create a virtual standby
machine.

This section contains the following topics:

Activate Arcserve Product on the Appliance .. ... 94
Create a Plan Using Arcserve Appliance Wizard ... ... ... 95
Add Nodes to @ Plan ... 96
Create a Backup Plan for LINUX NOdeS ... ... 106
Create a Backup Plan to @ Tape DeVICe ... 107
Create an On-Appliance Virtual Standby Plan ... 108
Create Plan to Backup the Linux Backup Server ... ... 109
Setting-up to Perform Linux Instant VM Job to Local Appliance Hyper-V .................. 113
Migrate Arcserve UDP Console Using ConsoleMigration.exe ................cc.ccoocoiiiii. 114
Migrate Pre-installed Linux Backup Serverto CentOS 7.4 ... ... ... ... 116
Perform Migration between Arcserve Appliances ... 118
Modify the Input Source of Pre-installed Linux Backup Server ................................. 127
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Activate Arcserve Product on the Appliance

For activating Arcserve product on the Appliance, see Arcserve Product Licensing

Online Help.
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Create a Plan Using Arcserve Appliance Wizard

Create a Plan Using Arcserve Appliance Wizard

A plan is a collection of steps that defines which nodes to back up and when to
back up. The Arcserve Appliance lets you create basic plans. Creating a plan using
the Arcserve wizard is a three-step process:

1. Add the nodes you want to protect.

You can select Windows nodes or virtual machines from vCenter/ESX or Hyper-
V Servers.

2. Define the backup schedule.

3. Review and confirm the plan.

Add Nodes to a Plan Specify Backup Schedule Confirm the Plan

In addition to a basic plan, Arcserve UDP lets you create complex plans and control
many parameters from the UDP Console. To create complex plans from the UDP
Console, see the Arcserve UDP Solutions Guide.
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Add Nodes to a Plan

You can create a plan to protect various nodes. To protect nodes, you need to add
nodes to a plan. You can add nodes from the Arcserve Appliance wizard. The wizard
lets you add nodes using the following methods:

* Manually entering the node IP Address or hostname

(Add Nodes by Hostname/IP Address)

* Discovering nodes from an active directory

(Add Nodes by Active Directory)

* Importing virtual machine nodes from VMware ESX/vCenter Servers

(Add vCenter/ESX Nodes)

* Importing virtual machine nodes from Microsoft Hyper-V Servers

(Add Hyper-V Nodes)
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Add Nodes to a Plan

Add Nodes by Hostname/IP Address

You can manually enter the IP address or the hostname of the address to add a
node to a plan. Use this method when you have a few nodes to add, however, you
can add multiple nodes one at a time. Arcserve Unified Data Protection Agent for
Windows is installed on these nodes.

Follow these steps:

1. Onthe Add Nodes by Hostname/IP address dialog, enter the following
details:

arcserve Appliance Configuration

Add Nc  Hostname/IP addr @About Adding Nodes
Enter the hostname/IP address information for t selected Windows nodes, to add to the plan

Hostname/IP Address Modes Protected by Plan

Username Node Name

Password

Description

: Cancel Plan Creation

Previous Cancel

Hostname/IP Address
Specifies the hostname or IP address of the source node.
User name
Specifies the user name of the node having administrator privileges.
Password
Specifies the user password.
Description
Specifies any description to identify the node.

Cancel Plan Creation
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Cancels the plan that you just created.

2. Click Add to List.

The node is added to the right pane. To add more nodes, repeat the steps. All
the added nodes are listed on the right pane.

3. (Optional) To remove the added nodes from the list on the right pane, select
the nodes and click Remove.

4. Click Next.

The nodes are added to the plan.
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Add Nodes by Active Directory

To add nodes that are in an active directory, provide the active directory details to
discover the nodes and then add nodes to the plan.

Follow these steps:
1. On the Add Nodes by Active Directory dialog, enter the following details:
Username
Specifies the domain and user name in the domain\username format.
Password
Specifies the user password.
Computer Name Filter
Specifies the filter to discover node names.
Cancel Plan Creation

Cancels the plan that you just created.

O rcser\fe Appliance Configuration

Add N e Directory @About Adding Nodes

Enter the Active Directory information to add nodes to the plan.

Usemame Nodes Protected by Plan

Password Node Name

Computer Name Filter

~ Cancel Plan Greation

2. Click Browse.

The discovered nodes are displayed.
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O rcse r\fe Appliance Configuration

Dir 4 @About Adding Nodes

Enter the Active Directory information to add nodes to the plan.

Active Directory Results ter text Nodes Protected by Plan
Name Domain Usermame Verify Node Name
appliad400 ARCSERVE.COM ARCSERVE.C(
appliance1 ARCSERVE.COM ARCSERVE.C(
appliance2511 ARCSERVE.COM  ARCSERVE.CC
4 4 |Pagel3 Jofé1| b M | &
Username administrator

Password ey S

)
W
>
Retumn " Addto List

" Cancel Plan Creation

To add nodes, select the nodes and verify.

3. To verify, select the nodes, enter the user name and password, and then click
Apply.

The credentials are verified. Verified nodes are marked with green check
marks. If a node fails verification, re-enter the credentials and click Apply
again.

Note: You must verify each node before you can add it to the list.
4. Click Add to List.
The selected node is added to the right pane.

5. (Optional) To remove the nodes from the right pane, select the nodes and
click Remove.

6. Click Next.

The nodes are added to the plan.
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Add vCenter/ESX Nodes

You can add virtual machine nodes to a VMware vCenter/ESX Server. To add these
nodes, you need to discover and import nodes from the vCenter/ESX Server.

Follow these steps:

1. On the Add Nodes by vCenter/ESX dialog, specify the following vCenter/ESX
Server details:

Hostname/IP Address

Specifies the hostname or the IP address of the vCenter/ESX Server.
Port

Specifies the port number to be used.
Protocol

Specifies the protocol to be used.
Username

Specifies a user name of the Server.
Password

Specifies the user password.
Cancel Plan Creation

Cancels the plan that you just created.
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G rcse rve Appliance Configuration

e ".I"E Y eAt!out Adding Nodes

Add N

Enter the vCenter/ESX information to add nodes to the plan.

Hostname/IP Address Nodes Protected by Plan
Port Node Name

Protocol
Username

Password

Cancel Plan Creation

2. Click Connect.

The discovered hostnames are displayed.
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3. Expand a hostname to see the nodes.

G I'CSGI’V e Appliance Configuration

] Nodes by anter/ESX @~About Adding Nodes

Enter the vCenter/ESX information to add nodes to the plan.

vCenter/ESX Results e node Nodes Protected by Plan

Node Name
Name Object Type

4 W [J 105725 Host System
SLL Resource Pool

% LinuxAgent Resource Poal

Vi{agent node)

(£ restore Resource Pool
(£ Virtual Lab 1 Resource Fool
4 W (2 windows Resource Pool

& LicenseTasting Resource Pool

7 (5 agent node Virtual Machine

Return  AddtolList
" Cancel Plan Creation

4. Select the nodes that you want to add, and then click Add to List.

The selected nodes are added to the right pane.

5. (Optional) To remove the nodes from the right pane, select the nodes and
click Remove.

6. Click Next.

The nodes are added to the plan.
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Add Hyper-V Nodes

Use this method to import the virtual machine nodes from a Microsoft Hyper-V
Server.

Follow these steps:

1. On the Add Hyper-V Nodes dialog, specify the following details.

arcserwve Appliance cConfiguration

Add Hy r=\ s @About Adding Nodes
Enter Hyper-v information to add nodes to the plan

Hostname/IP Address Nodes Protected by Plan

Username Node Name

Password

. Cancel Plan Creation

Hostname/IP Address

Specifies the Hyper-V Server name or the IP address. To import virtual
machines that are in Hyper-V clusters, specify either the cluster node
name or Hyper-V host name.

Username
Specifies Hyper-V user name having the administrator rights.

Note: For Hyper-V clusters, use a domain account with administrative priv-
ilege of the cluster. For standalone Hyper-V hosts, we recommend using a
domain account.

Password
Specifies the password of user name.

Cancel Plan Creation
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Cancels the plan that you just created.
2. Click Connect.

The discovered hostnames are displayed. Expand a hostname to see the
nodes.

O rcse r\fe Appliance Configuration

Add H v NoO @About Adding Nodes

Enter Hyper-v information to add nodes to the plan.

Hyper-v Results TVDE fode : Nodes Protected by Plan

Mode Name
Name Object Type

- app-hyw-02
4 [ @ 10.57.25. Hyper-v Host :

= Backup-agent Virtual Machine
5 Backup-hbbu Virtual Machine
5 UDPIVM_10.57.11. .. Virtual Machine
2 UDPIVM_10.57.11.44725 Virtual Machine
S app-hyv-01 Virtual Machine
S app-hyv-02 Virtual Machine

S appliance-test3 Virtual Machine

Return Add to List

Previous Cancel

3. (Optional) You can type the node name in the filter field to locate the node in
the tree.

4. Select the nodes, and then click Add to List.
The selected nodes are added to the right pane.

5. (Optional) To remove the nodes from the right pane, select the nodes and
click Remove.

6. Click Next.

The nodes are added to the plan.

Chapter 6: Working with Arcserve Appliance 105



Create a Backup Plan for Linux Nodes

Create a Backup Plan for Linux Nodes

You can back up Linux nodes from the Arcserve Appliance Console. The Linux
Backup Server is already added to the Console.

Follow these steps:
1. Open the Arcserve Appliance Console.
2. Click resources, Plans, All Plans.
3. Create a Linux Backup plan.
4. Specify the Source, Destination, Schedule, and Advanced configurations.

Note: For more information about each of the configurations, see How to
Create a Linux Backup Plan in the Solutions Guide.

5. Run the backup plan.
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Create a Backup Plan to a Tape Device

Create a Backup Plan to a Tape Device

Arcserve Appliance has the capability to write data to a tape device. Typically, the
source data is the recovery point that you have saved in a data store using the UDP
backup plan, and the destination is a tape device. You need to use Arcserve Backup
Manager to manage your backup jobs to a tape.

The following process overview gives you an idea on how to write to a tape device
using the Arcserve Appliance:

1. Attach the tape device to the Arcserve Appliance
Arcserve Appliance comes with a port at the rear panel to attach your tape

device. Once you attach the tape device, Arcserve Appliance automatically
identifies the tape device.

2. Configure the tape device using the Backup Manager

Open the Backup Manager and add the tape device to Backup Manager.
Backup Manager is the interface that lets you manage Arcserve Backup. After
you add the tape device to Backup Manager, configure the device.

Note: For more information on configuring and managing the device, see
Managing Devices and Media in Arcserve Backup Administration Guide.

3. Successfully complete at least one backup job using the UDP Console

You need at least one successful backup that you can write to a tape device.
To back up data, create a plan using the UDP Console and back up to a data
store.

Note: For more information about creating a backup plan for different nodes,
see Creating Plans to Protect Data in the Solutions Guide.

4. Initiate a backup to tape job from Backup Manager

Open the Backup Manager and create a plan to back up data to the tape
device. The source data is the destination of UDP backup plan and the des-
tination is the tape device.

Note: For more information on creating a backup plan to tape, see Backing
Up and Recovering D2D/UDP Data in Arcserve Backup Administration Guide.
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Create an On-Appliance Virtual Standby Plan

Create an On-Appliance Virtual Standby Plan

Arcserve Appliance has the capability to serve as a virtual standby machine.

Follow these steps:

1.

2
3
4.
5

Verify and ensure that you have a successful backup plan.

. Open the Arcserve Appliance Console.

. Navigate to the plans and modify the backup plan.

Add a Virtual Standby task.

. Update the Source, Destination, Virtual Machine configurations.

Note: For more information about the configurations, see How to Create a Vir-
tual Standby Plan topic in the Arcserve UDP Solutions Guide.

Save and run the plan.
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Create Plan to Backup the Linux Backup Server

Create Plan to Backup the Linux Backup Server

In the Arcserve Appliance, you can configure the Linux Backup Server to backup.

Follow these steps:

1. From Arcserve UDP Console, click the resources tab.
2. Click All Nodes in the right pane.
3. From the center pane, click Add Nodes.
The Add Nodes to Arcserve UDP Console dialog opens.
4. From the Add Nodes by drop-down list, select Add Linux Node.

5. Provide the node credentials and click Add to List.

Add Nodes to Arcserve UDP Console

Add nodes by | Add Linux Node -

Node Name VM Name Hypervisor

Node Name/P Address Linux-BackupSvr
SSH Key Authentication

User Name root

Password

Non-roat Credential

Add Description

6. Click Save.
The added Linux node is displayed in the All Nodes list.
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Create Plan to Backup the Linux Backup Server

resources

Nodes: All Nodes
B Nodes
All Nodes
Nodes without a Plan
Plan Groups

Actions - Add Nodes

Status  Node Name
Linux Backup Server Groups
Linux Nodes

[ Plans

All Flans

1 Destinations

Recovery Point Servers
Arcserve Backup Servers
Shared Folders

Cloud Accounts

Remote Consoles

Arcserve Clowd

la Infrastructure

Storage Arrays

Instant Virtual Machines
Sites

SLA Proflies

Page 1  of1

linux-backups

Filter ¥ Mo fiter apphed - ¥ Configuration Wizard

Select & node o view the related
details

VM Name Plan

VT

Displaying 1 - 1 0f 1

7. Navigate to All Plans and create an Agent-based Linux plan.

The Source tab appears.

resources

Add a Plan Agent-Based Linux Backup Plan

Task Type

Task1: Backup: Agent-Based
Linux

Source

Linux Backup Server appliance
Node Name WM Haine
Filler volumes Tor backup Excluge
Filesfolders 1o be excluded

Backup: Agent-Based Linux

] Pause this plan Cancel Help

8. From the Add drop-down list, select Select Nodes to Protect in Arcserve

UDP.
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E—
resources

Add a Plan Agent-Based Linux Backup Plan Pause this plan Cancel Help

Task1: Backup. Agent-Basad Task Type Backup: Agent-Based Linux
Linaxe
Source
Linux Backup Server  appliance - m
Add Linux Node
Filter volumes for baickup Esxclude
FilesMolders to ba excluded
The Select Nodes to Protect dialog opens.
9. Protect the added Linux node and click OK.
Select Nodes to Protect
Available Nodes Selected Nodes
Groups  All Nodes (Defaull Groups) -
| HNode Name WM Name Pian Site Node Name Vi Name Pian Site
] inux-backupsyr Local Site
»
>
£
«
Page 1 of 1 = Displaying 1-1 of 1

The Destination tab appears.

10. The default destination displayed is the data store created using Appliance
wizard. Select Local disk or shared folder to backup the node if required.
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resources

Add a Plan Apent-Based Linux Backup Plan

Task Type Backup: Agent-Based Linus

Task1: Backup: Agent-Based
Linux

Destination

Destnation Type

Recovery Point Server

Data Store

Paszword Pratection L]

Session Password

Confirm Session Password

appkance

Pause this plan Save

Local desk or shared folder ®) Arcsenve UDP Recovery Point Server

appkance_data_slon -

Cancel Help

11. After providing the settings related to plan, click Save.

resources

Plans: All Plans
« Nodes Add a Plan
All Nodes
Nodes withoul a Plan
vCenter/ESX Groups
Hyper-V Groups
Limux Nodes
Linux Backup Server Groups
Plan Groups
4 Plans
All Plans
4 Destinations
Recovery Poini Sarvers

Actions .

Pilan Name

Agent-Based Linux Backup Plan

Arcserve Backup Servers
Shared Folders

Cloud Actounts

Remate Consoles
Arcserve Cloud

Status

@ Deployment. Successhul (1)

%3 Configuration Wizard

Select a plan to view the related
details

You can perform backup for the added Linux Backup Server successfully.
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Setting-up to Perform Linux Instant VM Job to Local
Appliance Hyper-V

Using Arcserve Appliance, you can set the network to perform Linux instant VM job
on local Appliance Hyper-V.

Follow these steps:

1. Open Hyper-V manger.
2. Create a new external virtual network switch.

3. Run the following command with PowerShell to reconfigure Routing and
Remote Access for the newly added virtual network switch in step 1 using
DOS command line:

C:\Program Files\Arcserve\Unified Data Pro-
tection\Engine\BIN\Appliance>powershell .\Rebuild-VMSwitch.ps1

Note: The Linux Backup Server Linux-BackupSvr is rebooted during the pro-
cess.

4. To perform Linux instant VM job to local Hyper-V, select the newly added
virtual network switch created.

Now, you can perform Linux instant VM job to local Appliance Hyper-V successfully.
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Migrate Arcserve UDP Console Using Con-
soleMigration.exe

On the Arcserve Appliance, you can migrate the Arcserve UDP Console to another
Appliance using ConsoleMigration.exe. From Arcserve UDP v6.5 Update 2 onwards,
you can migrate the Arcserve UDP Console between any two Arcserve UDP con-
soles, even when not belonging to Appliance.

Use ConsoleMigration.exe for BackupDB and RecoverDB. The following screenshot

displays the usage of ConsoleMigration.exe:

To complete the migration process, follow these steps:

1. On old Arcserve UDP Console, perform backup for the Arcserve UDP data-
base.

The DB_Migration folder is created successfully.

2. Onthe new Arcserve UDP Console, copy the DB_Migration folder to the fol-
lowing path:

<UDP_Home> \Management\BIN\Appliance\

3. If the new Arcserve UDP Console is Arcserve Appliance then change host-
name and reboot the system and finish the Appliance configuration using
Appliance wizard.

Note: If the Arcserve UDP Console is not an Arcserve Appliance, skip this
step.

4. Onthe new Arcserve UDP Console, perform the steps mentioned in the
screen below to recover the Arcserve UDP Console database. When the
database recovery process is completed, the nodes are updated for new
Arcserve UDP Console. If any nodes are failed to get updated, the dis-
connected nodes are recorded in the DisconnectedNodesInfo-<mm-dd-
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yyyy>.txt file under the path C:\Program Files\Arcserve\Unified Data Pro-

tection\Management\BIN\Appliance\logs. You can manually update the dis-
connected nodes from the new Arcserve UDP Console.

Note: In Arcserve UDP Console, if any site other than Local Site exists, follow
the steps mentioned in NewRegistrationText.txt file to register the site again.

You have completed migration of Arcserve Appliance Console to the new Arcserve
UDP Console successfully.

You can use this tool to perform console migration for Arcserve UDP Console con-
nected with remote SQL database. After the migration is complete, the migrated
Arcserve UDP Console is configured to connect with the same remote SQL data-
base.

Note: From Arcserve UDP v6.5 Update 4 onwards, -force option is introduced in
ConsoleMigration.exe command to force the recovery backup database file migra-
tion to the target console under the following conditions:

1. When you want to perform console migration between two consoles
where the source console uses SQL Server Enterprise edition and the target
console uses SQL Server Express edition. In this case, the minimum
required Database size of the source UDP console is 4000 MB.

2. When you want to perform console migration from a console that uses an
advanced version of SQL Server database to a console that uses an older
version of SQL Server database. For example, migrating from a console
using SQL Server 2016 to a console using SQL Server 2014.
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Migrate Pre-installed Linux Backup Server to CentOS
7.4

Important! The Linux Migration Tool is available only from Arcserve UDP v6.5
Update 4 or higher version.

Linux Migration tool (Linux_migration.ps1) is a new feature introduced from Arc-
serve UDP v6.5 Update 4 that lets you migrate the pre-installed Linux Backup
Server of the Arcserve Appliance from the previous version of CentOS such as
CentOS 6.6 to CentOS 7.4.

Follow these steps:

1. Loginto Arcserve Appliance using the credentials of administrator.

2. Upgrade the previous versions of Arcserve UDP in Arcserve Appliance and
Linux Backup Server to Arcserve UDP v6.5 Update 4 or higher version. Also,
upgrade Linux Agent on Linux Backup Server to the version similar to the
version of Arcserve UDP console

3. Download the Linux-BackupSvr.zip from the link (the MD5 for this down-
load is 0A51C1020CB8EA569B9DCEAF7BF226E0) and extract the files to the
local drive. For example, if you extract the files to drive X, the path is dis-
played as below.

F s Local Disk (X:)

4 Linux-BackupSvr
Snapshots
Virtual Hard Disks
Virtual Machines

4. Open the PowerShell command line and enter the following command to
change the directory path to the folder that includes Linux_migration.ps1
file:

cd C:\Program Files\Arcserve\Unified Data Protection\Engine\bin\Appliance\
5. Run the following command to execute the migration:
Linux_migration.ps1 —path X:\Linux-BackupSvr

Note: X:\Linux-BackupSvr is the path where the files from Linux-
BackupSvr.zip are extracted to your local drive.

The command line displays the progress of the migration process.

After the migration process is completed successfully, the old Linux backup
server is powered off and the name of old Linux backup server is modified to
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Migrate Pre-installed Linux Backup Server to CentOS 7.4

Linux-BackupSvr-CentOS<version number>-<hhmm>. The import of new Linux
Backup Server (CentOS 7.4) is completed and the name is modified as Linux-
BackupSvr in the Hyper-V manager successfully.

6. Update the Linux backup server from the Arcserve UDP Console.

After the migration of Linux Backup Server to CentOS 7.4, all the Linux
backup server settings such as Linux backup plans, Linux nodes, and Linux
jobs are migrated and configured in the Arcserve Appliance Console suc-
cessfully.
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Perform Migration between Arcserve Appliances

This topic provides two solutions for user to perform migration from existing Arc-
serve Appliance to another fresh Arcserve Appliance.

For example, let us migrate the Arcserve Appliance 8200 to Arcserve Appliance
8400. The prerequisites are listed as follows:

= Ensure that you can connect to both Appliance 8200 and Appliance 8400.

= Capacity of the new Appliance should have enough memory to hold all the
data on the original Appliance.

= |n the Arcserve Appliance 8200, ensure that no job runs.

For more information on Console migration, refer the How to Migrate Arc-

serve UDP Console Using ConsoleMigration.exe topic.

To migrate from any Appliance to a fresh Appliance, you have two solutions as lis-
ted below.

* Solution 1

= Solution 2

118 Arcserve Appliance User Guide


../../../../../Content/Best_Practices_4_udp_cnsol_migrtn.htm
../../../../../Content/Best_Practices_4_udp_cnsol_migrtn.htm
../../../../../Content/Solution1.htm
../../../../../Content/Solution2.htm
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Solution 1

Bare Metal Recovery (BMR) solution

To perform BMR from existing Arcserve Appliance to another fresh Arcserve Appli-
ance, follow these steps:

1. Create a data store on the fresh Arcserve Appliance 8400 and backup Arc-
serve Appliance 8200 to this data store.

Note: You can just ignore the following warning:

The Arcserve UDP Recovery Point Server data store is configured on volume
X:,Y:. This volume will not be backed up.

2. After the backup, perform BMR on the Appliance 8400 using the recovery
point you get on the step above and select driver megasas.inf manually.

Specify Drivers

*Y'ou can integrate additional drivers into the EMR 150 image, so that they can be loaded when the BMR
process is launched.

| I anufacturer | Wersioh | Platform | Path |

Intel 12/08/2016.1214.7.0 =64 C:wWINDOW SAINFoemd 3inf

Intel 07/30/2013,9.4.210... =64 C:AWINDOWSHINF aem3.inf

MS_HDC, INTEL_HDC... 08/21/2008,10.014... =64 C:AWINDOW SSINFsmshde. inf

LSl 03/06/2015,6.707.0.. =64 C:AWINDOWSHINFoem.inf

INTEL 02/19/2016,10.1.2.80 =64 C:ANWINDOW S INFoermdBinf

AMD Section, ACER.S...  0B/21/2008,10.014.. =64 C:NWINDOW SAINFusbport.inf

INTEL 07/30/2013,9.4.210... =64 C:AWINDOWSHINF aemd 7.inf

GEMDEY_SvS, ACC_...  06/21/2006,10.014... =64 C:AWINDOW SAIMF machine. inf

Generic 10/08/2017.10.014... =64 C:AwWINDOW S INF usbshci.inf

< >
I Include Local Drivers I¢ Add Driver | Delete Driver |
Back | Create | Cancel | Help |

3. After the BMR, restart the Appliance 8400 according to the system prompt.
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Appliance Configuration

€) Click Launch Wizard to continue configuring your appliance with the Arcserve UDP Plan Configuration Wizard.
Launch Wizard

Hostname/ appliance
Domain

x

Microsoft Windows

UDP Console URL

You must restart your computer to apply these
Date and Time changes

Before restarting, save any open files and close all programs.

Network Connections

Connection Name IP Ad|

g%gts(:l:;:elted :&g;:ﬁ:i?:;ﬂcp Broadcom NetXtreme Gigabit Ethernet
gﬁ;sczz:eited :Stg;:l?:z?:;:cp Broadcom NetXtreme Gigabit Ethernet #2
g-ﬂgtscz‘;:e?ﬂ ed :Strc:ﬁlgliscsi'?; EﬂCP Broadcom NetXtreme Gigabit Ethernet #3
g‘%z[%ﬂ?‘:e‘; ed :l?tgﬁ\:liscsi?: E:CP Broadcom NetXtreme Gigabit Ethernet #4
:gcgonnected lﬂigﬁzﬁfza DHCP Broadcom NetXtreme Gigabit Ethernet #5

4. Now, rebuild the network switch on 8400 Appliance.
Run the following command with PowerShell:

C:\Program Files\Arcserve\Unified Data Pro-
tection\Engine\BIN\Appliance\Rebuild-VMSwitch.ps1
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Program Files » Arcierve » Unified Dats Protection » Engine » BIN » Appliance » v
Mame difiedl =
setnat.psl.log
matlog
v matdbal

dhcpdone.flag
resetdheppsllog
linuxdone flag
vmstarted.flag
sdapteriamelhanged.flag
languagett
initstorage.ps .leg

setosflag

configuration_change.status

configuration_changeflag

ARCDiskChic k-Finish.tag

&y Rebuild-VMSwitch.ps!

resetdhcp.ps)

Applisncelnformistion.en

configuration_change.ps
& arcrun.bat

mitctorage.pe 1
ARCDiskCheck.gxg

N setnatps]

Open

Run with PowerShell

Edit

Open with

Restere previout versions

Sendto

Cut

Copy

5. Now, follow these steps to copy the data on 8200 Appliance to 8400 Appli-

ance and import the data on to 8400 Appliance:

a. Stop all the UDP services on Arcserve Appliance 8200 using the fol-

lowing command in the command line:

C:\Program Files\Arcserve\Unified Data Protection\Management\BIN>

cmdutil.exe /stopall

manually.

Copy all the data on disk X and Y from Arcserve Appliance 8200 to 8400
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Administra

LUe
Cop

icrozoft Windows
(c) 2812 Microsoft

Progran Files\Arce
swe sotopall
to kill process

explor

tart to kill pro

tor: C:\Windows\System32\cmd.exe

ion 6.3.968081
poration. All wights reserved.

roeslUnified Data Protection\MHanagementxBIN>emdut
explorer.exe

Er. eXe

D2DVUDgc . exe

ervice 'Arcserve Service’ ...

topped.

UDP Agent

8

* firc UDP RPE Data Store Service’..

pping service 'Arcserve UDP RPE Port Sharing Service’ ..

suice Stopped.

*Arcserve UDP Identity Sewvice’ ...

stopping service “Arcserve UDP Hanagement Service’ ...

service Stopped.

topping service "R UDP Hanagement Port Sharing Service’ ...

ing service ‘Arcserve UDP Agent Explorer Extension Service’..

"Arcserve UDP Update Serw

Agent monitow. ..
gent monitor stopped.

stopping Arcsevve UDP a

iveserve UDP

Pro GDDbEerver .exe

killed.
GCDDEerver .exe
f

Startup.exe

!:.‘Z]'.I]ﬂl'f?'l'. exe

Start Windows Explorer.

c. On 8400 Appliance, start all UDP services and then import the data

copied from 8200 Appliance.
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resources

Import a Data Store

Recovery Point Server appliance
Data Store Folder X\Arcserve\data_store\common
Encryption Password o

Cancel Help
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Solution 2

Migrate Arcserve Appliance solution

Important! If the existing Appliance works as both Arcserve UDP Console and Arc-
serve UDP RPS, we can use this solution.

Prerequisites:

= On Arcserve Appliance 8200, ensure that no job runs.

* You have migrated the Arcserve UDP Console from Arcserve Appliance 8200
to 8400.

Note: For more information about how to migrate the Arcserve UDP Console
from Appliance 8200 to 8400, refer How to Migrate Arcserve UDP Console
Using ConsoleMigration.exe.

Follow these steps:

1. Stop all the Arcserve UDP services on Arcserve Appliance 8200 using the fol-
lowing command in the command line:

C:\Program Files\Arcserve\Unified Data Protection\Management\BIN>
cmdutil.exe /stopall
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I = Administrator: C:\Windows\System32\cmd.exe |;|i-

ion 6.3.968081 ’
Corporation. All rights reserved.

vesln ified Data Protection\Management»BIN>emdut

il.e ’
Sstart to

etart to kill process D2DUDgc.exe e

*Arczerve UDP Agent Service’...
e UDP RPE Data
opping service "Arcserve UDP RPE Port Sharing Service’ ...
ice Stopp
*Arcserve UDP Identity Sewvice’ ...
*Arcserve UDP Ha ement Service’ ...
: UDP Hanagement Port Sharing Service’ ...
‘Arcserve UDP Agent Explorer Extension Service’ ...
"Arcserve UDP Update Service’...
stopping Arcsevve UDP agent monitow. ..
iveserve UDP agent monitor stopped.
tart to kill Arczerve UDF proces

sync_utl_d._exe

AFD2DHonit

GDDEerver .exe
s CDDServer.
AStartup.exe
explorer.exe
killed

stopping mounting driver...
ounting driver opped.

Start Windows Explorer.

2. Copy all the data on disk X and Y from Arcserve Appliance 8200 to 8400
manually.

3. On 8400 Appliance, start all Arcserve UDP services and then import the
data stores copied from 8200 Appliance.
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resources

Import a Data Store

Recovery Point Server appliance
Data Store Folder X\Arcserve\data_store\common
Encryplion Password o

Cancel Help

Note: The Arcserve UDP log files are not migrated to the new fresh Appli-
ance.

You have migrated the existing Arcserve Appliance to another fresh Arcserve Appli-
ance successfully.
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Modify the Input Source of Pre-installed Linux Backup
Server

You can change the Keyboard of pre-installed Linux Backup Server.

Follow these steps:

1. Log into Arcserve Appliance as administrator.

2. Click Settings.

3. Click Region & Language.
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Al Fattings

") v H

it -

Bachkground Motificaticrs Onling Privagy
Accounts

O » =

Bluetooth Dasplays

= 7,

Prinifsry Siand ‘Wiacom Table

-1.1-\_“
e

Date & Tims Dwtails Linkrgial
ALcass

4. Click + to select a new input source.
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Region & Languange

Ersglish (United States)

Urited States (English)

Input Seurces

Emglish {US)

5. Select the language and keyboard layout.
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Add an Imput Source

Camercan Multllingual [Deonak)
Camercan Multlingual (geerty)
English {Australisn)
English (Cameracn)

English {Cansda)

English (Colemalk)

English {Dwvorak sttemastiv.. emationsl no dead keys)

English (Dworalk)

6. Click Add.

Input source is successfully added.
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You can monitor Arcserve Appliance remotely.

This section contains the following topics:

Woorking With P L 132

Working with Integrated Dell Remote Access Controller (iDRAC) ............................. 137
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Working with IPMI

This section contains the following topics:
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How to Change IPMI Password

Before changing the IPMI password, you need to access the BIOS setup screen to
obtain the IP address.

Follow these steps:
1. Boot up your system.
The Bootup screen appears.
2. Press the Delete key.
The BIOS setup screen is displayed.

Note: To navigate, use the arrow keys and press Enter. To go back to the pre-
vious screens, press Escape key.

3. Select the IPMI tab at the top of the main BIOS screen.

Note: By default, the configuration address source is set to DHCP.

Update IPMI LAN Configuration

4. Verify that the IP address is correct. You can connect to the IPMl interface
using your web browser only if your Server is on the same network.

5. Note the Station IP Address.

6. Enter the Station IP address on your web browser.

After you are connected to the remote Server via the IPMI port, the IPMI
login screen is displayed.
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Please Login

Username

Password

7. Enter your user name in the Username field.

Default: ADMIN

8. Enter your password in the Password field.
Default: ARCADMIN

The home page (IPMI main screen) is displayed.

System Server Health Configuration Remote Control Wirtual Media Maintenance Miscellaneous Help
=% system & Summary
= FRU Reading Finmwara Revision © 03.27 IF addness @ 0100057025011
Fumvware Bulld Time : 01182016 EMC MAC address | 002590 TeBobD
= Hardware Information BIDS Version - 2.0 System LANT MAC address | 00:25:90:fc:70:48
BIOS Buid Timea : 12172015 System LANZ2 MAC address @ 0025 90k 7045

Regfizh Varsion @ 1.0.0

Remate Console Previaw

Refresh Preview image

Fower Conbrol wia IPRI

Host is currently on

Poweer On Power Daowr Reset

9. Click the Configuration option from the top bar.

The Configuration screen is displayed.
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System Server Health Configuration Remote Contred Virtual Media Maintenance Miscellaneous Help

© configuration - % Configuration

& Alerts Use these pages 1o configure various settings, such as alerts, users, of network eic,

© Date and Time
 Alerts © Add, ecd of remave died destinations

» Date and Time : Configure Date and Time Settings
= LDAP - Check the box below to ensble LDAP suthentication and enter the requined information to access the LDAP server. Press the Save bution 1o save your changes.
« Actve Directory © Configure ssttings 1o authenticale and access the Active Directory server
& Active Directory » RADIUS - Configure settings o authenticale and access the RADIUS server,
= Moute moda - Configure the mouse mode for remsle eonsole
& RADIUS = Mebwork © See the MAC address or change nehwork sellings, inCIuging dynamic and static IP assignment
= Dynamic NS ;| Configure dynamic updale properties for Dynamic DNS

S LoaP

= SMTP - Configure the SMTP emai sarver

< Mouse Mode = S5L Cerification : The dates fos the defaull certificate and privale key are shown below. To ugload a new SSL cerificale. use the Browse buticn o navigate 1o ihe certificate and press: the Upload bution
o Wsers - Add, edit, or remove users
& Network = Port . Confgure the port number of the senvices
= 1P Access Control - Add, edd or remove IP access rules
= SNMP - Configure SHMP 5
S Dynamic DNS . FanMade C?mﬁwu the r:ur::u
= Web Session | Configuie the web sexsion valus
@ SMTP « Toggle SUM Licensed Checking © Toggle on'oll SUM license checking

© SSL Certification
o Users

& Port

10. Click the Users option in the Configuration sidebar.
11. Select the User: (ADMN) from the Users List.
12. Click Modify User.

The Modify User screen is displayed.

I EEEEEERRRREEEE———
System Server Health Configuration Remote Control Virtual Media  Mainienance Miscellanecus Help

& Configuration = Modify User

= Alerns

Ender the new imformation for the user below and press Maodify. Press Canced io reham fo the user s
= Date and Time

=y LDAP

= Active Directory
=y RADIUS

= Mouse Mode

= Network

User Name:
Change Password
Password:

Confirm Password:
HNetwork Privilegeas:

 Modify || Cancel |

= Dynamic DNS
& SMTP
& 551 Certification

= Users

13. Enter your user name (ADMIN).

14. Select the Change Password option.
The password field is enabled.

15. Enter the new password and confirm.

16. Click Modify to save the changes.

Your IPMI password is successfully changed.
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How to Upgrade IPMI Firmware

Supermicro IPMI Utilities help you to upgrade the IPMI as per your organization
requirement.

Follow these steps:

1. Login to IPMI, navigate to the Maintenance tab, and click Firmware
Update.

Firmware Update screen appears.
2. Click Enter Update Mode.
Message from webpage pop-up window appears.
3. Click OK.
BIOS & IPMI download screen appears.
4. Click the .zip file corresponding to the revision of IPMI model.
The file downloads and Firmware Upload screen appears.
5. Extract files from the downloaded .zip file.

6. Click Browse on the Firmware Upload screen and select the .bin file from
the extracted files.

7. Click Upload Firmware.
Firmware Image uploads.
8. Click Start Upgrade.
Firmware upgrade completes and reboots IPMI.

You can view the upgraded Firmware version on the Summary screen.
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Working with Integrated Dell Remote Access Con-
troller (iDRAC)

This section contains the following topics:
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Monitor and Manage Integrated Dell Remote Access
Controller (iDRAC)

Arcserve Appliance 9012-9504DR series models are installed with Integrated Dell
Remote Access Controller 9 (iDRAC9). iDRACY lets the server administrators
improve the overall availability of Arcserve Appliance. iDRAC provides the alerts to
administrators about server issues, allows to perform remote server management,
and reduces the need for physical access to the server.

You must log into iDRAC to monitor system status, manage system information and
launch virtual console.

Follow these steps:

Log into iDRAC:

1. Launch a browser and navigate to https://<iDRAC-IP-address>.
iDRAC login page displays.

2. Enter the following information:
User Name: root
Password: ARCADMIN

3. Click Login.

Monitor System Status and Manage System Information:

You can monitor iDRAC system status and manage the following system inform-
ation:

= System health

= System properties

* Hardware and firmware inventory
= Sensor health

= Storage devices

= Network devices

= View and terminate user sessions
Launch Virtual Console:

1. Log into https://<iDRAC-IP-address>

2. Navigate to Dashboard and click Launch Virtual Console.

138 Arcserve Appliance User Guide



Working with Integrated Dell Remote Access Controller (iDRAC)

The Virtual Console page displays.

The Virtual Console Viewer displays the remote system desktop. You can take
the control of remote system and run the operations using keyboard and
mouse.
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Find the IP address of Integrated Dell Remote Access
Controller for 9000 Series (iDRAC)

Arcserve Appliance 9012-9504DR series models are configured to use DHCP for
iDRAC by default. To access iDRAC, ensure that you connect the ethernet cable to
the iDRACY dedicated network port. For information about real panel and iDRAC9
dedicated network port of Arcserve Appliance 9012-9504DR series models, see Real
panel of 9012-9048, Real Panel 9072DR-9504DR.

View Rear Panel of 9012-9048 for iDRAC9

iDRAC9 dedicated network port

on rear panel of Arcserve Appliance 9012-9048 series models

View Rear Panel of 9072DR-9504DR for iDRAC9

((Sum exmawmEE)s | 2l O\
O B
;- 100

iDRAC9 dedicated network port on

rear panel of Arcserve Appliance 9072DR-9504DR series models

You can find the IP address of iDRAC from appliance.

Follow these steps:
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1. Make a note of iDRAC IP while starting Arcserve Appliance.

2. Launch a browser and navigate to https://<iDRAC-IP-address>.

&« C A Notsecure | bitpe//10.57.25 frestgui/starthtmiFlogin T 8

Integrated Remote Access Controller 9
iDRAC-5Q6MHQ2 | | Enterprise

Type the User Name and Password and click Log In.

Password:

W Security Notice: By accessing this computer, you confirm that such access complies with your organization's security policy.

Online Help | Support | About

iDRAC login page is displayed.

Chapter 7: Monitoring the Appliance Server Remotely 141



Working with Integrated Dell Remote Access Controller (iDRAC)

Find the IP address of Integrated Dell Remote Access
Controller for X Series (iDRAC)

Arcserve Appliance X series model is configured to use DHCP for iDRAC by default.
To access iDRAC, ensure that you connect the ethernet cable to the iDRAC9 ded-
icated network port. For information about real panel and iDRAC9 dedicated net-
work port of Arcserve Appliance X Series model, see Real panel of X Series.

View Rear Panel of X Series
Need screenshot
You can find the IP address of iDRAC from appliance.

Follow these steps:

1. Make a note of iDRAC IP while starting Arcserve Appliance.

Initializing Firmware Interfaces...

2. Launch a browser and navigate to https://<iDRAC-IP-address>.
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€& 2> C A Notsecurs | hitps//10.57.28 frestgui/starthtmilogin T 8

Integrated Remote Access Controller 9
iDRAC-5Q6MHQ2 Enterprise

Type the User Name and Password and click Log In

Password:

Domain:

This iDRAC M

W Security Notice: By ac g this computer, you confirm that such ac omplies with your organization

Online Help | Support | About

iDRAC login page is displayed.
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Configure DHCP or Static IP address of iDRAC

You can set DHCP network mode for iDRAC.

Follow these steps:

1. Press F2 while starting Arcserve Appliance and enter System Setup.

nitializing Firmware

2. From the System Setup Main Menu screen, click iDRAC Settings.

System Setup
System Setup Main Menu

System BIOS

IDRAC Settings

Deavice Settings

o IDRAC Settings allows you to configure iIDRAC,

3. From the options of iDRAC Settings, click Network.

The Network Settings fields are displayed.
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System Setup

IDRAC Settings
iDRAC Settings
IDRAC Firmware Wersion = . e 39 24,24 (Build 30)

System Summary

tem Event L 0g

Alerts

Front Panel Security

Media and USE Port Settings

Lifecycle Controller

Power Configuration

Use this page to configure the network properties, common iIDRAC settings, IPvd4 and IPvE
properties, IPMI settings, and VLAN settings.

Select Enabled for Enable NIC setting, and select Dedicated for NIC Selec-
tion to use the dedicated network interface.

tem Setup

iDRAC Settings
IDRAC Settings + Network
NETWORK SETTINGS -
En@ble NIC - () Disabled @ [Enabled
NSl BT N e L ae—————————————— || AT o] =
)
MAC AQUrOSS woxenmemmammesmsmatmesromameswesmemeenemss 521244 [
Auto Negotiation O Off @ On
t edicated N ® bled Q
O 10 Mt 0100 Mby @
Active NIC Interface - Dadicated
plex Mode O Half Duple @ Full Duple
COMMON SETTINGS
Register DRAC on DNS - : : @ Disabled O Enabled

= Select Enabled to enable NIC. When NIC is enabled, it activates the remaining controls in
this group. When a NIC is disabled, all communication to and ... {Press <F 1= for more help)
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5. To set DHCP mode, from IPV4 Settings select the Enabled option for Enable
IPv4 and Enable DHCP.

System Setup

IDRAC Settings

IDRAC Settings « Network

Auto Config Domain Name - g Disabled O Enabled &

IPV4 SETTINGS
Enable [Pv4 - . . S O Disabled @ Enabled
Enable DHCP - - — O Disabled @ Enabled
Use DHCP to obtain DNS server addresses - @ Disabled © Enabled
Preferred DNS Server S —— D.G.0.0
Anerna[e DNS Ser\‘er TS —— DOOD

IPV6 SETTINGS

Select Enabled to enable MIC. When NIC is enabled, it activates the remaining controls in
this group. When a NIC is disabled, all communication to and ... (Press <F1= for more help)

Note: If you want to set Static IP for iDRAC dedicated network, set Enable
IPv4 as Enabled and Enable DHCP as Disabled. Set IP Address, Gateway, and
Subnet Mask according to the network configuration.
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System Setup

iDRAC Settings

IDRAC Settings « Network

Auto Config Domain Name - g Disabled O Enabled

IPV4 SETTINGS
Enable [Pv4 - . . e O Disabled @ Enabled
Enable DHCP - e @Disabled O Enabled
Use DHCP to obtain DNS server addresses - @ Disabled © Enabled
Preferrad DNS Server - 0.0.0.0
Alternata DINS SErvar - s [O.0L0L0

IPV6 SETTINGS

Select Enabled to enable NIC. When NIC is enabled, it activates the remaining controls in
this group. When a NIC is disabled, all communication to and ... (Press <F1= for more help)

6. Click Back, click Finish, and then click Yes on the Warning dialog.

The network information is saved.

IDRAC Settings
IDRAC Settings
IDRAC Settings Version - z ; + 3.00.00.32 =
IDRAC Firmware Version 3.21.21.21(Build 30)
System Summary wan.'.'g
System Event Log i Saving Changes
Metwork o Settings have changed. Do you
Alorts want to save the changes?
Front Panel Security B
Media and USB Port Settings Yes No

Power Configuration
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7. From the Success dialog, Click OK.

iDRAC Settings
iDRAC Settings

IDRAC Firmware Version e 3. 4,21,21 (Build 30)

System Summary Success

System Event Log “ Saving Changes

Network The settings were saved

Alorts successfully.

Front Panel Security |

Media and USE Port Settings “

Lifecycle Controller

Power Configuration

You have completed configuration of iDRAC DHCP.

8. Click Finish and then click Yes to exit the Setup and boot the system.
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System Setup

System Setup
System Setup Main Menu

System BIOS
IDRAC Settings
revice Settings Wamhg

C
| Confirm Exit

Are you sure you want to exit?

Yes No

The DHCP network mode for iDRAC is configured.
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Chapter 8: Restoring or Repairing the Arcserve Appli-
ance

This section contains the following topics:

Debug Factory Reset

Apply Arcserve UDP Factory Reset Using Boot Option in 7000-8000 Series Appliance 154

Apply Arcserve UDP Factory Reset Using Boot Option in 9012-9504DR Series Appli-

AN 157

Apply Arcserve UDP Factory Reset Using Boot Option in X Series Appliance

Clear Configuration and Apply Appliance Factory Reset

Replace Factory Reset Image Using Set Appliance Image Utility

Remove and Replace a Hard Drive

Perform Bare Metal Recovery (BMR) without Preserving Data ................................ 169

Perform Bare Metal Recovery (BMR) and Preserving Data
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Debug Factory Reset

The topic describes how to debug factory reset when you receive the following
Error message:

Error

@ Execute post_factoryreset.ps1 failed[Error Code 1001], Please review and save the logs for further
investigation. Contact Arcserve Support in case you need further help.

Troubleshoot | v Shut Down

To resolve the issue, perform the following steps:

1. From the Error message, click the drop-down option of Troubleshoot.
The following options are displayed:

Command Prompt

The CMD (command prompt) dialog box lets you perform some basic
operation. For example, verify if a file exists in the folder, copy files,
delete files, and get the disk layout information.

View Logs

View logs option lets you view the logs in Notepad. You can check the
logs and save the logs for further help by clicking File, Save As.

Restart Factory Reset
This option lets you restart Factory Reset when the issue is esolved.

Help

The Help Dictionary dialog box provides information about the cause,
basic analysis, and solutions for the error. Follow the steps to resolve the
issue. Some tips about common operations are also displayed. For
example, how to get the disk layout, how to get the content of factory
reset property file, how to save the logs.

2. From the options displayed, click Help.

The screen displays multiple Error Code with details.
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@ Factory Reset Help O S
Category:
B Help ~ |Cause: Program cannot find "post_factoryreset.ps1”,
E- Error
Error code 1001 Debug:
1~ Eror code 1002 Check if "post_factoryreset.ps1” exist at the path “x\windows\system32\appliance". If
:x: Eg:: :ﬁi existing, check the content, othenwise please collect the logs and contact Arcserve Support.
-~ Error code 1005
i~ Error code 1007 Steps:
— Emor code 1008 1. Open Command Prompt (¢md) from "Troubleshoot™-->"Command Prompt".
' Error code 1010 2. Type "cd x\windows\system32\appliance\" and press Enter.
-~ Emror code 1011 3. Type "dir" and press Enter,
- Error code 1012 All the files and folders in the folder are displayed. Check i the file
ey [t o
= Error code 1016 4. Also refer to ["Tip™-->"How to save the logs?"] for information on how to collect and
- Error code 1018 save the logs for further analysis.
I Error code 1019
|~ Error code 1020
Error code 1022
~ Error code 1023
Error code 1031
- Error code 1032
Error code 1033 e
£ >

3. Navigate to Tip of the Error code displayed in Error message and follow the

instructions as displayed in the right panel below.

@

Category:

Factory Reset Help E

i~ Error code 1019 ~
i Error code 1020
- Error code 1022
i Error code 1023
i~ Error code 1031
i~ Error code 1032
i~ Error code 1033
-~ Error code 1034
i~ Error code 1035
i~ Error code 1036
i~ Error code 1037
i~ Error code 1038
i~ Error code 1039
i~ Error code 1051
i Emror code 1052
| Error code 1053
| Error code 1054
E-Tip
L
| How to get the conte
~ How to save the logsi
' How to get IP addres:
v

< >

1. Open Command Prompt (cmd) from "Troubleshoot"--> "Command Prompt".
2. Type "diskpart™ and press Enter.
Version of diskpart is displayed.
3. Type DISKPART>"list disk” and press Enter,
The disk list appears as shown below. The bigger size disk is usually our system disk.

Disk ##= Status  Size Free Dyn Gpt
Disk 0 Online 447G 0B
Disk 1 Online 3725G 0B

Here, the Disk 1 is the data disk, the Disk 0is the SSD disk.

4. Type "select disk<disk number got above>"and press Enter.

It will respond with "Disk <disk number got above> is now the selected disk.”
5. Type DISKPART> "list partition” and press Enter.

The disk layout list will show as shown below:

Partition #&2 Type Size Offset
Partition 1 Recovery 300MB 1024KB
Partition 2 System 39MB 301MB v

Selecting the right error and following the instructions displayed in tip helps to

resolve Factory Reset.
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Apply Arcserve UDP Factory Reset Using Boot Option
in 7000-8000 Series Appliance

You can apply UDP factory reset from the Boot Menu of the Arcserve Appliance.
Using UDP factory reset, you can return your Arcserve Appliance to clean and non-
configured status.

Note: You can also select the Preserve the backup data option while running UDP
factory reset.

Follow these steps:

1. Press F11 to invoke Boot Menu.

arcserve

ASSUred recovery

2. Select the boot option UDP Factory Reset.
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Please select boot device:

UEFI: Built-in EFI Shell
Windows Boot Manager
UDF Factory Reset

Enter Setup

T and 1 to move selection
ENTER to select boot device
ESC to boot using defaults

A page about factory reset is displayed.

O rcse r\,e ] Appliance

pports and log entries will

Reverting to Arcserve UDP Version 7.0.4399.

B Preserve existing backup data.

Cancel

Notes:

- The Preserve existing backup data option is selected by default. Only
C:\ volume in the original operating system is rebuilt. Data at X:\
volume and Y:\ volume remains unchanged.

- If you clear the selection of the Preserve existing backup data option,
all the data on the respective volumes of C:\, X:\, and Y:\ in the original
operating system is rebuilt.

1. Click Reset.
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A confirmation dialog appears.

Confirm Factory Reset

\ Are you sure you want to perform a factory reset on your Arcserve Appliance? Selecting Reset will
# ) resultin returning all settings to their factory defaults.

All of your backup data will be preserved during the reset.

Cancel

You can click Cancel to reboot the Arcserve Appliance unit.
2. After factory reset finishes, you can perform either of the following actions:
+ Click Restart to reboot the appliance.

+ Click Shut Down to close the appliance.

Factory Reset Is Complete

@ Your Arcserve Appliance has been returned to its factory defaults.

Click Restart to restart the sppliance and launch the Configuration Wizard or click Shut Down to
shut down the appliance.
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Apply Arcserve UDP Factory Reset Using Boot Option
in 9012-9504DR Series Appliance

You can apply UDP factory reset from the Boot Menu of the Arcserve Appliance
9012-9504DR series. Using UDP factory reset, you can return your Arcserve Appli-
ance 9012-9504DR series to clean and non-configured status.

Note: You can also select the Preserve the backup data option while running UDP
factory reset.

Follow these steps:

1. Press F11 on the keyboard to invoke Boot Menu.

2. Select the boot option Integrated RAID Controller 1: UDP Factory Reset.
Boot Manager

Boot Menu
Select LIEF] Boot Option

A

ntegrated RAID Controller 1 LIDP Factory Reset

LIEF] Boot Option Maintenance

u Davice Path ;.. (Press <Fi= for more halp)

A page about factory reset is displayed.
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O rCS e r\,e Appliance

ports and log entries will

Reverting to Arcserve UDP Version 7.0.4399.

Preserve existing backup data.

Notes:

- The Preserve existing backup data option is selected by default. Only
C:\ volume in the original operating system is rebuilt. Data at X:\
volume and Y:\ volume remain unchanged.

- If you clear the selection of the Preserve existing backup data option,
all the data on the respective volumes of C:\, X:\, and Y:\ in the original
operating system is rebuilt.

3. Click Reset.

A confirmation dialog appears.

Confirm Factory Reset

: Are you sure you want to perform a factory reset on your Arcserve Appliance? Selecting Reset will
e result in returning all settings to their factory defaults.

All of your backup data will be preserved during the reset.

Cancel

You can click Cancel to reboot the Arcserve Appliance unit.

4. After factory reset finishes, you can perform either of the following actions:

+ Click Restart to reboot the appliance.

+ Click Shut Down to close the appliance.
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Apply Arcserve UDP Factory Reset Using Boot Option in X Series Appliance

Factory Reset Is Complete

@ Your Arcserve Appliance has been returned to its factory defaults.

Click Restart to restart the appliance and launch the Configuration Wizard or click Shut Down to
shut down the appliance.

Apply Arcserve UDP Factory Reset Using Boot Option
in X Series Appliance

You can apply UDP factory reset from the Boot Menu of the Arcserve Appliance X
series. Using UDP factory reset, you can return your Arcserve Appliance X series to
clean and non-configured status.

Note: You can also select the Preserve the backup data option while running UDP
factory reset.

Follow these steps:
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1. Press F11 on the keyboard to invoke Boot Menu.

2. Select the boot option Embedded RAID Controller 1: UDP Factory Reset.

UEF| Boot Option Maintenance

A page about factory reset is displayed.

arcserve am

Revarting o Arcssrve UDP Verslon 7.0.4458 Updsts 2.

Fraserve existing backup dats.

Notes:
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- The Preserve existing backup data option is selected by default. Only
C:\ volume in the original operating system is rebuilt. Data at X:\
volume and Y:\ volume remain unchanged.

- If you clear the selection of the Preserve existing backup data option,
all the data on the respective volumes of C:\, X:\, and Y:\ in the original
operating system is rebuilt.

3. Click Reset.

A confirmation dialog appears.
Confirm Factory Reset
() Are you sure you want to perform a factory reset on your Arcserve Appliance? Selecting Reset will
=% result in returning all settings to their factory defaults.

All of your backup data will be preserved during the reset.

You can click Cancel to reboot the Arcserve Appliance unit.
4. After factory reset finishes, you can perform either of the following actions:

+ Click Restart to reboot the appliance.

+ Click Shut Down to close the appliance.

Factory Reset Is Complete

a Veur
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Clear Configuration and Apply Appliance Factory
Reset

Using Factory Reset, you can return your Arcserve Appliance back to clean and non-
configured status. You can apply factory reset from the Arcserve UDP Console.

Follow these steps:

1. Click Factory Reset on the settings tab from the Arcserve UDP Console.

arcserve  UNIFIED DATA PROTECTION

settings

Database Configuration Factory Reset

Arcserve Backup Data Synchronization Sch Performing a Faclory Reset on your Arcserve Appliance will retunn all settings 1o their factory defaulls. All resources, job history, reports,
and log entries will be deleted. The Arcserve UDP software will revert from its current version to the version originally installed on the

SRM Configuration Appliance

Node Discovery Configuration

2 < Current Arcserve UDP Version: 7.0.4404
Email and Alert Configuration

iginal P ion: 7.0.4404
Update Configuration Original Arcserve UDP Version: 0.440.

Administrator Accounl =~ Preserve existing backup data.

Remole Deployment Sellings
Perform Factory Reset

Share Plan
User Management

Factory Reset

All the backed up data is preserved by default.
Notes:

Arcserve UDP provides the Preserve existing backup data option to help you
preserve the existing data store.

+ If you select the Preserve existing backup data option, only C:\ volume is
rebuilt. Data at X:\ volume and Y:\ volume remain unchanged.

+ If you do not select the Preserve existing backup data option, all the data
on the respective volumes of C:\, X:\ and Y:\ is rebuilt.

2. Click Perform Factory Reset.

A confirmation dialog is displayed.
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Confirm Factory Reset

Are you sure you want to perform a factory reset on your Arcserve Appliance? Selecting
! Reset will result in returning all settings to their factory defaults.

All the backed up data will be preserved during the reset.

[ Roro ] cancor |

3. From the confirmation dialog, click Reset to launch the factory reset.

The Appliance machine is rebooted, and the factory reset runs as displayed
below:

O rc S er\’e Appliance

esources, job history, report

Reverting to Arcserve UDP Version 7.0.4404,

Existing backup data is being preserved.

Reinstalling Arcserve UDP: 50% Complete

Completion of factory reset displays a confirmation dialog.

4. From the confirmation dialog, perform one of the following options:
+ Click Restart to reboot the appliance.

+ Click Shut Down to close the appliance.
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ArcServe apiance

Factory Reset is g all of the settings on the Arcs Appliance to their factory defaults. All resources, job history, re
deleted. The Arcs software is reverting to the version originally installed on the appliance.

Reverting to Arcserve UDP Version 7.0.4404.

Existing backup data is being preserved.

Factory Reset |s Complete

@ Your Arcserve Appliance has been returned to its factory defaults,

Click Restart to restart the appliance and launch the Configuration Wizard or click Shut Down to
shut down the appliance.

Shut Down

Replace Factory Reset Image Using Set Appliance
Image Utility

Set Appliance Image Utility tool helps you to replace the original Appliance image in
current system with desired Appliance image of Arcserve Appliance available ver-
sions.

After executing the utility, perform factory reset which is available in the Arcserve
UDP Console to revert Appliance to desired released version of Arcserve Appliance
in factory default setting. Set Appliance Image utility is available for Arcserve Appli-
ance v6.5 Update 1 or later releases.

Note: The Appliance image used for replacement should have higher version than
the Original Arcserve UDP version installed on the Arcserve Appliance. Replacing
the Arcserve Appliance image with a different Windows operating system version is
not supported.
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To verify the original Arcserve UDP version, log into Arcserve UDP Console, navigate
to settings and select Factory Reset for the version details.

Factory Reset

Performing a Factory Reset on your Arcserve UDP Appliance will return all settings to their factory defaults. All resources, job history,
reports. and log entries will be deleted. The Arcserve UDP software will revert from its current version to the version originally installed on
the Appliance.

Current Arcserve UDP Version: 6.5.4175 update 4 build 1223
Original Arcserve UDP Version: 6.5.4175 update 4 build 1223

[¥] Preserve existing backup data.

Perform Factory Reset

Note: The above screen refers to Arcserve Appliance v6.5 Update 4 and may vary
from other release versions of Arcserve Appliance.

Example scenario to replace factory reset image for Arcserve Appliance v6.5 Update 4
with Appliance 7.0 factory reset image of Appliance 9000 series

The example below describes the process to replace factory reset image. You can
follow the same process for other versions also.

How to Use Set Appliance Image Utility to revert from Arcserve Appliance v6
Update 4 to Arcserve Appliance 7.0

Follow these steps:

1. Download the Appliance factory reset image of Arcserve Appliance 9000
series, and execute the Set Appliance Image Utility. Perform the following
steps to use set Appliance Image Utility:

a. Todownload the 7.0 factory reset image, contact Arcserve Support.

b. Open the Windows command line and run the following command:

C:\Program files\Arcserve\Unified Data Pro-
tection\Management\bin\Appliance\Setimage.exe —applianceimage
<Fullpath of the appliance image just downloaded>

After checking appliance images finished step is complete, you can
view the following query:

Are you sure you want to replace the appliance.wim file? <y [n>

c. Entery or yes to replace the image or enter n or no to exit the exe-
cution.

When the image replication is complete, the command line displays
the following message:
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Replace Factory Reset Image Using Set Appliance Image Utility

Replace appliance image completed.

2. Perform the following steps to revert to Arcserve Appliance 7.0:

Note: After replacing Appliance factory reset image in Arcserve UDP Con-
sole, the Original Arcserve UDP version is changed to the desired Appliance
release version.

a. From Arcserve UDP Console, navigate to Settings and select Factory
Reset.

Factory Reset

Performing a Factory Reset on your Arcserve UDP Appliance will return all settings to their factory defaults. All resources, job history,
reports, and log entries will be deleted. The Arcserve UDP software will revert from its current version to the version originally installed on
the Appliance.

Current Arcserve UDP Version: 6.5.4175 update 4 build 1223
Original Arcserve UDP Version: 7.0.4455

[ preserve existing backup data.

Perform Factory Reset

The Original Arcserve UDP Version changes to Arcserve Appliance
7.0.

Note: Reload the page if desired Appliance release version is not dis-
played in Original Arcserve UDP version after replacing the Appliance
image.

b. Click Perform Factory Reset to revert from current version of Appli-
ance to the new Arcserve Appliance 7.0 version.

For more information about Factory Reset, refer the link.
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Remove and Replace a Hard Drive

Remove and Replace a Hard Drive

With the Arcserve Appliance, if one hard drive fails, the rest of the drives will kick in
immediately to ensure no data is lost and the appliance continues to work nor-
mally. Therefore, to guard against any problems associated with multiple hard drive
failures, it is important to replace a hard drive as soon as possible to minimize
potential loss of data.

The Arcserve Appliance contains four hard drive carriers which are labeled 0, 1, 2
and 3 from left to right. If you replace more than one hard drive at a time, you
should label the replacement hard drives so that you know which drive is placed
into each drive carrier. You should also label the hard drives that you remove from
the appliance so that you know which drive carrier they occupied.

Important! Take proper safety precautions when handling the hard drives because
they are static-sensitive devices and can be easily damaged.

* Wear a wrist strap to prevent any static discharge.

* Touch a grounded object before removing the replacement hard disk from the
antistatic shipping bag.

* Always handle a hard drive by the edges only and do not touch any of the vis-
ible components on the bottom.

Follow these steps:
1. To gain access to the drive holders, you first need to remove the faceplate:
a. Unlock the faceplate lock.
b. Press the release knob to retract the faceplate pins.
c. Carefully remove the faceplate (using two hands).

2. Press the release latch on the drive carrier. This extends the drive carrier
handle.
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Remove and Replace a Hard Drive

Appliance

Hard Drive
(typical)

Drive Carrier
Release Latch

Drive Carrier
Handle

3. Using the handle, pull the drive carrier out from the front of the appliance.
The hard drives are mounted in drive carriers to simplify their removal and
replacement from the appliance. These carriers also help promote proper air-
flow for the drive bays.

Important! Except for short periods of time (swapping of the hard drives), do
not operate the appliance without the drive carriers fully installed.

4. Remove the old hard drive from the drive carrier and install the new hard
drive being careful to properly orient the replacement hard drive with the
label on top and the visible components on the bottom.

5. Slide the drive tray into the appliance until it is fully installed and secure by
closing the drive carrier handle.
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Perform Bare Metal Recovery (BMR) without Preserving Data

Appliance

Drive Carrier
Handle

Drive Carrier

6. Obtain return instructions from Arcserve Support to return a defective drive.

Perform Bare Metal Recovery (BMR) without Pre-
serving Data

On Arcserve Appliance, you can perform the Bare Metal Recovery using the Arc-
serve UDP Boot Kit.

Follow these steps:

1. Run the Create Arcserve UDP Boot Kit application in the Appliance and gen-
erate the bootable BMR ISO image or USB stick for x64 platform.

Note: You need to include the local drivers for the ISO image. To include the
local drivers, select the Include Local Drivers option in the Create Boot Kit
for Bare Metal Recovery window. For more information on how to create
boot kit, refer link.
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Perform Bare Metal Recovery (BMR) without Preserving Data

Specify Drivers

'ou can integrate additional drivers into the BMR 150 image. so that they can be loaded when the BMR
process iz launched.

| anufacturer | Yersion | Platfarm | Path |

Intel 12/08/2016.1214.7.0 =64 CAWINDOWSAINFoemd 3inf
Intel 07/30/2013,.9.4.210... =64 C:AWINDOWSHINF aem3.inf
MS_HDC, INTEL_HDC... 08/21/2008,10.014... =64 C:AwINDOW SAINFsmshde. inf
LSl 03/06/2015,6.707.0... =64 C:AWINDOWSHINF aemE.inf
IMTEL 03/19/2016,10.1.2.80 =64 CAWINDOW SN INFhoemdSinf
AMD. Section, ACER.S...  06/21/2006,10.0.14.. =64 C:AWINDOW SAINFusbport.inf
INTEL 07/30/2013,3.4.210... =64 CAWINDOWSHINF oemd 7.inf
GEMDEY_SvS5, ACC_..  06/21/2006,10.014... =64 CAWINDOW SAIMF machine. inf
Generic 10/08/2017.10.014... =64 C:AWINDOW SAINF usbshci. inf

< >

I Include Local Drivers I¢ Add Driver | Delete Driver |

Back | Create | Cancel | Help |

2. Boot the Arcserve Appliance using BMR ISO image or USB Stick.
The Arcserve bare metal recovery setup appears.

3. Select the required language and click Next.

ArcsSer /e bare metal recovery

glish

(eyboard Layout:
us

b

4. Select the Restore from a Arcserve Unified Data Protection backup option
and click Next.
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arcser /e bare metal recovery

Bare Metal Recovery(BMR)
- Select the type of backup for BMR

Select type of restore source:

@ Restore from a Arcserve Unified Data Protection backup

Use this option to perform a restore from either a badkup destination folder or a data store.

() Recover from a virtual machine

Use this option to perform a virtual-to-physical (V2P) restore from a virtual machine created by Virtual Standby or

Instant VM
Source is on a YMware machine
Source 1s ona |_','|.'=EI'- v machine

The Select a Recovery Point wizard window appears.

5. Click Browse and select Browse from Recovery Point Server.
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Bare Metal Recovery(BHR)
- Select a Recovery Point The following backed up machines are detected:

The top pane daplays al backed Lp machines and Backed up Information
ther badap destinations. If you dick on &
maching, you can then see the assodated
recovery ponts on the botiom pane. Selecta
recovery pont to continue.,

Operating System:
Note: By default, only the backed up machines L |
that are detected from local volumes are listed
here, After a new removable disk is attached or OhS Suff:
detached, you can dick Refresh” the kt.
You can also dick Browse” to add any up i .
machines. from the remote shared folder or the Ealraar r 1
data stove, '

1f you fal to browse the remote shared Ffolder, it

may be because the NIC driver is not installed or B ———
the [P address i incorrect. If necessary, you can - Browse il

perform the folowing:

Click here to launch the load driver wiility Browse from network/Tocal path
Click here to launch the network configuration
utity | Browse from Recovery Point Server

The folowing recovery ponts are detected for the spedfied maching, Select a recovery point &

6 Network Adapter{s) Detected ”
Intal{R) 1350 Gigabit Netwerk Cornaction

- IP Address: 10,10,255.255

- Status: Connected
Intel{Rt) 1350 Gigabit Metwork Connection 22

- IP Address: 0,0.0.0

- Status: Desconnected bl

A leiltes Bext | dbot

The Select Node window appears.

6. Enter the Recovery Point Server Host Name, User Name, Password, Port,
and Protocol.

7. Click Connect.

8. Once the connection is established, click OK.
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Select Node

==

|

Enter the Recovery Point Server credentials and dick "Connect” to connect to the server and retrieve

the data store and node list.
Hht Name: | appliance7501 v Port: 8014
User Name: | administrator Protocol: (O HTTP (@) HTTPS
Password: seseeRRReS Connect
Data stores and nodes protected on this server:
EI--Eﬂ appliance7501_data_store Property Description
L El appliance 7205
Node appliance7205
DNS Suffix arcserve,com
Node ID 0951fdSc-3dd2-4968-be64-Seaef...

.

The Bare Metal Recovery(BMR)- Select a Recovery Point dialog appears.

9. Select the recovery point to restore and click Next.
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Bare Metal Recovery(BHR)
- Select a Recovery Point

The top pane daplays ol badeed up machines and

their badup destnatons. If you dick on 8 |8 applionce 7205 |
machine, you can then see the assocated

recovery points on the bottom pane. Select s

recovery point ko continue,

Naote: By default, only the backed up machines
that are detected from local volumes are ksted
here. After a new removable disk is attached or
detached, you can dick "Refresh”™ the machine kst.
You can aiso didk "Browse” by add any backed up
machines from the remate shared foider or the
data store.

1f you fial to browse the remate shared folder, it
may be because the NIC driver is not installed or
the IF address s incorrect. [f necessary, you can
perfiorm the folowing:

Click here ta launch the load driver utiity

Click hare tolaunch the netwark configuration
ity

Tl'le%lwwbadwdmnmartdeumd:

Backed up Informaton
Hast Name: [ apphance7205
Operating System: [ Windows Server 2016 X64 1
DS Suffic: BOESETVE.COM
Source: Recovery Poant Server

The folowing recovery points are detected for the specfied machine. Select a recovery point and continue:

B

10:00: 15 PM
L4141 AM

o [ 52772018
4 Lo 526/2018
= e 51252018

1:39: 14 AM

6 Network Adapter(s) Detected -
Inteld(R) 1350 Ginahit Metwork Connection

- IP Address: 10.10.255.255

- Status: Connected

Intel(R) 1350 Gigabit Netwark Connection 22
- IP Address: 0.0.0.0
- Status: Disconnected i

AR Status:

Backup Type:
- Incremental Bsdop

Backup Destination (Detected from current system):
= Recovery Point Server: appliance 7501

= Recovery Pont Server data store: applance 7501_data_store
= Hode 10z 0951fd5c- 3dd2-4968 -beb4-5eaefeebl 7od

Backup Description:

Boot Firmmvare:
- UEFT

Backed up Volumes (Used Sizre/Total Sire/Minimum Sire Reguired):
<

W

10. (Optional) Enter the session password if prompted, and click OK.

"Enter Session Password

Current passweord length: 1 characters
Maximumn password length: 23 characters

The Bare Metal Recovery(BMR)- Choose a Recovery Mode dialog appears.

11. Select Advanced Mode and click Next.
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%re Metal Recovery(BMR)
Choose a Recovery Mode

Which recovery mode do you want to use?

O Express Mode

The express mode will recover the system automatically with minimal user interaction by using the
machine default settings.

® Advanced Mode

The advanced mode will assist youin customizing the restore process. Using this mode you wil be
able to:

Select where to restore data on basic volumes or dynamic disks.
Insert device driver before reboot.

The Bare Metal Recovery(BMR)- Adjust Disk Partitions dialog appears.

12. Right click on the largest GUID Partition Table(GPT) disk available and click
Clean Disk.

Bare Metal Recovery(BMR) -
- Adfust Disk Partitions Current Destination Digi/Volume Layouts
You can adjust the desk/volume configuration
on this screen. You can also select data to 7/ /
restore from the original source diskfvolume to Reset vstem Partife.. C:A\ (13572 GB) (17 Vielume(ddd ... (18334 96 GB)

the current destination disk fvolume,

Aﬂcrntmamm.vauclmhn |- D:SHHV Commit

right=ciick the mouse button, and display the 47131 S (447,13 G8)
corresponding operation apbions. : g Dick From

Note: IF there i no mouse attadhed in your = Disk 21

emvironment, you can select 8 disk/volume 44713 Clean Disk (447,13 GB)

with TAB and Arrow keys, then press the Meny

key to display the menu.

The diskfvolume changes you make vill not =

take get into effect untl you select "Commit” Convert

From the Operabons menu or dick Text” to

commit al changes. Convert to Basic
Convert te Dynamic
Online Dk

Orignal Source

Diisk Properties

= Disk 0 (MBR) o o o o
G

= Disk 1{GPT) o

51065 G\ 1557368 s g

13. After cleaning the disk, right click on the same disk and click Commit.
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Bare Metal Recovery(BMR)

You can adjust the disk frolume configuration
on this screen. You can aleo select data to
regtore from the onginal source dekfvolume to
the current destnation disk/velume,

After selecting a disk/volume, you can then
right-click the mouse button, and display the
cormespending operation options.

Hate: If there is no mouse attached in your
environment, you can select a

with TAB and Arrow keys, then press the Menu
ey to display the menu.

Tt clishefvolume changes you make wil not
take get into effect untl you select "Commit”
from the Operations menu or dick Text” to
commit all changes.

Current Destnation Disk Nolume Layouts

!@ms -

ey
= Reset
" Digk 1M e it
44713 e | (447.13 G&) |

S p]
= piskzmp  Mop DiskFrom. —
LT 13GE Clean Disk (447.13 G&)
Convert to MBR
Convert to Dynomic
Orignal Source Di Lot
—_— Dizk Properties
= Disk 0 (MBry o o o o 2 o o o o o 0 o o
11.79G8 ¥\ (11179 GEB) 1
= Disk 1 (GPT) VA
rsicocs_[\veunei g

The Submit Disk Changes window appears.

14. Click Submit.

Submit Disk Changes )
Summary of Operations: |
Operation Details
¥ Delete volume Volume Path[\1? Wolume {73 1009 15-1396-9e5d-8dfo-1fa027930037]
i Delete volume Volume Path[\? Wolume {821d05a8-Jecd-436f-2437-ccD4fb 3e4708}]
) Delete Volume Volume Path[C:1]
ijﬂehb: Yolume Volume Path[F:1]
i JDelete volume Volume Path[D:\] ,
i ¥ Clean Disk Clean Disk [0] [

15. After the cleaning of disk is completed, click OK.
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Submit Disk Changes
Summary of Operations:

Operation Detals

L JDelete Volume Volume Path[\\*\olume{791b0915-1396-4e8d-8dfb-1f2027920031}]

{4 Delets Volume Volume Path[\\*\Wolume 82 1d05a8-3ecd -4 36f-a49 T-co04fb3e 4708}
{_JDelete Volume Volume Path(C:1]

|4 Delete Volume Volume Path[F:Y]

{_4 Delete Volume Volume Path(D: ]

¥ Clean Disk Clean Disk [0]

s @

16. From the Bare Metal Recovery(BMR)- Adjust Disk Partitions dialog, click
Back.
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Bare Metal Recovery(BHMR)
- Adjust Disk Partitions

You can adjust the diskfrolume configuration
on this screen. You can also select data to
restore from the engnal sourde diskfvolums t
the current destination dck fvolume.,

After selecting a diskvolume, you can then
right-chick; the mouse button, and dsplay the
cofmesponding operation opbions.

Hote: If there is no mouse attached in your
environment, you can stlect  disiolume
with TAB and Arrow keys, then press the Menu
demhrhm

The diskfvolume changes you make will not
take gat ints affect untl you selsct "Commit”
from the Dperations menu or dick Mext” to
commit ol changes.

Current Dastination Dick Volume Layouts

7o), —,M

= Disk 1M8%)

| an13Ge {44713 GE)

= Disk2(MER) m
13G8)

4471368

Original Source Disk/Volume Lavouts

Vo o o o o o o o o o o
YA\ (111.79GB) i

o

BRI e i 1 0547368 X2 g

= Disk 0 (MER)
179G

= Dizk 1 (GPT)
7451.00G8

s

L ooy o [

The Bare Metal Recovery(BMR)- Choose a Recovery Mode dialog appears.

17. Select Express Mode and click Next.

Bare Metal Recovery(BHR)
- Choose a Recovery Mode

\Which recovery mode do you want to uss?

® Express Mode
The express mode wil recover the system automaticaly with minimal user interaction by using the
maching default settings.

) Advanced Mode
The advanced mode will assist you in customizing the restore process. Using this mode vou will be
able to:

Select where to restore data on basic volumes or dynamic disks,
Insert device driver before reboat.

i I § Mote: After didking Next, the BMR Wizard will reate new partitions on the destination
8 machine to match the evisting partitons on the sourcs maching, This may destroy any

#xisting partitions on the destination machine and create new ones,
(| E—rer— | ———

The BMR dialog appears.

18. Click Yes.
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BMR 53|

The next step may result in complete loss of data on the machine. Do
you want to continue?

Ri Yes No

The Summary of Restore Settings dialog appears.

19. Click Cancel.

Summary of Restore Settings [
Sunhary of Disk Restore Settings:

Source Disk Destination Disk

Summary of Volume Restore Settings:

Source Volume Destination Volume

) \\?\Volume {791b0915-1396-4e8d-8dfb-1fa02793003F}\ (300 MB)  \\?Wolume{c06aa5e0-adb3-4849-8b15-20...
UEFI System Partition (99 ME) \\?\Wolume{e3db4433-19ad-4550-8e0e-06...
fPc:\ (155.73GB) \\?\Volume{257b3c2a-9cf1-44a0-a8b3-225...

0 \\7\Volume {4dd 1123f-0464-4cd6-9df0-1ababa5c8901}\ (76.29 GB)  \\?Wolume {98fb5326-630f-4842-82fa-48b...

<

Confirm your restore settings and dick OK to continue. If you want to adjust restore settings manually, dick Cancel.

|OK|Cancel|

The Bare Metal Recovery(BMR)- Adjust Disk Partitions dialog appears.

20. Compare and verify if the capacity of the first four partitions available in
the Current Destination Disk/Volume Layouts tab matches with the
largest GPT disk available in the Original Source Disk/Volume Layouts tab
and click Next.
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Note: To view the size of partition, hover the mouse to the disk to display the
disk properties.

Bare Metal Recovery(BHMR) A
- Adljust Disk Partitions Current Destnation Disk/Nolume Layouts Operations v |
You can adjust the disk/volume configuration
on this sareen. You can also select data to = Dk 0(GPT)
restore from the original source diskfvolume to 18627.50 G
the cument destination dikfvolume, -
After selecting & diskfvolume, you can then -
right-<ick the mouse button, and diplay the [ faLiace
correspondng operation opbions. _Eg‘g_
a = Disk 2 (MER]
m' Ifﬂ‘“;‘;:u“::‘“u "i"d‘d “Im :H? 1368 v Data on this votume will be restored from ariginal velume |\ \Volume(79150915- 1396-4e8d-
with TAB and Amrow keys, then press the Menu Sdft- 1fa027530030)\
key to display the menu.
The disk/volume changes you make wil not

take get into effect untl you select "Commit™
from the Operations menu or dice Mext™ to

commit all changes. Orignal Source Disk/Volume Layouts

b= Disk 0 (MBR) W e e e e o e e P

= Disk 1(GPT) o ]

risiwGs G 1557369 X s g

B Unaliocated B Primary

The Summary of Restore Settings dialog appears.

21. Click OK.
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Sumgmf Restore Settings

Sumfnarw Disk Restore Settings:

Source Disk Destination Disk

Summary of Volume Restore Settings:

Source Volume Destination Volume

{JEFI System Partition (99 ME)
PC:\ (155.73GB)

<

i_j \WWolume {79 1b09 15-1396-4e8d-8dfb-1fa02793003f}\ (300 MB) WiVolume{03331745-9734-4066-bd25-69...
\\W?\olume {(b9994f56-8c58-4bbf-bd7a-85a. ..

\\?Wolume{496das05-7066-442c-8ea23...
U VW\Wolume{4dd 1123f-0464-4cdb6-9df0-1ab9b55c890 1} (76.29 GB)  \\?\Volume{59eaea46-103c-45e3-b0ed-55...

> |

[ o< ]

The Bare Metal Recovery(BMR)- Start Recovery Process dialog appears.

22. Clear selection of the Do not start Agent service automatically after
reboot option and wait for restore to complete.
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Bare Metal Recoviry(BMR)

= Start Restore Process Summary of Restore Settings

This page deplays & summary of the disk fvolums Restore Ttem Status
restore settings that you have made. () Restore source volume '\ okume {79 1b0915- 1396 -4e8d-3dfb-13027930037)\ ... Completed

Note: After the BMR process is complete and \L#/Restore source volume EFT System Partition’ iy current destination disk 0
server has been rebooted, you may not want to J bume 'C:\ tion disk 0
ﬁﬂéﬂ”&’%’m’ s o r" you are ) Restore source volume '\\?\Vokume {4dd1 123f-0464-4c06-9df0- 1ab%b95c890 1) ...
that you select the Do not start Agent service

automatcaly after reboot” option.

When you select this option, you can manuslly

start the Agent service (and the Recovery Point

Server service, if instaled) after reboot if you

want to perform badwp jobs.

Enable Windows F8 boot option helps user
perform further recovery or troubleshooting after
EMR. For example, press F8 and boot into Actve
Directory Service Restore mode to perform Active
Directory suthoritative restore.

1 ek

Mot Started

A automatcally rebaat your system after recovery.

[CJbo not start Agent service automaticaly after reboot.

I Boat the system to Advanced Boot Cptions (F8) Meru on the next boot for Windows 8 [ Windows Server 2012 and later 05.
Elapsed Time: 00:00: 24
Estmated Time Remaining: 01:30:50

[0.8%] [S76ME 7663 1MB] Restoring basic source volume 'C: Y to current destination disk 0

The Bare Metal Recovery(BMR)- Insert Device Driver dialog appears.

23. Select the required driver for raid controller and click Next.
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Eam&ivkemmnl Provide drivers for following devices:

An incompatbiity problem has besn detected and | [

BMR s unable to find sutable driver for some GM;‘ES
device(s), The oparating system of the host baing S LS1 Adapter, SAS2 2008 Fakcon
recoversd may be differant than the oparating ‘:’;- AVAGD MegaR AID SAS Adapter
system that was crested on the BMR 150 image.

Please select an appropriste driver for the

device(s) or add a new driver by dicking “Add

Driver” button.

Avalable Driver{s):

le'u

|| magasas?.inf
(] megasas2.inf{1)
b1

Vendor
Manyfacturer

Description

LT Lexpc [ Symbeos Logic
AvagaTech

SCSlAdapter

Driver Description  AVAGO MegaRAID SAS Adapter

Hardware ID

Version
Manufacturer

Service
INF Path

PCIWEN_10008DEY_D0SDASUESY. .

Description

03/02/2015, 6.706.06.00
LSI, DELL

SCSIAdapter

Megasas
C:UWINDOWS \System32\driver Store FileRepository megasas. inf_a

The Reboot pop up appears and the Arcserve Appliance is rebooted auto-

matically.

Click ReEoot to automatically reboot your system at this time. If you want to collect all

BMR logTiles you can use the Activity log utility.
Click here to launch the Activity Log utility.

Your system will reboot in 11 second(s).

. Reboot Cancel
(8 Boot volume was restored to current destination disk 0. Please boot
' l your system from this disk.

The BMR process is completed successfully.
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Perform Bare Metal Recovery (BMR) and Preserving
Data

On Arcserve Appliance, you can perform the Bare Metal Recovery using the Arc-
serve UDP Boot Kit.

Follow these steps:

1. Run the Create Arcserve UDP Boot Kit application in the Appliance and gen-
erate the bootable BMR ISO image or USB stick for x64 platform.

Note: You need to include the local drivers for the ISO image. To include the
local drivers, select the Include Local Drivers option in the Create Boot Kit
for Bare Metal Recovery window. For more information on how to create
boot kit, refer link.

Specify Drivers

*f'ou can integrate additional drivers into the BMB 150 image. so that they can be loaded when the BMA
process iz launched.

I anufacturer “Wersion Flatform Path
Intel 12/08/2016.1214.7.0 =64 C:AWINDOW S INFoemd 3inf
Intel 07/30/2013,9.4.210... =64 C:ANWINDOW S INF e, inf
MS_HDC, INTEL_HDC... 06/21/2006,10.014... =64 C:AWINDOWSAINFsmshde. inf
LSl 03/06/2015,6.707.0... =64 C:AWINDOW SAINF oem.inf
INTEL 08/19/2016, 10.1.280 =64 CwINDOW SAINFYoemd 5. inf
AMD.Section, ACER.S...  06/21/2006,10.0.14... =64 C:ANWINDOW SAINF usbport.inf
INTEL 07/30/2013.9.4.210... =64 C:AWINDOW SN INFhoemd 7.inf
GEMDEY_Sv5, ACC_...  06/21/2006,10.014... =64 C:AWINDOW SAINFmachine. inf
Generic 10/08/2017.10.014... =64 C:NwWINDOW S INFusbshc inf
£ >

I Include Local Drivers I¢ Add Driver | Dielete Criver |

Back | Create | Cancel | Help |

2. Boot the Arcserve Appliance using BMR ISO image or USB Stick.
The Arcserve bare metal recovery setup appears.

3. Select the required language and click Next.
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Arcser /e’ bare metal recovery

qlish

Keyboard Layout:
us

g

4. Select the Restore from a Arcserve Unified Data Protection backup option
and click Next.

ArcsSer /e bare metal recovery

Bare Metal Recovery(BMR)
- Select the type of backup for BMR

Select type of restore source:

(® Restore from a Arcserve Unified Data Protection backup

Ise this option to perform a restore from either a backup destination folder or a data store.

() Recover from a virtual machine

Use this option to perform a virtual-to-physical (V2P) restore from a virtual machine created by Virtual Standby or
Instant VM

Saource is on a YMware machine

Source is on a Hyper-v machine

The Select a Recovery Point wizard window appears.

5. Click Browse and select Browse from Recovery Point Server.
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6.

Bare Metal Recovery(BMR)
= Select a Recovery Point

The top pane daplays all badked up madhines and
ther badap destinatons. If you dick on a
maching, you can then see the assocated
recovery points on the botiom pane. Selecta
recovery point to continue.

Haote: By default, only the backed up machings
thiat are datected from local volumes are isted
here. After a new removable disk is attached or

detached, you can dick Refresh” the st.

You can also didk "Browse” o add any up
machines fram the remote chared folder or the
data store.

If you fal to browse the remote shared folder, it
may be bacauss the NIC driver is not installad or
the [P addreds @ incorrect. 1F necedaary, you an
perform the following:

Click here to launch the load driver ubiity

Click here to launch the netwark configuration
utikty

6 Network Adapter(s) Detected ~
Intsi(R) 1350 Ggahit Network Connaction
-TF Address: 10.10.255.255
- Status: Connected
Inkei(R) 1350 Gigabit Network Connection 22
-IP Address: 0.0.0.0

w

- Status: Cisconnected

The: following backed up machines are detected:
Backed up Information

Operabng System:

DS Surffinc:

Source:

[ G | [ bowe W

Browse from networky/Tocal path

I Browse from Recovery Point Server |

The following recovery points ane detected for the spedfied machine, Select a recovery point &

The Select Node window appears.

and Protocol.

Click Connect.

Enter the Recovery Point Server Host Name, User Name, Password, Port,

Once the connection is established, click OK.
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Select Node

Enter the Recovery Point Server credentials and dick "Connect” to connect to the server and retrieve

the data store and node list.
Hh Name: | appliance7501 v Port: 8014
User Name: | administrator Protocol: O HTTP (@) HTTPS
Password: Tl Connect
Data stores and nodes protected on this server:
EI--Ej appliance7501_data_store Property Description
appliance 7205
El o b Node appliance7205
DNS Suffix arcserve,com
MNode ID 0251fdSc-3dd2-4968-betd-5eaef...

The Bare Metal Recovery(BMR)- Select a Recovery Point dialog appears.

9. Select the recovery point to restore and click Next.
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Bare Metal Recovery{BMR)
- Select a Recovery Point The badoed up machines are detected:
The top pane dsplays al hacked up machines and Backed up Information
their badup destrations. If you dick on a [ B appiance7205 | ; . ]
misching, you can then see the assocated Host Name: appkance 7205 [
recovery ponts on the bottom pane. Selecta L -t
recovery point to continue.
Operating System: Windows Server 2016 X64 |
Mote: By default, only the backed up machines L |
that ane detected from local volumes are listed
here. After a new removable disk is attached or DG Suiffise 1
detached, you can cick Refresh” the machne kst. T i [
You can aiso dick "Browse” to add any baded up
machines from the remote shared folder of the Source: |
data store. s Recovery Foint Sarver [
If you fad to browse the remote shared folder, it
may be because the NIC driver is not instaled or _— —
the [P address s ncorrect, [F necessary, you can Refrest Browse v|
perform the following:
Click here to launch the load driver utilty
Click hare to launch the network configuraton
ublity
The following recovery points are detected for the spedfied machine. Select a recovery point and continue:
[ & [ sizsj201s | |ar status: B
EIU:W:HPM :
141 AM Backup T
£ {pd S/27/2018 - Incremental Badap
i S126/2018
- 5/25/2018 Backup Destimation (Detected from current systenm):
= Recovery Point Server: appliance 7501
ey = Recovery Point Server data store: appliance 7501_data_store:
135 14AM - Node ID: 0951fdSe-3dd2-4363 bet4-Seasfeen0 7ad
Backup Description:
& Network Adapter(s) Detected A -
Intel(R) [350 Ginahit Netwark Connection Boot Firmmware:
= IP Address: 10.10.255.255 = UEFL

- Status: Connected
Backed up Volumes (Used Size/Total Sire/Minimum Size Required): ¥
Intel(R) 1350 Gigabit Netwark Connection 22 < »
- IP Address: 0.0.0.0
- Status: Disconnected e

oS - =] =

10. (Optional) Enter the session password if prompted, and click OK.

Current password length: 1 characters

Maximum password length: 23 characters

The Bare Metal Recovery(BMR)- Choose a Recovery Mode dialog appears.
11. Select Advanced Mode and click Next.
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Bﬁre Hetal Recovery(BMR)
Choose a Recovery Mode

Which recovery mode do you want to use?

© Express Mode

The express mode will recover the system automatically with minimal user interaction by using the:
machine default settings.

® Advanced Mode

The advanced mode wil a55ist you in customizing the restons process. Using this made you wil be
able to:

Select where o restore data on basic volumes or dynamic disks.
Insert device driver before reboot.

12. On the Bare Metal Recovery(BMR)- Adjust Disk Partitions dialog, click
Next.

You can adjust the diskfvolume configuration cn
this sreen, You can also select data to restore = Digk 0 (GPT)
from the original source diskfvolume to the curment 1861632 G8 A Velume|791b... C:\ (15573 GB) 11 A Velume/ddd 1. (18383 77 GB)

-
After selecting a disk fwolume, you can then right- .
diek the mouse button, and deplay the e F (223,57 GB) |
cofresponding oparation optons. 22357 GE

Note: If there is no mouse attached in your
anvironment, you can select & disk fvalume with
TAB and Arrow keys, then press the Menu key to
desplay the menuy.

The diskfvolume changes you make will not take
getinto effect until you select "Commit” from the
Opérations menu or dick Next” to commit al
changes.

Orignal Seurce Disk/Nolume Layouts [%

= Disk 0 (MER)
2235768 ¥\ (22357 GE)

== Digk 1(GPT) o

186163268 [\ A\Violume(7915... J Ci\ (15573 GB) g gff\\7\Volume{ddd1...q gl X1 (1638377 GB) |

e

13. On the Summary of Disk Restore Settings screen, click OK.
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..S'unmrar}r of Restore Settings

Summa%f Disk Restore Settings:

Source Disk.

Destination Disk

summary of Volume Restore Settings:

Source Volume

{c:\ (155.73GR)
{0 12 Wolume {79 1b0915-1396-4e8d-8dfb-...

i P Wolume{4dd 1123F-0464-4cd6-9dfo-1...
{_JEFI System Partition (39 ME)

Destination Volume

C:\ (155.73 GB)

\\?\Wolume{791b0915-1396-4e8d-8dfb-1fa. ..

G:\ (75.29 GB)

WWolume{821d05a5-3ecd-436f-a497-cc0. ..

On Disk

Disk 0
Disk 0
Disk 0
Disk 0

Confirm your restore settings and dick OK to continue. If you want to adjust restore settings manually, didk Cancel.

selection of the Do not start Agent service automatically after reboot

14. On the Bare Metal Recovery(BMR)- Start Recovery Process dialog, clear

option and wait for restore to complete and machine reboot.
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Bare Metal Recovery{BMR)
- Start Restore Process

This page displays & summary of the disk fvolume
restore settings that you have made.

No'be:Ii"ber'ﬂ'nMnrocm:s comphete and
server has been rebooted, you may not want to
pesform badap jobs from ths server, If you are
just testing the BMR functionality, we recommend
that you select the "Do not start Agent sanice
automatcally after raboat”™ apbon.

‘Whan you sslact this aption, you can manually
start the Agent service (Bnd the Recovery Pont
Server senice, if instaled) after reboot if you
warit to perform badkap jobs.

Enable Windows F& boot aption helps user
perform further recovery or troubleshooting after
BMR, For example, press F3 and boot into Active
Directory Service Festore mode to perform Active
Directory authoritative restore.,

Summary of Restore Settings

Restore [tem

I PRestore source volume | WVolume (791509 15-1396-328¢-8dfb- 1fa027930037 ...
IRestore source volume "|\?Vokume (4dd 1 123F-0464-40d5 -3¢0~ 1abbB5CEI0 1)\ ... Mot Started
Uﬂ.mnre scurce volume EFI System Partition” to aurrent destination disk 0

[ automatically reboot your system after recovery.
(oo not start Agent service sutomatically after reboot.
[ClEont the systam ta Advanced Boot Options (FS) Menu on the next beot for Windows 3 [ Windows Server 2012 and later 05,

00:00:33
DD:52:55

Elapsed Time:
Estimated Time Remaning:
[1.8%] [1632MB/90738M8] Restoring basic source volume 'C:Y to curment destination disk 0

The BMR process is completed successfully.
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Chapter 9: Performing Appliance Capacity Expansion

This section contains the following topics:

Working with Arcserve Appliance Expansion Kit - X Series Models ........................... 192

Working with Expansion Kit in Arcserve Appliance 9072-9504 DR Models ................ 196

Working with SSD Flash Expansion Kit in Arcserve Appliance 9072-9504 DR Models ..201

Connecting Appliance Expansion Shelf to the Appliance Server ............................... 207

Working with Arcserve Appliance Expansion Kit - X Ser-

ies Models

Arcserve Expansion Kit lets you expand the data capacity in Arcserve Appliance X
Series models.

Follow these steps:

1. Perform the following steps to insert HDDs in the empty disk slots:

a. From the Arcserve UDP Console verify and ensure that no jobs are
running on the Appliance Server. If any jobs are running, Pause the
corresponding plans.

b. Insert HDD in the empty disk slot.

2. Loginto the ME unit, go to Pools, and then select the disk group that you
want to expand.
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VAOB4

Value Array Storage Manager

.J'ﬁh. Action
e
Home
Export to CSV Show| All w | 5
. Name a 57 Health Y Size
Arci & OK Y Storage Setup
System k r

) Modify Disk Group
i-_.i Related Disk GI‘DLJpS Remove Disk Group

Hosts = - - - vianag
MName hY, Health A Pool & u RAID i t
i ! Arcin ¥ OK Arci ADAPT ) ' ! !
—3 = Disk Group Utilities
Poals -
! Related Disks
: lear Filters Export to CSV Show | All w | 5
== Location 4 57 Health 5/ Description Y 5z
Volumes
;s 0.0 @ OK SAS MDL 16
3 0.1 a OK SAS MDL 16.
02 a OK SAS MDL 16
Mabmina 03 M OK S5A5 MDL 16

3. Right-click the selected disk group, and the select Expand Disk Group.

The Expand Disk Group panel opens and displays the disk group information
and disk tables.
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Expand Disk Group

MName

Owmner

Arc

A

Disk Selection Sets, Complete: Yes

Enter Range of Disks

B Sclect Al 0

Descrption

Showing 1 to 0 of 0 entries

Mo data available in the table

Enclosure 1D

Type

Data Protection:

Maxaimum

4. To add additional disks to the disk group, enter a range of disks in the Enter

Range of Disks field or select the disks from the table.

5. Click Modify.

6. On the confirmation panel, click Yes to start the group expansion, and then

click OK to close the panel.

Note: After the Expand job is completed, a rebalance job is triggered on the

disk group.

7. After the Expand and Rebalance jobs are completed, open Disk Man-

agement from the compute unit, and then select Action > Rescan Disks.

o=

Volur
== (Di
== (Di
= (Di

*© Disk 0

i Disk Management

File Action View Help

Refresh

Rescan Disks h I Type ] File System I Status I Capacity I Free Spa..

Create VHD Basic NTFS Healthy (B... 155.73 GB 80.56 GB

Attach VHD Basic Healthy (R.. 499 MB 499 MB
Basic Healthy (E... 100 MB 100 MB

All Tasks > Basic Healthy (R... 76.29 GB 76.29 GB

Help
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After Rescan, the disk from the Storage Unit appears with the expanded stor-

age.

T Disk Management

= Disk 1
Basic
1489.85 GB

Online

"0 sk 2
Unkngwn
1862745 GB
Mot Initialized

- Disk 3
Rermovable (E:)

Mo Media

"0 Doisk 4
Unknagwn
500168.00 GB

Offline ﬂ

File Acton Vew Help
i = L4 - t o
Volume _| Layout | Type | File Systern Statues | Capacity | Free Spa... | % Free ]
= Cimngle Basic MNTFS { 155.73 GB 0GE W%
== (Disk 1 partstson 1) Simgle Basic (R... #39MB 453 hg 100 % L
== (Disk 1 partition 2) Simple Basic Healthy (E—. 100 MEB 100 M8 100 % 3
== (Dizk 1 partvbon 5} Simple Basic Healthy (... 7629 GB Th209GE 100%
0 Disk 0 |
Unkngwn
223.57 6B 22357 GB
Mot Initialized Unalbocated

' ! | | |
)
439 ME W0MB | | 155.73 GB NTF5 T6.29 GB 1257.23 6B
Healthy (Rec || Healthy | | Healthy (Beot, Page File, Ci || Healthy (Receveny Pastiti | Unallocated

1862745 GB
Unallocated

0015200 GB
Unallgcated

B Unallocated [l Primary partition
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Working with Expansion Kit in Arcserve Appliance
9072-9504 DR Models

Arcserve Expansion Kit lets you expand the data capacity in Arcserve Appliance
9072-9504DR models.

Follow these steps:

1. Perform the following steps to insert HDDs in the empty disk slots:

a. From the Arcserve UDP Console verify and ensure that no jobs are
running on the Appliance Server. If any jobs are running, Pause the
corresponding plans.

b. Insert HDD in the empty disk slot.

2. Perform the following steps to configure Raid-6 from iDRAC:

a. Loginto iDRAC and navigate to Configuration, Storage Configuration
and Physical Disk Configuration.

b. Under Physical Disk Configuration section, select Convert to RAID
option from Actions drop-down for each new disk.

A dialog appears to display the following warning message:

RACO0516: Converting physical disk drives to RAID-compatible will over-
write any OS-created RAID arrays.

Make sure that there are no OS-configured RAID arrays, and then click
OK.

c. Click OK.

The Convert to Raid status appears under Pending Actions.
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E. Integrated Remote Access Controller | Enterprise

# Dashboard [ System & sworage™ [ Configuration = Maintenance * s JDRAC Settings B Open Growo Mansge H Es

> Controller Configuration

' Physical Digk Configuration = 6 Pending ©+ Edit 550 Wear Threshald

Status Mame State Hotspare Status  Capacity Media Type Action Pending Actions

¥ Wirtual Disk Configuration

7 Enclosure Configuration

e

d. Click one of the following options to complete the pending actions:
Apply Now
Starts the convert to Raid action immediately.
At Next Reboot
Starts the convert to Raid action at the time of next reboot.
At Scheduled Time
Starts the convert to Raid action at the scheduled time.
Discard All Pending
Discards the convert to Raid action for all the disks.
e. Navigate to Maintenance, Job Queue.

The list of jobs running to convert the disks to Raid appears. When con-
vert to RAID job is completed the status changes to Completed (100%).

3. Perform the following steps to create virtual disk:

a. Navigate to Configuration, Storage Configuration and Virtual Disk
Configuration.

b. Under Virtual Disk Configuration section, click Create Virtual Disk.
c. Select RAID-6 as Layout.

d. Under Select Physical Disks section, select the disks that are con-
verted to RAID.

e. Click Add to Pending Operations.
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Create Virtual Disk

m Add to Pending Operations

f. Navigate to Configuration and Storage Configuration.
g. Click one of the following options to complete the pending oper-
ations:

Apply Now
Starts the create virtual disk operation immediately.

At Next Reboot
Starts the create virtual disk operation at the time of next reboot.

At Scheduled Time
Starts the create virtual disk operation at the scheduled time.

Discard All Pending
Discards the create virtual disk operation for all the disks.
h. Navigate to Maintenance, Job Queue.

The list of jobs running to create virtual disk appears. When create vir-
tual disk job is completed the status changes to Completed (100%).

i. Navigate to Computer Management and Disk Management.

j. Double click the new virtual disk that you added.
The Initialize Disk window appears.

k. Select the GPT (GUID Partition Table) option and click OK.
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I. From the Disk Management window, select the virtual disk and

apply the following properties:

= Assign a Drive Letter

= Specify NTFS as File System

= Format the disk

¥
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b System Tock = Simple  Basic Heslthy (Recovery Partifion) 3000 |
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4. Perform the following steps to expand the data store:

a. Navigate to the Drive that you added and create a folder.

b. From the Arcserve Appliance desktop, launch the Arcserve Appliance

wizard.

Arcserve Appliance Configuration page opens.
c. Click Launch UDP Console.
Arcserve UDP Console login page appears.

d. Loginto UDP Console as Administrator.

e. Navigate to resources, Destinations, and Recovery Point Servers.

f. Right click the Data Store and click Stop.
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4 Medes Actions - Add a Recowery Poimt Senver £3 Contgurabon Wzand
AN Modes
Pgezins rtioasl & Flan Hasmie Statws  (Phes Counst Snored Durls 0 & States .
Plam Groups
a R applalest) Running
Lot Backup S G oups
« Mans appiglesll dats whun ) ' @ Byte g Bsdap
AR Plfry [N Dhirkbiaien |
a Dastinstions [ Diata |
Risotreiry Pl Sifwals :J:"-*‘U
¢ N
Arcsenve Backap Senvers = Degbnaics |
L | r
Shaied Fokdes E = Foscovany Fom Hazh
Choud Accoents FPE Bamgatart D bnason |
Remate Conigles Memory
Alscatin l
a Infrasinaciurs
Shorage Arays = Seftings
kil Vel M e
Sfes ':_Tep"“ ™ Standard
S48 Proliles )
Enonyplion i
rriveum AES 24
Gk EAAICE
STFRERL data_sies
AR SO [——

g. From the command line, navigate to C:\Program Files\Arc-
serve\Unified Data Protection\Engine\BIN and run the following com-
mand:

as_gddmgr.exe —DataPath Add <data store name> -NewDataPath
<new data folder>

The following example screen shows the details such as Volume capa-
city, Used space, Free space for Primary data path, Expanded data path
and the total values. The total value is the sum of primary data path
and expanded data path.

To view the data path details, you can also run the following command:

as_gddmgr.exe —DataPath Display <data store name>

v Progre File 3 g ified Data Protection“Engine~BIN>asz_gddrngr.exe -Data
th Add iz T b At L ta
AT informat ion .
] h for the data
xpanded data path{z) now:

Uoplume capacity Used space

Prinary data path @ H:ivAreservesdata_storesdatas
18384 GB i GB 18383 GB

Expanded data pathl:
i GB 223 GB

[otal 186688 GB 2 GB 18686 GR

: to add data path ¥Y:sdata.

Program FilessArcszervedslnified Data Protection“Engine~BIM>

Successfully added new expanded data path to the data store.
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h. In UDP Console, navigate to resources, Destinations, and Recovery
Point Servers.

i. Right click the Data Store and click Start.
j- Resume the plans that you paused before from UDP Console.

Data capacity of the Arcserve Appliance is successfully expanded.

Working with SSD Flash Expansion Kit in Arcserve
Appliance 9072-9504 DR Models

Arcserve SSD Flash Expansion Kit lets you expand the data capacity by creating sec-
ondary datastore and performing DR related operations (IVM /VSB/Continuous
Availability) in the Arcserve Appliance 9072-9504DR models.

Follow these steps:

1. Perform the following steps to insert SSDs in the empty disk slots:

a. From the Arcserve UDP Console, verify and make sure that there are
no jobs are running on the Appliance Server. If in case any jobs are run-
ning, pause the corresponding plans.

b. Insert SSDs in the empty disk slot.

2. Perform the following steps to configure Raid-5 from iDRAC:

a. Loginto iDRAC, and then navigate to Configuration > Storage Con-
figuration > Physical Disk Configuration.

b. Under the Physical Disk Configuration section, from the Actions drop-
down list of each new SSD DISK, select the Convert to RAID option.

A dialog appears to display the following warning message:

RACO0516: Converting physical disk drives to RAID-compatible will over-
write any OS-created RAID arrays.

Make sure that there are no OS-configured RAID arrays, and then click
OK.

c. Click OK.
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As the media type is SSD, the Convert to Raid status appears under the
Pending Actions column.

ﬁ Fimgrated Remote Access Controfler § E pippnse

Ty = P —— e S B e ==y
¥ wt Dol
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- e e 1 o L - Rt P -
]
=
]
|
|1
-5 L
¥ wivis De Corfgursiom
¥ Erciosure Corfguraior
mm A4 Scheshied Tene

. Click one of the following options to complete the pending actions:
Apply Now

Starts the convert to Raid action immediately.
At Next Reboot

Starts the convert to Raid action at the time of next reboot.
At Scheduled Time

Starts the convert to Raid action at the scheduled time.
Discard All Pending

Discards the convert to Raid action for all the disks.
Navigate to Maintenance, Job Queue.

The list of jobs running to convert the disks to Raid appears. When con-
verting to RAID job is completed, the status displays as 100%.
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3. Perform the following steps to create virtual disk:

a. Navigate to Configuration > Storage Configuration > Virtual Disk Con-
figuration.

b. Under Virtual Disk Configuration section, click Create Virtual Disk.

c. Inthe Create Virtual Disk window, do the following and retain defaults
for the remaining:

* Layout - From the drop-down list, select RAID-5.
* Media Type - From the drop-down list, select SSD.

d. Under Select Physical Disks section, scroll down and select all the SSD
disks that are converted to RAID.

e. Click Add to Pending Operations.
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Create Virtual Disk

Mame UDPFlash

Layout RAID-B |~

Media Type 558D |~

Stripe Element Size B4KB |+

Capacity* 10.48

Read Policy Read Ahead w
Write Policy Write Back "
Disk Cache Policy Default |+

T10 Pl Capability Disabled

Span Count 1

f. Navigate to Configuration > Storage Configuration.

g. To create the virtual disk operation immediately, click Apply Now.

TB
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::E Integrated Remote Access Controller 9 | Enterprise

# pashboard [E System = Storage™~ Configuration v = Ma

Configuration

Power Management Virtual Console Virtual Media Licenses System Set

Use this page to configure your storage settings. Storage settings are confirmed per contrc
schedule the job. Pending Operations will persist until the job is created or they are discard

Controller | PERC HT30F Mini (Embedded)

> Controller Configuration
2 Physical Disk Configuration

“ Virtual Disk Configuration

Create Virtual Disk

Status Name RAID Level Ded
UDPData RAID-6 Non
UDPHash RAID-1 Non
UDPFlash RAID-5 Non

2 Enclosure Configuration

h. Navigate to Maintenance > Job Queue.

The list of jobs running to create virtual disk appears. When virtual disk
job is created, the status changes to 100%.

i. Navigate to Computer Management and Disk Management.
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Double click the new virtual disk that you added.
The Initialize Disk window appears.
Select the GPT (GUID Partition Table) option and click OK.

From the Disk Management window, select the virtual disk and apply
the following properties:

+ Assign a Drive Letter
+ Specify NTFS as File System

+ Format the disk
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The virtual disk is created.
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Connecting Appliance Expansion Shelf to the Appli-
ance Server

This section contains the following topics:
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Appliance Infield Expansion for all the Available
Models

Ne-
Expan- | Cur-
. . w [Free
Mod-{Current Capacities| sion rent Add-on
SSD |Slot DESCRIPTION
el \TB Shelf | SSD - Cards
Capacit GB REQ| s
pacity _GB
1. 8100
model sup-
ports only
8 TB Infield
Expansion.
LSI SAS 2. 8100-8TB
9200 -8E Expansion
HBA Shelf
Qlogic .comt.as with
Dual port inbuilt and
HBA pre-con-
figured SSD
Quad- 240 GB.
Port 1G
NIC 3. 8100 has 2
8 8TB and 3 as
8100 4,6 (ex2TB| 120 | - [2.3 Dual port optional
Disks) 140 10G SPF+ slots . One
Dual Port free slot is
10G Cop- mandatory
per for Appli-
_ ance Infield
Inflel‘d Expansion /
Expansion MegaRAID
™ i RAl SAS 9380-
ega 8e.
D SAS
9380-8e) 4. If both the
optional
slots are
filled with
add-on
Cards, then
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you need
to free at
least one
slot, prefert
ably slot 3
in order to
use Infield
Expansion.

. SAS con-

nection is
used
between
the Appli-
ance and
Expansion
shelf.

. 8100 -

Expansion
shelf
comes with
RAID-6.

Expansion

Shelf

comes with
Dual PSU.

Follow Add
data path
instruc-
tions given
in Expan-
sion guide
after con-
necting the
expansion
shelf.

. Wherever

a new SSD
is required
follow the
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Migrate
HASH des-
tination to
new SSD
instruc-
tions given
in the
Expansion
Guide.

. 8200
model sup-
ports
either 8 TB
or16 TB

LSI SAS Infield
9200 -8E Expansion.
HBA Client can
connect
Qlogic only one
Dual port expansion
HBA shelf any
8 Quad- time.
e I e I
Disks) Xpan-
8200 8,12 220 |16 12 3|pual port sion Shelf
OR TB - 10G SPF+ comes with
16 ( 6x4 280 Dual Port inbuilt and
TB Disks) pre-con-
10G Cop- figured SSD
per 480 GB.
Infield . 8200 has 2
Expansion and 3 as
(MegaRAl optional
D SAS slots. One
9380-8e) free slot is
mandatory
for Appli-
ance Infield
Expansion /
MegaRAID
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SAS 9380-
8e.

If both the
optional
slots are
filled with
add-on
Cards, then
you need
to free at
least one
slot, prefer-
ably slot 3
in order to
use Infield
Expansion.

. SAS con-

nection is
used
between
the Appli-
ance and
Expansion
shelf.

Expansion
shelf
comes with
RAID-6.

Expansion
Shelf
comes with
Dual PSU.

Follow Add
data path
instruc-
tions given
in Expan-
sion guide
after con-

necting the
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expansion
shelf.

. Wherever
a new SSD
is required
follow the
Migrate
HASH des-
tination to
new SSD
instruc-
tions given
in the
Expansion
Guide.

. 8300
model sup-
ports

LSISAS either 8 TB
QZSSASE or16 TB
OR 40
Qlogic Infield
8 Dual port Expansion.
HBA Client can
(6x2TB 8718 Quad- connect
Disks) A Pol:t 1G only one
OR 16 NIC expansion
16,20,24,28,32,36 TB-|2, 5, shelf any
8300 40 16 ( 6x4 480 560| 6 |Dual port time.
TB Disks) 10G SPF+
40 . 8300-16
OR TB - Dual Port TB/40TB
10G Cop- Expansion
40 ( 12x4 790 er P ShZTf sio
TB Disks)
Infield comes with
Expansion inbuilt and
(MegaRAl pre-
D SAS configured
9380-8e) SSD 1.9 TB.

. 8300 has 2,

5,and 6 as
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optional
slots . One
free slot is
mandatory
for Appli-
ance Infield
Expansion /
MegaRAID
SAS 9380-
8e.

. If both the

optional
slots are
filled with
add-on
Cards, then
you need
to free at
least one
slot, pre-
ferrably
slot 2 in
order to
use Infield
Expansion.

. SAS con-

nection is
used
between
the Appli-
ance and
Expansion
shelf.

. Expansion

shelf
comes with
RAID-6
(6x4 TB
Disks).

7. Expansion
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Shelf
comes with
Dual PSU.

8. Follow Add
data path
instruc-
tions given
in Expan-
sion guide
after con-
necting the
expansion
shelf.

9. Wherever
a new SSD
is required
follow the
Migrate
HASH des-
tination to
new SSD
instruc-
tions given
in Expan-
sion Guide.
(Only for
Appliance
8300 con-
nect with
40 TB Appli
ance expan;
sion shelf,
there is
one unat-
tached 2
TB SSD that
you need
to place in
Base appli-
ance and
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not expan-
sion shelf.
Check
expansion
guide from
details).

. 8400
model sup-
ports
either 8 TB
or16 TB
OR40TB
Infield

LSI SAS Expansion .
9200 -8E Client can
HBA connect
only one
Qlogic expansion
8 Dual port shelf any
HBA time.
(6x2 TB 8T8
Disks) - NA Quad- . 8400 -
Port 1G Requires
OR 16 NIC o
32,40,48,56,64,72- TB-|2,5,
8400 80 16 (6xa | 1200 |\ | ¢ |Dual port addtional
' TB Disks) 10G SPF+ SSD.
OR -|-4BO_ Dual Port - 8400 has 2,
NA 10G Cop- 5,and 6 as
40 (12x4 per optional
TB Disks) slots. One
Infiel‘d free slot is
Expansion mandatory
(MegaRAl for Appli-
D SAS ance Infield
9380-8e) .
Expansion /
MegaRAID
SAS 9380-
8e.

. If both the
optional
slots are
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filled with
add-on
Cards, then
you need
to free at
least one
slot, prefer-
ably slot 2
in order to
use Infield
Expansion.

5. SAS con-
nection is
used
between
the Appli-
ance and
Expansion
shelf.

6. Expansion
shelf
comes with
RAID-6.

7. Expansion
Shelf
comes with
Dual PSU.

8. Follow the
Add data
path
instruc-
tions given
in the
Expansion
guide after
connecting
the expan-
sion shelf.
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What is included in the box

The following items are included in the box:
Note: If you notice that any items in the box are damaged, contact Arcserve Sup-
port.

= Appliance Expansion Shelf

Note: The number of available disks in the expansion shelf depends on the

capacity of the Appliance Expansion shelf.

= MegaRAID SAS 9380-8e RAID Controller
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= SAS Cables
Two SAS Cables which are used to connect the MegaRaid Controller in the

Appliance Expansion Shelf and Appliance Server.

HENEERan e
ARE-740-1899.00 CABLE,
SUPERMICRO, 1M, EXT SFF 3844 SA5 TO

EXT SFF 8844 SAS
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= SSD (optional)

Note: For Appliance 8300 only, you need to connect with 40TB Appliance
expansion and you have one unattached 2TB SSD.
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How to Connect the Appliance Expansion Shelf to the
Appliance Server

Follow these steps:

1. Prepare the Appliance expansion shelf and place it close to the Appliance
Server.

2. Connect the CacheVault Power Module02 (CVPMO02) to MegaRAID Con-
troller 9380-8e.

-
-
-
=
™~
-
Y om
| =

3. Pause all the Arcserve UDP plans and ensure that there are no running jobs
on the Appliance Server.

4. Power off the Appliance Server and disconnect the power cord from the
power supply.

Note: Disconnect the computer from the power supply to avoid the risk of
damaging the system or electric shock.

5. Remove the cover of the Appliance Server chassis.
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6. Perform the following steps to insert the MegaRAID Controller 9380-8e into
an available PCl-e slot of the Appliance Server:

a. Locate an empty PCl-e slot.

b. Remove the blank bracket panel on the backside of the computer that
aligns with the empty PCle slot.

c. Save the bracket screw, if applicable.

d. Align the MegaRAID Controller 9380-8e to a PCle slot.

e. Press down gently but firmly to seat the raid controller correctly in the
slot.

7. Secure the MegaRAID Controller 9380-8e bracket to the chassis of the sys-
tem.

8. Replace the cover of the Appliance Server chassis.

9. Connect the MegaRAID Controller 9380-8e in the Appliance Server and the
MegaRAID Controller in the Appliance expansion shelf with the SAS cable.
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10. Insert SSD (only for Appliance 8300 + 40 TB expansion shelf).

Note: If a 40 TB Appliance Expansion Shelf connected to an Appliance 8300,
plug the 2 TB SSD (shipped with the Appliance Expansion Shelf) into the
empty SATA slot at the rear panel of the Appliance 8300.
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11. Connect the power cords of Appliance Expansion Shelf and power on the
Appliance Expansion Shelf.

12. Reconnect the power cords of the Appliance Server and power on the
Appliance Server.

13. Log into the Appliance Server, open the MegaRAID Storage Manager and
login as administrator.

E | MegaRAID Storage Manager 15.05.01.00 - Host View [ x|

Server Detals

This page displays all the servers that were discovered, Choose a server and dick on Login io start managing that server.
Yo will be prompted for enterng host eredentals whils leggng .

Use Configure Host to configure the hosts that you want to view,

[JuseDapLogn @ 3 Enter User Name & Password -
o AVaGO | e
Server : 10.!
Remobe servers:
Use your Operating System's lopin usemame @
Host and password 1o login the MSM sérver
Gplimil User Name: adminsstrator
Passwond: sessnsnnnn|
Login Made: Full Access w
Logn | | Cancel

14. Perform the following steps to verify the raid controller from MegaRAID
Storage Manager:

a. Navigate to the Physical tab where the two controllers are listed.

b. Select the Controller 9380-8e and ensure that all the disks connected
to the controller 9380-8e are online and available.

Note: If there are any disks that are not online, right click and select
Scan Foreign Configuration.
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| Dashboard| Physical | Logical |

'@ udpu2verify
=R Acontrollerd: AVAGO MegaRAID SAS 33n.sa(Fus Lh
:Eﬂ SC326P (16), Connector: Pg Dizable Alarm
%3 Slot: 0, 545, 1.819TE,
-3 Slot: 1, 5A5, 1.819 7B,
-3 Slot: 2, 5A5, 1.819TB, Start Patrol Read
-3 Slot: 3, SAS, 1.819TB,

Silence Alarm

Set Patrol Read Properties
% Slot: 4, 5AS, 1,819 TE, i i

.c# Slot: 5, 5AS, 1.8197TB, Disable 55D Guard |
-£%3 Glot: 11, 550 (SATA), = Scan Foreign Configyation |
@@ BEL: : :
=@ Contraller 1: AVAGO MegaRAID Save Configuration

=-{[[} Backplane Clear Configuration
4% Slot: 0, 5AS, 3,639 TE,

L-ig Slot: 1, 5AS, 3.639 T8,
i..gg® Slot: 2, SAS, 3.639TB, Schedule Consistency Check

Set Consistency Check Properties

Set Adjustable Task Rates

Preserved Cache

Manage Power Save Settings

Update Controller Firmware

Manage MegaRAID Advanced Software Options
Manage Link Speed

Save TTY Log

c. Select the Import: Import logical configuration from all foreign drives
option and click OK.

3 Foreign Configuration Detected [0

{@\ 7 Foreign drives were detected. You must impart or dear these
drives before they can be used.

o

Choose an option:

(® Import: Import logical configuration from all foreign drives.!

() Clear: Remove logical configuration from all foreign drives.

[ok [ | K

d. Click Yes to initiate the import process.
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Foreign Config - Import -

This operation cannot be reversed after it is started.

2 |
b " Are you sure you want to import the configuration?

Yes | | Mo |

e. Click OK.

MegaRAID Storage Manager - 15.05.01.00 -

':0:' Foreign Configuration was imported successfully!

All the disk drives on the expansion shelf are online now.

15. Navigate to the Logical tab where you can see the following disks are con-
figured with RAID-6. For other modules of the expansion shelf, one SSD is
set as RAID-0 and listed under LS| MegaRAID SAS 9380-8e.

= Appliance server 8100 + 8 TB expansion shelf
= Appliance server 8200 + 16 TB expansion shelf
= Appliance server 8300 + 16 TB expansion shelf
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Dashboard I Physical | Logical

Controllerd: LST MegaRAID 545 9380-8e(Bus 2,Dev 0,Domain 0}
E‘ Drive Group: 0, RAID &
= t._['i virtual Drive(s):
. [ Virtual Drive: 0, 7.275 T8, Optimal
—“u Crives
- ig® Endlosure : SA53x23 (8), Slot: 0, 545, 1.819 TB, Online, {512 B)

i Enclosure ; 5A53x23 (8), Slot: 1, SAS, 1,819 TE, Online, (512 B)
i Endosure : SA53x28 (8), Slot: 2, SAS, 1.819 TB, Online, {512 B)
-ig® Endosure : SAS3x23 (8), Slot: 3, SAS, 1.819 TB, Online, {512 B}
-~ Enclosure : SAS3x28 (8], Slot: 4, 5A5, 1.819 TB, Online, {512 B)
l-:,.i Endosure : SA53x28 (8), Slot: 5, SAS, 1,819 TB, Online, {512 B)
—g‘ Drive Group: 1, RAID 0

= k._{'i virtual Drive(s);

. [ virtual Drive: 1, 237.969 GB, Optimal
—“u Crives
- Eg® Enclosure : SAS3%23 (8), Slot: 8, 550 (SATA), 238,475 GB, Cnline, {512 B)

= % Contraller 1; LSI MegaRAID 2361-%(Bus 3,Dev 0,Domain 0}

=& Drive Group: 0, RAID 5
Virtual Drive(s):
i b | Virtual Drive: 0, 7,275 TB, Optimal
E u Drives
L Backplane, Slot: 0, SA5, 3.639 TB, Online, {512 B)
--i® Backplane, Slot: 1, SAS, 3.639 TB, Online, (512 B)
l-:,.i Backplane, Slot: 2, SAS, 3.639 TB, Online, (512 B)
@ Controller?: 5459200-8e(Bus 1,Dev 0)

16. Open Computer Management and navigate to Disk Management and per-
form the following steps:

a. Format the Appliance Expansion Shelf assembled disk as NTFS and
assign a drive letter. For example, “V:”.
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b. Format the SSD as NTFS and assign a drive letter. For example, “W:”.

A Computer Management
File Action View Help
e aE
& Computer Management (Local | Volume I La)routl Type | File System ‘ Status | Capa ~
Pl [‘r& System Tools Simple Basic Healthy (Recovery Partition) 300N
[ t:E_) Task Scheduler (=] Simple Basic Healthy (EF| Systern Partition) 99 M:
I @ Event Viewer (=1 Simple Basic Healthy (Recovery Partition) 76.29
b il Shared Folders o (C) Simple Basic NTFS Healthy (Boot, Page File, Crash Dump, Primary Partition) 135.7
b 8 Local Users and Groups| < (Vi) Simple Basic NTFS Healthy (Primary Partition) ?44‘}.:
b ,::;135_, Performance o (X Simple Basic NTFS Healthy (Primary Partition) 7218,
& Device Manager [="HyH] Simple Basic NTFS Healthy (Primary Partition) 2235
4 25 Storage o New Volume (W:) Simple Basic NTFS Healthy (Primary Partition) 2378
=]
p U Windows Server Backug £ L | ke J
el Py QO
[+ S Services and Applications || —*Disk 1
- Basic (WA
7449.88 GB 7443.87 GB NTFS
Online Healthy (Primary Partition)

CiDisk 2 |

Basic New Volume (W:)
23784 GB 237.84 GB NTFS
Online Healthy (Primary Partition)

aDisk 3 (N N R N R

Basic e (8] ) i
7430.88 GB 300 MB | |99 ME || 155.73 GB NTFS 76.29 GB | 7218.46 GB NTFS =
Online Healthy.| Healtl || Healthy (Boot, Page || Healthy (Recovery | Healthy (Primary Partition)

You have connected the Appliance Expansion Shelf to the Appliance Server
successfully.
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How to Modify Arcserve UDP Data store

This section contains the following topics:

= Adding a data path on the expansion shelf to the Arcserve UDP data store

= Migrating Hash Destination to the new SSD

* Checking the Overall Capacity of Data Store from Arcserve UDP Console

= Resuming all the plans from Arcserve UDP Console
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Connecting Appliance Expansion Shelf to the Appliance Server

Adding a Data Path on Expansion Shelf to Arcserve
UDP Data Store

Follow these steps:

1. Create a folder in the volume on the Appliance expansion shelf, such as
“V:\data”.

2. Stop the data store and use the following command to expand the data
store to the Appliance expansion shelf:

as_gddmgr.exe —DataPath Add <data store name> -NewDataPath <new data
folder>

as_gddmgr.exe —DataPath Display <data store name>
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Migrating Hash Destination to the new SSD

Note: This step is required only when you use a new SSD for the following expan-
sion shelf:

= Appliance server 8100 + 8 TB expansion shelf;

= Appliance server 8200 + 16 TB expansion shelf;

= Appliance server 8300 + 16 TB expansion shelf;

= Appliance server 8300 + 40 TB expansion shelf;

Follow these steps:

1. Create a hash folder on the new SSD such as W:\Arcserve\data_store\hash.

2. Ensure the data store is stopped. If not, stop the data store from the Arc-
serve UDP Console.

3. Modify the data store from the Arcserve UDP Console and set the Hash
Destination to W:\Arcserve\data_store\hash.

4. Save the modification of the data store.

5. Start the data store from the Arcserve UDP Console.
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Checking the Overall Capacity of Data Store from Arc-
serve UDP Console

The overall capacity is the capacity of the Appliance server plus the capacity of the
Appliance expansion shelf.
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Resuming all the plans from Arcserve UDP Console

Resume all the paused plans from the Arcserve UDP Console.
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Chapter 10: Working with Network Configuration

This section contains the following topics:

Understanding the Network Configuration Details

How to Configure the NIC Teaming Process

How to Disable DHCP Server

How to Configure IP Address for the Preinstalled Linux Backup Server

How to Enable Round Robin on the DNS Server to Balance Load

How to Check Network Status on Appliance
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Understanding the Network Configuration Details

The network configuration on Appliance enables the built-in Linux Backup Server

(virtual name in Hyper-V Manager: Linux-BackupSvr) to work behind NAT and
provides the following advantages:

* User does not need to change the host name of the built-in Linux.
* User saves an IP on the network for the Linux Backup Server.
* The Linux Backup Server can connect to any machine on the public network.

* Any machine on the public network can connect to the Linux Backup Server
through the special port of Appliance Server only.

Network Configuration Details:

* On the Hyper-V Manager, an internal only virtual switch — Linux-BkpSvr-Switch
is available that is used only by Linux-BackupSvr.

Virtual Machines
Marne : State CPU Usage Assigned Memory  Uptime
B Linwc-BackupSvr Rurring 0% 4096 MB 00:07:26

53 Virtual Switch Manager for APPLIANCE

£ Virtual Switches
<% New virtual network switch
O .. Linux-BkpSvr-Switch Name:
o | Internal only .Lnux -BkpSvr-Switch
Checkooi '1 2 Glomlcﬂ:::urk Settings
i es5 Range

o Virtual Switch Properties

MNotes:

Connection type
What do you want to connect this virtual
() External network:

Broadcom Netitreme Gigabit Etherne

Limnuc- Bacl:1l

(®) Internal network
() Private network
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* In the Control Panel\Network and Internet\Network Connections, you can see
“Hyper-V Virtual Ethernet Adapter” named as “LinuxBkpSvr”. You have con-
figured the IPv4 for this switch as “192.168.10.1” by default as below.

& LimnnBkpSer
% LinuBlkpSr Properties
Metwodorg  Shasng

Conmsct using
@ HyperV Vitual Ethemet Adapter

This conrsciion usss the following bems:

) B Chant for Microsolt Mestworks "

W 59 Fie ard Prrter Shanng for Microsol Netwosks

¥ 'B0es Packet Schaduer

LN i et Frotocol Version & (TCP/Pv)
4 Micreaclt Netwos: Adapter Multipleay Protocsl

W o Mcrosolt LLOP Protocol Deiver

4 lntemat Profocol Viersion 6 (TCP/APYVE) W
€ »

Il Liiristinl Proparies
Description

Transmission Control Protocol/intemet Protocel. The defsul
aeatie ace reteirk, protac 1l prodet Corrmurcaben
PR el NEANCONTRCted Neteir

| 0K Cancel

Unedentifeed network

Hyper-V Virtual Ethemnet Adapter Mo network sccess

x Intemnet Protocel Viersion 4 (TOP/IPwE) Properties x

General

You can get IF setings assigned automabcally if your network supports
this capability. Otherwise, you need o ask your network adminstrator
for She appropriate [P setings.

() Oibtiny i 1P acciress. sustomatically
) Use the folowing IP address:

1P address: 9218, W . 1 |
Subret mask:

Defait gateway:

255.255.255. 0 |

) Uise the following DNS server addresses:
Preferred DHS perver:

Alternate DMS server:

[ vasiciate settngs upon exit T

o ]| coe

* You have configured DHCP Server on the appliance machine by default. The
DHCP Server works only on the Hyper-V virtual adapter.

¥

File Action View Help

e 2mXDc= H

F OHCP || Name

v s EF::;“ FSgrveerdmgsFl‘GP'!ﬂ'ﬁ
B IPvé IPvd  IPvE

(0=

..lu:ﬁuns

Selact the connections that the DHCP server suppods for senvicing chents_ If this kst is
emplty, verly that a static IP address is configured for this computer

Comnections and senver bindings

B4 152 168.10.1

Lirwoc Béop Svr

o] ot | [

* By default, only one 192.168.10.2 in the Address Pool to ensure the built-in
Linux Backup Server can get the IP 192.168.10.2.
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8 DHCP
File  Acton View Help
4 = L i]
J DHCP Start IP Address End IP Address Desenptian
v B dpplance 192.168.10.2 152.168.10.2 Address range for dustribution
v B Pl
| Server Ophons
Scope [152.168.10.0) nat
j Address Pool
Address Leases
Reservations
Scope Options
Policies
Policies
rl Filkers
B P

* We have configured NAT on the Appliance machine.

¥ MICI
¥ MIC2
¥ MIC3
¥ MIC4

¢ LirnnBkpSer

B Administrator Command Prompt

* We have configured port redirection on the appliance for the Linux Backup
Server.
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B Administrator: Command Prompt

* Linux Backup Server gets the IP address 192.168.10.2 from the DHCP Server.
After getting the IP, the backend script (C:\Program Files\Arcserve\Unified Data
Protection\Engine\BIN\Appliance\resetdhcp.ps1) communicates with Linux to
change the system locale of the Linux to make it consistent with the system loc-
ale of the Appliance Windows OS.

Chapter 10: Working with Network Configuration 238



Understanding the Network Configuration Details

[root@Linux-BackupSvr network-scripts]# cat ifcfg-eth®
TYPE=Ethernet
BOOTPROTO=dhcp
DEFROUTE=yes
PEERDNS=yes
PEERROUTES=yes
IPV4 FAILURE_FATAL=no
IPVBINIT=yes
IPV6 AUTOCONF=yes
IPV6 DEFROUTE=yes
IPV6 PEERDNS=yes
IPV6 PEERROUTES=yes
IPVe FAILURE FATAL=no
IPV6_ADDR GEN MODE=stable-privacy
NAME=eth@
UUID=9aebB8090-5e77-4396-bbcd-a5db6d83abb2 f
DEVICE=eth@
ONBOOT=yes
ZONE=
[root@Linux-BackupSvr network-scripts]# ifconfig
eth8: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 15680
inet 192.168.108.2 netmask 255.255.255.8 broadcast 192.168.18.255
inett feB80::cB8c:dBdc:bfe7:Bafa prefixlen 64 scopeid 0x28<link=
ether 80:15:5d:0a:01:00 txgqueuelen 1008 (Ethernet)
RX packets 209535 bytes 28563433 (27.1 MiB)
RX errors @ dropped @ overruns @ frame @
TX packets 19202 bytes 1534457 (1.4 MiB)
TX errors @ dropped O overruns @ carrier @ collisions @

lo: flags=73<UP,LOOPBACK, RUNNING> mtu 65536
inet 127.0.8.1 netmask 255.0.0.0
ineté ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1 (Local Loopback)
RX packets 14 bytes 1680 (1.5 KiB)
RX errors @ dropped @ overruns @ frame @
TX packets 14 bytes 1608 (1.5 KiB)
TX errors 8 dropped @ overruns @ carrier 8 collisions @
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How to Configure the NIC Teaming Process

The Arcserve Appliance contains built-in Ethernet ports. To use these ports, an Eth-
ernet NIC teaming needs to be configured. NIC Teaming allows multiple network
adapters placed into a team for bandwidth aggregation and traffic failover to main-
tain connectivity in the event of a network component failure.

To configure a working NIC Team, a network switch supporting the link aggregation
is required. Consult your network switch vendor and Microsoft Windows Con-
figuration document to configure the NIC Team.

After the network switch is configured, follow these steps:
1. From Windows desktop, launch the Arcserve Appliance Wizard.
Note: If a DHCP or static IP address is used, you can configure the IP address

for the NIC Team in the Network Connections screen. Ensure that a valid IP
address is assigned to the NIC Team and is available on your network.

Network Connections

Connection Name IP Address Description

Efhemet. - Al Intel(R) 1350 Gigabit Network Connection #2

& Connected Automatic via DHCP

2. Run the following command:

C:\\Program Files\Arcserve\Unified Data Pro-
tection\Engine\BIN\Appliance\resetnic.bat

The configuration completes and the following message appears.

Select Administrator: C\Windows\System32\cmd.exe

N2"C:NProgram FilessArcserveslUnified Data ProtectionsEnginesBINNAppliancesrese
nic.bat"

;onf iguration process started...

onf iguration process finished.

:S\Program Files“Arcserve:Unified Data Protection“Engine“BIN“\Appliance>_
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To verify that the configuration is working, log into the Linux Backup Server in
the Hyper-V Manager and ping the IP address for the specific computers on
your intranet. If this fails, review and repeat this procedure.
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How to Disable DHCP Server

DHCP Server is enabled by default on the Appliance. The DHCP Server works only
on Hyper-V Virtual Ethernet Adapter — LinuxBkpSvr on the Appliance to make sure
that the preinstalled Linux Backup Server can get the IP and communicate with the
Appliance and does not impact the production network environment.

To disable DHCP Server, follow these steps:

1. Open file C:\Program Files\Arcserve\Unified Data Pro-
tection\Engine\BIN\Appliance\Configuration\Appliance.properties

2. Modify the file to DHCP_ENABLE=false. The Appliance.properties appears
as below:

DHCP_ENABLE=false
AdapterName=LinuxBkpSvr
Appliance_IPAddress=192.168.10.1
Linux_IPAddress=192.168.10.2

3. Save the file.

4. Delete the file C:\Program Files\Arcserve\Unified Data Pro-
tection\Engine\BIN\Appliance\dhcpdone.flag.

5. Run C:\Program Files\Arcserve\Unified Data Pro-
tection\Engine\BIN\Appliance\resetdhcp.ps1 to disable the DHCP Server
service as below from dos command line:

C:\Program Files\Arcserve\Unified Data Pro-
tection\Engine\BIN\Appliance>powershell .\resetdhcp.ps1
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How to Configure IP Address for the Preinstalled Linux
Backup Server

For the preinstalled Linux Backup Server, by default, the backup server uses IP
192.168.10.2 to communicate with the Appliance Server. Refer to the network con-
figuration introduction for preinstalled Linux Backup Server to understand how pre-
installed Linux Backup Server communicates with Appliance Server.

To specify the IP address for the preinstalled Linux Backup Server, follow these

steps:

1.

Ope

n file C:\Program Files\Arcserve\Unified Data Pro-

tection\Engine\BIN\Appliance\Configuration\Appliance.properties.

Change the IP address of Appliance_IPAddress and Linux_IPAddress. For

example, set Appliance_IPAddress as 192.168.100.1 and Linux_IPAddress
as 192.168.100.2.

Note:

»*

The IP address of Appliance_IPAddress sets to the network interface
LinuxBkpSvr (Hyper-V Virtual Ethernet Adapter) used to communicate
with this preinstalled Linux Backup Server.

The IP address of Linux_IPAddress is set to the preinstalled Linux
Backup Server.

Please ensure “Appliance_IPAddress” and “Linux_IPAddress” use the IP
address of the same sub network.

After modifications, the content in the file looks as follows:
DHCP_ENABLE=true

AdapterName=LinuxBkpSvr
Appliance_IPAddress=192.168.100.1
Linux_IPAddress=192.168.100.2

Save the file.

Delete the file C:\Program Files\Arcserve\Unified Data Pro-

tection\Engine\BIN\Appliance\dhcpdone.flag.

Run C:\Program Files\Arcserve\Unified Data Pro-

tection\Engine\BIN\Appliance\resetdhcp.ps1 to reset the IP address for net-
work interface LinuxBkpSvr and the preinstalled Linux Backup Server.

Note:
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The preinstalled Linux Backup Server will shut down and restart during the
process if you change the Linux_IPAddress.

6. Run the following command from the command prompt:

C:\Program Files\Arcserve\Unified Data Pro-
tection\Engine\BIN\Appliance>powershell .\resetdhcp.ps1
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How to Enable Round Robin on the DNS Server to Bal-
ance Load

The Microsoft DNS Server supports round robin, which is a technique used for bal-
ancing the load between servers. This feature enables DNS to send both IP
addresses when a query is received for myserver.mydomain.com. The client (or
Resolver) always uses the first one. The next time when DNS receives a query for
this name, the order of the IP address list is changed using round robin method (the
address that was first in the previous list is last in the new list). Round Robin of
name records is not supported because only one canonical name is allowed for any
one alias.

In the Appliance, you can add record(s) for all the IPv4 address to the Domain
Name Service(DNS) Server to get load balance among the network interfaces.

For more information on load balancing between servers, refer to RFC 1794.
How to Add a Record for Additional IP Addresses to Domain Name Service Server

When a server has two or more network interface cards (NICs), or more than one IP
address for an NIC, you can add a record for the additional IP address(es) to the
DNS server by creating an "A" record for each IP address.

Example:

Consider that a server's DNS host name is <myserver> and DNS domain name is
<mydomain.com>. This server has following two IP addresses assigned:

* |PAddressl

= |PAddress2

To add these IP addresses to the DNS Server, create two "A" records in the <mydo-
main.com> zone as below:

= Myserver A <IPAddress1>
» Myserver A <IPAddress2>

For the Resolver to get the same IP address every time, create two more "A"
records assigning a unique name to each address as below:

= Altnamel A <IPAddress1>
= Althame2 A <IPAddress2>

Using this method, a Resolver always obtains IPAddress1 when sending a query for
Altnamel and always obtains IPAddress2 when sending a query for Althame?2.
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How to Check Network Status on Appliance

The ApplianceNetworkStatusCheck.ps1 tool is used to gather information about the
current overall network status of the Arcserve Appliance Server and generate a
report in an XML format. The report includes information about the network
adapter, network switch, Hyper-V virtual switch, DHCP (Dynamic Host Con-
figuration Protocol), DNS (Domain Name System), RRAS (Route and Remote Access
Service) and other key configurations on the server.

The ApplianceNetworkStatusCheck.ps1 tool is available in Arcserve Appliance
Server UDP V7.0 Updatel.

To generate the network status report of the Appliance Server using this tool, fol-
low these steps:

1. Log into the Arcserve Appliance Server as an administrator.
2. Openthe command prompt and enter the folder location:
C:\Program Files\Arcserve\Unified Data Protection\Engine\BIN\Appliance

3. Run ApplianceNetworkStatusCheck.ps1 to generate report:

#Powershell \ApplianceNetworkStatusCheck.ps1

The browser opens and displays the overall network status report of the

Appliance server.
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This section contains the following topics:

General Safety Precautions ... 248
Electrical Safety Precautions .. ... 250
FCC ComPplianCe . ... 251
Electrostatic Discharge (ESD) Precautions ... 252
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General Safety Precautions

You must adhere to the following general safety precautions to protect yourself
and to protect the appliance from damage or malfunction:

» For EMI Class A Equipment (Business equipment), this equipment is registered
for Electromagnetic Conformity Registration as business equipment (A) and not
home equipment. Sellers or users are required to take caution in this regard.

ASJIIN(ERELSSA I

O JIJI=gRE A )28 NLAEE I I A EIfAE = =
Ol SF2otAlJlbteti, I8 A2A X G AAMESt=RESSHLZ

Note: This safety precaution only applies to South Korea. For more details, con-
tact Arcserve Support at https://www.arcserve.com/support or call
0079885215375 (South Korea).

* Inspect the box in which the appliance was shipped and ensure that there are
no visible signs of damage. If there is evidence of damage, please retain all pack-
aging materials and contact Arcserve Support immediately at: https://www.arc-

serve.com/support.

* Decide on a suitable location for the rack unit that will hold the appliance. It
should be situated in a clean, dust-free area that is well ventilated and free of
clutter. Avoid areas where heat, electrical noise, and electromagnetic fields are
generated.

* You will also need it placed near at least one grounded power outlet. Depend-
ing on the model, the appliance includes either one power supply or a redund-
ant power supply and will then require two grounded outlets.

* The appliance is only for use in a restricted location.

- Access can only be gained by service persons or by users who have been
instructed about the reasons for the restrictions applied to the location
and about any precautions that shall be taken; and

— Access is through the use of a tool or lock and key, or other means of
security, and is controlled by the authority responsible for the location.

* Place the appliance top cover and any components that are removed from the
appliance on a table so that you do not accidentally step on the components.
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General Safety Precautions

* While working on the appliance, do not wear loose clothing such as neckties
and unbuttoned shirt sleeves, which can come into contact with electrical cir-
cuits or be pulled into a cooling fan.

* Remove any jewelry or metal objects from your body, which are excellent
metal conductors that can create short circuits and harm you if they come into
contact with printed circuit boards (PCBs) or areas where power is present.

» After accessing the inside of the appliance, close the appliance and secure it to
the rack unit with the retention screws after ensuring that all connections have
been made.
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Electrical Safety Precautions

You must adhere to the following electrical safety precautions to protect yourself

and to protect the appliance from damage or malfunction:

Be aware of the locations of the power on/off switch on the appliance as well
as the room's emergency power-off switch, disconnection switch, or electrical
outlet. If an electrical accident occurs, you can then quickly remove power from
the appliance.

Do not work alone when working with high-voltage components.

Power should always be disconnected from the appliance when removing or
installing main system components, such as the Serverboard, memory modules
and the DVD-ROM and floppy drives (not necessary for hot swappable drives).
When disconnecting power, you should first power down the appliance with
the operating system and then unplug the power cords from all the power sup-
ply modules in the appliance.

When working around exposed electrical circuits, another person who is famil-
iar with the power-off controls should be nearby to switch off the power, if
necessary.

Use only one hand when working with powered-on electrical equipment. This is
to avoid making a complete circuit, which will cause electrical shock. Use
extreme caution when using metal tools, which can easily damage any elec-
trical components or circuit boards they come into contact with.

Do not use mats designed to decrease electrostatic discharge as protection
from electrical shock. Instead, use rubber mats that have been specifically
designed as electrical insulators.

The power supply power cord must include a grounding plug and must be
plugged into grounded electrical outlets.

Serverboard Battery: CAUTION - There is a danger of explosion if the onboard
battery is installed upside down, which will reverse its polarities This battery
must be replaced only with the same or an equivalent type recommended by
the manufacturer. Dispose of used batteries according to the manufacturer’s
instructions.

DVD-ROM laser: CAUTION - this Server may have come equipped with a DVD-
ROM drive. To prevent direct exposure to the laser beam and hazardous radi-
ation exposure, do not open the enclosure or use the unit in any uncon-
ventional way.
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FCC Compliance

This appliance complies with part 15 of the FCC Rules. Operation is subject to the
following conditions:

* This appliance may not cause harmful interference, and

* This appliance must accept any interference received, including interference
that may cause undesired operation

Note: This equipment has been tested and found to comply with the limits for a
Class A digital device, pursuant to part 15 of the FCC Rules. These limits are
designed to provide reasonable protection against harmful interference when the
equipment is operated in a commercial environment. This equipment generates,
uses, and can radiate radio frequency energy and, if not installed and used in
accordance with the instruction manual, may cause harmful interference to radio
communications. Operation of this equipment in a residential area is likely to cause
harmful interference in which case the user is required to correct the interference
at his own expense.
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Electrostatic Discharge (ESD) Precautions

Electrostatic Discharge (ESD) is generated by two objects with different electrical

charges coming into contact with each other. An electrical discharge is created to
neutralize this difference, which can damage electronic components and printed cir-

cuit boards. Devices that are sensitive to ESD, such as Serverboards, motherboards,

PCle cards, drives, processors, and memory cards require special handling. Use the

following precautions to help neutralize the difference of electrical charges coming
into contact with each other, before contact is made, to protect your equipment
from ESD:

Use a rubber mat that has been specifically designed as an electrical insulator.
Do not use a mat designed to decrease electrostatic discharge as protection
from electrical shock.

Use a grounded wrist strap designed to prevent static discharge.
Use antistatic or electrostatic discharge (ESD) preventive clothing or gloves.

Keep all components and printed circuit boards (PCBs) in their antistatic bags
until ready for use.

Touch a grounded metal object before removing the board from the antistatic
bag.
Do not let components or PCBs come into contact with your clothing, which

may retain a charge even if you are wearing a wrist strap.

Handle a board by its edges only. Do not touch its components, peripheral
chips, memory modules, or contacts.

When handling chips or modules, avoid touching their pins.

Put the Serverboard and peripherals back into their antistatic bags when not in
use.

For grounding purposes, verify your appliance provides excellent conductivity
between the power supply, the case, the mounting fasteners, and the Ser-
verboard.
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Chapter 12: Activating Sophos on the Arcserve Appli-
ance

This section provides information about how to activate Sophos on the Arcserve
Appliance.

Important!

= |f you are a new customer of Arcserve Appliances with Sophos Intercept X
preinstalled as part of the delivery process, an email is sent with simple activ-
ation instructions. Please follow the given methods to complete the activ-
ation process. If you are an existing customer, the Arcserve Appliances have
no Sophos Intercept X preinstalled. It is recommended to download and
install Sophos Intercept X manually.

= Activation of Sophos using Method 1 or Method 2 is not applicable for Appli-
ance X Series, and you need to install Sophos manually. For information
about the complete installation process, see Manually Installing Sophos Inter-

cept X Advanced for Server on Arcserve Appliances.

Follow these steps:

1. After you receive a Welcome email from Sophos, to set your password,
click the Set up my password link.

Note: If you apply for more than one customer accounts, you will receive the
corresponding number of Welcome emails for each account separately form
Sophos to setup password accordingly.

If you already have an existing customer account and want to continue using
the same customer account to activate one more Arcserve Appliance Sophos,
then you will not get such Welcome emails at email address associated with
this customer account. You will receive an email from Arcserve that contains
a Zip file and instructions for activating Sophos.
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Method 1: Activate Sophos on the Arcserve Appliance using the email

Welcome to Sophos Central T

da=not-rephyBcentral saphos. com

SOPHOS

Wakaite i (5

Loogin: i

SOPHOS £ 3013 . 2015 5

2. Two methods are provided to activate Sophos on the Arcserve Appliance.

Note: To activate more Arcserve Appliance Sophos, repeat steps from
Method 1 or Method 2 as needed.

+ Method 1: Activate Sophos on the Arcserve Appliance using the email from

Arcserve.

+ Method 2: Activate Sophos on the Arcserve Appliance using the script Cus-

tomer_Boot.psl

Method 1: Activate Sophos on the Arcserve Appli-
ance using the email

Arcserve sends you a Zip file through email for activating Sophos. Unzip the file. The
folder “Arcserve_Appliance_Sophos_Activation_YYYY-MM-DD-HH-MM-SS” contains

the following files:

= Config.xml: The configuration file.

= Registration.txt: The registration file.

= Arcserve_Appliance_Sophos_Activation.psl: Powershell script to run to

activate Sophos.
Follow these steps to activate Sophos:

1. Log into Arcserve Appliance as a system administrator.

2. Copy the zip file to Arcserve Appliance, and unzip and extract the file a loc-

ation as needed.

3. Openthe command prompt, and enter the location that contains the

extracted files.
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Method 2: Activate Sophos on the Arcserve Appliance using script

4. Run Arcserve_Appliance_Sophos_Activation.ps1.
#powershell .\ Arcserve_Appliance_Sophos_Activation.ps1

5. To view the protected Arcserve Appliance, log into the Sophos Central page
with your email address and password, then navigate to Devices > Servers.

Note: The email address where you received the zip file is the the same email

address you must use for login.

SOPHOS Servers

Admilm

Overview

Shaw all S8rvers W All Health Status

B Dashboard

A Alerts

¥, -
%5 Theeat Analysis Certer 3

E Logs & Reports
2L People
’:.':I Devices

Sophos is activated on the Appliance.

Method 2: Activate Sophos on the Arcserve Appli-
ance using script

This section provides information about how to activate Sophos on the Arcserve
Appliance using the script Customer_Boot.ps1.

Follow these steps:

1. To loginto the Sophos Central page, go to https://cloud.sophos.com using
your email address and password.

Note: If you have multiple email addresses associated with different Arcserve
Appliance Sophos customer accounts, select a desired email address to use
its corresponding account to activate Sophos.

2. Navigate to the Protection Devices page, under Server Protection, click the
Show Command Line link.
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Method 2: Activate Sophos on the Arcserve Appliance using script

SOPHOS Server Protection - Protect Devices
Lo e —
@ Server Protection

St

Malwiare protection and |eckdown
Install the agent coto each physical, virtual or cloud server that you want to protect

2 Download Windows Server Installer
X Downlasd Linux Serner Installer

To migrate Linug servers already running Sophos Anti-Yirus to this Sophos Central

accownt, run this command ling on them

Show command lime
MCS token
g sophas -84 engine registerMCS __,.-"’f
E-r-:-'.nl':':.:"ll!.'l I 2cbl 214 SadBe el T SO0 35T EalS0E00 25509508 34 albi |E|:-‘|'3":!|". lgr=imci-

pmgr-ey-west-1-0a17 upe o hene soohos comd sophes/management/ep

management servar

T
@ . . o
Protect Windows virtual machines with off-board malware scanning, provided by a
centrad Sophos Security WM

3. Copy the mcstoken and management server information.
4. Log into the Arcserve Appliance system as an administrator.

5. Open the command prompt and enter the folder location “C:\Program
Files\Arcserve\Appliance\Sophos\Customer_Boot”

#cd “C:\Program Files\Arcserve\Appliance\Sophos\Customer_Boot”
6. Run Customer_Boot.psl
#powershell .\Customer_Boot.psl

7. Enter the MCS token and management server values based on the com-
mand line prompt, and then wait for the command execution to complete.

8. To view the protected Arcserve Appliance, log into the Sophos Central
page, and then navigate to Devices > Servers.
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Manually Installing Sophos Intercept X Advanced for Server on Arcserve Appliances

SOPHOS Servers

Admilm

Overview
Shaw all Seryerd L All Health Status
B Dashboard
A Alerts

o - 2 -~
%+ Threat Analysis Center

E Logs & Reports

J,L People
’:.':I Devices

Sophos is activated on the Appliance.

Manually Installing Sophos Intercept X Advanced for
Server on Arcserve Appliances

The integration of Arcserve Appliances with Sophos Intercept X Advanced for
Server enables the following:

* Protect data and system backups from ransomware and other attacks

= Endpoint protection that combines signature-based and signatureless mal-
ware detection.

= Deep learning neural network
= Anti-exploit technology

= CyptoGuard anti-ransomware and WipeGuard technologies, and more to
stop the widest range of endpoint threats

Note: If Arcserve Appliances were shipped to you on or after October 15, 2019,
Sophos Intercept X is pre-installed. An email is sent to you as part of the delivery
process and it contains the activation instructions. Otherwise, follow the instruc-
tions given below to manually install Sophos Intercept X.

Follow these steps:

1. On the Arcserve Support Website, create an account.

2. To request for a free copy of Sophos Intercept X Advanced, send an email
to Arcserve Support at SophosActRequest@Arcserve.com and include all

relevant details. You will receive an auto-generated email confirmation.
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Manually Installing Sophos Intercept X Advanced for Server on Arcserve Appliances

After you confirm your email ID, Arcserve processes your request and creates
an account on the Sophos Central and sends an email with instructions on
how to create a password.

3. To create a password for your new account on Sophos Central, follow the
instructions in the email.

4. Log into the Arcserve Appliances as an administrator or as a user with local
administrative privileges.

Note: For security reasons, do not join the appliances using the Active Dir-
ectory Domain.

5. From your appliance, log into Sophos Central, and then follow step 3 and 4.
6. Open the Product Setup dialog, then select Server Protection.

Product Setup

7. From the Server Protection section, click Download Windows Server
Installer, and then save SophosSetup.exe installer to a folder on the appli-

ance.

8. To start the installer, open the folder, and then double-click
SophosSetup.exe.

Note: If there are any antivirus products on your appliance, it is recom-
mended to uninstall before starting the installer.

9. Click Install.
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SDPHGS Server Protection Installer

You are about to install the following products.

Inestallation vall take about 10 minutes, Once staed it cannod be cancalod

L5y Server Protection

10. To restart appliance immediately, click Finish. To restart appliance later,
uncheck the Restart my computer now option.

SDPHDS aerver Frotection Installer

o Installation successful

Plisadas raskart Wl CompLteT Lo oormplota tha et sllat

v [Restart oy cormgiut Er ing

11. To view the protection status, open the Sophos Intercept X interface.
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Manually Installing Sophos Intercept X Advanced for Server on Arcserve Appliances

SOPHOS Status — - X

o Your computer is protected “

AP

T Mahware and PUAS & web Threats 0) Malicious Behavior
e it
) Conrolled Rems (&) Makcious Tramc (&) Explodts

The status indicates that the Arcserve Appliance is secured from ransomware
attacks, malware, web threats, and zero-day exploits.

12. To access Sophos Central, click Admin Login. It allows you to manage
Sophos Intercept X Advanced Server, set alerts and policies, and so on.

Notes:

« It is mandatory to have Internet access in the appliance to install
‘Sophos Intercept X Advanced’ and any related updates. Sophos Inter-
cept X Advanced is cloud based and there are no offline installers avail-
able.

+ If you have already purchased another appliance previously and have a
Sophos account through Arcserve, use the same account for all your
Arcserve Appliances.

+ If you already have a Sophos account through any other purchase, such
as directly from Sophos, provide a different email address for a sep-
arate account on Sophos Central.

+ If the Sophos installation fails for any reason, follow the on-screen or
email instructions that are provided along with the error message.

+ To receive the Sophos Intercept X Advanced for Server updates such as
malware definition updates and version upgrades, you must have a
valid and active maintenance for your Appliance.

For further assistance, please contact Arcserve Technical Support on phone
(+1.844.765.7043) or online, or contact your local Arcserve support office.
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Upgrade BIOS Firmware for Arcserve Appliance 9000 Series

Chapter 12: Upgrading Firmware for Arcserve Appli-
ance 9000 Series

This section contains the following topics:

Upgrade BIOS Firmware for Arcserve Appliance 9000 Series ................................. 261

Upgrade iDRAC Firmware for Arcserve Appliance 9000 Series ....................c...o.... 265

Upgrade BIOS Firmware for Arcserve Appliance 9000
Series

This section describes how to do the following:

Viewing BIOS Firmware Version

Use one of the following methods to view the BIOS firmware version:

= Method 1: View BIOS firmware version from iDRAC Web Interface

* Method 2: View BIOS firmware version from BIOS Arcserve Appliance 9000

Series

Method 1: View BIOS firmware version from iDRAC
Web Interface

Follow these steps:

1. Navigate to the iDRAC web interface.
2. Tologin, enter the following:
= Username: root

= Password: ARCADMIN
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Upgrade BIOS Firmware for Arcserve Appliance 9000 Series

Integrated Remate Access Controler 9 | Enterprise

 Dashboard H System B Stoage Conligpeation = MaErvienanoe B iDAAC Setiin

Dashboard

(D Graceid Setdewn W ety Sy
¥ =y

B Health Information H System Information
SYSTEM IS HEALTHY
Sysbern Health Storage Health -
S
B Hesltby » B Healthy 1y ' '

The iDRAC Dashboard page displays the System information, which con-
tains the BIOS firmware version.

Method 2: View BIOS firmware version from BIOS Arc-
serve Appliance 9000 series

Follow these steps:

1. When the system starts, press F11 to enter Setup.

2. To view the BIOS Version, navigate to System Setup > iDRAC Settings or
System BIOS.

| IDRAC Settings

DRAC Settings « System Summary

SERVER NFORMATION
System hiodel
EOS Varsion 16,11
DRAC Finmieiane Vérsain 3L EET)
DRAC License Entetprise
Fill Versaon 2,00

CURRENT DRAC NETWORK SETTINGS
DRAC MAC Address DO4BaTADTED
MG Sedechon Mode Dadcated

Current Fwd Sattings
Fvd Enablad Ties

DHCF Enabled ]
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The page displays the firmware version.

DRAC Settings
DRAC Settngs - System Summary

SERVER MNFORMATION

stem hodel
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E.
i Finrenewisniy Vi $ion 3212021 (Bhaild 30
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Pl Version 200
CURRENT DRAC NETWORK SETTNGS
DRAC MAC Addriss HASIFECS 20
MG Selaction Wode Cehcaled

Current IPvd Sattings

Download the Updated Package for BIOS

You can download the latest BIOS firmware package of specific Arcserve Appliance
9000 Series model from the Dell website or contact Arcserve support.

Upgrade BIOS

Follow these steps:

1. Copy the upgrade package to local disk of Arcserve Appliance 9000 Series.

2. Start the upgrade package, and then follow the prompts to complete the
upgrade.

3. To complete the update, restart the system.
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Upgrade BIOS Firmware for Arcserve Appliance 9000 Series
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The BIOS imsge fils it successfully losded. Do not shat down, cold reboot, power oycle. oF tuen off the
system, 8l the BIOS update is camplete atherwize the syatem will be corrupted or damaged. Bios update
takes seweral minutes and it may be unresponsive during that time. Mote: if OMSA is installed on the system,
the OMSA dats marsger terace ops f # i1 already running

The system should be restarted for the update 1o take offiecy

Would you like to reboot your system now?

I

E sz brrer

Note: Make sure all applications are closed before starting the upgrade pro-

cess.

Verify Updated BIOS

Use one of the following methods:

= Verify the updated BIOS using System Logs

= Verify the updated BIOS from iDRAC Web Interface or BIOS

Verify Updated BIOS using System Logs

Follow these steps:
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Upgrade iDRAC Firmware for Arcserve Appliance 9000 Series

1. Loginto iDRAC, and then navigate to Maintenance >SupportAssist > Start
a Collection.

2. Review the log and verify that there are no errors during the updated pro-
cess.
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Verify Updated BIOS from iDRAC Web Interface or
BIOS

Log into the iDRAC web interface or enter system BIOS to see the updated BIOS
firmware version.

Upgrade iDRAC Firmware for Arcserve Appliance 9000
Series

This section describes how to do the following:

Viewing iDRAC Firmware Version

Use one of the following methods to view the iDRAC firmware version:

= Method 1: View iDRAC firmware version from iDRAC Web Interface

* Method 2: View iDRAC firmware version from BIOS Arcserve Appliance 9000

Series
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Upgrade iDRAC Firmware for Arcserve Appliance 9000 Series

View iDRAC firmware version from iDRAC Web Inter-
face

Follow these steps:

1. Navigate to the iDRAC web interface.
2. Tologin, enter the following:
= Username: root

= Password: ARCADMIN

W Dashbesd [0 Sysiem B Siteange B Conligustioe T LARALETNOE O RAL Bebiings

Dashboard

& Health Information i System Information
. - Peiriwid’ STa0E
SYSTEM IS HEALTHY
Mo
ot Mame APPLLNCES 142
Systern Health Siorage Health
. Operating System Windows Seneer 2018
Healthy —Detadse Healthy — Detadse
Cperatng Sysbem 200
Ve sson N
Sarvice Thy EOEPHOZ
BCES Vrion 145

DRAC Femene
HAL L 2313191
W e

Lo fCdch ad

e T

The iDRAC dashboard displays the system information, which contains iDRAC
firmware version.
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Upgrade iDRAC Firmware for Arcserve Appliance 9000 Series

Method 2: View iDRAC firmware version from BIOS
Arcserve Appliance 9000 series

Follow these steps:

1. When the system starts, press F11 to enter Setup.

2. To view the iDRAC Version, navigate to System Setup > iDRAC Settings or
System BIOS.

:
:

System Mddal
BROS Wi sion 5.1
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The page displays the firmware version.
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Upgrade iDRAC Firmware for Arcserve Appliance 9000 Series

Download the Updated Package for iDRAC

You can download the latest iDRAC firmware package of specific Arcserve Appli-
ance 9000 Series model from the Dell website or contact Arcserve support.

Upgrade iDRAC

Follow these steps:

1. Copy the upgrade package to local disk of Arcserve Appliance 9000 Series.

2. Start the upgrade package, and then follow the prompts to complete the

upgrade.
Note: Make sure all applications are closed before starting the upgrade pro-
cess.

Supccess

0 Device: iDRAC, Application: iDRAC
Update Successful,

The update completed successiully,

Hirwing valdahion

Elspead fenac  Benll 3t

3. During the upgrade process, iDRAC and virtual console gets disconnected
for a few minutes. Log into iDRAC and restart the virtual console. The

268 Arcserve Appliance User Guide


https://www.dell.com/support/search/uk/en/ukdhs1#q=IDRAC9&sort=relevancy&f:iuxType=[Drivers %26 Downloads]&f:langFacet=[en]
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upgrade completes now.
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Verify Updated iDRAC

Use one of the following methods:

= Verify the updated iDRAC using System Logs

* Verify the updated iDRAC from iDRAC Web Interface or BIOS

Verify Updated iDRAC using System Logs

Follow these steps:

1. Loginto iDRAC, and then navigate to Maintenance >SupportAssist > Start
a Collection.

2. Review the log and verify that there are no errors during the updated pro-

cess.
FOIROH P ORNLSL  VMDOOGT ! Coreoe pmsios crased
Dot T DENLSL W ! o s i
HrihGhe CRAE  VRICO0 eemshull el i using red, S 00,1150 s wiiel ot
HIRON T ORNLEE  USO Sumomrtss loged v airg oot o T 1LY e AN,
O (R WADLTH Bamrng oty ssread mormatdy B4 098 v o oo iy s TAD X1 amoal i
Mt I DFIE S Dbk sty [imery faintir w iialoml.
il e Tho ENALS BF bl Pyl b G305 . BT 7 72
FTROS T DRIRE M ‘v g demecnad of | oy Conteoller Srmears, Brevons versonc 111 T0 3T Cureer sarpon 104 W4
b DR RALELES Tra £ P i i e

TRORTE CERRED RO P Sty 3 Sl v+ T, IEHIT = i Wi, TIPS ), BT v
EARDETY LRI PR P Supoly L Soten +Du 'l KRIT = Ol WOUT+ Dull TIRAP Sul, RN = Oadl, BT 0]
1RO A e Fie e pallal s

R M RUPIE P upets e A

i b B B P .
B ORI MEIRT] ey o i g
it Rk [ PP B B T o e I
L T e
T T e g
XTSI OREEIR SR Tyntem TP Banarten,
BrHRO O DREETT 000 e L]
FribGh i BRAhEF i L e Tl
IO O EY3M0 Y P —
RO DR e ris ) Tt L A L B Ry O 1 T e o 0T B

Chapter 12: Upgrading Firmware for Arcserve Appliance 9000 Series 269


../../../../../Content/Verify Updated iDRAC using System Logs.htm
../../../../../Content/Verify Updated iDRAC from iDRAC Web Interface or BIOS.htm

Upgrade iDRAC Firmware for Arcserve Appliance 9000 Series

Verify Updated iDRAC from iDRAC Web Interface or
BIOS

Log into the iDRAC web interface or enter system BIOS to see the updated BIOS
firmware version.
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Upgrade Firmware for Arcserve Appliance X Series

This section describes how to do the following:

Upgrade BIOS Firmware for Arcserve Appliance X Ser-

1es
This section describes how to do the following:

Viewing BIOS Firmware Version

Use one of the following methods to view the BIOS firmware version:

= Method 1: View BIOS firmware version from iDRAC Web Interface

* Method 2: View BIOS firmware version from BIOS Arcserve Appliance X Series

Method 1: View BIOS firmware version from iDRAC
Web Interface

Follow these steps:

1. Navigate to the iDRAC web interface.
2. Tolog in, enter the following:
= Username: root

= Password: ARCADMIN
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Integrated Remate Access Controler 9 | Enterprise
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The iDRAC Dashboard page displays the System information, which con-
tains the BIOS firmware version.

Method 2: View BIOS firmware version from BIOS Arc-
serve Appliance X series

Follow these steps:

1. When the system starts, press F11 to enter Setup.

2. To view the BIOS Version, navigate to System Setup > iDRAC Settings or
System BIOS.

| IDRAC Settings

DRAC Settings « System Summary

SERVER NFORMATION
System hiodel
EOS Varsion 16,11
DRAC Finmieiane Vérsain 3L EET)
DRAC License Entetprise
Fill Versaon 2,00

CURRENT DRAC NETWORK SETTINGS
DRAC MAC Address DO4BaTADTED
MG Sedechon Mode Dadcated

Current Fwd Sattings
Fvd Enablad Ties

DHCF Enabled ]
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The page displays the firmware version.

DRAC Settings
DRAC Settngs - System Summary

SERVER MNFORMATION

stem hodel

Sy
E.
i Finrenewisniy Vi $ion 3212021 (Bhaild 30
IDRAC Licensa Entanpiss
Pl Version 200
CURRENT DRAC NETWORK SETTNGS
DRAC MAC Addriss HASIFECS 20
MG Selaction Wode Cehcaled

Current IPvd Sattings

Download the Updated Package for BIOS

You can download the latest BIOS firmware package of specific Arcserve Appliance
X Series model from the Dell website or contact Arcserve support.

Upgrade BIOS

Follow these steps:

1. Copy the upgrade package to local disk of Arcserve Appliance X Series.

2. Start the upgrade package, and then follow the prompts to complete the
upgrade.

3. To complete the update, restart the system.

Upgrade Firmware for Arcserve Appliance X Series 273


https://www.dell.com/support/search/in/en/indhs1/#q=BIOS&sort=relevancy&f:iuxType=[Drivers %26 Downloads]&f:langFacet=[en]

Upgrade iDRAC Firmware for Arcserve Appliance X Series

9 Dewice: Tawrus BIOS, Apphcation: BIOS
The BIOS imsge fils it successfully losded. Do not shat down, cold reboot, power oycle. oF tuen off the
system, 8l the BIOS update is camplete atherwize the syatem will be corrupted or damaged. Bios update
takes seweral minutes and it may be unresponsive during that time. Mote: if OMSA is installed on the system,
the OMSA dats marsger terace ops f # i1 already running

The system should be restarted for the update 1o take offiecy

Would you like to reboot your system now?

I

E sz brrer

Note: Make sure all applications are closed before starting the upgrade pro-

cess.

Verify Updated BIOS

Use one of the following methods:

= Verify the updated BIOS using System Logs

= Verify the updated BIOS from iDRAC Web Interface or BIOS

Upgrade iDRAC Firmware for Arcserve Appliance X Ser-

1es

This section describes how to do the following:
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Viewing iDRAC Firmware Version

Use one of the following methods to view the iDRAC firmware version:

= Method 1: View iDRAC firmware version from iDRAC Web Interface

* Method 2: View iDRAC firmware version from BIOS Arcserve Appliance 9000
Series

Method 1: View iDRAC firmware version from iDRAC
Web Interface

Follow these steps:

1. Navigate to the iDRAC web interface.
2. Tologin, enter the following:
= Username: root

= Password: ARCADMIN

= Irilegrated Remate Accs ontraler 9 | Enterprise

W Daahbeosd W Syutem =~ B Steange s B Conlhguinatss T b B WAL Setlings

Dashboard

& Health Information ¥ System Information

SYSTEM IS HEALTHY

Syatem Health Sacdage Health

Healthy etads b B Healthy tads

The iDRAC dashboard displays the system information, which contains iDRAC
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firmware version.
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Method 2: View iDRAC firmware version from BIOS
Arcserve Appliance X series

Follow these steps:

1. When the system starts, press F11 to enter Setup.

2. Toview the iDRAC Version, navigate to System Setup > iDRAC Settings or
System BIOS.

| IDRAC Settings

DRAC Settings « System Summary

SERVER NFORMATION
System hiodel
EIQS Varsion 16,1
DRAC Fifmiwane Verson 3,2023.22 (Buld T)
DRAC License Enterprise
Pl Version 2,00

CURRENT IDRAC NETWORK SETTINGS
DRAC MAC Addriss DrgdmaTaDTED
MG Sedechon Mode Dadcated

Current Py Sattings
P4 Enabled Tes

DHCP Enabled fas
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The page displays the firmware version.

DRAC Settings
DRAC Settngs - System Summary

SERVER MNFORMATION

stem hodel

Sy
E.
i Finrenewisniy Vi $ion 3212021 (Bhaild 30
IDRAC Licensa Entanpiss
Pl Version 200
CURRENT DRAC NETWORK SETTNGS
DRAC MAC Addriss HASIFECS 20
MG Selaction Wode Cehcaled

Current IPvd Sattings

Download the Updated Package for iDRAC

You can download the latest iDRAC firmware package of specific Arcserve Appli-
ance X Series model from the Dell website or contact Arcserve support.

Upgrade iDRAC

Follow these steps:

1. Copy the upgrade package to local disk of Arcserve Appliance X Series.

2. Start the upgrade package, and then follow the prompts to complete the
upgrade.

Note: Make sure all applications are closed before starting the upgrade pro-

cess.
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3. During the upgrade process, iDRAC and virtual console gets disconnected
for a few minutes. Log into iDRAC and restart the virtual console. The

upgrade completes now.
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Verify Updated iDRAC

Use one of the following methods:

= Verify the updated iDRAC using System Logs

= Verify the updated iDRAC from iDRAC Web Interface or BIOS
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Linux Backup Server Fails to Connect from the Console

Symptom

When | try to connect my Linux Backup Server from the Arcserve UDP Console, con-
nection is unsuccessful and | see a red mark.

Solution

When a Linux Backup Server fails to connect from the console, you can
troubleshoot the connection to determine the problem.

To troubleshoot the connectivity issue

1. Launch the Hyper-V Manager, connect the Linux Backup Server virtual
machine and login.

2. Run the following command:

service network restart

3. Verify that the IP address assigned to the Linux Backup Server is 192.168.10.2.
To verify, run the following command:

ifconfig

4. If the IP address is 192.168.10.2, navigate to the Arcserve UDP Console and
update the Linux Backup Server node that you are trying to connect.

5. If the IP address is not 192.168.10.2, follow the instructions in the
Troubleshoot from DHCP Microsoft Management Console (MMC) section.

Troubleshoot from DHCP Microsoft Management Console (MMC)

Important! Ensure that the DHCP Server service is running appropriately on the
appliance.

1. Launch DHCP MMC from the Server Manager, Tools, DHCP.

2. Expand the Linux Server node, IPV4, Scope and ensure that the scope with the
name 192.168.10.0 exists under it.

3. Expand the Address Leases and delete the presence of any other lease record.

4. Log into the Linux Backup Server and run the following command:

service network restart

5. Navigate to the Arcserve UDP Console and update the Linux Backup Server
node that you are trying to connect.

The Linux Backup Server now connects from the Console.
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Backing Up Arcserve Appliance from Another Appli-
ance Reports Duplicated Nodes

Symptom

When | back up Appliance B from Appliance A, | see the following warning message
in the activity log:

"The following nodes are duplicated: Appliance_B, Appliance_A. As a result, they
have the same agent identifier and may cause unexpected results. This duplicate
node problem can be caused if the node was added using a different node name
(such as the DNS name or IP address), or if some machines were set up by cloning
from one to another."

Case 1: Appliance B is added as an RPS to the Appliance A UDP Console.

For example: From Appliance B, you can configure the appliance using the UDP wiz-
ard and select "This appliance will function as an instance of Arcserve UDP Recov-
ery Point Server managed by another Arcserve UDP console."

Solution

1. Stop the data store in the Appliance B node from the RPS pane of the UDP
console.

2. Loginto Appliance B and delete the registry key of the Node ID that is located
under [HKEY_LOCAL_MACHINE\SOFTWARE\CA\ARCserve Unified Data Pro-
tection\Engine].

3. Restart the Arcserve UDP Agent Web Service from the Appliance B node.
4. Restart the Arcserve UDP RPS Data Store Service from the Appliance B node.

5. From the UDP console, go to the Nodes, All Nodes pane and update the Appli-
ance B node.

6. Go to the Recovery Point Server pane and update the Appliance B node.

7. Import the existing data store to the Appliance B RPS by setting it with the ori-
ginal backup destination.

Case 2: Appliance B is added only as an agent node to the Appliance A UDP Con-
sole.

For example, a plan protects Appliance B through an agent-based backup task on
the Appliance A UDP console.

1. Log into Appliance B and delete the registry key of the Node ID that is located
under [HKEY_LOCAL_MACHINE\SOFTWARE\Arcserve Unified Data

Chapter 13: Troubleshooting 281



Linux Backup Server Cannot Communicate with Any Node in the Network

Protection\Engine].
Restart the Arcserve UDP Agent service from Appliance B.

From the UDP console, go to the Nodes, All Nodes pane and update the node
from Appliance B.

Linux Backup Server Cannot Communicate with Any
Node in the Network

Symptom

Linux Backup Server cannot communicate with any node in the network.

Solution

If the Appliance windows server cannot communicate with any node in the net-

work, the Linux Backup Server cannot also communicate with any node.

Follow these steps:

1.
2.

4.

5.

Verify if the node is accessible from Appliance windows server.

Navigate to the following location to verify if network adapter LinuxBkpSvr
exist as shown below:

Control Panel>Network and Internet>Network Connections

If LinuxBkpSvr is unavailable, navigate to the following location and verify if
flag file adapterNameChanged.flag exists:

C:\Program Files\Arcserve\Unified Data Pro-
tection\Engine\BIN\Appliance

If existing, remove the adapterNameChanged.flag file.

Navigate to the following location and launch Routing and Remote Access
management:

Server Manager > Tools > Routing and Remote Access

Verify if all available network interfaces and LinuxBkpSvr are added to NAT as
shown below.

If all network interfaces and LinuxBkpSvr are already listed, verify if different
physical network interfaces are connected with different sub network. This
action resolves the communication problem of Linux Backup Server.

If all the network interfaces and LinuxBkpSvr are listed, continue with next step.

6. Delete the file dhcpdone.flag from the following location:
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C:\Program Files\Arcserve\Unified Data Pro-
tection\Engine\BIN\Appliance

7. Using Command Line, enter folder C:\Program Files\Arcserve\Unified Data
Protection\Engine\BIN\Appliance and run resetdhcp.ps1 as shown below.

C:\Program Files\Arcserve\Unified Data Pro-
tection\Engine\BIN\Appliance>powershell .\resetdhcp.psl

When the script runs successfully, the communication issue for the Linux
Backup Server is resolved.
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Linux Backup Server Cannot Get the Network DNS
Suffix

When you set the static IP address to the appliance Server, the Linux Backup Server
cannot get the network DNS suffix properly after restarting the network service.
This issue leads to communication problems between the Linux backup Server and
the UDP console. You then cannot use this Linux backup Server to protect the Linux
node due to the communication problems.

Symptom

The status of the Linux Backup Server remains in a disconnected state on the UDP
console. The Update Node cannot update the Linux Backup Server successfully and
the yellow warning icon will not change to green. This occurs when the static IP
address is set to the appliance Server that will then cause the Linux Backup Server
to not get the network DNS suffix properly.

Solution

To resolve this issue, you can update the file/etc/resolv.conf directly in the Linux
machine to add the correct DNS suffix.
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Default Time Zone on the Appliance

Symptom

The default time zone is (UTC-08:00) Pacific Time (US & Canada) no matter what
region you select when you first power on the appliance.

Solution

Navigate to Arcserve Backup Appliance Wizard, click Edit and set Date and Time to
change the time zone.
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Licenses Error even when the licenses are available

For more information on license related errors in the Appliance even when the
licenses are available, refer the link.

286 Arcserve Appliance User Guide


http://documentation.arcserve.com/Arcserve Licensing/Available/ENU/HTML/LIC/Default.htm#LicensingGuide/Applnce_error_licenses.htm

Arcserve UDP Console Shows Error while adding Remote Console in Replicate to a Remotely

Arcserve UDP Console Shows Error while adding
Remote Console in Replicate to a Remotely Managed
RPS Task

In Arcserve UDP Appliance v6.5 Updatel if you add a Replicate to a remotely man-
aged RPS task and enter the hostname/IP of a different appliance machine as
Recovery Point Server (RPS) in the Remote Console field, then the below error mes-
sage is displayed in the Arcserve UDP Console.

Note: This issue is fixed in Arcserve Appliance that has default version of Arcserve
UDP v6.5 Update 3 or higher.

Error message: Please select a remote console

resources
Modify a Plan Agent-Based Windows Backup Plan Pause this plan Cancel Help
Task1: Backup: Agent-Based & TaskTypa Replicale to & remotely-managed RFS - @Delele Task |

Windows

Source Destination Schedule

TaskZ: Replicate to a remotely-
managed RPS

Remale Console

10.10.255.255 (administrator) - | m
L LT L LT TTT T T T |

Add a Task [ . ]
Usamame adiniskiator W Plaase select & remaote consale.
Product Installation Pasgword .
Pod 4015
Protocel HTTP ® HTTPS
Enable Prowy

_

This issue is caused due to the use of same GUID on local console and remote con-
sole.

To support remotely managed RPS task to another appliance, follow these steps:
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1. Delete the GUID in local Appliance from the following registry path:

HKEY LOCAL MACHINE\SOFTWARE\Arcserve\Unified Data Pro-
tection\Management\Console\GUID

2. Delete the GUID from the database using the following commands in
PowerShell:

$database = 'arcserve UDP'

$server ="localhost\arcserve_app'

$sglconn = New-Object System.Data.SqlClient.SqglConnection
$sglconn.ConnectionString = "Data Source=$server;Initial Cata-
log=$database;Integrated Security=SSPI;"

$sglconn.Open()

$sqlcmd = New-Object System.Data.SqlClient.SqlCommand
$sqglcmd.Connection = $sglconn

$sglcmd.CommandText = "delete from as_edge_configuration where Para-
mKey="'ConsoleUuid™

$sglcmd.ExecuteNonQuery()

$sqglconn.Close()

3. Restart UDP management service on the local appliance machine.
4. Perform the following steps, in the UDP Console of local machine:
a. Select All nodes in Nodes view.
b. Right click and click Update.
c. Click OK to update all the nodes.

5. Select all RPS nodes in Recovery Point Servers view, right click and click
Update to update all RPS nodes.

The Replicate to a remotely managed RPS task is supported successfully between
two Appliance machines.
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Unable to Perform VSB Task Using Another Appliance
as Monitor

On the Arcserve Appliance v6.5 Updatel if you perform VSB task and use another
Appliance as monitor, the VSB task fails and the below error message is displayed in
the activity log.

Note: This issue is fixed on Arcserve Appliance that has default version of Arcserve
UDP v6.5 Update 3 or higher.

Error message: Failed to connect to remote server [IP], port = 4090.

QrCSErVe  unified data protecton =

dashboard resources jobs reports log settings high availability
Severity Al = Node Name 10, 10,255 755 ® Job D 3 # JobType Virual Standby -
Refresh  HReset Export  Delete
Time All = Generated From  wsh2 ®  Message ™
Severity Time SiteMame Mode Name Generated From Job ID Job Type Message
o THRZ01T 3:04:20 AM Local Se  10.10.255.355 vebi2 3 Virtual Sta . The Virtual Standby job failed
0 THRZ01T 3:04:20 AM Local Sie 10 10. 755 .55 web2 3 Wirtual Sta Synchronize source machine adapter infonmatkon to Vinual Standby su
0 THEZ01T 3:04:20 AM Lacal Sie 10,10, 765 55 wvab2 3 Wirtual Sta The Virtual Standby job copeed data iotaling 0 Byles, the elapsed time
(=] THERZ01T 3.04:20 AM Laocal Site wsb2 3 Wirlual Sta Failed 1o convert session SO000000001 to the host for VM [UDPYM_V
An unexpecied error has occurred when attempding fo convert session
o TNBZ017 3:04:20 AM Local Sne  10-10.255.255 vahi2 3 Virtual Sta pnerpe ! pin !
néw Backup 10 star the Vinual Standby job, I the problem persists, oo
(] THRZ017 3:04:20 AM Local Ste 101026555 Vb2 3 Virsal St .. Failed 1o connect 1o remate senver [10.57.21,10], port = 4080
(=] THEROIT 3.:02.40 AM Local Sile 10, 10, 755 755, veb2 3 Wirlual Sta Failed 1o connect 1o remabe senver [10.57.21.10], par = 4080
0 THRZO017 3:01:28 AM Local Sfe  10.10.755.755 veh2 3 Virtual Sta .. Ty VDDE advanced transport mode (SAN or HotAdd)
0 THAZ01T 3:01:12 AM Local Sie 10, 10,255 255, wib2 3 Wirlual Sta Upload meta data to VM [UDPYVM_WIN-9ZKBNUSJ439)
0 THRZ017 30112 AM Local Sfle  10,10,.255.755 vibZ 3 Wirtual Sta Begin bo conver! $es5i0n S0000000001
0 THME2017 3:01:12 AM Local Sile 10,10, 265 755, wsb2 3 Wirtual Sta WVirtual Standby job will convert sessicn SO0M00000
i ] THER01T7 3:01:04 AM Local Sfle  10.10.285.255 wsb2 3 Wirtual 5ta . WM was created. VM name is [UDPVM_WIN-S2KENUSM35]
The source maching is [10.57.27.33), the backup destination is [X:\Arc
0 THSRZOIT 30049 AM  LocalSite  J0-10-255.355 vsh2 3 Virhual Sta 5 I P [
9T 1deT42d347]] on Recovery Point Server [vsb2], and the data store
0 THBR01T 30048 AM Local Site  10.10.255.255 vsb2 3 Wirtual Sta_..  The monitor server is [10.57.21.10) and is used as a proxy for data tra
o0 THAZOIT 30048 AM  Local Site  10-10.255.255 vsb2 3 Virtual ta Start a Virtual Standby job with destination type Viware ESX Server
0 THR2017 3:00:48 AM Local Site  10.30.755.255 vbi2 3 Virtual Sta . Virual Standby job started

This issue is caused due to the same GUID present in both monitor Appliance and
Arcserve UDP RPS Appliance machine.

To support VSB task, follow these steps:
1. Stop all the UDP services on Arcserve UDP RPS Appliance using the fol-
lowing command in the command line:

C:\Program Files\Arcserve\Unified Data Protection\Management\BIN>
cmdutil.exe /stopall

2. Delete the GUID from local Appliance using the following registry path:

HKEY LOCAL _MACHINE\SOFTWARE\Arcserve\Unified Data Pro-
tection\Engine\GUID
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3. Start all the UDP services on Arcserve UDP RPS Appliance using the fol-
lowing command in the command line:

C:\Program Files\Arcserve\Unified Data Protection\Management\BIN>
cmdutil.exe /startall

4. From the UDP Console of local machine, follow these steps:
a. Select All plans in Plans view.
b. Right click and click Deploy Now.
c. Click OK to deploy all plans.

The Virtual Standby task is now supported.
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The section contains the following topics:

Best Practices for Network Configuration ... 292
Best Practices for Windows Defender with PowerShell cmdlets .............................. 295
Configure Preinstalled Linux Backup Server to External Network ........................... 295
Best Practices for replacing Factory Reset Image When Secured by Sophos .............. 296
Best Practice for Creating Deduplication Data Store across Volumes ........................ 305
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Best Practices for Network Configuration

= If multiple network interfaces are connected in the production environment,
ensure that each network adapter is connected to different sub network.

= If Linux node is not available in the production environment to protect, we
recommend to stop the VM Linux-BackupSvr, DHCP Server service and RRAS
on the Appliance.

For more information, refer How to Disable DHCP Server.

= When both the Appliance and the Agent node are online on the same sub net-
work, a connection problem occurs between the Appliance and an Agent
node if there are multiple network interfaces connected to the same sub net-
work in the Appliance.

Symptom

If both the Appliance and Agent nodes are online on the same sub network,
the following symptoms may occur:

+ On the Arcserve UDP Console, when you deploy the plan to Agent
node, the following error message is displayed:

Error 3

€3 Unable to apply 'backup settings' to node '10.57.52.13'. (Failed to connect to Arcserve UDP
Recovery Point Server appliatest76. Verify that server name, port number, and protocol
(http/https) inputs are all correct and the web service is started on the specified host. For
other reasons, see Troubleshooting in the User Guide.)

+ Backup job of the Agent node fails as below:

Fa ac kg UDPR
Point Server appliatestT. Ve at sarver name fnumber, and
. ek . ol 4 CE
[} 22 Local 38 10,5752 2 2 Backup  prodoco hidps) inputs ane all comect and the web senice
Slaned 2 Spetined no of oher reasans, seg Iroubleshodl
.

+ Ping the Agent node from the Appliance and verify whether the Agent
node is connected or not as follows:
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sUWindowsssystem32 >ping 10.57.52 .13

Pinging 18.57.52.13 with 32 bytes of data:
R 10.57.5%2.13: hytes=32 time<lms TTIL=127

18.57.52 .13 bytes=32 time=1ims TTL=127
Reply from 1A.5%7.52.13: bhytes=32 time<ims TTL=127
Reply from 18.5%7 .52 _.13: bhytes=32 time<ims TTL=127

+ Ping Appliance host name from the Agent node and the Appliance is
NOT connected as follows:

C:sUserssAdministrator>ping appliatest?6

Pinging appliatest?s [1@.57.5%2_47]1 with 32 bytes of data:
Recquest timed out.
Request timed out.
Request timed out.
Requeset timed out.

Ping statistics for 1A.57.52 _47:
Packets: Sent = 4. Received = @. 4 (198x loss>.

Solution

To resolve the connection problem between the Appliance and Agent node,
perform one of the following steps:

+ If Linux node is not available in the production environment, stop the
DHCP Server service and RRAS service on the Appliance and verify
whether the problem is resolved or not.

For more information, refer How to Disable DHCP Server.

+ On the Appliance and Agent node, follow these steps:
Steps to be followed on Appliance:

1. Run ipconfig /all from DOS Command Prompt to get the avail-
able IPv4 address on the Appliance:

2. Run Route Print from DOS Command Prompt to get the IPv4
Route Table, record the order list for all the available IPv4
address on the Appliance as below:

IPv4 Houte Tahle

Interfa
18.5% .5
18.57.52.35
18.57.52.45

On-1link 4
On-1ink 10.57.52.3¢
On—link 18.57.52.45

Steps to be followed on Agent node:
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1. From the DOS Command Prompt, try to ping each available
IPv4 address of Appliance one by one according to the order
above to get the first IPv4 of the Appliance connected on the
Agent node as follows:

C:s\UserevAdministrator>ping 18.57.52.46

Pinging 18.57.52.46 with 32 bytes of data:
Reply from 18.57.52_46: bhytes=32 time{ins TTL=128

Reply from 18.57.52.46% hytes=32 time<lms TIL=128
Reply from 18.57.52_46: hytes=32 time{ins TIL=128
Reply from 1A.57.52.46: bytes=32 time{ins TTL=128

2. Modify the file C:\Windows\System32\drivers\etc\hosts to add
a record for the pair the_IPv4_got_above Appliance_hostname
and save the file.
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Best Practices for Windows Defender with PowerShell
cmdlets

You can get the Defender cmdlets by using the following commands:

* PS C:\> (Get-MpPreference).ExclusionPath

Gets exclusion path of Defender.

* PS C:\> (Get-MpPreference).ExclusionProcess

Gets exclusion processes of Defender.

» PS C:\> Add-MpPreference —ExclusionPath “full_path_of the folder or file”

Excludes a folder or file to the exclusion list.

» PS C:\> Add-MpPreference —ExclusionProcess “full_path_of executable_pro-

grams”

Excludes files opened by the processes.

* PS C:\> Remove-MpPreference —ExclusionPath “full_path_of the_folder”

Removes a folder from the exclusion list.

Configure Preinstalled Linux Backup Server to External
Network

Follow these steps:

1.

Disable DHCP server. For more information, see How to Disable DHCP

Server.

To disable RRAS, open Routing and Remote Access, and then click Disable
Routing and Remote Access.
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H Routing and Remote Access - O hd
File Action View Help
&= H-

H Routing and Remote Access | Ty yo— |

_:3 Server Status |

Y @gp;--- e e T pmote Access
& Re T ey secure remote access to
w E_l?‘_ Enable DirectAccess... “figure the following:
i All Tasks - ;i::te networks.

— 5 Delete -

AP Refresh
Properties
Help sarver, on the Action menu,

chck Add Server.

3. To set Linux Backup Server network to external network, follow these

steps:

a.

b.

Open the Hyper-V manager.
Create a new external virtual network switch.

Change the Linux Backup Server VM network adapter setting to use the
newly created external virtual network switch.

Check network setting of Linux Backup Server, ensure it has got IP
address and DNS through the external virtual network switch.

Remove the original Linux Backup server from UDP Console.

Add the Linux Backup Server to UDP Console again with the following
information:

* Hostname: Linux-BackupSvr

= Port: 8014

Best Practices for replacing Factory Reset Image When
Secured by Sophos

After Sophos has been activated and running on Arcserve Appliance, by default you
cannot replace factory reset image using the Set Appliance Image Utility. Other-
wise, the execution of Setimage.exe will fail as shown in the illustration below.
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Before running the Setimage.exe command to replace factory reset image when
Sophos is running on Arcserve Appliance, verify if the image has already been moun-
ted.

As given in the illustration, the following prompt appears: A subdirectory or file
C:\Program Files\Arcserve\Unified Data Pro-
tection\Management\BIN\Appliance\mount already exists.

To unmount the image, follow these steps:

1. To locate the folder, open Windows Explorer, and go to C:\Program
Files\Arcserve\Unified Data Pro-
tection\Management\BIN\Appliance\mount. Right-click the folder, and
then click Properties > Security tab > Advanced.
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mount Properties X
Previous Versions Customize MNF5 Sharing

Object name:  C:\Program Files‘\Arcserve\Unified Data Protection

Growp or user names:

82 CREATOR OWNER

SR SYSTEM

SR Administrators (I Administrators)
ER Users ghiliiein. | jzers)

To change permissions, click Bdit. Edt

Pemissions for CREATOR

OWNER Allow Deny

Full control (o
Modify

Read & execute

List folder contents

Read

Virite v

For special pemmissions or advanced settings, anced
click Advanced. i

OK Cancel Apply
2. To change the owner of the mount folder to a local administrator, click the

Change link.

In the Advanced Security Settings page, to take control of the subfolders
inside of the folder and replace the subfolders permissions with the settings
from the parent folder, select the check boxes for the following options:

+ Replace ownership on subcontainers and object

+ Replace all child object permission entries with inheritable permission
entries from this object
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Name: CAProgram Files\Arcserve\Unified Data Protection\Managernent\ BIN\Appliance\maunt
Chwmien; Trustedinstaller E
Permissions Auditing Effective Sccess
For additional mnferm=-= A lremlirlern. . i, s emsmbnssnleskdbossatesynd click Edit (f available).
Select User or Group x
Permission entries:
Type [T | f"d"’d thes ciject fype lhes to
8L Allow SysTy |UeerGeoup. or Bullin securdly prncial Object Types folder, subfolders and files
BL Allow  Admi From this location | folder, sublolders and files
BL Allow  Users| |iiiebeink Locations folder, subfolders and files
BR Allow  Users| o folder and subfalders
B8 Allow Users| Snierthe oblect name to select fsmamples) fedders enty
R Alow CREA] erﬂ Chech Names felders and files only
Add f | Advanced Cance

Enable inheritance

EA Replace all child chject permission entries with inhentable permission entnes from this object

oK I Cancel

Apply all the changes. For mount folder, subfolders, and files, make sure the
owner is changed to a local administrator.

3. To unmount the image, execute the following command using command
prompt:

C:\>DISM /unmount-image /mountdir:"C:\Program Files\Arcserve\Unified Data
Protection\Management\BIN\Appliance\mount" /discard

To run Setimage.exe command to replace factory reset image when Sophos runs
on Arcserve Appliance, follow these steps:

1. Log into the Arcserve Appliance system as an administrator. Use your email
address and password to access the Sophos Central Admin page
https://cloud.sophos.com/manage/.
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SOPHOS Welcome to SOphos Central

Admin

enhanced pron
reparting, and & robuse

2. Navigate to Devices > Servers, and then click the server name of your Arc-
serve Appliance.

SOPHOS Servers

S 6L et W el S -

L —— 05T @ Bl Wirdows Server XOE Stredind  Sep 2%, 2009 130AM

3. Onthe SUMMARY tab, for the Tamper Protection field, click View details.
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4. For Show Password, select the check box. Make a note of the password

that displays in the text field.

Tamper Protection

Tamper Protection Passy

CURRENT PASSWORD

E’":u-- Password

Generate New Password

On - Disable Tamper Protection

Hide details A

vord Details

5. Click Disable Tamper Protection.
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Tamper Protection On { Disable Tamper Protection

Hide details

Tamper Protection is turned off.

Tamper Protection on bl Tampes Probects

6. Launch Sophos Endpoint, and then click Admin Login.

SOPHOS Status

Your computer is protected

@ Malware and PUAS @ Web Threals @ Malicious Behavior

0 0 0

m i N
.C;l Controlled ltems @ Malicious Traffic ':5_:',: Exploits

0 0 0

7. Type the Tamper Protection password that was noted in Step 4.
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Pl o i
-~afce

8. On the Settings tab, select the Override Sophos Central Policy for up to 4
hours to troubleshoot check box, and disable the Ransomware Detection
and Malicious Behavior Detection (HIPS) options.

SOPHOS

Deep learning Runtime Protection

@) Enable deep leaming | @ Ransomware Detection
Safe Browsing

real Time Scann ng @ Exploit Mitigation

@) Files

@ Natwork Threat Protection

@) Internet

@ Malicious Behavior Detaction (HIPS)

Controls on Users

- e
¢ Cartrols
Computer Controls

Peripheral Control
@ windows Firewall

Application Control
Web Control
Drata Loss Pravention

Tamper Protection
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9. To replace factory reset image, run Setimage.exe. Setimage.exe gets
executed successfully.

To recover the default configuration of Sophos after the successful execution of
Setimage.exe, follow these steps:

1. To enable Tamper Protection in Sophos Central Admin, click Enable
Tamper Protection.

2. Clear the Override Sophos Central Policy for up to 4 hours to
troubleshoot checkbox.

SOPHOS vents Sattings

Override Sophos Central Palicy for up to 4 hours to troubleshoot

3. To check the status of the Sophos Settings, wait for a few minutes, and
then log into Sophos Endpoint with the tamper protection password.

(LT R LT i-‘-l
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Now the Sophos Settings have been recovered to the default settings.

[
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1
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e coe ~ Exploit Mitigation
Files
MNetwork Threat Protection
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Q
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Peripheral Coniral

Windows Firewall
Application Control
Web Control

Data Loss Prevention

Tamper Protection

Best Practice for Creating Deduplication Data Store
across Volumes
The as_gddmgr.exe, a command line tool, lets you add more data paths across

volumes to expand the storage capacity of the existing dedupe data store.
To create deduplication data store across volumes, follow these steps:
1. Log into the Arcserve UDP console user interface, and then create a dedu-

plication data store without expanded data path. For more information,
see Add a Data Store.

2. Stop the data store. For more information, see Stop a Data Store.

3. Openthe command prompt, and then enter the following command to dis-
play the current path configuration of data store:

as_gddmgr.exe -DataPath Display <data store name>

The following sample data store has one primary data path on X:\volume:
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4. To expand the storage capacity of deduplication data store, enter the fol-
lowing command:

as_gddmgr.exe -DataPath Add <data store name> -NewDataPath <new data
folder>

Note: Make sure the primary path and all expanded paths are not on the
same volume.

The following sample data store has an expanded data path on W:\volume:

5. Repeat step 4 as needed.

6. Return to the Arcserve UDP console user interface and start the data store.
For more information, see Start a Data Store.
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Chapter 15: Acknowledgements

Portions of this product include software developed by third-party software pro-
viders. The following section provides information regarding this third-party soft-

ware.
This section contains the following topic:

PuTTY
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PuTTY

This product includes the "PuTTY" component which entails the following details:

Component

PuTTY
Name
Component - .
Developed originally by Simon Tatham
Vendor
Component
. 0.64
Version

Legal Remark

http://www.chiark.greenend.org.uk/~sgtatham/putty/licence.html

Project Name

Appliance Rhodium

Component
Type

Open Source

Source Code
URL

http://the.earth.li/~sgtatham/putty/0.64/

Platform(s)

Windows 2012 R2, Windows 2016, Windows 2019

Required
Component
URL P http://the.earth.li/~sgtatham/putty/0.64/x86/
Component
,p http://the.earth.li/~sgtatham/putty/0.64/x86/
Version URL
Description On the appliance machine, we use putty.exe to communicate with the Linux
P Backup Server to change the system locale and UDP Linux locale.
Features Appliance

License Text

http://www.chiark.greenend.org.uk/~sgtatham/putty/licence.html

PuTTY is copyright 1997-2019 Simon Tatham.

Portions copyright Robert de Bath, Joris van Rantwijk, Delian Delchev,
Andreas Schultz, Jeroen Massar, Wez Furlong, Nicolas Barry, Justin Bradford,
Ben Harris, Malcolm Smith, Ahmad Khalifa, Markus Kuhn, Colin Watson, Chris
topher Staite, Lorenz Diener, Christian Brabandt, Jeff Smith, Pavel Kryukov,
Maxim Kuznetsov, Svyatoslav Kuzmich, Nico Williams, Viktor Dukhovni, and
CORE SDI S.A.

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the "Software"), to deal
in the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do
so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,
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PUTTY

EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE COPYRIGHT HOLDERS BE
LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN
ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.

Copyright
Text

http://www.chiark.greenend.org.uk/~sgtatham/putty/licence.html

PuTTY is copyright 1997-2019 Simon Tatham.

Portions copyright Robert de Bath, Joris van Rantwijk, Delian Delchev,
Andreas Schultz, Jeroen Massar, Wez Furlong, Nicolas Barry, Justin Bradford,
Ben Harris, Malcolm Smith, Ahmad Khalifa, Markus Kuhn, Colin Watson, Chris
topher Staite, Lorenz Diener, Christian Brabandt, Jeff Smith, Pavel Kryukov,
Maxim Kuznetsov, Svyatoslav Kuzmich, Nico Williams, Viktor Dukhovni, and
CORE SDI S.A.

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the "Software"), to deal
in the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do
so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE COPYRIGHT HOLDERS BE
LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN
ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.

Intended
Usage

On the appliance machine, we use putty.exe to communicate with the Linux
Backup Server to change the system locale and UDP Linux locale.

Modifications
Required

No
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