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Blinking red {225 Hz)

Solid Blue

Elinking Blue
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# Firewall configuration written by system-config-firewall

nio

sE02 %))}

o
-

# Manual customization of this file is not recommended.
*filter

:INPUT ACCEPT [0:0]

:FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [0:0]

-A INPUT -p tcp -m tcp --dport 22 -j ACCEPT

-A INPUT -p tcp -m tcp --dport 67 -j ACCEPT

-A INPUT -p tcp -m tcp --dport 69 -j ACCEPT

-A INPUT -p tcp -m tcp --dport 8014 -j ACCEPT

-A INPUT -p tcp -m tcp --dport 8016 -j ACCEPT

-A INPUT -p tcp -m tcp --dport 8017 -j ACCEPT

-A INPUT -p tcp -m tcp --dport 8021 -j ACCEPT

-A INPUT -p tcp -m tcp --dport 8035 -j ACCEPT

-A INPUT -p tcp -m tcp --dport 8036 -j ACCEPT

-A INPUT -p tcp -m tcp --dport 50000 -j ACCEPT

-A INPUT -p tcp -m tcp --dport 50001 -j ACCEPT

-A INPUT -p tcp -m tcp --dport 50002 -j ACCEPT

-A INPUT -p tcp -m tcp --dport 50003 -j ACCEPT

-A INPUT -p tcp -m tcp --dport 50004 -j ACCEPT

-A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT
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-A INPUT -p icmp -j ACCEPT
-A INPUT -i lo -j ACCEPT
-A INPUT -m state --state NEW -m tcp -p tcp --dport 22 -jf ACCEPT
-A INPUT -j REJECT --reject-with icmp-host-prohibited
-A FORWARD -j REJECT --reject-with icmp-host-prohibited
COMMIT

3. iptables I} &
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/etc/init.d/iptables restart
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Welcome to the Arcserve® Appliance Configuration Tool

This tool will allow you to connect your Arcserve Apphiance to the LAN so that further configuration
can be performed on the web-based console Ul

Assign a hostname to the Appliance. This will be used to identify the Appliance on your local
network. Optionally, you may add the Appliance to a Domain

4% Anew hostname will require a reboot to take effect. You may configure the other settings
%  onthe configuration screen before rebooting the Appliance

Hostname appliance| x

Add this Arcserve Appliance to a domain

1SS HEotdEH HESct0olHASE THAI Al & ol O
AAE X3 UA RO AU UWERI EHHS +
=

T2 ez ASUCL O E0IQAS

H1 & m
Oﬂgo

URL - https://<hostname>:8015E At Z3dt 0 CI & & = & 0Ol
SOl HAAN HAHAE = ASLILCH

B

CHat & XHOF S ELICH I 23 2 2 Arcserve UDP= I E 2 3 2
AZSs ZMELO. L2 AZ0 &2 &2 &
=

==
ExSCo2 HAEGD NEGYAL.

0 O @
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Arcserve Appliance - x

arcserve

Appliance Configuration

Your Arcserve Appliance must be rebooted for the Hostname and Domain settings to take effect

Hostname/
Domain

appliance
(not assigned)
UDP Console URL https:/lappliance:8015

Date and Time 1/24/2019 11:53:51 PM

Network Connections

Connection Name

SLOT 3 Port1
© Not Connected

SLOT3 Port2
© Not Connected

SLOT3 Port3
© Not Connected

SLOT3 Port4
© Not Connected

NIC1
& Connected

IP Address

None Assigned
Automatic via DHCP

None Assigned
Automatic via DHCP

None Assigned
Automatic via DHCP

None Assigned
Automatic via DHCP

10.57.25.39
Automatic via DHCP

Description

Broadcom NetXtreme Gigabit Ethernet

Broadcom Netxtreme Gigabit Ethernet #2

Broadcom NetXtreme Gigabit Ethernet #3

Broadcom NetXtreme Gigabit Ethernet #4

Broadcom NetXtreme Gigabit Ethernet #5

5. HER D HZS BESIAY UEAT AZ AN0A HIS 2
e gLl Ct.
WEXI S st & X S-LICH
NICA1

Status @ Connected

Description Broadcom NetXtreme Gigabit Ethernet #5

Connection V] Use DHCP to obtain IP address automatically.
IP Address .
Subnet Mask . . ,
Default Gateway

[v] Obtain DNS server address automatically.
Preferred DNS Server
Alternate DNS Server . . .
m Cancel
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6. Z0 TetiP=A, MBU O0IAZ L IJ2 HOERAO &E =8
ol M&E =S 2= & LICt.

2N:RAol= AR SAEOQNE, SHU, ML ANAE =3

U S LILCE.

7. HE3 UHUE2 E2SoHdH HES20HA WEES 2250 H 2
ctOlHAAE CHAI Al & & LICEH.

HE2HO0HAAIL M SAE OIS 22 CHAI Al ZE LICH CHAl Al &

S r'geli"stH0ol € L.

8. AMNEEXN OlEEN UdSE &0t Enter I E 2 & & LILEH

"Arcserve Appliance =+ & " ot ™ 0| Lt Et & LI Ct.

9. HEc2H0AHAA 2H SHOI CHAl Sl H OIEAIAIES 2 &L

Ct.

Arcserve Apphance

arcserve

Hostname/
Domain

UDP Console URL

Date and Time

€) Click Launch Wizard to continue configuring your appliance with the Arcserve UDP Plan Configuration Wizard

Appliance Configuration

appliance
(not assigned)

https:/lappliance:8015

112512019 12:04:48 AM

Network Connections

Connection Name

SLOT 3 Port1
© Not Connected

SLOT3 Port2
© Not Connected

SLOT3 Port3
© Not Connected

SLOT 3 Port4
© Not Connected

NIC1
& Connected

IP Address Description
Mone Assigned
Automatic via DHCP Broadcom Netxtreme Gigabit Ethernet
Mone Assigned
Automatic via DHCP Broadcom Netxireme Gigabit Ethernet #2
MNone Assigned .
Automatic via DHCP Broadcom NetXireme Gigabit Ethemnet #3
MNone Assigned
Automatic via DHCP Broadcom NetXireme Gigabit Ethemnet #4
10.57.25.39
Automatic via DHCP

Broadcom Netxtreme Gigabit Ethemet #5
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HEUO0AHAIN M SAE 0IE2Z CHAl Al & & & unified Data
Protection OF & AL S & LICH. Ol OFE AIE AFE0HH B H 2 0l 2 0t=
2 Helsts AL . HES S Ese 2 oot
S A UAES ML = ASLICH S A 2 Appliance Server L

Ct.

& 1 : Arcserve Appliance 7 & Ot ALS 2 E = dE AIEOIEE A
Ul DubPEES H2 20 HEZ2 2= = AS UL

O3 SHE ol A 2.

1. Arcserve UDP 2= 0l 2 121 & LI Ct.

™ X Unified Data Protection OF & AFDJF & 2] 1) Arcserve Appliance & E.|
CHat & XJFUEIELICH.uDP 2SS S8

SFHU CE UDPEZE0NM AZ2Z 2l =
el JsSuPZ2ES A 228l =S LU l].

O rCServe' Appliance Configuration

» Appliance Management

The Arcserve appliance can function either as a stand-alone instance of Arcserve UDP or is managed by another
Arcserve UDP Console. Select from the following options

© This appliance will function as a stand-alone instance of Arcserve UDP

® This appliance will function as an instance of Arcserve UDP Recovery Point Server managed by another
Arcserve UDP Console

Step 1 0of 9

22l e X (ol et

2. 30T AEZER OtLIH CHE ubP 2 &
WA ZeeX dSHSLICH 0Sct0ldASE OHE ubP 2 = 0l A
2ot ZL UPES RRLAMER OIS X 252 NEEULE

3. = 28 LIU
CIOIEl M&EA e X0 S LICHOHOIH HEALAsE HE2t01H
A9 S NE FA0IH HHO0l MEH=UHa&22Z2 AE2E LT

Jl 2 X 2 Z Arcserve UDP= <hostname>_data_storect= Ol Ol & N & A
£ otS LI C. OI H|O|E1 MEL=S= AL 2dsst 43
HAUSLLC. == HH XL 230l CH S XAl S LHE 2 Arcserve
ubP==24d Jt0 IC(HI/\—I OH =5 HMHAE B0 A2L.
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HE:00HMNEAI 2N A2 St S E XNE
off OF & LI Ct.

Aarcserwve® Appliance Configuration

Data S

Your data store configuration is shown below. More data stores can be added from the Arcserve UDP Console.

appliance_data_store

Compression Standard
Deduplication Enabled

Encryption Enabled

T:‘:_‘_g;p?'%w Password

Confirm Password
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ArCServe Appiiance Configuration

Email and Alert
Configure email notification settings and the types of alert nofifications that you want fo receive.

Enable email notifications.

Service
Email Server
Port

W Email service requires authentication.

Subject Arczerve Unified Data Protection Alert
From

Recipients

Options B Use 5L

B Send STARTTLS
Use HTML format

B Connect using a proxy server

Send a Test Email

Send Alerts For Successful Jobs

Step 3 of 9 Next

6. It &=2 8N HE XL BIDANFEEE NFELU L

In

Google Mail, Yahoo Mail, Live Mail, J| Et & & X Ol & A H| A
Xl & gLl Ch.

0 E A

v

Cancel
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8. @A RpsUl = Al Chat o 4ot EE LITH

O rcse r\fe ) Appliance Configuration
Replication to Remote RPS
Configure the settings below if you want to replicate to a remotely-managed Recowvery Point Server destination.

'O This appliance will replicate to a remotely-managed RPS.

Arcserve UDP Console
URL

Usermame
Password

B Connect using a proxy server.

® This appliance will not replicate to a remotely-managed RPS.

9. HEU0AHAE |AOZ 22T =RPS(BEF A E AH)M = H 6t
AH US NEAEZEE NEELIO.FAOZ 22 5= RPSO| CH
St AHMHISH HE 2 Arcserve UDP 2 A JI0IEE EZ XS A 2.
Arcserve UDP 2 & URL

2 2 Arcserve UDP 2 = 2| URLE Xl & & LI LCt.

MNMEROSZS H S

dAIZSH AZ2E MENH0SU FSE NESLIL
o

IEAN AHE AHESH
A

=l 0 ==
";‘Ijﬁj = =

| A FHOll (e B3R ZSA AH MF

ScOlHASE FA2=2 22| = RPSOI S MoHA 2428 Of

10. O§
EC0|HdAE=EKAUNA 22l = RrRrsOl S MK ASLICH.SHE

U
O
a
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e
H
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g
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o
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O rcser\,e Appliance Configuration

eate a Plan ﬂa’-‘«tn:-ut Creating a Plan

MNext, you will need to create a protection plan for your data. In the protection plan, you will add nodes and configure a
backup schedule. More than one protection plan can be created

Skip Plan Creation

Plan Name Protection Flan 1

Confirm Password
® Refain the Session Password. You will need it to restore the data.

How do you want to add nodes to the plan?

HostnameIP Address (for Windows machines only)

HO:0HEAME AMECIH Jl= HES SN E2dd U3 A
E I YANL.
a. S Ngs defs S gL
CS A et 450 S LT
b. @25 E 2ot ubpr 2= 21 HE=S 25U
12. s NI 22 AN&8otW HEs 2sL
HE Ol&E
HE OIE= NEELLC.HE 0SS XNESHA 228 I =
0| & "Protection Plan<n>"0| & & & LI C}.

H&E &=
NE 232 NEgUL.ME 2= SQRotH UOBHE =
2l ZEEUCLCH

CEEHEN HEAH FOtot Al AsU D2
HEW == Fltote i Mg dESs NESLIT.US
g8 S otttE LU L
+ SAEQE/NIPFAD
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+ Active Directory0fl Al .= & & A4

Active Directory0fl A= = EE
Active Directory NI & 3 2 E A
CEFOtg = ASsLIL.

+ vCenter/ESX N H Ol Al JDF A 2 D

ESXE = vCenter MHOU A A ZREH EEE AL &
HALICH Ol SES2 M3 SAE NS T=1IPFA0A
dME SEJA BREHE LIS & LICH

+ Hyper-V N H U A JtH 2 J|
Microsoft Hyper-V MH U A Dt B FEH S EE N =

gt e 2 LI Ct.

Ol Heis dels =2 (st 4XUMNME Z2E XFE
LI T

COAEM =0t OS= 22 UL

13. &
WA AHNZE ot &40 S E LICH

Enter criteria for the plan backup schedule.

Run Incremental Backup daily at . m

o Schedule Summary (Based upon your selections)

On Friday at 9:00 PM, the latest version of the Arcserve UDP Agent will be installed on any source node that
does not have the latest version already installed.

Agent installation will not occur on nodes imported from Hyper-v or vCenter/ESX.

On Friday at 10:00 PM, the first Full Backup will be performed.
On every day after the installation/upgrade is completed, at 10:00 PM an Incremental Backup will be performed.

Cancel Plan Creation
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14. Ct38 &= &= &eLCh.

" Arcserve UDP QIO @ E X £= Hd0E EH:UHOINHE
P/\*iIEIII 2 aA 0 2 A B &2 Arcserve UDP 0ff O]
HEJNEXNEUL.0IENOEE Xl 2 HECZE &
Jalor=gu .

s SEUHYH AN . NM HSO IS A =SS HH
ol =& & L|Ch
SN BA AZEO AX/EOHO0IE AIZ2ZEOIHSZ2 0 &5
oA AN AAse2 s HAELICH.HE =K
NOINE EXE=2RL LLFTIANZ WAGHD HAS 25 8
ANZ HAGHH EQRYU @25 8AIN BHH O] =8 E L|ILCH.
n SEHOS) FHAMZ UHE HEZS FHACHHAH S BHS D
FAE SEEULLH
15. G822 2= & Ul Lh.
HE &0 3 AKX EE LT

Plan Confirma

This is a confirmation of the plan that you created. You can edit plans or create a new plan.
Plan Name Protection Plan 1
MNodes Protected 1
Destination app 7600

Install’Upgrade Friday, 9:00 PM
Backup Schedule Daily Incremental, 10:00 PM

Edit Nodes Edit Schedule | Delete Plan

6. 8t ATOHAHE HE BEE AESUD. LR A2 "= C
O BE'TE"YAN MA'S 2250 LCU LYNS HAG D,

Jbot HU A HE = Us

SIp= JEs LI CF.
LEo HE

HEH AALCE +HEUD
2y HEy

g dF s FE LT
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J
Ol M| Arcserve UDP 20l M & S

T ez g+ AsUl
Bsg LEE H FIt6t1 Virtual Standby 2 2 IS 22 H & S A
ENNBE +A2H, 272 XNE MHA OOH HBAE ZEG
HUad=0d =g = AsLlt

carcserwve” appliance Configuration

N

Configuration is complete and you are ready to open the Arcserve Unified Data Protection. With the Arcserve Unified

Data Protection you can:

Add more nodes to protect
E Customize plans with features such as Virtual Standby.

Add more destinations by including Recoverny Point Servers and Data Stores.

Click Finish to open Arcserve Unified Data Protection._

Step 9 o1 9
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ConsoleMigration.exeE A 26t 04 Arcserve UDP 2= 01O I dI0OIA& .. 113
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S SHE 3o Al2.
1. SAEOQS/WPFALE FIOHUHIF ANUNANCOS MEEEE
T .
Appliance Configuration
©About Adding Nodes

arcserve
Add Nc y Host

Enter the hostname/
Hostname/IP Address

Username
Password

Description

: Cancel Plan Creation

Node Name

[IP addr
IP address information for the selected Windows nodes, to add to the plan
Nodes Protected by Plan

Previous Cancel

SAE OIB/IPEA
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2ol CEES HME S EZ2 HE 0 =IO U Ct.
38 SHHE =3I AL,

1. Active Directory =& FII U3t & N0 M O NEEEE S
LI CF.

o

ALE X 0l &
S0l el AF=Z AF 0] & 2 domain\username & A/ © & X| & &L
Ct.

ets

=
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e
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o
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>
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_.":"-.':_jd N ( ve D'”-e[; t_(_:l'f"-,-" 9.-'-'- bout Adding Nodes
Enter the Active Directory information to add nodes to the plan.

Usemname Nodes Protected by Plan

Password Node Name

Computer Name Filter

' Cancel Plan Creation
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2.
FCServe Appliance Configuration
N \g ive Dire @About Adding Nodes
Enter the Active Directory information to add nodes to the plan.
Active Directory Results Nodes Protected by Plan
Name Domain Username Verify Node Name
applia8400 ARCSERVE.COM ARCSERVE.C( ~
7] appliancel ARCSERVE.COM ARCSERVE.C(
appliance2511 ARCSERVE.COM  ARCSERVE.CC v
< >
H 4 Page:.”i :Df 61| b Ml | &2
Username administrator
Password PR m
Step6of 9
CEE FIotHAH NYE EEE d8otD &0l gL L.
3. 05t H EEE MG MENOSY LSE LHESHTUS
Hgs 2 8Lk
A SH0 &g UCH =2#2E SE0le s &0 EAIJFLEE
=SLICH S =00 AdIiotH 4B SES UAl LESHUHS HE
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HFN:LCEESSE0 FOtotdH HY 2 S EE &0looF &L L.
4. S50 FIHE 2 & LILH
delst SO 225 &0l £0HE LI
5 (HEME)LEE HUHAN EEE MHGHAH EE Ad86HD
ARE 2 8 LILCH
6. Ct&= 2 & LILCH.
SEJ A=l =0tE LI
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G rcse rve Appliance Configuration

Add Nox nter/ @About Adding Nodes

Enter the vCenter/ESX information to add nodes to the plan.

Hostname/IP Address Nodes Protected by Plan

Port Node Name

Protocol

Username

Password

Cancel Plan Creation

Step 6 of 9

Cancel

2. HE = SEEULL
SME S AE 0S50l HEAIE LIL.
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B

hd

o

nter/ESX @About Adding Nodes
Enter the vCenter/ESX information to add nodes to the plan.

vCenter/ESX Results e node Nodes Protected by Plan

Node Name
Name Object Type
sl g 10.57.25 ast System Vi{agent node)
&M tesource Pool
@ Linuxrgent source Pool
(£ restore tesource Pool
(£ Virtual Lab 1 esource Fool
o [ (& windows Yesource Pool

& LicenseTasting tesource Pool

7| (5 agent node Virtual Machine

Return  AddtolList
" Cancel Plan Creation

g LCE M5 D 220 £HE 22 LIC
detst =Il @22 2ol g U T
(M A Q2= ol “CE MAHsIYE == deisin
ARE 228U
oSS 228U,
SO AN E=HEU
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arcserwve Appliance cConfiguration

Add Hyper-v @aAbout Adding Nodes
Enter Hyper-v infor

Hostname/IP Address Nodes Protected by Plan
Username Node Name

Password

. Cancel Plan Creation

SAEOS/IPFA

Hyper-V M H Ol & £= IPpF=AE X & & LICH Hyper-v 2 2 A H
0l UAs I ZEEHE IIHNLHAH 2HAH EE0E £ =
Hyper-VS A E 0| = AN EGHYE AL
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HD:Hyper-VEHAHN= 2HA2H 22 AEH0l U= =0
CLHE=S MSotEANL. 58 248 E Hyper-ve A E N = S0
el HE =S MEdt= 20l E5ULH

I

I
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AN == =0t

Mz et H&Es FagLit
s ZEE UL
ZME SAE OIS0 BEAMELIG.SAE 0SS &&otH &
E T AL

O rcse r\fe Appliance Configuration

Add H v No . ©aAbout Adding Nodes

Enter Hyper-v information to add nodes to the plan.

Hyper-v Results Type node filter 1 Nodes Protected by Plan
Node Name
Name Object Type
aEHg

f 10.57.25: Hyper-v Host app-hyv-02

= Backup-agent Virtual Machine
5 Backup-hbbu Virtual Machine
5 UDPIVM_10.57.11. .. Virtual Machine
2 UDPIVM_10.57.11.44725 Virtual Machine
S app-hyv-01 Virtual Machine
S app-hyv-02 Virtual Machine

S appliance-test3 Virtual Machine

Return Add to List

W

(e ASHEEH ZEW S 0SS Y250l SRl =SS
22 4 AsU

CCE MU D S50 £B 2L

deist S0t 2 2% &0l EIHE LT

(S AE)QEZ BN =SS MAHGAE 52 de5tD
ARE 228U

Oss 228U,

= SOF A= RS LI
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Linux =0l CHEt e HE 2SI

Linux = E 0| CYf & X

Arcserve Appliance 2 = Ul Al Linux = & E

g HE D

—

JE

(oF]
=

AN 0l0l 2&0 FItE O A LICH

OGS E2HE =85ta A 2.
D2 o

1. Arcserve Appliance 2 == &

. ||a| _/I\_ﬁu' nj:”iju ng4

LI Ct.

2 2=
3. Linux 8 H & = BtsLICH
4. ||_)I\_ﬁn’ ||[:H /C\>|>n’ ||Cé‘| g n al nﬂan

0.2 240 CHet kAl St
Create a Linux Backup PlanS &

5. Y HEsS ddgL .

in

N~

W
1
50

>

L| Ct. Linux

jE:
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https://documentation.arcserve.com/Arcserve-UDP/available/7.0/KOR/Bookshelf_Files/HTML/SolG/default.htm#UDPSolnGuide/udp_how_2_protect_lin_nodes.htm
https://documentation.arcserve.com/Arcserve-UDP/available/7.0/KOR/Bookshelf_Files/HTML/SolG/default.htm#UDPSolnGuide/udp_how_2_protect_lin_nodes.htm

BlOIZ ZX 0l S SH= AHE S

un

Il

BHIOIZ X0 Hots HE 2SI

Arcserve ApplianceOfl = HI Ol Z H X0 QIOIEHE & & U=

LICH LBt O 2 AAHOIEH= uDPeH S HE S A6}

A0 MEst=2 A8 D A2 HO0IE X LLICHHIO] & 0ff X
=

gdote &S 226 ™ Arcserve Backup ManagerE At & off OF & LI Ct.

T2 M A L0l M= Arcserve ApplianceE AFE a6l O HI O] = & X| Ol
St Ol CHoll & 9 & LI Ct.

1. Arcserve Appliance0il H Ol & & X| A &

s O
rr 0lo

Arcserve Appliance2] X IE = HIOIZ EXE HZE = U=
EZEJJUSLIC. HOIE HFEXE HZESHH Arcserve Appliance It At
SoZ HOZ HXE ALYELILCH

2. Backup Manager& AIE06I HIO|Z X 4

Backup ManagerS & 1) Backup Manager0il I 0] =

Ct. Backup Manager= Arcserve Backup2 22l & &= U= 21 H |

2 LI Ct. Backup ManagerQil HIOI Z & X E FItst = X E 4L E
LI Ch.

BN 3XE PHotD] 2A2ote -l S HAStLHE2
Arcserve Backup Administration Guidell M Managing Devices and MediaE
EXOIY A L.

3. UDP 2 £ S ALEG6I0{ olLIH Ol &2 Y HY 25

HOIZ X0 &A=z WAl & A SHLE O & A OF & LIT
AHUDPEZES ALEGHN H &S S =10 HO0lH

IOl £ =8 & of
MNE A0 25U

4. Backup ManagerOl Al B0l Z 0ff 9§ & =S Al &

Backup ManagerE & 1) HI Ol &= & X 0l Gl Ol & 5!
OSLIC AA OOIE= ubP B H & O CHAOl D CHA
o F Xl YL Ct.

i
g

0

F0:HOIZN HAHGt= HE S HE=2HU NAStUHES
Arcserve Backup Administration GuideOfl Al Backing Up and Recovering
D2D/UDP DataE & L ot& Al 2.
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http://documentation.arcserve.com/Arcserve-Backup/available/18.0/KOR/Bookshelf_Files/HTML/admingde/default.htm#33883.htm
https://documentation.arcserve.com/Arcserve-UDP/Available/7.0/KOR/Bookshelf_Files/HTML/SolG/default.htm#UDPSolnGuide/udp_protect_node_chap.htm
http://documentation.arcserve.com/Arcserve-Backup/available/18.0/KOR/Bookshelf_Files/HTML/admingde/default.htm#d2d_lite_bu_recover_d2dudp_data.htm
http://documentation.arcserve.com/Arcserve-Backup/available/18.0/KOR/Bookshelf_Files/HTML/admingde/default.htm#d2d_lite_bu_recover_d2dudp_data.htm

Appliance Virtual Standby H & ot S J|

Appliance Virtual Standby | & 8t S |
Arcserve Appliance0fl = Virtual Standby Z2 = S &2 +aHE = U= Il s
0l A= LlCt.

S SHE =8I AL

1. A HE0l A=K & el gL .

2. Arcserve Appliance & =

3. HI&lo2 0lsot:
4. Virtual Standby EH &~ 3 2
5

A Y, It BRH 2E= S0 EE UL

=Z 2 Arcserve UDPES 2 A JI0IEW AN
(=)
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https://documentation.arcserve.com/Arcserve-UDP/available/7.0/KOR/Bookshelf_Files/HTML/SolG/default.htm#UDPSolnGuide/udp_how_2_creat_vsm.htm
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c

X
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1%
X
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]
i
e
ol
rr
L=
Jor
L
un
=

Linux 81 & A E B ol = H & BHS |
Arcserve ApplianceOfl Al B4 & & Linux 8H g MHE S = JASLILCH
8 HHE =33 A2.

1. Arcserve UDPZ S M el A 8= S & LICH

2. LEZX EUAN ZELES 2HE UL
3. 20 UM EE FIHE 2 & UL

Arcserve UDP 2 &0 L E
=2
=

4. EE FIHEE E

Ct.

5. EEXNBA SHES LEotL SEU FIOLE 22 & LI

Add Nodes to Arcserve UDP Console

Add nodes by | Add Linux Node -

Node Name VM Name Hypervisor

MNode Name/IP Address Linux-BackupSvr

SSH Key Authentication

User Name root
Password
Non-root Credential
Add Description
Add to List
Help Savs Cancel

6. N&¥= 2= & UL
J

P2 EE S50 2AIE L

o
= JE Linuxe &
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Linux & A E MAGH= A& 2SI

resources

% Nodes: All Nodes
[ Nodes Actions - Add Nodes Filter = No filter appled - mw ¥ Configuration Wizard

All Nodes

Nodes withcut a Plan Status  Node Name VM Name Plan Select a node fo view the related

details
Plan Groups linux-backupsvr
Linux Backup Server Groups

Linux Nodes

[ Plans

All Flans

1 Destinations

Recovery Point Servers

Arcserve Backup Servers

Shared Folders

Cloud Accounts

Remote Consoles

Arcserve Clowd

la Infrastructure

Storage Arrays

Instant Virtual Machines

Sites

SLA Proflies

Page 1  of1 Displaying 1 - 1 0f 1
7. BE HE 22 0l=s0ot 0l 0l & E DI B Linux Hl & & BtS LILH.
AA B0l LHEFE LICE.

resources

Cancel Help

Add a Plan Agent-Based Linux Backup Flan ] Pause this plan

Task1: Backup: Agent-Based Task Type Backup: Agent-Based Linux -
Linne

Source

Linux Backup Server appliance - m

Node Name WM Haine Plan Site

Filler volumes for backup Excluge -

FilesNolders 10 be excluded

mio

8. FINEEU=2Z2ZE0 M Arcserve UDPO Al E 5 & &= & A EX
X EH
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Linux 24 & A E M Aot= H &

I
resources
Add a Plan Agent-Based Linux Backup Plan Pause this plan Cancel Help
Task1: Backup: Agent-Based Task Type Backup: Agent-Based Linux
Line
Source
Linux Backup Server  appliance - m
Site
Add Linux Node
Filter volumes for baickup Exclide
FilesMolders to ba excluded
—_— = [e=]
Ssg L A8 Ut & X EE LICH
= S0 S 225
9. FIlE Linux = EE B30t &9l =& LT
Select Nodes to Protect
Available Nodes Selected Nodes
Groups Al Nodes (Defaull Groups) -
#| MNode Name VM Name Pian Site Hode Name VM Name Pian Site
] inux-Dackupsvr Local Site
»
>
<
«
Page 1 of 1 = Displaying 1-1 of 1
o o I

CH & €40l LIEFE LICH.
10. EAI=E D2 &
ALt 2R

EHE desl

)

Appliance Ot AL E AFE 0L BH=
2R LEEWAS 2H OAT

pe =
m

&l

1016 M

= no
— o

TT
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resources

Add a Plan Agent-Based Linu Backup Plan Pausa this plan Save Cancel Help

Task Type Backup: Agent-Based Linus -

Destination
Destnation Type Local disk or shared folder ® Arcserve UDP Recovery Point Server
Recovery Point Server appkance .
Data Store apphance_data_stor  ~
Password Protection L]
Session Password
Confirm Session Password
= 1 ISP = |X~|;|. .|I_O:—E'_I5l- I I.
resources
Plans: All Plans
+ Nodes Actions . Add a Plan £3 Configuraion Wizard
All Nodes
Modes without a Plan Plan Name Wodes Protected Status m 8 plan to view the related
i
vCentes/ESX Groups Total ] o
Hyper-V Groups
L Bl 1 0 1 0 @ Deployment. Successhul (1)
Linux Backup Server Groups
Plan Groups
4 Plans
All Plans
4 Destinations
Recovery Poini Sarvers
Arcserve Backup Servers
Shared Folders
Cloud Accounts
Remote Consoles
Arcserve Cloud

=IOt Linux 8 AHOI CHoll WP S =HE = UASLICH
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22 Appliance Hyper-V0 Linux 21 A E E VM & &

M

= & Appliance Hyper-VO| Linux | A € E vm &
HAE ST E L&

Arcserve ApplianceE At & ot X 2 & Appliance Hyper-VOIl Al Linux &I A & E
VMAEHZE G HERIAE EES = USLICH
S8 SHE s=85ta Al2.
1. Hyper-v 2t 2| X+ E & LI L.
2. M2A2 Y UHERZID A/KXE 25 LIL
3. PowerShellZ CIS HE =2 A&0IH 1Y HUH A DOSE B == At
ZE0t0H M2 FJtst KM UERKRT A|XO Oiol 2t<E & &
HHBHAZE CHAl 2 EELIC.

C:\Program Files\Arcserve\Unified Data
Protection\Engine\BIN\Appliance>powershell .\Rebuild-VMSwitch.ps1

0.8 S0l Linux 8 Y A WM Linux-BackupSvrot CHAl £ & & LI C}.

4, 2 Z Hyper-VUl UIoll Linux QI ABEHE VME AT 2 -5t MZ
FItst Jtat HER A A/AXN S &4 &L L.

i)al

PO
=

0
ot

Al
.

nio

Al
e

Ol Ml 2 & Appliance Hyper-VHl CH 8t Linux &1 A & E vMm
Q& LI Ct.
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ConsoleMigration.exeE At &35t Arcserve UDP 2% 010|120l &

ConsoleMigration.exeE At & 6t ({ Arcserve UDP &
= 0ol glolA

Arcserve Appliancell M ConsoleMigration.exeS At & Gt (4 Arcserve UDP 2 &
= [ E ApplianceZ 0t0l 1 dl 0l & & &= A S LILCH. Arcserve UDP v6.5 & [
0l E 20l & 2 Ef = Arcserve UDP 2 = 0] Appliancelfl Z & & Xl 22 &R
Ol & & Arcserve UDP 2= 2t2 0t0l 1 dl 0l & Ol It s & LI L.

A

tEgLt. s &

BackupDB 2 RecoverDBOil CH o ConsoleMigration.exe S
3 el 2F 2 ConsoleMigration.exell AF22 2 & LILCh.

OOl 0d0l8 ZZ2 MAE 2208 OS S®HE =

Og_L
oh

&AL

1. Ol & Arcserve UDP 2 = 0l M Arcserve UDP Ol O E{ H| O| A E | &t ©H
A= =S LILCH

DB_Migration 2 H It 83 H 2 Z Bt A LIC

-

2. M Arcserve UDP 2 & 0l M DB _Migration Z2H E Tl & 2 2 & S At
gLl Ct.

<UDP_Home> \Management\BIN\Appliance\

3. A} Arcserve UDP 2 & O]
HAGSID AIAE S U

o

Appliance 7 &8 2 &t =

Arcserve Applia nce®l 2 s A
Al 2 &l 8 & Appliance DP H
FLCE.

& 11 : Arcserve UDP & = 0| Arcserve Appliancedt Ot =l 3 2 0= 0 &
HE 244 &LIC.

4. M Arcserve UDP ZZ 0 Al Ot StHN A== SHHE =HDHH
Arcserve UDPZ = HIOIEHHHIOIAE SR ELICHHIOEHYOIA =
T EZZHNAIZEH M Arcserve UDP Z S0l CHOH = =01 &
HOIEELO.SEE HUO0EGHA et B3R AZ0 22 &

_,_

o

>
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ConsoleMigration.exeE Al E6t0 Arcserve UDP 2% 0+0[ 10l &

S = C:\Program Files\Arcserve\Unified Data
Protection\Management\BIN\Appliance\logs & = 2|
DisconnectedNodesInfo-<mm-dd-yyyy>.txt It 2 0| J| S & LI Ct. H &2 0|
22 5 E M Arcserve UDPZ2 S M =522 HOHO0ES
U= LICt.

FA
= T

B 1 Arcserve UDP 250l 2 2Z AIOIE 20l CHE AFO]
4 2 NewRegistrationText.txt Tt 2 2 S A Off [T 2k Al Ol
Sold Al 2.

Ol E2E AME3IH 2 saLU Ol EH Ol A0 HZE Arcserve UDP 2 &
Orol 2 diol&8 =S e = ASLICH. 00 Od ol sS &

SUSHAASQLUOIEHHIOIAN HZEE =2 00/ 2d0lH&
=l Arcserve UDP 2 £ 2 2+ & & LI LCt.

& 1) : Arcserve UDPv6.5 E U Ol E 40l £ 2 H = -force = & 0|
C|

ConsoleMigration.exe B 3 0l =ItEH Lt 240 ol Eote 2R =+
S HOIEHHOIA IS WA 220 0t0I 2HO0IESHESE 2 H &

UK
g = As LIt

1. & A 2= 0] sql Server Enterprise Edition= At Z 0t 1] O & 2 = 0|
SQL Server Express Edition2 Al & 6l = 2H0l 2= 0t0
OldES =dotd=832.00 R a4

Gl Ol &1 Bl Ol & A J| = 4000MBE! L| Ct.

2. 2 H&E 2 saLServer QIOIEIHI Ol A E AlE 6=
H & 2| sQL Server IOl EHHIO| A E AFE 6=
AlOl&E 2 ot = &2 (0l:sQL Server 20162 At &
Ol Al sQL Server 20142 AIEot= 25 2 0101 O d 0 &

s 40
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At® X & Linux S A HE CentOS7.42 010l 10l &

A& & Xl 2l Linux B S A H € centos 742 0O
olJdlols&

SR !Linux 00l O A Ol & &= 7= Arcserve UDPv6.5 & Ol 0l E 4 0| & 9 H
SO MO ASE 2> ASLILC.

Linux Ot Ol 21 &l Ol & & = (Linux_migration.ps1)= Arcserve UDP v6.5 & Ol Ol

E 42 M2 & J|l =0l [ Arcserve Appliance2| AF& & X| &l Linux 88 & Al H
E 0l ™ H & 2| centOS(0ll : Cent0S 6.6)0l Al Cent0S7.42 OtOl 120l & &
= ASLILCH

38 SEHE =33 A2

1. 22l A A2 SY S AFE 0 Arcserve Appliancell 2 2191 & LI Ct.

2. Arcserve Appliance2| O] 8 B & Arcserve UDP & Linux & A H E
Arcserve UDPv6.5 IOl E 40|42 =2 & 1d 0l S & LICH L8t
Linux 84 & A H 2| Linux 0l Ol & E £ Arcserve UDP 2 & H & 1t HI

stHMo2Z g0l &8 L L.

3. 2 J U M Linux-BackupSvrzip It 2 2 22 &0t (U2 =2 & 2
MD5= 0A51Cl020CB8EA56939DCEAF7BF226E0) 2Z &0l 20 o
2= SUL.HE SOHXECOEN Y =S 2H 2t
Ct=2 3t 201 ZAIELIC
a Local Disk (X:)

4 Linux-BackupSvr
Snapshots
Virtual Hard Disks
Virtual Machines

4, PowerSheIID:'E'é%Z gotsgd=sd=ot L2 B2
E Linux_migration.ps1 I} 2 0| L& & Z2H 2 HIZ & LICH

cd C:\Program Files\Arcserve\Unified Data Protection\Engine\bin\Appliance\
5. th28dgs Adot 0tol2dlol&d= Al & &Ll Ct.

Ol

Linux_migration.ps1 —path X:\Linux-BackupSvr
& 1) : X:\Linux-BackupSvr= Linux-BackupSvr.zipOll =& & I 0] 2 &
ceolEn == B2 Y LICH
HF=0 otoldol& Tz A &HEO0 EAIELIC

OOl dOlE T2 MAIN2ASEH O™ Linuk HE AHS &
Ol HXI 12 Ol & Linux 84 & A B Ol & Ol Linux-BackupSvr-
CentOS<version number>-<hhmm>2 £ =& & L| Ch. A Linux 88 & M H
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https://s3.amazonaws.com/arcserve-downloads/content/arcserve_family_products/Arcserve_UDP_v6.5/v6.5u4/Appliance/Linux_BackupSvr_CentOS74.zip

AtE A X & Linux 8 A E CentOS7.4Z 0t0| 10l &

(Cent0S7.4) Jt H 2 J| Jt & 2 & 1) Hyper-v 2t 2|l XUl Al Ol & Ol Linux-
BackupsvrE = & & L| Ct.

6. Arcserve UDP 2= 0l M Linux 8 & AHH E
Linux 88 A H E

Cent0S 7.42 00| 2 &0l
Z S0l A Linux 88 2 H =, Linuxk = E 2 Linux &

Linux BF & A B & & 0l DP oladola

m
3
—LI
0x -
il
[

an
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Arcserve Appliance 2t2| 0+0| g0l & 4 &

=

Arcserve Appliance 2t 2| 0}0| 10l & =2

o

Ol & =0l M= AFE XEOF DI & Arcserve ApplianceES CHE M 2 & Arcserve
ApplianceZ OOl D HOIEE = U= F IHA EEH= M B8 L

O g =2

Ol € = Arcserve Appliance 8200= Arcserve Appliance 84002 2 0+ 0| 11 &l
Ol eLICH =20l HgsS s=dot)| fIat 2 ZAHYLICH
" Appliance 82001 Appliance 84000 2 & H Z & %= Q
AN 2.

rr

N

oo

ol 5 &

= A Appliance2l S &2 & 2l Appliance2l 2 E HIO0IEHE MEE %
UEE U2l It =0l 0F & LILCH.

" Arcserve Appliance 820001l A & & = Q! & A 0 81

-~

rir

INE=

JW"

|./\I }\|

OII

o

= 0t0l 20l &l CHE Xt Ml 8k LH & 2 ConsoleMigration.exeE
AN EGHH Arcserve UDP 25 0101 1 0|8 =52 E X0t A L.

ApplianceE M 2 2 ApplianceZ 00| 10l &dtA ™ Ot LHE = & It

— T

ANgEHS MEE = ASLIT
ol HE1
moffE HH 2
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H

1
00Il

Arcserve Appliance 2t2 00| 1 &l 0l &

oHZ 281

BMR(HIH Ol E & )
J| & Arcserve Appliancell Al CHE M 2 & Arcserve ApplianceZ BMRE %= &
ot OS2 HHE =Y A L.
1. Nl 2 2 Arcserve Appliance 840001l Ol Ol M & A E Bt= 1) Arcserve
Appliance 82002 Ol Ol Ol & M & A 0ff &4 & & LI Ch.

0.0 310 AT ELUCH

Arcserve UDP 5 72 X & HH HOIH &L= EE X, V.00 &8 &

LICI Ol 282 Y& X S LILCH

2. WA = 2O HAHUWAM NS =7 ANES M
84000fl M BMRE ==& St 1) megasas.inf = 2} 0] H
gt LI Ct.

Z ot O Appliance
ELsSoz M

Specify Drivers

‘Y'ou can integrate additional drivers inta the BMR 150 image., 2o that they can be loaded when the BMR
process iz launched.

| anufacturer | Yersion | Platfarm | Path |
Intel 12/08/2016.1214.7.0 =64 CAWINDOWSAINFoemd 3inf
Intel 07/30/2013,.9.4.210... =64 C:AWINDOWSHINF aem3.inf
MS_HDC, INTEL_HDC... 08/21/2008,10.014... =64 C:AwINDOW SAINFsmshde. inf
LSl 03/06/2015,6.707.0... =64 C:AWINDOWSHINF aemE.inf
INTEL 08/19/2016,10.1.2.80 =64 C:AWINDOW SN INFhoemdS.inf
AMD. Section, ACER.S...  06/21/2006,10.0.14.. =64 C:AWINDOW SAINFusbport.inf
INTEL 07/30/2013,3.4.210... =64 CAWINDOWSHINF oemd 7.inf
GEMDEY_SvS5, ACC_..  06/21/2006,10.014... =64 CAWINDOW SAIMF machine. inf
Generic 10/08/2017.10.014... =64 C:AWINDOW SAINF usbshci. inf

< >

I Include Local Drivers I¢ Add Driver | Delete Driver |
Back | Create | Cancel | Help |

o
-

3. BMRE Al AE T E I E 2 Appliance 8400= C Al Al &
Ct.
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Arcserve Appliance 2t2| 0+0l O 0l & <+~

G rcse r\ e Appliance Configuration

€) Click Launch Wizard to continue configuring your appliance with the Arcserve UDP Plan Configuration Wizard.
Launch Wizard

Hostname/ appliance

Domain %

Microsoft Windows

UDP Console URL

You must restart your computer to apply these
Date and Time changes

Before restarting, save any open files and close all programs.

Network Connections

Connection Name IP Ad|

SLOT 3 Port 1 None Assigned . ;
© Not Connected Automatic via DHCP Broadcom NetXtreme Gigabit Ethernet
SLOT 3 Port 2 None Assigned . ;
© Not Connected Automatic via DHCP Broadcom NetXtreme Gigabit Ethernet #2
SLOT3 Port 3 None Assigned

© Not Connected Automatic via DHCP Broadcom NetXtreme Gigabit Ethernet #3

SLOT 3 Port 4 None Assigned

© Not Connected Automatic via DHCP Broadcom NetXtreme Gigabit Ethernet #4

NIC1 10.57.25.39

® Connected Automatic via DHCP Broadcom NetXtreme Gigabit Ethernet #5

4. Ol Ml 8400 Appliancetil Al HIE R 3 A <
PowerShell2 AFE030tH OIS 2 H S & & & LILCH

C:\Program Files\Arcserve\Unified Data
Protection\Engine\BIN\Appliance\Rebuild-VMSwitch.ps1
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Arcserve Appliance 2t2| 0+0l O 0l & &

Program Files » Arcierve » Unified Dats Protection » Engine » BIN » Appliance » v
Name ste modified Saze
setmat.psl.log
matlog
v matdbal
dhcpdone.flag A
resetdheppsllog 1 1
linuxdone flag
vmstarted.flag
sdapteriamelhanged.flag
langu age bt
initstorage.ps 1.log
setosflag
configuration_change.status
configuration_changeflag
ARCDiskChic k-Finish.tag
&y Rebuild-VMSwitch.ps!

Open
iy resetdhcp.ps]
Run with PowerShell
®_° Applisncelnformation.en T
it
& configuration_change.ps Y rowe
Open with v

& arcrun.bat
Restere previout versions

initstorage.ps |

2 | ARCDiskChec k.exe Send to »
& setmatpsl Cut Windows Powe
Copy

5. Ol Ml CHS S AH Ol [T+ 2t 8200 Appliance2| Ol Ol E1 € 8400 Appliance
Ol = AFSF1) 8400 ApplianceZ Ol Ol E1 £ It M & LI Ct.

(m;

avs

A=A COS HH 2 AFESHNH Arcserve Appliance 82002/
E UDP A HIAE & Xl & LILCEH.

a.

K 0

C:\Program Files\Arcserve\Unified Data Protection\Management\BIN>
cmdutil.exe /stopall

b. Arcserve Appliance 82000 Al XX YCIA 32 2 E UIOIEHE =
= 2 2 840001 = A& LILCY.
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Arcserve Appliance 2t2| 0+0l O 0l & <+~

| = Administrator: C:\Windows\System32\cmd.exe

icrosoft Windows [Uersion 6.3.96HH1]
(e) 2013 Miecrosoft Corporatiom. All wights reserved.
Progran FileeArcgeprverlnified Data Protection\MHanagementxBIN>emdut
swe sotopall
to kill process explorer.exe

explorer.exe

Betart to kill proces D2DVUDgc . exe

ervice ‘"Arcszerve UDP Agent Service’...
topped.

'Arcse UDP RPE Data Store Service’..
pping service 'Arcserve UDP RPS Port ZSharing Service’...
syice Stopped.
*Arcserve UDP Identity Sewvice’ ...
stopping service “Arcserve UDP Management Service’...
service Stopped.
topping service "R el UDP Hanagement Port Sharing Service’ ...

ing service ‘Arcserve UDP Agent Explorer Extension Service’..

"Arcserve UDP Update Serw

stopping Arcsevve UDP agent monitow. ..
iveserve UDP agent monitor stopped.

Pro s GDDEerver.exe
killed.
CDDEerver .exe

AStartup.exe

explorer.e:

Start Windows Explorer.

c. 8400 Appliance0fl A 2 & UDP M HI A E Al & &t £ 8200
Appliance0ll M = AFS Ol Ol & € Jt M & LI Ct.
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resources

Import a Data Store

Recovery Point Server appliance
Data Store Folder X\Arcserve\data_store\common
Encryption Password o

Cancel Help
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ol 2 28 2
Arcserve Appliance 0} 0| 2 &l O &

= 2! J| & Appliancell Arcserve UDP 2 £ 1} Arcserve UDP RPSZ 2 & &
Sol=d3dR 0| YEHS ASE &= JASLICH

H.IA ;ki DA

" Arcserve Appliancetil Al & & S QI 2 H 0| Sl =Xl & QoA Al 2.
" Arcserve UDP &2 & = Arcserve Appliance 82000 Al 84002 2 0} 0] 1 ¢
Ol &} S LICH.

ZH 1 : Arcserve UDP 2 £ = Appliance 82000 Al 84002 & 0} 0] 21 &l O]
Sole &0l CHs XAl S LH & 2 ConsoleMigration.exeE Al 2 6f
04 Arcserve UDP 2= 010l D0l &8 S EFXOHA A L.

[wl
olo
o

HE «=8old Al 2.

1. SE=0MNMCOS B2 AHESHN Arcserve Appliance 82002 2 =
Arcserve UDP M Bl A £ = XI & LI Ct.

C:\Program Files\Arcserve\Unified Data Protection\Management\BIN>
cmdutil.exe /stopall
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Arcserve Appliance 2t2| 0+0l O 0l & &

I = Administrator: C:\Windows\System32\cmd.exe |;|i-

icrosoft Windows [Uersion 6.3.96HH1] ’
(e) 2013 Miecrosoft Corporatiom. All wights reserved.

C:vProgram Files\Arcseprverlnified Data Protection\Hanagement:xBIN>emdut
i » satopall
to kill process explorer.exe

explorer.
EEtart to kill proc D2DVUDgc . exe e
ervice ‘"Arcszerve UDP Agent Service’...
topped.
e UDP RPE Data
opping service "Arcserve UDP RPE Port Sharing Service’ ...
service Stopped.
*Arcserve UDP Identity Sewvice’ ...
UDP Hanagement Servic
"Arcserve UDP Management Port Sharing Service’ ...

‘Arcserve UDP Agent Explorer Extension Service’ ..

"Arcserve UDP Update Service’...
rue UDP agent mon

sync_utl_d.exe
AFD2DMonitor.
H 1)
DbServer.exe
CDDEerver
AStartup.exe
pr explorer.exe
killed.
Stopping mounting driver...

ounting d er stopped.

Start Windows Explorer.

2. Arcserve Appliance 82000l M X X YCIA AL R E HIOIHE ==
© Z 840001l = A& LI Ct.

3. 8400 Appliancelfl N 2 = Arcserve UDP Al HI A E A
ApplianceOll M =S AFSH IOl M&EAE JtM & LICH.
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Arcserve Appliance 2t2| 0+0l O 0l & <+~

resources

Import a Data Store

Recovery Point Server appliance
Data Store Folder X\Arcserve\data_store\common
Encryplion Password o

Cancel Help

& 1 :Arcserve UDP 2 1] It 2 M 2 2 ApplianceZ 0+ 0 12l 0] & &
Xl e & LlC.

J| & Arcserve ApplianceE Lt & M 2 & Arcserve ApplianceZ 00| 1 &l 0l &
& LI Ct.

2
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ME EXE linux MH A &8 A4 +H

APE X & Linux Y AH2 28 A4 =F

ME ZX = LnuE AHS JIIEESEHEE = ASULCH

OS8 SHE =&AL

re
0%
c
a

1. Arcserve Appliance0ll 22| Xt&2 £ 1

2. #3= S U L.
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Pa.'bCl\.:]l’l’bl.'M Motilatiors

)

Blua oot

U

Date & Tims

=

Prinifsry

-1.1-\_“
e

Dwtails

Al Fattings

Cwnlinag
Acoounts

Dasplays

dh

Siand

e8

Privacy

Fd

‘Wiacom Table

o

Linkrgial
ALcass
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ME EXE linux MH A &8 A4 +H

Region & Languange

Ersglish (United States)

Urited States (English)

Input Seurces

Emglish {US)

5. 0 HIE2EE dolot=z=S &= ELUCH

=<

o
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Add an Imput Source

Camercan Multllingual [Deonak)
Camercan Multlingual (geerty)
English {Australisn)
English (Cameracn)

English {Cansda)

English (Colemalk)

English {Dwvorak sttemastiv.. emationsl no dead keys)

English (Dworalk)
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{& H S1Z&: Appliance Server @ 2 2 LI H &

Arcserve Appliance2 22292 2LUIHE & 4 UASLILCH

Ol &80 AMeE s =HE USULCH

PV B B L 131
DRAC B B 136
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IPMI & S

IPMI &

ol dNAM=eE s =ME USLT.
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IPMI & &

iPMIZSE HEG= gt Y
IPMIZSE HHGHI M0l BIoOSE A I H
OF & LI Ct.
OS SHE =85l A2.

1. ANA8ES 2 &L C.

S8 3HO0| LHEFYE LI CF.
2. Delete 7| & &+ & LILC}.

BIOSE & 3t HO| Al E LILCH

#1:0/SotHAH st H I E MEGSH L Enter I E =S LICH 01 A
HCZ S0 ® Esc I E =S LILH
3. = BlosetHS MW 20 U= pMmE = d e LT

Update IPMI LAN Configuration

4. PE=ADI SHEX E2SULO.AHINZ2 WER AN JAses &
S BLRXNHE AMESIH IPMIQIEHH Ol AN HZE £ A
= LI Ct.

5. Station IP AddressE J| S dll = LI C}.

=

6. & B2 MU AHOIEIPFASE FHE LI

PMIZEE Soll @2 MHOW HAZ2EH IpmI 2 101 330 HE Al
= LI Ct.
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e

IPMI &

Please Login

Username

Password

7. "Username"(AtE A O S)E S0 AFE XA 0l = €5 & LI L.
J| 2 gf: ADMIN
8. "Password" (X S)ZE 2SS LHELICH

J| 2 gt: ARCADMIN
= H Ol Xl (IiPMI = 3t H)JF HE Al & LI C.

System Server Health

= System

= FRU Reading
= Hardware Infonmation

Configuration Remote Control

& Summary

Firmmware Revision - 0327
Firmmware Build Time © 01182016
BIOS Version - 2.0

BlOS Buid Teme : 12172015
Redfizh Varsion @ 1.0.0

Virtual Media

Maintenance Miscellaneous Help

IF address - 010.057.025.011

EMC MAC address | 02590 fe8cbD

System LANT MAC address | 002590 1c.70.48
System LANZ2 MAC address @ 0025 90k 7045

Remate Console Previaw

Refresh Preview image

Fower Conbrol wia IPRI

Host is currently on

Poweer On

9.
"Configuration"( &) 3t ™ 0| = Al & LI CF.

Power Daowr Reset

=2

I Z H Al 2 0l M Configuration(7 &) 5 & =

=]

=
=2 T
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IPMI & A

System Server Health Configuration Remote Contred Virtual Media Maintenance Miscellaneous Help

© configuration - % Configuration

S Alerts Use these pages 1o configure various settings, such as alerts, users, of network eic,

© Date and Time
= Alerts | Add ecd of remave Medt desbnations

» Date and Time : Configure Date and Time Settings

o Loap - LDAP : Check the bax below 1o enasble LDAP suthenticalion and enter the requined information 15 access e LDAP server. Press the Save buticn 15 save your changes.
= Actve Directory © Conbgure setings 1o authenticale and access e Actve Directory server

& Active Directory » RADIUS - Configure settings o authenticale and access the RADIUS server,

= Mouse mods - Configure the mouse made for remste consols

= Mebwork - See the MAC address or change nehvork selings, including dynantic and static IF assigneent

© RADIUS » Dynamic NS ; Configure dynamic update properties for Dymamic DNS
= SMTP - Configure the SMTP email server
© Mouse Mode = S5L Cerification : The dates fos the defaull certificate and privale key are shown below. To ugload a new SSL cerificale. use the Browse buticn o navigate 1o ihe certificate and press: the Upload bution
o Wsers - Add, edit, or remove users
& Network = Port . Confgure the port number of the senvices
= 1P Access Control - Add, edd or remove IP access rules
= SNMP - Configure SHMP 5
S Dynamic DNS . FanMade c,?mmu the f:mn::u
= Web Session | Configuie the web sexsion valus
D sMTP « Toggle SUM Licensed Checking © Toggle on'oll SUM license checking

© SSL Certification
o Users

& Port
10. "Configuration"(=* &) ALOl = BL Ol A Users(AtE A 58 = =2 =2 & LI
Ct.

11. "Users"(At & At) = = 0l M "User: (ADMN)"(At X+ : (ADMN))
LI CF.

nio
x
U
o

ol

12. Modify User(At & At ==& )E 2 & & LI Ct.
"Modify User"(At & Xt =& ) 3t H 0l 2 Al & LI Ct.

Sy stem Server Health Configuration Remote Control Virtual Media Maintenance Miscellaneous Help
= Configuration a Mﬂﬂl-f}’ User
= Alerts

Enfer the new nformaticn for the user below and press Modify. Press Cancel 10 retam o the user s
= Date and Time

LDAP
= User Name:
& Active Directory Change Password |«
Password:
= RADIUS
Confirm Password:
= Mouse Mode Hetwork Privibeges: -
© Network  Modify || Cancel |

& Dynamic DNS
= SMTP
&Y S5 Certification

= Users
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IPMI & S

Supermicro IPMI S E 2l EI E At EotH X A2 Q 2 AL 0l 2t IPMIE
gldoleg &= ASLILC
S SHE S AAN.

1. IPMI0| 2 21 21 6 (f Maintenance(= Xl 2 2|) & 2 2 0| S ot 1)

= Z_L el st

Firmware Update(Z %l 01 2 001 E)E 2 & LI L.
"Firmware Update"(E Al O S Ol 0l E) 3t ™0l LHEFE LI L.

2. Enter Update Mode(Z GO0l E 2 & Al ZHE 2 & & LI L.
2 Ol Xl & &2 M AKX JFLHEHE LI CH

3. 8tols S &Lk
BIOS&IPMICt2 2 & 3t H 0| LIEFE LICEH,

4. PMIEE2 o =H HNMOW i ot= ziplt 2 S 2 & LI
OO0l Ct22 & & 1 "Firmware Upload" (B €2 &) 3t HO| U
EFE LI CF.

5. h22C s apltdo 252 SLIC

6. "Firmware Upload"(Z I 0 & 2 E) 3t ™ 2| Browse(X OtE2J)E 2

alol.j OFKO-\—L I_OIO.”A_I

7. Upload Firmware(Z d 0 @2 &
B OI0IKIOt 22 EFLIC.

8. Start Upgrade(& 1 &I 0lE AIZHE 2 & LI O
AW EOdoEI 22D IPMIE Al FE UL
"Summary" (2 &)t HUN M S AHOIEH HEAHHEZS 2 = U
= LI Ct.
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iDRAC £t &

iDRAC & Y

ol dNAM=eE s =ME USLT.
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iDRAC £t 2}

iDRACE2 LIEHE &« &2

Arcserve Appliance 9012 - 9504DR Al 2| &= 2 2 2 iDRACY(Integrated Dell
Remote Access Controller 9)2 & JH & X| & LI Ct. Al & 2t 2| Xt = iDRAC9E
A& Gt Arcserve Appliancel| & Xl JtE2H S & & A2 = ASLICH
iDRACE AtESE FR2 22 N=s AH SHU UistBNE &2
O MBHO X Z HAAS ER S0 B3 AH 222 S
& LI Ct.

AMNAE MEHE DULIEHBGHD AIAE BEE 22|otAHL Dt 252

Al 26t ed & iDRACOI 2 1 @1 GH OF & LI C.
OS SHE =83 A2.
iDRACO| 21 9Ql:

1. Bt R XM E Al &6l 1D https://<iDRAC-IP-address>& 0| S & L| C}.
iDRAC 2 111 I 0l Xl Ot & Al & LI Ct.

2. s EE2S =& L.

User Name(At & At O] &): root

Password(2 < ): ARCADMIN

iDRACAI A E & EfE 2LIHEO D TS
LI Ct.

i}

=
>
L

0

m
=

0

=
>

o
B0z
0X

ol
In
30

BAON o &L

[ ] | |
x [z
0 >
0 0x
m 2
=

n
=
Im
0
W

ﬂ

>
0t
>
z=
0y
HI
N
o
OFY
!

il

hat 28

]
=
12

1. https://<iDRAC-IP-address>0ll =2 1 2! & L| Ct.

2. HAIE2 & 2 0|l =56t Launch Virtual Console(Jt & 2 & Al &)2 2
2l 8L Ct.
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iDRAC £t &

HAIE UL

P
ool &2 AIAE HHE 3 0

HAEUC. A ANLHS MOt D II2ES 0IRASE ALESt
O A= Alais 4~ Q&L L.
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iDRAC & X

iDRACS] IP =4 & |

Arcserve Appliance 9012 - 9504DR Al 2| & 2 & =2 J| 2 & 2 2 iDRAC
(Integrated Dell Remote Access Controller)lff DHCPE M ESIEE 24 & Of
USLICH iDRACH H M AGHeAH OIHY! HOI== iDRACOE E WESH
3 ZE N A2 0F & LICh. Arcserve Appliance 9012 - 9504DR Al 2| = 2 &
Ol £ IHE L DRACOXMZE HERIDA ZEN USt RHASHLLHES =X
IH d 9012 - 90483t = ™ I & 9072DR - 9504DRE & LGt &l Al 2.

iDRACOAIE2 2 28 9012-9048 2 22 S H MY &)

s
(e
=)

-~ - —— - ——
|

sissasessssss o emmmn |?

iDRAC9 dedicated network port

on rear panel of Arcserve Appliance 9012-9048 series models

iDRACO Al 2 2 2 8t 9072DR-9504DR 2 &0 £ Y & |

iDRAC9 dedicated network port on ‘
rear panel of Arcserve Appliance 9072DR-9504DR series models

Y
Ct

2Ol A A0 A iDRACRIIPEASE 2 = USLILCH

ot
CHHE =83l a Al 2.

00 M
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b
e

|.

iDRAC

J

1. Arcserve ApplianceE Al & 6t = = Ct iDRAC IPE JI = ol & LILCt.

2. B2t ME Al &6t https://<iDRAC-IP-address>= 0| = & L| C}.

&« C A Notsecure | bitpe//10.57.25 frestgui/starthtmiFlogin T 8

Integrated Remote Access Controller 9
iDRAC-5Q6MHQ2 | | Enterprise

Type the User Name and Password and click Log In.

Password:

W Security Notice: By accessing this computer, you confirm that such access complies with your organization's security policy.

Online Help | Support | About

iDRAC =2 1 91 I O X| O 2 Al & LI Ct.
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iDRAC £t 2}

ir
I
0
o
1
o
1J
0x

iDRAC2| DHCP &

iDRACH| DHCPH ERX A 2 EE 88 & & /A SLILCH.

OS8 SHE =&AL

1. Arcserve ApplianceE Al & 0l= S0t RIIEFE2Z D ANAEH S
Al &8t LI Ct.

nitializing Firmwal

) 3t ™ 0l M iDRAC

ar

2. "System Setup Main Menu"(A|l A &
Settings(iDRAC & & )E 2= & LU

System Setup

System Setup
System Setup Main Menu

System BIOS

IDRAC 5Settings

Device Settings

0 IDRAC Settings allows you to configure iDRAC.,
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iDRAC £t &

"iDRAC Settings"(iDRAC & &) = & 0l Al Network(Ul E® I)E 2 &
& LI Ct.
"Network Settings"(UE R 3 & &) Z &0t £ Al & LICH.

System Setup

IDRAC Settings
iDRAC Settings

IDRAC Settings Version - - 3.00.00.32

IDRAC Firmware Version - - e 33921, 24 (Build 30)
System Summary

System Event Log

Alerts

Front Panel Securit

Media and USE Port Settings
Lifecycle Controller

Power Configuration

o

Use this page to configure the network properties, common iIDRAC settings, IPvd4 and IPvE
properties, IPMI settings, and VLAN settings

Enable NIC(NIC At &) & & 0l Enabled(At

2)E d 851, NIC
Selection(NIC & &1)0fl Dedicated(& &)E M 8ot 82 WE R A
OB HI Ol A E AFE & LICE.
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iDRAC £t 2}

iDRAC Settings
iDRAC Settings + Network
NETWORK SETTINGS
®
MAC Address 54:4%

Auto Negotiation
Aut
et
Active NIC Interface -
Ple M (=]
COMMON SETTINGS
Register DRAC on DNS

O Off @ On

® bled [®

o 10 M © 100 Mby @
Dedicated

O Half Duple @ Full [ e

@ Disabled ) Enabled

m Select Enabled to enable NIC, When NIC is enabled, it activates the remaining controls in
this group. When a NIC is disabled, all communication to and ... {Press <F 1> for more help)

5. DHCP 2 E E & & 5t ™ "IPV4 Settings"(IPV4 & & )0l A Enable IPv4
a

(IPv4 At 2
£ S gL Ct.

) 2 Enable DHCP(DHCP At 2)0l £ C} Enabled(Al ) S &
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iDRAC £t &

em Setup

iDRAC Settings

IDRAC Settings « Network

Auto Config Domain Name - g Disabled O Enabled R

IPV4 SETTINGS
Enable [Pv4 - - . e © Disabled @ Enabled
Enable DHCP oo - —— © Disabled @ Enabled
Usa DHCP to obtain DNS server addresses -« @ Disabled © Enabled
Preferred DNS Server - i [0,0L0L0
Alternate DNS Sarvear - 00000

IPVE SETTINGS

Select Enabled to enable NIC. When NIC is enabled, it activates the remaining controls in
this group. When a NIC is disabled, all communication to and ... (Press <F1= for more help)

H:DRACHE ZE UER IO & IPE & & ot ™ Enable IPv4(IPv4
At E)ZE Enabled(Al )2 & & St 11 Enable DHCP(DHCP AF )2
Disabled(Al € OF )2 & FHGIY AL . UWERKRID L0 et P
2, HOERO, MEY OtA3E 242 4 F & LILC.

{& HS}E: Appliance Server @2 2LIEHE 144



b
e

|.

iDRAC

J

System Setup

iDRAC Settings

IDRAC Settings « Network

IPV4 SETTINGS
Enable [Pv4 - . . s - (O Disabled @ Enabled
Enabis] I R e — e 6@ O Enabled
Use DHCP to obtain DNS server addresses - @ Disabled © Enabled
Preferrad DNS Server - 0.0.0.0
Alternata DINS SErvar - s [O.0L0L0

IPV6 SETTINGS

Select Enabled to enable NIC. When NIC is enabled, it activates the remaining controls in

this group. When a NIC is disabled, all communication to and ... (Press <F1= for more help)

6. Back(5l 2), Finish(0t & )E Xtdl 2 2 & & Lt = Warning(& 12) Uh
3t A XU Al Yes(Ol)E 2 & & LILCE.
HEXI EEIJ & & LICH.
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iDRAC

J

iDRAC Settings

iDRAC Settings
IDRAC Settings Version - : ¢ - 3.00.00.32 =
IDRAC Firmware Version 3.1.21.21(Build 30)
System Summary Warrmg
System Event Log ' Saving Changes
Network - Settings have changed. Do you
Alorts want to save the changas?
Front Panel Security
Media and USE Fort Settings Yes No
Lifecycle Controller
Power Configuration

7. Success(& 3 ) Ul =t & KO A OK(EQ1)E S E LILCH

iDRAC Settings

IDRAC Settings

IDRAC Settings Version - 3,00,00,32 -
IDRAC Firmware Version - 3,24,24,24 (Build 30)

System Summary Success
System Event Log »j Saving Changes

The settings were saved
successfully.

Alerts

Front Panel Security

Media and USB Port Settings “

Power Configuration

iDRACDHCP 2 & 2 2t & LI Ct.
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iDRAC £t 2}

System Setup

System Setup

System Setup Main Menu

System BIOS

Warning

i Confirm Exit

Are you sure you want to exit?

e

iDRACCO| DHCPUIE} 3 S EJ} A& G A S LILC.
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I H S & : Arcserve Appliance 28 £ = 23

| &80 A= O =HE TGS L.

S E IS T D 149
Appllance 7000-8000 Al 20N 22 S8 = AE ot Arcserve UDP S & =

D S = 151
Appliance 9012 -9504DR Al 2| 20l A 2 & S8 = At E 61 Arcserve UDP = &

P S =, 154
<48 X 2J] & Appliance S & It B & 157
OFE Et0IE M H & i A L 160
HOIHE B &SR & 0 BMR B L 162
HIOIH E B &G BMR &Y 177
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SE =JI=0HI

& )zt 0H 2
Ol g=0M=sU3s LF UHAXNIGEANZE S =J/stE CH Aot
= 280l CHoll & " &Ll Ch.
Error
@ Execute post_factoryreset.ps1 failed[Error Code 1001], Please review and save the logs for further
investigation. Contact Arcserve Support in case you need further help.
Troubleshoot | v Shut Down
Ol ZHE HZotdHLOUS HHE =oAL,
1. 2% Ml Al Xl 0l Al Troubleshoot(Z2 Hl HZ)ESUS SES 2 &
kLI Ct
=2 =S80 ZAELT
Command Prompt(Z3 8 TSI E)
CMD(ZY ZZETE)Ha 4NUNAM ZIHX JI2 BAS &3
g =UsUL.UHE SH SHO IHE 0l A=K & QoD Tt
2= SAMotAL A MGtD LA OOt E2E JtAd s U
Ct
£ 2|
Wiewlogs'(2 1 2 )SHS AMESHHNR2RNAN 212 =
>=ASUC.2dE &0lot] 2, HE 0 ELZ HE2 2
S0t 2 E MESEH O RtAMetHEs Exe = AsU
Ct.
Restart Factory Reset(2 & £ J| 3t CHAl Al &)
Ol SE=S AtE0tH ZHMItolZ2E & & It E CHAl Al
=g 4 U LICH
Help(E S &)
"Help Dictionary" (=S 2 A& S &N =E LF2 &0,
=48 L ofZE HHU e HEE M= LICH SHAH O et
THEdZ2 =UAgsUCH L HA0 e E IR EE 2
AMEULLCLHE SsHOUAZ OO NI, & =08
S It 2= OtELI], 210 ME 52 &3 LIC.
2. EANE = SEUHA Help(E=S 2)E 2= & LI CH
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=R DI Nul= s
= — = —
SHEUH el F DE} ASE 220 EAE UL
=
@ Factory Reset Help o ==
Categony:
Bl Help ~ |Cause: Program cannot find "post_factoryreset.ps1”,
El- Error
B Error code 1001 Debug:
' :"‘" ‘°:* :g; Check if "post_factoryreset.ps1” exist at the path “x\windows\system32\appliance". If
- Ermror code — :
' Error code 1004 existing, check the content, othenwise please collect the logs and contact Arcserve Support.
- Emer code 1005
i~ Error code 1007 Steps:
i~ Error code 1008 1. Open Command Prompt (¢cmd) from "Troubleshoot®--> "Command Prompt".
i~ Error code 1010 2. Type "cd x\windows\system32\appliance\" and press Enter.
-~ Error code 1011 3. Type “dir" and press Enter.
- Error code 1012 All the files and folders in the folder are displayed. Check if the file
] :'mrw:e :g]: “post_factoryreset.ps1” is exist.
| Sor coce 4. Also refer to ["Tip™-=>"How to save the logs?"] for information on how to collect and
i~ Ermor code 1016 .
'~ Error code 1018 save the logs for further analysis.
I Error code 1019
|~ Error code 1020
Error code 1022
 Error code 1023
Emor code 1031
- Error code 1032
—Error code 1033 N
< >
3. LR HAIKNON EAlE 2F 22 Tip(E)2 2 0/ =00 Of i
= I iT | = =
SEZXZWHEN ZAI=E AE=S hSULCH
@ Factory Reset Help ol o=
Category:
~Error code 1019 A |Steps: A
[~ Error code 1020 1. Open Command Prompt (cmd) from "Troubleshoot”--> "Command Prompt”.
- Error code 1022 2. Type "diskpart™ and press Enter.
:""' co:e :g‘;i Version of diskpart is displayed.
i~ Error code et dick”
. Error code 1032 3. Type.DISSPARTi list disk” and press Enter-. - .
. Error code 1033 The disk list appears as shown below. The bigger size disk is usually our system disk.
i~ Error code 1034
‘- Error code 1035 Disk == Status  Size Free Dyn Gpt
-~ Error code 1036 Disk 0 Online 447G 0B
i~ Error code 1037 Disk 1 Online 3725G 0B
i~ Error code 1038
~ Error code 1039 Here, the Disk 1 is the data disk, the Disk 0 is the SSD disk.
i~ Error code 1051
i~ Error code 1052 . . . .
- Error code 1053 4. Type "select disk<disk number got above>~and press Enter.
. - Error code 1054 It will respond with "Disk <disk number got above> is now the selected disk.”
B-Tip 5. Type DISKPART> "list partition” and press Enter.
[ How to get the diskla The disk layout list will show as shown below:
| How to get the conte
| How to save the logsi Partition #5%  Type Size Offset
= How to get IP addresii™" Partition 1 Recovery 300M8 1024KB
e > Partition 2 System 99MB 301MB -
= = = I x| = 0D = SI= =
e LFE 8ot E0l EAE XNES HE2H 3H =J|st 2HE
= = | — [
ol Zot= O =20 & L|Ct.
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Appliance 7000 - 8000 A2l 20 A 28 S8 S ME0H0H Arcserve UDP B & =5t

14

=
=

Appliance 7000-8000 Al 2| Z 0l A B8 s E S Al
E56tH Arcserve UDP 22 XD S & &2

Arcserve Appliance2] 28 Hl=H M ubP & =J|tE HEE = AU
Ct.UDP 2 & XJ| 3 E AL E 6™ Arcserve ApplianceE 2 T Xl 22 2

el dEH 2 E=E = UASLILCH

BA:UDPSH T IIE &AMl sUH Y OHOIH SFXl s82S &
g Ct

BE=

arcserve

ASSUred recovery

2. "UDP Factory Reset" £ & S &

[0
rx
Jo
19
[
o
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Please select boot device:

UEFI: Built-in EFI Shell
Windows Boot Manager
UDF Factory Reset

Enter Setup

T and 1 to move selection
ENTER to select boot device
ESC to boot using defaults

S & =J|st H Ol Xl JF 2 A€ LI Lt.

O rcse r\,e ] Appliance

reports and log entries will

Reverting to Arcserve UDP Version 7.0.4399.

Preserve existing backup data.

Cancel

&1

- JIZEZYWHOOIH X sE0 JI2822 88 US
Ch.E3cH 2SS AMHAC\=SE UA EESLITO.X\=2SU
YA\S &2 HO0H= HEE X EZsU L

-NENS OHOH RAN"SEH U E FaotH AN E2E
HHOA 22 &(C\ X\ Y\ 2= CIOIE It CHAl 2 =& L
Ct.

. cllE S HE LI
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bab XFOF LHEFE LI L.

toll

ot

ol CH

Confirm Factory Reset

\ Are you sure you want to perform a factory reset on your Arcserve Appliance? Selecting Reset will
# ) resultin returning all settings to their factory defaults.

All of your backup data will be preserved during the reset.

Cancel

2
o
4
50
i
-

+ AL AT ES 280 HScet0IHAE Al REE LT
+ SEE 200 HSA0HAE ESLIL

Factory Reset Is Complete

@ Your Arcserve Appliance has been returned to its factory defaults.

Click Restart to restart the appliance and launch the Cenfiguration Wizard or click Shut Down to
shut down the appliance.
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Appliance 9012 - 9504DR Al 2| Z 0 A 28 @ 2
AIEZ2 8t Arcserve UDP 22 X D| 5 & &

Arcserve Appliance 9012 - 9504DR Al 2| £ 2| 2 &l 0l = 0l A ubP & & = J|

| —
o TT
tEHZESE +~ USLICH. UDP S & lesP% AFEZ S ™ Arcserve

Appliance 9012 -9504DR Al 2| 2 E H X X2 S dHZ =€ =

2. Integrated RAID Controller 1: UDP Factory Reset(S & RAID 41 E E &
1:UDP =& =)o) 28 s = a8 e LU L.
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Boot Manager

Boot Menu
Select UEF] Boot Option

LIEF] Boot Opticn Maintenance

O rCS e r\,e Appliance

S, , reports and log entries will
be deleted. The

Reverting to Arcserve UDP Version 7.0.4399.

Preserve existing backup data.

U]

al:

- JIENH OOEH RX sEO
Ch.28ci 28 HH2 c\=8e
YA\SE &2 HO0IEH= HEEXN Z&U L
"IE Y HOH RA"SE2 d8= F Aot i 2

&

HAOA 2 =& (C\ X\, Y\)2 2= HOIHY
Ct.
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Confirm Factory Reset

': Are you sure you want to perform a factory reset on your Arcserve Appliance? Selecting Reset will
e result in returning all settings te their factory defaults.

All of your backup data will be preserved during the reset.

Cancel

Factory Reset Is Complete

@ Your Arcserve Appliance has been retumed to its factory defaults.

Click Restart to restart the appliance and launch the Configuration Wizard or click Shut Down to
shut down the appliance.
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tol

2 Appliance S & =J| 8 H§ &

4
0
bl
0
~

228 xJ|3E A= 0HH Arcserve ApplianceS AT X £ 2 Sl A EH
=Y 5= USLICH Arcserve UDP 2S00 AM 28 =D E EEE £
U LICH.

CIS SHE =3HOIA AL

1. Arcserve UDP Z S| & B A S & =IISFE A= S LICH

arcserve’  UNIFIED DATA PROTECTION

settings

Database Configuration Factory Resealt

Arcserve Backup Data Synchronization Sch Performing a Faclory Resel on your Arcsarve Appliance will return all settings (o their factlory defaulls. All resources, job history, reports,
and log entries will be deleted. The Arcserve UDP software will revert from its current version to the version originally installed on the
SRM Configuration Appliance

Node Discovery Configuration
> o Current Arcserve UDP Version: 7.0.4404
Email and Alert Configuration

iginal — P ion: 7.0.4404
Update Configuration Original Arcserve UDP Version 0.440.

Administrator Accounl =~ Preserve existing backup data.

Remole Deployment Seftings
Perform Factory Reset

Share Plan
User Management

Factory Reset

g ol Jdigdez 25 =®XA& UL

FS S

-

Arcserve UDP= J|Z HIOIEH MEAE KA = UAE=E )& HH

IOl SX Ss&3 M3¢8 LI

« JZHAOOIEH KX SHS HE86H |\ =
LICt.X\Z2&E XY\ UOEH=HELYX

+ I T HAHOIH RX S8 HEGHX X2 2 2 E(C\ X\
Y\)2 2 & G Ol&JF CHAl & = & LI CF.

157 Arcserve Appliance AFE X} J10| E



ol
Jd
00

24 X2 % Appliance 2& =J|

Confirm Factory Reset

Are you sure you want to perform a factory reset on your Arcserve Appliance? Selecting
FReeset will result in returning all settings to their factory defaults.

All the backed up data will be preserved during the reset.

SOl Hat ATOIM IS 2250 TF ZIIEE AL

Appliance 3 FE It THAl 28 T 10 Ot 2t 201 S & =J| &0t &
o= LI Ch.

pliance to their fa [: | resources, job history, report
on ariginally

Reverting to Arcserve UDP Version 7.0.4404,

Existing backup data is being preserved.

Reinstalling Arcserve UDP: 50% Complete

S )it 2= H =20 et &

X = AlE L CE.

{& HS}&E: Arcserve Appliance £ F= =23 158



24 NI ¥ Appliance 2& I8 &2 &

4. Q0 Ut & XHUAMUS SH S tUE =& LI
¢« OPALAIES 2E6tH HS2A0HAE DA FE UL
+ ZEE 200 HESA0HAE ESUL

n the Arcserve Appliance to their factory defaults. All resources, job history, re
e UDP software is reverting to the version originally installed on the Appliance.

Reverting to Arcserve UDP Version 7.0.4404.

Existing backup data is being preserved.

Factory Reset Is Complete

@ Your Arcserve Appliance has been returned to its factory defaults,

Click Restart to restart the appliance and launch the Configuration Wizard or click Shut Down to
shut down the appliance,
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Appliance

Hard Drive
(typical)

Drive Carrier
Release Latch

Drive Carrier

OIS P | & 01|A-|=l)1| Iﬂﬂo}ﬂﬁﬂl%
| 2 Ot st
|

4. ECIOIE NI M Qe otE E2401EE HOo6t] WA 6t
cceoles geol =2otd Mot =c2t0l2E 2 X &L L.
cdlOl=0l A0 21 =0l 20l & R4t Ot 2 JHOF & LI CH,

A2 &0 &xlot

5. 5202 ECOE WS HA0 2N
C2olE e HES L
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Drive Carrier

6. Arcserve X\l & E 0l Al BtE X &= 20 20 U
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HOIEHE E&6IX & 1) BMR =3
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CIOIHE 2 &0t &1 BMR =
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Specify Drivers

'ou can integrate additional drivers into the BMR 150 image. so that they can be loaded when the BMR
process iz launched.

| anufacturer | Yersion | Platfarm | Path |

Intel 12/08/2016.1214.7.0 =64 CAWINDOWSAINFoemd 3inf
Intel 07/30/2013,.9.4.210... =64 C:AWINDOWSHINF aem3.inf
MS_HDC, INTEL_HDC... 08/21/2008,10.014... =64 C:AwINDOW SAINFsmshde. inf
LSl 03/06/2015,6.707.0... =64 C:AWINDOWSHINF aemE.inf
IMTEL 03/19/2016,10.1.2.80 =64 CAWINDOW SN INFhoemdSinf
AMD. Section, ACER.S...  06/21/2006,10.0.14.. =64 C:AWINDOW SAINFusbport.inf
INTEL 07/30/2013,3.4.210... =64 CAWINDOWSHINF oemd 7.inf
GEMDEY_SvS5, ACC_..  06/21/2006,10.014... =64 CAWINDOW SAIMF machine. inf
Generic 10/08/2017.10.014... =64 C:AWINDOW SAINF usbshci. inf

< >

I Include Local Drivers I¢ Add Driver | Delete Driver |

Back | Create | Cancel | Help |

2. BMRISO Ol Ol Xl &£ = usB Ol 2 2| £ AFE 61 O Arcserve ApplianceS

S e &L Ct.
Arcserve HI {0 E S £ 0| LIEFE LIC.

=
3. 2R 0 E &80t

Keyboard Layout:
us
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4. Arcserve Unified Data Protection2] SHH A HAHAEE LCH S &S

d8otl O&s= =& UL

—

Aarcser /e bare metal recovery

Bare Metal Recovery(BMR)
- Select the type of backup for BMR

Select type of restore source:

® Restore from a Arcserve Unified Data Protection backup

Use this option to perform a restore from either a backup destination folder or a data store.

() Recover from a virtual machine
Use this option to perform a virtual-to-physical (V2P) restore from a virtual machine created by Virtual Standby or

Instant VM
Source is on a YMware machine
Source s on a Hyper-v machine

S XNE d 0tE AP &0 LHEHE LICE.
5. FXAE SHG L S NE ABUHA BXE &L

{& HS}&E: Arcserve Appliance £ = 23 1464



CIOIHE 2 &0t &1 BMR =

02

Bare Metal Recovery(BHR)
- Select a Recovery Point The following backed up machines are detected:

The top pane dsplays all backed up machines and Backed up Information
ther badup destinatons. If you dickon a . )
maching, you can then see the associated Hast Name:
recovery ponts on the botiom pane. Selecta L "
recovery pont to continue.,

Operatng System:

Note: By default, only the backed up machines L |
that are detected from local volumes are listed

here, After a new removable disk is attached or OhS Suff:
detached, you can dick Refresh” the kt.
You can also dick Browse” to add any up
machines. from the remote shared folder or the
data store,

Source: I 1

1f you fal to browse the remote shared Ffolder, it

may be because the NIC driver is not installed or B ———
the [P address i incorrect. If necessary, you can - Browse il

perform the folowing:

Click: heve to launch the load driver utility Browse from network/Tocol path
Click here to launch the network configuration

ﬂ .

utlity e ; e i the specifed ] - o | Browse from Recovery Point Server
& Hetwork Adapter(s) Detected -

InteR) 1350 Goabit Netork Conmection
- 1P Addvess: 10,10,255.255

- Status: Connected
Intel{R) 1350 Gigabit Network Connection 52
= [P Address: 0.0.0.0
- Status: Deconnected w
. Lhilities | = = El
L C HE R0 LIEHELIC
6. 2R N AW SAE 05, AMEN 015,25, EE L DZE
2= gL
7. dZ= SHELIL.
8. 0120 HEG M &olS 2L
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Enter the Recovery Point Server credentials and dick "Connect” to connect to the server and retrieve
the data store and node list.

Hht Name: |appliance7501 v Port: 8014
User Name: | administrator Protocol: (OHTTP (@) HTTPS
Password: T Connect

Data stores and nodes protected on this server:

EI--EH appliance7501_data_store Property Description
applianca7205
El - Node appliance7205
DNS Suffix arcserve.com
Node ID 0951fd5c-3dd2-4968 bet4-5eaef...

HOHE S?BMR)-SF ANES A et &Ko LHEFE LICH.
9. SRE EF NES ot OSS SHE LI
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Bare Metal Recovery(BHR) %
- Sefect a Recovery Point The badeed up machines are detected:

The top pane deplays al baded up madhines and . Backed up Information
their badup destnatons. If you dick on 8 |8 applionce 7205 | :
machine, you can then see the assodated Host Name:
recovery points on the bottom pane. Sehecta

recovery point to contnue,

| apphance 7205

| I—

Operating System: Windows Server 2016 X64

Naote: By default, only the backed up machines
that are detected from local vokumes are ksted
here, After a new remaovable disk is attached or - =

detached, you can chck Refresh” the mathine ist. DG A BT T [
You can aiso didk "Browse” by add any backed up

machines from the remote shared foider or the i
data store. i

Recovery Paint Server |

1f you fial to browse the remate shared folder, it

may be because the NIC driver is not installed or N
the IP address is incorrect. 1f necessary, you can fefresh Browse v|
perfiorm the folowing:

Chick heare ta launch the load driver utiity

Click here to launch the network configuration

i
- The following recovery paints are detected for the spedfied machine. Select a recovery point and continue:
B 1 [aR Status: "
E 10:00: 15 PM i
24141 AM
Ba T
3 §/27/2018 - Wm ’tfm
: S/26/2018
=it S125/2018 Backup Destination {Detected from current system):
= Recovery Point Server: appliance 7501
e = Recovery Pont Server data store: applance 7501_data_store
13514 - Hode ID: 095 1dSc-3dd2-4963 bet-5eae feeb073d
Backup Description:
6 Network Adapter(s) Detected - -
Intel(R) 1350 Ginahit Mstwark Connection Boot Firmware:
= IP Address: 10.10 255,255 = UEFI

- Status: Connected
Backed vp Volumes (Used Sizre/Total Sire/Minimum Sire Reqguired): ¥
Intel(R) 1350 Gigabit Network Connecbon 2 < >
- IP Address: 0.0.0.0
- Status: Desconnected i

- v =] e

10. (& & AFE)BIAIXRID LIEHLESHE MIE 2SS E LSot) oS 2
2 gL Ct.
Enter Session Password |
o " |
Current password length: 1 characters o i

Maximum password length: 23 characters

HOHE SR BMR)-2F 2= MEH T43H & XHDF LEEFE LICH.
11. X PEE MDD US
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%re Metal Recovery(BMR)
Choose a Recovery Mode

Which recovery mode do you want to use?

O Express Mode

The express mode will recover the system automatically with minimal user interaction by using the
machine default settings.

® Advanced Mode

The advanced mode will assist youin customizing the restore process. Using this mode you wil be
able to:

Select where to restore data on basic volumes or dynamic disks.
Insert device driver before reboot.

p——— e | | e

HIOHHE S32BMR)-CIlA MEIES X8 e &XNUHAM CHS
2 28 & LILCt.
12. AFI2 JIss JIE 2 GPT(GUIDIHEI & HIOIS)E OIRA QLEHR
SHxE2 Seotd 0Aa39 AFHE 2 &L L
e o oy | P——

Fiou can adjust the dek/volume configuration

on this screen. You can also select data to '77 o & B 7]
restore from the ongingl source diskvolume to \rstem Partiti..
the: qurment destination disk fvolume. ] Reset

C:\ (155,73 GB) 1\ Volume(ddd 1.
After selecting a diskvokume, you can then

- sk 1 |M Covmmd
ot ooy g g e —
oorTespondng operaton ophons, | 7130 R (447,13 GB)

Mote: If there is rio mouss attached in your = Dick 2]
environment, you can sehect & disk fvolume 44713 (447,13 GE)
with TAB and Arrow keys, then press the Menu &
Mmdﬂayhm
Thee dheskfvolume changes you make vl not

take get into effect untl you select “Commit™
from the Operabions menu or dhck Text” to

commit all changes. C
Convert to Dynamic
Online Disk
Original Source
Disk Properties
= Disk 0 (MER) o o A o o A A A A A SIS
111.79G8 ¥:\ (111.79 GB) I
= Dick 1(GPT) ,IW
7451.00G6
13. LA E Hegt =222 UAAENRALEEZ HFRZ 2 &
ot HU= S UL
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Bare Metal Recovery(BMR) A |
- Adjust Disk Partitions Current Destnation Disk Nokame Layouts | Qperations w
You can adjust the disk frolume configuration 77
on this screen. You can also select data to 7/ /
restore from the original source diekfvolume to i (18627.37 GB)
the current destnation dk/vohume. __ Reset
After selecting a disk/volume, you can then - Disk 1M
right-cick the mouse button, and display the o Commit L (447,13 GB)
cormesponding operation options. L hatd T, _ .
Hate: If there i no mouss attached in your = Disk 2 (M8 e et
environment, you can sekect a Frrfk{c Clean Disk (447.13 G8)
with TAB and Arrow keys, then press the Menu
ey to display the menu.
The desk/volume changes you make wil not Convert to MBR
take get into effect until you select “Commit® - s
from the Operations menu or dick Text” to
coctt M chacout Convert to Basic
Convert to Dynomic
Orignal Soureepe  Oniine Dk
—— Disk Properties
= Disk O (MBry N o o
L9 GE ¥\ (11179 GB) 1
= Disk 1 (GPT) forir s
2SL00G8 |17\ Volume(791b... CA(15573G8) ¢\ AWVolume(ddd ...l X\ (721846 GB) g

Summary of Operations:
Operation Details
@ Delete volume Volume Path[{? Wolume {79 1b0915-1396-4e5d-8dfb- 12027930037}
i Delete volume Volume Path[|\? \Wolume {82 1d05a8-3ecd-435f-2497-cc04fb le 4708} ]
) Delete Volume Volume Path[C:1]
ijﬂehb: Yolume Volume Path[F:1]
i JDelete volume Volume Path[D:\] ,
i ¥ Clean Disk Clean Disk [0] [

15. A3 Helot 2z
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Submit Disk Changes
Summary of Operations:

Operation Detals

L JDelete Volume Volume Path[\\*\olume{791b0915-1396-4e8d-8dfb-1f2027920031}]
{4 Delets Volume Volume Path[\\*\Wolume 82 1d05a8-3ecd -4 36f-a49 T-co04fb3e 4708}
{_JDelete Volume Volume Path(C:1]

|4 Delete Volume Volume Path[F:Y]

{_4 Delete Volume Volume Path(D: ]

¥ Clean Disk Clean Disk [0]

s @

16. HOHONHE S3(BMR)-ClA3 MEIAS Z& st & X0l A S

FE S UL
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17.

Bare Metal Recovery(BHMR) ol
- Adjust Disk Partitions

You can adjust the diskfrolume configuration
on this screen. You can also select data to
restore from the engnal sourde diskfvolums t
the current destination dck fvolume.,

After selecting a diskvolume, you can then
right-chick; the mouse button, and dsplay the
cofmesponding operation opbions.

Hote: If there is no mouse attached in your
environment, you can stlect  disiolume
with TAB and Arrow keys, then press the Menu
deﬁ:hrhm

The diskfvolume changes you make will not
take gat ints affect untl you selsct "Commit”
from the Dperations menu or dick Mext” to
commit ol changes.

Current Dastination Dick Volume Layouts

Vb)) —ww

- Disk 1 (MER)

| wrizGe {447.13G8)

= Disk 2M8R) m
.13G8)

4471368

Original Source Disk/Volume Lavouts

Vo o o o o o o o o o o
YA\ (111.79GB) i

o

BRI e i 1 0547368 X2 g

= Disk 0 (MER)
179G

= Dizk 1 (GPT)
7451.00G8

HOHE S3(BMR) -7 2 all
s PEES Md8std 8= 2 &L
Bare Metal Recovery(BHR)
- Choose a Recovery Mode

\Which recovery mode do you want to uss?

® Express Mode
The express mode wil recover the system automaticaly with minimal user interaction by using the
maching default settings.

) Advanced Mode
The advanced mode will assist you in customizing the restore process. Using this mode vou will be
able to:

Select where to restore data on basic volumes or dynamic disks,
Insert device driver before reboat.

Mote: After didang Next, the BMR Wizard will create new partitions on the destination
machine to match the existing partitons on the source machine. This may destroy any
#xisting partitions on the destination machine and create new ones,

3 P]

BMR [H 3} &f

o

AtJF LEEHE LI CH.
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BMR &3]

The next step may result in complete loss of data on the machine. Do
you want to continue?

\ -
clAEQN &322 9 Ut & XkIF LEEFE UG

19. H§AE S LIC

Summary of Restore Settings =)
Sunhary of Disk Restore Settings:
Source Disk Destination Disk

Summary of Volume Restore Settings:

Source Volume Destination Volume

ﬁj \WiVolume{791b0915-1396-4e8d-8dfb-1fa02793003f\ (300 MB)  \\?\Volume{c06aa5e0-adb9-4849-8b15-20...
UEFI System Partition (99 ME) 1\?Wolume{e3db4483-19ad-4550-8=0e-05...
UC:\ (155.73 GB) \\?\WVelume{257b3c2a-9cf1-44a0-a8b3-225...

&0 \\?\Volume {4dd 1123f-0464-4cd6-9df0-1ab9b95c890 13\ (76.29 GB) \\?\Volume{98fb5326-630f-4842-82fa-48b...

< >

Confirm your restore settings and dick OK to continue, If you want to adjust restore settings manually, dick Cancel.

[ o ] | comcel |

il

=2
=

HHE =S7(BVMR)-ClAT MEIES =& et &X0ACHS
2= UL,
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20 XS OIAEIHIOl&E CIAT/EEY diOIOt2 &0l L= XN
S U IOElES E2dS ddY 2ACOAT/E2EY dIOIOLR
ol UeE )& 2 6T AR B LEHW & Xl dt= Xl & Q216
DS 2 UL
A0:0EIE IIE &0lotHAH OtAZ OAIE JtelA O A
3 542 HEAl&LICH
Bare Metal Recovery(BHR) A
- Adjust Disk Partitions Current Destnation Disk/Volume Layouts

You can adjust the disk/volume configuration
on this screen, You can also select data to
restore from the original source diskfvolume to
the current destination dekfvolume.

After selecting & diskfvolume, you can then
rightt-chick the mouse button, and deplay the
correspandng cperation opbons.

Mote: If there is no mouse attached in your
emvirgnment, you can select a desk fvolume
with TAB and Arrow keys, then press the Menu
ket diplay the meny.

The disk/volume changes you male wil not
take get into effect untl you select "Commit”
from the Operations menu or dick Hext™ to

= pistocGen
| 1275068

- Disk 1 (MBR)
44713 GB

= pisk 2m8m)
#4713 G8

| 8cfb- Mfo02793003f\ .

commit all changes. Criginal Source Disk Volume Layouts
== [Dick 0 (MBR) Vo o o o o 0 o o o o o o o o o A D
111.79G8 YA (111.78.G8) )
= Disk 1(GET) o
i
B Unaliocated B Primary
ClAENH &F % O3t & A+OF LEEFHE LI CE.
21. &ols S & LI
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Sumgmf Restore Settings --

Sumfnarw Disk Restore Settings:

Source Disk Destination Disk

Summary of Volume Restore Settings:

Source Volume Destination Volume

u \\?\Wolume{79 1b02915-1396-4e8d-8dfb-1fa02793003f}\ (300 MB) \\?\Volume{03331745-9734-4066-bd25-69...

ij EFI System Partition (99 MB) \\W?\olume {(b9994f56-8c58-4bbf-bd7a-85a. ..
ﬂj C:\ (155.73GB) \\?Wolume{496das05-7066-442c-8ea23...

U VW\Wolume{4dd 1123f-0464-4cdb6-9df0-1ab9b55c890 1} (76.29 GB)  \\?\Volume{59eaea46-103c-45e3-b0ed-55...
> |

<

Confirm your restore settings and dick OK to continue, If you want to adjust restore settings manually, dick Cancel.

[ o< ]| conce

Bl O Ol € = 3 (BMR) - Start Recovery Process(S 7+ & 2 Al A Al &)
CH 3 & XHJF LEEFE LI CF.

22. MJlS =0l GIOIME A

bl A
SHo HEZ HAE S =

ENsH2=Z AM&EGHX EsUt
Ol 2t= & MK JITHE U Ct.

—
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23. RADZHEEH0 Z s E2t0lHHE Hdeiot] T

Bare Hetal Recovdry(BHR) imary i iasken el

This page deplays & summary of the disk fvolums Restore Ttem Status Progress: Throughput
restare settings that you have made. () Restore source volume "\ Vokme {79 160915+ 1396 -4ead-Bdfb-1fa027930037\ ... Completed 100.0% 37,44 M Minute
Mote: After the BMR process is complete and [/ Restore source volume EF] System Partition’ to current destnation disk 0

server has been rebooted, you may not want to ation chek 0

perform badamp jobs from tis server. If you are ) Restore source volume '\\?\Vokume {4cd1 123f-0464-5c06-9c0- 1ab%b95c890 1) | ... Mot Started

just testing the BMR funciionality, we recommend
that you select the Do not start Agent service
automatcaly after reboot” option.

When you select this option, you can manuslly
start the Apent service (and the Recovery Point
Server service, if instaled) after reboot if you
want to perform badwp jobs.

Enable Windows F8 boot option helps user
perform further recovery or troubleshooting after
EMR. For example, press F8 and boot into Actve
Directory Service Restore mode to perform Active
Directory suthoritative restore.

A automatcally rebaat your system after recovery.

[CJbo not start Agent service automaticaly after reboot.

I Boat the system to Advanced Boot Cptions (F8) Meru on the next boot for Windows 8 [ Windows Server 2012 and later 05.

Elapsed Time: 00:00:24
Estmated Time Remaining: 01:30:50
[0.8%] [S76ME 7663 1MB] Restoring basic source volume 'C: Y to current destination disk 0

HOHME =2BMR)-CIHIOIA E2t0IH 2 A E CH3H & XDt
Lt EFE LI CH.

o
o
i

U
!

L|
Ct.
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HMetal Recovery(BHR '
E"EHHMEM ) Provide drivers for following devices:
AN incompatblty problem has been detected and e T
BMR s unable to find suitable driver for some I spplance 7205 Property Description
davice [z). The operatng system of the hott beng S LS1 Adapter, 5A52 2008 Falcon Verider L51 Logie | Symbios Logic
recovered may be different than the operating =% AVAGO MegaRAID SAS Adapter F
system that was created on the BMR 150 image. Manfactures AvagaTech
Please select an appropriate driver for the Class SCSlAdapter
mjagmumwwwbvddﬂ ‘Add Driver Description  AVAGO MegaRAID SAS Adapter
D Eton. Hardware ID PCIWEN_100080EV_00SDASUESY. .
Avalable Driver{s):
[ Driver Property Desaription
|| magasas?.inf Verson 03/02/2015, 6.706.06.00
(] megasas2.inf{1) Manufacturer  LST, DELL
Sloegoesset ][I SCSIAdapter
Service MEGasas
INF Path C:UWINDOWS \System32\driver Store FileRepository megasas. inf_a
| < >
Insert Driver
A Urdities et Abort

MOls B YO0l LEEFLE D Arcserve Appliancedt XtS 2 & CHAl 2 E
= U Ct.

Click Ra‘ﬁut to automatically reboot your system at this time. If you want to collect all
BMR logTiles you can use the Activity log utility.
Click here to launch the Activity Log utility.

Your system will reboot in 11 second(s).

r—

\ Boot volume was restored to current destination disk 0. Please boot
l your system from this disk.

BMREZ AN AJI 22 & ASLICH
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HIOIEHE &6t BMR+=3

Arcserve Appliance0fl Al Arcserve UDP £ & J| E E At E 06t BMR(HI O Bl E

S)E AmE AU,
S S E 283 AR.

1. ApplianceOll Xl Arcserve UDP £ & FIE OGS T2 3= &

HEtD xe4aESHZE 24 Jl= BMRISO 0] 0] XI &£ = uUsB U 2 ¢l
E MAHdeLIC.

= = T =L = =
H0:1500/01 X2 2Z ECIOIHE Z&aioFgUt.2Z Ect
= S El = X} O
OIHE ZSotdBE HIHHE S8 REIIEHLd HY 2E E
= St = 3 = —
ctOIBHHE T sEsSs dE8EaUU.RFEIJIESE = 2 O
= = o = = =
st XtMethEses 2d8 FXot8 A
Specify Drivers
*Y'ou can integrate additional drivers into the EMR 150 image, so that they can be loaded when the BMR
process iz launched,
| M anufacturer | ‘Yersion | Platform | Path |
Intel 12/08/2016,1214.7.0 =64 CoAWINDOW SN INFhoemd 3inf
Intel 07/30/2013.9.4.210... =64 C:AWINDOW SAINFhoem3.inf
MS_HDC, INTEL_HDC... 06/21/2006,10.014... =64 C:AWINDOW S INFsmshdc. inf
LSl 03/06/2015,6.707.0.. =64 C:AwWINDOW S INF e, inf
INTEL 08/19/2016,10.1.2.80 =64 C:AWINDOWSAINFoemdBinf
AMD. Section, ACER.S...  08/21/2006.10.0.14... =64 C:AWINDOW SAINF usbport.inf
INTEL 07/30/2013,9.4.210... =64 C:AWINDOW SAINFoemd 7.inf
GEMDEY_Sv'S, ACC_...  06/21/2008,10.014... =64 C:AWINDOW SAIMF machine. inf
Generic 10/08/2017.10.014... =64 C:AWINDOW SAINF usbshciinf
L4 >
I Include Local Drivers I¢ Add Driver | Delete Driver |
Back | Create | Cancel | Help |

2. BMRISO O| Ol Xl &£ = uUsB Il 2 2l E A& 6t O Arcserve ApplianceS
2 &l &Ll Ct.

Arcserve HI | & S 32 & & 0| LI EFtE LI C.

= o
3. ZEREstdE Mot OIEs 22U L.
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http://documentation.arcserve.com/Arcserve-UDP/available/7.0/KOR/Bookshelf_Files/HTML/UDPWUG/default.htm#Agent_for_Windows_User_Guide/udpw_sc10_how_2_create_a_boot_kit.htm

CIOIEHE 2 &6t BMR+¥

ArcsSer/e® bare metal recovery

lish

Keyboard Layout:
us

g

R

4. Arcserve Unified Data Protection2] BH A0 A E & LICH S &

Hdeist Oss 2 U L.

ArcsSer /e bare metal recovery

Bare Metal Recovery(BMR)
- Select the type of backup for BMR

Select type of restore source:

(® Restore from a Arcserve Unified Data Protection backup

Ise this option to perform a restore from either a backup destination folder or a data store.

() Recover from a virtual machine

Use this option to perform a virtual-to-physical (V2P) restore from a virtual machine created by Virtual Standby or
Instant VM

Source is on a VMware machine

Source is on a Hyper-v machine

S XNE d 03 A 20 LHEHE LICE.
A&XE S=Hot) S NE ABHUA EFXE S S LILCH
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Bare Metal Recovery(BMR)
- Select a Recovery Point The: following backed up machines are detected:

The top pane dsplays all badked up machines and Backed up Information
ther badap destinatons. If you dick on a
maching, you can then see the acsodated
recovery points on the botiom pane. Selecta
reCoVEry point to continue.

Operabng System:
Haote: By default, only the backed up machings L J
that are detected from local volumes are ksted
here, After a new removable disk is attached or DS Suffix:
detached, you can dick Refresh” the kst
You can also didk "Browse” o add any up i -
machines from the remate shared folder or the ool r |
data store. "

1f you fal to browse the remote shared folder, it

may be bacaiss the NIC driver i not installad or —_—
the [P address i incorrect. IF nacegaary, you can . Browse b

perform the following:

Qlick here to launch the load driver utility Browse from network/Tocol path
Click here to launch the netwark configuration

e ”

- The following recovery points are detected for the specfied machine. Select a recovery point & I B lioe fecovey Pont e |
|6 Network Adapter(s) Detected -

InteifR) 1350 Gabit Network Connection
TP Address: 10).10.255.255
- Status: Connected

Intel(R) 1350 Gigabit Network Connection 22
- [P Address: 0.0.0.0

- Status: Disconnected 2 I .
A Urilties | Bock Next | Abort
LE J8 F0| LHEHE L

M o >
x> 5
L ag
. o

>
Im
an
=
0f0
=
=
ol
02
fol
Hel
Im
P
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HU
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Ju
o

~N
R e W
ny wYono 4
c o

=)

0
n
2
Jp
ro
o
iy
Ju
o
[
[m)

179 Arcserve Appliance AFE X} J10| E



CIOIEHE 2 &6t BMR+¥

Select Node

Enter the Recovery Point Server credentials and dick "Connect” to connect to the server and retrieve

the data store and node list.
Hh Name: | appliance7501 v Port: 8014
User Name: | administrator Protocol: O HTTP (@) HTTPS
Password: Tl Connect
Data stores and nodes protected on this server:
EI--Ej appliance7501_data_store Property Description
appliance 7205
El o b Node appliance7205
DNS Suffix arcserve,com
MNode ID 0251fdSc-3dd2-4968-betd-5eaef...

HOHE S?BVMR)-SF XNES & E

[=]
0. 2R =R NFS M5t L

—

010
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Bare Metal Recovery(BHR)
= Select a Recovery Point

The top pane dsplays all backed up madhenes and
their backup destrations. [F you dek on a
machine, you can then ses the assocated
recovery ponts on the bottom pane. Seecta
recovery pont to continue.

Mote: By default, only the backed up machines
that ane detected from local volumes are listed
here. After a new remevable disk is attached or
detached, you can chok Refresh” the machine kst.
You can also dick ‘Browse” to sdd any backed up

machings from the remote shared folder or the
dn‘tasb:lc

If you fad to browse the remote shared folder, it
may be because the NIC driver is not instaled or

Th:%wwg badoed up machines are detected:

Backed up Information
Hast Name: [‘appkance 7205
Operating System:
DS Suffie: [ arcserve.com
Source:

| —

Windows Server 2016 X&4

Recovery Point Server

g:gma?!munmm If necessary,, you can
Click: b te launichy B load driver utilty
Click hare to launch the network configuraton
e The following recovery points are detected for the spedfied maching. Select & recovery peint and continue:
[ & [ sizsj201s 1 |ar status: A
Em:w:ism 3
L4141 AM
s e e
£/26/2018
5 Backup Destination (Detected from current system):
- Recovery Point Server: appliance 7501
= Recovery Point Server data store: appliance 7501_data_store:
1:38: 14 AM - hiode ID: 095 1fd5c-3dd2-4963 het-Seaefasn 79d
6 Network Adapter(s) Detected 'S i e
mmtsmwr ............ : -
= IP Address: 10.10.255.255 - UEFL
. cked up Volumes (Used Size/Total Sire/Minimum Size Required): ¥
Intel(R) 1350 Gigabit Netwark Connection 22 ? = »
- IP Address: 0.0.0.0 .
- Status: Disconnected
F—— P P
(M AFE)BIAIXIOFLIEILI MiE 255 4ad5in stols 2
g g LI Ct.
| ok
Current password length: 1 characters - |
Maximumn passward length: 23 charascters
HIOHHE =S(BMR)-S7 252 S8 3 & X101 LIEFE U T
11. & 2EE HEi5tD S S 2 & L.
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Bﬁre Hetal Recovery(BMR)
Choose a Recovery Mode

Which recovery mode do you want to use?

© Express Mode

The express mode will recover the system automatically with minimal user interaction by using the:
machine default settings.

® Advanced Mode

The advanced mode wil a55ist you in customizing the restons process. Using this made you wil be
able to:

Select where o restore data on basic volumes or dynamic disks.
Insert device driver before reboot.

12. HHOHHE S (BMR)-ClAT MEIES =& et & X0l A CH

s S LI

You can adjust the diskfvolume configuration cn
this screen, ou can also select data o restore = Disk 0 (GPT) B ] B
from the original source diskfvolume to the curment 1861632 G8 LA Viedume | 7975, Fi Syster Portiti- C:\ (15573 GB) 11 A Velume/ddd 1. (1838377 GB)

destination dsk frolume.

After selecting a disk fwolume, you can then right- .

diek the mouse button, and deplay the e F (223,57 GB) |
cofresponding oparation optons. 22357 GE

Note: If there is no mouse attached in your
anvironment, you can select & disk fvalume with
TAB and Arrow keys, then press the Menu key to
desplay the menuy.

The diskfvolume changes you make will not take
getinto effect until you select "Commit” from the
Opérations menu or dick Next” to commit al
changes.

Orignal Seurce Disk/Nolume Layouts [%
== Disk 0 (MBR)
22357 GB Yo\ (22357 GB)

= Dick 1(GPT) o ]

186163268 [\ A\Violume(7915... J Ci\ (15573 GB) g gff\\7\Volume{ddd1...q gl X1 (1638377 GB) |

e

3. 0ATI SR LEY RASHUAN &S 2L
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..S'unmrar}r of Restore Settings

Summa%f Disk Restore Settings:

Source Disk. Destination Disk

summary of Volume Restore Settings:

Source Volume Destination Volume

{c:\ (155.73GR) C:\ (155.73 GB)

9 P WVolume{4dd 1123f-04644cd6-9df0-1...  G:\ (76,29 GB)

0 \"Wolume{791b0915-13964e8d-8dfb-...  \\?Wolume{791b0915-13964e8d-8dfb-1fa...

{_JEFI System Partition (39 ME) \\?\Wolume{321d05a8-3ecd-436f-a497cc0. ..

On Disk

Disk 0
Disk 0
Disk 0
Disk 0

Confirm your restore settings and dick OK to continue. If you want to adjust restore settings manually, didk Cancel.

14. HI O 0l & = 3 (BMR) - Start Recovery Process(= 7 Z 2 Al A Al &)
Hat XA NS E0l 0IOlEE HMHIAE AISEHOZ A

AotA s s8 d8 = Fist: S0 22H10D B

FEILOA SEE WNX JICHE LICH
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BMR & 2 Nl A D}

Bare Metal Recovery(BMR)
- Start Restore Process

This page displays & summary of the disk fvolume
restore settings that you have made.

Nn'be:Il"buﬂ'uMnrocm-s comphete and
server has been rebooted, you may not want to
pesform badap jobs from ths server, If you are
just testing the BMR functionality, we recommend
that you select the "Do not start Agent sanice
automatcally after raboat”™ apbon.

‘Whan you sslact this aption, you can manually
start the Agent service (Bnd the Recovery Pont
Server senice, if instaled) after reboot if you
warit to perform badkap jobs.

Enable Windows F& boot aption helps user
perform further recovery or troubleshooting after
BMR, For example, press F3 and boot into Active
Directory Service Festore mode to perform Active
Directory authoritative restore.,

Summary of Restore Settings

Restone [tem

I PRestore source volume | WVolume (791509 15-1396-328¢-8dfb- 1fa027930037 ...
IRestore source volume |17 Volume ($dd 1123f-0464-4005-9¢ - 1abSbS5cBI0 1Y ...
Uﬂ.mnre scurce volume EFI System Partition” to aurrent destination disk 0

[ automatically reboot your system after recovery.
[l nat start Agent service sutomaticaly after reboct.
[ClEont the systam ta Advanced Boot Options (FS) Menu on the next beot for Windows 3 [ Windows Server 2012 and later 05,

00:00:33
DD:52:55

Elapsed Time:
Estimated Time Remaning:
[1.8%] [1632MB/90738M8] Restoring basic source volume 'C:Y to curment destination disk 0

=

—
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Arcserve Appliance 9012 - 9504 DR &2 &! 0| A| & &t
I E AIE

O dl o

Arcserve & & J| E & Al £ 6l H Arcserve Appliance 9012 - 9504DR 2 £ 2| [
Ol 2= &8 = ASsLC
S8 SHHE =85 AL
1. S SHE =86t Bl ClA3 =20l HDDS & & & LI CF.
U (0]

2. O3S SHH E 4850 iDRACOI M RAID-62 & & LI L},
a. iDRACOIl 2 11 21 3t 1] "Configuration"(=* & ), "Storage
Configuration"(M & A& 72 &), "Physical Disk Configuration"(2 2l
M COAZ3 2H)2 2 0l S ELILCH
b. Physical Disk Configuration(S 2| & ClA 3 2 A ) A A0l A 2
M CI A 30l CHoH Actions(= &) = & Ct 2 2| Convert to RAID
(RADZ B ) s&8S &8 LI
=2 310 HAIRIE EAlot= ek & XD LEEHS LI CE.
RACO0516: Converting physical disk drives to RAID-compatible will
overwrite any OS-created RAID arrays.(0516: S 2| & C| A 3 = 2t 0|
SBEERADSECZ HEolHOSMH L RADHIE S E H& L
Ct.)

Make sure that there are no OS-configured RAID arrays, and then click
OK(0S & RAIDHH E 0| Sl = Al &0lot] "&ol"=2 26ty

AL
c. Bols 28U

C
"Pending Actions"(£ & = @ & &) Ot 2 Ol "Convert to Raid"(RAID
= B 8h) AVEH OF LEEFE LI CF.
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E. Integrated Remote Access Controller 9 | Enterprise

# Dashboard =l System = Storage v M configuration = Maintenance . IDRAC Settings ) Open Grous WMansger H A

> Controller Configuration

' Physical Digk Configuration = 6 Pending ©+ Edit 550 Wear Threshald

Status Mame State Hotspare Status  Capacity Media Type Action Pending Actions

[ I < I <.

a a

¥ Wirtual Disk Configuration

7 Enclosure Configuration

e

e
J
%
Mo
o
el
oo
C

d s s8 S otLE 2800 EFR &

Ct.

At Next Reboot(CtS THE & Al)
Ct20l HEE & [ RADZE B & &
At Scheduled Time(0ll 2 & Al 2+ 01l)
Ol 2F & AI2HOIl RAIDZ H & 2 =
Discard All Pending(£2F & 2 F FH L)
2= 0OA30 CHol RADEZ B & £
e. Maintenance( Xl 2 2l), Job Queue(&
ClA3E RAIDE HEGHD| ?Io & &
= LICH RAIDZ H& 2P0l 23 & H & EH It Completed
(100%)(2 2 (100%)) 2 & & = LI Cf.

O H?HHE ot Jta A3 E 2EsLICH
a. "Configuration"(= &), "Storage Configuration"(M & &~ 2+ &),
"Virtual Disk Configuration"(Ot & ClA 3 2 4)2 2 0| = & L
Ct.
b. Virtual Disk Configuration(Jt & C| A 3 2 &) & & 0| Al Create
Virtual Disk(Ot & ClA 3 2HSD])E S & LI,

c. RAID-6= Layout(dl 0| Ot2)2 2 & &4 &t L|Ct.

1o
>
bl
o
[
[w

e

=

bl
o9
-
o

g

[1§ 10
4
m
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d. Select Physical Disks(S 2| & C| A 3 & &) & & 0l 5 RAIDE H
BE A E &8 ELILCH

i
uy
Ju
o

e. Add to Pending Operations(Z2 & = ©1 & & 0l = JF)
LI Ct.

Create Virtual Disk

f. "Configuration"(—* 4 ), "Storage Configuration"(M & & 2 & )2 &

0l = & LI Ct.
g WS s SolltE 2 HolH ERF s HP= 2=z U
Ct.

Apply Now(X| 2 & )
Ot ClA3 HEI XS HtE A& & LI

At Next Reboot(C} S THE & Al)
ChSol HEE S M Jt& A HEI HAHS Al S
LI CF.

At Scheduled Time(0ll 2 & Al 2t 0ff
Ol 2= AI2HON DH& Tl A3

Discard All Pending(2 % & 2

C

E= 0230 ol Ity
LI Ct.

h. Maintenance(= Xl 2t 2l), Job Queue(& & 7 )& 0| S & LI C.

o
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NN COAIDE S| ®Io &4 S0l
Ct.Oot&a ClA3 OtESD] &0l 22 5
(100%)(2 = (100%)) = H A & LI CF.

j-

Computer Management(
3 2e2l)2 0l = & LUl Ct.

A 2=20| LHEFYE L
™M &FEH Ot Completed

2l ), Disk Management(C| A

FIst MOt CIATE F B 2
"Initialize Disk"(Cl &3 = J|3}) &

k.

=]

-/

g U Ch.

Of LtEtE LI CH.

GPT (GUID Partition Table)(GPT(GUID It E| & HIOI =) S & =
S ENSHLD OK(= Q) E 2 & LILCH

Disk Management(C| 2~ 3 2t 2|

ot ths 5d HEELIU

" Assign a Drive Letter(= 2t 0| E & Xt

" Specify NTFS as File System(NTFSE It

" Format the disk(C| A 3 IL OH)

JEOIH A CIASE o e
3

C

-

)

A El
iy |

wo  por

Al 2 XNEH)

&
File Action View Help
gy e g— -
B Computer Management (Local | Velume | Layout | Type | File SJ.\!:MJ.Sr.nut | Capa | Actions
- System Tock — Simple Basic Healtyy (Recoweny Pastition) 3000 e
- [Disk Management
1) Taik Scheculer - wmple Basx Healthy (EF System Partidion) ¥
Bl Evert Viewer - Simple  Batic Heaithry (Recovery Paition] 8.5 Made Agticns
st Shared Folders - () Simple Basic NTFS Healttey (Boot, Page File, Crach Dump, Primary Partition) 1557
& Local Users and Groups| | == UDPDuts [C)  Simple Basic WTFS Healtry (Primary Partition) 1467
B Performarce = UDPHash (V) Simole Buic  NTFS Ematthe (Priman: Partition] 1787,
A Devte Manages Iritiakize Dik X
v [ Sonage
—- i intiskre 5 dak before Logical Dk Manager [
Hp Windows Server Backug e = :
== Dick Management 4",
Ty Seraces and Applicationt ¥{Dmkc 0
" s Brob il ptiticsn: ayle For T sl deas .
{_)MBR (Masber Boot Recond) —_—
IGPTIG ) e
O Disk 0 (@ GFT [GUID Pastson Table) _
Urnderacyvn
14503.00 GB Nobe: The GP T partiions styles i ot recogrized by ll previous versons of
Not Initialoeg | Tndeva
=
= Disk 4 — — I
Bazic (o] UDFData 00
490252 GB BOOME] |9 M || 15573 GB NTFS 7629 GB 1457045 GE NTFS
Oriline Health: | | Hoall  Healthy Boct, Pag  Healthy Recover | Healiby Pimary Pactition]
= Disk 5 |
Basic UDPHash V)
1mETET G VTETAT GB NTFS
Orline Healthey (Priemary Partiticn) >
< » | W Unallocated Bl Prmary parttion
= =2 As4= Xt A = 3} Xt 5F
s SHE =it GIOIEH MN&EA~SE =2EELILH
= . o = AL =
{& HS}&: Appliance & & & &~8 189



Arcserve Appliance 9012 - 9504 DR 220l A & & JIE A E

a. &Jtgt Ecl0lEZ 0lsotH 2 E 2tsSLULICH
A

b. Arcserve Appliance Ht & 3t ™ 0ll M Arcserve Appliance O & Al £

Al &8 L Ct.
Arcserve Appliance =& Il Ol X| Ot & & LI Ct.
c. UDP & Al &S 2= & LILL
Arcserve UDP 2= 2 110! HI Ol XI O+ Lt Et & LI Ct.
d UDPZ S0 2cl 42 2 el g LT
e. SlaA U, =S NE AHZ 0l LICH
c

f. "OOIH MBA'ENRALLEZ UZTZ 2EotD FXNE
S UL

QrCSErV€"  unified data protection Lo

dashboard resources jobs reporis log settings high availability
¢ Destinations: Recovery Point Sener appliatest?5 > appliat....
+ Hodes Ao - Add a Recowary Point Sere # Confguration 'Wizand
A Nodes
Biesmars rethisirl & Flan Hame Snsten  Plas Count Snored Custs o & Stahes A
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@ applatest?E Running
Linu Backup Sero Gioups : 4
« Mans applalesl? Aty win - 1 o Byle o Bsap [ 15 T8 e |
Al P My CHr b e
- Detets oo B i 15 e
Pasctrery Pl Sifwniy |ngew
.
Recsarve Backup Swrvers 5" Destraton
Ehatncd Foaders 1"!|-:~ w3 Fecovery Points Hash
Clogud Aocounis RPS Jampadtart Db |m
Memory
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Shape ATEys o Settings
Ireriant Virleal Mashiras
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data folder>
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as_gddmgr.exe —DataPath Display <data store name>

Engine~BIM>az_gddagr.exe -Data

:»Program Files" e SUn 1f 1
N d to

tion information.
:h for the data store.

‘rinary data path K:sArcservesdata_store N
18384 GB 18383 GB
fxpanded data pathi: vt a -
F ] 223 GB

18688 GE 18686 GR

success to add data path Y:sdata.
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7. MegaRAID Controller 9380-8¢e E 3!l = Al A& M Al Ol 2 & & LI Ct.
8. Appliance Server Al Al 21 & O £ Ct Al )l S LI Ct.
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10. SSDE & & & LI Ct (Appliance 8300 + 40 TB = & & Bt OF Gl &),
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11. Appliance & & & Bt 9] DEEAHFG D MA2 ALICH
>

kU
n

=
12. Appliance Serverl| 8 & ZEE Al HZot) MEA S F

FQ
Ol

t O MegaRAID Storage Manager(MegaRAID
el A2 2 e L Ch.

13. Appliance Server0fl &
M&EA 22 XHE & ﬂ

=

3 MegaRAID Storage Manager 15.05.01.00 - Host View [ x|

Server Detals

This page displays all the servers that were discovered. Choose a server and dick on Login o start managing that server,
You will be prompted for entering host eredentials while loggng in.

Use Configure Host to configure the hosts that you want to view.

[JuselDAPLogn @ 3 Enter User Name & Password -
[P Address 10.! AvaGO [ Configure Host... ]

= 10.:
Rsfobe sarners;

Use: your Operating System’s logn usermame a

Host and password to login the MSM server
applhance-3400 User Name: administrator

Passwond: sasnansnna)

Login Mode: Full Access w

e e

14. TS S H E o= 5 0] MegaRAID Storage Manager(MegaRAID M &
A 22| XU A RADHE S E &0l & LIC.

a. Physical22I& )22 0lsolt0] & M2 HEEHE
LI Ct.

b. Controller 9380-8eS & Gt 1) 9380-8e ZHEE 0 HZE = 2
S 0AIAI S22t AEH0l D AFE Dt s 8HX| &0l &L Ct.
.20 AEJIOIY CIAII USCH OIRAQLEE
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o

Scan Foreign Configuration(2| £
e E L LY.
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HZ

| Dashboard| Physical | Logical |

(8 udpu2verify

=+ SCB825P (16), Connector: Pg
%2 Slot: 0, 5AS, 1,319 TB,
%3 Slot: 1, SAS, 1.819TB,
--c%3 Slot: 2, SAS, 1.819TB,
¥ Slot: 3, SAS, 1,812 TE,
¥ Slot: 4, SAS, 1,812 TB,
-.c#3 Slot §, SAS, 1,812 TE,
-3 Slot: 11, SSD (SATA), 2
@@ BBLI:
=4 Controller 1: AVAGO MegaRAID
!_7:---|I|] Backplane
| i.4@#Slot: 0, SAS, 3.639TE,

i394 Slot: 1, 5AS, 3,639 TE,

L Jcontrollerd: AVAGO MegaRAID SAS a3

An-Ar(AiE 1.0
Disable Alarm

Silence Alarm

Start Patrol Read

Set Patrol Read Properties

Disable 55D Guard !

5can Foreign Configueation |

Save Configuration

Clear Configuration

Set Consistency Check Properties

Schedule Consistency Check

Set Adjustable Task Rates

Preserved Cache

Manage Power Save Settings

Update Controller Firmware

Manage MegaRAID Advanced Software Options
Manage Link Speed

Save TTY Log

C.

2= 22 =202

Import: Import logical configuration from all foreign drives(Jt X 2

A= 2dtHI)s8S o

Elol 1) oK(EQ)E 2 & & LI LY.

Foreign Configuration Detected

o

drives before they

Choose an option:

7 Foreign drives were detected. You must import or dear these
can be used.

(® Import: Import logical configuration from all foreign drives.

() Clear: Remove logical configuration from all foreign drives.

| 0K

|| cancel |

2|
=

d. Yes(Ol)S 2

ot MM I T2 Ml AE Al

2
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Foreign Config - Import -

'.0.' This operation cannot be reversed after it is started.
b " Are you sure you want to import the configuration?

| Yes | | Mo |

e. &0l

o
r
a

ﬂJIO

=22
= T

MegaRAID Storage Manager - 15.05.01.00 -

':o:' Foreign Configuration was imported successfully!

Ol Ml & & &8tol 2
Ct.

15. "Logical"(=cl &) 2 Z 0| S5t RAID-62CZ R AHE s U A
JdE HEASLILCG. S AdE) JA=UE B2E2 22 otLEY
SSDIt RAID-02 & & & &  LSI MegaRAID SAS 9380-8e Ot i Off Lt &
T USLICH.

= Appliance Server 8100 + 8 TB & & M Bt

ClA3 Ect0lEJF 22t & Ef & L

rn

= Appliance Server 8200 + 16 TB & & M Bt

= Appliance Server 8300 + 16 TB & & & Bt

{& H3S}&: Appliance E & & & =& 207



Appliance Server0il Appliance & & &bt 1 &

Dashboard I Physical | Logical

Controllerd: L5T MegaRAID 545 9380-8e(Bus 2,Dev 0,Domain 0)
E E‘ Drive Group: 0, RAID &
----- t._fi Virtual Drive(s):
¢ [@ virtual Drive: 0, 7.275 T8, Optimal
----- u Drives
i Endosure : SA53x28 (8), Slot: 0, SAS, 1.619 T8, Online, {512 B)
-ie® Enclosure ; SAS3x28 (8), Slot; 1, SAS, 1.819 TE, Online, (512 B)
- Enclosure : SA53x28 (8), Slot: 2, SAS, 1.819 TB, Online, {512 B)
-i® Enclosure : SAS3x23 (8), Slot: 3, 5AS, 1.819 TR, Online, {512 B)
-~ Enclosure : SAS3x28 (8], Slot: 4, 5A5, 1.819 TB, Online, {512 B)
l-:,.i Endosure : SA53x28 (8), Slot: 5, SAS, 1,819 TB, Online, {512 B)
g‘Der Group: 1, RAID O
----- k._fi Virtual Drive(s):
5 - [@ virtual Drive: 1, 237.969 GB, Optimal
----- u Drives
..» Endlosure : 5AS3x28 (8), Slot: 8, 55D (SATA), 238,475 GE, Online, (512 8)
B ‘% Controller 1: LSI MegaRAID 9361-4i(Bus 3,Dev 0,Domain 0}
E‘ Drive Group: 0, RAID 5
B t_fi Virtual Drive(s):
AT Virtual Drive: 0, 7.276 TB, Optimal

-i® Backplane, Slot: 0, SAS, 3.639 T8, Online, {512 B)
--i® Backplane, Slot: 1, SAS, 3.639 TB, Online, (512 B)
l-:,.i Backplane, Slot: 2, SAS, 3.639 TB, Online, (512 B)
@ Controller?: 5459200-8e(Bus 1,Dev 0)

16. "Computer Management"(Z & & 2t 2|)E &€ 1] "Disk Management"(Cl

A3 &AHZ 0lsotH OhS ©HE =& LI L.

a. Appliance & & & Bt X & EIAJE NTFSZ O ol 1) = 2+ 0|
B EANEEgEEUC.HE = "vi'"a &g &L

b. SSDE NTFSZ E WGt E2l0IE S NE E2EHESLIU.HE
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%O_I "W:HE =1
=
File

s

Action  View Help

Sk l‘6|»

Computer Management

& Computer Management (Local
4 [} System Tools
b t:E_) Task Scheduler
3 @ Event Viewer
b @l Shared Folders
[ _\h-_' Local Users and Groups

I Performance

3 Device Manager
4 3 Storage

b

b Windows Server Backu
= Disk Management
4 Services and Applications

St & M Bt

-/ O =

Appliance

= Appliance Server0fl & 2 &}

Valume I La)routl Type | File System ‘ Status | Capa ~
Simple Basic Healthy (Recovery Partition) 300 Ny
(=] Simple Basic Healthy (EF| Systern Partition) 99 M
(=1 Simple Basic Healthy (Recovery Partition) 76.29
(=N {8)] Simple Basic NTFS Healthy (Boot, Page File, Crash Dump, Primary Partition)  155.7] =4
[="N{'H] Simple Basic NTFS Healthy (Primary Partition) 7449,
o (X:) Simple Basic NTFS Healthy (Primary Partition) 7218,
o (Y3) Simple Basic NTFS Healthy (Primary Partition) 223.5
o New Volume (W:) Simple Basic NTFS Healthy (Primary Partition) 2378 v
£ m | >
y
-~
it —
Basic WAl
7449.88 GB 744587 GB NTFS
Online Healthy (Primary Partition)
CDisk 2 |
Basic New Volume (W:)
237.84 GB 237.84 GB NTFS
Online Healthy (Primary Partition)
aiDisk 3 I N R N
Basic e 3 (X2 2
_545:{_5-33 GB ‘300 MB | |99 ME || 155.73 GB NTFS 76.29 GB | 7218.46 GB NTFS =
nline

Healthy.E Healtt || Healthy (Boot, Page || Healthy (Recovery || Healthy (Primary Partition)

LI Ct.
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Arcserve UDP LJ| Ol M & A8 +=&ol= & H
Ol &M= s =HE UGSU L
" S & POl Arcserve UDPOIOIEH ME A2 HIOIH B2 =t
= Al CHA S M ssb& 0tol 0l &
" Arcserve UDP 2 S0l A OIOIH MEAS MX g &0l
" Arcserve UDP Z S0 A 2= HE CHAl AL A
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rcserve UDP G| O| & M & A 9 (4
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J >

1. Appliance & & & BtO| =
2. ol HEAE &Ko
e MY

2~ £ Applianc

Ol 2 E Bts= LICHO: "v:\data").
IS Y= M0t ol HZ

as_gddmagr.exe —DataPath Add <data store name> -NewDataPath <new data
folder>

as_gddmgr.exe —DataPath Display <data store name>
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Appliance Server 8100 + 8 TB & & & &t

Appliance Server 8200 + 16 TB & & M Bt

Appliance Server 8300 + 16 TB = & M Bt

Appliance Server 8300 + 40 TB & & & Bt
FHE =33 Al 2.
M SSDOIl ol Al = £ Bt & LI CH(Oll : W:\Arcserve\data_store\hash).
GOl HEAISKNEJA=A &S LI SANEHXN E2 3
P Arcserve UDP Z2Z 0l A OIO0IEH HNEAE S A &LICH
Arcserve UDP 2 Z U M OIOIH HEAE +=HStD HAl CHaS

W:\Arcserve\data_store\hashE & & & LIC
s ME L CH
S0 M OO0lH M
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Gl oy A

Arcserve UDP &
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L

X+ SH
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Arcserve UDPZZ A 2 HE CHAl Al &

Arcserve UDP Z2 =0 Al 2 Al SX & 2= HE 2 CHAl A& ELILCH.
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HESRID d MF = OldH

HERI P AR EE 0l ol

Appliancell JHER QA 242 AMSatH JI2 M3 Linux 2 Y A B (Hyper-

v2tel X0l E Al S = Jt4 0l S Linux-BackupSvr) It NAT F Ol Al & S &

=AH OSH 22 01&E0l AsLILCH

" ANEXEJ2 MELnuxS SAEQESHAE ERIF AUSL
Ct.

= AtE A= Linux 28

MBS PE LWEHA AN N
SEBUERIAY AFHW A
of

" Linux S MHE 2 e = UASLICH
Appliance Server2| S+ L EE Soff M Bt

=H=EA
Linux 88 MHO A2 = ASLILCEH.
HESRI L AR EFE:

* Hyper-V 2 2| X} 0l Al = Linux-BackupSvril 2 A2 & = LHE & 2 It &
AR X Linux-BkpSvr-Switch€ AME & = U & LI L.

o
- TS UEHYIA Y
X

.l

Virtual Machines
Name B State CPU Usage Assigned Memory  Uptime
B Linuwc-BackupSvr Running % 4096 MB 00:07:26

53 Virtual Switch Manager for APPLIANCE

# Virtual Switches <L, Virtual Switch Properties
_‘1‘3 New virtual network switch

0 . Linux-BkpSwr-Swatch Name:

s | Internal only Linux-BkpSvr-Switch
. .| |® Global Network Settings ;
Checkpoin Motes:
1|9 mcasressrange
Connaction type

What do you want to connect this virtual
() External network:

Broadcom NetXtreme Gigabit Etherne

L Blck1:

(® Internal network
() Private network
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HWESRD 24 M = 0ldH

" HHE\HWERY T L 2EHGE\NHERFYT HZ0 "Hyper-v It & 0 4!
HEE "0l S0l "LinuxBkpSvr'E & H U_SLICH.JI282e g 0l A<
Xl o IpvaE CtS I 2 0] "192.168.10.1"2 & M S LI L.

& LinudEkpSer Unidentsfed network Hyper-W¥ Virtual Ethernet Adapter Mo network access
% LnunBlkpSyr Properties = Intennet Protocol Versicn 4 (TOP/IPw) Proparties x
Metwodorg  Sharing | General

Correct usng mmwvwwwmn;mﬁmwkmh
capablity. Othenvise, you need B your ncbwork: administrator
& HyperV Wibual Ehemet Adapter fur e soproonate [P seitngs,
() Dbkain an 1P ackdress automatically
Trnmrrmmnﬂﬂermm. ] () Use the fob P sddress:
% I8 Cherst for Microscht Netwosks ) 1P ackress: [92 88 0 . 1 |
o T Fie s Prrter Shanng for Meroso®t Metworks L
¥ B QoS Packet Schaduler Subret mask: 255 . 255 .285 . © |
- Intermet Protocol Version 4 (TCP /AP f
e Default gateway:
[0 s Micresoh Metwoek: Adapter Multiplexor Protocol e |
B g Microsol LLDF Protocol Diver L ; e
M _meuﬂwerrcpmm w Qbtan DNS server address sutomatcally
L=< * | (@) Use the following DNS server addresses:
el Ut al Froperties Fraferned DAS perver: | - . . |
Transmission Control Protocol/intemet Protocsl. The defsul
wichs anea mestwork probocel thast provides communication
Bore dvens MarConTaRcted natwono [ vabdate settrgs upon exit Advanced...
| (o ] concel
0K Cancal

1 |
" JIE2H2Z S0 A BREON DHCPAHE e s LICH
DHCP Al tH = Hyper-v Jtat 01 & B Ol A 2F & = & LI L.
.

File Action View Help

o 2 XDc= HmM PP

@ OHCP | MName |[‘Actions
~ 5 appliance
> iy IPve Server Bindings Properties ? >

i e IPvd  IPvE

Selact the connections that the DHCP server suppods for senvicing chents_ If this kst is
empty, verlly that a static IP address is configured for this computer.
Comnections and senver bindings

BA 192168101 LinuocBiopSvr
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HESRID d MF = OldH

282 "FA 2'0le )2 M3 Linuxk B HHOHIP
192.168.10.2€ I 2 &= U T = 192.168.10.22+ U S LI Ch.
¥ DHCP
File  Action View Help
= = 7] i]

J DHCP Start 1P Address End IP Address
v g applance

Desenption

192.168.10.2 192.168.10.2 Address range for destnbution

o -ﬂ Pyl
] Server Uphons
Scope [152.168.10,0) mat
j Address Pool
Address Leases
Reservations
Scope Options
Palicies
Policies
rl Filters
& 1P

" SO0l A A FHFE Ol NATE & s LIL.

¥ MICH
¥ MIC2
¥ MIC3
§ MIC4

¢ LirnnBkpSer

B Administrator; Command Prompt

" SOl A AN Linuk S AHOI CHet ZE SIS 2EUS
LI Ct.
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HWESRD 24 M = 0ldH

B Administrator: Command Prompt

" Linux 28 & At JF DHCP A HH Ol A 1P == 2~ 192.168.10.2& Jt M = LI Ct.
IPE I 2 & % A E AT g E (C\Program Files\Arcserve\Unified Data
Protection\Engine\BIN\Appliance\resetdhcp.ps1)Jt Linux2t & &1 6F O Linux
O Al AEl 2 2H = Appliance Windows 0S2| Al A El 2 2 )} A X|GIES
H& e L L

(HHS)EUENT 2H =Y 219
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[root@Linux-BackupSvr network-scripts]# cat ifcfg-eth®
TYPE=Ethernet
BOOTPROTO=dhcp
DEFROUTE=yes
PEERDNS=yes
PEERROUTES=yes
IPV4 FAILURE_FATAL=no
IPVBINIT=yes
IPV6 AUTOCONF=yes
IPV6 DEFROUTE=yes
IPV6 PEERDNS=yes
IPV6 PEERROUTES=yes
IPVe FAILURE FATAL=no
IPV6_ADDR _GEN MODE=stable-privacy
NAME=eth@
UUID=9aebB8090-5e77-4396-bbcd-a5db6d83abb2 f
DEVICE=eth@
ONBOOT=yes
ZONE=
[root@Linux-BackupSvr network-scripts]# ifconfig
eth8: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1580
inet 192.168.108.2 netmask 255.255.255.8 broadcast 192.168.18.255
inett feB80::cB8c:dBdc:bfe7:Bafa prefixlen 64 scopeid 0x28<link=
ether 80:15:5d:0a:01:00 txgqueuelen 1008 (Ethernet)
RX packets 209535 bytes 28563433 (27.1 MiB)
RX errors @ dropped @ overruns @ frame @
TX packets 19202 bytes 1534457 (1.4 MiB)
TX errors @ dropped O overruns @ carrier @ collisions @

lo: flags=73<UP,LOOPBACK, RUNNING> mtu 65536
inet 127.0.8.1 netmask 255.0.0.0
ineté ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1 (Local Loopback)
RX packets 14 bytes 1680 (1.5 KiB)
RX errors @ dropped @ overruns @ frame @
TX packets 14 bytes 1608 (1.5 KiB)
TX errors 8 dropped @ overruns @ carrier 8 collisions @
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NICE ZZANAE 4ot Y H-

NICE T2HAE 24Holes 2 Y

Arcserve Appliance0fl = Ol H Y ZEJI Il &2 MEEZ H [ASLICH 0l 2 &t

HES A SHe B OICIU NICES T80 B LICH NICEI S DM
EHE HOH XX (failover)E ®IdH (e WER A

2
o
Q
IH
bl
x
=)
m

HEHE SHE N T80 HERA RE FINN LM AL T o3&
S RAE =AsSLT

ASoleNCE S 45t 23 EHE NEotes WER A ALK
FE2RELULO.UWERIA A/X 2 MU 22 3t H L Microsoft
Windows =& 2 N E & X3t NIC E | 2.

El =2
WERAD A/AX I R EHH LS A

1. Windows Bt & 3 & 0l Al Arcserve Appliance Ot & AFE Al & & LI Ct.

HUHANCEAIPFELAE 2L =ASLIL.SHE |

B0:DHCPEE DE IPFAINANEHN=ZR"UWERAD
P
NCEON 2D UERAIDUNAM AMEE = A=K HUGHYAIL.

Network Connections

Connection Name IP Address Description

Ethernet 2 10.57.25 H E 2 ;
& Conns i orthi DD Intel(R) 1350 Gigabit Network Connection #2 [ L

2. L5 8= &4dg U,

C:\\Program Files\Arcserve\Unified Data
Protection\Engine\BIN\Appliance\resetnic.bat

240l 2250 US WAIX I LEFE U CH
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NICE ZZ2AHAE 40t &

Select Administrator: C\Windows\System32\cmd.exe l;]i-

N2"C:NProgram FilessArcserveslUnified Data ProtectionsEnginesBINNAppliancesrese
nic.bat"

;onf iguration process started...

onf iguration process finished.

:S\Program Files“Arcserve:Unified Data Protection“Engine“BIN“\Appliance>_

80| 2 =ot=X 2 Q1 6ted B Hyper-v 2 2| X0l A Linux 28 & A

HO 20010t AEHNUNAM S ZFE2 P20 O St ping
HAES e L. 24 R0 2XNE &6t =04
A2,
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DHCP A E HI & 4 3tot= 2™

DHCP ANHH E HIE 4 3tot= & ™

DHCP Al = Il & & 2 2 Appliancell Al 2 H st Tl U= LICH DHCP A
tH = Appliancel| Hyper-v Jt & O O Y! O & B (LinuxBkpSvr)0il A Bt & = of
OS2 At X E Linux 8 A B I IPE DM 2 Appliance?t S &1 & =
Tz EKISE0Hes 92 =X Es UL

DHCP A E HIZH3oldH OS HAHE =3GHA A 2.

[a=)

1. C:\Program Files\Arcserve\Unified Data

Protection\Engine\BIN\Appliance\Configuration\Appliance.properties 1I} &
= g LIC

2. DHCP_ENABLE=falseZ T} ¥
Ol Ct3 2t 20l Liet &L Ct.

DHCP_ENABLE=false

& & LI Ct. Appliance.properties 1t &

AdapterName=LinuxBkpSvr
Appliance_IPAddress=192.168.10.1
Linux_IPAddress=192.168.10.2
3. It s MEELLCH
4. C:\Program Files\Arcserve\Unified Data
Protection\Engine\BIN\Appliance\dhcpdone.flag 1l & = 4t M| & LI Ct.

Ct2 3t 20l bos & & = 0l Al C:\Program Files\Arcserve\Unified Data
Protection\Engine\BIN\Appliance\resetdhcp.ps1= 4! & 5t 04 DHCP Al H
MBIl A E dl & 4dsta L C.

C:\Program Files\Arcserve\Unified Data
Protection\Engine\BIN\Appliance>powershell .\resetdhcp.ps1

(RHSEUEYT T &Y 223



t

rr

==
==

ol

AE X E Linux B AHS IPFAE 74

AT SXE Lnx B A P ELS D
JERE

ME X Lnux B H MH=E JI=28 2 2 1P192.168.10.25 At E ot
Appliance Server2t S &1 & LI CH. AP S & X = Linux 84 & A B Jt Appliance
g

Server2t S&lote &A= Ololiote & AFE Z X & Linux /& A B 2| Ul
EAD AH0 et EE= FXotE AL,
AME EXE LlinuxMWH AH IPFASE XEotHB OS HHE =

St Al 2.

1. C:\Program Files\Arcserve\Unified Data
Protection\Engine\BIN\Appliance\Configuration\Appliance.properties 1l} &

£ g LU C.
2. Appliance_IPAddress & Linux_IPAddress2| 1P == _._§ e e LICH ol
£ = ™ Appliance_IPAddressE 192.168.100.1=2 & & ot 12 Linux_

IPAddressE 192.168.100.2%2 & & & L| C}.
&0
+ Appliance_IPAddress2| IP =24 = AFS & X & Linux 81 & A H 2
SAGte U A8 = WE KT 2 H H 0l A LinuxBkpSvr
(Hyper-v Jt & Ol Y HE H )= & & & LI Ct.

¢ Linux_IPAddress2| IP = A= AFS X E LinukHE NHE &
& & LI C.

10

+ "Appliance_IPAddress" 2t "Linux_IPAddress"Jt S 2 8t A E Ul E
Ao IPFAE MBSt &GN AL,

=8 It B == 033 25UCL
DHCP_ENABLE=true
AdapterName=LinuxBkpSvr
Appliance_IPAddress=192.168.100.1
Linux_IPAddress=192.168.100.2

3. It = MEELL.

4. C:\Program Files\Arcserve\Unified Data
Protection\Engine\BIN\Appliance\dhcpdone.flag It 2 = A+ H| & L| C}.

5. C:\Program Files\Arcserve\Unified Data
Protection\Engine\BIN\Appliance\resetdhcp.ps1= & ot U E R A
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ME X & Linux 8 AH2A IPFAE 24

Ol & H Ol A& LinuxBkpSvr & AF& & X & Linux 88 MEH 2 1P 4

s MHEd L.

PSSR

Linux_IPAddressE HZ ot &M SO0l AHE & X = Linux 88 & M B

B E D CHAI AL EE L

L EE LSTEANMUSs EE=s &L

C:\Program Files\Arcserve\Unified Data
Protection\Engine\BIN\Appliance>powershell .\resetdhcp.ps1
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AZE 2ol DNSAH O A 22 & 28I

o

Microsoft DNS M HH = M B AL Ol
Bl J)l== NJELICHOl JIs2
st el =42 [ DNSOHI Al & IP = cSEY X2ASLC. 2
OIO*E(Q“NIHE SMHHM FAE AFZ2E LICH CHS 0l DNSIt 0] 0l
Of H2E XotHASE Z Y HAMS MEBIIHIPTFL SFEO &
/\‘ljf HIE UL F,008 = JAHMWM =20 M =sE2 0HAY2
2 0lsgL.0lE | 3 €& otLtoll &4 0|0l ofLt et
258z e %
Appliance0ll M 2 E IPva =22 H 2D EE
Ol =Jtoltd WIERA CTHHEHI Ol A ALOIO 2ot 24t B8 & Q
LI CF.

SENMS A AMNSHEAdRE 2
ot™ m

yserver.mydomain.com il CH

H” o
<
=

AN 2t 2ot 240 CHSH REAISH LHE 2 RFC 17948 & X0 A Al 2.
FIHPFEL0 St dZ2EE T 0|8 MEIA AHOMH =16l &
eH

MB0ol = 0la 2 NICUER T &TEH Ol A IF=)IJE QLA LE NICO T
P2t 0l 3R T IPF20 Ut "A"d2ZES S0 =P
=22 Hd2ESEDNSAHON F=IOHE &= JAS U CH

ol :

M B2 DNS & A E 0] &0l <myserver>0| 11 DNS &= 0l 2! 0] & 0
<mydomain.com>0| 2t 2 J} B & LICH. Ol MHH =S U Z22 FIPFL
ot g &= LC.

=

st
I

" |PAddressl
" |PAddress2

| St IP3=2A 5 DNS A H Ol =It0td H <mydomain.com> & S 0l CH 2
d 22 F e Ad2EE ¢tsL L.
" Myserver A <IPAddress1>
" Myserver A <IPAddress2>

Z2IPFAEINMNLAAR OSU Z0 2 =40 DR
HFIH2 A"l Z=EE O 2ts LI

M oo
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https://tools.ietf.org/html/rfc1794

Appliance0l M UIER 3 A S &0lIot= 2H

" Althamel A <IPAddress1>
= Altname2 A <IPAddress2>

Ol Bt S AP0l S &0l X = Altnamel0f] CHSH H el E 2L [ & &
IPAddress1S Jt H 2 1) Altname20ll TSt R E BL M=
£ JtHd s LUl L.

Appliancell N UIER 3 A EIE &0Ql5t= 2 H&

ApplianceNetworkStatusCheck.ps1 &= ¢ £ At & Ot ({ Arcserve Appliance Server
Ol MEBtAMOI M UERZD HEH0 et EEE =& ot 10 XML & A 9
SIAEMLESLIC.0O EDNMHN=UERID HEH, UHERI AF
X|, Hyper-V Jt & A 2| X|, DHCP(Dynamic Host Configuration Protocol), DNS
(Domain Name System), RRAS(Route and Remote Access Service) & M H 2| CtE
= 240 st 20t e = L.
ApplianceNetworkStatusCheck.ps1 &= ! = Arcserve Appliance Server UDP V7.0
SO0 E 10l AHEE = UASLICH

0l &2 AtE 3t Appliance Server HIE R 3 M El E10 M E M 46t
HOS HHE =} A L.

1. 22| Xk 2 Arcserve Appliance Server0ff & 21 91 & L| Ct.
2. ¥ TEZTEEZ2N E(H AXNE YAEELL

C:\Program Files\Arcserve\Unified Data Protection\Engine\BIN\Appliance
3. ApplianceNetworkStatusCheck.ps12 & ot E DM E M S & LI L.

#Powershell .\ ApplianceNetworkStatusCheck.ps1

Bt M IF Ee2l 1D Appliance Server2] M BFAE Ol I E R 3 &E &
DANIFEAE LG
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MEXNE E3ot] S0l A =40lU LSS S XotHAH

LSt &2 2EHXQ LA =O Atgt=S =0l OF & LI T

" EMIClassA Z Hl(HI 2 U A &Hdl)= JHEE &80t ofLl et & XD &
gossgedEUA U2 SSELIL. BHIHAL ST
Ol B0l ==2lollOF & LICH

SO EE JIIZ2ZM BT £= ALE
btet, JtE 22 XS0 M AMEcte A

210 oM Fo At 2 Ustdl =200t B2 LICH XM St WE
Arcserve K| & (https://www.arcserve.com/support) &£ = 0079885215375
(CHEt2I=2)2 22 6tA Al 2.

" S0 HA S &R0 &4 B20 ekl S22 AL
LICL. &2 X0 UALH ZE ZHHE JUHEZ X ot1D Arcserve
Xl & (https://www.arcserve.com/support) il & 2| 6t & Al 2.

" HEU0HAE NHE S EX0 X

=
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ot HXIJtgle =, Z et &40
Ch.E,8J1 85 £ 8XIIE0| £dote X2 Llotd A2
" St Ol HEXNE 8 2HME 2XH0 SOHOF&LICH 220 I
ctotlhe 83 S5 X L= 0d 88 = EXIHZctolH
A0 ZEHE2Z2 EXE SHE SO ERELIL
" MEE FANME HEU0HAE ASESE = JASLIT
- NMElABEMH Esdigd 20 A= Hete 0l =2 =
S & X0 et uss g2 A0S = UAsU
Ct.
- ERA S ENEEDIH B HES Solfl 01EE
UM oS 20 tHet 2 22 SME EsLIL.
" SO0l AHA A EHIHA HSU0HANAM 2ElIE BE 24 2
A2 A2 U ESHOS A0 FEAIL.
" S0P AZ HYote sHllle HFE E A= A 002 D EHO
20l &)z EFot ALt L B sS0HE =UA=s EHE2 2
FE A EoHA A A2,

229 Arcserve Appliance AE X} D101 &


https://www.arcserve.com/support
https://www.arcserve.com/support

i60

o1
K-
be

ol

ol
Rl
1l
oll

" S0 AU U

oll
ir
%D
)
IH

HE= &8I0t Sote 82

I
)

oI 3l 2 D

= PCB(

ral

ioll

i

=
1o

=

X
0D

" HECHOIAHAA L2 XA ASHA

LEAFE AtE0t0 & Z X0l 2 F

0 0FE

b

[
=

i

A

ct Ol &

]

of

i0J

ot Al 2.

& =9 Atg 0l ol 230

: Ot

+



I N =9 ALE

[z
o
e
pal
M
10
=
oot

=

00 0R

SIS

rno +T

[
my U

0 M o

-
10
o
b
e
10
=
o
Pl
Z-|_I
ra
| >
0
>
[
o
rH
=
Im
=
2
l][¢
I

10
10
o
o,
o
P
I
_O'j
=
L
¥
W
1

e |- 0
40
ﬂ

n
=

Q (o
1> 10
ﬂ
bl ]
o
kJ
48
=}
Qﬂ
C

=

H 40 SR>
[m)

o
mo 4J [N o
pal 0x

J
a
>
=
(_)'ﬂ

0

N
T ©Q 0>rme

njo
>
bl
(=]
L
=

Q'I_l
=
rr
(lon
>
bl

o 2
Ql

Q
<
¢
o)
o
<

\}

=

0 o

MK > [

B o 0
i N I

W
=
rr
0o

T o
][s
Hu
= g
In
u
it %S o
|T

kel

o 0

o M

fr U o
o
°
e

o
T C
>
10
U 2

rr
e
Pl
H0
02
i_l -

or
o
2 2

- Ol
_=
(@)
ol
Yl

r

0
o

Q = o = I
-
(el

=
by 10
<
niK
o
=)

P
>
10
0
rn
P
0
0K
il
0
i
=
x
2 o

U|0 r;lg

2 Mo

{0 |- 1
Lo FO
Bal
10

(@) .
- 0
(_)'E
i
a
L
=

oo
J
ol
HU

o A
&
=)
X
J
1%
1]
2
rr

et 8 AAX
CtE ALE 0l 2 X0l U

n —
J
ol
o
Q p—
n
Im
My
2
19
Hr
o [iz]

g

=
a

o

J o
&

=2 AIESYAIL.0l=
C

2% 278

= r

e 40 o
by
x
e
°

R =

FE =0t gl &4 2

Pz 20 o8 e x = x

oy
ol oy Y Hu

HU oY S A

40 Jn 10 gu
Z tq Mo |

U = (r o 1o

o &

20 mm e g w
10

0F 4 = £ oz
qr fr

| ]

v

2

%

I

e =
(2

g

o O o A

o N0

F;

02 MM
ar o
=
>t i

» =
Ll
g
10
E

O

&0 &

o 2
= =
p]

rﬁ
M e o M QM 200 x>

e =

A SAHADIFJA00FotD X &

[z O
£ 0
Rl

S
2 o
=)

& 1n
Eor
- o

" A2
S gt A

BCHHS HRE RS 24
LICH Ol BEf2l= M= MOl AN 2 3ol
SHEE | MIZC 20 DA BLCH AR S
BHEf 2= M ZE e A KA o et Bl Al 2.

"= DVD-ROM &l Ol M : 2| - 0| Al 0l = DvD-ROM S 20| E It & = &

| [>T |
As +=AsUG. =2 AMs S 2L dOH FL0 HE =2

a

F

= 0
3

on 0
10 —

oo 2
lo ¥ M0

=

op =

on 2 0y
2l
10

rr
:

FA
19
10

SN E=oI) A LS 2NHNE EAHLHNEEHNAN 2 HE2Z
X E AECHA OHA A2,

231 Arcserve Appliance AE X} D101 &



<

FCCHE &

3
K

RO

FCC #

K4
0l0

1

20l AA=FCCHE M 1522 &=

ol =

201 HEE L L.

LI Ck.

A
=

ME YOI &

i)

i0J
0
o

Ok
Ju

ctOl & &
ctOl & A

E=4
=

= 0l O
= 0l o

I
ol
<
o)
Ju
o3
<F
ol
ol
0]
ol
1o
Rr
JuU

()]

02

o)
0H

Ju

=S
=

LI Ct.

__OH_

H OF

HAE 2 FcCcHE M 15X 0 e} classACl X & &

0

A 2t
L

Ol
<J
o}
Uy
O

)

<]
3

Te)
o0

Ju

-

KO

B
KO

Rr
ol
<0

3

3

0.

LICH. Ol A

ot

o)

o
o

b

=
=

SZ 0 A FH b

LI Ct.

oll

ol
<
0}
o)

-
1o

o
TT

Of

& S

]
e

04

=)

(]

o
L

X

F

A

al
=

Aq_sULCH F=H NS0 A &

=IDN

A Ol ket

A O

=2 o
A
=

=
S

(@] 3
2l o 2

& =9 Atg Ol ol 232

: Ot

+



ESD ==2| Atg

ESD == 9| A} &

ESD(E & J| & H)
Ol Xt0l € =3ato
2 )| ool & A
E,ZZAM
of OF & LICH A
FEMAN 2ot ™
» M) B2 MZ SEoAH MEE
HEs Aol I EEHS 20

AL,

= Ao g&= Mot fiofl H&A=E E XA
HA2.

» HN)| X L= ESDEHD| & N) Y 2= LE

EI’W
4o A
on QN
= U
™

to
mU
o
m
)
O
2 .

" g "J
o [P

JH' E
L o]

rr ||']

i

Q'E

10

pal

1M
10
=
0o
([
a
g
[z
o
0

2
Im
1
=
m 0
> [

o =

on t0
= gu
=P

(It

>
1
Ll
=

Iba

s
Jo
>
Im
1
nio
=
0l
[el]

F

021
I
o
J
0
ol

b
=

0

=
B,

CB(CI 4 2 2 Il E)= AtESHI| X E& | XS

¥ o

=

s
> ol
0
£
= I-O
>

SEEHUINE0N EXNE =25 =HE B

[ ]
204 JE H0

oIn o = 20

-‘._-!'Oo

PCBIt 20 E€X HE=EoHAANLL. &= AEES HE &
&otJb =Xl Z =]
Ficlet ZsUG. .23, =8 &, 022l 28 L= &F

Ot Al 2.

1>

asm

Mo tT O¥ 4O

n
i)
T o

[ ]
O x

=

mw g & A 22 =22 14

u
A
bl

c 2 101n o

[Re)
x
&

233 Arcserve Appliance AFE X} J10l E



H S }Z&: Arcserve Appliance0ll Al Sophos & A

'69.

fon

0] & & 0l M= Arcserve Appliancelil Al SophosE & & 2/ Sot= 280l CH
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SRS T2 Ml A2 LE 2 Sophos Intercept XIF AFE A X| & Arcserve
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20l dSELICHANE=E 2E0 Tt A %@’S“E/\‘II £ 2= ot
A2, I E 102401 B Arcserve Appliance0ll Sophos Intercept XJF AF&E &
XNE O UX LSLICH == 2 2 Sophos Intercept XS LI 2 =6t 0 & X
of= WOl EsLIC. &M E&X ZEZAH A0 et RtAstHE2

Arcserve Appllance()ﬂ Sophos Intercept X Advanced for Server == & X| £ &

of&I Al 2.

1. SophosOil Al "Welcome"(&t Z) & I} s &
ol 24 ™ Set up my password(L S d3)d 3
HFN:S 042 DM HEBH HESt=
SophosZ2 2 H 2 HHEO CHol EE 2 HE
)L M S eEsLIC
OO0l Jl& D2 HEO JU2H HEZHAN sLst DB HE 2
Lt Ol & 2] Arcserve Appliance SophosE & & QIS & &
0l &2 X HE =242 0] "Welcome =

)
oW for M

& H ELICH Ol = ArcserveZ £ E Zip I

2k Xl
Sophos 82 2SS N &0l Z&& At HLYsS esLICH
Welcome to Sophos Central TR

da-nat-rephi@central saphos. com

SOPHOS

| ¥ d 5ol wp, Wou Can kg g your acoound wilh tha nlo Balow

d &y SOPHOS ¢ 3013 - 2019 Sophos Limied. AN rights reserved

2. Arcserve Appliancelll Al SophosE & & 2/ &Sot= S JtHAl & & 0l Xl

S8 UL
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ch &8 10/ LE &8 200 LI=2 S H E Bt=Sotd Al L.

+ 21 ArcserveZ2 2 H 22 X O L
Appliance0l M Sophos & & 21 &

+ SIH 2. Customer Boot.psl A & EE A EZ S0 Arcserve Appliance
Ol M Sophos & & ¢ &

1: 8% HEYLS AEZ2SEH Arcserve
Appliance0Oll A Sophos & 4 5}

Sophos 8 & 21 Z = ol Arcservelil M X HIZ2 S SHziplt 2 S 2
LICH Ot 2l &= 2 ol Ml & LICt. “Arcserve_Appliance_Sophos_Activation_
YYYY-MM-DD-HH-MM-SS” Z2 H Ofl C+S T2 0l L& T o U S LICH

® Configxml: + & U+ 2 L[ Ct.

" Registration.txt: S 5 It 2 & L| Ct.

= Arcserve_Appliance_Sophos_Activation.psl: Sophos & & 21 & 2 %l oli
&l S &t powershell A2 3 & E & LI C}.
SophosE A Z QESIHEH U8 HHE s=8SHA AN .

1. Al AE 22| XF 2 Arcserve Appliance0Ofl & 11 91 & LI Ct

2. zip It 2 =2 Arcserve Appliance0ll = AFGH D 2 Q& 2 X 0ff It <
=2 210 ==L,

3. YH OTEDESEZ D FTEE L0 L& /IXE EH U
Ct

4. Arcserve_Appliance_Sophos_Activation.psi= & & & L| C}.

#powershell .\ Arcserve_Appliance_Sophos_Activation.psl

5. 525| Arcserve ApplianceE 21 H A H Y =4 L 2SS E AL
ot 0 Sophos Central Hl O] X| 0ff & 1191 &t Ct S "Devices(& Xl ) >
Servers(/\-l H)'2 0| = & Ll LCt.
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SOPHOS

Admilm

Overview

Shaw all S8rvers W All Health Status

B Dashboard

A Alerts

A - a
% Threat A

f
E Logs & Reports
-?.L People
"::I Devices

Appliance0l M Sophos)t & & I & & LI Ct.

HHH 2. AQEIEE A2 30 Arcserve
Appliance0fl A Sophos gds

0| &!'& 0l M = Customer_Boot.psl A~ A& EE AIZ 6t Arcserve Appliance
ol A Sophosa Ao ESote Ly e 322 M3 &L L.
S8 SHHE =33 Al2.

1. Sophos Central HIO| X 0l 2 0ot X HY A2 AdSE

A& St https://cloud.sophos.com2 & OI = & LI C}.

& 11: C} & Arcserve Appliance Sophos 1228 H & Ol AZ2 & & X} O €
oA MU= ZR ot 8 HE FAE SE6HD o
=3 ]:“I-'ESOphOSOﬁl_OO.” ANSoHY A L.

2. "Protection Devices"(Z2 & & X|) Hl O] X| 2 0| = 8t & "Server
Protection"(A H 2 S )0l A1 "Show Command Line link" (82 & = & 3
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S 2: AJZ-EE AHESH0 Arcserve ApplianceOll A Sophos & 4 3}

SOPHOS Server Protection - Protect Devices

@& Server Protection

How do | use the installers for servers ™

St

Malwiare protection and |eckdown
Install the agent coto each physical, virtual or cloud server that you want to protect

L Darerllcad Windows Server Installer
X Downlasd Linux Serner Installer

To migrate Linug servers already running Sophos Anti-Yirus to this Sophos Central
accownt, run this command ling on them

Show command Line %
MCS token

opsophod -84 engine registerMCs __,.-"’f
E.r':-'.nl':':.:-'lnll‘-'."n bl 21 4 S ad b Ll h T 0D 35T CabibE 08 PE SIS0 34 6 IEI:-‘.’B-‘.!r-. =i

pmgr-ey-west-1-0a17 upe o hene soohos comd sophes/management/ep

management servar

T
o . jronments @
Protect Windows virtual machines with off-board malware scanning, provided by a
centrad Sophos Security WM

3. mcstoken & 22| M EE2E S AL LILL.
4, 22| Xk 2 Arcserve Appliance Al A& 0 2 1121 & LI C}.

5, S IETEEENUS EH /AXNE g L.
“C:\Program Files\Arcserve\Appliance\Sophos\Customer_Boot”
#cd “C:\Program Files\Arcserve\Appliance\Sophos\Customer_Boot”

6. Customer_Boot.ps1 4! SH

#powershell \Customer_Boot.ps1

7. BE=SSZEN et McSEZ & 2l M gt g8 U
Sy Aol 2= WX JICHE LI CE.
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HYLs 2B LICH

3. Sophos Central2l Ml HIEEZ S E =S H AX H LA LEL U

=EXNES HEAANL.

4, 22| £ = 2F 22| A He0| U= AFS XHZ Arcserve

Appliance0fl 2 11 21 & L|C}.
1. 2ot A Ol 0l 7 2 ApplianceE Active Directory & 0l 21 0l JF & Al
Il Xl & Al 2.
5. Appliance01| AN Sophos CentralOff & 1 Q!
HOLA Al L.
6. "Product Setup"(Hl & & &) W3 & XHE A LIS Server Protection
(NH BE35)2 8 & LI,

-—

CtS 38l & 46 H 2

]
0o

Product Setup

7. "Server Protection"(M B 2 ) & & 0l Al Download Windows Server
Installer(Windows Server 4X 22N OR2E)8 28 0US
SophosSetup.exe & X| 2t 2| Xt £ Appliancel = H 0l M & & LI Ch.
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EDPHGE Server Protection Installe
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Status vents x
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Would you like to reboot your system now?

Elspend brrer el

0:¢el0lE

H
Ol E&ol A=Al =eloty Al

tE AFE & L.

L
"ANAE E2)E MESHH G0l E = BIOS & 9l
A & = BIOSOI Al & 0l Ol & = BIOS =t 2l

AMAE 2 18 AHEot &0l 0l €& Blos & 9l

Q
0l
M
o
i
1
2
Qﬂ
0z
=
[0

{& HS}E: Arcserve Appliance 9000 AI2| =& E Y0 20l E 246



Arcserve Appliance 9000 Al2| =& iDRACE A & 1d0lE

1. iDRACOl 2 12! &t Ct & Maintenance >SupportAssist > Start a
Collection(5= Al 2 2| > SupportAssist>Z & & Al 22 2 0| =

Ct.

HOIE Z2MA S0 F I L AGHA &

A 0E-Y 1540 LSRO0RT Thai s o roat from 10,57, 0297 wabeg GUN I logped o,

FOL0E-TF 181035 SRVES Thals Supymen 1B iR Suren 160 ILinril et it iowh Ho fud ol Puilly ¢t i

20L-00-29 151004 SEVINE Tha: SupporbAasist Save to Local cperation is saresd

O 1RG0 SRVLGE Tra SumpportAaaind job D GT062 5574064 b completed

FOTH-0S-TF 15:10eD0 SROVDES Tt SippartAda i Tt o e Bt i futomiifully Sormphited

SIS0 LRGN0 SRVORS T SuppportAas i Colsction TSR0 POELRAEDO 1A SCTNHOL i ks sucosaiuly orsstedl

A0 151013 SEVOOT Tha Supportfsslst System information collection operation b sucoesshully complefied

A0 151013 LOGD0 Tiree curmeni Lifecyoie Log bs suoessfully created for th view or export openation.

ER0EIY 151007 LOGO0E The pomplete | ety Log was succesifully oreatid for an gt operation,

FALPLEIV 15054 SRVIOS Tha Suspee LA HE Sy i relon vt o b T s §T501 H LT

U003 LEA0FAT SRVOO1 T SuppportAas b Ciollusothon oparation b stasrbed by SDRAC_GLIL

WEF0ETY 150947 SRVIOS The D Logs e e fromthe SupportAsshss collction becanse the Collection datals g fitersd for personally Kestfiable
Information

HILGOBTT 15T SEvLaT T‘I-"‘{ﬂlapl::mx-!|-..:1.d-c|"nl—.“rl‘-|.;\p:flal\.\.'l\.‘.l|r'ﬂ!m:n'.l_'m-!h!l.'ﬂ'.-:‘.:ﬂ1.1.|!j A bombegg Tierecdor parionuily ident okl
Infermution,

e e oo oot e e e L e e

i 0E-J9 150925 RACI1FS Lha resct oda 1P DOLST, 1257 rcponiei b 12 0t | conifipur atice chargs 1o SupportAdiahs uidng CUR

20170879 150853 SELF#] DOEM ol Tt v

S0L-0-29 1R0RLY ORI L ot compissted.

A0UR0EIY 15084 PRIS Wiershon charge detectind for BN Sreeare. Previoud verilons 18,1 1, Current ventlonc 2 211

iDRAC® CIE HOlA £=BIOSHAH SOOI EEH

BIOS & Ol

iDRAC & CTEHHI Ol A0 2 O QIGEHLE Al AE BlOSE S HOF €U0l E
S BIOSERH HE = &0l &L C.

Arcserve Appliance 9000 Al 2| = £ iDRAC & 9l f

g 1dolE

ol &80 M= C

iDRAC & | 0 H

0/0
A

FOH
=

nio

e
02

S|

—

iDRACE A HE =

m U} tH
==

1: iDRAC &!

ol

2|

S8 UsS YY

o -

rir
0
I
nio
Uz
02
oo
-
Q

= OotUE A= ELICH

CIEHH Ol A0 M iDRACEH A AH BHH & £ J|

= 5B 2: BIOS Arcserve Appliance 9000 Al 2| = 0l Al iDRAC E 2 H &

20

247 Arcserve Appliance AFE X} J10l E



Arcserve Appliance 9000 Al2| =& iDRACE A & 1d0lE

iDRAC R QIE/HI Ol AN M iDRACE RO HAE &
|

OS SGHE =t AN 2.

|140
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DRALC Settings + System Summary
SERVER INFORMATION
..... i el
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DHAC Finrmiware Versaon 21 [ 1
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Pl Version 2,000

CURRENT DRAC NETWORK SETTIHNGS
DRAC MAT Address Dilegdeta:TADTED
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Current Pvd Satings
Fv4 Enablad Yes

DHCP Enabled Yas
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=8 ] 1
O Wi Vi gaon 321,201 (Buid 300
[ Emerpeiss
Pl Version 200
CURRENT IDRAC NETWORK SETTRNGS
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Swccess

0 Device: iDRAC, Application: iDRAC
Update Successful,
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Arcserve Appliance 9000 Al2| =& iDRACE A & 1d0lE

LICH a0 =01 22 & As LU L.

E= g nicgrated Rormole Acoess Cortroler 9 | Erberprase

M Cunhioard X Syvbwr W Slaage - B Confsgurpimn = T Mmnderanos - B WAL Sesinen

Dashboard

B Health information

¥ System information

SYSTEM IS HEALTHY

Tywlem Heakh Slorage Health

L
26t &0 0] E &l iDRAC & QI
t = BIOSOIl A & Ol 0| € &l iDRAC &t 9!

[
o
X
>
(@)
0
e
o
=
(=
e
I_l_l

ANAE 2 18 MEOSHIH &4 0| E & iDRAC &
0l
Q.

St Ct 8 Maintenance >SupportAssist > Start a
2t 2| > SupportAssist > 2 &l & Al =) O 2 0| S & L

A

it

S EHE x=&ol

1. iDRACOHl £ 119!
Collection($& Al
Ct.

2. 2O0EZESID UUHOIEZZMA SO QLEOF L MGHA &
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ZE0UA Linux M AHE AZG6HX 28

ZZ0 A LinuxHH AHE HEGHK =&

Arcserve UDP 2 = 0l Al Linux B & A H £ oled ] ot™H A Z 0| A If
OF 1] W 2FAH T AI D LFEFE LI CY
ofZ &y

d Linux " AAHE HBOIK L E B HZES 24610 2 X

Ol &F A ﬂAL—H}

2 2HE 2o d®

N
[

ifconfig

4. IP—’F— Jb 192.168.10.20| &4 Arcserve UDPE2 S 2 0| Sotd H&H ot
= Llinux B8RS AH =2 A0 0l EgLLCE.

5. 1P 3= 2 JF 192.168.10.20F OFL| % "DHCP MMCUHI A S Ml o Z2 " &l & 9
INE=R=NIIZ= 0N

DHCP MMCOl A S Al ol Z

SRIEH0| A A0 A DHCP A H A Bl ADJF A ESHH &

X &olgtA Al 2.

1. "M 22 X", "E 2", "DHCP'E Xtdl 2 & et 0l i DHCP MMC
(Microsoft Management Console)E Al

02

LA

rr

2. "Linux MEH" &= &, "Ipvat, "EH R "E & & oD Ofell ol 0] &0
192.168.10.091 & 2 JF U =X =21 & L Ct.

1=
4. Linux S MHO 2ot s FE =2 &8s LICH
service network restart

5. Arcserve UDP2 5 Z 0| SolH HZold = LinukHE A S EE
A0l E &L L.

Ol Ml Linux & MBI 2S00 M S 28 UL
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Ct& Appliancelll A Arcserve ApplianceE % & &
I s==EJI20&
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Appliance ANl Al ApplianceBE e [ G2 3 1 HAIK It 8= 2 7]
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S2XNEMNMH AAHAZ EFSSLIONE &8 = JASLILC

of Z &¢d

1. UDP 2= 2| RPS 2 0l Al ApplianceB = =2 HIOIH H&EAE SA &
LI CF.

2. Appliance BUl 2 2121 6t 0 [HKEY_LOCAL_
MACHINE\SOFTWARE\CA\ARCserve Unified Data Protection\Engine] Of cHf Ol
AU_es == DY HANAER IS AMELICEH

3. Appliance B .= & 0l Al Arcserve UDP Ol O| & E & MBI A S CHAI Al &
&t LI Ch.

4. ApplianceB = = 0l Al UDPRPS IOl & M & A AMHIAE CHAl Al & &
LI Ch.

5. UDP 2 I " E "2 E
£ %*HIOIE@LI Ct.

6. =7 N&E M 2= 0l S0t ApplianceB = = E S0 0l E& LI
Ct.

7. JIZ HOH MEBAE | HH a2 8 TSN Appliance B
RPSZ Jt M & LI Cf.
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1. Appliance BOl 2 11 @1 3t (4 [HKEY_LOCAL_MACHINE\SOFTWARE\Arcserve
Unified Data Protection\Engine] Ot i 0ff R = == DO &l X A E 2l 3|
£ AMHIE LG,

2. Appliance BO| Al Arcserve UDP Ol Ol & E M HI A S CHAl Al & & LICE.

3. UDPE2 BN M "=E""2E T E"HOZ 0| =560 Appliance B2l =
CE Y00l EgLCt.

Linux " AHIIHERIAS “EQ ELIE
= Q38

Linux & AHII U ERZIS =2 SAE = A sLIL
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Appliance Windows AlHH Ot IERI 2 S =2 SAIE &= 1 2 ™ Linux 2

G ANAHE = S8 E = S SLL

S8 SHE s=85ta Al2.

1. Appliance Windows M HHUH A =S 0l HAAS = A=K &0l gL
Ct.

2. U8 fXzZ 0lsdtd WERK A o ¥ H LinuxBkpSvrlt L= Xl & QI
& LICh.

MAHE > HWESRZAT & g > HERKI HE
3. LinuxBkpSvrot 1™ & /X 0lsot Sl 1 I e
adapterNameChanged.flagJ}t QU = X| & 01 & L| C}.

C:\Program Files\Arcserve\Unified Data
Protection\Engine\BIN\Appliance

adapterNameChanged.flag It 2 0| 4 2 ™ Xl A & LI Ct.
4. U2 AXNZ2 0l=otH et E L |2 BAA 22 E Al EELILCH
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Linux & AEHIIUER I =2 SAE =838
E= UWERZ AHMHOIA L LinuxBkpSvrdt LIS EI O AL H OHE H
HE A HE LG
6. O3 #AX

Xl Ol M dhcpdone.flag Tt 2 2 A HI & LI Ct.

C:\Program Files\Arcserve\Unified Data
Protection\Engine\BIN\Appliance
7. S 20 FHE=

oS O

=2 AMEZ73LW C:\Program Files\Arcserve\Unified Data
Protection\Engine\BIN\Appliance =

O E & &6t resetdhep.pslS & aH
& LI Ch.

C:\Program Files\Arcserve\Unified Data

Protection\Engine\BIN\Appliance>powershell
.\resetdhcp.psl
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Linux W AHOIUIER I DNSEDIME JIINS &= AUS

Linux 88 AHII HHESR I DNSEOIALE DI N
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g 498

DA IP3F A E Appliance Server2 &3 & 32 UWER D AU AE CHA
|IFOF Linux 88 & MOt UE S 3 DNSE Ol AHE QHPEJH ISR

ESN s =1y OIE ol of LIHUXUH(}I ANHubP 2 £ 2H2 E 4 E Ml Ot
SEMSHLICH Z2UECZ EAM 2H W20 0 Lmux“”o*/HtH% AF 2 GF
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UDP 2 0l M Linux Bi & AEHIF 20| 22! B2 Z0F USLICH &
CEHOOIESE MEG6IH Linux 2 MHE HHOEE =82 H =&
M AN 0020 sMoe 2 h A ESLCH 28 P34 D Appliance
Server& & H T H Linux 8 MH I UIESR D DNSEOIALE SHEE N
HHE2 = A UL,

ofZ2 ¢
Ol = M E ol 20t ™ Linux 8 =& 0l M /etc/resolv.conf It 2 = & &
QIOIESI SHIZ DNSEOIAFE FII6HA Al 2.
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"BHAOZ 22T =RPSH EM"EHAINM A 2E2 F=II6t= SO Arcserve UDP 2 &0l 2

Oil SFIZAS

Arcserve UDP Appliance v6.5 2 00| E 10l EF O Z 22/ 2 = RPSU| &
HEIAIAE Fotol) FF LW UOEAHEH0HA BEH Y
SAE OIE/IPERPS(EF A E MH)E 2 & SHH Arcserve UDP 2 = 0]
ChsS 2 F Ol Al XIOF & AlE LICEH.

& 1:0] M = Arcserve UDPVv6.5 S HIOIE 30/ &2 J&2 HAEO| U=
Arcserve ApplianceOfl Al ol 2 & % & LI CF.

LR UAKX:ZZ ZES HE04AL2.

resources
Modify a Plan Agent-Based Windows Backup Plan Pause this plan m Cancel Help
Taskl: Backup: AgentBased @& TaskTipe Replical to & remotely-managed RPS - (®) Delete Task |8

Windows

Source Destination Schedule

TaskZ: Replicate to a remotely-
managed RPS

Remate Console 10.10.255.255 (administrator) -0 m

sksicll.

Add a Task [ . ]
Usamama adiniskiator LY Please select & remote console.
Product Installation Pasgword
Pon 4015
Protocel HTTP ® HTTPS
Enable Prowy
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¥

o=z Z2|Z=RPSH SH"EHADUNA = 2EE =I1dl= S Arcserve UDP 20 2

A0 CHoll @A 2 2e|Ef=RPSEH AT E X & ok
=AM Al L.

e 0

C

0l 2

= ct
t= &
1. 22 Appliancell Tt S d A AEC| AZ 0l A GUDE A Xl & LI L.
HKEY LOCAL_MACHINE\SOFTWARE\Arcserve\Unified Data
Protection\Management\Console\GUID

2. PowerShelll M OIS &S AE3H0 I OIE HIOl A0 A GUDSE
AT ELICF.

rulru 9

$database ='arcserveUDP'

$server ="localhost\arcserve_app'

$sglconn = New-Object System.Data.SqlClient.SglConnection
$sqglconn.ConnectionString = "Data Source=$server; nitial
Catalog=$database;Integrated Security=SSPI;"
$sqglconn.Open()

$sglcmd = New-Object System.Data.SqlClient.SqlCommand
$sglemd.Connection = $sglconn

$sglcmd.CommandText = "delete from as_edge_configuration where
ParamKey='ConsoleUuid™

$sqglcmd.ExecuteNonQuery()

$sqglconn.Close()

3. TZ HEt0HA BFEHUHAM UDP 22l MEBIASE CHAl ATEE
LI Ct.

4. 2Z AFREH2A UDP2 S0 A T

a. '"TE"RUNZE EEE A LITH
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CtE ApplianceE ZLIEZ AIE0I0 VSBEHATE +3E = US

Ct 2 ApplianceE 2 LIHZ AFE 6 vsB Ef &

Arcserve Appliance v6.5 & Ul O £ 10il Al Ct £ ApplianceE Z LI E 2 At & ot
DVSBEHAIDE £8lole LR VSBEHA I ATHGID CFS 27 Ol Al
XNotg=s 200 EAIELUC

& 1:0] = Ml = Arcserve UDPv6.5 U0 E 30|42 JlE2 HEOl U=
Arcserve ApplianceOfl Al ol 2 & % & LI CF.

SFEUHAMX:ZZ AH [P0 3 Z0tE O £IHH S LICH 2Z E =4090

SlEdaiiy eisenpeca U CE

dashboard resources jobs reports log settings high availability
Severity Al = Node Name 10, 10,255 755 ® Job D 3 # JobType Virual Standby -
Refresh  HReset Export  Delete

Time All = Generated From  wsh2 * Message ™
Severity Time SiteMame Mode Name Generated From Job ID Job Type Message
o THRZ01T 3:04:20 AM Local Se  10.10.255.355 vebi2 3 Virtual Sta . The Virtual Standby job failed
0 THRZ01T 3:04:20 AM Local Sie 10 10. 755 .55 web2 3 Wirtual Sta Synchronize source machine adapter infonmatkon to Vinual Standby su
0 THEZ01T 3:04:20 AM Lacal Sie 10,10, 765 755 wvab2 3 Wirtual Sta The Virtual Standby job copeed data iotaling 0 Byles, the elapsed time
(=] THERZ01T 3.04:20 AM Laocal Site wsb2 3 Wirlual Sta Failed 1o convert session SO000000001 to the host for VM [UDPYM_V

An unexpecied error has occurred when attempding fo convert session
o TNBZ017 3:04:20 AM Local Sne  10-10.255.255 vahi2 3 Virtual Sta be pin

néw Backup 10 star the Vinual Standby job, I the problem persists, oo
(] THRZ017 3:04:20 AM Local Ste 101026555 Vb2 3 Virsal St .. Failed 1o connect 1o remate senver [10.57.21,10], port = 4080
(=] THEROIT 3.:02.40 AM Local Sile 10, 10, 755 755, veb2 3 Wirlual Sta Failed 1o connect 1o remabe senver [10.57.21.10], par = 4080
o THREZOIT 3:01:28 AM Local S#e 10.10.255.755 [ 3 Wirlual Sta Try VDDK advanced rangport mode (SAN or HolAdd)
0 THAZ01T 3:01:12 AM Local Sie 10, 10,255 255, wib2 3 Wirlual Sta Upload meta data to VM [UDPYVM_WIN-9ZKBNUSJ439)
0 THRZ017 30112 AM Local Sfle  10,10,.255.755 vibZ 3 Wirtual Sta Begin bo conver! $es5i0n S0000000001
0 THME2017 3:01:12 AM Local Sile 10,10, 265 755, wsb2 3 Wirtual Sta WVirtual Standby job will convert sessicn SO0M00000
i ] THER01T7 3:01:04 AM Local Sfle  10.10.285.255 wsb2 3 Wirtual 5ta . WM was created. VM name is [UDPVM_WIN-S2KENUSM35]

The source machine is [10.57.27.33), the backup destination is [XC\Arc
o THBR017 30049 AM  Local Sne  20-10.255.255 vsh2 3 Virual St _ ol . ’ !

9T 1deT42d347]] on Recovery Point Server [vsb2], and the data store
0 THBR01T 30048 AM Local Site  10.10.255.255 vsb2 3 Wirtual Sta_..  The monitor server is [10.57.21.10) and is used as a proxy for data tra
o THAZOIT 30048 AM  Local Site  10-10.255.255 vsb2 3 Wirtual Sta . Start a Virlual Standby job with destination fype Viware ESX Server,
0 THR2017 3:00:48 AM Local Sne  10.10.255.755 wsb2 3 Virtual Sta . Virual Standby job started

0l & Ml = Appliance 2 L| & 2t Arcserve UDP RPS Appliance &2 & & 0l = & &t
GUIDJE U= [ & MerLlCh.

VBEHAZDE X0t US HAHE =Y A L.
o4

1. 3d=0M LS Arcserve UDP RPS Appliance 2
A

%'
2 = UDP Al HI

g

C:\Program Files\Arcserve\Unified Data Protection\Management\BIN>
cmdutil.exe /stopall

2. 2 Z Appliance? TS dIXIAEC 20 M GUIDS A Ml & LI CE.
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(=13

2
g+ gl

02
0o

CtE ApplianceE ZLIHZ ME36I0 VSBEHHAIE &=

HKEY _LOCAL_MACHINE\SOFTWARE\Arcserve\Unified Data
Protection\Engine\GUID
3. B =0A US BH= AHE 0K Arcserve UDP RPS Appliance 2
2 = ubP MBI AE Al & &L CH.
C:\Program Files\Arcserve\Unified Data Protection\Management\BIN>

cmdutil.exe /startall

4. 2 Z TFFREHA P2 EWNAM UGS SHHE =& LILC.
a. "HE"FOUAN Z 2l &8 g LIt
b. A LEX HFE 2ot NS HHEGHIIE 2
LI Ct.
c. 0= 26t 2= HES BHES LI

Ol Ml Virtual Standby Eif A& 3 Jt X & & LI Ct.
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HE/ID 4 29 Atdl

HERI P4 28 Atdl

= Z2HE 330 WA WESHAD TH H Ol At

'10

E
ol
;

LI C.

PO 8 & 2HUH A Lnuk EEE

[[oll

HT
= ol
molI

P

1D HEHIIIANZOE MEUWEKAIN A

= St

o =2

ApplianceOll M VM Linux-BackupSvr, DHCP Al tH M Bl

ot= 20l Z5LIC.
XAl St LH 2 2 DHCP Al B E H| 2 A 3} o

> 4

mio

ZE 32 24l
S A=K &
He A O
BA L O T
2 RRASE S Xl
HXAOIA A L.

" Appliance2l S &8t AME UWERAIW WERZ A EHHOIAIF O

HHBEHO U

=d =Y
OlME LI = O =22t2l
AOIO HZ = MOt & A &L Ct.
Sa
s2st A2 UESR A0 M Appliance2t 0l O & &
ct Ol &b EH =

+ Arcserve UDPZ S0 A OO E & &

S 2F HAIX IOt EAIE LILCH

Error

B UE
ol 32 Us &40 LIEE = /A s L.
=

OF Al

ot = O

—_ —

S2st AE UWE R A0 A Appliance2t Of
AHEH Ol & Appliance®t OOl & E = =

0

S tiZotH T

) Unable to apply 'backup settings' to node '10.57.52.13". (Failed to connect to Arcserve UDP
Recovery Point Server appliatest76. Verify that server name, port number, and protocol
(http/https) inputs are all correct and the web service is started on the specified host. For
other reasons, see Troubleshooting in the User Guide.)
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HESRD 4 28 Atdl

sUWindowsssystem32 >ping 10.57.52 .13

Pinging 18.57.52.13 with 32 bytes of data:

18.57.52.13: hytes=32 time<lms IIL=127
18.57.5%2.13: hbytes=32 time=1lms TTL=127
1A.57.52.13: hytes=32 time<lms TTL=127
1A.57.52_.13: hytes=32 time<lms TTL=127

« (IS0 Z20 HO0IEE =0 -|AppI|ance§ E 0| & = ping
m;

C:sUserssAdministrator>ping appliatest?6

Pinging appliatest?s [1@.57.5%2_47]1 with 32 bytes of data:
Recquest timed out.
Request timed out.
Request timed out.
Requeset timed out.

Ping statistics for 1A.57.52 _47:

Packets: Sent = 4. Received = A.

of Z &¢d
Appliance?t IO M E == A0S &2 SEHE HZotHdH US
CHH S otLE =3Ot Al L.
+ IZ2EHBHNAM Lnux EEEANEEE £ =E2
Appliance0fl M DHCP M H A Hl A 2L RRASMHBIAE SXISHLD
Z MOt 2 & A=K =elg L Ch.
AHMStHLHE2 DHCPAHE HI 2 4H5ot= S8 2 &X0HY
A 2.
+ Appliance 2 IO M E S E0HMN O3S HAHE =S LICH
[

Appliance0Oll Al =2 & EHH:
Ol Al ipconfig /all2 & & St O
J

lsstipva =428 JFH S LUIC.

1. posgEd8 5o

2. Ol @ 20l posE Y T & X E 0fl A Route PrintS & &
ot 04 IPv4 Route Table2 Jt H @ 10 Ct 8 1t & 0l Appliance
HA AMASIIsSt2EIPUMFT22 =N SES IS
& LI Ct.

IPud RHoute Tahle

“On-1link
On-=link
On—link
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HE/ID 4 29 Atdl

IOl E = =0l A& E Appliance2 = B T 1pv4 =
JtH = LI Ct.

i < olr 00

B2 20

C:s\UsersvAdministrator>ping 18.57.52.46

Pinging 18.57.52_.46 with 32 bytes of data:
Reply from 1A.57.52_.46: bhytes=32 time{ins TTL=128

Reply from 18.57.52.46: hytes=32 time<lms TIL=128
Reply from 18.57.52_46: hytes=32 time{ins TIL=128
Reply from 1A.57.52.46: bytes=32 time{ins TTL=128

2. C:\Windows\System32\drivers\etc\hosts I} & S == t

the IPv4_got_above Appliance_hostname 2 Ol CH
E FOitot W= 4 # &L,

2

s
et =

@ ol
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PowerShell cmdletsE Al £ &t Windows Defender £ & Al gl

PowerShell cmdletsE Al 2 8t Windows Defender

SY Abdl

Ct

HH S A2 06t0| Defender cmdletsES It = %= U S LIC.

PS C:\> (Get-MpPreference).ExclusionPath

Defender®| Xl 2 B Z £ Jt H S LILCH.

PS C:\> (Get-MpPreference).ExclusionProcess

Defenderl Ml 2| T 2 M A E It N & LI LY.

PS C:\> Add-MpPreference —ExclusionPath "full_path_of the_folder_or _file"
SHE=IEs H2A 220 F=Ite L L.

PS C:\> Add-MpPreference —ExclusionProcess "full_path_of executable_
programs"

TZMAHAM A Y S M2 E L CE.
PS C:\> Remove-MpPreference —ExclusionPath "full_path_of the_folder"
SHE N2 S=0 M X HELICH

AEUERAIAN AFE & Xl &l Linux S A H
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Ct& = A
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SophosZ 2010| &8 & R 3% =JI15 0|0|XIE tHt = 2Y Atdl

H Routing and Remote Access - O hd

File Action View Help
=@ Hm

H Routing and Remote Access | Ty yo— |

_-ij Server Status |

~ [ APPLI=* " " = o . . :mote Access
= N Configure and Enable Routing and Remote Access
i y Disable i Ve secure remote access to
w E_lF" Enable DirectAccess... “figure the following:
! ‘i
E All Tasks y fivate networks.
— eway.
__ﬁ Delete
2 P
2 Refresh
Properties
Help server, on the Action menu,

chck Add Server.

0lo

3. Linux 8 A WEKXIAE AR WEKY AR &F5tHAH Cf

CHHE =33 A L.

a. Hyper-v & 2| X} € & LI C}.

b. Ml Q2 Jt& HER A AKX E s LICH

c. MZ CtEQE IJIA HERIA A/AXE AFE2SIE = Linux X
AANHVWMUHERZI HEH &3 HAELICH

d LinuxHE NHS WERIDA E&EZ2 26N Linux 85 & M H
P2 M HWERI ARXE IP =2 2 DNSE JH A
gt= Al & ol gL C.

e. UDPE2S 0N A &l Linux 8BS ABHE M HEL LY.

f. S ZEE MEdIH LinuxBHd MHE ubP 250 CHAl =

9

A E 0] &: Linux-BackupSvr

SophosZ 2 0t0| &8 E AR & x=J|3 00|
X8 HRe 28 Aldl

Arcserve Appliance0fl Al SophosE & 21 &Sotl st 2 lle 282
2 Set Appliance Image F E ClEIE AMEGtH & =D/t 0|0l XI E Bt &
=S sUC. OZX £2 22,0t & 0 20| Setimage.exe & & 0]

& 14 & LI Ct.

271 Arcserve Appliance AFE X} J10l E



SophosZ E2010| &8 E R 2& =JI15 00| XIE tt = 2Y Atdl

Arcserve Appliance il Al SophosJt & & &= Ol & 2 Setimage.exe B & S
ot & MAE Ol0IXIE BRI A0l 0l 0l Xl Jt OO E &= A
EOISHA Al 2.

8020l Gk MAIXIOF LIEtE LICH of R Ol HE £ = 0HEY
C:\Program Files\Arcserve\Unified Data
Protection\Management\BIN\Appliance\mount 7} 0/ 0] Q! & L[ C}.

rr >
= g

Ol0IXIE EclotcdiB US HHE s=&8old Al 2.

1. Z2HE 224 ™ Windows & 2 J|E & 1) C:\Program
Files\Arcserve\Unified Data Protectlon\Management\BIN\Appliance\mount
20/sgLICG.Z2HE NRAQLEF HFZ e s "S54
>ECotE >Zg"E S L.

(B H5)E: 28 N B8 272



SophosZ 200l #¥ & 2R 3& =J138 0|01 X E ttF= ZH Atell

mount Properties X
Previous Versions Customize MNF5 Sharing

Object name:  C:\Program Files\Arcserve'\Unified Data Protection

Group or user names:
82 CREATOR OWNER
SR SYSTEM
SR Administrators (I Administrators)
ER Users ghiliiein. | jzers)

To change permissions, click Bdit. Edt

Pemissions for CREATOR
OWNER Allow Deny

Full control Cov
Modiy

Read & execute

List folder contents

Read

Wiite W

For special permissions or advanced settings, annu d
click Advanced, Ak

o o

OK Cancel Apply

2. EME BHY A2RNEZZ 22l HFotHAH BHE 23

s 22sU0.
Ve 2 2F HOIXNNWAM 2H WES ot G E Mookl
IEH S H4ASHY EZZ HHRABE US SEUH U
solpts MeEL G

+ ol ZAHOIUH & M2 &=2 B2

+«+ D=0t A e S=S 0l NS &= Jtsg Het e

5202 g3 |

273 Arcserve Appliance AFE X} J10l E



SophosZ 200l #¥ & Z22 3& =J18 0|0l X E ttF= ZH At

Name: CAProgram Files\Arcserve\Unified Data Protection\Managernent\ BIN\Appliance\maunt

Chwmien; Trustedinstaller E

Permissions Auditing Effective Sccess

For additional mnferm=-= A lremlirlern. . i, s emsmbnssnleskdbossatesynd click Edit (f available).
Select User or Group x

Permission entries:

Type [T | Select this object hype lhes to

8L Allow SysTy |UeerGeoup. or Bullin securdly prncial Object Types folder, subfolders and files
BL Allow  Admi From this location | folder, sublolders and files
BL Allow  Users| |ieieet Locations folder, subfolders and files
BR Allow  Users| folder and subfalders
B8 Allow Users| Snierthe oblect name to select fsmamples) fedders enty
8% Alow CREN r“"Jﬂ'ﬂd Check Names | foiders and files only

Add § | Advanced Cancel

Enable inheritance

EA Replace all child chject permission entries with inhentable permission entnes from this object

oK I Cancel

3. OI0IXN E 2clotdE A CSEENMUS EES 48U
Ct.

C:\>DISM /unmount-image /mountdir:"C:\Program Files\Arcserve\Unified Data
Protection\Management\BIN\Appliance\mount" /discard

Arcserve Appliancell Al SophosJ)t &l 2 & [ Setimage.exe 3 & 2 &l & &I
O 2 XIS O0I0IXNE BIRSHUS HHE 8o A2.

1. 22| At 2 Arcserve Appliance Al AE 0 2 D18 LICH & X O &

T2 &S E AE SHK Sophos Central Admin H| 0| Xl
(https://cloud.sophos.com/manage/)0ll 2 Ml A & LI C}.

{3 EH3SE: 2

0z

Atell 2 & 274


https://cloud.sophos.com/manage/

Sophos=E 220l 43 & R 3

b

J13t OIOI N & Ht P = 28 Atdl

SOPHOS Welcome to SOphos Central

Admin

arting, and a robuse

2. "Devices(& X|) > Servers(A H )"'Z 0| = &t Ct & Arcserve Appliance2
Md 0l 2 & LICt.

SOPHOS Servers

S 6L et W el S -

a e (GEEE -] Ml Wrdows Serew HOE Stewled oo 2 2000 0 X0AM

3. "SUMMARY"(2 2F) & 2| "Tamper Protection"(®l & & X[) Z = 0l M
View details(Ml £ & 2 20])E 2 & LI L.

275 Arcserve Appliance AFE X} J10l E



SophosZ 200l #¥ & Z22 3& =J18 0|0l X E ttF= ZH At

) fusmaiy i oo S Erarug @) Extiiatea B amusaniond T
] e e s
et B, FOS B 1P sl v po il 1 sl ]
Gt B 2019 6 26PN Lipdute rur conce

Ot B, 20009 B 26 P Mrw narver protected! app¥ld

Sai P i1 Oct B, A6 Ps Ewal berwe protecton daasbled

[y—
_ Y Ot B MM E IS PE Appiar g, Avchenl mit Bk by b npaan Brewad

Last Sophos Central Actwby 1S sty age
Last Agend Lipidans o hir ag  Upiiste Serieiaid o Lipuians Maw
B e 100 ES P Hripae Hotes i
Wopk ety pLLEE_F. ]
1932 168101
Pla A el RS e T 3 slTL
e s e Syt Wit Saprver HI1 Snarwiad
Lochdosn Sahn o’ Hed imkiad e
o Ma proup Changs s
Wareper Protecise e sskits Tarvger Prafes

4. "Show Password"(& S HAl) & QlctsS S LICH 8AE HE
HAEH=E s E IS UL
Tamper Protection On - Disable Tamper Protection

Hide details A

Tamper Protection Password Details

CURRENT PASSWORD

E":u--. Password
Generate New Password

5. Disable Tamper Protection(¥ = 2 X| H]

(]
0x
ng
0
[l
v
1
c
[w

{2 BS}E: 2 Atdll 28 276



SophosZ 200l #¥ & 2R 3& =J138 0|01 X E ttF= ZH Atell

Tamper Protection On { Disable Tamper Protection

Hide details

amper Protection Password Details

Generate New Password

& XIFAHEULCH

Tamper Protection on sbie Tamper Probecton

6. Sophos EndpointE Al & &t C} S Admin Login(2t 2l At 2 11 01)2 2
&Ll Ch.

SOPHOS Status

Your computer is protected

@ Malware and PUAS @ Web Threats @ Malicious Benavior

0 0 0

O Controlled ltems @ Malicious Traffic @ Exploits

0 0 0

277 Arcserve Appliance AFE X} J10l E



SophosZ 200l #¥ & Z22 3& =J18 0|0l X E ttF= ZH At

ol &4
[= B

I

7. 4 H O M Il = ol & "Tamper Protection"(®l & & X[) & S
& LI Ct.

i‘iiii‘iillil

8. "Settings"(& &) & 0l Al Override Sophos Central Policy for up to 4
hours to troubleshoot(=Z Al ol Z = 2ol = CH 4Al 2t S ©t Sophos
Central @ 2 S Al) & 0l &t 2 & &4 6 1) Ransomware Detection(et &
A 2 XI) Y Malicious Behavior Detection (HIPS)(2F 2| & QI s = 2+
Xl (HIPS)) & & 2 HI & & 3 & LI Ct.

(R BS)E:2Y Atdll 28 278



SophosZ 2010| &8 & R 3% =JI15 0|0|XIE tHt = 2Y Atdl

SOPHOS

9

| v Owvemide Sophos Central Policy for up to 4 hours to troubleshoot I

Deep learning Runtime Protection

@) Enable deep leaming | @ Ransomware Detection

Safe Browsing

':‘E‘;‘.. lime Scanning @) Exploit Mitigation

I'L Files @ network Threat Protection

@ internet @ Malicious Behavior Detection (HIPS)
Controls on Users

" arm r i antrole
-V-IP |e' I\."'f . V:

Peripheral Control
@ windows Firewall

Application Control
Web Control
Drata Loss Pravention

Tamper Protection

. =2 xDJ|3 0l0| II £ HI 2 2] M Setimage.exeS &! & & L| C}.
Setimage.exeJt & & & AU S LI L.

Setimage.exeES & &8 &t ¥ Sophos?] J|2 2 AH S S5l O3S S

=2 A
=

1.

3. Sophos "Settings"(& & )2 M EHE & 0lotdH E & =0t

=St ANL.

Sophos Central Admin0il A "Tamper Protection"(¥l & & X|
ol & ™ Enable Tamper Protection(?l = & X 2 4312 2 & LI
Ct.

Tampex Fratectian i

Override Sophos Central Policy for up to 4 hours to troubleshoot (= Xl
ol 22 o = O 4Al 2+ S Ot Sophos Central & 2 2 Al) 20l gt 9
dEES FH A LICH

SOPHOS Statiis vents Settings

Override Sophos Central Palicy for up to 4 hours to troubleshoot

O
o
fo

J
xR 2SS E ALESHA Sophos Endp0|nt01| 2 Jolg L.

279 Arcserve Appliance AFE X} J10l E



SophosZ 200l #¥ & Z22 3& =J18 0|0l X E ttF= ZH At

i-‘iiii‘iil-i‘l

Pl o i
-~afce

Owverride Sophos Central Policy for up to 4 hours to troubleshoot

Naan laarmins Bintirma Pratact
Leep ied 3 AR = QLS

Enable deep leaming Ransomware Detection
Safe Browsing
real lime stanning Exploit Mitigation
Files Metwark Threat Protection
Interneat

Malicious Behavior Detection (HIPS)

Controls on Users
g e e e e
i LOMpPpLUle antrols

Peripheral Control omp C.antr
Windows Firewall

Application Control
Web Control
Data Loss Prevention

Tamper Protection

{2 BS)E:2Y Atdll 2 S 280



SE 2N SS HMAHOUOH NEAE 2= 2FH A

=S 20 S= HMAHACOEH NEAE BEE

SY Abdl

as_ gddmgrexe 3= T2 E AMIE0IH 28 210 HOH BIZ2E H F
ot JIZ2 SE MAHAUOEH MEA MESHS =2 = USs U

Ct.
EE2ZH SE HNAHUOEH MEAENSHEH US SHE =854
Al 2.
1. Arcserve UDP 23 Al X} QIEH H Ol A0 2 2 Q1 &
OO 22 0l ==2 M AHUOEH H&EEAEZE CHSLICH XHAl S
W22 ol MEA FIIE 2XolAAL.

2. HOIH MNEAE SXNELLC MM HE2 HO0H NEA S

NS HESHUAR
3. YUY ESDES S (1S YYS Y00 GIOIE HE 20
S YE PHS HEAIBLLL

as_gddmgr.exe -DataPath Display <data store name>

S 84S HO0H HEALM=x\SE0 J= d0lH &2 6tLtIt
UAs LI

4, S2HHCOEH HBAS HEL SFS seldH S Y
=2 0O

folder>

D=2 ¥ I2)sgs 2SS0 UK &0t
b & LI Ct.

s 8= 00H ML= w\S=S0H &&= GU0lH B2 ot
Lt OF A5 LI L.

281 Arcserve Appliance A& X} D01 &


http://documentation.arcserve.com/Arcserve-UDP/Available/7.0/KOR/Bookshelf_Files/HTML/SolG/default.htm#UDPSolnGuide/udp_add_ds.htm%3FTocPath%3DAdding%2520and%2520Managing%2520Destinations|How%2520to%2520Add%2520a%2520Destination|Add%2520a%2520Destination%2520Using%2520RPS|Add%2520a%2520Data%2520Store|_____0
http://documentation.arcserve.com/Arcserve-UDP/Available/7.0/KOR/Bookshelf_Files/HTML/SolG/default.htm#UDPSolnGuide/udp_stop_ds.htm%3FTocPath%3DAdding%2520and%2520Managing%2520Destinations|How%2520to%2520Manage%2520a%2520Data%2520Store|_____4
http://documentation.arcserve.com/Arcserve-UDP/Available/7.0/KOR/Bookshelf_Files/HTML/SolG/default.htm#UDPSolnGuide/udp_stop_ds.htm%3FTocPath%3DAdding%2520and%2520Managing%2520Destinations|How%2520to%2520Manage%2520a%2520Data%2520Store|_____4

S5 20 SS HMACOIE JEAE A== ZE ALl

CIHHOIAZ SO0JOIOIH MEAE

6. Arcserve UDP 2 AIE2 X
StUHE2 006 MEA AlIAMS B XoHA A

A& ef LI CH AHA
Q.

Qrcserve’  NIFED DATA PROTECTION

©F ppaate werver usaysilable O Mesnage (1] -

rerSoUrces
Destinatons: Redovedy Poail Sarer appliancetest > appliancetest_dsta_store

4 Mide w ctions - Mdd & Recovary Poinl Server fu )

Al Hodes

Hiadird v b P M Amated Pl Cosssd  Saadead Dals [ R Sraleri

Lirce Puschsp Seneer Groupn.

& . Slopoed
a Flang
P

bl aoianoeies] data viore o 1 Byle % - Sebiimgs
&4 Desbination &

Ry Posnd Sasrypas T " Comprauun g ilarelaed

AChated BRCap Servirs

By il A0 MES-I34
——— [om ]

Cangd ALCounts

X - RS _ Sl
R — Naciap Deitnaton mmon
Hevreale Cotsibn F Conouitenl Adive Moderd ol
Aeovprow Tloasd
Iedupeaticn
a Indeastrecthere :
S ige Adiiyd o Doad Fi Praiy W Arcseryedata slored

{3 EH3SE: 2

0z

Atell 2 & 282


http://documentation.arcserve.com/Arcserve-UDP/Available/7.0/KOR/Bookshelf_Files/HTML/SolG/default.htm#UDPSolnGuide/udp_start_ds.htm%3FTocPath%3DAdding%2520and%2520Managing%2520Destinations|How%2520to%2520Manage%2520a%2520Data%2520Store|_____3




=A==
TES®

Ol e ts =ME T
PUTTY

]l
-
[

10

ot rol

0% b

T H
U |m
oy =2
il

=d



PUTTY

v
c

—_
-
<

Ol ME3estan 22 N2 LSS "PuTTY" 248 2240 EX
Uz LICE.

?.

=

=

A PuTTY

0l

]

o

=

A -

—, |Simon TathamOl 2/oll X S I & &
=

&

Al

]

=

e

A 0.64

H

il

=

JE!

- http://www.chiark.greenend.org.uk/~sgtatham/putty/licence.html
a2

Xl

x

<

E

e Appliance Rhodium

0l

]

o

= _

A E LA

o

TT

&l

A

A http://the.earth.li/~sgtatham/putty/0.64/

285 Arcserve Appliance AFE X} J10l £


http://www.chiark.greenend.org.uk/~sgtatham/putty/licence.html
http://the.earth.li/~sgtatham/putty/0.64/

PuTTY

L

Windows 2012 R2, Windows 2016, Windows 2019

L

http://the.earth.li/~sgtatham/putty/0.64/x86/

http://the.earth.li/~sgtatham/putty/0.64/x86/

]S 2 E B F0 0z D|S F P00 D] 0K & UA 12 [0 W8] S 1N

L
HEcHol A A HFE 0l A putty.exeS AFE6HH Linux 8 & A H 2F S &l 60
H (AIAE 220 UDPLnuxE 2 S BHHEE = A S LICH
J
il HE0AHA
http://www.chiark.greenend.org.uk/~sgtatham/putty/licence.html
PuTTY is copyright 1997-2019 Simon Tatham.
Portions copyright Robert de Bath, Joris van Rantwijk, Delian Delchev, Andreas
Schultz, Jeroen Massar, Wez Furlong, Nicolas Barry, Justin Bradford, Ben Harris,
Malcolm Smith, Ahmad Khalifa, Markus Kuhn, Colin Watson, Christopher Staite,
2} |Lorenz Diener, Christian Brabandt, Jeff Smith, Pavel Kryukov, Maxim Kuznetsov,
0| |Svyatoslav Kuzmich, Nico Williams, Viktor Dukhovni, and CORE SDI S.A.
8 |ELTEZYHEAME SA =8, 88, &H, HE, 0l &8 A L/E= B
A |0t 2 LA ZEZOINHESE AFE0 JEH =T 5 e = U= el
8 |ZEZE50 EAZEYOUHE M A0 FZotI F& 6l E L TEF
A E2AZHIOYEMLEER O SAESE FSote ZE AMEWIH 2
=

S0 X2 o0H0l FHELILCH

Ao HEA X206 DX & LEEF0S D= Mz te & Z

N FE0l 285 0/0F & LICH

0l ATEYNHEMNEN EH 22X st L HEN et 2SS X8

OFOI(0I 0l Z3tel Xl & &8)F AT 0= FAFHOIE 0L SFE 25

SOl YU Z"MEELICL Ot IR0 = H&EH LRAE H Y

{xl-

S

Y S0l ALE 286

foh


http://the.earth.li/~sgtatham/putty/0.64/x86/
http://the.earth.li/~sgtatham/putty/0.64/x86/
http://www.chiark.greenend.org.uk/~sgtatham/putty/licence.html

PUTTY

HEAHE EE A SHHE ELZERO L LAEEZ 0O AE £
JIEHF S Z2REH E= 012 28010 2&ots 2, £of L= T EL
2ol o 2 = X X &= LILCH

http://www.chiark.greenend.org.uk/~sgtatham/putty/licence.html

PN

2

J

:

i

im > J

PuTTY is copyright 1997-2019 Simon Tatham.

Portions copyright Robert de Bath, Joris van Rantwijk, Delian Delchev, Andreas
Schultz, Jeroen Massar, Wez Furlong, Nicolas Barry, Justin Bradford, Ben Harris,
Malcolm Smith, Ahmad Khalifa, Markus Kuhn, Colin Watson, Christopher Staite,
Lorenz Diener, Christian Brabandt, Jeff Smith, Pavel Kryukov, Maxim Kuznetsov,
Svyatoslav Kuzmich, Nico Williams, Viktor Dukhovni, and CORE SDI S.A.
ELTEZUHEAME, SA, =8, 8, 2H, HE, MHetol 8L L/E= E
ot D EAZEQYHI HIE AME0 JEH ot== 5/8e U= A2
EXLSHELAZEIYWE M S0 FFotI HetolifE L EEF
Ol 2 23 2HIME("LEZEZ 0" SAEE FSolsE 2 AEUIH 2
EZS0s X010 2 & LICH

RO HEAH X0 I D= EALAEZEFHSY BZE AFE £
X 220 Z& & 0f0FELICH

0l ATESOIE HES, SHSX NG LHEHN e 258 2
O (Ol0] Zete X= HE)FAFTOE SAZTOEHHHSES 2S5 E
RO "HA AEHUHZ"HESELICH HHet R E HEH LRI E H
HENMHE S S SUMHE 2 ATESOL LTEY 0/ ME L=
JIEt A LZ2REH L= 018 23010 24o5t= 24 &, &l £= T Ef
Moo CHof &= XX S LILCH

rr
>
Il

L

0on

I¥

HE2H0I A A ZAEEH0 M putty.exeS AFZ0FH Linux 8 S A H 2 S A 6HA
ANAE 2N UDPLinuxEZ2S HA3E = ASLICH

oLl £

FO M 0 4> | H1 0l

287 Arcserve Appliance AFE X} J10l E



http://www.chiark.greenend.org.uk/~sgtatham/putty/licence.html

	{장 번호}장: Arcserve Appliance 설명서 정보
	언어 지원
	제품 설명서

	{장 번호}장: Arcserve Appliance 소개
	소개
	Arcserve Unified Data Protection
	Linux용 Arcserve Unified Data Protection 에이전트
	Arcserve Backup
	Arcserve RHA

	안전 주의 사항
	상자에 있는 품목
	Appliance 8000 시리즈 상자에 포함된 품목
	Appliance 9000 시리즈 상자에 포함된 품목

	상자에 없는 품목
	사용 가능한 모델
	모델 7100 - 7300v
	모델 7400 - 7600v
	모델 8100 - 8400
	모델 9012 - 9504DR

	컨트롤 및 표시기
	전면 패널 7100 - 7300v
	전면 패널 7400 - 7600v
	전면 패널 8100 - 8200
	전면 패널 8300 - 8400
	전면 패널 9012 - 9048
	전면 패널 9072DR - 9504DR
	후면 패널 7100 - 7300v
	후면 패널 7400 - 7600v
	후면 패널 8100 - 8200
	후면 패널 8300 - 8400
	후면 패널 9012 - 9048
	후면 패널 9072DR - 9504DR

	어플라이언스에 사용되는 포트
	Arcserve UDP
	Microsoft Windows에 설치된 구성 요소
	Linux에 설치되는 구성 요소
	UDP Linux에서 원격으로 보호하는 노드

	Arcserve Backup
	Linux용 어플라이언스 지원
	CentOS 6.6 x64 방화벽에 포트를 추가하는 방법


	{장 번호}장: Arcserve Appliance 설치
	Arcserve Backup 18.0을 설치하는 방법
	8100 - 8200 시리즈 Appliance를 설치하는 방법
	8300 - 8400 시리즈 Appliance를 설치하는 방법
	9012 - 9048 시리즈 Appliance를 설치하는 방법
	9072 - 9504DR 시리즈 Appliance를 설치하는 방법

	{장 번호}장: Appliance에서 Arcserve UDP 업그레이드
	Arcserve 소프트웨어 업그레이드 후 라이선스를 적용하는 방법
	Arcserve Appliance의 업그레이드 시퀀스
	Arcserve UDP 콘솔 및 RPS로 사용되는 Arcserve Appliance 업그레이드
	Arcserve UDP RPS로 사용되는 Arcserve Appliance 업그레이드
	둘 이상의 Arcserve Appliance가 환경에서 사용되는 경우 업그레이드 단계
	Arcserve Appliance에서 Arcserve UDP Linux Agent 업그레이드
	Arcserve Appliance에서 Arcserve Backup 업그레이드

	UDP 콘솔, RPS 및 에이전트의 업그레이드 순서

	{장 번호}장: Arcserve Appliance 구성
	Arcserve Appliance의 네트워크 설정을 구성하는 방법
	Arcserve Appliance를 설정하는 방법
	Arcserve Appliance를 게이트웨이로 구성

	{장 번호}장: Arcserve Appliance 작업
	Appliance에서 Arcserve 제품 정품 인증
	Arcserve Appliance 마법사를 사용하여 계획 만들기
	계획에 노드 추가
	호스트 이름/IP 주소 노드 추가
	Active Directory 노드 추가
	vCenter/ESX 노드 추가
	Hyper-V 노드 추가

	Linux 노드에 대한 백업 계획 만들기
	테이프 장치에 백업하는 계획 만들기
	Appliance Virtual Standby 계획 만들기
	Linux 백업 서버를 백업하는 계획 만들기
	로컬 Appliance Hyper-V에 Linux 인스턴트 VM 작업을 수행하도록 설정
	ConsoleMigration.exe를 사용하여 Arcserve UDP 콘솔 마이그레이션
	사전 설치된 Linux 백업 서버를 CentOS 7.4로 마이그레이션
	Arcserve Appliance 간의 마이그레이션 수행
	해결 방법 1
	해결 방법 2

	사전 설치된 Linux 백업 서버의 입력 소스 수정

	{장 번호}장: Appliance Server 원격 모니터링
	IPMI 작업
	IPMI 암호를 변경하는 방법
	IPMI 펌웨어를 업그레이드하는 방법

	iDRAC 작업
	iDRAC 모니터링 및 관리
	iDRAC의 IP 주소 찾기
	iDRAC의 DHCP 또는 고정 IP 주소 구성


	{장 번호}장: Arcserve Appliance 복원 또는 복구
	공장 초기화 디버그
	Appliance 7000 - 8000 시리즈에서 부팅 옵션을 사용하여 Arcserve UDP 공장 초기화 적용
	Appliance 9012 - 9504DR 시리즈에서 부팅 옵션을 사용하여 Arcserve UDP 공장 초기화 적용
	구성 지우기 및 Appliance 공장 초기화 적용
	하드 드라이브 제거 및 교체
	데이터를 보존하지 않고 BMR 수행
	데이터를 보존하고 BMR 수행

	{장 번호}장: Appliance 용량 확장 수행
	Arcserve Appliance 9012 - 9504 DR 모델에서 확장 키트 사용
	Appliance Server에 Appliance 확장 선반 연결
	사용 가능한 모든 모델의 어플라이언스 인필드 확장
	상자에 있는 품목
	Appliance Server에 Appliance 확장 선반을 연결하는 방법
	Arcserve UDP 데이터 저장소를 수정하는 방법
	확장 선반에 Arcserve UDP 데이터 저장소의 데이터 경로 추가
	해시 대상을 새 SSD로 마이그레이션
	Arcserve UDP 콘솔에서 데이터 저장소의 전체 용량 확인
	Arcserve UDP 콘솔에서 모든 계획 다시 시작



	{장 번호}장: 네트워크 구성 작업
	네트워크 구성 세부 정보 이해
	NIC 팀 프로세스를 구성하는 방법
	DHCP 서버를 비활성화하는 방법
	사전 설치된 Linux 백업 서버의 IP 주소를 구성하는 방법
	부하 분산을 위해 DNS 서버에서 라운드 로빈을 활성화하는 방법
	Appliance에서 네트워크 상태를 확인하는 방법

	{장 번호}장: 안전 주의 사항 이해
	일반적인 안전 주의 사항
	전기 안전 주의 사항
	FCC 규정 준수
	ESD 주의 사항

	{장 번호}장: Arcserve Appliance에서 Sophos 활성화
	방법 1: 전자 메일을 사용하여 Arcserve Appliance에서 Sophos 활성화
	방법 2: 스크립트를 사용하여 Arcserve Appliance에서 Sophos 활성화
	Arcserve Appliance에 Sophos Intercept X Advanced for Server 수동 설치

	{장 번호}장: Arcserve Appliance 9000 시리즈용 펌웨어 업그레이드
	Arcserve Appliance 9000 시리즈용 BIOS 펌웨어 업그레이드
	BIOS 펌웨어 버전 보기
	방법 1: iDRAC 웹 인터페이스에서 BIOS 펌웨어 버전 보기
	방법 2: BIOS Arcserve Appliance 9000 시리즈에서 BIOS 펌웨어 버전 보기

	BIOS용 업데이트된 패키지 다운로드
	BIOS 업그레이드
	업데이트된 BIOS 확인
	시스템 로그를 사용하여 업데이트된 BIOS 확인
	iDRAC 웹 인터페이스 또는 BIOS에서 업데이트된 BIOS 확인


	Arcserve Appliance 9000 시리즈용 iDRAC 펌웨어 업그레이드
	iDRAC 펌웨어 버전 보기
	iDRAC 웹 인터페이스에서 iDRAC 펌웨어 버전 보기
	방법 2: BIOS Arcserve Appliance 9000 시리즈에서 iDRAC 펌웨어 버전 보기

	iDRAC용 업데이트된 패키지 다운로드
	iDRAC 업그레이드
	업데이트된 BIOS 확인
	시스템 로그를 사용하여 업데이트된 iDRAC 확인
	iDRAC 웹 인터페이스 또는 BIOS에서 업데이트된 iDRAC 확인



	{장 번호}장: 문제 해결
	콘솔에서 Linux 백업 서버를 연결하지 못함
	다른 Appliance에서 Arcserve Appliance를 백업할 때 중복 노드가 보고됨
	Linux 백업 서버가 네트워크의 노드와 통신할 수 없음
	Linux 백업 서버가 네트워크 DNS 접미사를 가져올 수 없음
	Appliance의 기본 표준 시간대
	라이선스가 있는 경우에도 라이선스 오류 발생
	원격으로 관리되는 RPS에 복제 태스크에서 원격 콘솔을 추가하는 동안 Arcserve UDP 콘솔에 오류가 표시됨
	다른 Appliance를 모니터로 사용하여 VSB 태스크를 수행할 수 없음

	{장 번호}장: 모범 사례 적용
	네트워크 구성 모범 사례
	PowerShell cmdlets를 사용한 Windows Defender 모범 사례
	외부 네트워크에 사전 설치된 Linux 백업 서버 구성
	Sophos로 보안이 설정된 경우 공장 초기화 이미지를 바꾸는 모범 사례
	볼륨 간에 중복 제거 데이터 저장소를 만드는 모범 사례

	{장 번호}장: 확인 사항
	PuTTY


