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Legal Notice

This Documentation, which includes embedded help systems and electronically distributed materials, (here-
inafter referred to as the “Documentation”) is for your informational purposes only and is subject to change or
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The manufacturer of this Documentation is Arcserve.

Provided with “Restricted Rights.” Use, duplication or disclosure by the United States Government is subject to
the restrictions set forth in FAR Sections 12.212, 52.227-14, and 52.227-19(c)(1) - (2) and DFARS Section
252.227-7014(b)(3), as applicable, or their successors.
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Contact Arcserve Support

The Arcserve Support team offers a rich set of resources for resolving your tech-

nical issues and provides easy access to important product information.

Contact Support

With Arcserve Support:

You can get in direct touch with the same library of information that is shared
internally by our Arcserve Support experts. This site provides you with access to
our knowledge-base (KB) documents. From here you easily search for and find
the product-related KB articles which contain field-tested solutions for many
top issues and common problems.

You can use our Live Chat link to instantly launch a real-time conversation
between you and the Arcserve Support team. With Live Chat, you can get imme-
diate answers to your concerns and questions, while still maintaining access to
the product.

You can participate in the Arcserve Global User Community to ask and answer
questions, share tips and tricks, discuss best practices and participate in con-
versations with your peers.

You can open a support ticket. By opening a support ticket online, you can
expect a callback from one of our experts in the product area you are inquiring
about.

You can access other helpful resources appropriate for your Arcserve product.


http://www.arcserve.com/support

Arcserve Appliance Return Policy

A valid RMA (Return Material Authorization) number is required to return a
product to Arcserve. Contact the Arcserve Technical Support department to obtain
an RMA number. Refer to arcserve.com/support to contact customer care. Support

team can inform where to send the RMA data.

Returns are subject to a re-stocking fee of 10%. Exceptions are: 1) If an order was
fulfilled incorrectly, Arcserve will accept RMA and provide full credit; 2) If a defect-
ive item is returned within 30 days, Arcserve will accept RMA and provide full
credit; and 3) If there are hardware technical issues that are unresolved by support
after a reasonable period of time to resolve, Arcserve will accept RMA and provide
a hardware swap for a unit of equivalent value.

Information needed for the RMA request:
® Product serial number (located on the back of the appliance)
® Arcserve Order Number
® Partner contact name
® Partner phone number
® Partner Email address
® Customer contact name (if available)
® Phone number (if available)
" Email address (if available)
® Description of problem and any troubleshooting already performed.
® Shipping service requested and shipping address.

The RMA number must be clearly marked on the outside of the packaging. All
RMAs must be shipped using adequate packaging. All RMAs should be shipped
using a reputable carrier that offers package tracking and insurance. Any shipping
damage or lost RMAs is the responsibility of customer.


http://www.arcserve.com/us/support.aspx
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Chapter 1: About Arcserve Appliance Documentation

Arcserve Appliance User Guide helps you understand how to use Arcserve Appli-
ance. To understand about Arcserve Appliance, view Introduction. Rest of the sec-
tions help you install and use Arcserve Appliance.

This section contains the following topics:

LanNgUAge SUPPOM

Product Documentation ... ... 13
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Language Support

Language Support

Documentation is available in English as well as multiple local languages.

A translated product (sometimes referred to as a localized product) includes local
language support for the user interface of the product, online help and other doc-
umentation, as well as local language default settings for date, time, currency, and
number formats.

This release is available in the following languages:
" English
® Chinese (Simplified)
® Chinese (Traditional)
" French
" German
® ltalian
® Japanese
® Portuguese (Brazil)

® Spanish
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Product Documentation

Product Documentation

For all Arcserve UDP related documentation, click this link for the Arcserve Docu-
mentation.

The Arcserve UDP Knowledge Center consists of the following documentation:

" Arcserve UDP Solutions Guide

Provides detailed information on how to use the Arcserve UDP solution in a
centrally-managed Console environment. This guide includes such information
as how to install and configure the solution, how to protect and restore your
data, how to get reports, and how to manage Arcserve High Availability. Pro-
cedures are centered around use of the Console and includes how to use the
various protection Plans.

" Arcserve UDP Release Notes

Provides high-level description of the major features, system requirements,
known issues, documentation issues, and limitations of Arcserve Unified Data
Protection.

" Arcserve UDP Agent for Windows User Guide

Provides detailed information on how to use Arcserve UDP Agent in a Windows
operating system. This guide includes such information as how to install and
configure the agent and how to protect and restore your Windows nodes.

" Arcserve UDP Agent for Linux User Guide

Provides detailed information on how to use Arcserve UDP Agent in a Linux
operating system. This guide includes such information as how to install and
configure the agent and how to protect and restore your Linux nodes.

Chapter 1: About Arcserve Appliance Documentation 13
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Chapter 2: Introducing the Arcserve Appliance

This section contains the following topics:

Introduction

Safety Precautions

What is Included in the Box

What is Not Included in the Box

Available Models
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Introduction

Introduction

Arcserve Appliance is the first complete and most cost-effective data protection
appliance, featuring Assured Recovery™. Each Arcserve Appliance is a self-con-
tained, "set and forget" backup and recovery solution. Architected with cloud-native
capabilities, its unmatched ease of deployment and usability combine with a broad
set of features such as global source-based deduplication, multi-site replication,
tape support, and automated data recovery capabilities. The Arcserve Appliance
delivers unmatched operational agility and efficiency, and truly simplifies disaster
recovery activities.

The Arcserve Appliance is fully integrated with the industry-leading Arcserve Uni-
fied Data Protection software pre-installed in state-of-the art hardware. The appli-
ance provides a complete and integrated data protection solution for all users to
not only meet your current demands, but also the ever-changing backup, archive,
and disaster recovery (DR) requirements of the future.

The following software are pre-installed in the Arcserve Appliance:
® Arcserve UDP
® Arcserve Unified Data Protection Agent for Linux
® Arcserve Backup
® Arcserve Replication and High Availability (RHA)

Arcserve Appliance is defined with Hardware Warranty. Please visit arc-
serve.com/arcserve-appliance-warranty for detailed information about this war-

ranty.
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https://support.arcserve.com/s/article/205489796?language=en_US

Introduction

Arcserve Unified Data Protection

The Arcserve UDP software is a comprehensive solution to protect complex IT envir-
onments. The solution protects your data residing in various types of nodes such as
Windows, Linux, and virtual machines on VMware ESX Servers or Microsoft Hyper-
V Servers. You can back up data to either a local machine or a recovery point
Server. A recovery point Server is a central Server where backups from multiple
sources are stored.

For more information about supported operating systems, see Compatibility
Matrix.

Arcserve UDP provides the following capabilities:

® Back up the data to deduplication/non-deduplication data stores on recovery
point Servers

® Back up recovery points to tape, using integration with Arcserve Backup (which
is also included within the appliance)

® Create virtual standby machines from backup data

® Replicate backup data to recovery point Servers and remote recovery point
Servers

® Restore backup data and performs Bare Metal Recovery (BMR)
® Copy selected data backup files to a secondary backup location

® Configure and manage Arcserve Full System High Availability (HA) for critical
Servers in your environment

Arcserve UDP replicates backup data that is saved as recovery points from one
Server to another recovery point Server. You can also create virtual machines from
the backup data that can act as standby machines when the source node fails. The
standby virtual machine is created by converting recovery points to VMware ESX or
Microsoft Hyper-V virtual machine format.

The Arcserve UDP solution provides integration with Arcserve High Availability.
After you create scenarios in Arcserve High Availability, you can then manage and
monitor your scenarios and perform operations like adding or deleting destination
machines.

For more information, see Arcserve UDP Solution Guide.

Chapter 2: Introducing the Arcserve Appliance 16
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Introduction

Arcserve Unified Data Protection Agent for Linux

Arcserve Unified Data Protection Agent for Linux is a disk-based backup product
that is designed for Linux operating systems. It provides a fast, simple, and reliable
way to protect and recover critical business information. Arcserve Unified Data Pro-
tection Agent for Linux tracks changes on a node at the block level and then backs
up only those changed blocks in an incremental process. As a result, it lets you per-
form frequent backups, reducing the size of each incremental backup (and the
backup window) and providing a more up-to-date backup. Arcserve Unified Data
Protection Agent for Linux also provides the capability to restore files or folders and
perform a bare metal recovery (BMR) from a single backup. You can store the
backup information either on a Network File System (NFS) share or in the Common
Internet File System (CIFS) share, in the backup source node.

The latest version of Arcserve Unified Data Protection Agent for Linux is pre-
installed in a virtual machine within the appliance. This virtual machine becomes
the Linux Backup Server. Arcserve Unified Data Protection Agent for Linux is
installed at the default installation path in the Arcserve Appliance.

When you open the Console, the Linux Backup Server is already added to the Con-
sole. The native host name of the Linux Backup Server is Linux-BackupSv. However,
on the Console, the Linux Backup Server adopts the host name of the Appliance
with port 8018 configuration. The Linux Backup Server works behind NAT through
port direction. The Linux Backup Server uses port 8018 to communicate and trans-
fer data in the Arcserve Appliance.

Note: For more information about creating backup plans and restoring Linux
machines, see Arcserve UDP Agent for Linux User Guide.

The Linux Backup Server uses the following default login information:
® Username —root
® Password — Arcserve

Note: We recommend to change the default password.
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Introduction

Arcserve Replication and High Availability (Arcserve
RHA)

Arcserve RHA is a solution based on asynchronous real-time replication and auto-
mated application switchover and switchback to provide cost-effective business con-
tinuity for virtual environments on Windows Servers. For more information about
supported operating systems, see Compatibility Matrix.

Arcserve RHA lets you replicate data to a local or remote Server, helping you to
recover that data if you face a Server crash or site disaster. You may switch your
users to the replica Server manually or automatically if you have licensed High
Availability.

For more information about how to install and configure Arcserve RHA, see online
documents.

Chapter 2: Introducing the Arcserve Appliance 18
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Introduction

Arcserve Backup

Arcserve Backup is a high-performance data protection solution that addresses the
needs of businesses with heterogeneous environments. It provides flexible backup
and restore performance, easy administration, broad device compatibility, and reli-
ability. It helps you to maximize your data storage abilities that lets you customize
your data protection strategies based on your storage requirements. In addition,
the flexible user interface allows advanced configurations and provides a cost-
effective way for users at all levels of technical expertise to deploy and maintain an
extensive range of agents and options.

Arcserve Backup delivers comprehensive data protection for distributed envir-
onments and provides virus-free backup and restore operations. An extensive set of
options and agents extends data protection throughout the enterprise and delivers
enhanced functionality, including online hot backup and restore of application and
data files, advanced device and media management, and disaster recovery.

Arcserve Appliance includes integration with Arcserve Backup for performing a
backup to tape. Arcserve Backup is installed at "C:\Program Files (x86)\Arcserve"
on your computer after you run InstallASBU.bat. The components installed in the
Arcserve Appliance lets you back up the destination of Arcserve UDP to a tape. For
more information about supported operating systems, see Compatibility Matrix.

You can download the full installation package of Arcserve Backup from Arcserve
website to install other components. For details, refer to Arcserve Backup r17.5 doc-
umentation.

Arcserve Backup Server uses the following default login information:
® Username -- caroot

" Password -- Arcserve
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Safety Precautions

Safety Precautions

For your safety, please read and follow all instructions before attempting to
unpack, connect, install, power on, or operate an Arcserve Appliance. Failure to
adhere to the safety precautions can result in personal injury, equipment damage,
or malfunction.

For more information about the safety precautions, see the Safety Precautions
Appendix.
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What is Included in the Box

What is Included in the Box

The section describes what is included in the box of following Appliance series:
® 8000 Series
® 9000 Series
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What is Included in the Box

What is Included in the Box of Appliance 8000 Series

The following items are contained in the box:
® Arcserve Appliance (serial number label is located on rear of appliance)
® Power cable: 1
® Network Cables: 1 red, 1 blue (3-feet long each)
® |PMI port cable: 1 (7-feet long)

Rail/Rack Mounting Kit that contains the following:
+ 2 quick-install outer rails
+ 2 inner rail extensions
+ 3 rail adapters (standard rail mounting only)
+ Other associated hardware as required

® Arcserve faceplate

® Microsoft Client Access License

Note: Inspect the box that the appliance was shipped in and ensure that no items
are missing from the box and that there are no visible signs of damage. If any items
are missing or damaged, retain all packaging materials and contact Arcserve Sup-

port.

Chapter 2: Introducing the Arcserve Appliance 22


https://support.arcserve.com/s/?language=en_US
https://support.arcserve.com/s/?language=en_US

What is Included in the Box

What is Included in the Box of Appliance 9000 Series

Arcserve Appliance 9000 series contains two boxes: R440 and R740. Below list
provides included items in both the boxes.

The following items are included in the in R440 Accessory box:

® BEZEL, DELL 1U, CUS 14G BEZEL ASSEMBLY, LCD, AR, (380-7406)

® QUICK START GUIDE, ARCSERVE, READ ME FIRST SHEET UDP APPLIANCE
®" HARDWARE INSTALLATION GUIDE ARCSERVE DELL R440

® CABLE, FLEXBOOT , CAT6, NETWORK, 3FT, RED

® CABLE, FLEXBOOT, CAT6, NETWORK, 3FT, BLUE

® CABLE, FLEXBOOT , CAT6, NETWORK, 7FT, BLACK

® Dell Safety, Environment, Regulatory book

® US Power cords (2x)a

Note: Inspect the box that the appliance was shipped in and ensure that no items
are missing from the box and that there are no visible signs of damage. If any items
are missing or damaged, retain all packaging materials and contact Arcserve Sup-

port.
The following items are included in the R740 Accessory box with a Rack Rail kit:
= BEZEL, DELL 2U, CUS 14G BEZEL ASSEMBLY, LCD, AR, (380-7405)
® QUICK START GUIDE, ARCSERVE, READ ME FIRST SHEET UDP APPLIANCE
®" HARDWARE INSTALLATION GUIDE ARCSERVE DELL R740
® CABLE, FLEXBOOT, CAT6, NETWORK, 3FT, RED
® CABLE, FLEXBOOT, CAT6, NETWORK, 3FT, BLUE
= CABLE, FLEXBOOT, CAT6, NETWORK, 7FT, BLACK
® CABLE ASSMBLY, MINI-SAS, EXTERNAL, SFF-8088 TO SFF-8644, 1M
® Dell Safety, Environment, Regulatory book

= US Power cords (2x)
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What is Not Included in the Box

What is Not Included in the Box

The following items are not included in the box and may be needed for installation
and configuration of the appliance:

" Monitor
= Keyboard

® External Storage Device (if needed)
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Available Models

Available Models

The Arcserve Appliance 7000 series, 8000 series and 9000 series are available in a
variety of different models designed to meet your specific needs:

® Models 7100 - 7300v

" Models 7400 - 7600v

" Models 8100 - 8400

® Models 9012 - 9504 DR
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Available Models

Models 7100-7300v

Arcserve Appliance Models 7100 - 7300v

Arcserve Appliance 7000 Series Specifications

data) capacity***

Appliance Model (7100 7200 7200V 7300 7300V
Backup Storage Capacity
Raw Storage capacity*|3 TB 6TB 6TB 9TB 9TB
Usable backup capa-
. 2.8TB 5.8TB 5.8TB 8.8 TB 8.8TB
city**
Protected (source
Upto8TB |Uptol7TB [Uptol17TB |Upto26TB |Upto26TB

Standard Features

Unified management console, global deduplication, block level infinite incremental
backups, compression, encryption, WAN optimized replication, advanced virtualization
support, agentless backup, remote virtual standby, tape support, application consistent
backups, granular restore, unified reporting and dashboard.

On-Appliance Virtual

Warranty

N/A N/A Upto3VMs [N/A Up to 3VMs
Standby
Warranty and Technical Specifications
Full System Depot
y P 3 Years

Physical Dimensions

(HxW xDin Inches)

1.7" x17.2" x 25.6" (1U - 19" Rack Mount rails provided)

Remote management
and network interface

1xIPMI & 2 x 1 GbE (RJ45)

ports
Hard Disk type and 4x1TBSAS [4x2TBSAS |4x2TBSAS |[4x3TBSAS (4x3TBSAS
RAID configuration (RAID 5) (RAID 5) (RAID 5) (RAID 5) (RAID 5)
External Tape Backup
Connectivity (SAS, 1 x PASS
SATA, FC)
Total system RAM 16 GB 16 GB 32GB 32GB 48 GB
SSD drive
(For deduplication 120 GB SSD |120GBSSD [120GBSSD |240 GBSSD [240 GB SSD
hash tables)
Maximum weight (lbs) 41 Ibs
Power Supplies
1x600W
(Single or redundant)
Power consumption |93/116/143 |122/164/143|125/167/145 (125/167/145|129/188/152
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Available Models

(Watts @ idle/-
load/startup)
AC voltage & fre-
100 - 240V
guency range
Ampere rating 7.5 Amp Max

*1TB =1,000,000,000,000 bytes.
**0On "V" models, space available for backup is reduced by the size of virtual standby VMs.

***Estimated capacity assuming a typical 3:1 deduplication and compression ratio. Actual

backup capacity may vary significantly, based upon data type, backup type, schedule, and
more.
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Available Models

Models 7400-7600v

Arcserve Appliance Models 7400 - 7600v

Arcserve Appliance 7000 Series Specifications

Appliance
7400 7400V 7500 7500V 7600 7600V
Model
Backup Storage Capacity

Raw Storage

. 16 TB 16TB 20TB 20TB 30TB 30TB
capacity*
Usable backup

) 15.8 TB 15.8 TB 19.8 TB 19.8 TB 29.8TB 29.8TB
capacity**
Protected
(source data) Upto 46 TB |Up to 46 TB|Up to 58 TB [Up to 58 TB |Up to 90 TB |Up to 90 TB
capacity***

Standard Features

Unified management console, global deduplication, block level infinite incremental
backups, compression, encryption, WAN optimized replication, advanced virtualization
support, agentless backup, remote virtual standby, tape support, application consistent
backups, granular restore, unified reporting and dashboard.

On-Appliance Vir{ Upto6 Upto9 Up to 12

PP N/A P N/A P N/A P
tual Standby VMs VMs VMs

Warranty and Technical Specifications
Full System
3 Years
Depot Warranty
Physical Dimen-
sions
3.5"x17.2" x 25.6" (2U - 19" Rack Mount rails provided)

(HxW xDin
Inches)

Remote man-
agement and
network inter-

1xIPMI & 2 x 1 GbE (RJ45) and 4 x 1GbE (RJ45). Optional 2 x 10Gb

face ports
Hard Disk type 10x2TB 10x2TB 12x2TB 12x2TB 12x3TB 12x3TB
and RAID con- |SAS SAS SAS SAS SAS SAS
figuration (RAID6) |(RAID6) |(RAID6) |(RAID6) |(RAID6)  |(RAID 6)
External Tape
Backup Con-

- 1xPASS
nectivity (SAS,
SATA, FC)
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Available Models

Total system
64 GB 96 GB 64 GB 96 GB 128 GB 192 GB
RAM
SSD drive
(For dedu-
240 GB SSD {240 GB SSD |480 GB SSD (480 GB SSD {480 GB SSD (480 GB SSD
plication hash
tables)
Maximum
. 52 lbs
weight (Ibs)
Power Supplies
(Single or 2x920W
redundant)
Power con-
sumption 208/257/354208/257/35{208/257/351208/257/351240/296/364240/296/36
(Watts @ idle/- (8 8 8 8 9 9
load/startup)
AC voltage & fre-
100-240V
guency range
Ampere rating 11 Amp Max

more.

*1TB =1,000,000,000,000 bytes.

**0n "V" models, space available for backup is reduced by the size of virtual standby VMs.

***Estimated capacity assuming a typical 3:1 deduplication and compression ratio. Actual
backup capacity may vary significantly, based upon data type, backup type, schedule, and
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Available Models

Models 8100-8400

Arcserve Appliance Models 8100 - 8400

Arcserve Appliance 8000 Series Specifications

Appliance UDP | UDP
UDP 8100 UDP 8200
Model 8300 | 8400

Source 48 TB- | 96 TB-
12 TB-18 TB 24T B-36 TB
Backup* 128 TB|240 TB
System RAM 32 GB 32 GB 64 GB |128 GB

96 160
GB/128 GB/192
GB/192 GB/256
GB GB
480 GB| 1.2 TB
SSD SSD
E5- E5-
2640 | 2650
E5-2609 V4, 8-CORE, 1.7 | E5-2620 V4, 8-CORE, 2.1 V4, 10-|V4, 12-
GHZ GHZ CORE, |CORE,
2.4 2.2
GHZ | GHZ
RAID Card 9361-4i 9361-8i

RAID Con- . RAID-6 with
. . RAID-5 with BBU
figuration BBU

Max RAM** 64 GB/96 GB/160 GB

SSD drive 120 GB SSD 200 GB SSD

Processor

Drive Bays 4 12
6x4 | 6x8

TB SAS|TB SAS
12G | 12G

7x4 | 7x8
TB SAS|TB SAS

12G 12G
3x2TBSAS 12G 3x4TB SAS 12G
Drives 8x4 | 8x8
4 x2TBSAS 12G 4 x4 TB SAS 12G TB SAS|TB SAS

12G | 12G

9x4 | 9x8
TB SAS|TB SAS
12G 12G

10x4|(10x8
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Available Models

TB SAS
12G

TB SAS

12G
11x4

TB SAS
12G

11x8
TB SAS

12G
12x

4TB
SAS
12G
4x16|4x32
GB GB
4 x 8 GB DDR4-2400/ 8 DDR4- | DDR4-
2400/ | 2400/

12x8
TB SAS
12G

DIMMs /
Max DIMMs

Cards LSI SAS9200-8E

Two x 920 W
hot swap
redundant

2x hot swap redundant 500 W AC Platinum high-efficiency
AC power sup-
ply, Platinum
Level

Power Sup-
plies

*Estimated capacity assuming a typical 3:1 deduplication & compression ratio.
Actual backup capacity may vary significantly, based upon data type, backup type,
backup schedule, etc.

**Arcserve Appliances have additional RAM to host Virtual Standby / Instant VM
recovery on the appliances. VM memory allocation should be sized based on guest
OS workload. Arcserve also provides the option to add additional RAM to the stand-
ard appliance configuration based on customer needs.

31 Arcserve Appliance User Guide



Available Models

Models 9012 - 9504DR

Arcserve Appliance Models 9012 - 9504DR

Arcserve Appliance 9000 Series Specifications
Appliance |901{902{904{9072D{9096D{9144D{9192D{9240D{9288D{9360D 9504DR
Model 24| 8 R R R R R R R
Usable 4 |8 |16 120
. 24TB(32TB|48TB|64TB|80TB|96 TB 168 TB
capacity TB|TB|TB TB
Source 12 (24 |48 144 | 192 | 240 | 288 | 360
72TB|96 TB 504 TB
Backup TB|(TB|TB TB TB TB TB TB
System |6 x8GB (48 12x 32
Y 12 x 16 GB (192 GB) GB (384
RAM GB)
GB)
768 GB
Max RAM /| 176 GB / 10
576 GB / 24 DIMMS / 24
DIMMS DIMMS
DIMMS
SSD drive | 480 GB SSD 2 x 1.9 TB SSD (RAID1)
Intel Xeon Sil{
4108, 8-
Processor ver ’ Intel Xeon Silver 4114, 10-CORE, 2.2 GHz
CORE, 1.8
GHz
Number of
1 2
Processors
PERC H730P
Low Profile,
RAID Card | adaptor, 2 PERC H730P, MiniCard, 2 GB NV Cache
GB NV Cache
RAID Con-
. . RAID-5 RAID-6
figuration
Drive Bays 4 16
£ ;
xpanston NA 11710 | 8| 6| 4|6 | 4] naA
Kit
RAID 2 NA 6
3x|3x|3
, X1°X1°X 5y 8| 6x8|8x8|10x8/12x8| 10x | 12x |16x 12
Drives 2 14 |8
TB TB TB TB TB |12TB|12TB TB
TB | TB | TB
On-Board Broad-
Base PCle Broadcom 5720 QP 1 Gb Network Daughter
Card Broadcom |~ 4 SAS 12 Gbps HBA External Controll o
ards 5720 Dual ar ps xternal Controller 5770 qp
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Available Models

1GB
SAS 12
Gbps
HBA
Port 1 Gb External
LOM Dual
Port
10G
Base-T
Copper
SAS 12 Gbps
HBA External
Controller
Dual-
Broadcom Port
5719 Quad- Dual-Port 10G Copper 10G
PCle Cards | Port 1G NIC SFP+
(Factory Dual-Port 10G SFP+
Option) Dual-Port Dual-
10G Copper Dual-Port FC 16G HBA Port FC
Dual-Port 16G
10G SFP+ HBA
Dual-Port FC
16G HBA
Dual, Hot-
Plug, Redundi
Power Sup-
olies ant Power Dual, Hot-Plug, Redundant Power Supply (1+1), 750 W
Supply (1+1),
550 W
iDRAC 1
Enterprise
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Controls and Indicators

Controls and Indicators

The Arcserve Appliance contains several controls and indicators (LEDs) on the front

and rear panels and on each drive carrier. These controls and indicators provide

the capability to control various functions and a quick-view reference of the status

of the appliance and components:

Front Panel 7100-7300v

Front Panel 7400-7600v

Front Panel 8100-8200

Front Panel 8300-8400

Front Panel 9012-9048

Front Panel 9072 DR-9504 DR

Rear Panel 7100-7300v

Rear Panel 7400-7600v

Rear Panel 8100-8200

Rear Panel 8300-8400

Rear Panel 9012-9048

Rear Panel 9072 DR-9504 DR
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Controls and Indicators

Front Panel 7100-7300v

The front panel of the Arcserve Appliance contains control panel buttons, control
panel LEDs, and drive carrier LEDs. The following table describes these items.

€
=
Pt

Number [Control / Indicator |Description
Used to turn on and off power from the power supply
to the appliance components. When turning off the
power, the main power is turned off but standby

1 Power button S : ;
power is still supplied. Therefore, to ensure power is
completely removed from the appliance, unplug the
power supply cable before performing maintenance.

2 Reset button Used to reboot the appliance.
Solid Green: Indicates that the power is being sup-
plied to the power supply of the appliance.

3 Power LED
This LED should normally be On when the appliance is
operating.

. » Blinking Amber: Indicates activity on at least one of

4 Device Activity LED .
the hard drives.

s Network Interface Blinking Amber: Indicates network activity on Net-

Card (NIC1) LED work 1 (ETHO Port).
" Network Interface Blinking Amber: Indicates network activity on Net-
Card (NIC2) LED work 2 (ETH1 Port).

[+]
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Information LED

Continuously On and Red: An overheat condition has
occurred. (This can be caused due to cable con-
gestion.)

*Blinking Red - Fast (1 second): Fan Failure. Check for

an inoperative fan.

*Blinking Red - Slow (4 seconds): Power Failure.
Check for an inoperative power supply.

Solid Blue: Local UID has been activated. Use this func-
tion to locate the Server in a rack environment.

Blinking Blue: Remote UID has been activated. Use
this function to locate the Server from a remote loc-
ation.

Unit Identifier (UID)
button

Used to turn on or off the Universal Information LED
(blue) on both the front and rear appliance panels.

When the blue LED is On, the appliance can be easily
located in a rack (from either the front or the back).

Hard Drive (HDD) LED

Blinking Green: Indicates activity on the cor-
responding drive.

10

Hard Drive (HDD) LED

*Solid Red: Indicates failure of the corresponding hard
drive.

With the Arcserve Appliance, if one hard drive fails, the
rest of the drives will kick in immediately to ensure no
datais lost and the appliance continues to work nor-
mally. Therefore, to guard against any problems asso-
ciated with multiple hard drive failures, it is important
to replace a hard drive as soon as possible to minimize
potential loss of data.

11

Hard Drive (HDD) Latch

Used to unlock and remove the hard drive.

12

Solid State Drive (SSD)
LED

*Solid Red: Indicates drive failure.

13

Solid State Drive (SSD)
LED

Solid Green: Indicates drive activity.

Blinking Green: Indicates the drive is being accessed.

14

Solid State Drive (SSD)
Latch

Used to unlock and remove the SSD drive.

*Any Solid or Blinking Red light indicates some kind of failure. To quickly resolve

this issue, contact Arcserve Support.
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Controls and Indicators

Front Panel 7400-7600v

The front panel of the Arcserve Appliance contains control panel buttons, control

panel LEDs, and drive carrier LEDs. The following table describes these items.

Number [Control / Indicator

Description

Used to turn on and off power from the power supply
to the appliance components. When turning off the
power, the main power is turned off but standby

Card (NIC2) LED

1 Power button S : ;
power is still supplied. Therefore, to ensure power is
completely removed from the appliance, unplug the
power supply cable before performing maintenance.

2 Reset button Used to reboot the appliance.

Solid Green: Indicates that the power is being sup-
plied to the power supply of the appliance.

3 Power LED
This LED should normally be On when the appliance is
operating.

. . Blinking Amber: Indicates activity on at least one of

4 Device Activity LED .
the hard drives.

s Network Interface Blinking Amber: Indicates network activity on Net-

Card (NIC1) LED work 1 (ETHO Port).
" Network Interface Blinking Amber: Indicates network activity on Net-

work 2 (ETH1 Port).
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Information LED

Continuously On and Red: An overheat condition has
occurred. (This can be caused due to cable con-
gestion.)

*Blinking Red - Fast (1 second): Fan Failure. Check for

an inoperative fan.

*Blinking Red - Slow (4 seconds): Power Failure.
Check for an inoperative power supply.

Solid Blue: Local UID has been activated. Use this func-
tion to locate the Server in a rack environment.

Blinking Blue: Remote UID has been activated. Use
this function to locate the Server from a remote loc-
ation.

Unit Identifier (UID)
button

Used to turn on or off the Universal Information LED
(blue) on both the front and rear appliance panels.

When the blue LED is On, the appliance can be easily
located in a rack (from either the front or the back).

Hard Drive (HDD) LED

Blinking Green: Indicates activity on the cor-
responding drive.

10

Hard Drive (HDD) LED

*Solid Red: Indicates failure of the corresponding hard
drive.

With the Arcserve Appliance, if one hard drive fails, the
rest of the drives will kick in immediately to ensure no
datais lost and the appliance continues to work nor-
mally. Therefore, to guard against any problems asso-
ciated with multiple hard drive failures, it is important
to replace a hard drive as soon as possible to minimize
potential loss of data.

11

Hard Drive (HDD) Latch

Used to unlock and remove the hard drive.

12

Solid State Drive (SSD)
LED

*Solid Red: Indicates drive failure.

13

Solid State Drive (SSD)
LED

Solid Green: Indicates drive activity.

Blinking Green: Indicates the drive is being accessed.

14

Solid State Drive (SSD)
Latch

Used to unlock and remove the SSD drive.

*Any Solid or Blinking Red light indicates some kind of failure. To quickly resolve

this issue, contact Arcserve Support.
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Controls and Indicators

Front Panel 8

The front panel of th

100-8200

e Arcserve Appliance 8100-8200 contains control panel but-

tons, control panel LEDs, and drive carrier LEDs. The following table describes

these items:

UDP 8100

HDD Latch

Unit ID Button

arcserve e

Multi-function LED J NIC2 LED HDD LED Reset Button

¢ ¢
Blue LED Red LED

System identification  System alert
indicator indicator

NICTLED  Power LED

Control/Indicator

Description

I/O Power button

Used to turn on and off power from the power supply to the appli-
ance components. When turning off the power, the main power is
turned off but standby power is still supplied. Therefore, to ensure
that power is completely removed from the appliance, unplug the
power supply cable before performing maintenance.

Reset button

Used to reboot the appliance.

Solid Green: Indicates that the power is being supplied to the power

Power LED supply of the appliance.
This LED should normally be On when the appliance is operating.
HDD LED Blinking Amber: Indicates activity on at least one of the hard drives.

Network Interface
Card (NIC1) LED

Blinking Amber: Indicates network activity on Network 1 (ETHO
Port).

Network Interface
Card (NIC2) LED

Blinking Amber: Indicates network activity on Network 2 (ETH1
Port).

Information LED

Continuously On and Red: An overheat condition has occurred.

Note: A cable congestion may cause this situation.
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Controls and Indicators

*Blinking Red - Fast (1 second): Fan Failure. Check for an inop-
erative fan.

*Blinking Red - Slow (4 seconds): Power Failure. Check for an inop-
erative power supply.

Solid Blue: Local UID is activated. Use this function to locate the
Server in a rack environment.

Blinking Blue: Remote UID is activated. Use this function to locate
the Server from a remote location.

Unit Identifier (UID)
button

Used to turn on or off the Universal Information LED (blue) on both
the front and rear appliance panels.

When the blue LED is On, the appliance can be easily located in a
rack (from either the front or the back).

Hard Drive (HDD) LED

Blinking Green: Indicates activity on the corresponding drive.

Hard Drive (HDD) LED

*Solid Red: Indicates failure of the corresponding hard drive.

With the Arcserve appliance, if one hard drive fails, the rest of the
drives will kick in immediately to ensure no data is lost and the appli-
ance continues to work normally. Therefore, to guard against any
problems associated with multiple hard drive failures, it is important
to replace a hard drive as soon as possible to minimize potential loss
of data.

Hard Drive (HDD)
Latch

Used to unlock and remove the hard drive.

Solid State Drive

*Solid Red: Indicates drive failure.

(SSD) LED
Solid State Drive Solid Green: Indicates drive activity.
(SSD) LED Blinking Green: Indicates the drive is being accessed.

Solid State Drive
(SSD) Latch

Used to unlock and remove the SSD drive.

*Any Solid or Blinking Red light indicates some kind of failure. To quickly resolve this issue,
contact Arcserve Support.
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Controls and Indicators

Front Panel 8300-8400

The front panel of the Arcserve Appliance 8300-8400 contains control panel but-
tons, control panel LEDs, and drive carrier LEDs. The following table describes
these items:

See detall lustration snd dhart below for front pansl Information

Power Button —@ HDD Latch

Reset Button —— 4

RESET
Power LED — 300 :“@': D BB HDD Activity LED

NIC2 Activity LED —— 30 % %.n— MIC1 Activity LED
Power Failure LED — 30 (L:E. t' BB Informational LED

This LED alerts the operator of several states, as noted in the chart below.

Continuously on 2nd red An averhigat condtlon has cocurmed.(May be due to
i cable congestion.)

Blinking red [1Hz) Fan fallure, chieck for Inoperative fan
Blinking red {225 Hz) Power fallure, chieck for 2 non-operational power supply

Solid Blue Local D has baen activatad. Usa this functlon to locate
: the server In 3 rack mount envronment.

Elinking Blue Remaota LID Is on. Use this function to 1dantify the sarver
i from a remote location.

Control/Indicator Description

Used to turn on and off power from the power supply
to the appliance components. When turning off the
power, the main power is turned off but standby
power is still supplied. Therefore, to ensure power is
completely removed from the appliance, unplug the
power supply cable before performing maintenance.

Power button

Reset button Used to reboot the appliance.

Solid Green: Indicates that the power is being sup-

Power LED
plied to the power supply of the appliance.
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This LED should normally be On when the appliance is
operating.

Blinking Amber: Indicates network activity on Net-
work 1 (ETHO Port).

Blinking Amber: Indicates network activity on Net-
work 2 (ETH1 Port).

Continuously On and Red: An overheat condition
has occurred. (This can be caused due to cable con-
gestion.)

Network Interface Card (NIC1) LED

Network Interface Card (NIC2) LED

*Blinking Red - Fast (1 second): Fan Failure. Check
for an inoperative fan.

*Blinking Red - Slow (4 seconds): Power Failure.

Information LED ] .
Check for an inoperative power supply.

Solid Blue: Local UID has been activated. Use this
function to locate the Server in a rack environment.

Blinking Blue: Remote UID has been activated. Use
this function to locate the Server from a remote loc-
ation.

Power Failure LED Indicates a power supply module has failed.

Blinking Green: Indicates activity on the cor-

Hard Drive (HDD) LED . .
responding drive.

*Solid Red: Indicates failure of the corresponding
hard drive.

With the Arcserve Appliance, if one hard drive fails,
the rest of the drives will kick in immediately to

Hard Drive (HDD) LED ensure no data is lost and the appliance continues to
work normally. Therefore, to guard against any prob-
lems associated with multiple hard drive failures, it is
important to replace a hard drive as soon as possible
to minimize potential loss of data.

Hard Drive (HDD) Latch Used to unlock and remove the hard drive.

*Any Solid or Blinking Red light indicates some kind of failure. To quickly resolve this issue,
contact Arcserve Support.

Chapter 2: Introducing the Arcserve Appliance 42


https://support.arcserve.com/s/?language=en_US

Controls and Indicators

Front Panel 9012-9048

The front panel of the Arcserve Appliance contains control panel buttons, control
panel LEDs, and drive carrier LEDs. The following table describes these items:

1 2 3

4 =

Number |Control / Indicator Icon

Description

1 Left control panel NA

Contains the system health and system
ID, status LED, and the iDRAC Quick Sync 2
(wireless) indicator.

NOTE: The iDRAC Quick Sync 2 indicator is
available only on certain configurations.

o Status LED: Enables you to identify
any failed hardware components.
There are up to five status LEDs and
an overall system health LED
(Chassis health and system ID) bar.
For more information, see link.

o Quick Sync 2 (wireless): Indicates
a Quick Sync enabled system. The
Quick Sync feature is optional. This
feature allows management of the
system by using mobile devices.
This feature aggregates hardware
or firmware inventory and various
system level diagnostic and error
information that can be used in
troubleshooting the system. For
more information, see link.

2 Drive slots NA

Enable you to install drives that are sup-
ported on your system. For more inform-
ation about drives, see link.

3 Optical drive (optional) |NA

One optional slim SATA DVD-ROM drive or
DVD+/-RW drive.

4 VGA port Il

Enables you to connect a display device to

the system. For more information, see
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Controls and Indicators

link.

USB port (optional)

The USB port is USB 2.0 compliant.

Right control panel

NA

Contains the power button, USB port,
iDRAC Direct micro port, and the iDRAC Dirt
ect status LED.

Information Tag

NA

The Information Tag is a slide-out label
panel that contains system information
such as Service Tag, NIC, MAC address,
and so on. If you have opted for the
secure default access to iDRAC, the Inform
ation tag also contains the iDRAC secure
default password.
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Controls and Indicators

Front Panel 9072 DR - 9504 DR

The front panel of the Arcserve Appliance contains control panel buttons, control
panel LEDs, and drive carrier LEDs. The following table describes these items:

2

Number Control / Indicator Icon Description

Contains system health and system
1 Left control panel NA ID, status LED or optional iDRAC
Quick Sync 2 (wireless).

Enable you to install drives that are
2 Drive slots NA supported on your system. For
more information, see link.

Contains the power button, VGA

3 Right control panel NA port, iDRAC Direct micro USB port
and two USB 2.0 ports.

The Information Tag is a slide-out
label panel that contains system
information such as Service Tag,
NIC, MAC address, and so on. If you
have opted for the secure default

4 Information tag NA

access to iDRAC, the Information
tag also contains the iDRAC secure
default password.
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Controls and Indicators

Rear P

anel 7100-7300v

The rear panel contains the power supplies, cable connections, and ports for the

appliance.

Number

Name of Control/Indicator

Description

Power Supply

Provides high-efficiency power supply to
the appliance.

Note: The main power switch is used to
apply or remove power from the power
supply to the appliance. Turning off the
appliance power with this button
removes the main power but standby
power is still supplied. Therefore, to
ensure power is completely removed
from the appliance, unplug the power supt
ply cable before performing maintenance.

IPMI Port (Remote Management)

The IPMI (Intelligent Platform Man-
agement Interface) port is used to mon-
itor the physical health of Servers, such as
temperature, voltage, fans, power sup-
plies, and the appliance.

Note: The default user name/password
for IPMI access is ADMIN/ARCADMIN
(case-sensitive). We recommend that you
change the password as soon as possible.
For details about how to change the IPMI
password, see How to Change the IPMI
Password.

External Storage Device Port

(SAS port for tape drive)

Used to connect an external storage
device (hard drive, tape drive, etc.) to the
appliance. These portable external stor-
age devices can be used to store backed-
up data for easy transporting from one

location to another.
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. Aunique serial number that is assigned to

4 Serial Number Label ]

the appliance.

Communication port that is used to con-
5 COM1 Serial Port nect a serial device, such as a mouse to

the appliance (if needed).

Used to connect USB 2.0 type devices to
6 USB 2.0 (black) . P

the appliance.

Used to connect USB 3.0 type devices to
7 USB 3.0 (blue) ,

the appliance.

Used to transfer network data to and
8 Network Data I/O Port 1 )

from the appliance. (ETHO for Network 1)

Used to transfer network data to and
9 Network Data I/O Port 2 .

from the appliance. (ETH1 for Network 2)

Used to connect a monitor to the appli-
10 VGA Connector .

ance (if needed).
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Rear Panel 7400-7600v

The rear panel contains the power supplies, cable connections, and ports for the

appliance.

Num-
ber

Name of Con-
trol/Indicator

Description

Dual Power Supply

Provides high-efficiency power supply to the appli-
ance.

Note: The main power switch is used to apply or
remove power from the power supply to the appli-
ance. The benefit of having a dual power supply is if
one fails then the other is available for use.

Turning off the appliance power with this button
removes the main power but standby power is still
supplied. Therefore, to ensure power is completely
removed from the appliance, unplug the power sup-
ply cable before performing maintenance.

IPMI Port (Remote Man-
agement)

The IPMI (Intelligent Platform Management Interface)
portis used to monitor the physical health of Serv-
ers, such as temperature, voltage, fans, power sup-
plies, and the appliance.

Note: The default user name/password for IPMI
access is ADMIN/ARCADMIN (case-sensitive). We
recommend that you change the password as soon
as possible. For details about how to change the
IPMI password, see How to Change the IPMI Pass-

word.

External Storage Device
Port

(SAS port for tape drive)

Used to connect an external storage device (hard
drive, tape drive, etc.) to the appliance. These port-
able external storage devices can be used to store
backed-up data for easy transporting from one loc-
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ation to another.
. A unique serial number that is assigned to the appli-
4 Serial Number Label
ance.
. Communication port that is used to connect a serial
5 COM1 Serial Port . . .
device, such as a mouse to the appliance (if needed).
Used to connect USB 2.0 type devices to the appli-
6 USB 2.0 (black) vp PP
ance.
Used to connect USB 3.0 type devices to the appli-
7 USB 3.0 (blue) P PP
ance.
Used to transfer network data to and from the appli-
8 Network Data I/O Port 1
ance. (ETHO for Network 1)
Used to transfer network data to and from the appli-
9 Network Data I/O Port 2
ance. (ETH1 for Network 2)
Used to connect a monitor to the appliance (if
10 VGA Connector
needed).
Used to connect an external storage device (Tape
External Storage Device Autoloader/Library) to the appliance. These portable
Port external storage devices can be used to store
11 oad 0 backed-up data for easy transporting from one loc-
(Tap Autoloader/Library) ation to another.
LSISAS 9212 - dide Note: This port is present in the operating system as
LS| Adapter SAS2 2008 Falcon.
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Controls and Indicators

Rear Panel 8100-8200

The rear panel contains the power supplies, cable connections, and ports for the
appliance.

i

0

i

S

.

@'@ﬁ 'F!ﬂﬂ@" =

14 |16

9 1l B L 718 1

Num- .

ber Name of Control/Indicator

1 Power Supply Module #1

2 AC Power Inlet #1

3 Power Supply #2

4 AC Power Inlet #2

5 COM Port

6 PMI Port (Remote Management)
7 Low Profile PCI Expansion Slot

8 PCI Expansion Slot

9 Power Good LED #1

10 Power Supply Lock #1

11 Power Good LED #2

12 Power Supply Lock #2

13 USB 2.0 Port 1 (Black)

14 USB 2.0 Port 2 (Black)

15 USB 3.0 Port 3 (Blue)

16 USB 3.0 Port 4 (Blue)

17 Network Data I/O Port 1 (ETHO for Network 1)
18 Network Data 1/O Port 2 (ETH1 for Network 2)
19 VGA Port
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20

External Storage Device Port (SAS port for tape drive option)
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Controls and Indicators

Rear Panel 8300-8400

The rear panel contains the power supplies, cable connections, and ports for the

appliance.

[ 15

—
L

55 16 18 20 u n

Num- .

ber Name of Control/Indicator

1 Power Supply Module #1 Lock

2 Power Supply Module #1 Power Good LED
3 Power Supply Module #1 AC Receptacle
4 Power Supply Module #1 Fan

5 Rear SSDs (optional)

6 IPMI Port (Remote Management)

7 External SAS HBA Ports

8 Half-length PCI Expansion Slots

9 Internal RAID Controller

10 Full-length PCI Expansion Slots

11 Power Supply Module #2 Lock

12 Power Supply Module #2 Power Good LED
13 Power Supply Module #2 AC Receptacle
14 Power Supply Module #2 Fan

15 COM Port

16 USB Port 1 (generation 2)

17 USB Port 2 (generation 2)

18 USB Port 3 (generation 3)

19 USB Port 4 (generation 3)

AL D
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20 ETHO (Network 1)
21 ETH1 (Network 2)
22 VGA Port (Monitor)
23 UID LED
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Controls and Indicators

Rear Panel 9012-9048

The rear panel of the Arcserve Appliance contains the power supplies, cable con-

nections, and ports for the appliance. The following table describes these items:

.
[ 1
-
ll snes
- EEEEEEEEN

-'l-.

‘ 0 e H
1110 9 8 7
Number [Control / Indicator |lcon |[Description
Use the serial port to connect a serial device to
1 Serial port loiol P i ) )
the system. For more information, see link.
Use the iDRACY dedicated network port to
5 iDRACY dedicated net- securely access the embedded iDRAC on a sep-
work port arate management network. For more inform-
ation, see link.
Use the Ethernet ports to connect Local Area
3 Ethernet ports (2) ﬁ Networks (LANs) to the system. For more
information, see link.
. . Use the card slots to connect full-height PCle
4 Full height riser slot . . .
expansion cards on full height riser.
c Power supply unit For more information about the PSU con-
(PSU) figurations, see link.
. For more information about the PSU con-
6 LOM riser ports (2) i . )
figurations, see link.
Use the USB 3.0 port to connect USB devices
7 USB 3.0 port (2) 59 |to the system. These ports are 4-pin, USB 3.0-
compliant.
Use the VGA port to connect a display to the
8 VGA port Il portt , play
system. For more information, see link.
The Cable Management Arm (CMA) power
9 CMA power port
port enables you to connect to the CMA.
Press the system ID button:
10 System identification @ « To locate a particular system within a

button

rack.

e To turn the system ID on or off.
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https://www.dell.com/support/manuals/us/en/19/poweredge-r440/per440_ism_pub/technical-specifications?guid=guid-eed6f152-01c7-4dc2-89e6-d9c6ae9eb785&lang=en-us

Controls and Indicators

To reset iDRAC, press and hold the button for
15 seconds.

Notes:

e Toreset iDRAC using system ID, ensure
that the system ID button is enabled in
the iDRAC setup.

o Ifthe system stops responding during
POST, press and hold the system ID but
ton (for more than five seconds) to

enter the BIOS progress mode.
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Controls and Indicators

Rear Panel 9072DR-9504DR

The rear panel of the Arcserve Appliance contains the power supplies, cable con-

nections, and ports for the appliance. The following table describes these items:

_[l'-'IIIII

A

4 5

..l--.l----- i - e ! i— y
Py +-|—-—| 1 I. ..'. - l'_ .-”"‘Ei"/
oY 4E|U|U|D o [« g
12 N1 10 9 8 7 B
Number |Control / Indicator Icon Description
The PCle expansion card slot (riser 1) con-
1 Full-height PCle expan- NA nects up to three full-height PCle expan-
sion card slot (3) sion cards to the system. For more
information, see link.
The PCle expansion card slot (riser 2) con-
5 Half-height PCle expan- NA nects one half-height PCle expansion
sion card slot cards to the system. For more inform-
ation, see link.
The rear handle can be removed to enable
3 Rear handle NA any external cabling of PCle cards that are
installed in the PCle expansion card slot 6.
The PCle expansion card slot (riser 2) con-
4 Full-height PCle expan- NA nects up to two full-height PCle expansion
sion card slot (2) cards to the system. For more inform-
ation, see link.
The PCle expansion card slot (riser 3) con-
c Full-height PCle expan- NA nects up to two full-height PCle expansion
sion card slot (2) cards to the system. For more inform-
ation, see link.
6 Power supply unit (2) NA For more information, see link.
The NIC ports that are integrated on the
. NIC ports ﬁ network daug‘hjcer card (NDC). provide‘net-
work connectivity. For more information
about the supported configurations, see

© H=
" g, 1§
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https://www.dell.com/support/home/in/en/indhs1/product-support/product/poweredge-r740xd/manuals
https://www.dell.com/support/home/in/en/indhs1/product-support/product/poweredge-r740xd/manuals
https://www.dell.com/support/home/in/en/indhs1/product-support/product/poweredge-r740xd/manuals
https://www.dell.com/support/home/in/en/indhs1/product-support/product/poweredge-r740xd/manuals
https://www.dell.com/support/home/in/en/indhs1/product-support/product/poweredge-r740xd/manuals

Controls and Indicators

USB port (2)

The USB ports are 9-pin and 3.0-com-
pliant. These ports enable you to connect
USB devices to the system.

VGA port

Il

Enables you to connect a display device to
the system. For more information, see
link.

10

Serial port

19121

Enables you to connect a serial device to
the system. For more information, see
link.

11

iDRAC9 dedicated port

Enables you to remotely access iDRAC.
For more information, see link.

12

System identification
button

The System Identification (ID) button is
available on the front and back of the sys-
tems. Press the button to identify a sys-
tem in a rack by turning on the system ID
button. You can also use the system ID
button to reset iDRAC and to access BIOS
using the step through mode.
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https://www.dell.com/support/home/in/en/indhs1/product-support/product/poweredge-r740xd/manuals
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Ports Used by the Appliance

Ports Used by the Appliance

The following topics provide information about ports that are used by Arcserve
UDP, Arcserve Backup, and the Appliance for Linux support:

® Arcserve UDP

= Arcserve Backup

® Appliance for Linux Support
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Ports Used by the Appliance

Arcserve UDP

This section contains the following topics:

® Components installed on Microsoft Windows

® Components installed on Linux

" Production node protected by UDP Linux remotely
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Components installed on Microsoft Windows

The following ports are required for backup and other jobs when you have a LAN envir-
onment:

Por-
Port|t
# (Typ-
e

Ini-
tiated |Listening Process Description
by

Specifies the
default com-
munication
port between
the Arcserve
UDP console
and Microsoft
SQL Server
databases

Remote when they

1433 |TCP Java sqlsrvr.exe reside on dif-

ferent com-
puters.

Note: You can
modify the
default com-
munication
port when
installing SQL
Server.

Transfers data
Arcserve for Virtual
4090 |TCP (UDP HATransServer.exe Standby tasks
Agent in the proxy
mode.

Reserved for
Arcserve UDP
RPS Global
Deduplication

Data Store Ser
0- TCP |UDP GDDServer.exe vice (GDD).

5060 Server

500- Arcserve

One Arcserve
UDP GDD data
store will use
3 free ports
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that start
from 5000. It
is needed
when the data
store with
GDD is
enabled for
backup or the
restore task is
used.

6052 [TCP

Arcserve
Backup
GDB

CA.ARCserve.Com-
municationFoundation.WindowsService.exe

Com-
munication
that lets the
Arcserve UDP
Console and
the Arcserve
Backup Global
Dashboard
Primary
Server syn-
chronize data.

6054 [TCP

Arcserve
Backup

CA.ARCserve.Com-
municationFoundation.WindowsService.exe

Com-
munication
that lets the
Arcserve UDP
Console and
the Arcserve
Backup
Primary
Server syn-
chronize data.

8006

To shut down
Tomcat that is
used by the
Arcserve UDP
console.

8014 |TCP

Arcserve
UDP
Console

Tomcat7.exe

Specifies the
default
HTTP/HTTPS
com-
munication
port between
remote man-
agement con-
soles and the
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Arcserve UDP
Server.

Specifies the
default
HTTP/HTTPS
com-
munication
port between
remote man-
agement con-
soles and the
Arcserve UDP
Agent.

Note: You can
modify the
default com-
munication
port when
you install the
Arcserve UDP
components.

Specifies the
default
HTTP/HTTPS
com-
munication
port between
the Arcserve
UDP Server
and Arcserve
UDP consoles.

Arcserve *Specifies the
8014 [TCP (UDP httpd.exe default shared
Server port and the
only port you
must open

when you use
the Arcserve
UDP Server as
the replication
destination.
Do not open
ports 5000-
5060 which
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are used by
data stores
that have
global dedu-
plication
enabled.

Note: You can
modify the
default com-
munication
port when
you install the
Arcserve UDP
components.

8015

TCP

Arcserve
uDP
Console

Tomcat7.exe

Specifies the
default
HTTP/HTTPS
com-
munication
port between
remote man-
agement con-
soles and the
Arcserve UDP
Server.

Specifies the
default
HTTP/HTTPS
com-
munication
port between
remote man-
agement con-
soles and the
Arcserve UDP
Agent.

Note: You can
modify the
default com-
munication
port when
you install the
Arcserve UDP
components.
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Reserved for
Arcserve UDP
Server Web
Services to
communicate
with the Arc-
serve UDP RPS
Port Sharing

Arcserve .
Service on the

8016 |TCP |UDP Tomcat7.exe
Server

same Server.

Note: The
port cannot
be cus-
tomized and
can be
ignored for
the firewall
setting.

To shutdown
Tomcat that is
1800 CA.ARCserve.CommunicationFoundation. used by the

5 WindowsService.exe Arcserve UDP
Server or
Agent.
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Components installed on Linux

The following ports are required for backup and other jobs when you have a LAN envir-

onment:

Port #

Port Type

Initiated by

Listening Process

Description

22

TCP

SSH service

Arcserve UDP Linux
3rd party depend-
ency. Specifies the
default for SSH ser-
vice, however, you
can change this port.
This port is required
for both incoming
and outgoing com-
munications.

67

ubP

Arcserve UDP
Linux

bootpd

Used for the PXE boot
Server. Only required
if the user wants to
use the PXE boot fea-
ture. This portis
required for incoming
communications.

Note: The port num-
ber cannot be cus-
tomized.

69

UDP

Arcserve UDP
Linux

tffpd

Used for the PXE boot
Server. Only required
if the user wants to
use the PXE boot fea-
ture. This portis
required for incoming
communications.

Note: The port num-
ber cannot be cus-
tomized.

8014

TCP

Arcserve UDP
Linux

Java

Specifies the default
HTTP/HTTPS com-
munication ports
between the remote
consoles and the Arc-
serve UDP agent for
Linux. This port is
required for both
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incoming and out-
going com-
munications.

Used by Tomcat. Can
Arcserve UDP . .
18005 |TCP Lin Java be ignored for firewall

inux

settings.
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Node protected by UDP Linux remotely

The following port is required for backup and other jobs when you have a LAN envir-

onment:

Port |Port |Initiated [Listening L
Description

# Type |by Process
Arcserve UDP Linux 3rd party dependency. Specifies

27 SSH ser- the default for the SSH service, however, you can

vice change this port. This port is required for both incom-

ing and outgoing communications.

*Port sharing is supported for replication jobs. All data on different ports can be forwarded
to port 8014 (default port for the Arcserve UDP Server, which can be modified during install-
ation). When a replication job runs between two recovery point Servers across WAN, only
port 8014 needs to be opened.

Similarly, for remote replications, the Remote administrator needs to open or forward port
8014 (for data replication) and port 8015 (default port for the Arcserve UDP console, which
can be modified during installation) for local recovery point Servers to obtain the assigned

replication plan.
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Arcserve Backup

The following ports are required for backup and other jobs when you have a LAN envir-

onment:
Port |Port .. . . R
Initiated by Listening Process Description
# Type
Microsoft Port
135 |TCP
Mapper
445 |TCP MSRPC over the Named Pipes
TCP/UD-|CASUniver- ) Arcserve
6050 Univagent.exe .
P salAgent Universal Agent
Arcserve Com- CA.ARCserve.Com- Arcserve Com-
6502 [TCP munication municationFoundation. munication
Foundation WindowsService.exe Foundation
. Arcserve Tape
6502 |TCP CASTapeEngine |Tapeng.exe .
Engine
. . Arcserve Job
6503 [TCP CASJobEngine Jobengine.exe .
Engine
. Arcserve Data-
6504 |TCP CASDBEnNgine DBEng.exe .
base Engine
. Arcserve
7854 |TCP CASportmapper |Catirpc.exe
PortMapper
4152- . Arcserve Dis-
TCP CASDiscovery casdscsvc.exe .
3 covery Service
4152- . Arcserve Dis-
UDP CASDiscovery casdscsvc.exe .
4 covery Service
9000- TCp For other Arcserve MS RPC services that
9500 use dynamic ports
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Appliance for Linux Support

The following ports are required for backup and other jobs when you have a LAN envir-

onment:
Port [Port|Initiated|Listening Lo
Description
# |Type| by Process
NAT port redirection, redirects 8017 on appliance
8017 | TCP to the Linux backup server in order to backup other
Linux node to Amazon S3.
8018 | TCp NAT por.t redirection, redirects 8018 on appliance
to the Linux Backup Server Agent port 8014.
NAT port redirection, redirects 8019 on appliance
8019 | TCP i
to the Linux Backup Server SSH port 22.
NAT port redirection, redirects 8021 on appliance
8021 | TCP to Linux backup server to backup other Linux node
using 8021 port.
8036 | TCP NAT por.t redirection, redirects 8036 on appliance
to the Linux Backup Server port 8036.
NAT port redirection, redirects 50000 on appliance
50000| TCP to Linux backup server in order to backup other
Linux node to cloud using 50000 port.
NAT port redirection, redirects 50001 on appliance
50001| TCP to Linux backup server in order to backup other
Linux node to cloud using 50001 port.
NAT port redirection, redirects 50002 on appliance
50002| TCP to Linux backup server in order to backup other
Linux node to cloud using 50002 port.
NAT port redirection, redirects 50003 on appliance
50003| TCP to Linux backup server in order to backup other
Linux node to cloud using 50003 port.
NAT port redirection, redirects 50004 on appliance
50004| TCP to Linux backup server in order to backup other
Linux node to cloud using 50004 port.
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How to Add Ports to CentOS 6.6 x64 Firewall

If you upgrade the Arcserve Appliance pre-installed Linux Backup Server to v6.5
Update 2, then after the upgrade you need to manually add some ports to Linux

that h

as CentOS 6.6 x64 firewall.

Follow these steps:

1

2.

. Navigate to the following path:

vi /etc/sysconfig/iptables

bold if not present already:

In the iptables file, manually add the following lines that are mentioned in

# Firewall configuration written by system-config-firewall

# Manual customization of this file is not recommended.

*filter

:INPUT ACCEPT [0:0]

:FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [0:0]

-A INPUT -p tcp -m tcp --dport 22 -j ACCEPT

-A INPUT -p tcp -m tcp --dport 67 -j ACCEPT

-A INPUT -p tcp -m tcp --dport 69 -j ACCEPT

-A INPUT -p tcp -m tcp --dport 8014 -j ACCEPT
-A INPUT -p tcp -m tcp --dport 8016 -j ACCEPT
-A INPUT -p tcp -m tcp --dport 8017 -j ACCEPT
-A INPUT -p tcp -m tcp --dport 8021 -j ACCEPT
-A INPUT -p tcp -m tcp --dport 8035 -j ACCEPT
-A INPUT -p tcp -m tcp --dport 8036 -j ACCEPT
-A INPUT -p tcp -m tcp --dport 50000 -j ACCEPT
-A INPUT -p tcp -m tcp --dport 50001 -j ACCEPT
-A INPUT -p tcp -m tcp --dport 50002 -j ACCEPT
-A INPUT -p tcp -m tcp --dport 50003 -j ACCEPT
-A INPUT -p tcp -m tcp --dport 50004 -j ACCEPT

-A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT

-A INPUT -p icmp -j ACCEPT
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-A INPUT -i lo -j ACCEPT
-A INPUT -m state --state NEW -m tcp -p tcp --dport 22 -j ACCEPT
-A INPUT -j REJECT --reject-with icmp-host-prohibited
-A FORWARD -j REJECT --reject-with icmp-host-prohibited
COMMIT

3. Save the iptables file.

4. Restart the iptables service using the following command:

/etc/init.d/iptables restart

You have added the ports to CentOS 6.6 x64 firewall successfully.
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Chapter 3: Installing the Arcserve Appliance

This section contains the following topics:

How to Install Arcserve Backup r17.5SP1

How to Install 8100-8200 Series Appliance

How to Install 8300-8400 Series Appliance

How to Install 9012-9048 Series Appliance

How to Install 9072-9504DR Series Appliance
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How to Install Arcserve Backupr17.5 SP1

How to Install Arcserve Backup r17.5 SP1

Arcserve Backup r17.5 SP1 is not pre-installed on the appliance. You can install Arc-
serve Backup r17.5 SP1 using a script called “InstallASBU.bat” located on your
desktop.

Follow these steps:

1. From your desktop, locate and launch InstallASBU.bat.

Note: If you are launching the .bat file from a non-English Windows system,

the following screen appears. Select the language to install Arcserve Backup
r17.5 SP1, otherwise go to step 2.

2. Enter the Administrator password and the script is generated to help install
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Arcserve Backup r17.5 SP1.

After installation completes, the Arcserve Backup icon is added to your desktop.
You can now log into Arcserve Backup with the following credentials:

® User Name = caroot

" Password = Arcserve
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How to Install 8100-8200 Series Appliance

How to Install 8100-8200 Series Appliance

The appliance is intended for installation in restricted areas only. Only qualified per-
sonnel should perform Initial setup and maintenance.

For the complete installation process, see Appliance Installation of 8100-8200.
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How to Install 8300-8400 Series Appliance

How to Install 8300-8400 Series Appliance

The appliance is intended for installation in restricted areas only. Only qualified per-
sonnel should perform Initial setup and maintenance.

For the complete installation process, see Appliance Installation of 8300-8400.
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How to Install 9012-9048 Series Appliance

How to Install 9012-9048 Series Appliance

The appliance is intended for installation in restricted areas only. Only qualified per-
sonnel should perform Initial setup and maintenance.

For the complete installation process, see Appliance Installation of 9012-9048.
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How to Install 9072-9504DR Series Appliance

How to Install 9072-9504DR Series Appliance

The appliance is intended for installation in restricted areas only. Only qualified per-
sonnel should perform Initial setup and maintenance.

For the complete installation process, see Appliance Installation of 9072-9504DR.
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Chapter 4: Upgrading Arcserve UDP on the Appliance

This section contains the following topics:

How to Apply a License After Upgrading Arcserve Software _............................... 80
Upgrade Sequence on the Arcserve Appliance ... ... 81
Upgrade Sequence for UDP Console, RPS, and Agent ... ... ... ... ... 87
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How to Apply a License After Upgrading Arcserve Software

How to Apply a License After Upgrading Arcserve Soft-
ware

After upgrading Arcserve UDP to v6.5 or upgrading Arcserve Backup to r17.5, the
original license key on the Arcserve Appliance will not work. To obtain the new
license keys for Arcserve Unified Data Protection v6.5 and Arcserve Backup r17.5,
contact your account representative.

For more details about adding a license key for Arcserve UDP, see Arcserve Product
Licensing Online Help.
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Upgrade Sequence on the Arcserve Appliance

Upgrade Sequence on the Arcserve Appliance

The upgrade from Arcserve Appliance v5.0 to Arcserve UDP v6.5 could involve one

of the following sequences:

Upgrade the Arcserve Appliance Used as Arcserve Console and RPS

Upgrade the Arcserve Appliance Used as Arcserve UDP RPS

Upgrade Steps When Two or More Arcserve Appliances Are Used in the Envir-

onment

Upgrade the Arcserve UDP Linux Agent on the Arcserve Appliance

Upgrade the Arcserve Backup on the Arcserve Appliance
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Upgrade the Arcserve Appliance Used as Arcserve
UDP Console and RPS

Upgrade this Arcserve Appliance, then follow up the upgrade sequence described to
upgrade the environment.
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Upgrade the Arcserve Appliance Used as Arcserve
UDP RPS

Upgrade the complete productive environment. For details, refer to the upgrade
seguence.
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Upgrade Steps When Two or More Arcserve Appli-
ances are Used in the Environment

® Upgrade the whole productive environment. For details, refer to upgrade

sequence.

® |f you see warning as displayed below when you add an Appliance as RPS from
Arcserve UDP Console after upgrade, refer to the Backing Up Arcserve Appli-
ance from Another Appliance Reports Duplicated Nodes topic in the
Troubleshooting section.

Warmning
'E This Arcserve UDP Recovery Point Server already exists,
[
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Upgrade the Arcserve UDP Linux Agent on the Arc-
serve Appliance

Follow these steps:

1. Upgrade the Arcserve UDP Console that manages the Linux Backup Server envir-
onment.

2. Upgrade the Linux Backup Server on the Arcserve Appliance.

For more information, see Arcserve Unified Data Protection Agent for Linux Online
Help.
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Upgrade Sequence on the Arcserve Appliance

Upgrade the Arcserve Backup on the Arcserve Appli-
ance

Refer to the Arcserve Backup Implementation Guide to complete upgrade on the

Arcserve Appliance.
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Upgrade Sequence for UDP Console, RPS, and Agent

Upgrade Sequence for UDP Console, RPS, and Agent

Based on the Backward Compatibility Support Policy, plan your upgrade in the fol-

lowing sequence to ensure the upgrade works smoothly:

1.
2
3
4.
5
6

7.

Upgrade Arcserve UDP Console.

. Upgrade Arcserve UDP RPS (DR site).
. Upgrade Arcserve UDP RPS (Data Center).

Upgrade Arcserve UDP Agentless Proxy, some Agents in Data Center.

. Upgrade Arcserve UDP RPS (Remote site).

. Upgrade Arcserve UDP Agentless Proxy and some Agents at the remote site.

Note: Repeat Step 5 and 6 for each remote location.

Upgrade Arcserve UDP Virtual Standby Monitor.

Note: According to the replication backward support policy, always upgrade the tar-
get RPS before the source RPS.
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This section contains the following topics:

How to Configure Network Settings for Arcserve Appliance ... .. 89
How to Set up the Arcserve Appliance ... ... 94
Configure Arcserve Appliance as Gateway ... . ... 103
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How to Configure Network Settings for Arcserve Appli-
ance

To manage the Arcserve Appliance, the first step is to have the appliance in your
network. For that, you need to assign a hostname to the appliance and then con-
figure network ports.

Follow these steps:

1. After you power on the appliance, the Settings screen for the Microsoft
License terms opens. Read and accept the terms.

The UDP End User License Agreement dialog opens.
2. Read and accept the license agreement and click Next.

Welcome to the Arcserve Appliance Configuration Tool screen appears.
3. Enter the following details:

Hostname

Enter a host name for the appliance. Assigning a name helps identify the
appliance on your network.

Add this Arcserve Appliance to a domain

Select the check-box to make your appliance a member of a domain in your
network. Specify the values in Domain, Username, and Password fields that
are displayed when the option is selected.
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Arcserve UDP Appliance =

Welcome to the Arcserve® UDP Appliance Configuration Tool

This tool will allow you to connect your Arcserve UDP Appliance to the LAN so that further
configuration can be performed on the web-based consolke Ul

Assign a hostname to the Appliance. This will be used to identify the Appliance on your local
network. Optionally, you may add the Appliance to a Domain.

0 A new hostname will require a reboat to take effect. You may configure the other setiings
on the configuration screen before rebooting the Appliance.

Hostname | o

[] Add this Arcserve UDP Appliance to a domain

Note: To apply a new hostname, you need to restart the appliance. You can
choose to reboot the appliance now or after you configure the network settings.
After you reboot the appliance, you can access the appliance from any other
machine using the URL - https://<hostname>:8015.

4. Click Save.

The following dialog opens. By default, Arcserve UDP discovers all network con-
nections in a network. If some connections are not assigned, then manually edit
and specify the connection details.
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A Arcserve UDP Appliance

Grcser e UDP Appliance Configuration

Your Arcserve UDP Appliance must be rebooted for the Hosiname and Domain setlings to lake effect

Reboot Appliance

Hostnamel
Demain

UDP Console URL <test url>

Date and Time 8126/2016 12:32:29 AM

Network Connections

Connection Name IF Address

Ethernet 8
& Connected Automatic via DHCP

Ethernet 7 Mone Assigned
© Not Connecled Automatic via DHCP

Ethernet & None Assigned
O Not Connected Automatic via DHCP

Ethernet § None Assigned
2 Not Connected Automatic via DHCP

Ethernet 2 None Assigned
© Mot Connecled Automatic via DHCP

Description

InteliR) 1350 Gigabit Metwork Connection #2

Inlel{R) 1350 Gigabil Neltwork Conneclion

Inlel{R) Ethemel Server Adapler I350-T4 84

Intel{R) Ethemel Server Adapter 1350-T4 &3

intel{R) Ethernel Server Adapler [350-T4 #2

5. To edit a network connection, click Edit from the Network Connections box.

The Network Connection dialog opens.
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Network Connection 1
Status @ Connected
Description vimxnet3 Ethemet Adapter #2
Connection || Use DHCP to obtain IP address automatically.
IP Address .
Subnet Mask .

Default Gateway .

Obtain DNS server address automatically
Preferred DNS Server .

Alternate DNS Server

Cancel

6. Modify the IP address, subnet mask, and default gateway values as required
and click Save.

Note: Optionally, you can also modify the hostname, domain, date, and time.
7. To apply the changes, click Reboot Appliance to restart the appliance.

The appliance restarts with a new hostname. After restarting, the Login screen

opens.
8. Enter the user name and password and click Enter.
The Arcserve Appliance Configuration screen appears.

9. When the appliance configuration screen reopens, click Launch Wizard.
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arcserve

Arcsenve UDP Appliance

UDP Appliance Configuration

@) ciick Launch Wizard 1o continue conliguring your appiiance with the Arcserve UDP Plan Configuration Wizard

Launch Wizard

Hostnameal
Domain

UDP Console URL

Date and Time

Network Connections

Connection MName

Etharnat 8
S Connecied

Ethernet 7
© Not Connected

Etharnet &
O Not Connected

Ethernet §
© Not Connected

Ethernet 2
O Not Connected

appliance-test
(not assigned)

<¢onsole URL>

BI26/2016 12:

IF Address

Aulomalic via DHCP

MHomne A!I-Ig med
Aulomatic va DHCP

None Assigned
Aulomatic via DHCP

None Assigned
Aulomaltic via DHCP

None Assigned
Aulomaltic via DHCP

3920 AM

Description

ntel(R) 1350 Gigabit Network Conneclion #2

Intel{R) 1350 Gigabit Metwork Conneclion

Intel{R) Ethernet Senver Adapler [350-T4 84

Intel(R) Eihernel Server Adapler |350-T4 £3

intel(R) Etherngl Sencer Adapter 12350-T4 22
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How to Set up the Arcserve Appliance

After the appliance restarts with the new hostname, the Unified Data Protection
wizard opens. The wizard lets you create a basic plan to schedule backups. The plan
lets you define the nodes that you want to protect and schedule when to run
backups. The backup destination is the appliance Server.

Note: All the steps on the Arcserve Appliance Configuartion wizard are optional,
you can skip and directly open the UDP console and create plans.

Follow these steps:
1. Log into the Arcserve UDP console.

The Unified Data Protection wizard first opens and the Arcserve Appliance
Management dialog appears. You can manage the UDP console either as a
stand-alone instance or you can remotely manage from another UDP console.
The remote console management function is useful when you are managing
multiple UDP consoles.

Grcser e UDP Appliance Configuration

erve UDP Appliance Management

The Arcserve UDP appliance can function as either a stand-alone instance of Arcserve UDP or managed by another
Arcsarve UDP Console. Select from the following options:

© This appliance will function as a stand-alone instance of Arcsenve UDP.

® This appliance will function as an instance of Arcserve UDP Recovery Point Server managed by another
Arcserve UDP Console.

S | carcel

2. Select whether you want to manage the appliance locally (default) or from
another UDP console. If the appliance is managed from another UDP console,
then specify the UDP console URL, username, and password.

3. Click Next.

The Data Stores dialog opens. A data store is a physical storage area on the
appliance and is used as the destination for your backups.

By default, Arcserve UDP creates a data store called <hostname>_data_store.
This data store is deduplication and encryption enabled. For more information
about deduplication and encryption, see Data Deduplication in Arcserve UDP
Solutions Guide.

Note: As the data store is encrypted, you must specify an encryption password.
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O rcse r e UDP Appliance Configuration

Your data store configuration is shown below. More data stores can be added from the Arcserve UDP Console

appliance-test_data_store

Compression

Deduplication

Encryption

T

Confirm Password

Previous

4. Enter and confirm the encryption password for this data store.

5. Click Next.

The Email and Alert dialog opens. You can define the email Server that is used
to send alerts and the recipients who would get the alerts. You can select
options to get alerts based upon successful jobs, failed jobs, or both.

Cancel
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O rcser e UDP Appliance Configuration

Configure emall notification settings and the types of alert notiications you want to receive.

¥ Enable email notifications.

Service

Email Server

Port 25

B Email service requires authentication.

Subject Arcserve Unified Data Protection Alert
From

Heclplentﬁ Separate email addresses with

Options M Use SSL
M send STARTTLS
M Use HTML format

M Connect using a proxy server

Send a Test Email

Send Alerts For ¥ Successful Jobs
¥ Failed Jobs

Step 3of9

6. Specify the following email and alert details:
Service

Specifies the email services such as Google Mail, Yahoo Mail, Live
Mail, or Other.

Email Server
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Specifies the email Server address. For example, for Google Server
email, specify smtp.gmail.com.

Port
Species the email Server port number.
Requires Authentication

Specifies whether the email Server requires authentication. If yes, spe-
cify the account name and password for authentication.

Subject
Specifies the subject of the email that is sent to the recipients.
From

Specifies the email ID of the sender. The recipients will receive the
mail from this sender.

Recipients

Specifies the recipients who will receive the alerts. You can use semi-

colons ";" to separate multiple recipients.
Options

Specifies the encryption method to use for the communication channel.
Connect using a proxy Server

Specifies the proxy Server user name and port number if you are con-
necting to the mail Server through a proxy Server. Also, specify a user-
name and password if the proxy Server requires authentication.

Send a Test Email

Sends a test mail to the recipients. You can verify the details by sending
a test mail.

7. Click Next.
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8. The Replication to Remote RPS dialog opens.

Orcser e UDP Appliance Configuration

1 | I
Configure the settings below if you want to replicate 1o a remolely-managed Recovery Point Server destination

O This appliance will replicate to a remotely-managed RPS.

Arcserve UDP Console
LR

Passward

B Connect using a proxy Sefver.

® This appliance will not replicate to a remotely-managed RPS.

9. Specify the following details if you want the appliance to replicate to a
remotely-managed recovery point Server (RPS). For more information on a
remotely-managed RPS, see Arcserve UDP Solutions Guide.

Arcserve UDP Console URL

Specifies the URL of the remote Arcserve UDP console.
Username and Password

Specifies the username and password to connect to the remote console.
Connect using a proxy Server

Specifies the proxy Server details if the remote console is behind a
proxy Server.

10. If you do not want the appliance to replicate to a remotely-managed RPS,
select the This appliance will not replicate to a remotely-managed RPS
option.

11. Click Next.

The Create a Plan dialog opens. You can create a basic plan where you specify
the nodes that you want to protect and the backup schedule.
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Orcser e UDP Appliance Configuration

Mext you will need to creale a prolection plan for your data. In the protection plan you will add nodes and configure a
backup schedule. More than one prolection plan can be created,

Skip Plan Creation

Flan Name Protaction Plan 1

Session Password

® [t is important fo refain the Session Password as it will be reguired fo restore the dafa.

How do you want to add nodes to the plan?

HostnameIP Address (for Windows machines only) -

Note: If you do not want to create basic plans using the wizard, perform the fol-

lowing steps:
a. Click Skip Plan Creation.
The Next Steps dialog opens.
b. Click Finish to open the UDP console and create plans.
12. Specify the following details to create a plan:
Plan Name

Specifies the name of the plan. If you do not specify a Plan Name, the
default name "Protection Plan <n>" is assigned.

Session Password

Specifies a session password. The session password is important and
required when you restore data.

How do you want to add nodes to the plan?

Specifies the method to add nodes to the plan. Select one of the fol-
lowing methods:

+ Hostname/IP Address

Refers to the method to manually add the nodes using host name or
IP address of the node. You can add as many nodes as you want.
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+ Discovering Nodes from Active Directory

Refers to the method to add nodes that are in an active directory.
You can first discover the nodes using the active directory details
and then add the nodes.

+ Importing from a vCenter/ESX Server

Refers to the method to import virtual machine nodes from ESX or
vCenter Servers. This option lists all the virtual machines that are dis-
covered on the provided host name or IP address.

+ Importing from a Hyper-V Server

Refers to the method to import the virtual machine nodes from
Microsoft Hyper-V Servers.

After you select a method, specify the details on each dialog.
13. After the nodes are added to your plan, click Next.

The Backup Schedule dialog opens.

CJI'CSEI' E UDP Appliance Configuration

Enter cntenia for the plan backup schedula

Run Incremental Backup daily al m
) Schedule Summary (Based upon your selactions)

On Friday at 9:00 PM, the latest varsion of the Arcserve UDP Agent will be installed on any source noda that
does nol have the lalest version already installed.

Thesa nodes will mmediately be rebooted afler the installation/upgrade is completed.

Agent installation and reboot will not occur on nodes imported from Hyper-V or vCentarESX

On Friday at 10:00 PM, the first Full Backup will be parformed
On every day after the installabon/upgrade is completed, at 10:00 PM an Incremental Backup will be performed

Cancel Plan Creation

Slep 7ol 9

14. Enter the following schedule:

® Arcserve UDP agent install or upgrade schedule: The latest version of
the Arcserve UDP agent is installed on source nodes that do not have
the agent installed. Any previous agent installations is upgraded to the
latest version.

* Incremental backup schedule: A full backup is performed for the first
time, and then incremental backups are performed.

Chapter 5: Configuring the Arcserve Appliance 100



How to Set up the Arcserve Appliance

Note: If the time of backup is scheduled before the time of install/up-
grade, then the backup is automatically scheduled for the next day. For
example, if you schedule the agent installation for Friday at 9:00 PM
and backup schedule for 8:00 PM, then the backup is performed on
Saturday at 8:00 PM.

® Cancel Plan Creation: To cancel the plan that you just created, click
Cancel Plan Creation.

15. Click Next.

The Plan Confirmation dialog opens.

C.I rcser e‘ UDP Appliance Configuration

This is a confirmation of the plan you created. You can edit plans or create a new plan

Nodes Protected 1
@ Add a Plan Destination appliance-test
InstalllUpgrade Fnday, 9:00 PM

Backup Schedule Daily Incremantal. 10:00 PM

Edit Nodes Edit Schedule

Stop 8 0f 9 [ Previous | [ Gancer

16. From the dialog, review the details of your plan. If necessary, you can edit the
nodes or the schedule by clicking Edit Nodes or Edit Schedule, or you can add
or delete a plan.

Edit Nodes
Modifies the source nodes you want to protect.
Edit Schedule
Modifies the backup schedule.
17. After verifying the plans, click Next.
The Next Steps dialog opens.

You have successfully completed the configuration and you are now ready to
work in the Arcserve UDP Console. You can add more nodes to protect, cus-
tomize plans with features such as virtual standby, and add more destinations
by including Recovery Point Servers and Data Stores.
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QArCSer /€' uop Appliance Configuration

Configuration is complete and you are ready 1o open the Arcserve Unified Data Protection. With the Arcserve Unified
Data Protection you can:

B Add more nodas to protect
B Customize plans with features such as Virtual Standby

B Add more destinations by including Recovery Point Servers and Data Stores

Chick Finish to open Arcserve Unified Data Protection

18. Click Finish to exit the wizard and open the Arcserve UDP Console.
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Configure Arcserve Appliance as Gateway

You can configure the Arcserve Appliance as Gateway.

Follow these steps:

1.
2.
3.

Uninstall Arcserve UDP Console from the Arcserve Appliance.
From the Arcserve UDP Console, click the resources tab.

From the left pane of the Arcserve UDP Console, navigate to Infrastructures,
and click Sites.

Click Add a Site.

Follow the instructions provided in the Add a Site wizard to install Arcserve
UDP Remote Management Gateway on the Arcserve Appliance.

Note: After installing Arcserve UDP Remote Management Gateway on the
Arcserve Appliance, clicking Launch Wizard on the Arcserve Appliance wizard
does not launch the Arcserve UDP Console. To access the Arcserve

UDP Console, provide the URL of Arcserve UDP Console directly.
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Using Arcserve Appliance, you can create backup plans for Windows, Linux, and vir-
tual machines. You can also write data to a tape device and create a virtual standby
machine.

This section contains the following topics:

Activate Arcserve Product on the Appliance ... oo 105
Create a Plan Using Arcserve Appliance Wizard ... ... ... . 106
Add Nodes to a Plan . 107
Create a Backup Plan for Linux Nodes . . ... 116
Create a Backup Plan to @ Tape@ DeVICE .. ... 117
Create an On-Appliance Virtual Standby Plan ... ... .. 118
Create Plan to Backup the Linux Backup Server .. ... ..., 119
Setting-up to Perform Linux Instant VM Job to Local Appliance Hyper-V ... ............ 124
Migrate Arcserve UDP Console Using ConsoleMigration.exe . ..........coeeeeeeeeeeeaa ... 125
Migrate Pre-installed Linux Backup Serverto CentOS 7.4 .. . 127
Perform Migration between Arcserve Appliances . ... .o 129
Modify the Input Source of Pre-installed Linux Backup Server ... ... ... .. ... 138

Chapter é: Working with Arcserve Appliance 104



Activate Arcserve Product onthe Appliance

Activate Arcserve Product on the Appliance

For activating Arcserve product on the Appliance, see Arcserve Product Licensing

Online Help.

105 Arcserve Appliance User Guide


http://documentation.arcserve.com/Arcserve Licensing/Available/ENU/HTML/LIC/default.htm#LicensingGuide/Arcserve__Product_Licensing_Online_Help.htm
http://documentation.arcserve.com/Arcserve Licensing/Available/ENU/HTML/LIC/default.htm#LicensingGuide/Arcserve__Product_Licensing_Online_Help.htm

Create a Plan Using Arcserve Appliance Wizard

Create a Plan Using Arcserve Appliance Wizard

A plan is a collection of steps that defines which nodes to back up and when to back
up. The Arcserve Appliance lets you create basic plans. Creating a plan using the
Arcserve wizard is a three-step process:

1. Add the nodes you want to protect.

You can select Windows nodes or virtual machines from vCenter/ESX or Hyper-
V Servers.

2. Define the backup schedule.

3. Review and confirm the plan.

Add Nodes to a Plan Specify Backup Schedule Confirm the Plan

In addition to a basic plan, Arcserve UDP lets you create complex plans and control
many parameters from the UDP Console. To create complex plans from the UDP
Console, see the Arcserve UDP Solutions Guide.

Chapter é: Working with Arcserve Appliance 106



Add Nodesto a Plan

Add Nodes to a Plan

You can create a plan to protect various nodes. To protect nodes, you need to add
nodes to a plan. You can add nodes from the Arcserve Appliance wizard. The wizard
lets you add nodes using the following methods:

® Manually entering the node IP Address or hostname

(Add Nodes by Hostname/IP Address)

® Discovering nodes from an active directory

(Add Nodes by Active Directory)

® Importing virtual machine nodes from VMware ESX/vCenter Servers

(Add vCenter/ESX Nodes)

® |mporting virtual machine nodes from Microsoft Hyper-V Servers

(Add Hyper-V Nodes)
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Add Nodes by Hostname/IP Address

You can manually enter the IP address or the hostname of the address to add a
node to a plan. Use this method when you have a few nodes to add, however, you
can add multiple nodes one at a time. Arcserve UDP Agent (Windows) is installed
on these nodes.

Follow these steps:

1. Onthe Add Nodes by Hostname/IP address dialog, enter the following
details:

Grcser e UDP Appliance Configuration

Enter the hostname/IP address information for the selected Windows nodes, to add to the plan
Hostname/IF Address
Username
Password

Descnption

Cancel Plan Creation

Hostname/IP Address

Specifies the hostname or IP address of the source node.
User name

Specifies the user name of the node having administrator privileges.
Password

Specifies the user password.
Description

Specifies any description to identify the node.

Cancel Plan Creation
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Cancels the plan that you just created.

2. Click Add to List.

The node is added to the right pane. To add more nodes, repeat the steps. All
the added nodes are listed on the right pane.

3. (Optional) To remove the added nodes from the list on the right pane, select
the nodes and click Remove.

4. Click Next.

The nodes are added to the plan.
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Add Nodes by Active Directory

To add nodes that are in an active directory, provide the active directory details to
discover the nodes and then add nodes to the plan.

Follow these steps:

1. Onthe Add Nodes by Active Directory dialog, enter the following details:

O rcser e UDP Appliance Configuration

Enter the Active Directory information to add nodes to the plan
Usemame
Password

Computer Name Filter

Cancel Plan Creation

Step6ol 9

Username
Specifies the domain and user name in the domain\username format.
Password
Specifies the user password.
Computer Name Filter
Specifies the filter to discover node names.
Cancel Plan Creation
Cancels the plan that you just created.

2. Click Browse.

The discovered nodes are displayed.
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arcser e UDP Appliance Configuration

Enter the active directory information to add nodes to the plan

Active Directory Results & nade Titer tex : Nodes Protected by Plan

M i Usemmame Verity = Nodc Mame

ARCSERVE.C(

4 abe-312 @ancierse. com ARCSERVE.CA
ARCSERVE.CL
ARCEFRYE OF

F H £
adminisiralos

SEEEEEEEEE

~
W
>

Cancel Plan Creation

To add nodes, select the nodes and verify.

3. To verify, select the nodes, enter the user name and password, and then click
Apply.

The credentials are verified. Verified nodes are marked with green check
marks. If a node fails verification, re-enter the credentials and click Apply
again.

Note: You must verify each node before you can add it to the list.
4. Click Add to List.
The selected node is added to the right pane.

5. (Optional) To remove the nodes from the right pane, select the nodes and
click Remove.

6. Click Next.

The nodes are added to the plan.

111 Arcserve Appliance User Guide



Add Nodesto a Plan

Add vCenter/ESX Nodes

You can add virtual machine nodes to a VMware vCenter/ESX Server. To add these
nodes, you need to discover and import nodes from the vCenter/ESX Server.

Follow these steps:

1. Onthe Add Nodes by vCenter/ESX dialog, specify the following vCenter/ESX
Server details:

Hostname/IP Address
Specifies the hostname or the IP address of the vCenter/ESX Server.
Port
Specifies the port number to be used.
Protocol
Specifies the protocol to be used.
Username
Specifies a user name of the Server.
Password
Specifies the user password.

Cancel Plan Creation

Cancels the plan that you just created.

Orcser e UDP Appliance Configuration

Enter the vCenter/ESX information to add nodes to the plan.
Hostname/IP Address _ Nodes Protected by Plan
Port
Protocol
Usermname

Password

Remove
Cancel Plan Creation
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2. Click Connect.

The discovered hostnames are displayed.

3. Expand a hostname to see the nodes.

Cl rcser e UDP Appliance Configuration

Enter the vCenter/ESX information to add nodes to the plan

vCenter/ESX Results _ - . Nodes Protected b}" Plan

Node Hame
Name Object Type

« [l [ 10571715 Host System
& Resource Pool
& LinuocAgent Resource Pool
& restore Resource Pool

VYM{agent node

& Virual Lab 1 Resource Fool
a B (5 windows Reesource Pool
= LicenseTestng Resource Pool

41 4 agent node Virtual Machine

Return Add to List
Cancel Plan Creation

4. Select the nodes that you want to add, and then click Add to List.
The selected nodes are added to the right pane.

5. (Optional) To remove the nodes from the right pane, select the nodes and
click Remove.

6. Click Next.

The nodes are added to the plan.
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Add Hyper-V Nodes

Use this method to import the virtual machine nodes from a Microsoft Hyper-V
Server.

Follow these steps:

1. Onthe Add Hyper-V Nodes dialog, specify the following details.

O rcser e UDP Appliance Configuration

Enter Hyper-v information to add nodes to the plan
Hostname/IP Address
Username

Password

Cancel Plan Creation

Step6ol9 Previous

Hostname/IP Address

Specifies the Hyper-V Server name or the IP address. To import virtual
machines that are in Hyper-V clusters, specify either the cluster node
name or Hyper-V host name.

Username
Specifies Hyper-V user name having the administrator rights.

Note: For Hyper-V clusters, use a domain account with administrative
privilege of the cluster. For standalone Hyper-V hosts, we recommend
using a domain account.

Password
Specifies the password of user name.

Cancel Plan Creation
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Cancels the plan that you just created.
2. Click Connect.

The discovered hostnames are displayed. Expand a hostname to see the

nodes.

G rcser e UDP Appliance Configuration

Enter Hyper-v informaton o add nodes to the plan

Hyper-v Results : Modes Protected by Plan
MNode Name
M i Dispect Type
L ii 10.57 25 .53 Hyper-v Hasl Vid{ appliance-testl)

4 Backup-agent Virtual Machine
: Backup-hbbu Wirtual Machane
i applance-lest] Virtual Machine
i applance-lest? Viriual Machine
i apphance-testd Virtual Machine
| BPPEERGS-SEr Virtual Machine

- e
! ceniosT-01 Wirtual Machine

Return Add to List

3. (Optional) You can type the node name in the filter field to locate the node in
the tree.

4. Select the nodes, and then click Add to List.
The selected nodes are added to the right pane.

5. (Optional) To remove the nodes from the right pane, select the nodes and
click Remove.

6. Click Next.

The nodes are added to the plan.
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Create a Backup Plan for Linux Nodes

You can back up Linux nodes from the Arcserve Appliance Console. The Linux

Backup Server is already added to the Console.

Fo

1.

2
3.
4

5

llow these steps:

Open the Arcserve Appliance Console.

. Click resources, Plans, All Plans.

Create a Linux Backup plan.

. Specify the Source, Destination, Schedule, and Advanced configurations.

Note: For more information about each of the configurations, see How to
Create a Linux Backup Plan in the Solutions Guide.

. Run the backup plan.
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Create a Backup Plan to a Tape Device

Create a Backup Plan to a Tape Device

Arcserve Appliance has the capability to write data to a tape device. Typically, the
source data is the recovery point that you have saved in a data store using the UDP
backup plan, and the destination is a tape device. You need to use Arcserve Backup
Manager to manage your backup jobs to a tape.

The following process overview gives you an idea on how to write to a tape device
using the Arcserve Appliance:

1. Attach the tape device to the Arcserve Appliance
Arcserve Appliance comes with a port at the rear panel to attach your tape

device. Once you attach the tape device, Arcserve Appliance automatically
identifies the tape device.

2. Configure the tape device using the Backup Manager

Open the Backup Manager and add the tape device to Backup Manager.
Backup Manager is the interface that lets you manage Arcserve Backup. After
you add the tape device to Backup Manager, configure the device.

Note: For more information on configuring and managing the device, see
Managing Devices and Media in Arcserve Backup Administration Guide.

3. Successfully complete at least one backup job using the UDP Console

You need at least one successful backup that you can write to a tape device.
To back up data, create a plan using the UDP Console and back up to a data
store.

Note: For more information about creating a backup plan for different nodes,
see Creating Plans to Protect Data in the Solutions Guide.

4. Initiate a backup to tape job from Backup Manager

Open the Backup Manager and create a plan to back up data to the tape
device. The source data is the destination of UDP backup plan and the des-
tination is the tape device.

Note: For more information on creating a backup plan to tape, see Backing
Up and Recovering D2D/UDP Data in Arcserve Backup Administration Guide.
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Create an On-Appliance Virtual Standby Plan

Create an On-Appliance Virtual Standby Plan

Arcserve Appliance has the capability to serve as a virtual standby machine.
Follow these steps:

1. Verify and ensure that you have a successful backup plan.

2. Open the Arcserve Appliance Console.

3. Navigate to the plans and modify the backup plan.
4. Add a Virtual Standby task.
5

. Update the Source, Destination, Virtual Machine configurations.

Note: For more information about the configurations, see How to Create a
Virtual Standby Plan topic in the Arcserve UDP Solutions Guide.

6. Save and run the plan.
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Create Plan to Backup the Linux Backup Server

Create Plan to Backup the Linux Backup Server

In the Arcserve Appliance, you can configure the Linux Backup Server to backup.

Follow these steps:

1. From Arcserve UDP Console, click the resources tab.
2. Click All Nodes in the right pane.
3. From the center pane, click Add Nodes.
The Add Nodes to Arcserve UDP Console dialog opens.
4. From the Add Nodes by drop-down list, select Add Linux Node.

5. Provide the node credentials and click Add to List.

Add Nodes to Arcserve UDP Console

Add nodes by | Add Linux Node -
Node Name VM Name Hypervisor
Node Name/P Address Linux-BackupSvr

SSH Key Authentication

User Name root

Password

Non-roat Credential

Add Description

6. Click Save.
The added Linux node is displayed in the All Nodes list.
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resources

g Nodes: All Modes A
b Hodes

Al Nodes

Nodes without @ Fian Stabuy  Node Mame VM Name Plan Selec! a node o view the related
details

Actiong = Add Nodes Filter = Mo filer apobed ¥ B ﬂ Configuration Wizand

Fin Grevps O lux-backupsy
Linux Backup Server Groups
Lifiis Nodas

la Plans

Adl Plang

b Destinations

Recowery Poinl Servers
Arcserve Backup Servers
Shared Folders

Choud Accounts

Remale Consales

Arcasrve Cloud

o Infrastiueiung

Slorage Arrays

Ingtant Virtual Machines
Sies

SLA Profies

L

Paga 1 of1 o Displaying 1-1 011

7. Navigate to All Plans and create an Agent-based Linux plan.

The Source tab appears.

resources

Agenl-Based Linux Backup Plan [ Passe this plan m Cancsl Hulp
Taak!: Backap Agent-Based Taak Tree Backun Agant-Bated Lisus -
Linie
Sourca

L Backup Senver  appliance v m

Mode Hams Wl Wame Plai it

Filfles volumes for backup Exciusé -

Filgesfolders 10 Db encipded
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8. From the Add drop-down list, select Select Nodes to Protect in Arcserve
UDP.

resources

Add a Plan Agent-Based Linux Backup Flan Pause this plan m Cancel

Task1: Backup: Agent-Based Task Type Backup Agent-Baies Line
Linux

Sourca

Liree Bpcioun Sepnvgr appilancs - m

[Fillar wobumes tor backup Enclude

FilesSoiders bo b encheded

The Select Nodes to Protect dialog opens.

9. Protect the added Linux node and click OK.

121 Arcserve Appliance User Guide



Create Plan to Backup the Linux Backup Server

Select Nodes 1o Protect

Available Nodes Selected Nodes

Grougs  All Nodes (Defaul Groups) -

&  Mode Names Wl Hame Plan Sie | Mode Name Wl Hamg Plan St
] Y L =B O LIRS T Local St
»
>
L4
«
Page 1 of 1 % Displaying 1-1of 1
Help oK Can
The Destination tab appears.
10. The default destination displayed is the data store created using Appliance
wizard. Select Local disk or shared folder to backup the node if required.
resources
Add a Plan Ageni-Based Linux Baciup Pian Pause ths plan m Cancs
Task1: Backup: Ageri-Based Task Type Backug Agent-Based Linig: -
Lirux
Destination
Dastnaton Type Local demk o shared folder = Arcserve UDP Recovery Point Server
Recovery Point Senver acoharice
Data Store appkance_data_sion -
Passwoed Protechon 0
Sespion Pasgaord
Conlim Saasion Pasiwerd

11. After providing the settings related to plan, click Save.
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resources

Plans: All Plans
+ Moo Actions . Add a Plan
All Nodes
Moded vaihout & Flan Plan Mame
v enleESE Groups
Hypar-W Groups
Limie Modes
Linus Backup Server Groups
Plan Groups
4 Plans
All Plang
a Destinabons
Recovery Point Seners
Arcisrve Backup Servers
Shangd Folders
Cloid Accounks
Remobe Consolks
Arcsene Cloud

Agenl-Based Linw: Backun Flan

b

) Configuralion )
Mides Profecied Seatus Select a plan to vigw
Dartails
o 0
0 1 ] © Deployment. Successhul (1

You can perform backup for the added Linux Backup Server successfully.
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Setting-up to Perform Linux Instant VM Job to Local
Appliance Hyper-V
Using Arcserve Appliance, you can set the network to perform Linux instant VM job
on local Appliance Hyper-V.
Follow these steps:

1. Open Hyper-V manger.

2. Create a new external virtual network switch.

3. Open Routing and Remote Access and click Disable Routing and Remote

Access.
E Routing and Remote Access - (n ] x
File Action View Help
& = | M i)
E Reouting and Remote Access Routing and Remote Access
__.j Server Status [
v féfEPle onfiqure and Enable Rowut ng and Eemote Access ole Access
i :Hw Disable Routing and Remote Access :ure remobe access to private networks.
£ ermc
he following:
v 5 1P Enable Directiccess... i e Totaming :
G ite networks.
% o All Tasks * oy,
- AN Delete
2. 1Pv6 Refresh
Properties
HE"P ~wer, on the Adhon menu, chek Add Server.
|

4. Run the following command with PowerShell to reconfigure Routing and
Remote Access for the newly added virtual network switch in step 1 using
DOS command line:

C:\Program Files\Arcserve\Unified Data Pro-
tection\Engine\BIN\Appliance>powershell .\Rebuild-VMSwitch.ps1

Note: The Linux Backup Server Linux-BackupSvr is rebooted during the pro-
cess.

5. To perform Linux instant VM job to local Hyper-V, select the newly added
virtual network switch created.

Now, you can perform Linux instant VM job to local Appliance Hyper-V successfully.
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Migrate Arcserve UDP Console Using Con-
soleMigration.exe

On the Arcserve Appliance, you can migrate the Arcserve UDP Console to another
Appliance using ConsoleMigration.exe. From Arcserve UDP v6.5 Update 2 onwards,
you can migrate the Arcserve UDP Console between any two Arcserve UDP con-
soles, even when not belonging to Appliance.

Use ConsoleMigration.exe for BackupDB and RecoverDB. The following screenshot
displays the usage of ConsoleMigration.exe:

C:wProgram FilessArcserveslUnified Data Protection“Management:“BIN\Appliance>Conseo
leMigration.exe

sage: ConsoleMigration.ex —BackupDBi-RecoverDB>
~BackupDB: Backup UDP C dat Arcserve_APP
ONS atabasze Arcserve_APP

To complete the migration process, follow these steps:

1. On old Arcserve UDP Console, perform backup for the Arcserve UDP data-
base.

C:\Program Files\Arcserve\Unified Data Protection\Management\BIN\Appliance>ConsoleMigration.exe
-BackupDB

Backed up DB and version files completed.

DB and version files were created at "C:\Program Files\Arcserve\Unified Data
Protection\Management\BIN\Appliance\DB Migration".

The DB_Migration folder is created successfully.

2. On the new Arcserve UDP Console, copy the DB_Migration folder to the fol-
lowing path:

<UDP_Home> \Management\BIN\Appliance\

3. If the new Arcserve UDP Console is Arcserve Appliance then change host-
name and reboot the system and finish the Appliance configuration using
Appliance wizard.

Note: If the Arcserve UDP Console is not an Arcserve Appliance, skip this
step.

4. On the new Arcserve UDP Console, perform the steps mentioned in the
screen below to recover the Arcserve UDP Console database. When the
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database recovery process is completed, the nodes are updated for new
Arcserve UDP Console. If any nodes are failed to get updated, the dis-
connected nodes are recorded in the DisconnectedNodesinfo-<mm-dd-
yyyy>.txt file under the path C:\Program Files\Arcserve\Unified Data Pro-
tection\Management\BIN\Appliance\logs. You can manually update the dis-
connected nodes from the new Arcserve UDP Console.

“Hppliance #ionsolefigration.exe

R

fire you sure you want to recover the backup DB file? {ysni:

Stopping Arczerve UDP managenent service, please wait...

iecovering backup DB file...

lpdating nedes, please wait...

‘lease update nodes manually from UDP consele, if wou still encounter disconnected nodes.

he disconner » will he : "CovProgran Files“Arczerverlnified Data Protec
tion“Managen i “DB_Higration

Conzole nigration completed. Conzole uze DB "localhost ARCEERVE_AFP".

Note: In Arcserve UDP Console, if any site other than Local Site exists, follow
the steps mentioned in NewRegistrationText.txt file to register the site again.

You have completed migration of Arcserve Appliance Console to the new Arcserve
UDP Console successfully.

You can use this tool to perform console migration for Arcserve UDP Console con-
nected with remote SQL database. After the migration is complete, the migrated
Arcserve UDP Console is configured to connect with the same remote SQL data-

base.

Note: In Arcserve UDP v6.5 Update 4, -force option is introduced in Con-
soleMigration.exe command to force the recovery backup database file migration
to the target console under the following conditions:

1. When you want to perform console migration between two consoles where
the source console uses SQL Server Enterprise edition and the target con-
sole uses SQL Server Express edition. In this case, the minimum required
Database size of the source UDP console is 4000 MB.

2. When you want to perform console migration from a console that uses an
advanced version of SQL Server database to a console that uses an older
version of SQL Server database. For example, migrating from a console
using SQL Server 2016 to a console using SQL Server 2014.
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Migrate Pre-installed Linux Backup Server to CentOS
7.4

Important! The Linux Migration Tool is available only from Arcserve UDP v6.5
Update 4 or higher version.

Linux Migration tool (Linux_migration.psl) is a new feature introduced from Arc-
serve UDP v6.5 Update 4 that lets you migrate the pre-installed Linux Backup
Server of the Arcserve Appliance from the previous version of CentOS such as
CentOS 6.6 to CentOS 7.4.

Follow these steps:

1. Log into Arcserve Appliance using the credentials of administrator.

2. Upgrade the previous versions of Arcserve UDP in Arcserve Appliance and
Linux Backup Server to Arcserve UDP v6.5 Update 4 or higher version.

3. Download the Linux-BackupSvr.zip from the link (the MD5 for this download
is 0A51C1020CB8EA569BIDCEAF7BF226E0) and extract the files to the local
drive. For example, if you extract the files to drive X, the path is displayed
as below.

F . Tocal Disk (X)

4 Linux-BackupSvr
Snapshots
Virtual Hard Disks
Virtual Machines

4. Open the PowerShell command line and enter the following command to
change the directory path to the folder that includes Linux_migration.ps1
file:

cd C:\Program Files\Arcserve\Unified Data Protection\Engine\bin\Appliance\
5. Run the following command to execute the migration:

Linux_migration.ps1 —path X:\Linux-BackupSvr

Note: X:\Linux-BackupSvr is the path where the files from Linux-BackupSvr.zip

are extracted to your local drive.

The command line displays the progress of the migration process.

After the migration process is completed successfully, the old Linux backup
server is powered off and the name of old Linux backup server is modified to
Linux-BackupSvr-CentOS<version number>-<hhmm>. The import of new Linux
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Migrate Pre-installed Linux Backup Server to CentOS 7.4

Backup Server (CentOS 7.4) is completed and the name is modified as Linux-
BackupSvr in the Hyper-V manager successfully.

6. Update the Linux backup server from the Arcserve UDP Console.

After the migration of Linux Backup Server to CentOS 7.4, all the Linux
backup server settings such as Linux backup plans, Linux nodes, and Linux
jobs are migrated and configured in the Arcserve Appliance Console suc-
cessfully.
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Perform Migration between Arcserve Appliances

This topic provides two solutions for user to perform migration from existing Arc-
serve Appliance to another fresh Arcserve Appliance.

For example, let us migrate the Arcserve Appliance 8200 to Arcserve Appliance
8400. The prerequisites are listed as follows:

® Ensure that you can connect to both Appliance 8200 and Appliance 8400.

® Capacity of the new Appliance should have enough memory to hold all the
data on the original Appliance.

" In the Arcserve Appliance 8200, ensure that no job runs.

For more information on Console migration, refer the How to Migrate Arc-

serve UDP Console Using ConsoleMigration.exe topic.

To migrate from any Appliance to a fresh Appliance, you have two solutions as lis-
ted below.

" Solution 1

" Solution 2
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Solution 1

Bare Metal Recovery (BMR) solution

To perform BMR from existing Arcserve Appliance to another fresh Arcserve Appli-
ance, follow these steps:

1. Create a data store on the fresh Arcserve Appliance 8400 and backup Arc-
serve Appliance 8200 to this data store.

Note: You can just ignore the following warning:

The Arcserve UDP Recovery Point Server data store is configured on volume
X.,Y:. This volume will not be backed up.

2. After the backup, perform BMR on the Appliance 8400 using the recovery
point you get on the step above and select driver megasas.inf manually.

Specify Drivers

*Y'ou can integrate additional drivers into the EMR 150 image, so that they can be loaded when the BMR
process is launched.

| I anufacturer | Wersioh | Platform | Path |

Intel 12/08/2016.1214.7.0 =64 C:wWINDOW SAINFoemd 3inf

Intel 07/30/2013,9.4.210... =64 C:AWINDOWSHINF aem3.inf

MS_HDC, INTEL_HDC... 08/21/2008,10.014... =64 C:AWINDOW SSINFsmshde. inf

LSl 03/06/2015,6.707.0.. =64 C:AWINDOWSHINFoem.inf

INTEL 02/19/2016,10.1.2.80 =64 C:ANWINDOW S INFoermdBinf

AMD Section, ACER.S...  0B/21/2008,10.014.. =64 C:NWINDOW SAINFusbport.inf

INTEL 07/30/2013,9.4.210... =64 C:AWINDOWSHINF aemd 7.inf

GEMDEY_SvS, ACC_...  06/21/2006,10.014... =64 C:AWINDOW SAIMF machine. inf

Generic 10/08/2017.10.014... =64 C:AwWINDOW S INF usbshci.inf

< >
I Include Local Drivers I¢ Add Driver | Delete Driver |
Back | Create | Cancel | Help |

3. After the BMR, restart the Appliance 8400 according to the system prompt.
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O rcse r\f e Appliance Configuration

€) cClick Launch Wizard to continue configuring your appliance with the Arcsenve UDP Plan Configuration Wizard.
Launch Wizard

Hostname/ appliance

Domain "

Miciasalt Windaws

UDP Console URL

fou must restart your computer to apply these
Date and Time changes

Eedone restaming, save any open Tiles and Close all programd.

Restart Later

MNetwork Connections

Connection Name IP Ad

%ﬂf;ﬁ:ﬁlt . Eﬁ;‘:ﬂﬁ‘i‘;:ﬁﬂnp Broadcom Netktreme Gigabit Ethernet [ Eait |
E‘%f&ﬁnﬂ;t o :Sg‘:ﬂ;f;:ﬁ:;ﬂcp Broadcom Metitreme Gigabit Ethernet #2 | Eamt |
%izlsﬂi;nnea:ted E:g;:;:is:aﬂcp Broadcorm Mebreme Gigabil Ethernel #3 “
E‘i;[*é:n";:t " :EE:;;T:EQEDT’ICF Broadcom Metitreme Gigabit Ethernet #4 [ Eat |

B orractad TeTERIY P sroadcom Nettreme Gigaoit Ethernet 25 [T -

4. Now, rebuild the network switch on 8400 Appliance.
Follow these steps:

a. Open Routing and Remote Access and click Disable Routing and
Remote Access.

= Routing and Remote Access | == [N
File Action View Help
4= = o XK 5 H

_._! Server Stabus |

4 _;]fi_}PLIﬁNCEiI T ru and Erabkle Baatina S Access
& Metwork li -
—J Remote A |1J15.'.'||:||f R uting and Eemote Access l

b oEL 1P Enable DirectAccess..
b2 PG

remobe access to private networks.

the following:

etworks.
A Tasks b

Viewr .
Delete

Hefresh

Properties . an the Acthon menu, dick Add Server.

H:IP
|

b. Run the following command with PowerShell:
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C:\Program Files\Arcserve\Unified Data Pro-
tection\Engine\BIN\Appliance\Rebuild-VMSwitch.ps1

.« Program Files » Arcserve » Unified Data Protection » Engine ¢ BIN » Appliance »

Mame Date modified Type Size
L setnat.psl.log 2 KB
| natlog T 518 AM 6 KE
[ natZbat 51042017 5:18 AM 2KE
dhepdone.flag S10/2017 517 AM FLAG File 0 KB
| resetdhep.psllog S0/2017 517 AM  Test Document 2KE
I liruxdoneflag SM10/2017 4:52 AM  FLAG File 0 KB
wmstarted.flag 1072017 4:52 AM FLAG File KB
sdapterMameChanged.flag SA0/2017 52 AM FLAG File OKE
language.ba SI0/2017 1:194M  Text Document 1 KE
. mitstorage.psllog 5972017 4:26 AMI Text Document 1EE
L setes.flag 2017 1:42 AN FLAG File r
configuration_change.status 2007 STATUS File KB
configuration_changeflag /2017 1:39 AM FLAG File 0 KB
_ ARCDiskCheck-Finish.tag 5/9/2017 1:39 AM TAG File KE
&y Rebuild-YMSartch.psl [ Open T Windows PowerS.. 3KB
iy resetdhep.psl T Windews Powers.. 23 KB
1 | Appliancelnfarmaticn e Ru.n ek P shall Application I KE
iy configuration_change.ps e Windows Powers.. 19 KB
5 arcrun.bat Open with ‘ in Batch File KB
[ initstorage.ps? Restore previous versions e dows Dowert "
7 ARCDiskCheck.eoe Send to * | Application 130 KB
&y setnat.psl Cut Windows Powerk. * KE
. Copy

5. Now, follow these steps to copy the data on 8200 Appliance to 8400 Appli-
ance and import the data on to 8400 Appliance:

a. Stop all the UDP services on Arcserve Appliance 8200 using the fol-
lowing command in the command line:

C:\Program Files\Arcserve\Unified Data Protection\Management\BIN>
cmdutil.exe /stopall

b. Copy all the data on disk X and Y from Arcserve Appliance 8200 to 8400
manually.
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[Ueyrsion b6.3.9600]

oft Corporation. All »ights reserved.

CzsProgram FilessArcserveslnified Data Protection“Management:\BINXcmdut

s Sstopall
to kill process explover.exe

4 process exp lorer. exe
IProcess killed.

tart to kill process D2DUDgc.exe

ctopping service "Avcserve UDP Agent Service’ ...
eryice Stopped.

topping service 'Arcserve UDP RPE Data Store Service’ ...
seruice Stopped.

stopping service "Arcserve UDP RPS Port Sharing Service’ ...
ceruice Stopped.

stopping service ‘Arcserve UDP Identity Service’ ...
ervice Stopped.

stopping service "Arcserve UDP Management Serwvice’ ...
eruice Stopped.

topping service "Arcserve UDP MHanagement Port Sharing Seprvice’ ...
seruice Stopped.

topping service "Arcserve UDP Agent Explorer Extenzion Service’...
ceruice Stopped.

stopping service ‘Arcserve UDP Update Service®...
ervice Stopped.

stopping Arcserve UDP agent monitor...
Arczerve UDP agent monitor stopped.

tart to kill Arcserve UDP processes

[ process sync_utl_d.exe
killed.

process AFDZDMonitor.exe

killed.

process GDDServer.exe
killed.

[ process GDDServer.exe
killed.

process GDDServer.exe
killed.
process AStartup.exe

E‘-KL'.I]DI"'E'!"'- exe

stopping mounting driver...
ounting dpiver stopped.

start Windows Explorer.

c. On 8400 Appliance, start all UDP services and then import the data
copied from 8200 Appliance.
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dashboard

jobs reports log settings high availability

Import a Data Store

Recovery Point Senver newlac8200

Data Store Folder

X \Arcservedata_slore\common

Encryption Password o

Cancel Help
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Solution 2

Migrate Arcserve Appliance solution

Important! If the existing Appliance works as both Arcserve UDP Console and Arc-
serve UDP RPS, we can use this solution.

Prerequisites:

® On Arcserve Appliance 8200, ensure that no job runs.

® You have migrated the Arcserve UDP Console from Arcserve Appliance 8200
to 8400.

Note: For more information about how to migrate the Arcserve UDP Console
from Appliance 8200 to 8400, refer How to Migrate Arcserve UDP Console
Using ConsoleMigration.exe.

Follow these steps:

1. Stop all the Arcserve UDP services on Arcserve Appliance 8200 using the fol-
lowing command in the command line:

C:\Program Files\Arcserve\Unified Data Protection\Management\BIN>
cmdutil.exe /stopall

135 Arcserve Appliance User Guide



Perform Migration between Arcserve Appliances

I— ﬁm

| = Administrator: C\Windows\System32\cmd.exe
[Version 6.3.95HH]

ft Copporation. All rights reserved.
CzsProgram FilessArcserveslnified Data Protection“Management:\BINXcmdut
il.exe sstopall

start to kKill proc explorer.exe

[ pPrOCess Exl:ll.l:ll'f:]".& (]
IProcess killed.

tart to kill proc : D2DUDge . exe

"Avcserve UDP Agent Service’ ...

g
eryice Stopped.

topping service 'Arcserve UDP RPE Data Store Service’ ...
seruice Stopped.

stopping service 'Arcserve UDP RPS Port Sharing Service' ...
ceruice Stopped.

stopping service ‘Arcserve UDP Identity Service’ ...
ervice Stopped.

stopping service "Arcserve UDP Management Serwvice’ ...
eruice Stopped.

topping service "Arcserve UDP MHanagement Port Sharing Seprvice’ ...
seruice Stopped.

topping service "Arcserve UDP Agent Explorer Extenzion Service’...
ceruice Stopped.

stopping service ‘Arcserve UDP Update Service®...
ervice Stopped.

stopping Arcserve UDP agent monitor...
Arczerve UDP agent monitor stopped.

tart to kill Arcserve UDP processes

process sync_utl_d.exe
killed.

process AFDZDMonitor.exe

killed.

process GDDServer.exe
killed.

[ process GDDServer.exe
killed.

process GDDServer.exe
killed.

process AStartup.exe

killed.

process explorer.exe

killed.

stopping mounting driver...
ounting dpiver stopped.

start Windows Explorer.

2. Copy all the data on disk X and Y from Arcserve Appliance 8200 to 8400
manually.
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3. On 8400 Appliance, start all Arcserve UDP services and then import the

data stores copied from 8200 Appliance.

dashboard resources jobs reporits log settings

Import a Data Store

Recovery Point Senver nevwlac8z0n
Data Store Folder X\Arcservehdata_storelcommon
Encryption Password ¥

Cancel

high availability

Help

Note: The Arcserve UDP log files are not migrated to the new fresh Appli-

ance.

You have migrated the existing Arcserve Appliance to another fresh Arcserve Appli-

ance successfully.
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Modify the Input Source of Pre-installed Linux Backup
Server

You can change the Keyboard of pre-installed Linux Backup Server.

Follow these steps:

1. Log into Arcserve Appliance as administrator.

2. Click Settings.

3. Click Region & Language.
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Al Fattings

") v H

it -

Bachkground Motificaticrs Onling Privagy
Accounts

O » =

Bluetooth Dasplays

= 7,

Prinifsry Siand ‘Wiacom Table

-1.1-\_“
e

Date & Tims Dwtails Linkrgial
ALcass

4. Click + to select a new input source.
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Region & Languange

Ersglish (United States)

Urited States (English)

Input Seurces

Emglish {US)

5. Select the language and keyboard layout.
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Modify the Input Source of Pre-installed Linux Backup Server

Add an Imput Source

Camercan Multllingual [Deonak)
Camercan Multlingual (geerty)
English {Australisn)
English (Cameracn)

English {Cansda)

English (Colemalk)

English {Dwvorak sttemastiv.. emationsl no dead keys)

English (Dworalk)

6. Click Add.

Input source is successfully added.
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Chapter 7: Monitoring the Appliance Server Remotely

You can monitor Arcserve Appliance remotely.

This section contains the following topics:

Woorking With P IV e 143

Working with Integrated Dell Remote Access Controller iDRAC) ... .. 148
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Working with IPMI

Working with IPMI

This section contains the following topics:
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Working with IPMI

How to Change IPMI Password

Before changing the IPMI password, you need to access the BIOS setup screen to
obtain the IP address.

Follow these steps:
1. Boot up your system.
The Bootup screen appears.
2. Press the Delete key.
The BIOS setup screen is displayed.

Note: To navigate, use the arrow keys and press Enter. To go back to the pre-
vious screens, press Escape key.

3. Select the IPMI tab at the top of the main BIOS screen.

Note: By default, the configuration address source is set to DHCP.

Update IPMI LAN Configuration

4. Verify that the IP address is correct. You can connect to the IPMI interface
using your web browser only if your Server is on the same network.

5. Note the Station IP Address.

6. Enter the Station IP address on your web browser.

After you are connected to the remote Server via the IPMI port, the IPMI
login screen is displayed.
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Please Login

Username

Password

7. Enter your user name in the Username field.

Default: ADMIN

8. Enter your password in the Password field.
Default: ARCADMIN

The home page (IPMI main screen) is displayed.

System Server Health Configuration Remote Control Wirtual Media Maintenance Miscellaneous Help
=% system & Summary
= FRU Reading Finmwara Revision © 03.27 IF addness @ 0100057025011
Fumvware Bulld Time : 01182016 EMC MAC address | 002590 TeBobD
= Hardware Information BIDS Version - 2.0 System LANT MAC address | 00:25:90:fc:70:48
BIOS Buid Timea : 12172015 System LANZ2 MAC address @ 0025 90k 7045

Regfizh Varsion @ 1.0.0

Remate Console Previaw

Refresh Preview image

Fower Conbrol wia IPRI

Host is currently on

Poweer On Power Daowr Reset

9. Click the Configuration option from the top bar.

The Configuration screen is displayed.
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System Server Health Configuration Remote Contred Virtual Media Maintenance Miscellaneous Help

© configuration - % Configuration

& Alerts Use these pages 1o configure various settings, such as alerts, users, of network eic,

© Date and Time
 Alerts © Add, ecd of remave died destinations

» Date and Time : Configure Date and Time Settings
= LDAP - Check the box below to ensble LDAP suthentication and enter the requined information to access the LDAP server. Press the Save bution 1o save your changes.
« Actve Directory © Configure ssttings 1o authenticale and access the Active Directory server
& Active Directory » RADIUS - Configure settings o authenticale and access the RADIUS server,
= Moute moda - Configure the mouse mode for remsle eonsole
& RADIUS = Mebwork © See the MAC address or change nehwork sellings, inCIuging dynamic and static IP assignment
= Dynamic NS ;| Configure dynamic updale properties for Dynamic DNS

S LoaP

= SMTP - Configure the SMTP emai sarver

< Mouse Mode = S5L Cerification : The dates fos the defaull certificate and privale key are shown below. To ugload a new SSL cerificale. use the Browse buticn o navigate 1o ihe certificate and press: the Upload bution
o Wsers - Add, edit, or remove users
& Network = Port . Confgure the port number of the senvices
= 1P Access Control - Add, edd or remove IP access rules
= SNMP - Configure SHMP 5
S Dynamic DNS . FanMade C?mﬁwu the r:ur::u
= Web Session | Configuie the web sexsion valus
@ SMTP « Toggle SUM Licensed Checking © Toggle on'oll SUM license checking

© SSL Certification
o Users

& Port

10. Click the Users option in the Configuration sidebar.
11. Select the User: (ADMN) from the Users List.
12. Click Modify User.

The Modify User screen is displayed.

I EEEEEERRRREEEE———
System Server Health Configuration Remote Control Virtual Media  Mainienance Miscellanecus Help

& Configuration = Modify User

= Alerns

Ender the new imformation for the user below and press Maodify. Press Canced io reham fo the user s
= Date and Time

=y LDAP

= Active Directory
=y RADIUS

= Mouse Mode

= Network

User Name:
Change Password
Password:

Confirm Password:
HNetwork Privilegeas:

 Modify || Cancel |

= Dynamic DNS
& SMTP
& 551 Certification

= Users

13. Enter your user name (ADMIN).

14. Select the Change Password option.
The password field is enabled.

15. Enter the new password and confirm.

16. Click Modify to save the changes.

Your IPMI password is successfully changed.
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How to Upgrade IPMI Firmware

Supermicro IPMI Utilities help you to upgrade the IPMI as per your organization
requirement.

Follow these steps:

1. Login to IPMI, navigate to the Maintenance tab, and click Firmware
Update.

Firmware Update screen appears.
2. Click Enter Update Mode.
Message from webpage pop-up window appears.
3. Click OK.
BIOS & IPMI download screen appears.
4. Click the .zip file corresponding to the revision of IPMI model.
The file downloads and Firmware Upload screen appears.
5. Extract files from the downloaded .zip file.

6. Click Browse on the Firmware Upload screen and select the .bin file from
the extracted files.

7. Click Upload Firmware.
Firmware Image uploads.
8. Click Start Upgrade.
Firmware upgrade completes and reboots IPMI.

You can view the upgraded Firmware version on the Summary screen.
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Working with Integrated Dell Remote Access Con-
troller (iDRAC)

Arcserve Appliance 9012-9504DR series models are installed with Integrated Dell
Remote Access Controller 9 (iDRAC9). iDRAC9 lets the server administrators
improve the overall availability of Arcserve Appliance. iDRAC provides the alerts to
administrators about server issues, allows to perform remote server management,
and reduces the need for physical access to the server.

You must log into iDRAC to monitor system status, manage system information and
launch virtual console.

Follow these steps:

Log into iDRAC:

1. Launch a browser and navigate to https://<iDRAC-IP-address>.
iDRAC login page displays.

2. Enter the following information:
User Name: root
Password: ARCADMIN

3. Click Login.

Monitor System Status and Manage System Information:

You can monitor iDRAC system status and manage the following system inform-
ation:

® System health

® System properties

® Hardware and firmware inventory
® Sensor health

® Storage devices

® Network devices

" View and terminate user sessions
Launch Virtual Console:

1. Log into https://<iDRAC-IP-address>

2. Navigate to Dashboard and click Launch Virtual Console.
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Working with Integrated Dell Remote Access Controller (iDRAC)

The Virtual Console page displays.

The Virtual Console Viewer displays the remote system desktop. You can take
the control of remote system and run the operations using keyboard and
mouse.
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Restoring or Repairing the Arcserve Appliance

This section contains the following topics:

Apply Arcserve UDP Factory Reset Using Boot Option in 7000-8000 Series Appliance ..151

Apply Arcserve UDP Factory Reset Using Boot Option in 9012-9504DR Series Appli-

LY 1oL, 154
Clear Configuration and Apply Appliance Factory Reset . ..., 157
How to Replace Factory Reset Image Using Set Appliance Image Utility ................. 160
Remove and Replace a Hard Drive ... ..o 163
How to Perform Bare Metal Recovery (BMR) without PreservingData .................. 166
How to Perform Bare Metal Recovery (BMR) and PreservingData ....................... 179
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Apply Arcserve UDP Factory Reset Using Boot Option in 7000-8000 Series Appliance

Apply Arcserve UDP Factory Reset Using Boot Option
in 7000-8000 Series Appliance

You can apply UDP factory reset from the Boot Menu of the Arcserve Appliance.
Using UDP factory reset, you can return your Arcserve Appliance to clean and non-
configured status.

Note: You can also select the Preserve the backup data option while running UDP
factory reset.

Follow these steps:

1. Press F11 to invoke Boot Menu.

1 Fca

arcserve

2. Select the boot option UDP Factory Reset.

ect boot device:

UEFI: Built-in EFI Shell

UEFI: KingstonDataTraveler 2.0PMAP, Partition 1
Windo =

W i nicd oo

UDP F

Enter

T and ! to move zelection

EMTER to select
ESC to bhoot using defaults

A page about factory reset is displayed.
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Apply Arcserve UDP Factory Reset Using Boot Option in 7000-8000 Series Appliance

G rcser e Arcierve Unified Data Protection Appliance

Reverting o Arceerse UOP Yersion §.5.4178 Update 4

E Presesve snisting backup dats

Notes:

— The Preserve existing backup data option is selected by default. Only
C:\ volume in the original operating system is rebuilt. Data at X:\
volume and Y:\ volume remains unchanged.

— If you clear the selection of the Preserve existing backup data option,
all the data on the respective volumes of C:\, X:\, and Y:\ in the original
operating system is rebuilt.

3. Click Reset.

A confirmation dialog appears.

Confirm Factory Reset

Are you sure you want to perform a factory reset on your Arcserve UDP Appliance? Selecting
L] Reset will result in returning all settings to their factery defaults,

All of your backup data will be preserved during the reset.

You can click Cancel to reboot the Arcserve Appliance unit.
4. After factory reset finishes, you can perform either of the following actions:
+ Click Restart to reboot the appliance.

+ Click Shut Down to close the appliance.
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Apply Arcserve UDP Factory Reset Using Boot Option in 7000-8000 Series Appliance

Fachory Redel i Complale

a Wiear Arc aana LD Apphane s ha. bean ietamad b ) dacioey delnits

et Pt I bl P epiinsion '] bt T Ciielpurateiey Vot o e Shat Dws B il

him T ke

153 Arcserve Appliance User Guide



Apply Arcserve UDP Factory Reset Using Boot Option in 9012-9504DR Series Appliance

Apply Arcserve UDP Factory Reset Using Boot Option
in 9012-9504DR Series Appliance

You can apply UDP factory reset from the Boot Menu of the Arcserve Appliance
9012-9504DR series. Using UDP factory reset, you can return your Arcserve Appli-
ance 9012-9504DR series to clean and non-configured status.

Note: You can also select the Preserve the backup data option while running UDP
factory reset.

Follow these steps:

1. Press F11 on the keyboard to invoke Boot Menu.

2. Select the boot option Integrated RAID Controller 1: UDP Factory Reset.
Boot Manager

Boot Menu
Select LIEF] Boot Option

A

ntegrated RAID Controller 1 LIDP Factory Reset

LIEF] Boot Option Maintenance

u Davice Path ;.. (Press <Fi= for more halp)

A page about factory reset is displayed.
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Apply Arcserve UDP Factory Reset Using Boot Optionin 9012-9504DR Series Appliance

G rcse r e Arcserve Unified Data Protection Appliance

Perd

Reverting to Arciedws UDP Version £.5.4175 Update £

S Preserve existing backup data.

Notes:

— The Preserve existing backup data option is selected by default. Only
C:\ volume in the original operating system is rebuilt. Data at X:\
volume and Y:\ volume remain unchanged.

— If you clear the selection of the Preserve existing backup data option,
all the data on the respective volumes of C:\, X:\, and Y:\ in the original
operating system is rebuilt.

3. Click Reset.

A confirmation dialog appears.

Confirm Factory Reset

Are you sure you want to perform a factory reset on your Arcserve UDP Appliance? Selecting
. Reset will result in returning all settings to their factory defaults.

All of your backup data will be preserved during the reset.

You can click Cancel to reboot the Arcserve Appliance unit.
4. After factory reset finishes, you can perform either of the following actions:

+ Click Restart to reboot the appliance.

+ Click Shut Down to close the appliance.
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F o tory Beset b O omplete

a Vol Arcierve UDP Agphancs Bud been reburned b0 &1 Daciory Selsults

ek Restart bo restart the spphande and unck B Confgueston Wizard o che

shal Sorety The B fluir &
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Clear Configuration and Apply Appliance Factory Reset

Clear Configuration and Apply Appliance Factory
Reset

Using Factory Reset, you can return your Arcserve Appliance back to clean and non-
configured status. You can apply factory reset from the Arcserve UDP Console.

Follow these steps:

1. Click Factory Reset on the settings tab from the Arcserve UDP Console.

arcser /e’ unified data protection E——

dashboard resowurces jobs reports log settings high availability

Dwisbase Conbpuraion Factory Resat

Arcaerss Bacsp Data Synchronizabon Sch Perlommeng @ Facory Reset on your Aroserve UIDP Applance wil relum all sefngs bo Tew faciory defaults. AN resources, job hestory
regeorts. v B0 @nirses well D deleted  The Arcserss UIDF sofwane will roneis fom s current verseon 3o the version oniganaly nsialed on

BRM Cordguration s Agsliaiie

Moo DOty Cofilgniabon

Emaml and Aler] Corfguration

Lipdate Canhigur st

T — | Presarve masting bacap data.

Canrrent Arceeree VD Version: § 54175 updaie 4 buld 1223
Owiginal Arcserve UDP Vorsion: 65 4175 updase 4 build 12273

Hamole Deployrman] Sellrsgy
Share Flan

LFumr Warusgmeen?

F iy ket

Peatorm Factory et

All the backed up data is preserved by default.
Notes:

Arcserve UDP provides the Preserve existing backup data option to help you
preserve the existing data store.

+ [f you select the Preserve existing backup data option, only C:\ volume is
rebuilt. Data at X:\ volume and Y:\ volume remain unchanged.

+ |f you do not select the Preserve existing backup data option, all the data
on the respective volumes of C:\ , X:\ and Y:\ is rebuilt.

2. Click Perform Factory Reset.

A confirmation dialog is displayed.
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Clear Configuration and Apply Appliance Factory Reset

Coonfirm Factony Reset

Alg YU BUNE WU wWanl Do perform & facory resel on your Arcsenye UIDP Appkance™
' Selecting Feset wil resull in returning 3l sethngs to thesr faciony defaults.

3. From the confirmation dialog, click Reset to launch the factory reset.

The Appliance machine is rebooted, and the factory reset runs as displayed
below:

G rCS E r el aArczerve Unified Data Protection Applisanoe

Reverting to Arcasrwe UDP Version 6.5.4175 Update 4

Existing backoup data is being preserved.

Rainstallimg Arcsedve IDP: IR Cosmplete

e

Completion of factory reset displays a confirmation dialog.

Restoring or Repairing the Arcserve Appliance 158



Clear Configuration and Apply Appliance Factory Reset

4. From the confirmation dialog, perform one of the following options:
+ Click Restart to reboot the appliance.

+ Click Shut Down to close the appliance.

s toary Haast s ommmphete

a Yous Arcusrve UDF Apphance has besn retusned to i factory ded sulii

Chok Pestan 1o reitan the spphence and Lanch The Cordngurstien Wizard o ol

shast dorem the spphance
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How to Replace Factory Reset Image Using Set Appliance Image Utility

How to Replace Factory Reset Image Using Set Appli-
ance Image Utility

Set Appliance Image Utility tool helps you to replace the original Appliance image
in current system with desired Appliance image of Arcserve Appliance available ver-
sions.

Note: Replacing the Arcserve Appliance image with a different Windows operating
system version is not supported. For example, if you are using Arcserve Appliance
v6.5 Update 1 that is running on Windows 2012 R2 and want to replace Arcserve
Appliance v6.5 Update 1 with Arcserve v6.5 Update 2, you can apply Arcserve Appli-
ance v6.5 Update2 image that is running on Windows 2012 R2 only. The same way,
if you are using Arcserve Appliance v6.5 Update 3 that is running on Windows 2016
and want to replace Arcserve Appliance v6.5 Update 3 with Arcserve v6.5 Update 4,
you can apply Arcserve Appliance v6.5 Update 4 image that is running on Windows
2016 only.

After executing the utility, perform factory reset which is available in the Arcserve
UDP Console to revert Appliance to desired released version of Arcserve Appliance
in factory default setting. Set Appliance Image utility is available for Arcserve Appli-
ance v6.5 Update 1 or later releases.

Note: The Appliance image used for replacement should have higher version than
the Original Arcserve UDP version installed on the Arcserve Appliance. Replacing
the Arcserve Appliance image with a different Windows operating system version is
not supported.

To verify the original Arcserve UDP version, log into Arcserve UDP Console, nav-
igate to settings and select Factory Reset for the version details.

Factory Reset

Performing a Factory Reset on your Arcserve UDP Appliance will retumn all setiings to their factory defaulis.
All resources, job history, reports, and log entries will be deleted. The Arcsenve UDF software will revert
from its current version to the version onginally installed on the Appliance.

Current Arcserve UDP Version: 654175 update 1 build 358
Original Arcserve UDP Version: ©.5.4175 update 1 build 359

' Preserve existing backup data.

Perform Factory Reset

Note: The above screen refers to Arcserve Appliance v6.5 Updatel GUI and may
vary from other release versions of Arcserve Appliance.
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How to Replace Factory Reset Image Using Set Appliance Image Utility

Example scenario to replace factory reset image for UDP v6 Update 1 with factory reset
image for UDP v6.5 Update 1

The example below describes the process to replace factory reset image. You can
follow the same process for other versions also.

How to Use Set Appliance Image Utility to revert from Arcserve Appliance v6
Update 1 to Arcserve Appliance v6.5 Update 1

If the installed Arcserve UDP release version on Appliance is Arcserve UDP v6
Update 1, then you can upgrade the Appliance to Arcserve UDP v6.5 Update 1.

Follow these steps:

1. Download the Appliance image of Arcserve Appliance v6.5 Update 1, and
execute the Set Appliance Image Utility. Perform the following steps to use
set Appliance Image Utility:

a. Todownload the 6.5 factory reset image, contact Arcserve support.

b. Open the Windows command line and run the following command:

C:\Program files\Arcserve\Unified Data Pro-
tection\Management\bin\Appliance\Setimage.exe —applianceimage <Full-
path of the appliance image just downloaded>

After checking appliance images finished step is complete, you can view
the following query:

Are you sure you want to replace the appliance.wim file? <y[n>
c. Enter y or yes to replace the image or enter n or no to exit the execution.

When the image replication is complete, the command line displays the
following message:

Replace appliance image completed.

P5 C:\Proaram Files\Arcserve\lnified Data ProtectionManagement’bin’Ap
pliance> .%SetImage.exe -applianceimage C:‘tempappliance.wim

start to check appliance image, this may need about 30 minutes, please wait...
Mounting the old appliance image, please wait...

Unmounting the old appliance image, please wait...

Mounting the new appliance image, please wait...

Unmounting the new appliance image, please wait...

Check appliance images finished.

Are you sure you want to replace the appliance.wim fi1le? <y|n>:y

Start to replace appliance 1mage, please wait...

Replace appliance image completed.

2. Perform the following steps to revert to Update 1 version of Appliance:
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How to Replace Factory Reset Image Using Set Appliance Image Utility

Note: After replacing Appliance image in Arcserve UDP Console, the Original
Arcserve UDP version is changed to the desired Appliance release version.

a. From Arcserve UDP Console, navigate to Settings and select Factory
Reset.

Factory Reset

Ferforming a Factory Reset on your Arcserve UDP Appliance will return all settings to their factory defaulis.
All resources, job history, reports, and log entries will be deleted. The Arcserve UDFP software will revert
from its current version to the version originally installed on the Appliance.

Current Arcserve UDP Version: 654175 update 1 build 3528
Original Arcserve UDP Version: 6.5.4175 update 1 build 359

Preserve existing backup data.

Perform Factory Reset

The Original Arcserve UDP Version changes to Arcserve Appliance v6.5
Update 1.

Note: Reload the page if desired Appliance release version is not dis-
played in Original Arcserve UDP version after replacing the Appliance
image.

b. Click Perform Factory Reset to revert from current version of Appliance
to the new Arcserve Appliance v6.5 Update 1 version.

For more information about Factory Reset, refer the link.

Restoring or Repairing the Arcserve Appliance 162


http://documentation.arcserve.com/Arcserve-UDP/Available/V6.5/ENU/Bookshelf_Files/HTML/Appliance User Guide/Default.htm

Remove and Replace a Hard Drive

Remove and Replace a Hard Drive

With the Arcserve Appliance, if one hard drive fails, the rest of the drives will kick
in immediately to ensure no data is lost and the appliance continues to work nor-
mally. Therefore, to guard against any problems associated with multiple hard
drive failures, it is important to replace a hard drive as soon as possible to min-
imize potential loss of data.

The Arcserve Appliance contains four hard drive carriers which are labeled 0, 1, 2
and 3 from left to right. If you replace more than one hard drive at a time, you
should label the replacement hard drives so that you know which drive is placed
into each drive carrier. You should also label the hard drives that you remove from
the appliance so that you know which drive carrier they occupied.

Important! Take proper safety precautions when handling the hard drives because
they are static-sensitive devices and can be easily damaged.

® Wear a wrist strap to prevent any static discharge.

® Touch a grounded object before removing the replacement hard disk from the
antistatic shipping bag.

® Always handle a hard drive by the edges only and do not touch any of the vis-
ible components on the bottom.

Follow these steps:
1. To gain access to the drive holders, you first need to remove the faceplate:
a. Unlock the faceplate lock.
b. Press the release knob to retract the faceplate pins.
c. Carefully remove the faceplate (using two hands).

2. Press the release latch on the drive carrier. This extends the drive carrier
handle.
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Remove and Replace a Hard Drive

Appliance

Hard Drive
(typical)

Drive Carrier
Release Latch

Drive Carrier
Handle

Using the handle, pull the drive carrier out from the front of the appliance.
The hard drives are mounted in drive carriers to simplify their removal and
replacement from the appliance. These carriers also help promote proper air-
flow for the drive bays.

Important! Except for short periods of time (swapping of the hard drives), do
not operate the appliance without the drive carriers fully installed.

Remove the old hard drive from the drive carrier and install the new hard
drive being careful to properly orient the replacement hard drive with the
label on top and the visible components on the bottom.

. Slide the drive tray into the appliance until it is fully installed and secure by
closing the drive carrier handle.
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Appliance

Drive Carrier
Handle

Drive Carrier

6. Obtain return instructions from Arcserve Support to return a defective drive.
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How to Perform Bare Metal Recovery (BMR) without Preserving Data

How to Perform Bare Metal Recovery (BMR) without
Preserving Data

On the Arcserve Appliance, you can perform the Bare Metal Recovery using the Arc-
serve UDP Boot Kit.

Follow these steps:

1. Run the Create Arcserve UDP Boot Kit application in the Appliance and gen-
erate the bootable BMR ISO image or USB stick for x64 platform.

Note: You need to include the local drivers for the ISO image. To include the
local drivers, select the Include Local Drivers option in the Create Boot Kit
for Bare Metal Recovery window. For more information on how to create
boot kit, refer link.

Specify Drivers

*f'ou can integrate additional drivers into the BMB 150 image. so that they can be loaded when the BMA
process iz launched.

I anufacturer “Wersion Flatform Path
Intel 12/08/2016.1214.7.0 =64 C:AWINDOW S INFoemd 3inf
Intel 07/30/2013,9.4.210... =64 C:ANWINDOW S INF e, inf
MS_HDC, INTEL_HDC... 06/21/2006,10.014... =64 C:AWINDOWSAINFsmshde. inf
LSl 03/06/2015,6.707.0... =64 C:AWINDOW SAINF oem.inf
INTEL 08/19/2016, 10.1.280 =64 CwINDOW SAINFYoemd 5. inf
AMD.Section, ACER.S...  06/21/2006,10.0.14... =64 C:ANWINDOW SAINF usbport.inf
INTEL 07/30/2013.9.4.210... =64 C:AWINDOW SN INFhoemd 7.inf
GEMDEY_Sv5, ACC_...  06/21/2006,10.014... =64 C:AWINDOW SAINFmachine. inf
Generic 10/08/2017.10.014... =64 C:NwWINDOW S INFusbshc inf
£ >

I Include Local Drivers I¢ Add Driver | Dielete Criver |

Back | Create | Cancel | Help |

2. Boot the Arcserve Appliance using BMR ISO image or USB Stick.
The Arcserve bare metal recovery setup appears.

3. Select the required language and click Next.
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How to Perform Bare Metal Recovery (BMR) without Preserving Data

ArcsSer/e® bare metal recovery

lish

Keyboard Layout:
us

g

4. Select the Restore from a Arcserve Unified Data Protection backup
option and click Next.

G rCS e r e bare metal recovery

Bare Metal Recovery({BMR)
- Sefect the type of backup for BMR

Select type of reslore source:

/@ Restore from a Arcserve Unified Data Protection backup

Uise this option to perform a restore from either a badoup destination folder or a data store.

) Recover from a virlual machine

Use this opbion to perform a virtual-to -physical (V2P) restore from a virtual machine created by Virtual Standby or
Instant VM

Sowrce is on a Yivware machine

SOUECE 15 ON & RYDEr-v Macheme

The Select a Recovery Point wizard window appears.

5. Click Browse and select Browse from Recovery Point Server.
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Bare Hetsl Recovery{BHR)
+ Select & Recovery Po!

The fop pare depila s of baciosd up machnes and
sher Do desinators. 1 you dickon s
msching,, vou £an then sot = asosated
reCoVENY points on B baltom pare, Sekect s
TEOEVETY POt o conBnue

tantd: By st fBil, ol B Backed L SEcesd
that ane defeched from local volmes. sne lsted
here, After & new remcvsbie dek g attached o

detached, you can cick Befesh” S et .

Viou can she chot Breowss” i sdd ey uw
machines from the nemote shaned folder or the
Sk skre,

1 s il by v e imante shared dulder, 2

vy be because e MIC diver & not irstaled or

s B pldrais i roorrect, IF recenaary, wisa £an
h -

[k here 20 bsunch e koad driver Uity
3k here 53 b e nebedrk Gonfguraiion
vty

n

nbei(R) [ 150 Segab Network Cormechon &3
1P Acgres: 000

+ Seang: Deconrectied ik

& imibes

Thi fslowirey bachad up Sachined ot Setectnd:

Backed up informaton
apat Farre:
Dperatng Sysies:

D5 Susffia

Source!

Browse from networklocol poth
| Brovwse frem Becovery Point Server |

T fisliowineg feodrtry POt g debcted for the moecTied madwe. Seiec & mecs’y pORt &

The Select Node window appears.

Enter the Recovery Point Server Host Name, User Name, Password, Port,

and Protocol.

Click Connect.

Once the connection is established, click OK.
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a o E
Enter the Recovery Point Server credentials and dick "Connect” to connect to the server and retrieve
the data store and node list.
HD& Mame: | apphance7501 w Port: 8014
User Name: | administrator Protocol: O HTTP @ HTTPS
Password: | eesssssses Connect
Data stores and nodes protected on this server:
= Eﬂ appliance7501_data_store Property Description
fua appliance 7205 :
Mode appliance 7205
DMS Suffix ArCServe,com
Mode ID (951fd 5c-3dd 24968 -bed4-5eaef...

I m ] .

The Bare Metal Recovery(BMR)- Select a Recovery Point dialog appears.

9. Select the recovery point to restore and click Next.
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Bare Hetsl Recoveny BHER)
= Spleet & Recowery Podad

The ‘top pane deplays ol bedoed up madhnes and
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10. (Optional) Enter the session password if prompted, and click OK.

11.

"Enter Session Password

Current password length: 1 characters

Maximurn passveord length: 23 characters

Select Advanced Mode and click Next.

Br-:ﬂum Recovery(BME)
oo & Recovery Mode

‘Which recovery mode do you want touse?

O Expross Modo

Tt gress mode vl recover the SyEtes automancaly wih minmal Lber REEActon By ssng Te

e defaul wbirgs,

= Advanced Mode

Emmﬂﬂmnmhmmthhmwﬂ:
[

St mhere i resiore dats On Desd wolumes o dyndmid dsa,
Fsert dpvioe driver b reboat.

L

|

The Bare Metal Recovery(BMR)- Choose a Recovery Mode dialog appears.
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The Bare Metal Recovery(BMR)- Adjust Disk Partitions dialog appears.

12. Right click on the largest GUID Partition Table(GPT) disk available and click
Clean Disk.

Bare Metal Recove ry[BME) -
- Aajerst Desk Parbibons Currerit Destriation Dk Nobme Layouts

T £ it B ke folume on igur asen
o0 T BTeen. Vo Can S0 select data iy - i
repiore From e orignal sounoe dickfvolume B o

BN LT Sk I et P e, . Renet

[ T
righit-chck S moste buttion, and deslay the Criak 1114
e i S aboe Etrn, L7

Piostes If B o o mdume sitached i your = a2
TSR L,y £ ST & ik o | 27 ,EI Clean Dizk
with TAB and Arew eyt then press the Menu

fony i clmplay Shee merag

Th dhesi eslurss chanosl you Sk wil Fal

takoe et info effect unitl oo select “Commit” Convert to 6T
from the Dperabons menu o dick Text” to
et ol charge. Convert o Bosic
Corvent fo Dynamic
Inline Dak
Orgnal Saarce

B Prepestes
[

—
= Dk O/MER)
MLRGE

o ]
C10557368_l nvsnissst gf X 7RSS

13. After cleaning the disk, right click on the same disk and click Commit.

Bare Metal Recove iyl BRMR) -
Adpst Dk Paviitsons Currest Deptnaton D iskme Layous
Foww o ediueet P diak fvolume con fgur son

on Shig pereen. Tou can ahio pried! data to 7-’
FeiEre Frivn e oranal Buron tek sk b [ T9627. 37 8
e curmend dess bnation de ol

Al pedecsng b dekvolume, you can B

- O 1 —
Eghil-chok the monse bulton, and daplay She [ETERE T
DT espording oper sion Dofions, . i 'i -1

Mas [

Fies 1F thavi o ne moide sitsched o yair :'- Dak 2 (W5 i —_—
evronment, vou can select & deifunlume LI7. 13 GE Clean Disk (13 GE)
with TAB arl Arvgey iy, Bhers Dred tha Marw I

ey ey T e

The disl fvolume changes. you make wil nat Ciommte? Fo MBS
il it N e ffesl wnll you select "Commit” f .
from the Dpers bore meny o chok Teext” b
ormmit ol changes,

Ciriginal Source D ot
e —— Diigk Prepertas
j= D O (Ml FIIFTS
T YA [TILF9GE)

o]

Sisne Ky
) )

The Submit Disk Changes window appears.
14. Click Submit.
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Summary of Operations: |

Operation

§ JDelete Volume
i Delete volume
i) Delete Volume
ijl:le%ete Volume
i) Delete Volume
i Clean Disk

Details

Volume Path[\\? Volume{ 791009 15-1396-4e8d-8dfb-1fa02793003f}]
Volume Path[\|?Wolume{32 1d05a8-3ecd-436F-a437-cc04fb 34708} ]
Volume Path[C:Y)

Volume Path[F:]

Volume Path[D:\]

Clean Disk 0]

Cancel
15. After the cleaning of disk is completed, click OK.
Submit Disk Changes ]
Summary of Operations: {

Operation Detais
{_JDelete Volume Valume Path[\\?\Wolume {79 1b0915-1396-4e84-8dfb- 12027920031 ]
{4 Delets Volume Volume Path[\\*\Wolume[821d05a8-3ecd -4 36f-a 49 T-co04fb 34708} Y]
L JDelete Volume Volume Path[C:1]
|_JDelete Volume Volume Path[F:\]
i JDelete volume Volume PathiD:\]

Clean Disk [0]
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16. From the Bare Metal Recovery(BMR)- Adjust Disk Partitions dialog, click
Back.

Bare Melal Recowvery[ BHMR) A
« Alyent ik Fartitions Current DesSnaton Dk, Valums Layou's

Fiows £ Belua? e Sl oo confiouraton .-'-’

o 1P SCTEErL Yiou £ Siss sclect dats by

i %/m | .lmnmu,—
o "

Adftur paiectrg b ikl o cn then =

righs-cicic the mouse bution, and deplay T Disk 1 (MY R

COrTeRpending SperaSon cpin, 447 13 G8 (713 GB)

Hake: I there o ro souse sttsched i pour - Dk 3 ME

wrveranment, you Can sebect & dislfolame 447 TG (&R 13 G8)

wath T4 ared e bnys, S oress S Mery
by’ R kil e e

Tha= e fvolumme: Chusnigess. youl make vall ot
fnkon gt ks oMt wntl o pelect "Cormit”
Eom the Operatond sen o dek Tt o
v | 6l chaged

2,
YATILGR

MMIMIM

T flr-'-'r
A T, WAl X oz

. Tttt

The Bare Metal Recovery(BMR)- Choose a Recovery Mode dialog appears.
17. Select Express Mode and click Next.
Bare Fetal Recovere{ BMR)
= Chaowe & Becowery Made

Which recawery modk do you want b we?

#® Express Mode

The eapr ess mode wil recower the system aubomatcaly wish minimsl user interaction by using the
madhre defet mting.

O Advanced Mode

Thee aivanced mode wall apest you Im ousomzing the restore process. Usng fhes mode you will be
e

Lelesn whire B fedire dals o Bask: valmes & dynasi: dies.

Tt devvas diver bafare sebaol

i ! | Noter After Sieling hiest, Bhe BMR Wisard wil meate new parbtond on the destnabon
maching s mabch e el ing narthons en T suror machne. This mary desoy any
exing parbions on e desbnaon machine srd ess new onet.

The BMR dialog appears.

18. Click Yes.
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BMR

e The next step may result in complete loss of data on the machine. Do

you want to continue?

Yes

X

No

The Summary of Restore Settings dialog appears.

19. Click Cancel.

Summary of Restore Settings

Surhm of Dick Restore Settings:

Source Disk Destinabion Disk

Summary of Volume Restore Settings:

Source Volume

{PEFI System Partition (59 MB)
i Pc:\(155.73GB)

£

Destination Volume

) \\? Wolume {79 1b0915-1396-4e8d-8dfb- 1202793003\ (300 MB)  \\?Wolume {c06aa520-adb9-4849-8b15-20...
\\?\Volume {e 3db448 3-19ad-4550-8e0e-06...

\\?\Volume {257b3c2a-9cf1-44a0-a8b3-225. ..
) \\?\Volume {4dd 1123-0464-4cd6-9df0- 1abob95c890 1} (76.29 GB) \\?Wolume {98fb5326-630f-4842-82fa-48b...

Confirm your restore settings and dick OK. to continue. If you want to adjust restore settings manually, dick Cancel,

The Bare Metal Recovery(BMR)- Adjust Disk Partitions dialog appears.

20. Compare and verify if the capacity of the first four partitions available in
the Current Destination Disk/Volume Layouts tab matches with the

[oc ]

Can_cei

largest GPT disk available in the Original Source Disk/Volume Layouts tab

and click Next.
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Note: To view the size of partition, hover the mouse to the disk to display the
disk properties.

Bare Hetal Recsvery(EE) A
- Aifjarst Dk Pavbitsod Crrenk DepSnation Dk olume Lapouss
Fow con acdunt the dek fechme: confiquraton
o S reerL o o aks gele data i = [k Q)GPT)
';n:u\ea"::uhmwmmm 1T 68
After pelectng o delfrolme, you o B — 1 (MER) -
FghChek Ty moute Bution, snd daplay the 47,1368 Dertimotion Vakame: |\ 7 Volumef (3331 7 37548-4060-0 o 25 SR008T0 5805,
TR Oper S t0n D0S0nS, . i Sompere Tump - DALY
sttached = Diuk 7 [MER)
m.mwmﬂnlﬂm 1158 ale o A bome wil b reitaned from anginal valume \L A Walumss/ 70 1hO0 TS 308 £l :
1T 48 2 o e, e gress e s : : | SR Tolerbo)
oty i chplay e e,
The desifvslume changes. you makes will rek
ke gt inhy efeol un bl you select Comest”
Eom the Operatons meru or dick Test” o
cormit ol dharge, Crigiral Soaroe Diskvolrs Layouls

o

o

e 77 e e Poritig gl (1357308 (7 Vobre(dddi g X1 7048 3

The Summary of Restore Settings dialog appears.

21. Click OK.
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Summary of Restore Settings |

Surlnan[:af Disk Restore Settings:
Source Disk Destination Disk

Summary of Volume Restore Settings:
Source Volume Destination Volume
)\ \Wolume {79100915-1396-4e8d-8dfb- 1fa0279300317\ (300 MB)  \\?Wolume{03331745-9734-4066-bd25-69...
QIEFI System Partition (99 MB) \\?\Wolume {b3994f55-8c58-4bbf-bd 72-85a...
PC:\(155.73GB) P Wolume{456da605-7066-442c-8ea2<3...
U W ivolume {4dd1123f-0464-4cd6-0dfD-1ab9b95c890 131\ (76.29 GB)  \\WWolume{5%eaea46-103c-45e3-b0ed-55...

>

<
Confirm your restore settings and chdk OK to continue. If you want to adjust restore settings manually, didk Cancel,

|

The Bare Metal Recovery(BMR)- Start Recovery Process dialog appears.

22. Clear selection of the Do not start Agent service automatically after
reboot option and wait for restore to complete.
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Bare Metal Recowd rr{BHR) |

- Start Restovre Provess Sumeary of Rectore Setangs

Ties [gt CREDiaS & SUPrary B T dhsiyh ol Resone Jem Sats Progress Trroughpus
RN e Atogs TNt O Tt [ meatore peron velems VP Wokemne (D005 190040000 0T N, ., Comvphalid £20.0% T4 M
Fiohe: Afier the BV process is complete and Cpators percn vy TPT Syitem P bsos’ s curviat destnaion diuk O Corrohy b S20.0% 750 M s b
server b besen rebooted, you may ot wanl o Bpitore e in vilume 18 cLrrenl oo e, st 5 5 ol i

it tha B e 1“:' WL entone pounos valume | Fitokume {idd 1 1208 Sriboteci Rt Labiba SclRo )Y .. Mot Suaried
St you select Bhe Tho raod 58art Agent senice

anomascaly after reboal” apton

Wihen you select this oplion, pou can marualy

start e Agent servioe (and B Recovery Pont

Servier gervion,  rntaled) sfter reboot f you

mard i perfoem bascoug pobs.

Eruable Wirnkiwd P B2t 65850 Falel il

i e Pt pedinod p ' da b basitae 357
BV, For ewsmpse, press P and bood inda Aobres
Drectory Serode Rettons mode b perform et
Dreclory aUmormate refere.

] dastomasncaly reboat your sykiem after recoeery,

[] 2 et wtart Agent servoe sutomascaly after reboot,

] Beot e swatem & v Boot Cotoes (FH) Merns on the mest Boot for Windews § | Windows Server 2012 and lntar 05,
Elapoad Temat! 00:00: 3

vtrmated Trre Remasming: i

[0 ) [N RE N oM Rigphring Backs daurce valmg 1021 b current dedtrabon Ak O

p——

The Bare Metal Recovery(BMR)- Insert Device Driver dialog appears.

23. Select the required driver for raid controller and click Next.
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Fetal Revovery(BHME
l’:';,ﬂfmm : rovide drivers for folowing desons
An rcompasbiity probles has been dewcedand | | rrer r
BV, i rssbis b frd atatie crrver & pome - A Froperty Dezarion
decels). Tre openatng spstem of the hoat beng S L5E Adapter, SAST 2008 Fakoan Vander LST Logie | Sy Logc
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Arte il wad created on the BMR 50 mage. Marfaciurer BwngaTedn
Pase ST 8% ADDY Conbie drioer o T Chi SO [Adagber
SE A S W) e i by g e Detoes Descrotion  AVAGD MegaitalD SA5 Adapter
o] 2 Hardware D PCIWEN_ 10008DEV_D0SDARBEY ...
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ot Ty o gt
e e Vi RN, 6. 706, 04.00
] megasme 1) Manfacnrer (L51, DELL
Bl neine nof (=" SClhdncter
Sy

]
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freae Diereer
S S e =

The Reboot pop up appears and the Arcserve Appliance is rebooted auto-
matically.

Click ReEoot to automatically reboot your system at this time. If you want to collect all
BMR logTiles you can use the Activity log utility.
Click here to launch the Activity Log utility.

Your system will reboot in 11 second(s).

Reboot Cancel
f I \ Boot volume was restored to current destination disk 0. Please boot
' your system from this disk.

The BMR process is completed successfully.
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How to Perform Bare Metal Recovery (BMR) and Pre-
serving Data

On the Arcserve Appliance, you can perform the Bare Metal Recovery using the Arc-
serve UDP Boot Kit.

Follow these steps:

1. Run the Create Arcserve UDP Boot Kit application in the Appliance and gen-
erate the bootable BMR ISO image or USB stick for x64 platform.

Note: You need to include the local drivers for the ISO image. To include the
local drivers, select the Include Local Drivers option in the Create Boot Kit
for Bare Metal Recovery window. For more information on how to create
boot kit, refer link.

Specify Drivers

*f'ou can integrate additional drivers into the BMB 150 image. so that they can be loaded when the BMA
process iz launched.

I anufacturer “Wersion Flatform Path
Intel 12/08/2016.1214.7.0 =64 C:AWINDOW S INFoemd 3inf
Intel 07/30/2013,9.4.210... =64 C:ANWINDOW S INF e, inf
MS_HDC, INTEL_HDC... 06/21/2006,10.014... =64 C:AWINDOWSAINFsmshde. inf
LSl 03/06/2015,6.707.0... =64 C:AWINDOW SAINF oem.inf
INTEL 08/19/2016, 10.1.280 =64 CwINDOW SAINFYoemd 5. inf
AMD.Section, ACER.S...  06/21/2006,10.0.14... =64 C:ANWINDOW SAINF usbport.inf
INTEL 07/30/2013.9.4.210... =64 C:AWINDOW SN INFhoemd 7.inf
GEMDEY_Sv5, ACC_...  06/21/2006,10.014... =64 C:AWINDOW SAINFmachine. inf
Generic 10/08/2017.10.014... =64 C:NwWINDOW S INFusbshc inf
£ >

I Include Local Drivers I¢ Add Driver | Dielete Criver |

Back | Create | Cancel | Help |

2. Boot the Arcserve Appliance using BMR ISO image or USB Stick.
The Arcserve bare metal recovery setup appears.

3. Select the required language and click Next.
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ArcsSer/e® bare metal recovery

lish

Keyboard Layout:
us

g

4. Select the Restore from a Arcserve Unified Data Protection backup
option and click Next.

G rCS e r e bare metal recovery

Bare Metal Recovery({BMR)
- Sefect the type of backup for BMR

Select type of reslore source:

/@ Restore from a Arcserve Unified Data Protection backup

Uise this option to perform a restore from either a badoup destination folder or a data store.

) Recover from a virlual machine

Use this opbion to perform a virtual-to -physical (V2P) restore from a virtual machine created by Virtual Standby or
Instant VM

Sowrce is on a Yivware machine

SOUECE 15 ON & RYDEr-v Macheme

The Select a Recovery Point wizard window appears.

5. Click Browse and select Browse from Recovery Point Server.
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Bare Hetsl Recovery{BHR)
= Sellect & Recovery Podtt Th felowiryg Sached up Sachined ane Seectod:

The fop pare depia v af backed up machnes and Baschord up irformaton
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1f weas fll s brovvmes e p e sPavree] ey, i
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s B addeeis 8 ncorrect, I necessary, o can Befrerh Browie
i (e o P——

m_'ugmmﬁludhvmlh Browae from networtdocol poth
3k here 53 b e nebedrk Gonfguraiion

T fisliowineg feodrtry POt g debcted for the moecTied madwe. Seiec & mecs’y pORt &

n

inbeiR]) 1150 Goab® Network Comnechon 27
1P Ao 0000
+ Seang: Deconrectied ik

& i J Bk [ ot

The Select Node window appears.

6. Enter the Recovery Point Server Host Name, User Name, Password, Port,
and Protocol.

7. Click Connect.

8. Once the connection is established, click OK.
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select Node =
Enter the Recovery Point Server credentials and dick "Connect” to connect to the server and retrieve
the data store and node list.
HD& Mame: | apphance7501 w Port: 8014
User Name: | administrator Protocol: O HTTP @ HTTPS
Password: | eesssssses Connect
Data stores and nodes protected on this server:
= Eﬂ appliance7501_data_store Property Description
fua appliance 7205 :
Mode appliance 7205
DMS Suffix ArCServe,com
Mode ID (951fd 5c-3dd 24968 -bed4-5eaef...

I m ] .

The Bare Metal Recovery(BMR)- Select a Recovery Point dialog appears.

9. Select the recovery point to restore and click Next.
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10. (Optional) Enter the session password if prompted, and click OK.

"Enter Session Password

| ok

Current password length: 1 characters
Maximurn passveord length: 23 characters

The Bare Metal Recovery(BMR)- Choose a Recovery Mode dialog appears.
11. Select Advanced Mode and click Next.

Br-:ﬂum Recovery(BME)
oo & Recovery Mode

‘Which recovery mode do you want touse?

O Expross Modo

Tt gress mode vl recover the SyEtes automancaly wih minmal Lber REEActon By ssng Te
e defaul wbirgs,

= Advanced Mode

Emmﬂﬂmnmhmmthhmwﬂ:
[

St mhere i resiore dats On Desd wolumes o dyndmid dsa,
Fsert dpvioe driver b reboat.

]
i
1
g
§
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12. On the Bare Metal Recovery(BMR)- Adjust Disk Partitions dialog, click
Next.

Yiou £ adtiust e deke feihume torfigur dion on
thes soreen. Yiou can siso select dats to restone - gk 0GFT)
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desplay e menu.

The disihyvolume Changes you make wil nol take
petirtn effect untl vou select Cament” from
Ciperators menu or chck Hext” to commit al
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Cirigraal Sourde Dk iVolume Layouts Q
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Ve
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13. On the Summary of Disk Restore Settings screen, click OK.
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..S'unmrar}r of Restore Settings

Summa%f Disk Restore Settings:

Source Disk.

Destination Disk

summary of Volume Restore Settings:

Source Volume

{c:\ (155.73GR)
{0 12 Wolume {79 1b0915-1396-4e8d-8dfb-...

i P Wolume{4dd 1123F-0464-4cd6-9dfo-1...
{_JEFI System Partition (39 ME)

Destination Volume

C:\ (155.73 GB)

\\?\Wolume{791b0915-1396-4e8d-8dfb-1fa. ..

G:\ (75.29 GB)

WWolume{821d05a5-3ecd-436f-a497-cc0. ..

On Disk

Disk 0
Disk 0
Disk 0
Disk 0

Confirm your restore settings and dick OK to continue. If you want to adjust restore settings manually, didk Cancel.

14. On the Bare Metal Recovery(BMR)- Start Recovery Process dialog, clear
selection of the Do not start Agent service automatically after reboot

option and wait for restore to complete and machine reboot.
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that you Sekect the T nod Start Agent ssrae
Sutsmabzaly afer rebost” apton

ihen you select s opbon, yvou cam marvally
wiwrt B Agent servace (and T Recovery Pori
Server ppronn, if ratabed]) afer reboot f o
want to perfiorm bacup jobs.

Enable Wirdows Fil koot opbon helos user
perfoem further recovery o roubleshooing afSer
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Cwrectory Servce Restore mode bo perform Actve
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uﬂnmmc! wolume BF] System Paribion” to curnent destration disk 0 Mt Siarted
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Elagged Tame: 00:00: 13
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The BMR process is completed successfully.
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Working with Expansion Kit in Arcserve Appliance
9012-9504 DR Models

Arcserve Expansion Kit lets you expand the data capacity in Arcserve Appliance
9012-9504DR models.

Follow these steps:

1. Perform the following steps to insert HDDs in the empty disk slots:

a. From the Arcserve UDP Console verify and ensure that no jobs are
running on the Appliance Server. If any jobs are running, Pause the
corresponding plans.

b. Insert HDD in the empty disk slot.

2. Perform the following steps to configure Raid-6 from iDRAC:

a. Log into iDRAC and navigate to Configuration, Storage Configuration
and Physical Disk Configuration.

b. Under Physical Disk Configuration section, select Convert to RAID
option from Actions drop-down for each new disk.

A dialog appears to display the following warning message:

RACO0516: Converting physical disk drives to RAID-compatible will over-
write any OS-created RAID arrays.

Make sure that there are no OS-configured RAID arrays, and then click
OK.

c. Click OK.

The Convert to Raid status appears under Pending Actions.
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d
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. Click one of the following options to complete the pending actions:

Apply Now

Starts the convert to Raid action immediately.
At Next Reboot

Starts the convert to Raid action at the time of next reboot.
At Scheduled Time

Starts the convert to Raid action at the scheduled time.
Discard All Pending

Discards the convert to Raid action for all the disks.
. Navigate to Maintenance, Job Queue.

The list of jobs running to convert the disks to Raid appears. When con-
vert to RAID job is completed the status changes to Completed (100%).

3. Perform the following steps to create virtual disk:

a.

Navigate to Configuration, Storage Configuration and Virtual Disk
Configuration.

Under Virtual Disk Configuration section, click Create Virtual Disk.
Select RAID-6 as Layout.

Under Select Physical Disks section, select the disks that are con-
verted to RAID.

Click Add to Pending Operations.
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Create Virtual Dsk

m Add 1o Pening Operations

f. Navigate to Configuration and Storage Configuration.

g. Click one of the following options to complete the pending oper-
ations:

Apply Now
Starts the create virtual disk operation immediately.
At Next Reboot
Starts the create virtual disk operation at the time of next reboot.
At Scheduled Time
Starts the create virtual disk operation at the scheduled time.
Discard All Pending
Discards the create virtual disk operation for all the disks.
h. Navigate to Maintenance, Job Queue.

The list of jobs running to create virtual disk appears. When create vir-
tual disk job is completed the status changes to Completed (100%).

i. Navigate to Computer Management and Disk Management.
j. Double click the new virtual disk that you added.
The Initialize Disk window appears.

k. Select the GPT (GUID Partition Table) option and click OK.
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I. From the Disk Management window, select the virtual disk and
apply the following properties:

® Assign a Drive Letter
® Specify NTFS as File System

" Format the disk
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4. Perform the following steps to expand the data store:
a. Navigate to the Drive that you added and create a folder.

b. From the Arcserve Appliance desktop, launch the Arcserve Appli-
ance wizard.

Arcserve Appliance Configuration page opens.
c. Click Launch UDP Console.
Arcserve UDP Console login page appears.
d. Log into UDP Console as Administrator.
e. Navigate to resources, Destinations, and Recovery Point Servers.

f. Right click the Data Store and click Stop.
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Arcserve" unified data protection
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g. From the command line, navigate to C:\Program Files\Arc-
serve\Unified Data Protection\Engine\BIN and run the following com-
mand:

as_gddmagr.exe —DataPath Add <data store name> -NewDataPath <new
data folder>

The following example screen shows the details such as Volume capa-
city, Used space, Free space for Primary data path, Expanded data path
and the total values. The total value is the sum of primary data path
and expanded data path.

To view the data path details, you can also run the following command:

as_gddmagr.exe —DataPath Display <data store name>

v Progre File 3 g ified Data Protection“Engine~BIN>asz_gddrngr.exe -Data
th Add iz T b At L ta

information.

‘- h for the data
xpanded data path{z) now:

Uoplume capacity Used space

Prinary data path @ H:ivAreservesdata_storesdatas
18384 GB i GB 18383 GB

Expanded data pathl:
i GB 223 GB

[otal 186688 GB 2 GB 18686 GR

: to add data path ¥Y:sdata.

Program FilessArcszervedslnified Data Protection“Engine~BIM>

Successfully added new expanded data path to the data store.
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h. In UDP Console, navigate to resources, Destinations, and Recovery
Point Servers.

i. Right click the Data Store and click Start.
j. Resume the plans that you paused before from UDP Console.

Data capacity of the Arcserve Appliance is successfully expanded.
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Connecting Appliance Expansion Shelf to the Appli-
ance Server

This section contains the following topics:
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Appliance Infield Expansion for all the Available

Models
Ne-
Expan- | Cur- | w
Mod{ Current Capa- sion rent [SSD free Add-on
el cities \TB Shelf | SSD - | RE- SISOt Cards DESCRIPTION
Capacity| GB |Q-
GB
1. 8100
model sup-
ports only 8
TB Infield
Expansion.
LSI SAS . 8100-8TB
9200 -8E Expansion
HBA Shelf
Qlogic comes with
Dual port comes with
HBA inbuilt and
pre-
Quad-Port configured
16 NIC SSD 240
8 8 Dual port GB.
8100 4,6 (6x2 TB 120 |TB-|2, 3| 10G SPE+ 8100 has 2
Disks) HO Dual Port and 3 as
10G Cop- optional
per slots . One
free slot is
Infield mandatory
Expansion for Appli-
) ance Infield
(MegaRAl Expansion /
D SAS MegaRAID
9380-8e) SAS 9380-
8e.
. If both the
optional
slots are
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filled with
add-on
Cards, then
you need to
free at
least one
slot, pre-
ferrably
slot 3 in
order to
use Infield
Expansion.

. SAS con-

nection is
used
between
the Appli-
ance and
Expansion
shelf.

. 8100 -

Expansion
shelf
comes with
RAID-6.

Expansion
Shelf
comes with
Dual PSU.

Follow Add
data path
instruc-
tions given
in Expan-
sion guide
after con-
necting the
expansion
shelf.
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9. Wherever
a new SSD
is required
follow the
Migrate
HASH des-
tination to
new SSD
instructions
given in the
Expansion
Guide.

1. 8200
model sup-
ports either
8 TBor 16

LS| SAS B Infic?ld
9200 -8F Expansion.
HBA Client can
connect
Qlogic only one
Dual port expansion
HBA shelf any
8 8 Quad-Port time.
(6x2TB TB - 1G NIC 2. 8200- 16
Disks) NA TB Expan-
8200 8, 12 220 2, 3|Dual port )
OR 16 10G SPF+ sion Shelf
B - comes with
16 ( 6x4 580 Dual Port inbuilt and
TB Disks) 10G Cop- pre-
per configured
Infield SSD 480
Expansion GB.
(MegaRAI 3. 8200 has 2
D SAS and 3 as
9380-8e) optional
slots. One
free slot is
mandatory
for Appli-
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ance Infield
Expansion /
MegaRAID
SAS 9380-
8e.

. If both the

optional
slots are
filled with
add-on
Cards, then
you need to
free at
least one
slot, pre-
ferrably
slot 3 in
order to
use Infield
Expansion.

. SAS con-

nection is
used
between
the Appli-
ance and
Expansion
shelf.

. Expansion

shelf
comes with
RAID-6.

. Expansion

Shelf
comes with
Dual PSU

. Follow Add

data path
instruc-
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tions given
in Expan-
sion guide
after con-
necting the
expansion
shelf.

. Wherever

a new SSD
is required
follow the
Migrate
HASH des-
tination to
new SSD
instructions
given in the
Expansion
Guide.

8300

16,20,24,28,32,36,t

40

8

(6x2 TB
Disks)

OR

16 ( 6x4
TB Disks)

OR

40 ( 12x4
TB Disks)

480

TB -
NA

16
TB -
560

40
TB -
790

LSI SAS
9200 -8E
HBA

Qlogic
Dual port
HBA

Quad-Port
1G NIC

Dual port
10G SPF+

Dual Port
10G Cop-
per

Infield
Expansion
(MegaRAI

D SAS
9380-8e)

. 8300

model sup-
ports either
8 TBor 16
TB OR 40
Infield
Expansion.
Client can
connect
only one
expansion
shelf any
time.

. 8300- 16

TB/40TB
Expansion
Shelf
comes with
inbuilt and
pre-
configured
SSD 1.9 TB.
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3. 8300 has 2

,5,and 6
as optional
slots . One
free slot is
mandatory
for Appli-
ance Infield
Expansion /
MegaRAID
SAS 9380-
8e.

. If both the

optional
slots are
filled with
add-on
Cards, then
you need to
free at
least one
slot, pre-
ferrably
slot 2 in
order to
use Infield
Expansion.

. SAS con-

nection is
used
between
the Appli-
ance and
Expansion
shelf.

. Expansion

shelf
comes with
RAID-6
(6x4 TB
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Disks).

7. Expansion
Shelf
comes with
Dual PSU.

8. Follow Add
data path
instruc-
tions given
in Expan-
sion guide
after con-
necting the
expansion
shelf.

9. Wherever
a new SSD
is required
follow the
Migrate
HASH des-
tination to
new SSD
instructions
givenin
Expansion
Guide.
(Only for
Appliance
8300 con-
nect with
40 TB Appli-
ance expan
sion shelf,
there is
one unat-
tached 2
TB SSD that
you need to
place in
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Base appli-
ance and
not expan-
sion shelf.
Check
expansion
guide from
details).

8400

32,40,48,56,64,72,t

80

8

(6x2 TB
Disks)

OR

16 ( 6x4
TB Disks)

OR

40 ( 12x4
TB Disks)

1200

TB -
NA

16
TB -
NA

40
B -
NA

LSI SAS
9200 -8E
HBA

Qlogic
Dual port
HBA

Quad-Port
1G NIC

Dual port
10G SPF+

Dual Port
10G Cop-
per

Infield
Expansion
(MegaRAI

D SAS

9380-8e)

. 8400

model sup-
ports either
8 TBor 16
TB OR 40
TB Infield
Expansion .
Client can
connect
only one
expansion
shelf any
time.

. 8400 -

Requires
no
addtional
SSD.

. 8400 has 2

,5,and 6
as optional
slots. One
free slot is
mandatory
for Appli-
ance Infield
Expansion /
MegaRAID
SAS 9380-
8e.

. If both the

optional

203 Arcserve Appliance User Guide




Connecting Appliance Expansion Shelfto the Appliance Server

slots are
filled with
add-on
Cards, then
you need to
free at
least one
slot, pre-
ferrably
slot 2 in
order to
use Infield
Expansion.

5. SAS con-
nection is
used
between
the Appli-
ance and
Expansion
shelf.

6. Expansion
shelf
comes with
RAID-6.

7. Expansion
Shelf
comes with
Dual PSU.

8. Follow the
Add data
path
instruc-
tions given
in the
Expansion
guide after
connecting
the expan-
sion shelf.

Chapter 9: Performing Appliance Capacity Expansion 204



Connecting Appliance Expansion Shelf to the Appliance Server

What is included in the box

The following items are included in the box:

Note: If you notice that any items in the box are damaged, contact Arcserve Sup-
port.

® Appliance Expansion Shelf

Note: The number of available disks in the expansion shelf depends on the

capacity of the Appliance Expansion shelf.

® CVPMO02 Module (CacheVault Power Module02) and Cable

YR

" MegaRAID SAS 9380-8e RAID Controller
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® SAS Cables

Two SAS Cables which are used to connect the MegaRaid Controller in the
Appliance Expansion Shelf and Appliance Server.
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® SSD (optional)

Note: For Appliance 8300 only, you need to connect with 40 TB Appliance
expansion and you have one unattached 2 TB SSD.
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How to Connect the Appliance Expansion Shelf to the
Appliance Server

Follow these steps:

1. Prepare the Appliance expansion shelf and place it close to the Appliance
Server.

2. Connect the CacheVault Power Module02 (CVPM02) to MegaRAID Con-
troller 9380-8e.

-
-
-
=
™~
-
Y om
| =

3. Pause all the Arcserve UDP plans and ensure that there are no running jobs
on the Appliance Server.

4. Power off the Appliance Server and disconnect the power cord from the
power supply.

Note: Disconnect the computer from the power supply to avoid the risk of
damaging the system or electric shock.

5. Remove the cover of the Appliance Server chassis.
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6. Perform the following steps to insert the MegaRAID Controller 9380-8e into
an available PCl-e slot of the Appliance Server:

a. Locate an empty PCl-e slot.

b. Remove the blank bracket panel on the backside of the computer that
aligns with the empty PCle slot.

c. Save the bracket screw, if applicable.
d. Align the MegaRAID Controller 9380-8e to a PCle slot.

e. Press down gently but firmly to seat the raid controller correctly in the

slot.

7. Secure the MegaRAID Controller 9380-8e bracket to the chassis of the sys-
tem.

8. Replace the cover of the Appliance Server chassis.

9. Connect the MegaRAID Controller 9380-8e in the Appliance Server and the
MegaRAID Controller in the Appliance expansion shelf with the SAS cable.
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10. Insert SSD (only for Appliance 8300 + 40 TB expansion shelf).

Note: If a 40 TB Appliance Expansion Shelf connected to an Appliance 8300,
plug the 2 TB SSD (shipped with the Appliance Expansion Shelf) into the
empty SATA slot at the rear panel of the Appliance 8300.
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11. Connect the power cords of Appliance Expansion Shelf and power on the

Appliance Expansion Shelf.

12. Reconnect the power cords of the Appliance Server and power on the Appli-

ance Server.

13. Log into the Appliance Server, open the MegaRAID Storage Manager and
login as administrator.

Server Detals

MegaRAID Storage Manager 15.05.01.00 - Host View

This page displays all the servers that were discovered, Choose a server and dick on Login io start managing that server.

You will be prompted for entering host credentials while logging in.

Use Configure Host to configure the hosts that you want to view,

[ uss LDAP Login @

IP Address  10.!

Remote servers:

Host

Server :

User Mame:

Passwand:

Login Made:

Enter User Name & Password -

AvaGo

10.!

Use your Operating System's lopin usemame @
and password to login the MEM server

administrator

sessnsnnnn|

Ful Access w

14. Perform the following steps to verify the raid controller from MegaRAID

Storage Manager:

a. Navigate to the Physical tab where the two controllers are listed.

b. Select the Controller 9380-8e and ensure that all the disks connected
to the controller 9380-8e are online and available.

Note: If there are any disks that are not online, right click and select
Scan Foreign Configuration.
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| Dashboard| Physical | Logical |

'@ udpu2verify
=R Acontrollerd: AVAGO MegaRAID SAS 33n.sa(Fus Lh
:Eﬂ SC326P (16), Connector: Pg Dizable Alarm
%3 Slot: 0, 545, 1.819TE,
-3 Slot: 1, 5A5, 1.819 7B,
-3 Slot: 2, 5A5, 1.819TB, Start Patrol Read
-3 Slot: 3, SAS, 1.819TB,

Silence Alarm

Set Patrol Read Properties
% Slot: 4, 5AS, 1,819 TE, i i

.c# Slot: 5, 5AS, 1.8197TB, Disable 55D Guard |
-£%3 Glot: 11, 550 (SATA), = Scan Foreign Configyation |
@@ BEL: : :
=@ Contraller 1: AVAGO MegaRAID Save Configuration

=-{[[} Backplane Clear Configuration
4% Slot: 0, 5AS, 3,639 TE,

L-ig Slot: 1, 5AS, 3.639 T8,
i..gg® Slot: 2, SAS, 3.639TB, Schedule Consistency Check

Set Consistency Check Properties

Set Adjustable Task Rates

Preserved Cache

Manage Power Save Settings

Update Controller Firmware

Manage MegaRAID Advanced Software Options
Manage Link Speed

Save TTY Log

c. Select the Import: Import logical configuration from all foreign
drives option and click OK.

3 Foreign Configuration Detected [0

{@\ 7 Foreign drives were detected. You must impart or dear these
drives before they can be used.

o

Choose an option:

(® Import: Import logical configuration from all foreign drives.!

() Clear: Remove logical configuration from all foreign drives.

[ok [ | K

d. Click Yes to initiate the import process.
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Foreign Config - Import -

This operation cannot be reversed after it is started.

2 |
b " Are you sure you want to import the configuration?

Yes | | Mo |

e. Click OK.

MegaRAID Storage Manager - 15.05.01.00 -

':0:' Foreign Configuration was imported successfully!

All the disk drives on the expansion shelf are online now.

15. Navigate to the Logical tab where you can see the following disks are con-
figured with RAID-6. For other modules of the expansion shelf, one SSD is
set as RAID-0 and listed under LSI MegaRAID SAS 9380-8e.

® Appliance server 8100 + 8 TB expansion shelf
® Appliance server 8200 + 16 TB expansion shelf
® Appliance server 8300 + 16 TB expansion shelf
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Dashboard I Physical | Logical

Controllerd: LST MegaRAID 545 9380-8e(Bus 2,Dev 0,Domain 0}
E‘ Drive Group: 0, RAID &
= t._['i virtual Drive(s):
. [ Virtual Drive: 0, 7.275 T8, Optimal
—“u Crives
- ig® Endlosure : SA53x23 (8), Slot: 0, 545, 1.819 TB, Online, {512 B)

i Enclosure ; 5A53x23 (8), Slot: 1, SAS, 1,819 TE, Online, (512 B)
i Endosure : SA53x28 (8), Slot: 2, SAS, 1.819 TB, Online, {512 B)
-ig® Endosure : SAS3x23 (8), Slot: 3, SAS, 1.819 TB, Online, {512 B}
-~ Enclosure : SAS3x28 (8], Slot: 4, 5A5, 1.819 TB, Online, {512 B)
l-:,.i Endosure : SA53x28 (8), Slot: 5, SAS, 1,819 TB, Online, {512 B)
—g‘ Drive Group: 1, RAID 0

= k._{'i virtual Drive(s);

. [ virtual Drive: 1, 237.969 GB, Optimal
—“u Crives
- Eg® Enclosure : SAS3%23 (8), Slot: 8, 550 (SATA), 238,475 GB, Cnline, {512 B)

= % Contraller 1; LSI MegaRAID 2361-%(Bus 3,Dev 0,Domain 0}

=& Drive Group: 0, RAID 5
Virtual Drive(s):
i b | Virtual Drive: 0, 7,275 TB, Optimal
E u Drives
L Backplane, Slot: 0, SA5, 3.639 TB, Online, {512 B)
--i® Backplane, Slot: 1, SAS, 3.639 TB, Online, (512 B)
l-:,.i Backplane, Slot: 2, SAS, 3.639 TB, Online, (512 B)
@ Controller?: 5459200-8e(Bus 1,Dev 0)

16. Open Computer Management and navigate to Disk Management and per-
form the following steps:

a. Format the Appliance Expansion Shelf assembled disk as NTFS and
assign a drive letter. For example, “V:”.
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b. Format the SSD as NTFS and assign a drive letter. For example, “W:”.

A Computer Management
File Action View Help
e aE
& Computer Management (Local | Volume I La)routl Type | File System ‘ Status | Capa ~
Pl [‘r& System Tools Simple Basic Healthy (Recovery Partition) 300N
[ t:E_) Task Scheduler (=] Simple Basic Healthy (EF| Systern Partition) 99 M:
I @ Event Viewer (=1 Simple Basic Healthy (Recovery Partition) 76.29
b il Shared Folders o (C) Simple Basic NTFS Healthy (Boot, Page File, Crash Dump, Primary Partition) 135.7
b 8 Local Users and Groups| < (Vi) Simple Basic NTFS Healthy (Primary Partition) ?44‘}.:
b ,::;135_, Performance o (X Simple Basic NTFS Healthy (Primary Partition) 7218,
& Device Manager [="HyH] Simple Basic NTFS Healthy (Primary Partition) 2235
4 25 Storage o New Volume (W:) Simple Basic NTFS Healthy (Primary Partition) 2378
=]
p U Windows Server Backug £ L | ke J
el Py QO
[+ S Services and Applications || —*Disk 1
- Basic (WA
7449.88 GB 7443.87 GB NTFS
Online Healthy (Primary Partition)

CiDisk 2 |

Basic New Volume (W:)
23784 GB 237.84 GB NTFS
Online Healthy (Primary Partition)

aDisk 3 (N N R N R

Basic e (8] ) i
7430.88 GB 300 MB | |99 ME || 155.73 GB NTFS 76.29 GB | 7218.46 GB NTFS =
Online Healthy.| Healtl || Healthy (Boot, Page || Healthy (Recovery | Healthy (Primary Partition)

You have connected the Appliance Expansion Shelf to the Appliance Server
successfully.
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How to Modify Arcserve UDP Data store

This section contains the following topics:

® Adding a data path on the expansion shelf to the Arcserve UDP data store

" Migrating Hash Destination to the new SSD

® Checking the Overall Capacity of Data Store from Arcserve UDP Console

® Resuming all the plans from Arcserve UDP Console
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Adding a Data Path on Expansion Shelf to Arcserve
UDP Data Store

Follow these steps:

1. Create a folder in the volume on the Appliance expansion shelf, such as
“V:\data”.

2. Stop the data store and use the following command to expand the data
store to the Appliance expansion shelf:

as_gddmagr.exe —DataPath Add <data store name> -NewDataPath <new data
folder>

as_gddmagr.exe —DataPath Display <data store name>
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Migrating Hash Destination to the new SSD

Note: This step is required only when you use a new SSD for the following expan-
sion shelf:

® Appliance server 8100 + 8 TB expansion shelf;

® Appliance server 8200 + 16 TB expansion shelf;

® Appliance server 8300 + 16 TB expansion shelf;

® Appliance server 8300 + 40 TB expansion shelf;

Follow these steps:

1.
2.

Create a hash folder on the new SSD such as W:\Arcserve\data_store\hash.

Ensure the data store is stopped. If not, stop the data store from the Arc-
serve UDP Console.

Modify the data store from the Arcserve UDP Console and set the Hash
Destination to W:\Arcserve\data_store\hash.

Save the modification of the data store.

Start the data store from the Arcserve UDP Console.
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Checking the Overall Capacity of Data Store from Arc-
serve UDP Console

The overall capacity is the capacity of the Appliance server plus the capacity of the
Appliance expansion shelf.
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Resuming all the plans from Arcserve UDP Console

Resume all the paused plans from the Arcserve UDP Console.
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Chapter 10: Working with Network Configuration

This section contains the following topics:

Understanding the Network Configuration Details

How to Configure the NIC Teaming Process

How to Disable DHCP Server

How to Configure IP Address for the preinstalled Linux Backup Server

How to Enable Round Robin on the DNS Server to Balance Load
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Understanding the Network Configuration Details

The network configuration on Appliance enables the built-in Linux Backup Server

(virtual name in Hyper-V Manager: Linux-BackupSvr) to work behind NAT and
provides the following advantages:

® User does not need to change the host name of the built-in Linux.
® User saves an IP on the network for the Linux Backup Server.
" The Linux Backup Server can connect to any machine on the public network.

® Any machine on the public network can connect to the Linux Backup Server
through the special port of Appliance Server only.

Network Configuration Details:

® On the Hyper-V Manager, an internal only virtual switch — Linux-BkpSvr-Switch
is available that is used only by Linux-BackupSvr.

Virtual Machines
Marne : State CPU Usage Assigned Memory  Uptime
B Linwc-BackupSvr Rurring 0% 4096 MB 00:07:26

53 Virtual Switch Manager for APPLIANCE

£ Virtual Switches
<% New virtual network switch
O .. Linux-BkpSvr-Switch Name:
o | Internal only .Lnux -BkpSvr-Switch
Checkooi '1 2 Glomlcﬂ:::urk Settings
i es5 Range

o Virtual Switch Properties

MNotes:

Connection type
What do you want to connect this virtual
() External network:

Broadcom Netitreme Gigabit Etherne

Limnuc- Bacl:1l

(®) Internal network
() Private network
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® |n the Control Panel\Network and Internet\Network Connections, you can see
“Hyper-V Virtual Ethernet Adapter” named as “LinuxBkpSvr”. You have con-
figured the IPv4 for this switch as “192.168.10.1” by default as below.

& LimnnBkpSer Unidentifsed network Hyper-V Yirtual Ethernet Adapter Mo network sccess
¥ LinuxBlkpSvr Properties x Intemnet Protocel Version 4 (TOP/IPwE) Properties x
Metwodorg  Shasng General

Conmsct using xmger?gﬂ‘r:qsmmﬁdvﬁmm?mh
capabdity. wise, you need ko your network adminstrator
& Hyper'V Virtual Bhemet Adapter for he aooropriake [P SetEnos,
() Oibtiny i 1P acciress. sustomatically
This conrsciion usss the following bems: -@L.behll P address:
w8 Chart for Mecrosolt Mastwork .
£ Chont fox - - 1P address: 192. 188 . 10 . 1
» ' File and Prnter Shamg for Mcrosoht Netwosks :
¥ P05 Packet Schaduler Subret mask: 255 .255.255. 0 |
] Inbemet Profocol Verson & (TCP/IPw)
ok 7 Defait gateway:
4 Meregal Netwoss Adugter Mubipleer Prtocsl -
¥ g Mcrosolt LLOP Protocol Driver B o
4 Intemel Profocel Viersion 6 (TCP/PVE) v et e L o
< » ) Use the follpwing DNS server addresses:
] — Propedies Frefermed DNG perver:
Comperption Alternate DMS server:
Transmission Control Protocol/intemest Probocol. The defaul
widls area netwirk probocol thist provides communication
PR el NEANCONTRCted Neteir D Wakdate it upon exit Advanosd...
o ] ence
0K Cancel

| s
® You have configured DHCP Server on the appliance machine by default. The
DHCP Server works only on the Hyper-V virtual adapter.
L
File Action View Help

o | AmMXEce= HmB

 DHCP |[ Name [ Actions
w appliance |~ -
= B P Server Bindings Properties 7 >
» P
b 1P Pvd  IPvE

Selact the connections that the DHCP server suppods for senvicing chents_ If this kst is
emplty, verly that a static IP address is configured for this computer

Comnections and senver bindings
B4 152 168,101  LinocBipSwr

o] ot | [

® By default, only one 192.168.10.2 in the Address Pool to ensure the built-in
Linux Backup Server can get the IP 192.168.10.2.
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8 DHCP
File  Acton View Help
¢ = 7] i]
_-: DHCP Start IP Address
v [ apphiance 152.168.10.2
w ﬂ Pl
| Server Ophons
Scope [152.168.10,0) nat
j Address Pool
Address Leases
Reservations
Scope Options
Palicies
Policies
rl Filkers
B P

End IP Address

192.168.10.2

" We have configured NAT on the Appliance machine.

¥ MICI
¥ MIC2
¥ MIC3
¥ MIC4

¢ LirnnBkpSer

B Administrator Command Prompt

Deser phigh

Address range for dstnbution

® We have configured port redirection on the appliance for the Linux Backup

Server.
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B Administrator: Command Prompt

® Linux Backup Server gets the IP address 192.168.10.2 from the DHCP Server.
After getting the IP, the backend script (C:\Program Files\Arcserve\Unified Data
Protection\Engine\BIN\Appliance\resetdhcp.ps1) communicates with Linux to
change the system locale of the Linux to make it consistent with the system loc-
ale of the Appliance Windows OS.
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[root@Linux-BackupSvr network-scripts]# cat ifcfg-eth®
TYPE=Ethernet
BOOTPROTO=dhcp
DEFROUTE=yes
PEERDNS=yes
PEERROUTES=yes
IPV4 FAILURE_FATAL=no
IPVBINIT=yes
IPV6 AUTOCONF=yes
IPV6 DEFROUTE=yes
IPV6 PEERDNS=yes
IPV6 PEERROUTES=yes
IPVe FAILURE FATAL=no
IPV6_ADDR GEN MODE=stable-privacy
NAME=eth@
UUID=9aebB8090-5e77-4396-bbcd-a5db6d83abb2 f
DEVICE=eth@
ONBOOT=yes
ZONE=
[root@Linux-BackupSvr network-scripts]# ifconfig
eth8: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 15680
inet 192.168.108.2 netmask 255.255.255.8 broadcast 192.168.18.255
inett feB80::cB8c:dBdc:bfe7:Bafa prefixlen 64 scopeid 0x28<link=
ether 80:15:5d:0a:01:00 txgqueuelen 1008 (Ethernet)
RX packets 209535 bytes 28563433 (27.1 MiB)
RX errors @ dropped @ overruns @ frame @
TX packets 19202 bytes 1534457 (1.4 MiB)
TX errors @ dropped O overruns @ carrier @ collisions @

lo: flags=73<UP,LOOPBACK, RUNNING> mtu 65536
inet 127.0.8.1 netmask 255.0.0.0
ineté ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1 (Local Loopback)
RX packets 14 bytes 1680 (1.5 KiB)
RX errors @ dropped @ overruns @ frame @
TX packets 14 bytes 1608 (1.5 KiB)
TX errors 8 dropped @ overruns @ carrier 8 collisions @
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How to Configure the NIC Teaming Process

The Arcserve Appliance contains built-in Ethernet ports. To use these ports, an Eth-
ernet NIC teaming needs to be configured. NIC Teaming allows multiple network
adapters placed into a team for bandwidth aggregation and traffic failover to main-
tain connectivity in the event of a network component failure.

To configure a working NIC Team, a network switch supporting the link aggregation
is required. Consult your network switch vendor and Microsoft Windows Con-
figuration document to configure the NIC Team.

After the network switch is configured, follow these steps:

1. From Windows desktop, launch the Arcserve Appliance Wizard.

Note: If a DHCP or static IP address is used, you can configure the IP address

for the NIC Team in the Network Connections screen. Ensure that a valid IP

address is assigned to the NIC Team and is available on your network.
Network Connections

Connection Name IP Address Description

Network Connection 1 13.1.143.21
@ connected Automatic via DHCP

Microsoft Network Adapter Multiplexor Driver

2. From the Server Manager, select Tools > Routing and Remote Access. The
Routing and Remote Access dialog opens.

3. Right-click the node of the Appliance Server and select Disable Routing and
Remote Access.

Note: If other routing and remote access functions are configured for other
purposes, we recommend to reconfigure them again after completing these
steps.

4. Click Yes on the confirmation dialog to disable the router and remove the con-
figuration.
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5. Right-click the node of the Appliance Server and select Configure and Enable
Routing Remote Access.

The Routing and Remote Access Server Setup Wizard opens.
6. Click Cancel and open a Windows Command prompt window.

7. Run the following command:

C:\\Program Files\Arcserve\Unified Data Pro-
tection\Engine\BIN\Appliance\resetnic.bat

The configuration completes and the following message appears.

Select Administrator: C:\Windows\System32\cmd.exe l;]i'

n2"C:vProgram FilessArcservesUnified Data Protection:EnginesBIMMNAppliance™sy
nic.bat"

:onf iguration process staprted...

onf iguration process finished.

:\Program FilessArcservesUnified Data Protection“Engine“BIN-Appliance>>_

To verify that the configuration is working, log into the Linux Backup Server in
the Hyper-V Manager and ping the IP address for the specific computers on
your intranet. If this fails, review and repeat this procedure.
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How to Disable DHCP Server

DHCP Server is enabled by default on the Appliance. The DHCP Server works only
on Hyper-V Virtual Ethernet Adapter — LinuxBkpSvr on the Appliance to make sure
that the preinstalled Linux Backup Server can get the IP and communicate with the
Appliance and does not impact the production network environment.

To disable DHCP Server, follow these steps:

1. Open file C:\Program Files\Arcserve\Unified Data Pro-
tection\Engine\BIN\Appliance\Configuration\Appliance.properties

2. Modify the file to DHCP_ENABLE=false. The Appliance.properties appears
as below:

DHCP_ENABLE=false
AdapterName=LinuxBkpSvr
Appliance_IPAddress=192.168.10.1
Linux_IPAddress=192.168.10.2

3. Save the file.

4. Delete the file C:\Program Files\Arcserve\Unified Data Pro-
tection\Engine\BIN\Appliance\dhcpdone.flag.

5. Run C:\Program Files\Arcserve\Unified Data Pro-
tection\Engine\BIN\Appliance\resetdhcp.ps1 to disable the DHCP Server ser-
vice as below from dos command line:

C:\Program Files\Arcserve\Unified Data Pro-
tection\Engine\BIN\Appliance>powershell .\resetdhcp.ps1
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How to Configure IP Address for the preinstalled
Linux Backup Server

For the preinstalled Linux Backup Server, by default, the backup server uses IP
192.168.10.2 to communicate with the Appliance Server. Refer to the network con-
figuration introduction for preinstalled Linux Backup Server to understand how pre-
installed Linux Backup Server communicates with Appliance Server.

To specify the IP address for the preinstalled Linux Backup Server, follow these

steps:

1. Ope

n file C:\Program Files\Arcserve\Unified Data Pro-

tection\Engine\BIN\Appliance\Configuration\Appliance.properties.

2. Change the IP address of Appliance_IPAddress and Linux_IPAddress. For
example, set Appliance_IPAddress as 192.168.100.1 and Linux_IPAddress as

192.

Note:

*

168.100.2.

The IP address of Appliance_IPAddress sets to the network interface
LinuxBkpSvr (Hyper-V Virtual Ethernet Adapter) used to communicate
with this preinstalled Linux Backup Server.

The IP address of Linux_IPAddress is set to the preinstalled Linux
Backup Server.

Please ensure “Appliance_IPAddress” and “Linux_IPAddress” use the IP
address of the same sub network.

After modifications, the content in the file looks as follows:
DHCP_ENABLE=true

AdapterName=LinuxBkpSvr
Appliance_IPAddress=192.168.100.1
Linux_IPAddress=192.168.100.2

3. Save the file.

4. Delete the file C:\Program Files\Arcserve\Unified Data Pro-
tection\Engine\BIN\Appliance\dhcpdone.flag.

5. Run

C:\Program Files\Arcserve\Unified Data Pro-

tection\Engine\BIN\Appliance\resetdhcp.ps1 to reset the IP address for net-

wor

Note:

k interface LinuxBkpSvr and the preinstalled Linux Backup Server.
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The preinstalled Linux Backup Server will shut down and restart during the
process if you change the Linux_IPAddress.

6. Run the following command from the command prompt:

C:\Program Files\Arcserve\Unified Data Pro-
tection\Engine\BIN\Appliance>powershell .\resetdhcp.ps1
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How to Enable Round Robin on the DNS Server to Bal-
ance Load

The Microsoft DNS Server supports round robin, which is a technique used for bal-
ancing the load between servers. This feature enables DNS to send both IP
addresses when a query is received for myserver.mydomain.com. The client (or
Resolver) always uses the first one. The next time when DNS receives a query for
this name, the order of the IP address list is changed using round robin method (the
address that was first in the previous list is last in the new list). Round Robin of
name records is not supported because only one canonical name is allowed for any
one alias.

In the Appliance, you can add record(s) for all the IPv4 address to the Domain
Name Service(DNS) Server to get load balance among the network interfaces.

For more information on load balancing between servers, refer to RFC 1794.

How to Add a Record for Additional IP Addresses to Domain Name Service
Server

When a server has two or more network interface cards (NICs), or more than one
IP address for an NIC, you can add a record for the additional IP address(es) to the
DNS server by creating an "A" record for each IP address.

Example:

Consider that a server's DNS host name is <myserver> and DNS domain name is
<mydomain.com>. This server has following two IP addresses assigned:

" |PAddressl
" |PAddress2

To add these IP addresses to the DNS Server, create two "A" records in the <mydo-
main.com> zone as below:

" Myserver A <IPAddress1>
" Myserver A <IPAddress2>

For the Resolver to get the same IP address every time, create two more "A"
records assigning a unique name to each address as below:

= Altnamel A <IPAddress1>
" Althame2 A <IPAddress2>

Using this method, a Resolver always obtain IPAddress1 when sending a query for
Altnamel and always obtain IPAddress2 when sending a query for Altname?2.
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Chapter 11: Understanding Safety Precautions

This section contains the following topics:

General Safety PreCautions .. ... 235
Electrical Safety Precautions ... .. oo 237
FCC ComplianCe ... 238
Electrostatic Discharge (ESD) Precautions . ... ...t 239
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General Safety Precautions

You must adhere to the following general safety precautions to protect yourself and
to protect the appliance from damage or malfunction:

® For EMI Class A Equipment (Business equipment), this equipment is registered
for Electromagnetic Conformity Registration as business equipment (A) and not
home equipment. Sellers or users are required to take caution in this regard.

}
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Note: This safety precaution only applies to South Korea. For more details, con-
tact Arcserve Support at https://www.arcserve.com/support or call
0079885215375 (South Korea).

Inspect the box that the appliance was shipped in and ensure that there are no
visible signs of damage. If there is evidence of damage, please retain all pack-
aging materials and contact Arcserve Support immediately at: https://www.arc-

serve.com/support.

Decide on a suitable location for the rack unit that will hold the appliance. It
should be situated in a clean, dust-free area that is well ventilated and free of
clutter. Avoid areas where heat, electrical noise, and electromagnetic fields
are generated.

You will also need it placed near at least one grounded power outlet. Depend-
ing on the model, the appliance includes either one power supply or a redund-
ant power supply and will then require two grounded outlets.

The appliance is only for use in a restricted location.

— Access can only be gained by service persons or by users who have been
instructed about the reasons for the restrictions applied to the location
and about any precautions that shall be taken; and

— Access is through the use of a tool or lock and key, or other means of
security, and is controlled by the authority responsible for the location.

® Place the appliance top cover and any components that are removed from the
appliance or on a table so that they will not be accidentally step on the com-
ponents.
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General Safety Precautions

® While working on the appliance, do not wear loose clothing such as neckties
and unbuttoned shirt sleeves, which can come into contact with electrical cir-
cuits or be pulled into a cooling fan.

® Remove any jewelry or metal objects from your body, which are excellent
metal conductors that can create short circuits and harm you if they come into
contact with printed circuit boards (PCBs) or areas where power is present.

® After accessing the inside of the appliance, close the appliance and secure it to
the rack unit with the retention screws after ensuring that all connections have
been made.
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Electrical Safety Precautions

You must adhere to the following electrical safety precautions to protect yourself

and to protect the appliance from damage or malfunction:

Be aware of the locations of the power on/off switch on the appliance as well
as the room's emergency power-off switch, disconnection switch, or electrical
outlet. If an electrical accident occurs, you can then quickly remove power
from the appliance.

Do not work alone when working with high-voltage components.

Power should always be disconnected from the appliance when removing or
installing main system components, such as the Serverboard, memory modules
and the DVD-ROM and floppy drives (not necessary for hot swappable drives).
When disconnecting power, you should first power down the appliance with the
operating system and then unplug the power cords from all the power supply
modules in the appliance.

When working around exposed electrical circuits, another person who is famil-
iar with the power-off controls should be nearby to switch off the power, if
necessary.

Use only one hand when working with powered-on electrical equipment. This is
to avoid making a complete circuit, which will cause electrical shock. Use
extreme caution when using metal tools, which can easily damage any elec-
trical components or circuit boards they come into contact with.

Do not use mats designed to decrease electrostatic discharge as protection
from electrical shock. Instead, use rubber mats that have been specifically
designed as electrical insulators.

The power supply power cord must include a grounding plug and must be
plugged into grounded electrical outlets.

Serverboard Battery: CAUTION - There is a danger of explosion if the onboard
battery is installed upside down, which will reverse its polarities This battery
must be replaced only with the same or an equivalent type recommended by
the manufacturer. Dispose of used batteries according to the manufacturer’s
instructions.

DVD-ROM laser: CAUTION - this Server may have come equipped with a DVD-
ROM drive. To prevent direct exposure to the laser beam and hazardous radi-
ation exposure, do not open the enclosure or use the unit in any unconventional
way.
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FCC Compliance

This appliance complies with part 15 of the FCC Rules. Operation is subject to the
following conditions:

® This appliance may not cause harmful interference, and

® This appliance must accept any interference received, including interference
that may cause undesired operation

Note: This equipment has been tested and found to comply with the limits for a
Class A digital device, pursuant to part 15 of the FCC Rules. These limits are
designed to provide reasonable protection against harmful interference when the
equipment is operated in a commercial environment. This equipment generates,
uses, and can radiate radio frequency energy and, if not installed and used in
accordance with the instruction manual, may cause harmful interference to radio
communications. Operation of this equipment in a residential area is likely to cause
harmful interference in which case the user is required to correct the interference
at his own expense.
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Electrostatic Discharge (ESD) Precautions

Electrostatic Discharge (ESD) is generated by two objects with different electrical

charges coming into contact with each other. An electrical discharge is created to

neutralize this difference, which can damage electronic components and printed cir-

cuit boards. Devices that are sensitive to ESD, such as Serverboards, motherboards,

PCle cards, drives, processors, and memory cards require special handling. Use the

following precautions to help neutralize the difference of electrical charges coming
into contact with each other, before contact is made, to protect your equipment
from ESD:

Use a rubber mat that has been specifically designed as an electrical insulator.
Do not use a mat designed to decrease electrostatic discharge as protection
from electrical shock.

Use a grounded wrist strap designed to prevent static discharge.
Use antistatic or electrostatic discharge (ESD) preventive clothing or gloves.

Keep all components and printed circuit boards (PCBs) in their antistatic bags
until ready for use.

Touch a grounded metal object before removing the board from the antistatic
bag.
Do not let components or PCBs come into contact with your clothing, which

may retain a charge even if you are wearing a wrist strap.

Handle a board by its edges only. Do not touch its components, peripheral
chips, memory modules, or contacts.

When handling chips or modules, avoid touching their pins.

Put the Serverboard and peripherals back into their antistatic bags when not in
use.

For grounding purposes, verify your appliance provides excellent conductivity
between the power supply, the case, the mounting fasteners, and the Ser-
verboard.
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This section contains the following topics:

Linux Backup Server Fails to ConnectfromtheConsole ................................... 241

Backing Up Arcserve Appliance from Another Appliance Reports Duplicated Nodes ...242

Linux Backup Server Cannot Communicate with Any Node in the Network ............. 244
Linux Backup Server Cannot Get the Network DNS Suffix ... ... oo oo, 246
Default Time Zone on the APPlaNCe ... 247
Licenses Error even when the licenses areavailable ... ... ... ... 248

Arcserve UDP Console Shows Error while adding Remote Console in Replicate to a
Remotely Managed RPS Task .. ... 249

Unable to Perform VSB Task Using Another Appliance as Monitor ....................... 251

IVM Job Fails to Create Linux IVM to ESXi Server with HBBU Session on Appliance
Data StOTe .. 253
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Linux Backup Server Fails to Connect from the Con-
sole

Symptom

When | try to connect my Linux Backup Server from the Arcserve UDP Console, con-
nection is unsuccessful and | see a red mark.

Solution

When a Linux Backup Server fails to connect from the console, you can
troubleshoot the connection to determine the problem.

To troubleshoot the connectivity issue

1. Launch the Hyper-V Manager, connect the Linux Backup Server virtual
machine and login.

2. Run the following command:

service network restart

3. Verify that the IP address assigned to the Linux Backup Server is 192.168.10.2.
To verify, run the following command:

ifconfig

4. If the IP address is 192.168.10.2, navigate to the Arcserve UDP Console and
update the Linux Backup Server node that you are trying to connect.

5. If the IP address is not 192.168.10.2, follow the instructions in the
Troubleshoot from DHCP Microsoft Management Console (MMC) section.

Troubleshoot from DHCP Microsoft Management Console (MMC)

Important! Ensure that the DHCP Server service is running appropriately on the
appliance.

1. Launch DHCP MMC from the Server Manager, Tools, DHCP.

2. Expand the Linux Server node, IPV4, Scope and ensure that the scope with the
name 192.168.10.0 exists under it.

3. Expand the Address Leases and delete the presence of any other lease record.
4. Log into the Linux Backup Server and run the following command:

service network restart

5. Navigate to the Arcserve UDP Console and update the Linux Backup Server
node that you are trying to connect.

The Linux Backup Server now connects from the Console.
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Backing Up Arcserve Appliance from Another Appli-
ance Reports Duplicated Nodes

Symptom

When | back up Appliance B from Appliance A, | see the following warning message
in the activity log:

"The following nodes are duplicated: Appliance_B, Appliance_A. As a result, they
have the same agent identifier and may cause unexpected results. This duplicate
node problem can be caused if the node was added using a different node name
(such as the DNS name or IP address), or if some machines were set up by cloning
from one to another."

Case 1: Appliance B is added as an RPS to the Appliance A UDP Console.

For example: From Appliance B, you can configure the appliance using the UDP wiz-
ard and select "This appliance will function as an instance of Arcserve UDP Recov-
ery Point Server managed by another Arcserve UDP console."

Solution

1. Stop the data store in the Appliance B node from the RPS pane of the UDP con-
sole.

2. Log into Appliance B and delete the registry key of the Node ID that is located
under [HKEY_LOCAL_MACHINE\SOFTWARE\CA\ARCserve Unified Data Pro-
tection\Engine].

3. Restart the Arcserve UDP Agent Web Service from the Appliance B node.
4. Restart the Arcserve UDP RPS Data Store Service from the Appliance B node.

5. From the UDP console, go to the Nodes, All Nodes pane and update the Appli-
ance B node.

6. Go to the Recovery Point Server pane and update the Appliance B node.

7. Import the existing data store to the Appliance B RPS by setting it with the ori-
ginal backup destination.

Case 2: Appliance B is added only as an agent node to the Appliance A UDP Con-
sole.

For example, a plan protects Appliance B through an agent-based backup task on
the Appliance A UDP console.

1. Log into Appliance B and delete the registry key of the Node ID that is located
under [HKEY_LOCAL_MACHINE\SOFTWARE\Arcserve Unified Data
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Protection\Engine].
2. Restart the Arcserve UDP Agent service from Appliance B.

3. From the UDP console, go to the Nodes, All Nodes pane and update the node
from Appliance B.
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Linux Backup Server Cannot Communicate with Any
Node in the Network

Symptom

Linux Backup Server cannot communicate with any node in the network.

Solution

If the Appliance windows server cannot communicate with any node in the network,

the Linux Backup Server cannot also communicate with any node.

Follow these steps:

1.
2.

4,

8.

Verify if the node is accessible from Appliance windows server.

Navigate to the following location to verify if network adapter LinuxBkpSvr
exist as shown below:

Control Panel>Network and Internet>Network Connections

If LinuxBkpSvr is unavailable, navigate to the following location and verify if
flag file adapterNameChanged.flag exists:

C:\Program Files\Arcservel\Unified Data Pro-
tection\Engine\BIN\Appliance

If existing, remove the adapterNameChanged.flag file.

Navigate to the following location and launch Routing and Remote Access
management:

Server Manager > Tools > Routing and Remote Access

Verify if all available network interfaces and LinuxBkpSvr are added to NAT as
shown below.

If all network interfaces and LinuxBkpSvr are already listed, verify if different
physical network interfaces are connected with different sub network. This
action resolves the communication problem of Linux Backup Server.

If all the network interfaces and LinuxBkpSvr are listed, continue with next step.

Right click the server name and select Disable Routing and Remote Access.

After disabling Routing and Remote Access, close the Routing and Remote
Access management console.

Delete the file dhcpdone.flag from the following location:

:\Program Files\Arcserve\Unified Data Pro-

tection\Engine\BIN\Appliance
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9. Using Command Line, enter folder C:\Program Files\Arcserve\Unified Data Pro-
tection\Engine\BIN\Appliance and run resetdhcp.ps1 as shown below.

C:\Program Files\Arcserve\Unified Data Pro-
tection\Engine\BIN\Appliance>powershell .\resetdhcp.psl

When the script runs successfully, the communication issue for the Linux
Backup Server is resolved.
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Linux Backup Server Cannot Get the Network DNS
Suffix

When you set the static IP address to the appliance Server, the Linux Backup Server
cannot get the network DNS suffix properly after restarting the network service.
This issue leads to communication problems between the Linux backup Server and
the UDP console. You then cannot use this Linux backup Server to protect the Linux
node due to the communication problems.

Symptom

The status of the Linux Backup Server remains in a disconnected state on the UDP
console. The Update Node cannot update the Linux Backup Server successfully and
the yellow warning icon will not change to green. This occurs when the static IP
address is set to the appliance Server that will then cause the Linux Backup Server
to not get the network DNS suffix properly.

Solution

To resolve this issue, you can update the file/etc/resolv.conf directly in the Linux
machine to add the correct DNS suffix.
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Default Time Zone on the Appliance

Symptom

The default time zone is (UTC-08:00) Pacific Time (US & Canada) no matter what
region you select when you first power on the appliance.

Solution

Navigate to Arcserve Backup Appliance Wizard, click Edit and set Date and Time
to change the time zone.
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Licenses Error even when the licenses are available

For more information on license related errors in the Appliance even when the
licenses are available, refer the link.
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Arcserve UDP Console Shows Error while adding
Remote Console in Replicate to a Remotely Managed
RPS Task

In Arcserve Appliance v6.5 Updatel if you add a Replicate to a remotely managed
RPS task and enter the hostname/IP of a different appliance machine as Recovery
Point Server (RPS) in the Remote Console field, then the below error message is dis-
played in the Arcserve UDP Console.

Note: This issue is fixed in Arccserve Appliance that has default version of Arcserve
UDP v6.5 Update 3 or higher.

Error message: Please select a remote console

arcserve: unified data protection

dashboard resources jobs reports  log  seftings high availability

Moty & Plan sp [ Faawse this plas BER o Hep
Taski: Backup: Agent-Based & TokTim REphcale o & Sematily MaRaQs RFS - ﬁ
Windows

Sgurce Destination Schedule
Tank: Repicain o a remoleh-
managed HPS

Famat: Gonssi 10.10.255.255
© \zemame: atrunTae

Frodus Inssalation PEEest e

This issue is caused due to the use of same GUID on local console and remote con-
sole.

To support remotely managed RPS task to another appliance, follow these
steps:
1. Delete the GUID in local Appliance from the following registry path:

HKEY LOCAL_ MACHINE\SOFTWARE\Arcserve\Unified Data Pro-
tection\Management\Console\GUID

2. Delete the GUID from the database using the following commands in
PowerShell:

$database ='arcserveUDP'
$server ="localhost\arcserve_app'

249 Arcserve Appliance User Guide



Arcserve UDP Console Shows Error while adding Remote Console in Replicate to a Remotely

$sglconn = New-Object System.Data.SglClient.SglConnection
$sglconn.ConnectionString = "Data Source=$server; nitial Cata-
log=$database;Integrated Security=SSPI;"

$sqglconn.Open()

$sglemd = New-Object System.Data.SqlClient.SqlCommand
$sqglcmd.Connection = $sglconn

$sqglcmd.CommandText = "delete from as_edge_configuration where Para-
mKey='ConsoleUuid™

$sglcmd.ExecuteNonQuery()

$sqglconn.Close()

3. Restart UDP management service on the local appliance machine.
4. Perform the following steps, in the UDP Console of local machine:
a. Select All nodes in Nodes view.
b. Right click and click Update.
c. Click OK to update all the nodes.

5. Select all RPS nodes in Recovery Point Servers view, right click and click
Update to update all RPS nodes.

The Replicate to a remotely managed RPS task is supported successfully between
two Appliance machines.
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Unable to Perform VSB Task Using Another Appliance
as Monitor

On the Arcserve Appliance> v6.5 Updatel if you perform VSB task and use another
Appliance as monitor, the VSB task fails and the below error message is displayed
in the activity log.

Note: This issue is fixed on Arcserve Appliance that has default version of Arcserve
UDP v6.5 Update 3 or higher.

Error message: Failed to connect to remote server [IP], port = 4090.
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This issue is caused due to the same GUID present in both monitor Appliance and
Arcserve UDP RPS Appliance machine.

To support VSB task, follow these steps:
1. Stop all the UDP services on Arcserve UDP RPS Appliance using the fol-
lowing command in the command line:

C:\Program Files\Arcserve\Unified Data Protection\Management\BIN>
cmdutil.exe /stopall

2. Delete the GUID from local Appliance using the following registry path:

HKEY LOCAL_MACHINE\SOFTWARE\Arcserve\Unified Data Pro-
tection\Engine\GUID
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3. Start all the UDP services on Arcserve UDP RPS Appliance using the fol-
lowing command in the command line:

C:\Program Files\Arcserve\Unified Data Protection\Management\BIN>
cmdutil.exe /startall

4. From the UDP Console of local machine, follow these steps:
a. Select All plans in Plans view.
b. Rightclick and click Deploy Now.
c. Click OK to deploy all plans.

The Virtual Standby task is now supported.
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IVM Job Fails to Create Linux IVM to ESXi Server with
HBBU Session on Appliance Data Store

Symptom

The instant virtual machine (IVM) job fails when you create IVM to ESXi Server for
Linux virtual machine and the following error appears in the job activity log:

Failed to create data store. Please verify if the same data store already exists on the
ESXi Server.

Solution

This issue occurs if the Linux virtual machine is located on the ESXi Server with
Host-Based Backup Session (HBBU) on Appliance Data Store.

Follow these steps:

1. Log into Linux backup server as root user.

2. Navigate to the following path:
/opt/Arcserve/d2dserver/configfiles

3. Create a file with the name server.env.

4. Add the following text in the server.env file:
export HBBU_VM_RESTORE_DISABLE=1

5. Save and close the server.env file.

6. Run the following command to restart the service:

#/opt/Arcserve/d2dserver/bin/d2dserver start
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This section contains the following topics:

Best Practices for Network Configuration . ... e 255

Best Practices for Windows Defender with PowerShellcmdlets ... ... ... 258
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Best Practices for Network Configuration

® |f multiple network interfaces are connected in the production environment,
ensure that each network adapter is connected to different sub network.

® |f Linux node is not available in the production environment to protect, we
recommend to stop the VM Linux-BackupSvr, DHCP Server service and RRAS
on the Appliance.

For more information, refer How to Disable DHCP Server.

® When both the Appliance and the Agent node are online on the same sub net-
work, a connection problem occurs between the Appliance and an Agent
node if there are multiple network interfaces connected to the same sub net-
work in the Appliance.

Symptom

If both the Appliance and Agent node are online on the same sub network,
the following symptoms may occur:

+ On the Arcserve UDP Console, when you deploy the plan to Agent node,
the following error message is displayed:

Error 3

€3 Unable to apply 'backup settings' to node '10.57.52.13'. (Failed to connect to Arcserve UDP
Recovery Point Server appliatest76. Verify that server name, port number, and protocol
(http/https) inputs are all correct and the web service is started on the specified host. For
other reasons, see Troubleshooting in the User Guide.)

+ Backup job of the Agent node fails as below:
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+ Ping the Agent node from the Appliance and verify whether the Agent
node is connected or not as follows:
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sMindowssspstemd2 >ping 18.57.52 .13

inging 18.57.52_.13 with 32 bytes of data:
18.57.52.13: hytes=32 time{ims TTL=127
18.57.52 _13: hytes=32 time=1ms TTL=127
18.57.52.13: hytes=32 time<ims TTL=127
18.57.52 _13: bhytes=32 time<{ims TTL=127

+ Ping Appliance host name from the Agent node and the Appliance is
NOT connected as follows:

C:sllserssAdministratorping appliatest?e

Pinging appliatest?6 [18.57.52.47]1 with 32 hytes of data:
Request timed out.
Request timed out.
Request timed out.
Regquest timed out.

Ping statistics for 18.57.52_47:

Packetz: Sent = 4, Received = A, Lozt = 4 (188x loss).

Solution

To resolve the connection problem between the Appliance and Agent node,
perform one of the following steps:

+ If Linux node is not available in the production environment, stop the

DHCP Server service and RRAS service on the Appliance and verify
whether the problem is resolved or not.

For more information, refer How to Disable DHCP Server.

+ On the Appliance and Agent node, follow these steps:

Steps to be followed on Appliance:

1. Run ipconfig /all from DOS Command Prompt to get the avail-
able IPv4 address on the Appliance:

2. Run Route Print from DOS Command Prompt to get the IPv4
Route Table, record the order list for all the available IPv4
address on the Appliance as below:

IPv4 Houte Table

Active Houtes:
Metwork Destination Gateway
18.57.52.1
18.57.52.1
18.57.52.1
18.57.52.1
On—-1link
On—link
On—l1ink

255.255.255.8
255.255.255.8

Steps to be followed on Agent node:
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1. From the DOS Command Prompt, try to ping each available
IPv4 address of Appliance one by one according to the order
above to get the first IPv4 of the Appliance connected on the
Agent node as follows:

C:sUsers~Administrator>ping 18.57.52.46

Pinging 18.5%7.52.46 with 32 hytes of data:
Reply from 18.57Y.52.46: bytes=32 timed{lims

Reply from 18.57.52.46: bytes=32 time{lims
Reply from 18.57.52.46: bytes=32 time{lims
Reply from 18.57.52.46: bytes=32 time{lims

2. Modify the file C:\Windows\System32\drivers\etc\hosts to add
a record for the pair the_IPv4_got_above Appliance_hostname
and save the file.
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Best Practices for Windows Defender with Power-
Shell cmdlets

You can get the Defender cmdlets by using the following commands:

PS C:\> (Get-MpPreference).ExclusionPath

Gets exclusion path of Defender.

PS C:\> (Get-MpPreference).ExclusionProcess

Gets exclusion processes of Defender.

PS C:\> Add-MpPreference —ExclusionPath “full_path_of the_folder_or_file”
Excludes a folder or file to the exclusion list.

PS C:\> Add-MpPreference —ExclusionProcess “full_path_of executable_pro-
grams”

Excludes files opened by the processes.
PS C:\> Remove-MpPreference —ExclusionPath “full_path_of the_folder”

Removes a folder from the exclusion list.
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Portions of this product include software developed by third-party software pro-
viders. The following section provides information regarding this third-party soft-

ware.
This section contains the following topic:

PuTTY
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PuTTY
This product includes the "PuTTY" component which entails the following details:
Component
PuTTY
Name
Component . .
Developed originally by Simon Tatham
Vendor
Component
. 0.64
Version

Legal Remark

http://www.chiark.greenend.org.uk/~sgtatham/putty/licence.html

Project Name

Appliance Rhodium

Component
Type

Open Source

Source Code
URL

http://the.earth.li/~sgtatham/putty/0.64/

Platform(s)

Windows 2012 R2

Required

EoRanponent http://the.earth.li/~sgtatham/putty/0.64/x86/

f/:rr:iZ:nUe:If http://the.earth.li/~sgtatham/putty/0.64/x86/

Description On the appliance machine, we use putty.exe to communicate with the Linux
Backup Server to change the system locale and UDP Linux locale.

Features Appliance
http://www.chiark.greenend.org.uk/~sgtatham/putty/licence.html|
PuTTY is copyright 1997-2015 Simon Tatham.
Portions copyright Robert de Bath, Joris van Rantwijk, Delian Delchev,
Andreas Schultz, Jeroen Massar, Wez Furlong, Nicolas Barry, Justin Brad-
ford, Ben Harris, Malcolm Smith, Ahmad Khalifa, Markus Kuhn, Colin Wat-
son, Christopher Staite, and CORE SDI S.A.
Permission is hereby granted, free of charge, to any person obtaining a
copy of this software and associated documentation files (the "Software"),

License Text |to dealin the Software without restriction, including without limitation the

rights to use, copy, modify, merge, publish, distribute, sublicense, and/or
sell copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in
all copies or substantial portions of the Software.
THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,

EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
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PuTTY

NONINFRINGEMENT. IN NO EVENT SHALL SIMON TATHAM BE LIABLE FOR
ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF
CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE|
SOFTWARE.

Copyright
Text

http://www.chiark.greenend.org.uk/~sgtatham/putty/licence.html|

PuTTY is copyright 1997-2015 Simon Tatham.

Portions copyright Robert de Bath, Joris van Rantwijk, Delian Delchev,
Andreas Schultz, Jeroen Massar, Wez Furlong, Nicolas Barry, Justin Brad-
ford, Ben Harris, Malcolm Smith, Ahmad Khalifa, Markus Kuhn, Colin Wat-
son, Christopher Staite, and CORE SDI S. A.

Permission is hereby granted, free of charge, to any person obtaining a
copy of this software and associated documentation files (the "Software"),
to deal in the Software without restriction, including without limitation the
rights to use, copy, modify, merge, publish, distribute, sublicense, and/or
sell copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in
all copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL SIMON TATHAM BE LIABLE FOR
ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF
CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE|
SOFTWARE.

Intended
Usage

On the appliance machine, we use putty.exe to communicate with the Linux
Backup Server to change the system locale and UDP Linux locale.

Modifications
Required

No
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