Arcserve® Unified Data
Protection Appliance User
Guide

Version 6.0

arcserve



Legal Notice

This Documentation, which includes embedded help systems and electronically distributed materials, (here-
inafter referred to as the “Documentation”) is for your informational purposes only and is subject to change or
withdrawal by Arcserve at any time. This Documentation is proprietary information of Arcserve and may not be
copied, transferred, reproduced, disclosed, modified or duplicated, in whole or in part, without the prior writ-
ten consent of Arcserve.

If you are a licensed user of the software product(s) addressed in the Documentation, you may print or oth-
erwise make available a reasonable number of copies of the Documentation for internal use by you and your
employees in connection with that software, provided that all Arcserve copyright notices and legends are
affixed to each reproduced copy.

The right to print or otherwise make available copies of the Documentation is limited to the period during
which the applicable license for such software remains in full force and effect. Should the license terminate
for any reason, it is your responsibility to certify in writing to Arcserve that all copies and partial copies of the
Documentation have been returned to Arcserve or destroyed.

TO THE EXTENT PERMITTED BY APPLICABLE LAW, ARCSERVE PROVIDES THIS DOCUMENTATION “AS IS”
WITHOUT WARRANTY OF ANY KIND, INCLUDING WITHOUT LIMITATION, ANY IMPLIED WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NONINFRINGEMENT. IN NO EVENT WILL
ARCSERVE BE LIABLE TO YOU OR ANY THIRD PARTY FOR ANY LOSS OR DAMAGE, DIRECT OR INDIRECT, FROM
THE USE OF THIS DOCUMENTATION, INCLUDING WITHOUT LIMITATION, LOST PROFITS, LOST INVESTMENT,
BUSINESS INTERRUPTION, GOODWILL, OR LOST DATA, EVEN IF ARCSERVE IS EXPRESSLY ADVISED IN
ADVANCE OF THE POSSIBILITY OF SUCH LOSS OR DAMAGE.

The use of any software product referenced in the Documentation is governed by the applicable license agree-
ment and such license agreement is not modified in any way by the terms of this notice.

The manufacturer of this Documentation is Arcserve.

Provided with “Restricted Rights.” Use, duplication or disclosure by the United States Government is subject to
the restrictions set forth in FAR Sections 12.212, 52.227-14, and 52.227-19(c)(1) - (2) and DFARS Section
252.227-7014(b)(3), as applicable, or their successors.

© 2017 Arcserve, including its affiliates and subsidiaries. All rights reserved. Any third party trademarks or
copyrights are the property of their respective owners.



Contact Arcserve Support

The Arcserve Support team offers a rich set of resources for resolving your tech-

nical issues and provides easy access to important product information.

Contact Support

With Arcserve Support:

You can get in direct touch with the same library of information that is shared
internally by our Arcserve Support experts. This site provides you with access to
our knowledge-base (KB) documents. From here you easily search for and find
the product-related KB articles which contain field-tested solutions for many
top issues and common problems.

You can use our Live Chat link to instantly launch a real-time conversation
between you and the Arcserve Support team. With Live Chat, you can get imme-
diate answers to your concerns and questions, while still maintaining access to
the product.

You can participate in the Arcserve Global User Community to ask and answer
questions, share tips and tricks, discuss best practices and participate in con-
versations with your peers.

You can open a support ticket. By opening a support ticket online, you can
expect a callback from one of our experts in the product area you are inquiring
about.

You can access other helpful resources appropriate for your Arcserve product.


http://www.arcserve.com/support

Arcserve UDP Appliance Return Policy

A valid RMA (Return Material Authorization) number is required to return a
product to Arcserve. Contact the Arcserve Technical Support department to obtain
an RMA number. Refer to arcserve.com/support to contact customer care. Support

team can inform where to send the RMA data.

Returns are subject to a re-stocking fee of 10%. Exceptions are: 1) If an order was
fulfilled incorrectly, Arcserve will accept RMA and provide full credit; 2) If a defect-
ive item is returned within 30 days, Arcserve will accept RMA and provide full
credit; and 3) If there are hardware technical issues that are unresolved by support
after a reasonable period of time to resolve, Arcserve will accept RMA and provide
a hardware swap for a unit of equivalent value.

Information needed for the RMA request:
® Product serial number (located on the back of the appliance)
® Arcserve Order Number
® Partner contact name
® Partner phone number
® Partner Email address
® Customer contact name (if available)
® Phone number (if available)
® Email address (if available)
® Description of problem and any troubleshooting already performed.
® Shipping service requested and shipping address.

The RMA number must be clearly marked on the outside of the packaging. All
RMAs must be shipped using adequate packaging. All RMAs should be shipped
using a reputable carrier that offers package tracking and insurance. Any shipping
damage or lost RMAs is the responsibility of customer.


http://www.arcserve.com/us/support.aspx
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Chapter 1: About Appliance Documentation

Arcserve UDP Appliance User Guide helps you understand how to use Arcserve UDP
Appliance. To understand about UDP Appliance, view Introduction. Rest of the sec-
tions help you install and use Arcserve UDP Appliance.

This section contains the following topics:

LanNgUAge SUPPOM 10

Product Documentation ... ... 11
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Language Support

Language Support

Documentation is available in English as well as multiple local languages.

A translated product (sometimes referred to as a localized product) includes local
language support for the user interface of the product, online help and other doc-
umentation, as well as local language default settings for date, time, currency, and
number formats.

This release is available in the following languages:
® English
® Chinese (Simplified)
® Chinese (Traditional)
® French
® German
® Jtalian
® Japanese
® Portuguese (Brazil)

® Spanish
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Product Documentation

Product Documentation

For all Arcserve UDP related documentation, click this link for the Arcserve Docu-
mentation.

The Arcserve UDP Knowledge Center consists of the following documentation:

= Arcserve UDP Solutions Guide

Provides detailed information on how to use the Arcserve UDP solution in a
centrally-managed Console environment. This guide includes such information
as how to install and configure the solution, how to protect and restore your
data, how to get reports, and how to manage Arcserve High Availability. Pro-
cedures are centered around use of the Console and includes how to use the
various protection Plans.

" Arcserve UDP Release Notes

Provides high-level description of the major features, system requirements,
known issues, documentation issues, and limitations of Arcserve Unified Data
Protection.

= Arcserve UDP Agent for Windows User Guide

Provides detailed information on how to use Arcserve UDP Agent in a Windows
operating system. This guide includes such information as how to install and
configure the agent and how to protect and restore your Windows nodes.

= Arcserve UDP Agent for Linux User Guide

Provides detailed information on how to use Arcserve UDP Agent in a Linux
operating system. This guide includes such information as how to install and
configure the agent and how to protect and restore your Linux nodes.

Chapter 1: About Appliance Documentation 11
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Chapter 2: Introducing the Arcserve UDP Appliance

This section contains the following topics:

Introduction

Safety Precautions

What is Included in the Box

What is Not Included in the Box

Available Models

Chapter 2: Introducing the Arcserve UDP Appliance 12



Introduction

Introduction

The Arcserve UDP appliance is the first complete and most cost-effective data pro-
tection appliance, featuring Assured Recovery™. Each Arcserve UDP appliance is a
self-contained, "set and forget" backup and recovery solution. Architected with
cloud-native capabilities, its unmatched ease of deployment and usability combine
with a broad set of features such as global source-based deduplication, multi-site
replication, tape support, and automated data recovery capabilities. The Arcserve
UDP appliance delivers unmatched operational agility and efficiency, and truly sim-
plifies disaster recovery activities.

The Arcserve UDP appliance is fully integrated with the industry-leading Arcserve
Unified Data Protection software pre-installed in state-of-the art hardware. The
appliance provides a complete and integrated data protection solution for all users
to not only meet your current demands, but also the ever-changing backup,
archive, and disaster recovery (DR) requirements of the future.

The following software are preinstalled in the Arcserve UDP appliance:
® Arcserve UDP
® Arcserve UDP Agent (Linux)
® Arcserve Backup
® Arcserve Replication and High Availability (RHA)

Each Arcserve UDP appliance comes with a 3-year hardware warranty. Please visit
arcserve.com/udp-appliance-warranty for detailed information about this war-

ranty.
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Introduction

Arcserve Unified Data Protection

The Arcserve UDP software is a comprehensive solution to protect complex IT envir-
onments. The solution protects your data residing in various types of nodes such as
Windows, Linux, and virtual machines on VMware ESX Servers or Microsoft Hyper-
V Servers. You can back up data to either a local machine or a recovery point
Server. A recovery point Server is a central Server where backups from multiple
sources are stored.

Arcserve UDP provides the following capabilities:

= Back up the data to deduplication/non-deduplication data stores on recovery
point Servers

® Back up recovery points to tape, using integration with Arcserve Backup (which
is also included within the appliance)

® Create virtual standby machines from backup data

® Replicate backup data to recovery point Servers and remote recovery point
Servers

® Restore backup data and performs Bare Metal Recovery (BMR)
® Copy selected data backup files to a secondary backup location

® Configure and manage Arcserve Full System High Availability (HA) for critical
Servers in your environment

Arcserve UDP replicates backup data that is saved as recovery points from one
Server to another recovery point Server. You can also create virtual machines from
the backup data that can act as standby machines when the source node fails. The
standby virtual machine is created by converting recovery points to VMware ESX or
Microsoft Hyper-V virtual machine format.

The Arcserve UDP solution provides integration with Arcserve High Availability.
After you create scenarios in Arcserve High Availability, you can then manage and
monitor your scenarios and perform operations like adding or deleting destination
machines.

Chapter 2: Infroducing the Arcserve UDP Appliance 14



Introduction

Arcserve UDP Agent (Linux)

Arcserve UDP Agent (Linux) is a disk-based backup product that is designed for
Linux operating systems. It provides a fast, simple, and reliable way to protect and
recover critical business information. Arcserve UDP Agent (Linux) tracks changes on
a node at the block level and then backs up only those changed blocks in an incre-
mental process. As a result, it lets you perform frequent backups, reducing the size
of each incremental backup (and the backup window) and providing a more up-to-
date backup. Arcserve UDP Agent (Linux) also provides the capability to restore
files or folders and perform a bare metal recovery (BMR) from a single backup.
You can store the backup information either on a Network File System (NFS) share
or in the Common Internet File System (CIFS) share, in the backup source node.

The latest version of Arcserve UDP Agent (Linux) is preinstalled in a virtual machine
within the appliance. This virtual machine becomes the Linux Backup Server. Arc-
serve UDP Agent (Linux) is installed at the default installation path in the UDP Appli-
ance.

When you open the Console, the Linux Backup Server is already added to the Con-
sole. The native host name of the Linux Backup Server is Linux-BackupSvr. However,
on the Console, the Linux Backup Server adopts the host name of the Appliance
with port 8018 configuration. The Linux Backup Server works behind NAT through
port direction. The Linux Backup Server uses port 8018 to communicate and trans-
fer data in the Arcserve UDP Appliance.

Note: For more information about creating backup plans and restoring Linux
machines, see Arcserve UDP Agent for Linux User Guide.

The Linux Backup Server uses the following default login information:
® Username —root
® Password - Arcserve

Note: We recommend to change the default password.
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Introduction

Arcserve Replication and High Availability (Arcserve
RHA)

Arcserve RHA is a solution based on asynchronous real-time replication and auto-
mated application switchover and switchback to provide cost-effective business con-
tinuity for virtual environments on Windows Servers.

Arcserve RHA lets you replicate data to a local or remote Server, helping you to
recover that data if you face a Server crash or site disaster. You may switch your
users to the replica Server manually, or automatically, if you have licensed High
Availability.

You can download the full installation package of Arcserve RHA from Arcserve web-
site to install all components. For details, refer to Arcserve RHA online documents.

Chapter 2: Infroducing the Arcserve UDP Appliance 16
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Introduction

Arcserve Backup

Arcserve Backup is a high-performance data protection solution that addresses the
needs of businesses with heterogeneous environments. It provides flexible backup
and restore performance, easy administration, broad device compatibility, and reli-
ability. It helps you to maximize your data storage abilities that lets you customize
your data protection strategies based on your storage requirements. In addition,
the flexible user interface allows advanced configurations and provides a cost-
effective way for users at all levels of technical expertise to deploy and maintain an
extensive range of agents and options.

Arcserve Backup delivers comprehensive data protection for distributed envir-
onments and provides virus-free backup and restore operations. An extensive set of
options and agents extends data protection throughout the enterprise and delivers
enhanced functionality, including online hot backup and restore of application and
data files, advanced device and media management, and disaster recovery.

UDP Appliance includes integration with Arcserve Backup for performing a backup
to tape. Arcserve Backup is installed at "C:\Program Files (x86)\Arcserve" on your
computer after you run InstallASBU.bat. The components installed in the UDP Appli-
ance lets you back up the destination of Arcserve UDP to a tape.

You can download the full installation package of Arcserve Backup from Arcserve
website to install other components. For details, refer to Arcserve Backup online
r17.5 online documents.

Arcserve Backup Server uses the following default login information:
® Username -- caroot

" Password -- Arcserve

17 Arcserve UDP Appliance User Guide
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Safety Precautions

Safety Precautions

For your safety, please read and follow all instructions before attempting to
unpack, connect, install, power on, or operate an Arcserve UDP appliance. Failure
to adhere to the safety precautions can result in personal injury, equipment dam-
age, or malfunction.

For more information about the safety precautions, see the Safety Precautions
Appendix.

Chapter 2: Infroducing the Arcserve UDP Appliance 18



What is Included in the Box

What is Included in the Box

The following items are contained in the box:
® Arcserve UDP Appliance (serial number label is located on rear of appliance)
® Power cable: 1
® Network Cables: 1 red, 1 blue (3-feet long each)
® |PMI port cable: 1 (7-feet long)

= Rail/Rack Mounting Kit - consisting of 2 quick-install outer rails, 2 inner rail
extensions, 3 rail adapters (standard rail mounting only), and attaching hard-
ware (as needed)

® Arcserve faceplate
® Microsoft Client Access License

Note: Inspect the box that the appliance was shipped in and ensure that no items
are missing from the box and that there are no visible signs of damage. If any items
are missing or damaged, please retain all packaging materials and contact Arc-
serve Support immediately at: https://www.arcserve.com/support.
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What is Not Included in the Box

What is Not Included in the Box

The following items are not included in the box and may be needed for installation
and configuration of the appliance:

" Monitor
® Keyboard

® External Storage Device (if needed)

Chapter 2: Infroducing the Arcserve UDP Appliance 20



Available Models

Available Models

The Arcserve UDP 7000 series and 8000 series appliances are available in a variety
of different models designed to meet your specific needs:

" Models 7100 - 7300v

" Models 7400 - 7600v

® Models 8100 - 8400

21 Arcserve UDP Appliance User Guide



Available Models

Models 7100-7300v

Arcserve UDP Appliance Models 7100 - 7300v

Arcserve UDP 7000 Series Appliance Specifications

Appliance
7100 7200 7200V 7300 7300V

Model

Backup Storage Capacity
Raw Storage capa-

. 3TB 6TB 6TB 9TB 9TB
city*
Usable backup

. 2.8TB 5.8TB 5.8TB 8.8TB 8.8TB
capacity**
Protected (source
. Upto8TB |Uptol17TB |Uptol1l7TB |Upto26TB |Upto26TB

data) capacity***

Standard Features

Unified management console, global deduplication, block level infinite incremental
backups, compression, encryption, WAN optimized replication, advanced vir-
tualization support, agentless backup, remote virtual standby, tape support, applic-
ation consistent backups, granular restore, unified reporting and dashboard.

On-Appliance Vir-
N/A N/A Up to 3 VMs [N/A Up to 3VMs
tual Standby
Warranty and Technical Specifications
Full System
3 Years
Depot Warranty

Physical Dimen-
sions

(HxWxDin
Inches)

1.7" x17.2" x 25.6" (1U - 19" Rack Mount rails provided)

Remote man-
agement and net-
work interface
ports

1x IPMI & 2 x 1 GbE (RJ45)

Hard Disk type
and RAID con-
figuration

4x1TB SAS
(RAID 5)

4x2TB SAS
(RAID 5)

4x2TB SAS
(RAID 5)

4x3TB SAS
(RAID 5)

4x3TB SAS
(RAID 5)

External Tape
Backup Con-
nectivity (SAS,

SATA, FC)

1 x PASS

Chapter 2: Infroducing the Arcserve UDP Appliance 22



Available Models

Total system RAM

16 GB

16 GB

32GB

32GB

48 GB

SSD drive

(For dedu-
plication hash
tables)

120 GB SSD

120 GB SSD

120 GB SSD

240 GB SSD

240 GB SSD

Maximum weight
(Ibs)

41 lbs

Power Supplies

(Single or redund-
ant)

1 x 600W

Power con-
sumption
(Watts @ idle/-
load/startup)

93/116/143

122/164/143

125/167/145

125/167/145

129/188/152

AC voltage & fre-
guency range

100 - 240v

Ampere rating

7.5 Amp Max

standby VMs.

*1TB =1,000,000,000,000 bytes.

** 0On "V" models, space available for backup is reduced by the size of virtual

***Estimated capacity assuming a typical 3:1 deduplication and compression ratio.
Actual backup capacity may vary significantly, based upon data type, backup type,
schedule, and more.
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Available Models

Models 7400-7600v

Arcserve UDP Appliance Models 7400 - 7600v

Arcserve UDP 7000 Series Appliance Specifications

Appliance Model {7400 7400V 7500 7500V 7600 7600V
Backup Storage Capacity
Raw Storage capa-
city* 16 TB 16 TB 20TB 20TB 30TB 30TB
Usable backup
) 15.8TB 15.8TB 19.8TB 19.8TB 29.8TB 29.8TB
capacity**
Protected (source |Up to 46 Upto58 |Upto58 |[Upto90 |[Upto90
. Upto46TB
data) capacity*** |TB TB TB TB TB

Standard Features

Unified management console, global deduplication, block level infinite incremental
backups, compression, encryption, WAN optimized replication, advanced virtualization
support, agentless backup, remote virtual standby, tape support, application consistent
backups, granular restore, unified reporting and dashboard.

Warranty

On-Appliance Vir- Upto9 Up to 12
PP N/A Upto 6VMs [N/A P N/A P
tual Standby VMs VMs
Warranty and Technical Specifications
Full System Depot
y P 3 Years

Physical Dimen-
sions

(HxWxDin
Inches)

3.5"x17.2" x 25.6" (2U - 19" Rack Mount rails provided)

Remote man-
agement and net-
work interface

1xIPMI & 2 x 1 GbE (RJ45) and 4 x 1GbE (RJ45). Optional 2 x 10Gb

ports
10x2TB 10 x 2 TB SAS 12x2TB |12x2TB [12x3TB [12x3TB
i X
Hard Disk typeand |¢ ¢ SAS SAS SAS SAS
RAID configuration (RAID 6)
(RAID 6) (RAID6) |[(RAID6) |[(RAID6) |(RAID 6)
External Tape
Backup Con-
.. 1 x PASS
nectivity (SAS,
SATA, FC)
Total system RAM |64 GB 96 GB 64 GB 96 GB 128 GB 192 GB
SSD drive 240 GB 240 GBSSD [480GB 480 GB 480 GB 480 GB

Chapter 2: Infroducing the Arcserve UDP Appliance 24



Available Models

(For deduplication

SSD SSD SSD SSD SSD
hash tables)
Maximum weight 5 1b

S
(Ibs)
Power Supplies
(Single or redund- 2 x 920w
ant)
Power con-
sumption 208/257/ |208/257/ 208/257/ |208/257/ |240/296/ |240/296/
(Watts @ idle/- 358 358 358 358 369 369
load/startup)
AC voltage & fre-
100 - 240v

guency range
Ampere rating 11 Amp Max

more.

*1TB =1,000,000,000,000 bytes.

**0On "V" models, space available for backup is reduced by the size of virtual standby VMs.

***Estimated capacity assuming a typical 3:1 deduplication and compression ratio. Actual
backup capacity may vary significantly, based upon data type, backup type, schedule, and
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Available Models

Models 8100-8400

Arcserve UDP Appliance Models 8100 - 8400

Arcserve UDP 8000 Series Appliance Specifications
Appliance
UDP 8100 | UDP 8200 UDP 8300 UDP 8400
Model
Source
12TB-18TB | 24TB-36TB 48TB-128TB 96TB-240TB
Backup*
System RAM 32GB 32GB 64GB 128GB
Max RAM** 64GB/96GB/160GB  [96GB/128GB/192GB|160GB/192GB/256GB
SSD drive 120GB SSD | 200GB SSD 480GB SSD 1.2TB SSD
E5-2609 V4, [E5-2620 V4,
E5-2640 V4, 10- E5-2650 V4, 12-
Processor 8-CORE, |8-CORE, 2.1
CORE, 2.4GHZ CORE, 2.2GHZ
1.7GHz GHZ
RAID Card 9361-4i 9361-8i
RAID Con- ) .
. . RAID-5 with BBU RAID-6 with BBU
figuration
Drive Bays 4 12
6x 4TB SAS 12G| 6x 8TB SAS 12G
7x 4TB SAS 12G| 7x 8TB SAS 12G
3x2TBSAS| 3x4TBSAS | gy 4TB SAS12G| 8x 8TB SAS 12G
12G 12G
Drives 9x 4TB SAS 12G| 9x 8TB SAS 12G
4x 2TB SAS| 4x 4TB SAS
126G 12G 10x 4TB SAS 12G| 10x 8TB SAS 12G
11x 4TB SAS 12G| 11x 8TB SAS 12G
12x 4TB SAS 12G| 12x 8TB SAS 12G
DIMMs / 4x 16GB DDR4- |4x 32GB DDR4-2400/
4x 8GB DDR4-2400/ 8
Max DIMMs 2400/ 8 8
Cards LSI SAS9200-8E
Power Sup- 2x hot swap redundant [Two x 920W hot swap redundant high-effi-
plies 500W AC Platinum ciency AC power supply, Platinum Level

*Estimated capacity assuming a typical 3:1 deduplication & compression ratio.
Actual backup capacity may vary significantly, based upon data type, backup type,
backup schedule, etc.

**Arcserve Appliances have additional RAM in order to host Virtual Standby /
Instant VM recovery on the appliances. VM memory allocation should be sized
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Available Models

based on guest OS workload. Arcserve also provides the option to add additional
RAM to the standard appliance configuration based on customer needs.
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Controls and Indicators

The Arcserve UDP Appliance contains several controls and indicators (LEDs) on the

front and rear panels and on each drive carrier. These controls and indicators

provide the capability to control various functions and a quick-view reference of the

status of the appliance and components:

Front Panel 7100-7300v

Front Panel 7400-7600v

Front Panel 8100-8200

Front Panel 8300-8400

Rear Panel 7100-7300v

Rear Panel 7400-7600v

Rear Panel 8100-8200

Rear Panel 8300-8400
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Front Panel 7100-7300v

The front panel of the Arcserve UDP Appliance contains control panel buttons, control panel
LEDs, and drive carrier LEDs. The following table describes these items.

Il

g

Number [Control/Indicator |Description

Used to turn on and off power from the power supply to
the appliance components. When turning off the power,
the main power is turned off but standby power is still

1 Power button ] .
supplied. Therefore, to ensure power is completely
removed from the appliance, unplug the power supply
cable before performing maintenance.

2 Reset button Used to reboot the appliance.
Solid Green: Indicates that the power is being supplied
to the power supply of the appliance.

3 Power LED
This LED should normally be on when the appliance is
operating.

. . Blinking Amber: Indicates activity on at least one of the

4 Device Activity LED )
hard drives.

s Network Interface  |Blinking Amber: Indicates network activity on Network 1

Card (NIC1) LED (ETHO Port).
6 Network Interface  |Blinking Amber: Indicates network activity on Network 2

Card (NIC2) LED (ETH1 Port).
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Continuously on and Red: An overheat condition has
occurred. (This can be caused due to cable congestion.)

*Blinking Red - Fast (1 second): Fan Failure. Check for
an inoperative fan.

*Blinking Red - Slow (4 seconds): Power Failure. Check

7 Information LED . .
for an inoperative power supply.
Solid Blue: Local UID has been activated. Use this func-
tion to locate the Server in a rack environment.
Blinking Blue: Remote UID has been activated. Use this
function to locate the Server from a remote location.
Used to turn on or off the Universal Information LED
Unit Identifier (UID) |(blue) on both the front and rear appliance panels.
8 button When the blue LED is on, the appliance can be easily loc-
ated in a rack (from either the front or the back).
9 Hard Drive (HDD) Blinking Green: Indicates activity on the corresponding
LED drive.
*Solid Red: Indicates failure of the corresponding hard
drive.
With the Arcserve UDP appliance, if one hard drive fails,
Hard Drive (HDD) the rest of the drives will kick in immediately to ensure
10 LED no datais lost and the appliance continues to work nor-
mally. Therefore, to guard against any problems asso-
ciated with multiple hard drive failures, it is important to
replace a hard drive as soon as possible to minimize
potential loss of data.
Hard Drive (HDD) .
11 Used to unlock and remove the hard drive.
Latch
Solid State Drive . ) . )
12 *Solid Red: Indicates drive failure.
(SSD) LED
Solid State Drive Solid Green: Indicates drive activity.
B (SSD) LED Blinking Green: Indicates the drive is being accessed.
14 Solid State Drive Used to unlock and remove the SSD drive.

(SSD) Latch

*Any Solid or Blinking Red light indicates some kind of failure. To quickly resolve this issue,

contact our support site at arcserve.com/support.
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Controls and Indicators

Front Panel 7400-7600v

The front panel of the Arcserve UDP Appliance contains control panel buttons, control panel
LEDs, and drive carrier LEDs. The following table describes these items.

Number|Control/Indicator |Description

Used to turn on and off power from the power supply to
the appliance components. When turning off the power,
the main power is turned off but standby power is still sup-

1 Power button . .
plied. Therefore, to ensure power is completely removed
from the appliance, unplug the power supply cable before
performing maintenance.

2 Reset button Used to reboot the appliance.
Solid Green: Indicates that the power is being supplied to
the power supply of the appliance.

3 Power LED
This LED should normally be on when the appliance is oper-
ating.

. . Blinking Amber: Indicates activity on at least one of the

4 Device Activity LED .
hard dives.

s Network Interface [Blinking Amber: Indicates network activity on Network 1

Card (NIC1) LED (ETHO Port).
6 Network Interface |Blinking Amber: Indicates network activity on Network 2

Card (NIC2) LED (ETH1 Port).
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Information LED

Continuously on and Red: An overheat condition has
occurred. (This can be caused due to cable congestion.)

*Blinking Red - Fast (1 second): Fan Failure. Check for an
inoperative fan.

*Blinking Red - Slow (4 seconds): Power Failure. Check for
an inoperative power supply.

Solid Blue: Local UID has been activated. Use this function
to locate the Server in a rack environment.

Blinking Blue: Remote UID has been activated. Use this
function to locate the Server from a remote location.

Power Fail

Indicates a power supply module has failed.

Hard Drive (HDD)
LED

Blinking Green: Indicates activity on the corresponding
drive.

10

Hard Drive (HDD)
LED

*Solid Red: Indicates failure of the corresponding hard
drive.

With the Arcserve UDP appliance, if one hard drive fails, the
rest of the drives will kick in immediately to ensure no data
is lost and the appliance continues to work normally. There-
fore, to guard against any problems associated with mul-
tiple hard drive failures, it is important to replace a hard
drive as soon as possible to minimize potential loss of data.

11

Hard Drive (HDD)
Latch

Used to unlock and remove the hard drive.

*Any Solid or Blinking Red light indicates some kind of failure. To quickly resolve this issue,

contact our support site at arcserve.com/support.

Chapter 2: Infroducing the Arcserve UDP Appliance 32


http://www.arcserve.com/us/support.aspx

Controls and Indicators

Front Panel 8100-8200

The front panel of the Arcserve UDP 8100-8200 Appliance contains control panel
buttons, control panel LEDs, and drive carrier LEDs. The following table describes
these items:

arcserve

HDO Latch

Mutt-function E[J NICZLED | HDDLED | ResetButton

-'-¢
JelD  Redlid

System identfication System alert Button
indicator indicator

NCILED PowerlED  1/O Power

Control/Indicator |Description

Used to turn on and off power from the power supply to the appli-
ance components. When turning off the power, the main power is
I/O Power button turned off but standby power is still supplied. Therefore, to ensure
that power is completely removed from the appliance, unplug the
power supply cable before performing maintenance.

Reset button Used to reboot the appliance.

Solid Green: Indicates that the power is being supplied to the power
Power LED supply of the appliance.
This LED should normally be on when the appliance is operating.

HDD LED Blinking Amber: Indicates activity on at least one of the hard drives.

Network Interface

Blinking Amber: Indicates network activity on Network 1 (ETHO Port).
Card (NIC1) LED

Network Interface

Blinking Amber: Indicates network activity on Network 2 (ETH1 Port).
Card (NIC2) LED
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Information LED

Continuously on and Red: An overheat condition has occurred.
Note: A cable congestion may cause this situation.

*Blinking Red - Fast (1 second): Fan Failure. Check for an inop-
erative fan.

*Blinking Red - Slow (4 seconds): Power Failure. Check for an inop-
erative power supply.

Solid Blue: Local UID is activated. Use this function to locate the
Server in a rack environment.

Blinking Blue: Remote UID is activated. Use this function to locate
the Server from a remote location.

Unit Identifier (UID)
button

Used to turn on or off the Universal Information LED (blue) on both
the front and rear appliance panels.

When the blue LED is on, the appliance can be easily located in a rack
(from either the front or the back).

Hard Drive (HDD)
LED

Blinking Green: Indicates activity on the corresponding drive.

Hard Drive (HDD)
LED

*Solid Red: Indicates failure of the corresponding hard drive.

With the Arcserve UDP appliance, if one hard drive fails, the rest of
the drives will kick in immediately to ensure no data is lost and the
appliance continues to work normally. Therefore, to guard against
any problems associated with multiple hard drive failures, it is import-
ant to replace a hard drive as soon as possible to minimize potential
loss of data.

Hard Drive (HDD)
Latch

Used to unlock and remove the hard drive.

Solid State Drive

*Solid Red: Indicates drive failure.

(SSD) LED
Solid State Drive Solid Green: Indicates drive activity.
(SSD) LED Blinking Green: Indicates the drive is being accessed.

Solid State Drive
(SSD) Latch

Used to unlock and remove the SSD drive.

*Any Solid or Blinking Red light indicates some kind of failure. To quickly resolve this issue,
contact our support site at arcserve.com/support.
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Controls and Indicators

Front Panel 8300-8400

The front panel of the Arcserve UDP 8300-8400 Appliance contains control panel
buttons, control panel LEDs, and drive carrier LEDs. The following table describes

these items:

-

o

=

Power Button

See detall llustration 2nd dart below for front panel Information

@ HDD Latch

Reset Button —— 4

RESET

Power LED ——3) Q 7] @R HOD Activity LED

NIC2 Activity LED—B&.%B— NICT Activity LED

Power Failure LED — 2 l{éi. t. BB Informational LED

This LED alerts the operator of several states, as noted in the chart below.

Continuously on 2nd red An averheat condtion Nas oocurmed (May be due to
i cable congestion.)

Bnking red (1HZ)  { Fan fallure, check for Inoperative fan
BINKING fad (0.25 HZ) | PoWer fallure, chack for 3 non-caerational powar suppy

Solid Blua Local UID has baen acthvatad. Usa this function to locata
i the server In a rack mount ervironment.

Blnking Blue Remota UID Is on. Use this function to Identify the server
i from a remote lacation.

Control/Indicator

Description

Power button

Used to turn on and off power from the power supply to the appli-
ance components. When turning off the power, the main power is
turned off but standby power is still supplied. Therefore, to ensure
power is completely removed from the appliance, unplug the power
supply cable before performing maintenance.

Reset button

Used to reboot the appliance.

Power LED

Solid Green: Indicates that the power is being supplied to the power
supply of the appliance.

This LED should normally be on when the appliance is operating.

Network Interface
Card (NIC1) LED

Blinking Amber: Indicates network activity on Network 1 (ETHO Port).

Network Interface
Card (NIC2) LED

Blinking Amber: Indicates network activity on Network 2 (ETH1 Port).

Information LED

Continuously on and Red: An overheat condition has occurred. (This
can be caused due to cable congestion.)
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*Blinking Red - Fast (1 second): Fan Failure. Check for an inop-
erative fan.

*Blinking Red - Slow (4 seconds): Power Failure. Check for an inop-
erative power supply.

Solid Blue: Local UID has been activated. Use this function to locate
the Server in a rack environment.

Blinking Blue: Remote UID has been activated. Use this function to
locate the Server from a remote location.

Power Failure LED

Indicates a power supply module has failed.

Hard Drive (HDD)
LED

Blinking Green: Indicates activity on the corresponding drive.

Hard Drive (HDD)
LED

*Solid Red: Indicates failure of the corresponding hard drive.

With the Arcserve UDP appliance, if one hard drive fails, the rest of
the drives will kick in immediately to ensure no data is lost and the
appliance continues to work normally. Therefore, to guard against
any problems associated with multiple hard drive failures, it is import-
ant to replace a hard drive as soon as possible to minimize potential
loss of data.

Hard Drive (HDD)
Latch

Used to unlock and remove the hard drive.

*Any Solid or Blinking Red light indicates some kind of failure. To quickly resolve

this issue, contact our support site at arcserve.com/support.
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Controls and Indicators

Rear Panel 7100-7300v

The rear panel contains the power supplies, cable connections, and ports for the
appliance.

- HH\N'n\H.-
e R eRsteR R —Ae

Number

Name of Con-
trol/Indicator

Description

Provides high-efficiency power supply to the appliance.

Note: The main power switch is used to apply or remove
power from the power supply to the appliance. Turning off
the appliance power with this button removes the main

1 Power Supply
power but standby power is still supplied. Therefore, to
ensure power is completely removed from the appliance,
unplug the power supply cable before performing main-
tenance.
The IPMI (Intelligent Platform Management Interface) port
is used to monitor the physical health of Servers, such as
temperature, voltage, fans, power supplies, and the appli-
ance.

IPMI Port (Remote
2 Note: The default user name/password for IPMI access is
Management)
ADMIN/ARCADMIN (case-sensitive). We recommend that
you change the password as soon as possible. For details
about how to change the IPMI password, see How to
Change the IPMI Password.

External Storage Used to connect an external storage device (hard drive,

3 Device Port tape drive, etc.) to the appliance. These portable external
(SAS port for tape  [storage devices can be used to store backed-up data for
drive) easy transporting from one location to another.

4 Serial Number Label [A unique serial number that is assigned to the appliance.

. Communication port that is used to connect a serial device,

5 COM1 Serial Port . .

such as a mouse to the appliance (if needed).
6 USB 2.0 (black) Used to connect USB 2.0 type devices to the appliance.
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7 USB 3.0 (blue) Used to connect USB 3.0 type devices to the appliance.

g Network Datal/O  |Used to transfer network data to and from the appliance.
Port 1 ((ETHO for Network 1)

9 Network Datal/O  |Used to transfer network data to and from the appliance.
Port 2 (ETH1 for Network 2)

10 VGA Connector Used to connect a monitor to the appliance (if needed).
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Rear Panel 7400-7600v

The rear panel contains the power supplies, cable connections, and ports for the
appliance.

Name of Con-
Number .
trol/Indicator

Description

1 Dual Power Supply

Provides high-efficiency power supply to the appliance.

Note: The main power switch is used to apply or remove
power from the power supply to the appliance. The benefit
of having a dual power supply is if one fails then the other
is available for use.

Turning off the appliance power with this button removes
the main power but standby power is still supplied. There-
fore, to ensure power is completely removed from the
appliance, unplug the power supply cable before per-
forming maintenance.

IPMI Port (Remote
Management)

The IPMI (Intelligent Platform Management Interface) port
is used to monitor the physical health of Servers, such as
temperature, voltage, fans, power supplies, and the appli-
ance.

Note: The default user name/password for IPMI access is
ADMIN/ARCADMIN (case-sensitive). We recommend that
you change the password as soon as possible. For details
about how to change the IPMI password, see How to
Change the IPMI Password.

External Storage
3 Device Port

(SAS port for tape

Used to connect an external storage device (hard drive,
tape drive, etc.) to the appliance. These portable external
storage devices can be used to store backed-up data for
easy transporting from one location to another.
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drive)
4 Serial Number Label [Aunique serial number that is assigned to the appliance.
. Communication port that is used to connect a serial
5 COM1 Serial Port . . ]
device, such as a mouse to the appliance (if needed).
USB 2.0 (black) Used to connect USB 2.0 type devices to the appliance.
USB 3.0 (blue) Used to connect USB 3.0 type devices to the appliance.
3 Network Data I/0O Used to transfer network data to and from the appliance.
Port 1 ((ETHO for Network 1)
g Network Data I/0 Used to transfer network data to and from the appliance.
Port 2 (ETH1 for Network 2)
10 VGA Connector Used to connect a monitor to the appliance (if needed).
External Storage IUsedd to ?tc:nnect anhexternlél storaie device (Tslpe Auto- |
Device Port oader/Library) to the appliance. These portable externa
storage devices can be used to store backed-up data for
11 (Tap Auto- . .
easy transporting from one location to another.
loader/Library)

LSI SAS 9212 - 4ide

Note: This port is present in the operating system as LSI
Adapter SAS2 2008 Falcon.
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Rear Panel 8100-8200

The rear panel contains the power supplies, cable connections, and ports for the
appliance.

i

0
¢
i

S

B L 7B g

Num- .

ber Name of Control/Indicator

1 Power Supply Module #1

2 AC Power Inlet #1

3 Power Supply #2

4 AC Power Inlet #2

5 COM Port

6 IPMI Port (Remote Management)

7 Low Profile PCI Expansion Slot

8 PCI Expansion Slot

9 Power Good LED #1

10 Power Supply Lock #1

11 Power Good LED #2

12 Power Supply Lock #2

13 USB 2.0 Port 1 (Black)

14 USB 2.0 Port 2 (Black)

15 USB 3.0 Port 3 (Blue)

16 USB 3.0 Port 4 (Blue)

17 Network Data I/O Port 1 (ETHO for Network 1)
18 Network Data I/O Port 2 (ETH1 for Network 2)
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19

VGA Port

20

External Storage Device Port

(SAS port for tape drive option)
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Rear Panel 8300-8400

The rear panel contains the power supplies, cable connections, and ports for the
appliance.

55 16 18 0 2 2 3

Num- .

ber Name of Control/Indicator

1 Power Supply Module #1 Lock

2 Power Supply Module #1 Power Good LED
3 Power Supply Module #1 AC Receptacle

4 Power Supply Module #1 Fan

5 Rear SSDs (optional)

6 IPMI Port (Remote Management)

7 External SAS HBA Ports

8 Half-length PCI Expansion Slots

9 Internal RAID Controller

10 Full-length PCI Expansion Slots

11 Power Supply Module #2 Lock

12 Power Supply Module #2 Power Good LED
13 Power Supply Module #2 AC Receptacle
14 Power Supply Module #2 Fan

15 COM Port

16 USB Port 1 (generation 2)

17 USB Port 2 (generation 2)

18 USB Port 3 (generation 3)
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19 USB Port 4 (generation 3)
20 ETHO (Network 1)

21 ETH1 (Network 2)

22 VGA Port (Monitor)

23 UID LED
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Ports Used by the Appliance

The following list of tables provide information about ports that are used by Arc-
serve UDP, Arcserve Backup, and the appliance for Linux support:

®= Arcserve UDP

® Arcserve Backup

= Appliance for Linux Support
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Arcserve UDP

This section contains the following topics:

® Components installed on Microsoft Windows

®= Components installed on Linux

® Production node protected by UDP Linux remotely
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Components installed on Microsoft Windows

The following ports are required for backup and other jobs when you have a LAN envir-

onment:
Po-| .
Po- t Ini-
r
rt T tiate- [Listening Process Description
# |V |dby
pe
Specifies the default communication port
between the Arcserve UDP console and
143 Remot Microsoft SQL Server databases when they
TCP sqlsrvr.exe . .
3 elJava reside on different computers.
Note: You can modify the default com-
munication port when installing SQL Server.
Arc-
409- serve Transfers data for Virtual Standby tasks in
TCP HATransServer.exe
0 UDP the proxy mode.
Agent
Reserved for Arcserve UDP RPS Global Dedu-
500- Arc- plication Data Store Service (GDD). One Arc-
0- serve serve UDP GDD data store will use 3 free
TCP GDDServer.exe .
506- uDP ports that start from 5000. It is needed
0 Server when the data store with GDD is enabled for
backup or the restore task is used.
CA.ARCserve.Com-
Arc- CA.ARCserve.Com- municationFoundation.WindowsService.exe
605- serve L .
5 TCP Backu- municationFoundation. Communication that lets the Arcserve UDP
o GDB WindowsService.exe Console and the Arcserve Backup Global
Dashboard Primary Server synchronize data.
CA.ARCserve.Com-
Arc- municationFoundation.WindowsService.exe
605- serve
4 TCP Backu- Communication that lets the Arcserve UDP
0 Console and the Arcserve Backup Primary
Server synchronize data.
800 To shut down Tomcat that is used by the
6 Arcserve UDP console.
Arc- Specifies the default HTTP/HTTPS com-
serve munication port between remote man-
801'Tcp UDP |Tomcat7.exe agement consoles and the Arcserve UDP
4 Con- Server.
sole Specifies the default HTTP/HTTPS com-
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munication port between remote man-
agement consoles and the Arcserve UDP
Agent.

Note: You can modify the default com-
munication port when you install the Arc-
serve UDP components.

Specifies the default HTTP/HTTPS com-
munication port between the Arcserve UDP
Server and Arcserve UDP consoles.

*Specifies the default shared port and the

Arc- only port you must open when you use the

801 serve Arcserve UDP Server as the replication des-

TCP httpd.exe o )
4 uDP tination. Do not open ports 5000-5060 which
Server are used by data stores that have global
deduplication enabled.
Note: You can modify the default com-
munication port when you install the Arc-
serve UDP components.
Specifies the default HTTP/HTTPS com-
munication port between remote man-
agement consoles and the Arcserve UDP
Arc- Server.

801 serve Specifies the default HTTP/HTTPS com-

c TCP|UDP [Tomcat7.exe munication port between remote man-
Con- agement consoles and the Arcserve UDP
sole Agent.

Note: You can modify the default com-
munication port when you install the Arc-
serve UDP components.
Reserved for Arcserve UDP Server Web Ser-
Arc- vices to communicate with the Arcserve UDP
801+ serve . .
¢ TCP UDP Tomcat7.exe RPS Port Sharing Service on the same Server.
Note: The port cannot be customized and
Server
can be ignored for the firewall setting.
CA.ARCserve.Com-

180- N . To shutdown Tomcat that is used by the ArcA

municationFoundation.

05 serve UDP Server or Agent.

WindowsService.exe
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Components installed on Linux

The following ports are required for backup and other jobs when you have a LAN envir-
onment:

Port
#

Port Type

Initiated
by

Listening Process

Description

22

TCP

SSH ser-
vice

Arcserve UDP Linux 3rd
party dependency. Spe-
cifies the default for SSH
service, however, you can
change this port. This
port is required for both
incoming and outgoing
communications.

67

UbP

Arcserve
UDP Linux

bootpd

Used for the PXE boot
Server. Only required if
the user wants to use the
PXE boot feature. This
port is required for incom-
ing communications.

Note: The port number
cannot be customized.

69

ubP

Arcserve
UDP Linux

tffpd

Used for the PXE boot
Server. Only required if
the user wants to use the
PXE boot feature. This
port is required for incom-
ing communications.

Note: The port number
cannot be customized.

8014

TCP

Arcserve
UDP Linux

Java

Specifies the default
HTTP/HTTPS com-
munication ports
between the remote con-
soles and the Arcserve
UDP agent for Linux. This
port is required for both
incoming and outgoing
communications.

18005

TCP

Arcserve
UDP Linux

Java

Used by Tomcat. Can be
ignored for firewall set-
tings.
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Production node protected by UDP Linux remotely

The following port is required for backup and other jobs when you have a LAN envir-

onment:
Port|Port (Initiated |Listening L
Description
# Type |by Process
Arcserve UDP Linux 3rd party dependency. Specifies the
2 SSH ser- default for the SSH service, however, you can change
vice this port. This port is required for both incoming and

outgoing communications.

*Port sharing is supported for replication jobs. All data on different ports can be forwarded
to port 8014 (default port for the Arcserve UDP Server, which can be modified during install-
ation). When a replication job runs between two recovery point Servers across WAN, only
port 8014 needs to be opened.

Similarly, for remote replications, the Remote administrator needs to open or forward port
8014 (for data replication) and port 8015 (default port for the Arcserve UDP console, which
can be modified during installation) for local recovery point Servers to obtain the assigned
replication plan.
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Arcserve Backup

The following ports are required for backup and other jobs when you have a LAN envir-

onment:
Port |Port .. . . N
Initiated by Listening Process Description
# Type
Microsoft Port
135 |TCP
Mapper
445 |TCP MSRPC over the Named Pipes
TCP/UD-|CASUniver- ) Arcserve
6050 Univagent.exe )
P salAgent Universal Agent
Arcserve Com- CA.ARCserve.Com- Arcserve Com-
6502 |TCP munication municationFoundation. munication
Foundation WindowsService.exe Foundation
. Arcserve Tape
6502 |TCP CASTapeEngine |Tapeng.exe .
Engine
. . Arcserve Job
6503 |TCP CASJobEngine Jobengine.exe .
Engine
. Arcserve Data-
6504 |TCP CASDBEnNgine DBEng.exe .
base Engine
. Arcserve
7854 |TCP CASportmapper |Catirpc.exe
PortMapper
4152- . Arcserve Dis-
TCP CASDiscovery casdscsvc.exe .
3 covery Service
4152- . Arcserve Dis-
UDP CASDiscovery casdscsvc.exe .
4 covery Service
9000- TCP For other Arcserve MS RPC services that
9500 use dynamic ports
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Appliance for Linux Support

The following ports are required for backup and other jobs when you have a LAN envir-

onment:
Port [Port|Initiated|Listening ..
Description
# |(Type| by Process
NAT port redirection, redirects 8017 on appliance
8017 | TCP to the Linux backup server in order to backup other
Linux node to Amazon S3.
NAT port redirection, redirects 8018 on appliance
8018 | TCP )
to the Linux Backup Server Agent port 8014.
8019 | TP NAT por.t redirection, redirects 8019 on appliance
to the Linux Backup Server SSH port 22.
NAT port redirection, redirects 8021 on appliance
8021 | TCP to Linux backup server to backup other Linux node
using 8021 port.
2036 | Tcp NAT port redirection, redirects 8036 on appliance
to the Linux Backup Server port 8036.
NAT port redirection, redirects 50000 on appliance
50000| TCP to Linux backup server in order to backup other
Linux node to cloud using 50000 port.
NAT port redirection, redirects 50001 on appliance
50001| TCP to Linux backup server in order to backup other
Linux node to cloud using 50001 port.
NAT port redirection, redirects 50002 on appliance
50002| TCP to Linux backup server in order to backup other
Linux node to cloud using 50002 port.
NAT port redirection, redirects 50003 on appliance
50003| TCP to Linux backup server in order to backup other
Linux node to cloud using 50003 port.
NAT port redirection, redirects 50004 on appliance
50004| TCP to Linux backup server in order to backup other
Linux node to cloud using 50004 port.
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Chapter 3: Installing the Arcserve UDP Appliance

This section contains the following topics:

How to Install Arcserve Backup rl7.5 oo

How to Install 8100-8200 Series Appliance ... ... ..

How to Install 8300-8400 Series Appliance ... .. ..
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How to Install Arcserve Backup r17.5

Arcserve Backup r17.5 is not pre-installed on the appliance. You can install Arc-
serve Backup r17.5 using a script called “InstallASBU.bat” located on your desktop.

Follow these steps:
1. From your desktop, locate and launch InstallASBU.bat.
Note: If you are launching the .bat file from a non-English Windows system,

the following screen appears. Select the language to install Arcserve Backup
r17.5, otherwise go to step 2.

e instal lat ion envi ronmert

daue Instal lation:

= ol SUre’

2. Enter the Administrator password and the script is generated to help install
Arcserve Backup r17.5.

o instal lation environment ...

e Instal lation:

v the appliance.

Patch Ma
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After installation completes, the Arcserve Backup icon is added to your desktop.
You can now log into Arcserve Backup with the following credentials:

® User Name = caroot

® Password = Arcserve
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How to Install 8100-8200 Series Appliance

The appliance is intended for installation in restricted areas only. Initial setup and
maintenance should be performed by qualified personnel.

For the complete installation process, see Appliance Installation of 8100-8200.
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How to Install 8300-8400 Series Appliance

How to Install 8300-8400 Series Appliance

The appliance is intended for installation in restricted areas only. Initial setup and
maintenance should be performed by qualified personnel.

For the complete installation process, see Appliance Installation of 8300-8400.
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Chapter 4: Understanding Network Configuration

This section contains the following topics:

How to Configure the NIC Teaming Process

How to Disable DHCP Server

How to Understand the Network Configuration on the UDP Appliance

How to Configure IP Address for the preinstalled Linux Backup Server

How to Enable Round Robin on the DNS Server to Balance Load
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How to Configure the NIC Teaming Process

The Arcserve UDP Appliance contains built-in Ethernet ports. To use these ports, an
Ethernet NIC teaming needs to be configured. NIC Teaming allows multiple net-
work adapters placed into a team for bandwidth aggregation and traffic failover to
maintain connectivity in the event of a network component failure.

To configure a working NIC Team, a network switch supporting the link aggregation
is required. Consult your network switch vendor and Microsoft Windows Con-
figuration document to configure the NIC Team.

After the network switch is configured, follow these steps:
1. From Windows desktop, launch the Arcserve UDP Appliance Wizard.
Note: If a DHCP or static IP address is used, you can configure the IP address

for the NIC Team in the Network Connections screen. Ensure that a valid IP
address is assigned to the NIC Team and is available on your network.

Network Connections

Connection Name IP Address Description

Network Connection 1 1311431 ‘
® Comnedied Automatic via DHCP Microsoft Network Adapter Multiplexor Driver “

2. From the Server Manager, select Tools > Routing and Remote Access. The
Routing and Remote Access dialog opens.

3. Right-click the node of the Appliance Server and select Disable Routing and
Remote Access.

Note: If other routing and remote access functions are configured for other
purposes, we recommend to reconfigure them again after completing these
steps.

4. Click Yes on the confirmation dialog to disable the router and remove the con-
figuration.
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5. Right-click the node of the Appliance Server and select Configure and Enable
Routing Remote Access.

The Routing and Remote Access Server Setup Wizard opens.

6. Click Cancel and open a Windows Command prompt window.
7. Run the following command:

C:\\Program Files\Arcserve\Unified Data Pro-
tection\Engine\BIN\Appliance\resetnic.bat

The configuration completes and the following message appears.

Select Administrator: C:\Windows\System32\cmd.exe M

\"Ci\Progran Files\ArcserveNUnified Data Protection\Engine\BINMAppliancesrese
nic.hat"

Configuration process started...

onfiguration process finished.

\Program Files\ircserveN\Unified Data Protection\Engine\BIN\Appliance)_

To verify that the configuration is working, log into the Linux Backup Server in
the Hyper-V Manager and ping the IP address for the specific computers on
your intranet. If this fails, review and repeat this procedure.
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How to Disable DHCP Server

DHCP Server is enabled by default on the Appliance. The DHCP Server works only
on Hyper-V Virtual Ethernet Adapter — LinuxBkpSvr on the Appliance to make sure
that the preinstalled Linux Backup Server can get the IP and communicate with the
Appliance and does not impact the production network environment.

To disable DHCP Server, follow these steps:
1. Open file C:\Program Files\Arcserve\Unified Data Pro-
tection\Engine\BIN\Appliance\Configuration\Appliance.properties

2. Modify the file to DHCP_ENABLE=false. The Appliance.properties appears
as below:

DHCP_ENABLE=false
AdapterName=LinuxBkpSvr
Appliance_IPAddress=192.168.10.1
Linux_IPAddress=192.168.10.2

3. Save the file.

4. Delete the file C:\Program Files\Arcserve\Unified Data Pro-
tection\Engine\BIN\Appliance\dhcpdone.flag.

5. Run C:\Program Files\Arcserve\Unified Data Pro-
tection\Engine\BIN\Appliance\resetdhcp.ps1 to disable the DHCP Server ser-
vice as below from dos command line:

C:\Program Files\Arcserve\Unified Data Pro-
tection\Engine\BIN\Appliance>powershell .\resetdhcp.ps1
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How to Understand the Network Configuration on
the UDP Appliance

The purpose of network configuration on the Appliance ensures the build-in Linux
Backup Server (virtual name in Hyper-V Manager: Linux-BackupSvr) can work
behind NAT. So that:

® User does not need to change the hostname of the build-in Linux.
® User saves an IP on the network for the Linux Backup Server.
® The Linux Backup Server can connect to any machine on the public network.

® Any machine on the public network can only connect to the Linux Backup Server
through the Appliance Servers special port.

Network Configuration Detail:

® On the Hyper-V Manager, an internal only virtual switch — Linux-BkpSvr-Switch
is available that is used only by Linux-BackupSvr.

Virtual Machines
Hame = ate CPUUsage  Asigned Mermory  Uptime Status
i LnuseBockugs . E
R Virtual Svitch Manager for UPDATE1-2 [=T=
& Wirtual Seritches oo virtual Sikch Propsrties
& New it rntvork swkch
B vt Linse B Swtch p
Inesmial oy i Blep S Suabch
# Global Network Seltings '
o MAC Address Rarge .Ms' :
Checkpoints ' 1 1@
Cornection type
Whak o you want b conneck Ehis vikual svatch ta?
Extarnal natwork:
) Intarnal natwork
Linux-BackupSvr
i | Frivite netwoek -
—

® |n the Control Panel\Network and Internet\Network Connections, you can see
“Hyper-V Virtual Ethernet Adapter” named as “LinuxBkpSvr”. You have con-
figured the IPv4 for this switch as “192.168.10.1” by default as below.
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,‘Z LinuxBkpSvr Unidentified network Hyper-V Virtual Ethemet Adapte..  No Intemet access Public network
¢ LinuxBkpSvt Propertes =] Intermet Protocol Version 4 (TCP/1Pud) Properties [N
Networking | Sharing General |

Connect using Yfou can get IP' settings assigned automatically if your network supparts

this capability, Otherwise, you need to ask your network administrator
& Hyper Vitual Ethemet Adapter 42 for the appropriate IP settings.
() Obtain an IP address automatically
This connection uses the following tems: ® Use the fllowing IP address:

) 81005 Packet Scheduer A P address: 92,168, 10 . 1

[ = HyperV Bxtensible Vitual Switch

[ & Microsoft Network Adapter Multiplexor Pratacol 1 Subnet mask: 255,255,255, 0
¥ -2 Link-Layer Topology Discovery Mapper 1/0 Driver Al

¥l & Link-Layer Topology Discovery Respandsr
[ & Intemet Protocal Version & (TCP/IPv6) L

PN Intemet Protocal Version 4 (TCF/1Pvd) v Cbitain DNS server address automaticaly

i (®) Use the folowing DNS server addresses:

A3 1 12
Description Alternate DNS server: l:l

Transmission Control Protocol/Intemet Protocol. The default
wide area netwaork protocal that provides communication

across divers interconnected networks. [ valicete settings upon exit

" You have configured DHCP Server on the appliance machine by default, the
DHCP Server only works on the Hyper-V virtual adapter.
g DHCP

File Action View Hl[p

9 20 XD o BEOP

1? DHCP [ arme
4 3 updatel B
b :3IM FY
b IV
Server Bindings Properties H |
Pt [IPvG |

Sebact the connactions that the DHCP serves suppoets for servicing chents. IF the lit iz
emply, verify that a static IP addvess iz configured for this computer.

Connections and saiver bindings:
G192 168101 Etheret 4

% ] (ot ]

® By default, only one 192.168.10.2 in the Address Pool to ensure the build-in
Linux Backup Server can get the IP 192.168.10.2.
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: DHCP
File Action View Help
T FEE
4 DHCP Start 1P Address End IP Address Deseription
4 updatel- 192.168.10.2 192168102 Address range for distnbution
4 1P

|| Scope [152.168.10.0) 192.168.10.1
j Address Pool
Address Leases
Fleservations
Scope Optons
Palicies
Server Option
Policies
b 7| Filters
b P

® We have configured NAT on the Appliance machine.

y Ethemet

§ Ethemet 2
¢ Eihernet
¢ Ethemet 5

y LinuBipta

&= Administrator; Command Prompt

\Windowsssystend2inetsh routing ip nat dump

For Interface Ethernet 5

"Ethernet 5" mode=FULL

For Interface LinuxBkpSvre

'LinuxBkpSur" mode=PRIVATE

" We have configured port redirection on the appliance for the Linux Backup
Server.
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MHindowsssystem32>netsh interface portproxy show all

Lizten on ipud: Connect

iddress . Address

192.168.
192.168.
192.168.

® Linux Backup Server gets the IP address 192.168.10.2 from the DHCP Server.
After getting the IP, the backend script (C:\Program Files\Arcserve\Unified Data
Protection\Engine\BIN\Appliance\resetdhcp.ps1) communicates with Linux to
change the system locale of the Linux to make it consistent with the system loc-
ale of the Appliance Windows OS.

[rootBLinux-BackupSvr network-scriptslf cat ifcfg-ethd

DEVICE=ethd

TYPE=Ethernet

ONBOOT=yes

NM_CONTROLLED=yes

BOOTPROTO=dhcp

DEFROUTE=yes

NAME="eth@"

[rootBLinux-BackupSvr network-scriptslf ifconfig

ethd Link encap:Ethernet HuWaddr B8:15:5D:BA:04:680
ineth addr: feBB::215:54ff :feda:488/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1588 Metric:1
RX packets:481943 errors:@ dropped:B overruns:B frame:@
Tx packets:188859 errors:@ dropped:B overruns:@ carrier:@
collisions:B txgueuelen: 1068
RX bytes:36784482 (35.8 MiB) TX bytes:21795976 (28.7 MiB)

Link encap:Local Loopback

inet addr:127.8.8.1 Mask:255.8.8.8

inetb addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MIU:65536 Metric:1

Rx packets:@ errors:8 dropped:B overruns:@ frame:@
Tx packets:B errors:8 dropped:B overruns:@ carrier:8
collisions:B txgueuelen:B

RX bytes:B (B.B b) TX bytes:@ (B.B b)
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How to Configure IP Address for the preinstalled
Linux Backup Server

For the preinstalled Linux Backup Server, by default, the backup server uses IP
192.168.10.2 to communicate with the Appliance Server. Please refer to the net-
work configuration introduction for preinstalled Linux Backup Server as for how pre-
installed Linux Backup Server communicate with Appliance Server.

To specify the IP address for the preinstalled Linux Backup Server, follow these
steps:
1. Open file C:\Program Files\Arcserve\Unified Data Pro-
tection\Engine\BIN\Appliance\Configuration\Appliance.properties.

2. Change the IP address of Appliance_IPAddress and Linux_IPAddress. For
example, set Appliance_IPAddress as 192.168.100.1 and Linux_IPAddress as
192.168.100.2.

Note:

+ The IP address of Appliance_IPAddress sets to the network interface
LinuxBkpSvr (Hyper-V Virtual Ethernet Adapter) used to communicate
with this preinstalled Linux Backup Server.

+ The IP address of Linux_IPAddress is set to the preinstalled Linux
Backup Server.

+ Please ensure “Appliance_IPAddress” and “Linux_IPAddress” use the IP
address of the same sub network.

Here is the file after modified:
DHCP_ENABLE=true
AdapterName=LinuxBkpSvr
Appliance_IPAddress=192.168.100.1
Linux_IPAddress=192.168.100.2

3. Save the file.

4. Delete the file C:\Program Files\Arcserve\Unified Data Pro-
tection\Engine\BIN\Appliance\dhcpdone.flag.

5. Run C:\Program Files\Arcserve\Unified Data Pro-
tection\Engine\BIN\Appliance\resetdhcp.ps1 to reset the IP address for net-
work interface LinuxBkpSvr and the preinstalled Linux Backup Server.

Note:
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The preinstalled Linux Backup Server will shut down and restart during the
process if you change the Linux_IPAddress.

Run the command prompt and enter the following command:

C:\Program Files\Arcserve\Unified Data Pro-
tection\Engine\BIN\Appliance>powershell .\resetdhcp.ps1
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How to Enable Round Robin on the DNS Server to Bal-
ance Load

The Microsoft DNS Server supports round robin, which is a technique used for bal-
ancing the load between servers. This feature enables DNS to send both IP
addresses when a query is received for myserver.mydomain.com. The client (or
Resolver) always uses the first one. The next time when DNS receives a query for
this name, the order of the IP address list is changed using round robin method (the
address that was first in the previous list is last in the new list). Round Robin of
name records is not supported because only one canonical name is allowed for any
one alias.

For more details, refer to Microsoft KB 168321.

In the Appliance, you can add record(s) for all the IPv4 address to the Domain
Name Service(DNS) Server to get load balance among the network interfaces.

For more information on load balancing between servers, refer to RFC 1794.
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Chapter 5: Upgrading Arcserve UDP on the Appliance

This section contains the following topics:

How to Apply a License After Upgrading Arcserve Software _............................... 70
Upgrade Sequence on the Arcserve UDP Appliance ... .. ... 71
Upgrade Sequence for UDP Console, RPS, and Agent ... ... ... ... ... 77
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How to Apply a License After Upgrading Arcserve Soft-
ware

After upgrading Arcserve UDP to v6.5 or upgrading Arcserve Backup to r17.5, the
original license key on the Arcserve UDP appliance will not work. To obtain the new
license keys for Arcserve Unified Data Protection v6.5 and Arcserve Backup r17.5,
contact your account representative.

For more details about adding a license key for Arcserve UDP, see Arcserve
Product Activation topic from the Arcserve Unified Data Protection Solutions
Guide.

For more details about adding a license key for Arcserve UDP, see Apply Arcserve
Backup Component Licenses from the Arcserve Backup Administration Guide.
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Upgrade Sequence on the Arcserve UDP Appliance

The upgrade from Arcserve UDP Appliance v5.0 to Arcserve UDP v6.5 could involve
one of the following sequences:

® Upgrade Arcserve UDP

+ Upgrade the Arcserve UDP Appliance that performs as Arcserve UDP Con-
sole and RPS

+ Upgrade the Arcserve UDP Appliance that performs as Arcserve UDP RPS
only
+ Upgrade Steps When Two or More Arcserve UDP Appliances Are Used in the

Environment

® Upgrade the Arcserve UDP Linux Agent on the Arcserve UDP Appliance

® Upgrade the Arcserve Backup on the Arcserve UDP Appliance

® Upgrade Sequence for UDP Console, RPS, and Agent
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Upgrade the Arcserve UDP Appliance that performs
as Arcserve UDP Console and RPS

Upgrade this Arcserve UDP Appliance, then follow up the upgrade sequence
described to upgrade the environment.
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Upgrade the Arcserve UDP Appliance that performs
as Arcserve UDP RPS only

Upgrade the complete productive environment. For details, refer to the upgrade
sequence.
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Upgrade Steps When Two or More Arcserve UDP
Appliances Are Used in the Environment

® Upgrade the whole productive environment. For details, refer to the upgrade
sequence.

® |f you see warning as displayed below when you add an Appliance as RPS from
Arcserve UDP Console after upgrade, refer to the Backing Up a UDP Appliance

from Another Appliance Reports Duplicated Nodes topic in the
Troubleshooting section.

Waming
ﬁ This Arcserve UDP Recovery Point Server already exists,
L
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Upgrade the Arcserve UDP Linux Agent on the Arc-
serve UDP Appliance

® First, upgrade the Arcserve UDP Console which manages the Linux Backup
Server environment;

® Then, upgrade the Linux Backup Server on the Arcserve UDP Appliance. For
details, refer to the Arcserve Unified Data Protection Agent for Linux Online

Help.
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Upgrade the Arcserve Backup on the Arcserve UDP
Appliance

Refer to the Arcserve Backup Implementation Guide to complete upgrade on the
Arcserve UDP Appliance.
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Upgrade Sequence for UDP Console, RPS, and Agent

Based on the Backward Compatibility Support Policy, plan your upgrade in the fol-

lowing sequence to ensure the upgrade works smoothly:

1.
2
3
4,
5
6

7.

Upgrade Arcserve UDP Console.

. Upgrade Arcserve UDP RPS (DR site).
. Upgrade Arcserve UDP RPS (Data Center).

Upgrade Arcserve UDP Agentless Proxy, some Agents in Data Center.

. Upgrade Arcserve UDP RPS (Remote site).

. Upgrade Arcserve UDP Agentless Proxy and some Agents at the remote site.

Note: Repeat Step 5 and 6 for each remote location.

Upgrade Arcserve UDP Virtual Standby Monitor.

Note: Per the replication backward support policy, always upgrade the target RPS

before the source RPS.
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This section contains the following topics:

How to Configure Network Settings for a UDP Appliance ..o, 79
Overview of Creating a Plan Using the UDP Appliance Wizard ... .......................... 83
How to Set up the Arcserve UDP Appliance and Create Plans ... ... ... ... ... ....... 84
Additional Information on Adding NodestoaPlan ... . ... ... 93
Configure UDP Appliance as Gat@WaY . .. ... e 102
Clear Configuration and Apply Appliance Factory Reset ... ... ... .. 103
Apply Arcserve UDP Factory Reset Using Boot Option ... ... i i, 105
How to Activate Arcserve Product on the Appliance ... .. ... 108
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How to Configure Network Settings for a UDP Appli-
ance

To manage the Arcserve UDP appliance, the first step is to have the appliance in
your network. For that, you need to assign a hostname to the appliance and then
configure network ports.

Follow these steps:

1. After you power on the appliance, the Settings screen for the Microsoft
License terms opens. Read and accept the terms.

2. The UDP End User License Agreement dialog opens. Read and accept the
license agreement and click Next.

3. Enter a hostname for the appliance. Assigning a name helps identify the appli-
ance on your network.

To make your appliance a member of a domain in your network, click the
Add this Arcserve UDP Appliance to a domain option and specify the
domain, user name, and password.

Note: The Domain, Username, and Password fields is displayed when the
option is selected.

79 Arcserve UDP Appliance User Guide



How to Configure Network Settings for a UDP Appliance

Al Arcserve UDP Appliance o[ =] =

Welcome to the Arcserve® UDP Appliance Configuration Tool

This tool will allow you to cannect your Arcserve UDP Appliance to the LAN so that further
configuration can be performed on the web-based console UL

Assign a hostname to the Appliance. This will be used to identify the Appliance on your local
network. Optionally, you may add the Appliance to a Domain.

A new hostname will require a reboot to take effect. You may configure the other settings
on the configuration screen before rebooting the Appliance.

Hostname [

[] Add this Arcserve UDP Appliance to a domain

Note: To apply a new hostname, you need to restart the appliance. You can
choose to reboot the appliance now or after you configure the network set-
tings.

After you reboot the appliance, you can access the appliance from any other
machine using the following URL:

https://<hostname>:8015

4. Click Save.
5. The following dialog opens.
By default, Arcserve UDP discovers all network connections in a network. If

some connections are not assigned, then manually edit and specify the con-
nection details.
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Arcserve UDP Appliance [= [ = =

'} Your Arcserve UDP Appliance must be rebooted for the Hosiname and Domain settings to take effect.
Reboot Appliance

Hostname! appliance-test
Domain

UDP Console URL <test url>

Date and Time 8/26/2016 12:32:29 AM

Network Connections

Connection Name IP Address Description

B oo atnd ibinakc B DR Intel(R) 1350 Gigabit Network Connection 42 [ I ~
Bt Ceriactad bt e Intei(R) 1350 Gigatit Netvork Connection [ I

© Nor Connedted Autombe un DHCP inel(R) Ethemet server Adapter 1350-T4 #4 | EZTINNN
s e s soptorses [T
ez e g cesesspors [T

6. To edit a network connection, click Edit from the Network Connections box.

7. The Network Connection dialog opens.

Network Connection 1
Status @ Connected
Description  vmxnetd Ethemet Adapter #2
Connection [ | Use DHCP to obtain IP address automtically.
IP Address
Subnet Mask

Default Gateway

(] Obtain DNS server address automatically.
Preferred DNS Server

Alternate DNS Server

Cancel
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10.

11.

Modify the IP address, subnet mask, and default gateway values as required

and click Save.

Note: Optionally, you can also modify the hostname, domain, date, and time.

To apply the changes, click Reboot Appliance to restart the appliance.

The appliance restarts with a new hostname.

The Login screen opens again. Enter the user name and password and click

Enter.

When the appliance configuration screen reopens, click Launch Wizard.
Arcserve UDP Appliance [= 1= =

Orcser e UDP Appliance Configuration

o Click Launch Wizard to continue configuring your appliance with the Arcserve UDP Plan Configuration Wizard.

Launch Wizard

Hostname/
Domain

UDP Console URL

Date and Time

Network Connections

Connection Name

Ethernet &
@ Connected

Ethernet 7
© Mot Connected

Ethernet &
© Not Connected

Ethernet 5
© Mot Connected

Ethernet 2
© Mot Connected

appliance-test
(not assigned)

<console URL>

B/26/2016 12:39:20 AM

IP Address

Automalic via DHCP

None Assigned
Automatic via DHCP

None Assigned
Automatic via DHCP

None Assigned
Automatic via DHCP

None Assigned
Altomatic via DHCP

Description

Intel(R} 1350 Gigabit Network Connection #2

Intel(R) 1350 Gigabit Network Connection

Intel(R) Ethernet Server Adapter |350-T4 #4

Intel(R) Ethernet Server Adapter 1350-T4 #3

Intel(R) Ethernet Server Adapter [350-T4 #2
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Overview of Creating a Plan Using the UDP Appliance
Wizard

A plan is a collection of steps that define what nodes to back up and when to back
up. The Arcserve UDP appliance lets you create basic plans. Creating a plan using
the UDP Appliance wizard is a three-step process:

1. Add the nodes you want to protect.

You can select Windows nodes or virtual machines from vCenter/ESX or Hyper-
V Servers.

2. Define the backup schedule.

3. Review and confirm the plan.

Add Nodes to a Plan Specify Backup Schedule Confirm the Plan

In addition to a basic plan, Arcserve UDP lets you create complex plans and control
many parameters from the UDP Console. To create complex plans from the UDP
Console, see the Arcserve UDP Solutions Guide.
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How to Set up the Arcserve UDP Appliance and
Create Plans

After the appliance restarts with the new hostname, the Unified Data Protection
wizard opens. The wizard lets you create a basic plan to schedule backups. The plan
lets you define the nodes you want to protect and when to create backups. The
backup destination is the appliance Server.

Note: All the steps on the wizard are optional, you can skip these and directly open
the UDP console and create plans.

| Video

How to Run the Arcserve UDP Appliance Wizard

Follow these steps:
1. Log into the Arcserve UDP console.

2. The Unified Data Protection wizard first opens the Arcserve UDP Appliance
Management dialog. You can manage the UDP console either as a stand-
alone instance or you can manage it remotely from another UDP console. The
remote console management function is useful when you are managing mul-
tiple UDP consoles.

O rcser e UDP Appliance Configuration

d-alone instance of Arcserve UDP or managed by another

ce of Arcserve UDP.

® This app Ce Wi O as & ance o cserve UDP Recovery Point Server managed by another
Arcserve UDP Co

3. Select whether you want to manage the appliance locally (default) or from
another UDP console.

If the appliance is managed from another UDP console, then specify the UDP
console URL, username, and password.

4. Click Next.

Note: To cancel the wizard and open the Arcserve UDP Console, click Cancel.
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5. The Data Stores dialog opens.

A data store is a physical storage area on the appliance and is used as the des-
tination for your backups.

By default, Arcserve UDP creates a data store called <hostname>_data_store.
This data store is deduplication and encryption enabled. For more information
about deduplication and encryption, see Data Deduplication topic in Arcserve

UDP Solutions Guide.

Orcser e UDP Appliance Configuration

Your data store configuration is shown below. More data stores can be added from the Arcserve UDP Console.

appliance-test_data_store

= = Compression Standard
—
O Deduplication Enabled

Encryption Enabled

T;?'_;;"-EW Password

Confirm Password

Note: As this data store is encrypted, you must specify an encryption pass-
word.

6. Enter and confirm the encryption password for this data store.
7. Click Next.
8. The Email and Alerts dialog opens.

This dialog lets you define the email Server that is used to send alerts and the
recipients who would get the alerts. You can select options specify to get
alerts based upon successful jobs, failed jobs, or both.
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Orcser e UDP Appliance Configuration

Configure email notification settings and the types of alert notifications you want to receive.

Enable email notifications.
Service

Email Server

Port 25

M Email service requires authentication.

Subject Arcserve Unified Data Protection Alert

From

Recipients Separate email addr

Options W Use SSL
M Send STARTTLS
M Use HTML format

M Connect using a proxy server
Send a Test Email

Send Alerts For Successful Jobs
Failed Jobs

9. Specify the following email and alert details.
Service

Specifies the email services such as Google Mail, Yahoo Mail, Live
Mail, or Other.

Email Server

Specifies the email Server address. For example, for google Server
email, specify smtp.gmail.com.

Port
Species the email Server port number.
Requires Authentication

Specifies whether the email Server requires authentication. If yes, spe-
cify the account name and password for authentication.

Subject
Specifies the subject of the email that is sent to the recipients.

From
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Specifies the email ID of the sender. The recipients will receive the
mail from this sender.

Recipients

Specifies the recipients who will receive the alerts. (You can use semi-

colons ";" to separate multiple recipients).
Options

Specifies the encryption method to use for the communication channel.
Connect using a proxy Server

Specifies the proxy Server user name and port number if you are con-
necting to the mail Server through a proxy Server. Also, specify a user-
name and password if the proxy Server requires authentication.

Send a Test Email

Sends a test mail to the recipients. You can verify the details by sending
a test mail.

10. Click Next.

11. The Replication to Remote RPS dialog opens.

Orcser e UDP Appliance Configuration
R ication R PS

Configure the setlings be you want to replicate to a remotely-managed Recovery Point Server destination.

O This appliance will replicate to a remotely-managed RPS.

Arcserve UDP Console

W Connect using a proxy server.

® This appliance will not replicate to a remotely-managed RPS.
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12. Specify the following details if you want the appliance to replicate to a
remotely-managed recovery point Server (RPS). For more information on a
remotely-managed RPS, see the Arcserve UDP Solutions Guide.

Arcserve UDP Console URL

Specifies the URL of the remote Arcserve UDP console.
Username and Password

Specifies the username and password to connect to the remote console.
Connect using a proxy Server

Specifies the proxy Server details if the remote console is behind a
proxy Server.

13. If you do not want the appliance to replicate to a remotely-managed RPS,
select the This appliance will not replicate to a remotely-managed RPS
option.

14. Click Next.

15. The Create a Plan dialog opens.

Using this dialog, you can create a basic plan where you specify the nodes
that you want to protect and the backup schedule.

need lo creale a protection plan for your data. In the prolection plan you will add nodes and configure a
chedule. More than one protection plan can be created.

Skip Plan Creation

Plan Name Frataction Flan 1
Sessk 0T

ion Password as it will be required to restore the data.
25 to the plan?

Hostname!IF Address (for Windows machinas only) -

Step 5of 9
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16.

17.

Note: If you do not want to create basic plans using the wizard, click Skip
Plan Creation. This will open the last dialog, the Next Steps dialog. Click Fin-
ish to open the UDP console and create plans.

Specify the following details to create a plan:

Plan Name

Specifies the name of the plan. (If you do not specify a Plan Name, the
default name "Protection Plan <n>" is assigned).

Session Password

Specifies a session password. The session password is important as it is
required when you restore data. Make sure that you do not lose the
password.

How do you want to add nodes to the plan?

Specifies the method to add nodes to the plan. Select one of the fol-
lowing methods:

+ Hostname/IP Address

Use this method to manually add the nodes by specifying the node
hostname or IP address. You can add as many nodes as you want.

+ Discovering Nodes from Active Directory

Use this method to add nodes that are in an active directory, you can
first discover the nodes by providing the active directory details and
then adding the nodes.

+ Importing from a vCenter/ESX Server

Use this method to import virtual machine nodes from ESX or
vCenter Servers. This option lists all the virtual machines that are dis-
covered on the hostname or IP address you specify here.

+ |mporting from a Hyper-V Server

Use this method to import the virtual machine nodes from Microsoft
Hyper-V Servers.

After you select a method, specify the details on each dialog.

After the nodes are added to your plan and click Next.
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The Backup Schedule dialog opens.

Orcser eq UDP Appliance Configuration
Ba Schedule

Enter crteria for the plan backup schedule.

aupgrade and obooton | ECTNEY NS I T
Run Incremental Backup daily ot | EEIE - IENEE EE

) Schedule Summary (Based upon your selections)

On Friday at 9:00 FM, the latest version of the Arcserve UDF Agent will be installed on any source node that
does not have the latest version already installed.

These nodes will immediately be rebooted after the installation/upgrade is completed.

Agent installation and reboot will not occur on nodes imported from Hyper-W or vCenterESX.

On Friday at 10:00 PM, the first Full Backup will be performed.
On every day after the installation/upgrade is completed, at 10:00 PM an Incremental Backup will be performed.

18. Enter the following schedule:

+ Arcserve UDP agent install or upgrade schedule: The latest version of the
Arcserve UDP agent is installed on source nodes that do not have the agent
installed. Any previous agent installations is upgraded to the latest version.

+ Incremental backup schedule: A full backup is performed for the first time,
and then incremental backups is performed after that.

Note: If you specify the backup time earlier than the install/upgrade time,
then the backup is automatically scheduled for the next day. For example, if
you schedule the agent installation for Friday at 9:00 PM and backup schedule
for 8:00 PM, then the backup is performed on Saturday at 8:00 PM.

Cancel Plan Creation: To cancel the plan that you just created, click Cancel
Plan Creation.
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19. Click Next.

The Plan Confirmation dialog opens.

d rcser e* UDP Appliance Configuration

This s a confirmation of the plan you created. You can edit plans or create a new plan

Protection Plan 1 Plan Name Protection Plan 1
Nodes Protected 1

@ Add a Plan ion appliance-test

pgrade
Backup Schedule Daily Incremental, 10:00 PM

Edit Nodes Edit Schedule

20. From here you can review the details of your plan. If necessary, you can edit
the nodes or the schedule by clicking Edit Nodes or Edit Schedule, or you can
add or delete a plan.

Edit Nodes
Modifies the source nodes you want to protect.
Edit Schedule
Modifies the backup schedule.
21. After you are satisfied that the plans are correct, click Next.
The Next Steps dialog opens.

You have successfully completed the configuration and you are now ready to
work in the Arcserve UDP Console. You can add more nodes to protect, cus-
tomize plans with features such as virtual standby, and add more destinations
by including Recovery Point Servers and Data Stores.
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QArcser'/e" upp Appliance Configuration

to open the Arcserve Unified Data Pro . With the Arcsenve Unified

Add more node:
Customize plan: eafure ch as Virtual Standby
B Add more ations by including Recovery Point Server:

Click Finish to open Arcserve Unified D ection

22. Click Finish to exit the wizard and open the Arcserve UDP Console.
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Additional Information on Adding Nodes to a Plan

You can create a plan to protect various nodes. To protect nodes, you need to add
nodes to a plan. You can add nodes from the UDP Appliance wizard. The wizard lets
you add nodes using the following methods:

® Manually entering the node IP Address or hostname

(Add Nodes by Hostname/IP Address)

® Discovering nodes from an active directory

(Add Nodes by Active Directory)

® |mporting virtual machine nodes from VMware ESX/vCenter Servers

(Add vCenter/ESX Nodes)

® Importing virtual machine nodes from Microsoft Hyper-V Servers

(Add Hyper-V Nodes)
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Add Nodes by Hosthame/IP Address

You can manually enter the IP address or the hostname of the address to add a
node to a plan. Use this method when you have a few nodes to add, however, you
can add multiple nodes one at a time. Arcserve UDP Agent (Windows) is installed
on these nodes.

Follow these steps:

1. Onthe Add Nodes by Hostname/IP address dialog, enter the following
details:

Modes Protected by Plan
[ HNode Name

Uze the fislds to the left to 2dd nodes to the plan,

Description

Cancel Plan Greation

Step o1

Hostname/IP Address

Specifies the hostname or IP address of the source node.
User name

Specifies the user name of the node having administrator privileges.
Password

Specifies the user password.

Description

Chapter é: Configuring the Arcserve UDP Appliance 94



Additional Information on Adding Nodes to a Plan

Specifies any description to identify the node.
Cancel Plan Creation
Cancels the plan that you just created.

2. Click Add to List.

The node is added to the right pane. To add more nodes, repeat the steps. All
the added nodes are listed on the right pane.

3. (Optional) To remove the added nodes from the list on the right pane, select
the nodes and click Remove.

4. Click Next.

The nodes are added to the plan.
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Add Nodes by Active Directory

To add nodes that are in an active directory, provide the active directory details to
discover the nodes and then add nodes to the plan.

Follow these steps:

1. Onthe Add Nodes by Active Directory dialog, enter the following details:

Nodes Protected by Plan

Node Name

Computer Mame Filter N Use the fickls to the lft to
5 an dd the

credentiz d add

Cancel Plan Craation

Username
Specifies the domain and user name in the domain\username format.
Password
Specifies the user password.
Computer Name Filter
Specifies the filter to discover node names.
Cancel Plan Creation
Cancels the plan that you just created.

2. Click Browse.

The discovered nodes are displayed.
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Orcser e, UDP Appliance Configuration

to add nodes to the plan

Active Directory Resulls Type nade filler text Modes Protected by Plan

T wame Domain Usemame Verity 1 Wode Hame
[ ARCSERVE.CL
7| abe-312@arcerve. com \ ARCSERVE.CC
I | ARCSERVE.CC
L) ARCHEFRVE Cf
€
M 4 |Page[E Jol36 » M I
Usemame FOMinESrtoe

Password

sl
LV
>
Cancel Plan Creation

To add nodes, select the nodes and verify.

3. To verify, select the nodes, enter the user name and password, and then click
Apply.

The credentials are verified. Verified nodes are marked with green check
marks. If a node fails verification, re-enter the credentials and click Apply
again.

Note: You must verify each node before you can add it to the list.
4. Click Add to List.
The selected node is added to the right pane.

5. (Optional) To remove the nodes from the right pane, select the nodes and
click Remove.

6. Click Next.

The nodes are added to the plan.

97 Arcserve UDP Appliance User Guide



Additional Information on Adding Nodes to a Plan

Add vCenter/ESX Nodes

You can add virtual machine nodes to a VMware vCenter/ESX Server. To add these
nodes, you need to discover and import nodes from the vCenter/ESX Server.

Follow these steps:

1. Onthe Add Nodes by vCenter/ESX dialog, specify the following vCenter/ESX
Server details, and click Connect.

O rcser e. UDP Appliance Configuration

Enter the vCenter/ESX information to add nodes to the plan.

e I poecteaty Pin

Protocol Usax the fields to the beft to add nodes b the plan
Username

Password

Cancel Plan Creation

Step G of 9

Hostname/IP Address
Specifies the hostname or the IP address of the vCenter/ESX Server.
Port
Specifies the port number to be used.
Protocol
Specifies the protocol to be used.
Username
Specifies a user name of the Server.

Password
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Specifies the user password.
Cancel Plan Creation
Cancels the plan that you just created.

2. The discovered hostnames are displayed. Expand a hostname to see the
nodes.

Qrcser en UDP Appliance Configuration

Enter the vCenter/ESX information to add nodes to the plan

vCente/ESX Results. ype node filter taxt Nodes Protected by Plan

[ Hode Name
Hame Olnjec:t Type

« W [ 10.3.0011 Host System
) applance Resource Pool
1@ Tactery.reast Resource Pool
i Localized-lest Resource Pool

& Porxy-test Resource Pool

VMinevr-clonezilla)

(& Upgrade-test Resource Pool
& Resource Pool
[¥ 1 mew-clanezilia Virtuzal Machine

Return Add to List

Cancel Plan Creation

Step 6 of 9

3. Select the nodes that you want to add, and then click Add to List.
The selected nodes are added to the right pane.

4. (Optional) To remove the nodes from the right pane, select the nodes and
click Remove.

5. Click Next.

The nodes are added to the plan.
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Add Hyper-V Nodes

Use this method to import the virtual machine nodes from a Microsoft Hyper-V
Server.

Follow these steps:

1. On the Add Hyper-V Nodes dialog, specify the following details.

Qrcser E’ UDP Appliance Configuration

Enter Hyper-V information to add nodes to the plan.

Paseword Uga the: fislds to the beft to add nades ta the plan,

Cancel Plan Creation

Hostname/IP Address

Specifies the Hyper-V Server name or the IP address. To import virtual
machines that are in Hyper-V clusters, specify either the cluster node
name or Hyper-V host name.

Username
Specifies Hyper-V user name having the administrator rights.

Note: For Hyper-V clusters, use a domain account with administrative
privilege of the cluster. For standalone Hyper-V hosts, we recommend
using a domain account.

Password

Specifies the password of user name.
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Cancel Plan Creation
Cancels the plan that you just created.

2. Click Connect.

The discovered hostnames are displayed. Expand a hostname to see the
nodes.

O rcser e' UDP Appliance Configuration

Enter Hyper-V information to add nodes to the plan.

Hyper-V Results Type nade filter text Nodes Protected by Plan

| Hode Name
Hame Objest Type

[ ViMiabc-test-wdhd-01)
Virtual Machine

Virtual Machine

Virtual Machine

Virtual Machine

= Virtual Machine

190 2 abe-test-waha-01 Virtual Machine
18 Virtual Machine
=] Virtual Machane

b g

Cancel Plan Creation

3. (Optional) You can type the node name in the filter field to locate the node in
the tree.

4. Select the nodes, and then click Add to List.
The selected nodes are added to the right pane.

5. (Optional) To remove the nodes from the right pane, select the nodes and
click Remove.

6. Click Next.

The nodes are added to the plan.
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Configure UDP Appliance as Gateway

You can configure the Arcserve UDP Appliance as Gateway.

Follow these steps:

1.
2.
3.

Uninstall Arcserve UDP Console from the Arcserve UDP Appliance.
From the Arcserve UDP Console, click the resources tab.

From the left pane of the Arcserve UDP Console, navigate to Infrastructures,
and click Sites.

Click Add a Site.

Follow the instructions provided in the Add a Site wizard to install Arcserve
UDP Remote Management Gateway on the Arcserve UDP Appliance.

Note: After installing Arcserve UDP Remote Management Gateway on the
Arcserve UDP Appliance, click Launch Wizard on the Arcserve UDP Appliance
wizard does not launch the Arcserve UDP Console. To access the Arcserve
UDP Console, provide the URL of Arcserve UDP Console directly.
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Clear Configuration and Apply Appliance Factory
Reset

Using Factory Reset, you can return your Arcserve UDP appliance back to clean and
non-configured status. You can apply factory reset from the Arcserve UDP Console.

Follow these steps:

1. Click Factory Reset on the settings tab from the Arcserve UDP Console.

QrCServe’ unified data protection [ ouwwsn | (o - |

dashboard resources jobs reporls log seltings high availability

Dautabiasé Conburabie Factory Rt

Jucserve Backu Data Synhuceicabon Sch PRSI & Faclory et on your Arcsanvs UDP Appkance wl rfum all sefiegs b e tactory detata. AR nesources, job hsory, repars andiing nkies wil be deieed The Arcierve
VD sciwarn wil v Fom i Durnend veision 0 e veesion ongnaly instalied o0 e Apgkance

SR Congeraon

Vil oy Conlgptation Cuirreit Apcsrve UDP Version: 01752 wpcate 1 beld 277
[l i Aoint Conbuaien viginall Arcserve UDP Vrsion, & 0 1700 i 1 bl 177
Upcabe Conigaration P insaling badkag dath.

Akt bl

B e |

Shara Plad

U Mhandgurtonnd

Facaory Roagel

All the backed up data is preserved by default.
Notes:

Arcserve UDP provides the Preserve existing backup data option to help you
preserve the existing data store.

+ |If you select the Preserve existing backup data option, only C:\ volume is
rebuilt. Data at X:\ volume and Y:\ volume remain unchanged.

+ |If you do not select the Preserve existing backup data option, all the data
on the respective volumes of C:\ , X:\ and Y:\ is rebuilt.

2. Click Perform Factory Reset.

A confirmation dialog is displayed.
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Confirm Faciory Reset
Bare o e ol want o peirform 2 Pactory resed o0 our Avcenve LOP Applance?
Sabecting Rzt wil sl in retuming o satings b Shar Factory defats,

Al v bk s will et bt shoring thee st and will o b pecowerabie, I i B ol
wark by et ot ek data, ek Canl and e “Fromari mnting buhug duta”

From the confirmation dialog, click Reset to launch the factory reset.

The Appliance machine is rebooted, and the factory reset runs as displayed
below:

QIrCSer\/@" Unified Data Protection Appliance

Rawverting o Arcesrve UDP Version 12.14.58

Existing backup data is being presenved

Reinatalling Arcsarve UDP: 60% Complete

Completion of factory reset displays a confirmation dialog.
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4. From the confirmation dialog, perform one of the following options:
+ Click Restart to reboot the appliance.

+ Click Shut Down to close the appliance.

Factory Resat i Complats

Vour A naren O Aophance han b e s i sy delsy

i Ralie? 16 it e iggihinnn i Lok e Covluriatoon WWitid of ket Shad Dows b bl
e Tt P

Apply Arcserve UDP Factory Reset Using Boot Option

You can also apply UDP factory reset from the Boot Menu of the UDP Appliance.
Using UDP factory reset, you can return your Arcserve UDP Appliance to clean and
non-configured status.

Note: You can also select the Preserve the backup data option while running UDP
factory reset.

Follow these steps:
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1. Press F11 to invoke Boot Menu.

arcserve

TR
sured rec

select bhoot device:

IFMAF, FPartition 1

T
EMTERE to
» To

G rcse r a’E' Arcserve Unified Data Protection Appliance

o their fact

Reverting to Arcserve UDP Version 6.0.3752 Update 2.

B Preserve existing backup data.

Notes:
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— The Preserve existing backup data option is selected by default. Only
C:\ volume in the original operating system is rebuilt. Data at X:\
volume and Y:\ volume remain unchanged.

— If you clear the selection of the Preserve existing backup data option,
all the data on the respective volumes of C:\, X:\, and Y:\ in the original
operating system is rebuilt.

3. Click Reset.

A confirmation dialog appears.

Confirm Factory Reset

Are you sure you want to perform a factory reset on your Arcserve UDP Appliance? Selecting
# ) Reset will result in returning all settings to their factory defaults.

All of your backup data will be deleted during the reset and will not be recoverable. If you do not
want to delete your backup data, click Cancel and select "Preserve existing backup data".

You can click Cancel to reboot the Appliance unit.

4. After factory reset finishes, you can perform either of the following actions:
+ Click Restart to reboot the appliance.

+ Click Shut Down to close the appliance.

Fickery Resel i Complie

“Vour Arc v 0P Applancs ban basn ivtamied 1 i bty dalmal

B Rl 1 it T et il o T Clipraoi WAt o i Sl D i il
hiws T ki
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How to Activate Arcserve Product on the Appliance

For activating Arcserve product on the Appliance, refer to Activating Arcserve

Product License Online topic in Solutions Guide.
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Chapter 7: Creating Backup Plans

Using UDP Appliance, you can create backup plans for Windows, Linux, and virtual
machines. You can also write data to a tape device and create a virtual standby
machine.

This section contains the following topics:

Create a Backup Plan for LInUX NOdes . . ... 110
Createa Backup Planto @a Tape DevViCe ... ... 111
Create an On-Appliance Virtual Standby Plan ... .. . 112
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Create a Backup Plan for Linux Nodes

You can back up Linux nodes from the Appliance Console. The Linux Backup Server
is already added to the Console.

Follow these steps:

1.

Open the Appliance Console.

. Click resources, Plans, All Plans.

2
3.
4

Create a Linux Backup plan.

. Specify the Source, Destination, Schedule, and Advanced configurations.

Note: For more information about each of the configurations, see How to
Create a Linux Backup Plan in the Solutions Guide.

Run the backup plan.
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Create a Backup Plan to a Tape Device

UDP Appliance has the capability to write data to a tape device. Typically, the
source data is the recovery point that you have saved in a data store using the UDP
backup plan, and the destination is a tape device. You need to use Arcserve Backup
Manager to manage your backup jobs to a tape.

The following process overview gives you an idea on how to write to a tape device
using the UDP Appliance:

1. Attach the tape device to the UDP Appliance

UDP Appliance comes with a port at the rear panel to attach your tape
device. Once you attach the tape device, UDP Appliance automatically iden-
tifies the tape device.

2. Configure the tape device using the Backup Manager

Open the Backup Manager and add the tape device to Backup Manager.
Backup Manager is the interface that lets you manage Arcserve Backup. After
you add the tape device to Backup Manager, configure the device.

Note: For more information on configuring and managing the device, see
Managing Devices and Media in Arcserve Backup for Windows Administration
Guide.

3. Successfully complete at least one backup job using the UDP Console

You need at least one successful backup that you can write to a tape device.
To back up data, create a plan using the UDP Console and back up to a data
store.

Note: For more information about creating a backup plan for different nodes,
see Creating Plans to Protect data in the Solutions Guide.

4. Initiate a backup to tape job from Backup Manager

Open the Backup Manager and create a plan to back up data to the tape
device. Here the source data is the destination of UDP backup plan and the
destination is the tape device.

Note: For more information on creating a backup plan to tape, see Backing
Up and Recovering D2D/UDP Data in Arcserve Backup for Windows Admin-
istration Guide.
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Create an On-Appliance Virtual Standby Plan

Appliance has the capability to serve as a virtual standby machine. This capability is

present in the following Appliance series:

Arcserve UDP Appliance 7200V
Arcserve UDP Appliance 7300V
Arcserve UDP Appliance 7400V
Arcserve UDP Appliance 7500V
Arcserve UDP Appliance 7600V
Arcserve UDP Appliance 8100
Arcserve UDP Appliance 8200
Arcserve UDP Appliance 8300
Arcserve UDP Appliance 8400

Prerequisite: You must have a successful backup plan.

Follow these steps:

1.

2
3.
4

Open the Appliance Console.

. Navigate to the plans and modify the backup plan.

Add a Virtual Standby task.

. Update the Source, Destination, Virtual Machine configurations.

Note: For more information about the configurations, see How to Create a Vir-
tual Standby Plan topic in the Solutions Guide.

Save and run the plan.
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This section contains the following topics:

Remove and Replace a Hard DriVe ... e 114
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Remove and Replace a Hard Drive

With the Arcserve UDP appliance, if one hard drive fails, the rest of the drives will
kick in immediately to ensure no data is lost and the appliance continues to work
normally. Therefore, to guard against any problems associated with multiple hard
drive failures, it is important to replace a hard drive as soon as possible to min-
imize potential loss of data.

The Arcserve UDP appliance contains four hard drive carriers which are labeled 0,
1, 2 and 3 from left to right. If you replace more than one hard drive at a time, you
should label the replacement hard drives so that you know which drive is placed
into each drive carrier. You should also label the hard drives that you remove from
the appliance so that you know which drive carrier they occupied.

Important! Take proper safety precautions when handling the hard drives because
they are static-sensitive devices and can be easily damaged.

® Wear a wrist strap to prevent any static discharge.

®" Touch a grounded object before removing the replacement hard disk from the
antistatic shipping bag.

® Always handle a hard drive by the edges only and do not touch any of the vis-
ible components on the bottom.

Follow these steps:
1. To gain access to the drive holders, you first need to remove the faceplate:
a. Unlock the faceplate lock.
b. Press the release knob to retract the faceplate pins.
c. Carefully remove the faceplate (using two hands).

2. Press the release latch on the drive carrier. This extends the drive carrier
handle.
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Appliance

Hard Drive
(typical)

Drive Carrier
Release Latch

Drive Carrier
Handle

Using the handle, pull the drive carrier out from the front of the appliance.
The hard drives are mounted in drive carriers to simplify their removal and
replacement from the appliance. These carriers also help promote proper air-
flow for the drive bays.

Important! Except for short periods of time (swapping of the hard drives), do
not operate the appliance without the drive carriers fully installed.

Remove the old hard drive from the drive carrier and install the new hard
drive being careful to properly orient the replacement hard drive with the
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label on top and the visible components on the bottom.

Hard Drive

Drive Carrier

5. Slide the drive tray into the appliance until it is fully installed and secure by
closing the drive carrier handle.
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Appliance

Drive Carrier
Handle

Drive Carrier

6. Obtain return instructions from Arcserve Support to return a defective drive.
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This section contains the following topics:

General Safety PreCautions .. ... 119
Electrical Safety Precautions ... .. oo 121
FCC ComplianCe ... 122
Electrostatic Discharge (ESD) Precautions . ... ...t 123
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General Safety Precautions

The following are general safety precautions you should adhere to in order to pro-
tect yourself from harm and to protect the appliance from damage or malfunction:

® For EMI Class A Equipment (Business equipment), this equipment is registered
for Electromagnetic Conformity Registration as business equipment (A) and not
home equipment. Sellers or users are required to take caution in this regard.

ASJII(ERELSSAINX)

O 7l =g RA2) 238 NLEE I I AHEIINE=
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Note: This safety precaution only applies to South Korea. For more details, con-

tact Arcserve Support at https://www.arcserve.com/support or call
0079885215375 (South Korea).

® |nspect the box that the appliance was shipped in and ensure that there are no
visible signs of damage. If there is evidence of damage, please retain all pack-
aging materials and contact Arcserve Support immediately at: https://www.arc-

serve.com/support.

® Decide on a suitable location for the rack unit that will hold the appliance. It
should be situated in a clean, dust-free area that is well ventilated and free of
clutter. Avoid areas where heat, electrical noise, and electromagnetic fields
are generated.

You will also need it placed near at least one grounded power outlet. Depend-
ing on the model, the appliance includes either one power supply or a redund-
ant power supply and will then require two grounded outlets.

The appliance is only for use in a restricted location.

— Access can only be gained by service persons or by users who have been
instructed about the reasons for the restrictions applied to the location
and about any precautions that shall be taken; and

— Access is through the use of a tool or lock and key, or other means of
security, and is controlled by the authority responsible for the location.

® Place the appliance top cover and any components that have been removed
away from the appliance or on a table so that they will not be accidentally
stepped on.
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General Safety Precautions

® While working on the appliance, do not wear loose clothing such as neckties
and unbuttoned shirt sleeves, which can come into contact with electrical cir-
cuits or be pulled into a cooling fan.

®" Remove any jewelry or metal objects from your body, which are excellent
metal conductors that can create short circuits and harm you if they come into
contact with printed circuit boards (PCBs) or areas where power is present.

= After accessing the inside of the appliance, close the appliance and secure it to
the rack unit with the retention screws after ensuring that all connections have
been made.
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Electrical Safety Precautions

The following are electrical safety precautions you should adhere to in order to pro-
tect yourself from harm and to protect the appliance from damage or malfunction:

® Be aware of the locations of the power on/off switch on the appliance as well
as the room's emergency power-off switch, disconnection switch, or electrical
outlet. If an electrical accident occurs, you can then quickly remove power
from the appliance.

® Do not work alone when working with high-voltage components.

® Power should always be disconnected from the appliance when removing or
installing main system components, such as the Serverboard, memory modules
and the DVD-ROM and floppy drives (not necessary for hot swappable drives).
When disconnecting power, you should first power down the appliance with the
operating system and then unplug the power cords from all the power supply
modules in the appliance.

" When working around exposed electrical circuits, another person who is famil-
iar with the power-off controls should be nearby to switch off the power, if
necessary.

® Use only one hand when working with powered-on electrical equipment. This is
to avoid making a complete circuit, which will cause electrical shock. Use
extreme caution when using metal tools, which can easily damage any elec-
trical components or circuit boards they come into contact with.

® Do not use mats designed to decrease electrostatic discharge as protection
from electrical shock. Instead, use rubber mats that have been specifically
designed as electrical insulators.

® The power supply power cord must include a grounding plug and must be
plugged into grounded electrical outlets.

® Serverboard Battery: CAUTION - There is a danger of explosion if the onboard
battery is installed upside down, which will reverse its polarities This battery
must be replaced only with the same or an equivalent type recommended by
the manufacturer. Dispose of used batteries according to the manufacturer’s
instructions.

®" DVD-ROM laser: CAUTION - this Server may have come equipped with a DVD-
ROM drive. To prevent direct exposure to the laser beam and hazardous radi-
ation exposure, do not open the enclosure or use the unit in any unconventional
way.
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FCC Compliance

This appliance complies with part 15 of the FCC Rules. Operation is subject to the
following conditions:

® This appliance may not cause harmful interference, and

® This appliance must accept any interference received, including interference
that may cause undesired operation

Note: This equipment has been tested and found to comply with the limits for a
Class A digital device, pursuant to part 15 of the FCC Rules. These limits are
designed to provide reasonable protection against harmful interference when the
equipment is operated in a commercial environment. This equipment generates,
uses, and can radiate radio frequency energy and, if not installed and used in
accordance with the instruction manual, may cause harmful interference to radio
communications. Operation of this equipment in a residential area is likely to cause
harmful interference in which case the user is required to correct the interference
at his own expense.
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Electrostatic Discharge (ESD) Precautions

Electrostatic Discharge (ESD) is generated by two objects with different electrical
charges coming into contact with each other. An electrical discharge is created to
neutralize this difference, which can damage electronic components and printed cir-
cuit boards. Devices that are sensitive to ESD, such as Serverboards, motherboards,
PCle cards, drives, processors, and memory cards require special handling. Use the
following precautions to help neutralize the difference of electrical charges coming
into contact with each other, before contact is made, to protect your equipment
from ESD:

® Use a rubber mat that has been specifically designed as an electrical insulator.
Do not use a mat designed to decrease electrostatic discharge as protection
from electrical shock.

® Use a grounded wrist strap designed to prevent static discharge.
® Use antistatic or electrostatic discharge (ESD) preventive clothing or gloves.

= Keep all components and printed circuit boards (PCBs) in their antistatic bags
until ready for use.

" Touch a grounded metal object before removing the board from the antistatic
bag.
® Do not let components or PCBs come into contact with your clothing, which

may retain a charge even if you are wearing a wrist strap.

® Handle a board by its edges only. Do not touch its components, peripheral
chips, memory modules, or contacts.

" When handling chips or modules, avoid touching their pins.

® Put the Serverboard and peripherals back into their antistatic bags when not in
use.

® For grounding purposes, verify your appliance provides excellent conductivity
between the power supply, the case, the mounting fasteners, and the Ser-
verboard.
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This section contains the following topics:

How to Change the IPMI PassWord ... ... 125
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How to Change the IPMI Password

How to Change the IPMI Password

Before changing the IPMI password, you need to access the BIOS setup screen to
obtain the IP address.

Follow these steps:

1. Boot up your system and a bootup screen appears. From this screen, press the
Delete key. The BIOS setup screen is displayed.

Note: To navigate, use the arrow keys and press Enter. To go back to the pre-
vious screens, press Escape key.

2. Select the IPMI tab at the top of the main BIOS screen.

Note: By default, the configuration address source is set to DHCP.

Update IPMI LAM Configuration

3. Verify that the IP address is correct. You can connect to the IPMI interface
using your web browser only if your Server is on the same network.

4, Record the Station IP Address.

5. Enter the Station IP address on your web browser.

After you are connected to the remote Server via the IPMI port, the IPMI
login screen is displayed.
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Please Login

Username

Password

losgin

Enter your user name in the Username field. (ADMIN by default)
Enter your password in the Password field. (ARCADMIN by default)

The home page is displayed (IPMI main screen).

) System Server Health Configuration Remote Control Virtual Media Maintenance Miscellaneous Help
© system © Summary
© FRUReading Fimmvare Revision - 0170 1P address - XXX XXX XXXX
Fimmware Buid Time - 10032014 BMC MAC address - 0025909 47 a8
©) Hardvare Informatiot BIOS Version 1.0 System LAN1 MAC address - 00.25.00 8¢ 5190
BIOS Buld Time : 08/2912014 System LANZ MAC address - 00.25.90.0¢.591

System LAN3 MAC address - 00250095192
System LANA MAC address - 00 25 90 9¢:5F93

Remote Console Preview

Retrash Preview Image

Power Control via IPMI

Powier Down Reset

Click the Configuration option from the top bar. The Configuration screen is

displayed.
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System SenverHealh Configwaion Remote Contrdl ~ Virtual Media anemance Hiscelneous lielp
£ Coruraton 8 Confguration
O ters hese pa fure varous settngs, , USers, or network e,
T
ammm " ¥ Alers A, e o reneve aht ces traticns
Huw ¥ Do e T Corfigure D and Trrm Satings
|34 :Check the box belaw to snatie LOWPauthent oation and enter the regured information o access the LB sarver Fress e Save button iosave your changes.
Q At Drestory ¥ ot Dvacory Congure s rings fo muantcats and access e Actve Drectay senver
¥ RADUS -Cofiquras sings toswharicats nd acos e AADLS sarvar
& Ranus
W N e Conf il 8 LS s o 1 i
) bouse e W ot e | G e DR B3S6R1 1 ST TR O AL, LG e nd s P vt
¥ Dy N6 Conlus ynaic updaleprepar s Dynaric DG
© et ¥ P ol e P kv
@ — ¥ 35 Cortficale T aes Fo e doful et privali by e shown below Toupkend e 33, corieats uus e Bae v buton b vgaief e corticale and prss fhe Upksd Bt
¥ L g, e, o e amy
© e ¥ Pt -Confurathepartrunter of thes mvioes
¥ 1P Aoy Corto A it reove P accems s
s rbaln ¥ 0P Lot SiPseing
L] £
0 Lsess Fan bk -Corfigure the fan e
¥ e S5l  Conligura ha wab s sionvals
© rort
© 1P hceess Contr
SR
Fan Mok
© Vieb Session

10. Click the Users option in the Configuration sidebar.

11. Select the User: (ADMN) from the Users List.
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12. Click Modify User and the Modify User screen is displayed.
R ———

13.
14.

15.
16.

System Senver Health Cofiguration Remote Cortrol ~ Virtual ek lanemnce

 Corfgunten © Modiy User
0 liets

& DateandTime

Ouw

© e Diectory

Bl i v irfareicn 3 (hi o bl i Nl Py Cancalioitn b B o ol

UserName:
Change Password |

© RaDUs Password
s ConfmPasswart

Network Prvleges: v
© Hetwork

& dyrame Dis sty || ol |
© sire

& 5L Certcation

Oism

bL

:}IPﬂc.nest.nmm‘

BEL

© Fanidode

£ Web Session

Migcelhneos  Help

Enter your user name. (ADMIN)

Select the Change Password check box to change the password. The password

fields is enabled.

Enter the new password and confirm.

Click Modify to save the changes. Your IPMI password has been changed.
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Chapter 11: Connecting Appliance Expansion Shelf to
the Appliance Server

This section contains the following topics:

Appliance Infield Expansion for all the Available Models ... ... ... 130
What is included in the box ... .. .. 140
How to Connect the Appliance Expansion Shelf to the Appliance Server ................ 143
How to Modify Arcserve UDP Data StOre .. ... 152
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Appliance Infield Expansion for all the Available Models

Appliance Infield Expansion for all the Available

Models
Ne-
Expan- | Cur- | w
Mod-{ Current Capa- sion rent [SSD free Add-on
. Slot DESCRIPTION
el cities \TB Shelf | SSD - | RE- . Cards
Capacity| GB |Q-
GB
. 8100
model sup-
ports only 8
TB Infield
Expansion.
L1 SAS . 8100-8TB
9200 -8E )
HBA Expansion
Shelf
Qlogic comes with
Dual port comes with
HBA inbuilt and
Quad-Port pre-
1G NIC configured
8 g SSD 240
Dual port GB.
8100 4,6 (6x2 TB 120 |TB-|2, 3| 10G SPF+
Disks) 140 . 8100 has 2
Dual Port and 3 as
10G Cop- optional
per slots . One
Infield free slot is
Expansion mandatory
; for Appli-
(MegaRAI ance Infield
D SAS Expansion /
9380-8e) MegaRAID
SAS 9380-
8e.
. If both the
optional
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slots are
filled with
add-on
Cards, then
you need to
free at
least one
slot, pre-
ferrably
slot 3 in
order to
use Infield
Expansion.

5. SAS con-
nection is
used
between
the Appli-
ance and
Expansion
shelf.

6. 8100 -
Expansion
shelf
comes with
RAID-6.

7. Expansion
Shelf
comes with
Dual PSU.

8. Follow Add
data path
instruc-
tions given
in Expan-
sion guide
after con-
necting the

expansion
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shelf.

. Wherever
a new SSD
is required
follow the
Migrate
HASH des-
tination to
new SSD
instructions
given in the
Expansion
Guide.

. 8200
model sup-
ports either

LS| SAS 8 TB or 16
9200 -8E B Infie;ld
HBA Expansion.
Client can
Qlogic connect
Dual port only one
HBA expansion
8 3 Quad-Port shelf any
(6x2TB TB - 1G NIC time.
$200 5 1 Disks) 120 NA , 3| Dual port . 8200 - 16
' OR 16 | |10G SPF+ TB Expan-
T8 - sion Shelf
16 ( 6x4 280 Dual Port comes with
TB Disks) 10G Cop- inbuilt and
per pre-
Infield configured
Expansion SSD 480
(MegaRAl GB.
D SAS . 8200 has 2
9380-8e) and 3 as
optional
slots. One
free slot is
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mandatory
for Appli-
ance Infield
Expansion /
MegaRAID
SAS 9380-
8e.

4. If both the
optional
slots are
filled with
add-on
Cards, then
you need to
free at
least one
slot, pre-
ferrably
slot 3 in
order to
use Infield
Expansion.

5. SAS con-
nection is
used
between
the Appli-
ance and
Expansion
shelf.

6. Expansion
shelf
comes with
RAID-6.

7. Expansion
Shelf
comes with
Dual PSU
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. Follow Add

data path
instruc-
tions given
in Expan-
sion guide
after con-
necting the
expansion
shelf.

. Wherever

a new SSD
is required
follow the
Migrate
HASH des-
tination to
new SSD
instructions
given in the
Expansion
Guide.

8300

16,20,24,28,32,36,1

40

8

(6x2TB
Disks)

OR

16 ( 6x4
TB Disks)

OR

40 ( 12x4
TB Disks)

480

TB -
NA

16
TB -
560

40
T8 -
790

LSI SAS
9200 -8E
HBA

Qlogic
Dual port
HBA

Quad-Port
1G NIC

Dual port
10G SPF+

Dual Port
10G Cop-
per

Infield
Expansion
(MegaRAI

. 8300

model sup-
ports either
8 TB or 16
TB OR 40
Infield
Expansion.
Client can
connect
only one
expansion
shelf any
time.

. 8300-16

TB/40TB
Expansion
Shelf
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D SAS
9380-8e)

. 8300 has 2

. If both the

. SAS con-

comes with
inbuilt and
pre-

configured
SSD 1.9 TB.

,5,and 6
as optional
slots . One
free slot is
mandatory
for Appli-
ance Infield
Expansion /
MegaRAID
SAS 9380-
8e.

optional
slots are
filled with
add-on
Cards, then
you need to
free at
least one
slot, pre-
ferrably
slot 2 in
order to
use Infield
Expansion.

nection is
used
between
the Appli-
ance and
Expansion
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. Expansion

. Expansion

. Follow Add

. Wherever

shelf.

shelf
comes with
RAID-6
(6x4 TB
Disks).

Shelf
comes with
Dual PSU.

data path
instruc-
tions given
in Expan-
sion guide
after con-
necting the
expansion
shelf.

a new SSD
is required
follow the
Migrate
HASH des-
tination to
new SSD
instructions
givenin
Expansion
Guide.
(Only for
Appliance
8300 con-
nect with
40 TB Appli-
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ance expan
sion shelf,
there is
one unat-
tached 2
TB SSD that
you need to
place in
Base appli-
ance and
not expan-
sion shelf.
Check
expansion
guide from
details).

8400

32,40,48,56,64,72,;

80

8

(6x2 TB
Disks)

OR

16 ( 6x4
TB Disks)

OR

40 ( 12x4
TB Disks)

1200

TB -
NA

16
TB -
NA

40
B -
NA

LSI SAS
9200 -8E
HBA

Qlogic
Dual port
HBA

Quad-Port
1G NIC

Dual port
10G SPF+

Dual Port
10G Cop-
per

Infield
Expansion
(MegaRAl

D SAS

9380-8e)

. 8400

. 8400 -

. 8400 has 2

model sup-
ports either
8TB or 16
TB OR 40
TB Infield
Expansion .
Client can
connect
only one
expansion
shelf any
time.

Requires
no
addtional
SSD.

,5,and 6
as optional
slots. One
free slot is
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mandatory
for Appli-
ance Infield
Expansion /
MegaRAID
SAS 9380-
8e.

. If both the

optional
slots are
filled with
add-on
Cards, then
you need to
free at
least one
slot, pre-
ferrably
slot 2 in
order to
use Infield
Expansion.

. SAS con-

nection is
used
between
the Appli-
ance and
Expansion
shelf.

. Expansion

shelf
comes with
RAID-6.

. Expansion

Shelf
comes with
Dual PSU.

138 Arcserve UDP Appliance User Guide




Appliance Infield Expansion for all the Available Models

8. Follow the
Add data
path
instruc-
tions given
in the
Expansion
guide after
connecting
the expan-
sion shelf.
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What is included in the box

The following items are contained in the box:

Note: If you notice any damage in the items provided in the box, Contact Arcserve.

® Appliance Expansion Shelf
Note: The number of available disks in the expansion shelf depends on the

capacity of the Appliance Expansion shelf.

" CVPMO02 Module (CacheVault Power Module02) and Cable

® MegaRAID SAS 9380-8e RAID Controller

140 Arcserve UDP Appliance User Guide


http://www.arcserve.com/support

What is included in the box

= SAS Cables

Two SAS Cables which are used to connect the MegaRaid Controller in the
Appliance Expansion Shelf and Appliance Server.
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[T e
ARE-740-189300 CABLE,

SUPERMICRO, 1M, EXT SFF-3844 SASTO
EXT SFF.8644 5A5

® SSD (optional)

Note: For Appliance 8300 only, you need to connect with 40TB Appliance
expansion and you have one unattached 2TB SSD.
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How to Connect the Appliance Expansion Shelf to the
Appliance Server

Follow these steps:

1. Prepare the Appliance expansion shelf and place it close to the Appliance
Server.

2. Connect the CacheVault Power Module02 (CVPMO02) to MegaRAID Con-
troller 9380-8e.

-
-
-
-
=
=
fom
|-

3. Pause all the Arcserve UDP plans. Verify the Arcserve UDP Console to

ensure that there are no running jobs on the Appliance Server and pause all
the plans.

4. Power off the Appliance Server and disconnect the power cord from the
power supply.

Note: Disconnect the computer from the power supply to avoid the risk of
damaging the system or experiencing electrical shock.

5. Remove the cover of the Appliance Server chassis.
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6. Insert the MegaRAID Controller 9380-8e into an available PCl-e slot of the
Appliance Server.

Follow these steps:

a.

b.

Locate an empty PCl-e slot.

Remove the blank bracket panel on the backside of the computer that
aligns with the empty PCle slot.

Save this bracket screw, if applicable.

Align the MegaRAID Controller 9380-8e to a PCle slot.

Press down gently, but firmly, to seat the raid controller correctly in
the slot.

7. Secure the MegaRAID Controller 9380-8e bracket to the chassis of the sys-
tem.

8. Replace the cover of the Appliance Server chassis.

9. Connect the SAS cable between the MegaRAID Controller 9380-8e which is
in the Appliance Server and the MegaRAID Controller in the Appliance
expansion shelf.
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10. Insert SSD (Only for Appliance 8300 + 40 TB expansion shelf only).

Note: If it is a 40 TB Appliance Expansion Shelf connected to an Appliance
8300, plug the 2 TB SSD (which is shipped together with the Appliance Expan-
sion Shelf) into the empty SATA slot at the rear panel of the Appliance 8300.
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11. Power on the Appliance Expansion Shelf. Connect the power cords of Appli-
ance Expansion Shelf and power on the Appliance Expansion Shelf.

12. Power on the Appliance Server. Reconnect the power cords of the Appli-
ance Server and power on the Appliance Server.

13. Log into the MegaRAID Storage Manager. Log into the Appliance Server
and open the MegaRAID Storage Manager and login using the admin-
istrator credentials.
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Server Detals

MegaRAID Storage Manager 15.05.01.00 - Host View

x|

Avaco

This page displays all the servers that were discovered. Choose a server and did on Login to start managing that server,

fou vill be prompted for entering host cradentials whils logging in.

Lisa Configure Host to configure the hosts that you want to view.

[JuselDAPLogn @

IP Address | 10.!

Remate sarvers;

Host
apphkance-5400

i

Password:

Login Mode:

Enter User Name & Password .

Avaco

Use your Operating System's logn username a,
and password to login the MEM server

SdminEstrator

.

sransssnng

Full Access w

(oo ] [ concd |

14. Verify the raid controller from MegaRAID Storage Manager.

Follow these steps:

a. Browse the Physical or Logical tab and there are two controllers listed

there.

b. Select the controller 9380-8e, ensure that all the disks connected to the
controller 9380-8e are online and available.

Note: If there are any disks that are not online, right click and select
Scan Foreign Configuration.
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| Dashbnardl Physical | Logical |

E udpu2verify
S® JControllerd: AVAGO MegaRAID GAS a3an-a=(m _
-Hﬂ SCa26P (168), Connector: Po Disable Alarm

10, 5A5, 1.819TE,

Sil Al
: 1, SAS, 1.819TB, s

12, 5A5, 1.819TE, Start Patrol Read
t 3, SAS, 1.819TB,

Set Patrol Read Properties
1 4, 5A5, 1.819TE,

' 5, 5AS, 1.819 TB, Disable 55D Guard
: 11, 55D (SATA), 2

Scan Foreign Configucation

-2 (7 BEL: : :
=4 Contraller 1: AVAGO MegaRAID 5ave Configuration
-|I|] Backplane Clear Configuration
“.g# Slot: 0, SAS, 3.639 TR, ; _
kl" Slot: 1, SAS, 3.639 TB, Set Consistency Check Properties
kl" Slot: 2, SAS, 3.639TE, Schedule Consistency Check
-2 BBU:

Set Adjustable Task Rates

Preserved Cache

Manage Power Save Settings

Update Controller Firmware

Manage MegaRAID Advanced Software Qpticns
Manage Link Speed

Save TTY Log

Select Import the foreign drives and click OK.

= Foreign Configuration

( A 7 Foreign drives were detected. You must import or dear these
drives before they can be used.

S

Choose an option:

e
® Import: Import logical configuration from all foreign drives.; i
() Clear: Remove logical configuration from all foreign drives. __'_:
i

[ox [[eameel | R

Click Yes to initiate the import process.
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Foreign Config - Import -

4 = ) This operation cannot be reversed after it is started.
W Are you sure you want to import the configuration?

Yes | | Mo

Click OK.

MegaRAID Storage Manager - 15.05.01.00 -

':o:l Foreign Cenfiguration was imported successfully!

All the disk drives on the expansion shelf are online now.

On the Logical tab, we can see the disks have been configured with RAID-6,
and for other modules of the expansion shelf, one SSD is set as RAID-0 and lis-
ted under LS/ MegaRAID SAS 9380-8e.

Appliance server 8100 + 8 TB expansion shelf;
Appliance server 8200 + 16 TB expansion shelf;
Appliance server 8300 + 16 TB expansion shelf;
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Dashboard | Physical | Logical

ControllerD: LSI MegaRAID 5AS 8380-8e(Bus 2,Dev 0,Domain 0)
Drive Group: 0, RAID &

=- [ virtual Drive(s):

¢ i [B virtual Drive: 0, 7.275 TB, Optimal

—u Drives

Enclosure : SAS3x28 (8
i Enclosure : SAS3x28 (8
Enclosure : SA53%28 (8
i Endlosure : SAS3x25 (8
i Endosure : SAS3x25 (8

, Slot: 0, 5AS, 1.519 T8, Online, {512 B)
, Slot: 1, SAS, 1.819 T8, Online, {512 B)
, Slot: 2, SAS, 1.819 TH, Online, {512 B)
, Slot: 3, 5AS, 1,519 TB, Online, {512 B)
, Slot: 4, 5AS, 1,519 T8, Online, {512 B)
, Slot: 5, 5AS, 1.519 TB, Online, {512 B)

----- ¥ Enclosure : SAS3x28 (8
—a‘ Drive Group: 1, RAID 0

=-[§§ virtual Drive(s):

o o[ virtual Drive: 1, 237,969 GE, Optimal

—u Drives

S e e e i e

(=@ Controller 1: L5I MegaRAID 936 1-4(Bus 3,Dev 0,Domain 0)
—@‘ Drive Group: 0, RAID 5

—Qi Virtual Drive(s):

o i [@ virtual Drive: 0, 7.276 T8, Optimal

—u Drives
i Backplane, Slot: 0, 5AS, 3.639 TB, Online, (512 B)
i Backplane, Slot: 1, 5AS, 3.639 TB, Online, (512 B)

@ Controller2; 5459200-3e(Bus 1,Dev 0}

15. Verify the disks from Disk Management. Open Disk Management, if the
Appliance Expansion Shelf assembled disk is not formatted, then format it
as NTFS and give it a drive letter such as “V:” and if the SSD is not format-
ted, then format it as NTFS also and give it a drive letter such as “W:”.
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Y Computer Management

File Action View Help

&% 2e Bm B

& Computer Management (Local | Volume | Layeun | Type | File System | Status | Capa »
F] Jf 5:,'§t!mT0lJ|§ ' Simple Basic Healthy (Recovery Partition) 300 k
b () Task Scheduler = Simple Basic Healthy (EFI System Partition) WM
b [ Event Viewer [ ] Simple Basic Healthy (Recevery Partition) T6.28 3
b g Shared Folders o (C) Gimple Basic NTFS Healthy (Boot, Page File, Crash Dump, Prmary Partition)  155.7
p & Local Users and Groups | v Simple Basic NTFS Healthy (Prirriany Partition) Tadn,
b .i, Performance = () Simple Basic NTFS Healthy {Prirnary Partition) T218
& Device Manager = (¥) Simple Bas!c NTFS Healthy (Primary Fart:rt!vn:l B3
4 1 Stonage CaMew Volume (W:) Simple Basic NTFS Healthy (Prirary Partition) BBy
b Windows Server Backug | ¢ L )
el T &
b By Services and Applications | =#Disk 1
Basic V&)
Ta45.83 GB TA4G.8T GB NTFS
Online Healthy (Primary Partitien)

copisk

Basic New Volume (W)
27868 237,84 GB MTFS
Online Healthy (Primary Partition)

copiey N I I N R

Basic i x:) -
7450.83 GB 300ME | |99 ME || 155,73 GB NTFS T6.29 GB 721346 GB NTFS o
Online Healthy | | Healtl || Healthy (Boot, Page | Healthy (Recovery | Healthy (Primary Partition)

You have connected the Appliance Expansion Shelf to the Appliance Server
successfully.
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How to Modify Arcserve UDP Data store

This section contains the following topics:

® Adding a data path on the expansion shelf to the Arcserve UDP data store

" Migrating Hash Destination to the new SSD

® Checking the overall capacity of the <hostname data store> data store from

the Arcserve UDP Console

®= Resuming all the plans from Arcserve UDP Console
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Adding a data path on the expansion shelf to the Arc-
serve UDP data store

Follow these steps:

1. Create a folder in the volume on the Appliance expansion shelf, such as
“V:\data”.

2. Stop the data store and use the following command to expand the data
store to the Appliance expansion shelf:

as_gddmagr.exe —DataPath Add <hostname_data_store> -NewDataPath <new
data folder>

as_gddmagr.exe —DataPath Display <hostname_data_store>
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Migrating Hash Destination to the new SSD

Note: This step is only required when you use a new SSD for the following expan-

sion shelf:

® Appliance server 8100 + 8 TB expansion shelf;

® Appliance server 8200 + 16 TB expansion shelf;

® Appliance server 8300 + 16 TB expansion shelf;

® Appliance server 8300 + 40 TB expansion shelf;

Follow these steps:

1.
2.

Create a hash folder on the new SSD such as W:\Arcserve\data_store\hash.

Ensure the data store <hostname_data_store> is stopped. If not, stop the
data store <hostname_data_store> from the Arcserve UDP Console.

Modify the data store <hostname_data_store> from the Arcserve UDP Con-
sole and set the Hash Destination to W:\Arcserve\data_store\hash.

Save the modification of the data store.

Start the data store <hostname_data_store> from the Arcserve UDP Con-
sole.
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Checking the overall capacity of the <hostname_
data_store> data store from the Arcserve UDP Con-
sole

The overall capacity is the capacity of the Appliance server plus the capacity of the
Appliance expansion shelf.

Chapter 11: Connecting Appliance Expansion Shelf to the Appliance Server 155



How to Modify Arcserve UDP Data store

Resuming all the plans from Arcserve UDP Console

Resume all the paused plans from the Arcserve UDP Console.
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This section contains the following topics:

Linux Backup Server Fails to ConnectfromtheConsole ................................... 158

Backing Up a UDP Appliance from Another Appliance Reports Duplicated Nodes ...... 160

Linux Backup Server Cannot Get the Network DNS Suffix ... ... .. . .. o ... 162
Default Time Zone on the APPliaNnCe ... e 163
Licenses Error even when the licenses are available ... ... 164
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Linux Backup Server Fails to Connect from the Con-
sole

Symptom

When | try to connect my Linux Backup Server from the Arcserve UDP Console, con-
nection is unsuccessful and | see a red mark.

Solution

When a Linux Backup Server fails to connect from the console, you can
troubleshoot the connection to determine the problem.

To troubleshoot the connectivity issue

1. Launch the Hyper-V Manager, connect the Linux Backup Server virtual
machine and login.

2. Run the following command:

service network restart

3. Verify that the IP address assigned to the Linux Backup Server is 192.168.10.2.
To verify, run the following command:

ifconfig

4. If the IP address is 192.168.10.2, navigate to the Arcserve UDP Console and
update the Linux Backup Server node that you are trying to connect.

5. If the IP address is not 192.168.10.2, follow the instructions in the
Troubleshoot from DHCP Microsoft Management Console (MMC) section.

Troubleshoot from DHCP Microsoft Management Console (MMC)

Important! Ensure that the DHCP Server service is running appropriately on the
appliance.

1. Launch DHCP MMC from the Server Manager, Tools, DHCP.

2. Expand the Linux Server node, IPV4, Scope and ensure that the scope with the
name 192.168.10.0 exists under it.

3. Expand the Address Leases and delete the presence of any other lease record.

4. Log into the Linux Backup Server and run the following command:

service network restart

5. Navigate to the Arcserve UDP Console and update the Linux Backup Server
node that you are trying to connect.
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The Linux Backup Server now connects from the Console.

Chapter 12: Troubleshooting 159



Backing Up a UDP Appliance from Another Appliance Reports Duplicated Nodes

Backing Up a UDP Appliance from Another Appliance
Reports Duplicated Nodes

Symptom

When | back up Appliance B from Appliance A, | see the following warning message
in the activity log:

"The following nodes are duplicated: Appliance_B, Appliance_A. As a result, they
have the same agent identifier and may cause unexpected results. This duplicate
node problem can be caused if the node was added using a different node name
(such as the DNS name or IP address), or if some machines were set up by cloning
from one to another."

Case 1: Appliance B is added as an RPS to the Appliance A UDP Console.

For example: From Appliance B, you can configure the appliance using the UDP wiz-
ard and select "This appliance will function as an instance of Arcserve UDP Recov-
ery Point Server managed by another Arcserve UDP console."

Solution

1. Stop the data store in the Appliance B node from the RPS pane of the UDP con-
sole.

2. Log into Appliance B and delete the registry key of the Node ID that is located
under [HKEY_LOCAL_MACHINE\SOFTWARE\CA\ARCserve Unified Data Pro-
tection\Engine].

3. Restart the Arcserve UDP Agent Web Service from the Appliance B node.
4. Restart the Arcserve UDP RPS Data Store Service from the Appliance B node.

5. From the UDP console, go to the Nodes, All Nodes pane and update the Appli-
ance B node.

6. Go to the Recovery Point Server pane and update the Appliance B node.

7. Import the existing data store to the Appliance B RPS by setting it with the ori-
ginal backup destination.

Case 2: Appliance B is added only as an agent node to the Appliance A UDP Con-
sole.

For example, a plan protects Appliance B through an agent-based backup task on
the Appliance A UDP console.

1. Log into Appliance B and delete the registry key of the Node ID that is located
under [HKEY_LOCAL_MACHINE\SOFTWARE\Arcserve Unified Data
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Protection\Engine].
Restart the Arcserve UDP Agent service from Appliance B.

From the UDP console, go to the Nodes, All Nodes pane and update the node
from Appliance B.
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Linux Backup Server Cannot Get the Network DNS
Suffix

When you set the static IP address to the appliance Server, the Linux Backup Server
cannot get the network DNS suffix properly after restarting the network service.
This issue leads to communication problems between the Linux backup Server and
the UDP console. You then cannot use this Linux backup Server to protect the Linux
node due to the communication problems.

Symptom

The status of the Linux Backup Server remains in a disconnected state on the UDP
console. The Update Node cannot update the Linux Backup Server successfully and
the yellow warning icon will not change to green. This occurs when you set the
static IP address to the appliance Server which will then cause the Linux Backup
Server to not get the network DNS suffix properly.

Solution

To resolve this issue, you can update the file/etc/resolv.conf directly in the Linux
machine to add the correct DNS suffix.
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Default Time Zone on the Appliance

Symptom

The default time zone is (UTC-08:00) Pacific Time (US & Canada) no matter what
region you select when you first power on the appliance.

Solution

To resolve this issue, go to the Arcserve Backup Appliance Wizard and click Edit,
Date and Time to change the time zone.
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Licenses Error even when the licenses are available

For more information on license related errors in the Appliance even when the
licenses are available, refer the link.
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Best Practices for Network Configuration

" If multiple network interfaces are connected in the production environment,
ensure that each network adapter is connected to different sub network.

® |f Linux node is not available in the production environment to protect, we
recommend to stop the VM Linux-BackupSvr, DHCP Server service and RRAS
on the Appliance.

For more information, refer How to Disable DHCP Server in Appliance User
Guide.

® |f you encounter a connection problem between the Appliance and an Agent
node when both the Appliance and the Agent node are online on the network.
The problem occurs if there are multiple network interfaces connected to the
same sub network in the Appliance.

Symptom

If both the Appliance and Agent node are online on the same sub network.
The following symptoms may occur:

+ On the Arcserve UDP Console, when you deploy the plan to Agent node,
the following error message is displayed:

Error 3

€3 Unable to apply 'backup settings' to node '10.57.52.13'. (Failed to connect to Arcserve UDP
Recovery Point Server appliatest?6. Verify that server name, port number, and protocol
(http/https) inputs are all correct and the web service is started on the specified host. For
other reasons, see Troubleshooting in the User Guide.)

+ Backup job of the Agent node fails as below:

+ Ping the Agent node from the Appliance and verify whether the Agent
node is connected or not as follows:
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sUWindowsssystend2 »ping 18.57.52.13

inging 18.57.52.13 with 32 hytes of data:
18.57.52.13: bytez=32 time<imz TTL=127
18.57.52.13: hytez=32 time=1ms TTL=127
18.57.52.13: bytez=32 time<imz TTIL=127
18.57.52.13: bhytez=32 time<ims TTL=127

+ Ping Appliance host name from the Agent node and the Appliance is
NOT connected as follows:

C=slUserssAdministrator>ping appliatest?h

Pinging appliatest?6 [18.57.52.471 with 32 hytes of data:
Request timed out.
Request timed out.

Request timed out.
Request timed out.

Ping statistics for 18.57.52.47:
Packets: Sent = 4, Received = B, Lost = 4 {188x loss>.

Solution

To resolve the connection problem between the Appliance and Agent node,
perform one of the following steps:

+ |f Linux node is not available in the production environment, stop the
DHCP Server service and RRAS service on the Appliance and verify
whether the problem is resolved or not.

For more information, refer How to Disable DHCP Server in Appliance
User Guide.

+ On the Appliance and Agent node, follow these steps:
Steps to be followed on Appliance:

1. Run ipconfig /all from DOS Command Prompt to get the avail-
able IPv4 address on the Appliance:

2. Run Route Print from DOS Command Prompt to get the IPv4
Route Table, record the order list for all the available IPv4
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address on the Appliance as below:

1Pv4 Route Tahle

fictive Routes:

Network Destination Gateway
18.57.52.1
18.57.52.1
18.57.52.1
1@8.57.52.1

On-link
On-link
On—link

Steps to be followed on Agent node:

Interface Metric
18.57.52.46
1@.57.52.35
18.57.52.45
1A.57.52.47
18.57.52 .46
1@.57.52.35
1@.57.52 .45

1. From the DOS Command Prompt, try to ping each available
IPv4 address of Appliance one by one according to the order
above to get the first IPv4 of the Appliance connected on the

Agent node as follows:

C:sUserssAdministrator?ping 168.57.52.46

Pinging 18.57.52.46 with 32 hytes of data:
Reply from 18.57.52.46: hytes=32 time<{ims TTL=128

Reply from 18.57.52.46: hytes=32 time{ims TTL=128
Reply from 18.57.52.46: hytes=32 time<{ims TTL=128
Reply from 18.57.52.46: hytes=32 time{ims TTL=128

2. Modify the file C:\Windows\System32\drivers\etc\hosts to add
a record for the pair the_IPv4_got _above Appliance_hostname

and save the file.
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Best Practices for Arcserve UDP Console Migration

On the Arcserve UDP Appliance, you can migrate the Arcserve UDP Console to
another Appliance using ConsoleMigration.exe. In Arcserve UDP v6.5 Update 2, you
can migrate the Arcserve UDP Console between any two Arcserve UDP consoles, no
matter whether it is Appliance or not.

Use ConsoleMigration.exe for BackupDB and RecoverDB. The following screenshot
displays the usage of ConsoleMigration.exe:

C:sProgram FilessArcservesUnified Data ProtectionsManagement>BINsAppliance >Conso
leHigration.exe

sage: ConzoleMigration.exe {-BackupDBi-RecoverDB>
—BackupDB: Backup UDF Consol
~RecoverDB: Recover UDP Console

To complete the migration process, follow these steps:

1. On old Arcserve UDP Console, perform backup for the Arcserve UDP data-
base.

C:\Program Files\Arcserve\Unified Data Protection\Management\BIN\Appliance>ConsoleMigration.exe
-BackupDB

Backed up DB and version files completed.

DB and version files were created at "C:\Program Files\Arcserve\Unified Data
Protection\Management\BIN\Appliance\DB_Migration",

The DB_Miigration folder is created successfully.

2. On the new Arcserve UDP Console, copy the DB_Migration folder to the fol-
lowing path:

<UDP_Home> \Management\BIN\Appliance\

3. If the new Arcserve UDP Console is Arcserve UDP Appliance then change
hostname and reboot the system and you need to finish the Appliance con-
figuration using Appliance wizard.

Note: If it is not an Arcserve UDP Appliance, skip this step.

4. On the new Arcserve UDP Console, perform the steps mentioned in the
screen below to recover the Arcserve UDP Console database.
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soleMigration.exe

ire you sure you want to recover the hackup DB file? {y/n>: y

Etopping Arcserve UDP management service, please wait...

Recovering backup DB file...

pdating nodes, please wait...

Please update nodes manually from UDP console, if you still encounter disconnected nodes.

he disconnected nodes(if exist) will he saved at "C:“\Program FilesMircservesUnified Data Protec
ion\Management“\BIN\Appliance\DB_Migration\logs".

onsole migration completed. Console use DB "localhost“ARCSERUE_APP".

Note: In Arcserve UDP Console, if there exists any site other than Local Site,
follow the steps mentioned in NewRegistrationText.txt file to register the site
again.

You have completed migration of Arcserve UDP Console to the new Arcserve UDP
Console successfully.

You can use this tool to perform console migration for Arcserve UDP Console con-
nected with remote SQL database. After the migration is complete, the migrated
Arcserve UDP Console is configured to connect with the same remote SQL data-
base.

Note: When you use Console Migration tool to perform console migration between
two Arcserve UDP Consoles then both the Arcserve UDP Console version and SQL
database version should be consistent on the two Arcserve UDP Console systems.
Otherwise, the console migration fails and an error message is displayed in the
command line and log files in the following path:

<UDP_Home> \Management\BIN\Appliance\logs
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Best Practices for Set Appliance Image Utility Tool

Set Appliance Image Utility tool helps you to replace the original Appliance image
in current system with desired Appliance image of Arcserve UDP Appliance avail-
able versions. You can download the Appliance image of Arcserve UDP v6.5 Update
2 from the URL.

Note: The md5 for Appliance image download is
1E9FB62D395EF1812B1DBE9EDBSEF2C6E.

After executing the utility, perform factory reset to revert Appliance to desired
released version of Arcserve UDP Appliance using factory default setting available
in the Arcserve UDP Console. Set Appliance Image utility is available for Arcserve
UDP Appliance v6.5 Update 1 or later releases.

Note: The Appliance image used for replacement should have higher version than
the Original Arcserve UDP version installed on the Arcserve UDP Appliance.

To verify the original Arcserve UDP version, log into Arcserve UDP Console, nav-
igate to settings and select Factory Reset for the version details.

Factory Riset

Parlarming & Faciony Rised on your Sacsred LIDP Appharse will returen ol sofbng b e lactory dolauis A0 secpounces . job heSory. reports. and kod endd wil be doliied T Arciang
LIOF soffwane will nevert fiom B currond version bo T wersion enginally instaled on the Appliance

Current Arceonns UDP Vorsion: 658175 update 1 busa 353
Original Arcssrns UDP Version: 6 03792 epdate 1 bulla )
of| Preserve existing backap data.

Example scenario to replace factory reset image for UDP v6 Update 1 with factory reset
image for UDP v6.5 Update 1

The example below describes the process to replace factory reset image. You can
follow the same process for other versions also.

How to Use Set Appliance Image Utility to revert from Arcserve UDP Appliance
v6 Update 1 to Arcserve UDP Appliance v6.5 Update 1

If the installed Arcserve UDP release version on Appliance is Arcserve UDP v6
Update 1, then you can upgrade the Appliance to Arcserve UDP v6.5 Update 1.

To upgrade, follow these steps:

1. Download the Appliance image of Arcserve UDP Appliance v6.5 Update 1,
and execute the Set Appliance Image Utility. Perform the following steps to
use set Appliance Image Utility:

a. Download the Arcserve UDP v6.5 Update 1 Appliance image from the
URL or contact suppport to get the download.
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Note: The md5 for Appliance image download is
9F568A4BDC6B42972C5177284591B835.

b. Open the Windows command line and run the following command:

C:\Program files\Arcserve\Unified Data Pro-
tection\Management\bin\Appliance\Setimage.exe —applianceimage
<Fullpath of the appliance image just downloaded>

After checking appliance images finished step is complete, you can
view the following query:

Are you sure you want to replace the appliance.wim file? <y[n>

c. Enter vy or yes to replace the image or enter n or no to exit the exe-
cution.

d. When the image replication is complete, the command line displays
the following message:

Replace appliance image completed.

les'Arcserve'\Unified Data Protection\Management\bin‘Appliances .\SetImage.exe -applianceimage C:\temp\a

need abowt 30 minutes, please wait...

Replace appliance image cospleted,

2. Perform the following steps to revert to Update 1 version of Appliance:

Note: After replacing Appliance image in Arcserve UDP Console, the Ori-
ginal Arcserve UDP version is changed to the desired Appliance release ver-
sion..

a. From Arcserve UDP Console, navigate to Settings and select Factory
Reset.

Factoey Rirsot

Perlorming a Factory Aesel on your Arcsanve UDP Applance wil refemn all settings i Their taclory defaulls. All resources, job hislory, reports, and log enlries will be deleled. The Arcserve
LD gl will peviet Wom i curment vinsion 12 I visiiion onginally inmilaled on Me Afplancs

Corent Arcserve UDP Version:  § 54175 update 1 buld 358
Dviginal Arcsares UDP Version: 55417 update 1 busd 39

o Preserve eosting backup data.

Pstures F aciory Haset

The Original Arcserve UDP Version changes to Arcserve UDP Appli-
ance v6.5 Update 1.
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Note: Reload the page if desired Appliance release version is not dis-
played in Original Arcserve UDP version after replacing the Appliance
image.

. Click Perform Factory Reset to revert from current version of Appli-
ance to the new Arcserve UDP Appliance v6.5 Update 1 version.

For more information about Factory Reset, refer the link.
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Best Practices for pre-installed Linux Backup Server in
the Arcserve UDP Appliance

If you upgrade the Arcserve UDP Appliance pre-installed Linux Backup Server to
v6.5 Update 2, then you need to manually add some ports to Linux which is CentOS
6.6 x64 firewall after the upgrade.

Follow these steps:

1. Navigate to the following path:
vi /etc/sysconfig/iptables

2. The iptables file must contain the following lines that are mentioned in
bold, if not you need to add them maually:

# Firewall configuration written by system-config-firewall
# Manual customization of this file is not recommended.
*filter

:INPUT ACCEPT [0:0]

:FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [0:0]

-A INPUT -p tcp -m tcp --dport 22 -j ACCEPT

-A INPUT -p tcp -m tcp --dport 67 -j ACCEPT

-A INPUT -p tcp -m tcp --dport 69 -j ACCEPT

-A INPUT -p tcp -m tcp --dport 8014 -j ACCEPT

-A INPUT -p tcp -m tcp --dport 8016 -j ACCEPT

-A INPUT -p tcp -m tcp --dport 8017 -j ACCEPT

-A INPUT -p tcp -m tcp --dport 8021 -j ACCEPT

-A INPUT -p tcp -m tcp --dport 8035 -j ACCEPT

-A INPUT -p tcp -m tcp --dport 8036 -j ACCEPT

-A INPUT -p tcp -m tcp --dport 50000 -j ACCEPT

-A INPUT -p tcp -m tcp --dport 50001 -j ACCEPT

-A INPUT -p tcp -m tcp --dport 50002 -j ACCEPT

-A INPUT -p tcp -m tcp --dport 50003 -j ACCEPT

-A INPUT -p tcp -m tcp --dport 50004 -j ACCEPT
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-A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT
-A INPUT -p icmp -j ACCEPT
-A INPUT -i lo -j ACCEPT
-A INPUT -m state --state NEW -m tcp -p tcp --dport 22 -j ACCEPT
-A INPUT -j REJECT --reject-with icmp-host-prohibited
-A FORWARD -j REJECT --reject-with icmp-host-prohibited
COMMIT
3. Save the iptables file.
4. Restart the iptables service using the following command:

/etc/init.d/iptables restart

You have added the ports to CentOS 6.6 x64 firewall successfully.

Chapter 13: Best Practices 175



Best Practices for Arcserve UDP Appliance to backup the Linux Backup Server itself

Best Practices for Arcserve UDP Appliance to backup
the Linux Backup Server itself

In the Arcserve UDP Appliance, if you want the Linux Backup Server to backup itself,
perform the following steps:

1. From Arcserve UDP Console, click the resources tab.
2. Click All Nodes in the right pane.
3. From the center pane, click Add Nodes.
The Add Nodes to Arcserve UDP Console dialog opens.
4. From the Add Nodes by drop-down list, select Add Linux Node.

5. Provide the node credentials and click Add to List.

el Wt 1o A Cubr LT C ool

]

6. Click Save.
The added Linux node is displayed in the All Nodes list.
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7. Navigate to All Plans and create an Agent-based Linux plan.

The Source tab appears.
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8. From the Add drop-down list, select Select Nodes to Protect in Arcserve
UDP.
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QrCSerye”  unied data protection
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The Select Nodes to Protect dialog opens.

9. Protect the added Linux node and click OK.

The Destination tab appears.

10. The default destination displayed is the data store created using Appliance
wizard. Select Local disk or shared folder to backup the node if required.
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11. After providing the settings related to plan, click Save.
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You can perform backup for the added Linux Backup Server successfully.
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Best Practices to Migrate from Arcserve UDP Appli-
ance to Appliance

This topic provides two solutions for user to perform migration from existing Arc-
serve UDPAppliance to another fresh Arcserve UDP Appliance.

For example, let us migrate the Arcserve UDP Appliance 8200 to Arcserve UDP
Appliance 8400. The prerequisites are listed as follows:

® Ensure that you can connect to both Appliance 8200 and Appliance 8400.

® Capacity of the new Appliance should have enough memory to hold all the
data on the original Appliance.

® |n the Arcserve UDP Appliance 8200, ensure that no job runs.

For more information on Console migration, refer the Best Practices for Arc-

serve UDP Console Migration topic.

To migrate from any Appliance to a fresh Appliance, you have two solutions as lis-
ted below.

" Solution 1

" Solution 2
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Solution 1

Bare Metal Recovery (BMR) solution

To perform BMR from existing UDP Appliance to another fresh UDP Appliance , fol-
low these steps:

1. Create a data store on the fresh Arcserve UDP 8400 and backup Arcserve
UDP Appliance 8200 to this data store.

Note: You can just ignore the following warning:

The Arcserve UDP Recovery Point Server data store is configured on volume
X.,Y:. This volume will not be backed up.

2. After the backup, perform BMR on the Appliance 8400 using the recovery
point you get on the step above and select driver megasas.inf manually.

arcserve * bare metal recovery

Bare Metal Recovery(BHR
- Insert Dewice Driver : Provide drivers for folowing devices:

A reompe’blly problem has been detected and
BMR 15 unable b fined suitable driver o some Y -
device(s). The operating iitem of She host beng Rl ANAGE MegaR ALD SAS Adaprh
recgened miy b dfferent Fun the aperatng

wywiem St was created on the B 150 mage.

3 rewf Froperty Desaipton
Viendor LT Loge | Symbios Loge:
Manufacturer AvpgoTech

Fiease select an acorogriate driver for e Class SCSlAdacter
:‘f_’.cg_?f:d“ ot driver by chang “Add friver Descripion.  AVAGE MegaitalD 545 Adapter
[ — Hardware I PECTIVEN _ S008DEV_DOSDASLESY...
drvallable Drtver (1)
Drover Proparty Descrpron
[ megmsm it Vergen OTFEEMH013, 6600, 2108
[ megasasznf{1) Manufacturer L&T, L
Bl cons i N SCSTAdapter
Farvioe Y
INF Path CxiWindows\System32\gdriverStor...
bmsert Dinver
A Uniser fiext Abort

Version 6.5.4175 Update 1 Bulld 327; Boot Firmwware: UEFI

3. After the BMR, restart the Appliance 8400 according to the system prompt.
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Arcstrvn UDP Appiliane
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4. Now, rebuild the network switch on 8400 Appliance.

Follow these steps:

a. Open Routing and Remote Access and click Disable Routing and
Remote Access.

11 osting s Femate Beves [=lomm

b. Run the following command with PowerShell:

C:\Program Files\Arcserve\Unified Data Pro-
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tection\Engine\BIN\Appliance\Rebuild-VMSwitch.ps1
(noen- Appliance = | o

+ * 1 o Frogram Files » Argstrve ¢ Unafied Data Pretection » Enging » BIN » Applince » v 0 3ich Apgha 2
¢ Favesies Tipe -
I Deskicp | setnatpllog
& Dewmlzads | matlag
4 Recent plies b natibat

dhipdone flag
18 This PC . et oy
g Deskdep | linredoneflag
Documents wistarted flag ]
& Downloads adapterilameChangedflag
B Muic languagent
= Pictures L inkpternighpil bog
H Videos | ttaiflag
.‘;. Local Disk (€} ceefigurition_thange.stitus
iz Local Disk (%) emfiguistien_change g
- BRI ARCDakCheck-Frrthiag
o LG iy Rebruikd-ViBeatch.psl e Windows Powers KE
i Local Disk () i repebdheppil Opa 7 g X
s Local Disk (¥ i Applancelnformatson.en Fom whh Pesvarihl
i ceafiguiation_change.pd i W Pt
¥ Network b arcrunbat SERi P | Windows Bateh Fil
(B asorngepnt Riestee previous versions
11 ARCDRECheckan Sand 1o '
& setnatpdl Cut Windows Poveer:
Miems 1 item sslected 10TKB Copy J .

Now, follow these steps to copy the data on 8200 Appliance to 8400 Appli-
ance and import the data on to 8400 Appliance:

a. Stop all the UDP services on UDP Appliance 8200 using the following
command in the command line:

C:\Program Files\Arcserve\Unified Data Protection\Management\BIN>
cmdutil.exe /stopall

b. Copy all the data on disk X and Y from UDP Appliance 8200 to 8400
manually.
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I == Administrator: C\Windows\System32\cmd.exe

crosoft W ¥ 3 -

> 2813 Mi -« A1l rights » crved .
SProgran Filesr d Data Protection~Management-BIN>cmdutil.e
t to kill process cplorer.exe

explorer.e

tart te kill preoc D2DUDge - exe =

v : Agent Sewrvice
wice Stopped.

Stopping ru i RPE Data Store Seruvice
fervice Stoppe

"Arcserve RPS FPort
*topping service Arcserwve Identi
Sex
ruice *Arcserve Hanage
topped.

topping Arcser Management Port Sharing Ser
serwvice Stopped.

Arcserue Agent Explorer Extension Serwice

e 2 Update Service” ...
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Stopping Arcserve UDP a
fircserve UDP agent monitor

kill Arcserve UDP

Proce sync_utl _d.
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AFDZ2DMonitow
erver.e
GDDServer .exe
GDDEerver
AStartup.exe
explorer.exe

Stopping mountin
ounting driver

Start Windows Explorer.

c. On 8400 Appliance, start all UDP services and then import the data
copied from 8200 Appliance.

QrCServe'  unified data protection

dashboaid resourced |oba reporls loj setbnds Fegh availabdity
Impeoat & Data Store
v ey Pl v el 17

300D a0 A i o i usban. i g vl 3 (Fankn Srplph "
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Solution 2

Migrate Arcserve UDP Appliance solution

Important! If the existing Appliance works as both Arcserve UDP Console and

Arcserve UDP RPS, we can use this solution.

Prerequisites:

® On Arcserve UDP Appliance 8200, ensure that no job runs.

® You have migrated the Arcserve UDP Console from UDP Appliance 8200 to

8400.

Note: For more information about how to migrate the Arcserve UDP Console
from Appliance 8200 to 8400, refer Best Practices for Arcserve UDP Console

Migration.

Follow these steps:

1. Stop all the Arcserve UDP services on Arcserve UDP Appliance 8200 using
the following command in the command line:

C:\Program Files\Arcserve\Unified Data Protection\Management\BIN>

cmdutil.exe /stopall

I == Administrator: C\Windows\System32\cmd.exe

BMicrosoft W s [Uersion b.3.
Corporation.

PHHEHE 1
A1l rights reserved.

D2DUDgC . exe

"Arcserve UDP

"Arcserve UDP

e "Arcserve UDP

TArcse upDP

e UDP

se UDP

uDP

uDP

AFDZDMonitor

GDDServer.exe

DServer.exe

CDDEerver. . exe

: AStartup.exe

: explorer.exe

v AL mo ting
ounting driu op

Start Wi ws Explorer.

Agent Service’ ...
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RPS Porxt Sharing Service’ ...
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Update Service” ...
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2. Copy all the data on disk X and Y from Arcserve UDP Appliance 8200 to
8400 manually.

3. On 8400 Appliance, start all Arcserve UDP services and then import the
data stores copied from 8200 Appliance.

CIFCSEerye"  unified data protection

dashboard rescurces |obs reporis lop setngs | igh availabdity
Impecet & Daka Stone
e -
_— e pr—— =
T f

Caprogtt 3917 Brvmmrn [0 o i ¥t el scbasbara. 50 vt resael. 0 [Pt gt "

Note: The Arcserve UDP log files are not migrated to the new fresh Appli-
ance.

You have migrated the existing Arcserve UDP Appliance to another fresh Arcserve
UDP Appliance successfully.
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Best Practices for Arcserve UDP Linux instant VM job
to Local Appliance Hyper-V

Using the Arcserve UDP Appliance, you can set the network to perform Linux
instant VM job on local Appliance Hyper-V.

Follow these steps:

1. Open Hyper-V manger.
2. Create a new external virtual network switch.

3. Open Routing and Remote Access and click Disable Routing and Remote
Access.

X Routing and Remote Access
File Action View Help

"EGEEEELTE:

B Server St [

‘;5_9’_‘ figurt and Enable Routing and Remots Acce 155 15 Confiqured on This Server
a

Disable Routing and Remote dcoess Gurad wiing th Rewbng and Samate Ascast Server Satup Waaand, To make change b the currant conhquration, seled
= |

S0 e Drecthccen.

Al Tk

View v iis Server

TV H D 0r providing remete acosss to your dients. You can use rich remate aooess expenience based on DirectAcosss by enabl
H ' . ate nebwork. To enbble Dwecticcess on thd server, you 2an run the "Enable CriectAcoess” withid by selectng the "Ena
Refresh

Peopertsei

Help

4. Run the following command with PowerShell to reconfigure Routing and
Remote Access for the newly added virtual network switch in step 1 using
DOS command line:

C:\Program Files\Arcserve\Unified Data Pro-
tection\Engine\BIN\Appliance>powershell .\Rebuild-VMSwitch.ps1

Note: The Linux Backup Server Linux-BackupSvr is rebooted during the pro-
cess.

5. To perform Linux instant VM job to local Hyper-V, select the newly added
virtual network switch created.

Now, you can perform Linux instant VM job to local Appliance Hyper-V successfully.
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Best Practices to add Replicate to a remotely man-
aged RPS task to another Appliance

In Arcserve UDP Appliance v6.5 Updatel if you add a Replicate to a remotely man-
aged RPS task and enter the hostname/IP of a different appliance machine as
Recovery Point Server (RPS) in the Remote Console field, then the following error
message is displayed in the Arcserve UDP Console:

Please select a remote console

QICSEr\/@'  unified data protection OMesigs ) - [ |
dashboard resources jobs reports log setfings | high availability
Modify aPlan nsp [ asetispln Save Cancel Help
Tosk: Backup: AgentBased @ ToSKTWe  Repicatato aremotey-ménaged RPS \ R
Windows
Source Destination  Schedule
Task2: Replicate fo a remotely- .
managed RPS
Remole Console 1010255255 0
[Of AddaTesk
Usmane. adniistaor
Podue italaion i WV
Fat s
Projounl OHT @ HTes
Enable Proy I

This issue is caused due to the use of same GUID on local console and remote con-
sole.

To support remotely managed RPS task to another appliance, follow these steps:

1. Delete the GUID in local Appliance from the following registry path:

HKEY _LOCAL_MACHINE\SOFTWARE\Arcserve\Unified Data Pro-
tection\Management\Console\GUID

2. Delete the GUID from the database using the following commands in
PowerShell:

$database ='arcserveUDP'
$server ="localhost\arcserve_app'
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$sqglconn = New-Object System.Data.SqlClient.SglConnection
$sglconn.ConnectionString = "Data Source=$server;|nitial Cata-
log=$database;Integrated Security=SSPI;"

$sqglconn.Open()

$sglcmd = New-Object System.Data.SqlClient.SqlCommand
$sglcmd.Connection = $sqlconn

$sglcmd.CommandText = "delete from as_edge_configuration where Para-
mKey='ConsoleUuid™"

$sglemd.ExecuteNonQuery()

$sqlconn.Close()

3. Restart UDP management service on the local appliance machine.
4. From the UDP Console of local machine, follow these steps:

a. Select All nodes in Nodes view.

b. Right click and select Update.

c. Click OK to update all the nodes.

5. Select all RPS nodes in Recovery Point Servers view, right click and select
Update to update all RPS nodes.

The Replicate to a remotely managed RPS task is supported successfully between
two Appliance machines.
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Best Practices to perform Virtual Standby (VSB) task
for which the monitor is another Appliance
On the Arcserve UDP Appliance v6.5 Updatel if you perform VSB task and use

another Appliance as monitor, the VSB task fails and the following error message is
displayed in the activity log:

Failed to connect to remote server [IP], port = 4090.

QrCSerVe"  unifieddataprotection [0 |

dashboard resources jobs reports log seffings | high availabiity
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0 morsan e B w e
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This issue is caused due to the same GUID present in both monitor Appliance and
Arcserve UDP RPS Appliance machine.

To support VSB task, follow these steps:
1. Stop all the UDP services on Arcserve UDP RPS Appliance using the fol-
lowing command in the command line:

C:\Program Files\Arcserve\Unified Data Protection\Management\BIN>
cmdutil.exe /stopall

2. Delete the GUID from local Appliance using the following registry path:

HKEY _LOCAL_MACHINE\SOFTWARE\Arcserve\Unified Data Pro-
tection\Engine\GUID

190 Arcserve UDP Appliance User Guide



Best Practices to perform Virtual Standby (VSB) task for which the monitor is another

3. Start all the UDP services on Arcserve UDP RPS Appliance using the fol-
lowing command in the command line:

C:\Program Files\Arcserve\Unified Data Protection\Management\BIN>
cmdutil.exe /startall

4. From the UDP Console of local machine, follow these steps:
a. select All plans in Plans view.
b. Right click and select Deploy Now.
c. Click OK to deploy all plans.

The VSB task is supported successfully.
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Portions of this product include software developed by third-party software pro-
viders. The following section provides information regarding this third-party soft-

ware.

This section contains the following topics:
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putty
This product includes the "putty" component which entails the following details:
Component
putty
Name
Component _ .
Developed originally by Simon Tatham
Vendor
Component
. 0.64
Version

Legal Remark

http://www.chiark.greenend.org.uk/~sgtatham/putty/licence.html

Project Name

Appliance Rhodium

Component
Type

Open Source

Source Code
URL

http://the.earth.li/~sgtatham/putty/0.64/

Localization
Required

Platform(s)

Windows 2012 R2

Required

tZJoRanponent http://the.earth.li/~sgtatham/putty/0.64/x86/

\C/ZEiZEnLT:E http://the.earth.li/~sgtatham/putty/0.64/x86/

Description On the appliance machine, we use putty.exe to communicate with the Linux
Backup Server to change the system locale and UDP Linux locale.

Features Appliance
http://www.chiark.greenend.org.uk/~sgtatham/putty/licence.html
PuTTY is copyright 1997-2015 Simon Tatham.
Portions copyright Robert de Bath, Joris van Rantwijk, Delian Delchev,
Andreas Schultz, Jeroen Massar, Wez Furlong, Nicolas Barry, Justin Brad-
ford, Ben Harris, Malcolm Smith, Ahmad Khalifa, Markus Kuhn, Colin Wat-
son, Christopher Staite, and CORE SDI S.A.

License Text |Permission is hereby granted, free of charge, to any person obtaining a

copy of this software and associated documentation files (the "Software"),
to deal in the Software without restriction, including without limitation the
rights to use, copy, modify, merge, publish, distribute, sublicense, and/or
sell copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in
all copies or substantial portions of the Software.
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http://the.earth.li/~sgtatham/putty/0.64/x86/
http://www.chiark.greenend.org.uk/~sgtatham/putty/licence.html

putty

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL SIMON TATHAM BE LIABLE FOR
ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF
CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN
THE SOFTWARE.

http://www.chiark.greenend.org.uk/~sgtatham/putty/licence.html

PuTTY is copyright 1997-2015 Simon Tatham.

Portions copyright Robert de Bath, Joris van Rantwijk, Delian Delchev,
Andreas Schultz, Jeroen Massar, Wez Furlong, Nicolas Barry, Justin Brad-
ford, Ben Harris, Malcolm Smith, Ahmad Khalifa, Markus Kuhn, Colin Wat-
son, Christopher Staite, and CORE SDI S.A.

Permission is hereby granted, free of charge, to any person obtaining a

copy of this software and associated documentation files (the "Software"),
to deal in the Software without restriction, including without limitation the
rights to use, copy, modify, merge, publish, distribute, sublicense, and/or

Copyright sell copies of the Software, and to permit persons to whom the Software is

Text furnished to do so, subject to the following conditions:
The above copyright notice and this permission notice shall be included in
all copies or substantial portions of the Software.
THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL SIMON TATHAM BE LIABLE FOR
ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF
CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN
THE SOFTWARE.

License URL

Intended On the appliance machine, we use putty.exe to communicate with the Linux

Usage Backup Server to change the system locale and UDP Linux locale.

Modifications

Required No

Type of Dis-

tribution to

Customer Bin-

ary
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